Antli Analiz

written by Mert SARICA | 23 April 2012

Yakin bir arkadasim ile 12 Nisan tarihinde Namik Kemal Universitesi’ne bagli
Corlu Mihendislik Fakiiltesi’nde gerceklesen Internet Haftasi etkinliginden
donerken bana 1 saat Once kendisine ulasan e-postayi go6sterdi. E-postanin
konu basligi (“Bakalim bunu nasil aciklayacaksin!!!!) ve icerigi (“Nokia
Fotograflar.rar”) slpheli oldugu icin arkadasima e-postayi bana gondermesini
ilettikten sonra mumkin olan en kisa zamanda analiz icin ise koyuldum.
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8:18 PM (16 hours ago) -

Begin forwarded message:

From: bir dost <birdostama@amail.com=>

Date: 12 Nisan 2012 13:44:13 GMT+03:00
To: undisclosed-recipients:;

Eklentiyi indir

32

Gelen e-posta SPAM kategorisin girmedigi icin direk gelen kutusuna gelmisti.
E-posta, HTML icerige sahip oldugu icin eklenti adi ve eklentiye ait resim
guzel bir sekilde konumlandirilmisti ve bu nedenle dikkatsiz bir kullanici
tarafindan ilk bakista eklentinin Gmail’de oldugu disinilebilirdi. E-postanin
baslik bilgilerine (headers) dikkatlice bakilinca HTML kodlar ve eklentinin
bulundugu kisaltilmis (bit.ly) web adresi dikkat c¢ekiyordu.


https://www.mertsarica.com/anti-analiz-kodlari/

Morzilla FireFox ) 1:09PM {#

I what 1s My IP Address -Sho... & Gmail - Fwd: Bakalim bunu n. S RIS ET I T GITE VR I W i hittps://mail....ohhldarwBmbnd

™ google.com google.com - (M Q @
To: mertsarica@gmail.com
Content-Transfer-Encoding: 7bit
Mime-Version: 1.0 (1.0)

- - Apple-Mail- BICA32C3-FB6T7 - 4BSE- 9F63- COBAL7255E4D
Content-Transfer-Encoding: quoted-printable
Content-Type: text/plain;

charset=utf-8

Begin forwarded message:

> From: bir dost <birdostama@gmail.com>

> Date: 12 Nisan 2012 13:44:13 GMT+03:00

> To: undisclosed-recipients:;

> Subject: Bakal=CA=BIm bunu nas=C4=B11 a=C3=A7=C4=Blklayacaks=C4=BIn!!II!!1=
ISEETI

=20

> "Nokia Foto=C4=9Fraflar.rar" =20

> Exlentiyi indir.

>=20

-- Apple-Mail- BICA32C3-FB67 - 4BSE- 9F63- CO6AL7255E4D
Content-Transfer-Encoding: quoted-printable l}
Content-Type: text/html;

charset=utf-8

<htal=<head></head=<body bgcolor=3D"#FFFFFF"><div><br><bre<br=Begin forwarde=
d message:<bra<brs</div><blockquote type=3D"cite"><div><b>From:</b> bir dost=
&lt;<a href=3D"mailto:birdostama@gmail.com”>birdostama@gmail.come/a>&qt; <br=
»<b>Date:</b> 12 Nisan 2012 13:44:13 GMT+03:00<br><b>To:</b> undisclosed-rec=
1plents ;<br><b>Subject: </b> <b>Bakal-C4=Blm bunu nas=C4=B11 a=C3-A7-C4-Blk1=
! </b=<bra<bra</div></blockquote><dive</div><block=
quote type 30" cite"><divo<div class=30"gnail_quote”><b><fant color=3D"#00009=
9">"<a href=3D"http: //bit.ly/ToddeS">Nokia Foto=C4=9Fraflar.rar</a>"</font><=
/b> &nbsp;<a href=3D' mw ><img src=30"http://i.imgur.com/hS=
yee.png“></a><div><img src=3D"http://i.1imgur.com/yHIGZ.png"><a href=3D"http:=
//bit.ly/ToddeS* target=3D"_blank“>Eklentiyi indir.</a>

</div>

</div>chr>

</div></blockquote></body></htnl>=

--Apple-Mail-BICA32C3-FB6T- 4BSE- 9F63- CO6AL T2S5E4D- -

Firefox Web Browser

W what Is My IP Address - Sho... & Gmail - Fwd: Bakalim bunun... 4 https://mail....ohhl4arwembn4 % [JEd
1 google.com google.com v | [ Q @

Downloads

- Nokia Fofograﬂar.rar

602 KB — wyciwyg resource

| clearvList | Q

Nokia Fofograflar.rar dosyasini indirip ag¢tiktan sonra i¢inden ¢ikan 2
yazilimin (DSC0025.exe ve DSCO027.exe) PE baslik bilgilerinde yer alan zaman
damgalari 10.04.2012 12:47:51 tarihini g0steriyordu.

e DSC00Z5, exe 1.036 KB Application 10.04.2012 15:50
e DSC0027 exe 776 KB Application 10.04.2012 15:50



Iki yazilimin ortak 6zelliklerinden biri calastirilir calistirilmaz ekrana

asagidaki resmi ¢ikartiyor olmasiydi.

Bu iki yazilimin kullanmis oldugum antiviris yazilimi tarafindan tespit
edilmemis olmasi zararli yazilaim olusturan kisiler arasinda sikca tercih
edilen Crypter (sifreleme) araci ile yazilaimlarin olusturuldugu siphesini
uyandirdi.

Virustotal Uzerinden 42 farkli Antivirls yazilimi ile bu iki yazilimi

tarattigimda sadece 2 tanesi bu zararli yazilimlari taniyabiliyordu.

/= Antivirus scan for at UTC - VirusTotal - Windows Internet Explorer
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| total
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File name: DSC0025 exe
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Detection ratio 3142 .r 0 @ 0
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Antivirus Result Update
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Avast - 20120415
AVG - 20120415
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{2 Antivirus scan for at UTC - VirusTotal - Windows Internet Explorer
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B total
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Antivirus Result Update
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AVG - 20120415
)
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Boyutu digerine kiyasla daha ufak olan DSC0027.exe yazilimini sanal makine
icinde Immunity Debugger araci ile dinamik olarak analiz ettigimde yazilaimin
2004 yilindan kalma Flux RAT oldugunu (flServ.exe adi altinda calismaktadir),
kendinisini explorer.exe icine enjekte ettigini ve Vodafone 3G IP blogunda
yer alan 46.155.243.4 dinamik ip adresi (***** zapto.org) ile 2001 numarali
baglanti noktasi lzerinden haberlesmeye calistigi rahatlikla anlasiliyordu.

Ancak DSC0027.exe adindaki diger zararli yazilimi inceledigimde sanal makine
i¢inde calismadigi gibi Anubis ve benzeri online kum havuzu (sandbox)
hizmetleri tarafindan da analiz edilemiyordu. Ginlimizde ¢ogu zararli yazilimi
olusturan ana yazilimlarin olusturduklari zararli yazilimin sanal makinelerde
ve kum havuzu araclarinda calistirilmaya karsi ek kontroller barindirdigi
distinildiginde calismamasinin baska bir nedeni olabilecegini pek
distinmemistim.

Sanbo
W &rubiz

W Sandboxie

WirtualB o

andbox

Norman Malware Debugger PRO araci ile zararli yazilimi inceledigimde az Once
bahsetmis oldugum kontrollerin yazilim (zerinde mevcut olduguna dair
bilgilendirme mesajlari ile karsilastim.


http://www.norman.com/products/debugger_pro/

o NORMAN SANDBOX ANALYZER PRO EDITION 1.45 - (C) 2011 NORMAN ASA
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c Hntl debug/emulation code present.

c 8080880 2804 .. 88 Anti debugsemulation code present.

££7524 dword ptr ebp+241 [8A10:C3IAA4F4A 1 BBA3F
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oading C:Nsanple.exe. set image breakpoi

Image bhreakpoint set frnn 1B:IB4BBBBB to 1B: BB44FIBI
Number of breakpoints set

HB executed addre at BBIB B0400000-004141F080 [+]1

C:N>
Sandbox output: B000BBAS : Malware

Zararli yazilimi Immunity Debugger ile detayli olarak inceledigimde bu
yazilimin aslinda CyberGate RAT (cyber server.exe adi altinda calismaktadir)
oldugu ve Norman Malware Debugger PRO aracinin belirtmis oldugu gibi lzerinde
bircok anti analiz kodlarini (vmware, virtualbox, anubis, debugger vb.) yer
aldigi acgikga goruliyordu.

.| Immunity Debugger - cyber_server.exe - [CPL - main thread, module cybe|
file View Debug Plugns Immlib Options ‘indow Help Jobs

Uirtual

dbghelp.dll Kontrolu

fddre=s

[Too long (vecursive?) SEH chain [Paused |

Sandboxie Kontrolu
00407888 /$ 53 PUSH EBX



00407889
0040788B
00407890
00407895
00407897
00407899
00407898
0040789D
0040789E

| .
| .
| .
| .
| .
| .
|>
| .
\.

33DB XOR EBX, EBX

68 A0784000 PUSH cyber se.004078A0 ; /pModule = "SbieDll.dll"
E8 1FDCFFFF CALL ; \GetModuleHandleA

85C0 TEST EAX,EAX

74 02 JE SHORT cyber se.0040789B

B3 01 MOV BL,1

8BC3 MOV EAX, EBX

5B POP EBX

C3 RETN

ThreatExpert Kontrolu

004078AC
004078AD
004078AF
004078B4
004078B9
004078BB
004078BD
004078BF
004078C1
004078C2

/9%

| .
| .
| .
| .
| .
| .
|>
| .
\.

53 PUSH EBX

33DB XOR EBX, EBX

68 C4784000 PUSH cyber se.004078C4 ; /pModule = “dbghelp.dll”
E8 FBDBFFFF CALL ; \GetModuleHandleA

85C0 TEST EAX,EAX

74 02 JE SHORT cyber se.004078BF

B3 01 MOV BL,1

8BC3 MOV EAX, EBX

5B POP EBX

C3 RETN

Sandbox Kontrolu
55274-640-2673064-23950 — JoeBox

004078D0O
004078D1
004078D7
004078D9
004078DA
004078DC
004078DE

/%
|
|
|
I
I

. 6A 01 PUSH 1 ;
. 6A 00 PUSH 0O ;

53 PUSH EBX

81C4 F4FEFFFF ADD ESP, -10C
33DB XOR EBX, EBX

54 PUSH ESP ; /pHandle
|Access
|Reserved = 0

68 38794000 PUSH cyber se.00407938 ; |Subkey =

“Software\Microsoft\Windows\CurrentVersion”

004078E3
004078E8
004078ED
004078EF
004078F1
004078F9
004078FD

. 68 02000080 PUSH 80000002 ;
. E8 EFDAFFFF CALL ; \RegOpenKeyExA

. 85C0 TEST EAX,EAX

. 75 32 JINZ SHORT cyber se.00407923

. C74424 04 0101>MOV DWORD PTR SS:[ESP+4],101
. 8D4424 04 LEA EAX,DWORD PTR SS:[ESP+4]

. 50 PUSH EAX ; /pBufSize

|hKey = HKEY LOCAL MACHINE



004078FE
00407902
00407903
00407905
00407907
0040790C
00407910
00407911
00407916
0040791A

. 8D4424 0C LEA EAX,DWORD PTR SS:[ESP+C] ; |

. 50 PUSH EAX ; |Buffer
. 6A 00 PUSH 0 ; |pValueType = NULL
. 6A 00 PUSH 0 ; |Reserved = NULL

68 64794000 PUSH cyber se.00407964 ; |ValueName = “ProductId”

. 8B4424 14 MOV EAX,DWORD PTR SS:[ESP+14] ; |
. 50 PUSH EAX ;
. E8 CEDAFFFF CALL ; \RegQueryValueExA

. 8D4424 08 LEA EAX,DWORD PTR SS:[ESP+8]

. 3D 70794000 CMP EAX,cyber se.00407970 ; ASCII

| hKey

“55274-640-2673064-23950"

0040791F
00407921
00407923
00407926
00407927
0040792C
0040792E
00407934
00407935

| .
| .
|>
| .
| .
| .
| .
| .
\.

75 02 INZ SHORT cyber se.00407923
B3 01 MOV BL,1

8B0424 MOV EAX,DWORD PTR SS:[ESP]
50 PUSH EAX ; /hKey

E8 88DAFFFF CALL ; \RegCloseKey
8BC3 MOV EAX, EBX

81C4 0C010000 ADD ESP,10C

5B POP EBX

C3 RETN

76487-644-3177037-23510 — CWSandbox

00407988
00407989
0040798F
00407991
00407992
00407994
00407996

/%
|
|
|
I
I

. 6A 01 PUSH 1 ;
. 6A 00 PUSH 0O ;

53 PUSH EBX

81C4 F4FEFFFF ADD ESP, -10C
33DB XOR EBX, EBX

54 PUSH ESP ; /pHandle
|Access
|Reserved = 0

68 F0794000 PUSH cyber se.004079F0 ; |Subkey =

“Software\Microsoft\Windows\CurrentVersion”

00407998
004079A0
004079A5
004079A7
004079A9
004079B1
004079B5
004079B6
004079BA

. 68 02000080 PUSH 80000002 ;
. E8 37DAFFFF CALL ; \RegOpenKeyExA

. 85C0 TEST EAX,EAX

. 75 32 JINZ SHORT cyber se.004079DB

. C74424 04 0101>MOV DWORD PTR SS:[ESP+4],101
. 8D4424 04 LEA EAX,DWORD PTR SS:[ESP+4]

. 50 PUSH EAX ; /pBufSize

. 8D4424 OC LEA EAX,DWORD PTR SS:[ESP+C] ; |

. 50 PUSH EAX ;

|hKey = HKEY LOCAL MACHINE

|Buffer



004079BB
004079BD
004079BF
004079C4
004079C8
004079C9
004079CE
004079D2

. 6A 00 PUSH 0 ;
. 6A 00 PUSH 0 ;
. 68 1C7A4000 PUSH cyber se.00407A1C ;
. 8B4424 14 MOV EAX,DWORD PTR SS:[ESP+14] ; |
. 50 PUSH EAX ;
. E8 16DAFFFF CALL ; \RegQueryValueExA

. 8D4424 08 LEA EAX,DWORD PTR SS:[ESP+8]

. 3D 287A4000 CMP EAX,cyber se.00407A28 ; ASCII

| pValueType = NULL
|Reserved = NULL
| ValueName =

| hKey

“76487-644-3177037-23510"

004079D7
004079D9
004079DB
004079DE
004079DF
004079E4
004079E6
004079EC
004079ED

| .
| .
|>
| .
| .
| .
| .
| .
\.

75 02 JINZ SHORT cyber se.004079DB
B3 01 MOV BL,1

8B0424 MOV EAX,DWORD PTR SS:[ESP]
50 PUSH EAX ; /hKey

E8 DODI9FFFF CALL ; \RegCloseKey
8BC3 MOV EAX, EBX

81C4 0C010000 ADD ESP,10C

5B POP EBX

C3 RETN

76487-337-8429955-22614 — Anubis

00407A40
00407A41
00407A47
00407A49
00407A4A
00407A4C
00407A4E

/%
|
|
|
I
|

. 6A 01 PUSH 1 ;
. 6A 00 PUSH 0 ;

53 PUSH EBX

81C4 F4FEFFFF ADD ESP, -10C
33DB XOR EBX, EBX

54 PUSH ESP ; /pHandle
|Access
|Reserved = 0

68 A87A4000 PUSH cyber se.00407AA8 ; |Subkey =

“Software\Microsoft\Windows\CurrentVersion”

00407A53
00407A58
00407A5D
00407A5F
00407A61
00407A69
00407A6D
00407A6E
00407A72
00407A73
00407A75

. 68 02000080 PUSH 80000002 ;
. E8 7FD9FFFF CALL ; \RegOpenKeyExA

. 85C0 TEST EAX,EAX

. 75 32 JINZ SHORT cyber se.00407A93

. C74424 04 0101>MOV DWORD PTR SS:[ESP+4],101
. 8D4424 04 LEA EAX,DWORD PTR SS:[ESP+4]

. 50 PUSH EAX ; /pBufSize

. 8D4424 OC LEA EAX,DWORD PTR SS:[ESP+C] ; |

. 50 PUSH EAX ;
. 6A 00 PUSH 0 ;
. 6A 00 PUSH 0 ;

|hKey = HKEY LOCAL MACHINE

|Buffer
| pValueType = NULL
|Reserved = NULL

“ProductId”



00407A77
00407A7C
00407A80
00407A81
00407A86
00407A8A

. 68 D47A4000 PUSH cyber se.00407AD4 ; |ValueName = “ProductId”
. 8B4424 14 MOV EAX,DWORD PTR SS:[ESP+14] ; |

. 50 PUSH EAX ; |hKey

. E8 5ED9FFFF CALL ; \RegQueryValueExA

. 8D4424 08 LEA EAX,DWORD PTR SS:[ESP+8]

. 3D E07A4000 CMP EAX,cyber se.00407AE0 ; ASCII

“76487-337-8429955-22614"

00407A8F |. 75 02 JINZ SHORT cyber se.00407A93
00407A91 |. B3 01 MOV BL,1
00407A93 |> 8B0424 MOV EAX,DWORD PTR SS:[ESP]
00407A96 |. 50 PUSH EAX ; /hKey
00407A97 |. E8 18D9FFFF CALL ; \RegCloseKey
00407A9C |. 8BC3 MOV EAX,EBX
00407A9E |. 81C4 0CO10000 ADD ESP,10C
00407AA4 |. 5B POP EBX
00407AA5 \. C3 RETN
IsDebuggerPresent
00407BC8 /$ 53 PUSH EBX
00407BC9 |. 56 PUSH ESI
00407BCA |. 57 PUSH EDI
00407BCB |. 55 PUSH EBP
00407BCC |. 33DB XOR EBX, EBX
00407BCE |. 68 FC7B4000 PUSH cyber se.00407BFC ; /FileName = “kernel32.dll”
00407BD3 |. E8 14D9FFFF CALL ; \LoadLibraryA
00407BD8 |. 8BF8 MOV EDI,EAX
00407BDA |. 85FF TEST EDI,EDI
00407BDC |. 74 17 JE SHORT cyber se.00407BF5
00407BDE |. 68 0C7C4000 PUSH cyber se.00407C0C ; /ProcNameOrOrdinal
00407BE3 |. 57 PUSH EDI ; |hModule
00407BE4 |. E8 E3D8FFFF CALL ; \GetProcAddress
00407BE9 |. 8BE8 MOV EBP,EAX ; kernel32.IsDebuggerPresent
00407BEB |. 89EE MOV ESI,EBP
00407BED |. 85ED TEST EBP,EBP
00407BEF |. 74 04 JE SHORT cyber se.00407BF5
00407BF1 |. FFD6 CALL ESI
00407BF3 |. 8BD8 MOV EBX, EAX
00407BF5 |> 8BC3 MOV EAX,EBX

|

00407BF7

. 5D POP EBP



00407BF8 |. 5F POP EDI
00407BF9 |. 5E POP ESI
00407BFA |. 5B POP EBX
00407BFB \. C3 RETN

Virtual PC

00407726 OF DB OF ; Virtual PC Kontrolu
00407727 3F DB 3F ; CHAR ‘7’
00407728 07 DB 07

VMWare
004076CD

VirtualBox

00407768
00407769
00407768
00407771
00407772
00407773
00407775
00407778
00407781
00407787
0040778D
0040778F
00407790
00407795
00407798
00407798
0040779D
0040779F
004077A4
004077A9
004077AB
004077B5
004077B7

. B8 68584D56 MOV EAX,564D5868
004076D2 .
004076D7 .
004076DC .

BB 12F76C3C MOV EBX,3C6CF712
B9 0AOOOOOO MOV ECX,0A
66:BA 5856 MOV DX,5658

/$ 55 PUSH EBP

. 8BEC MOV EBP,ESP

. 81C4 C8FEFFFF ADD ESP,-138

. 53 PUSH EBX

. 56 PUSH ESI

. 33CO0 XOR EAX, EAX

. 8985 D4FEFFFF MOV DWORD PTR SS:[EBP-12C],EAX
. 8985 CCFEFFFF MOV DWORD PTR SS:[EBP-134],EAX
. 8985 C8FEFFFF MOV DWORD PTR SS:[EBP-138],EAX
. 8985 DOFEFFFF MOV DWORD PTR SS:[EBP-130],EAX
. 33CO0 XOR EAX, EAX

. 55 PUSH EBP

68 60784000 PUSH cyber se.00407860

. 64:FF30 PUSH DWORD PTR FS:[EAX]

. 64:8920 MOV DWORD PTR FS:[EAX],6ESP

. 33DB XOR EBX, EBX

. 33D2 XOR EDX, EDX

. B8 02000000 MOV EAX,?2

. E8 7FFEFFFF CALL cyber se.00407628

. 8BFO MOV ESI,EAX

. C785 D8FEFFFF >MOV DWORD PTR SS:[EBP-128],128
. EB 70 JMP SHORT cyber se.00407827

> 8D85 DOFEFFFF /LEA EAX,DWORD PTR SS:[EBP-130]



0040778BD
004077C3
004077C8
004077CD
004077D3
004077D9
004077DE
004077E4
004077E5
004077EB
004077F0
004077F5
004077FB
00407800
00407802
00407808
0040780D
00407813
00407814
00407819
0040781B
0040781D
0040781E
00407823
00407825
00407827
0040782D
0040782F
00407834
00407836
0040783C
0040783D
00407842
00407844
00407845
00407846
00407847
0040784A
0040784F

. 8D95 FCFEFFFF |LEA EDX,DWORD PTR SS:[EBP-104]
. B9 04010000 |MOV ECX, 104

. E8 1BC2FFFF |CALL cyber se.004039E8
. 8B85 DOFEFFFF |MOV EAX,DWORD PTR SS:[EBP-130]
. 8D95 DAFEFFFF |LEA EDX,DWORD PTR SS:[EBP-12C]
. E8 12F5FFFF |CALL cyber se.00406CFO
. 8B85 D4FEFFFF |MOV EAX,DWORD PTR SS:[EBP-12C]
. 50 |PUSH EAX
. 8D95 C8FEFFFF |LEA EDX,DWORD PTR SS:[EBP-138]

. B8 78784000 |MOV EAX,cyber se.00407878 ; ASCII “VBoxService.exe”
. E8 FBF4FFFF |CALL cyber se.00406CFO
. 8B85 C8FEFFFF |MOV EAX,DWORD PTR SS:[EBP-138]
. E8 14C4FFFF |CALL cyber se.00403C14
. 8BDO |MOV EDX, EAX

. 8D85 CCFEFFFF |LEA EAX,DWORD PTR SS:[EBP-134]
. E8 63C1FFFF |CALL cyber se.00403970
. 8B85 CCFEFFFF |MOV EAX,DWORD PTR SS:[EBP-134]
. 5A |POP EDX

. E8 E3C4FFFF |CALL cyber se.00403CFC
. 85C0 |TEST EAX,EAX

. 7E OA |JLE SHORT cyber se.00407827
. 56 |PUSH ESI ; /hObject

. E8 D1DBFFFF |CALL ; \CloseHandle

. B3 01 |MOV BL,1

. EB 1B |JMP SHORT cyber se.00407842
8D95 DBFEFFFF LEA EDX,DWORD PTR SS:[EBP-128]
. 8BC6 |MOV EAX,ESI

. E8 34FEFFFF |CALL cyber se.00407668
. 85C0 |TEST EAX,EAX

~0OF85 7BFFFFFF \JNZ cyber se.004077B7
. 56 PUSH ESI ; /hObject

. E8 B2DBFFFF CALL ;

\CloseHandle
33CO XOR EAX,EAX

. 5A POP EDX
. 59 POP ECX
. 59 POP ECX
. 64:8910 MOV DWORD PTR FS:[EAX],EDX
. 68 67784000 PUSH cyber se.00407867
> 8D85 C8FEFFFF LEA EAX,DWORD PTR SS:[EBP-138]



00407855
0040785A
0040785F

| . BA 04000000 MOV EDX,4
| . E8 3DBFFFFF CALL cyber se.0040379C
\. C3 RETN

Softice Kontrolu

00407DB0O
00407DB1
00407DB3
00407DB5
00407DBA
00407DBC
00407DBE
00407DCO
00407DC5
00407DCA
00407DCF
00407DD2
00407DD4
00407DD5
00407DDA
00407DDC
00407DDE
00407DDF

00407DEO .

00407DE9
00407DEA
00407DEB
00407DEC
00407DED
00407DEF
00407DF1
00407DF6
00407DF8
00407DFA
00407DFC
00407E01
00407E06
00407E0B
00407EOE

/$ 53 PUSH EBX
| . 33DB XOR EBX, EBX
| . 6A 00 PUSH 0 ; /hTemplateFile = NULL
| . 68 80000000 PUSH 80 ; |Attributes = NORMAL
| . 6A 03 PUSH 3 ; |Mode = OPEN_EXISTING
|. 6A 60 PUSH 0 ; |pSecurity = NULL
| . 6A 03 PUSH 3 ; |ShareMode = FILE SHARE READ|FILE SHARE WRITE
| . 68 000000CO PUSH COO00000 ; |Access = GENERIC READ|GENERIC WRITE
| . 68 EO7D4000 PUSH cyber se.00407DEO ; |FileName = “\\.\SICE”
| . E8 45D6FFFF CALL ; \CreateFileA
| . 83F8 FF CMP EAX, -1
| . 74 08 JE SHORT cyber se.00407DDC
| . 50 PUSH EAX ; /hObject
| . E8 1AD6FFFF CALL ; \CloseHandle
| . B3 01 MOV BL,1
|> 8BC3 MOV EAX,EBX
| . 5B POP EBX
\. C3 RETN
5C 5C 2E 5C 53>ASCII “\\.\SICE”,0
00 DB 00
00 DB 00
00 DB 00
/$ 53 PUSH EBX
| . 33DB XOR EBX, EBX
|. 6A 00 PUSH 0 ; /hTemplateFile = NULL
| . 68 80000000 PUSH 80 ; |Attributes = NORMAL
|. 6A 83 PUSH 3 ; [Mode = OPEN EXISTING
| . 6A 00 PUSH 0 ; |pSecurity = NULL
|. 6A 83 PUSH 3 ; |ShareMode = FILE SHARE READ|FILE SHARE WRITE
| . 68 000000CO PUSH COO00000 ; |Access = GENERIC READ|GENERIC WRITE
| . 68 1C7E4000 PUSH cyber se.00407E1C ; |FileName = “\\.\NTICE”
| . E8 O9D6FFFF CALL ; \CreateFileA
| . 83F8 FF CMP EAX, -1
| . 74 08 JE SHORT cyber se.00407E18



00407E10
00407E11
00407E16
00407E18
00407E1A
00407E1B

50 PUSH EAX ; /hObject
E8 DED5SFFFF CALL ; \CloseHandle
B3 01 MOV BL,1

|> 8BC3 MOV EAX,EBX

| .
\.

00407E1C .

5B POP EBX
C3 RETN
5C 5C 2E 5C 4E>ASCII “\\.\NTICE”,O0

SyserDebugger Kontrolu

. B8 847D4000 MOV EAX,cyber se.00407D84 ; ASCII “\\.\Syser”
00407D58 .
00407D5D .
00407D5F .
00407D61 .
00407D66 .
00407D6B .
00407D6D .
00407D6F .

00407D53

TickCount

0040D7C5
0040D7CA
0040D7CC
0040D7D1
0040D7D6

0040D911
0040D916
0040D918
0040D919
0040D91A
0040D91C
0040D91D
0040D920
0040D924
0040D925
0040D926
0040D929
0040D92B

. E8 OA7DFFFF CALL ;
. 8BD8 MOV EBX, EAX

. B8 04774000 MOV EAX,cyber se.00407704 ; Entry address
. E8 16A5FFFF CALL cyber se.00407CEC ; ?

. 84CO TEST AL,AL

. E8 BE7BFFFF CALL ;
. 33D2 XOR EDX, EDX

. 52 PUSH EDX

. 50 PUSH EAX

. 8BC3 MOV EAX, EBX

. 99 CDQ

. 290424 SUB DWORD PTR SS:[ESP],EAX

E8 C7FFFFFF CALL cyber se.00407D24

84C0O TEST AL,AL

75 1C INZ SHORT cyber se.00407D7D

B8 907D4000 MOV EAX,cyber se.00407D90 ; ASCII “\\.\SyserDbgMsg”
E8 BOFFFFFF CALL cyber se.00407D24

84C0O TEST AL,AL

75 OE JINZ SHORT cyber se.00407D7D

B8 AQ7D4000 MOV EAX,cyber se.00407DA0 ; ASCII “\\.\SyserBoot”

[GetTickCount

[GetTickCount

195424 04 SBB DWORD PTR SS:[ESP+4],EDX

. 58 POP EAX

. 5A POP EDX

. 83FA 00 CMP EDX,0

. 75 09 INZ SHORT cyber se.0040D934
. 3D 88130000 CMP EAX, 1388



0040D930 |. 76 OB JBE SHORT cyber se.0040D93D
0040D932 |. EB 02 JMP SHORT cyber se.0040D936
0040D934 |> 7E 07 JLE SHORT cyber se.0040D93D
0040D936 |> 6A 00 PUSH 0 ; /ExitCode = 0
0040D938 |. E8 1F7BFFFF CALL ; \ExitProcess

Piyasada yer alan c¢ogu zararli yazilimin yillardir ayni anti analiz kodlarini
icerdigi disunuldiginde bu kodlar lzerinde bol bol pratik yapmis olan zararli
yazilim analisti icin bu kontrolleri tespit etmek ve asmak sadece birkac
dakika surmektedir.
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Bu tur kodlarin kullanim amaci her ne kadar zararli yazilim analistinin isini
zorlastirmak olsa da motive olmus bir zararli yazilaim analistini bu tdr
kontroller ile durdurmak higbir zaman mimkin degildir.

Bu vesileyle herkesin 23 Nisan Ulusal Egemenlik ve Cocuk Bayrami’ni kutlar
bir sonraki yazida gorismek dilegiyle herkese giivenli ginler dilerim..



