Antli Anti-VMware

written by Mert SARICA | 18 July 2010

Zararli yazilaim analizi yapanlar ic¢in sanal makina yazilimlari (vmware,
virtualpc, virtualbox) en buylik nimettir. Hi¢ bir zaman isletim sistemi
Uzerinde calistirmayacaginiz veya calistirma konusunda tereddit ettiginiz
tehlikeli, zararli veya supheli yazilimlari hi¢ cekinmeden calistirarak

isletim sistemi lzerinde neler olup bittigini anlamaniza yardimci olurlar.

Tabii bunu bilen art niyetli kisiler, islerin bu kadar kolay olmasini hic bir
zaman istemezler bu nedenle zararli yazilimlarinin sanal makina icerisinde
incelenmesini engellemek ic¢in zararli kodlarina sanal makinayi tespit eden
fonksiyonlar ekleyerek bu zararli yazilimlarin isletim sistemi Uzerinde
calismasini engellerler. Tabii kod seviyesinde tersine miuhendislik konusunda
uzman bir analist bu engelleri kolaylikla asabilecegi ic¢in eninde sonunda

zararli yazalimlari analiz ederek mutlu sona ulasabilecektir.

Peki ya kod seviyesinde tersine mihendislik konusunda uzman olmayan bir kisi
boyle bir zararli yazilaim ile karsilasinca ne yapabilir ? Tabiiki sistem
seviyesinde tersine muhendislige basvurabilir.

Ornek olarak windows’un hesap makinasini internetten buldugumuz ve sanal
makina tespit etme 6zelligine sahip olan herhangi bir sifreleme araci
(crypter) ile sifreleyip inceleyelim.

Clown Crypter adindaki sifreleme aracini indirdikten sonra calaistirip
inceledigimizde hem sanal makina hem de sandbox tespit etme 6zelliklerine
sahip oldugunu goérebiliyoruz.


https://www.mertsarica.com/anti-anti-vmware/
http://www.vmware.com
https://www.mertsarica.com/www.microsoft.com/windows/virtual-pc/
http://www.virtualbox.org/
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Calc.exe programini tim sanal makina tespit etme seceneklerini isaretleyerek
sifreledikten sonra calc3.exe adi altinda kayit ederek VMWare icinde
calistirdigimizda programin calismadigini gOrebiliyoruz. Peki teknik olarak
bu tespit nasil gerceklestiriliyor ?

Cogunlukla bu tir programlar arasinda en c¢ok kullanilan yontemlerden biri
kayit defterindeki (registry) bazi degerleri kontrol etmek ve VMWare, Virtual
veya VBOX anahtar kelimelerini aratmaktir. Bunu teyit etmek icin
Sysinternals’in Process Monitor yazilimi ile calc3.exe programini hemen
incelemeye baslayalim. Bilmeyenleriniz icin kisa bir aciklama, Process
Monitor yazilimi, incelenen programin dosya sistemi lzerinde gerceklestirdigi
islemlerden, kayit defterinde actigi ve inceledigi tim anahtarlari ve
degerleri gorebilmenizi saglayan faydali bir eserdir.

Calc3.exe programini Process Monitor ile inceledigimizde kayit defterinde

kontrol ettigi anahtar hemen dikkatimizi c¢ekiyor.


http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx

=/ Process Monitor - Sysinternals: www.sysinternals.com

Elle Edit Event Filter Tools Options Help
EH| BB [ CAS B ZBAxM
Time. Process Name PI | Operation Path Rlesult Detail
1702 ﬁca\c&exe 4004 @ Regpentiey  HKLM\SaftwaretMicrasaftiwindaws NTACursntversiont mage File Execution Options\Sy.. NAME NOT FOUND Desired Access: Risad
1702 ﬁca\ciexe 4004 #¥Recpenkey  HELM\System\Selup SUCCESS Desired Access: Read, WOWES_EAKey
1702 fcaciene 4004 @ RegOpenkey  HKLMAS oftwaretMicrosoftiwindows N TACurrentersions MM SUCCESS Desired Access: Marimum Allowed
1702 ﬁca\c&exe 4004 ﬂHegUuelyVa\ue HELMASOF TwAARE WMicrosoftvvwindows NTACurmentyersiomt MM ime File SUCCESS Type: REG_SZ. Length: 26, Data: mscifime.ime
17.02... fcalclexe 4004 #¥Reollosekey  HKLMASOFTWARE \Microsofttwindaws NTA\CunenfiersionbIMM SUCCESS
17.02... frcalclene 4004 @ RegOpenkey  HKLMAS oftwareiMicrosoftiwindows N TA\Cunentersiontimage File Execution Optionsive. . NAME NOT FOUND Desired Access: Read
1702... “E?,ca\cS.exe 4004 ﬁF\egUpanKey HECUNS oftveare®Microsoftywindows N TACunentVersionappCompatFlagssLayers MAME NOT FOUND Desired Access: Read
1702 'ﬁca\ciexe 4004 @ Regpenkey  HKLMSoftwarehMicrosoftiwindows NT4Cunentersionimage File Execution Optionstms...MAME NOT FOUND Desired Access: Read
1702 focaciere 4004 @RegOpenkey  HKCUNSOFTWAREMicrosofty CTF SUCCESS Desired Access: Marimum Allowed
1702... ﬁca\ﬂ.exe 4004 ﬂF\egUuew\d’a\ue HKCUAS oftwaretMicrosofsCTRADisable Thiead Input Manager MAME NOT FOUND Length: 144
17.02.. ﬁca\ciexe 4004 #%Regllosekey  HECUMSoftware\MiciosaftiCTF SUCCESS
1702 o calclene 4004 @ RegOpenkey  HELM\S oftwareiMicrosaf\CTFASystemS hared SUCCESS Desired Access: Marimum Allowed
1702, frcalcdens 4004 ﬂF\egUuew\d’a\ue HELMASOF TWwW/AREWMicrosoft\CTF S pstemSharedhCLUAS SUCCESS Type: REG_DWORD, Lenath: 4, Datar O
17.02.... facalciexe 4004 @4 Regllosekey  HELMVSOFTWARE \MiciosoftCTFASpstemShared SUCCESS
1702 frcalclens 4004 @ RegOpenkey  HKCUNS oftwaretMicrosaftiwindows NTA\CunentersionAppCompatFlagshL apers NAME NOT FOUND Desired Access: Read
17.02. ﬁca\c&exe 4004 ﬁF\egUpenKey HELMASpstem\CumentContiolS et\Contral\NIs\Codepage SUCCESS Desired Access: Read
1702 ﬁca\ciexe 4004 #%Regluenivalue HELMS pstem' CunentContiolS et Control\Nis\ CodePage! 932 SUCCESS Type: REG_SZ, Length: 20, Data: ¢_332.nls
1702 focalclere 4004 @ Reglueniialue HKLMAS ystem\ CurrentContiols et ControhNIs\CodePageh 949 SUCCESS Type: REG_SZ. Length: 20, Data: c_949.nls
1702... ﬁca\c&exe 4004 ﬁF\egUuelyVa\ue HKLM\System' CurrentControls et\ControhMI\CodePageh 350 SUCCESS Type: REG_SZ. Length: 20, Data: c_950.nks
17.02 ﬁca\tﬁ exe 4004 #%Regueyalue  HELMS ystem' CunentContiolS et ControlNis\ CodePanet336 SUCCESS Type: REG_SZ. Length: 20, Data: c_336.nls
1702 g calcdens 4004 @ RegOpenkey  HKLMASOFTWARE \Microsoft WBAMonitars NAME NOT FOUND Desired Access: Maximum Allowed
1702, frealcdene 4004 ﬁF\egUpenKey HELMASOF TWARE WicrosoftVBANM onitars MNAME NOT FOUND Desired Access: Maximum allowed
17.02... frcalclexe 4004 @%Reo0penkey  HELM\System' CurentContiolSet\S ervices\Disk\E num SUCCESS Desired Access: Read
1702 g5 calcdene 4004 @ Regluentvalue  HKLM\System\ CurrentContiols et S ervicestDisk\E numb0 BUFFER OVERFL... Length: 144
TF02.. fFcalcZene 4004 aF\egUuelyVa\ue HELMASystemiCurrentContolS etiServiceshDiskAE nurm'0 SUCCESS Type: REG_SZ. Length: 136, Data: SCSINDiskEVen Viware_tProd_VMware_Vitual_S&Rev_.
17.02 Toalcd exe 4004 EXRegluenalue  HELMSystem'CurrentContol5 et\S ervices\Disk\Enums0 BUFFER OWVERFL ... Length: 144
1702, frcalcdens 4004 @ Regluenalus HKLMAS pster CurrsmtContolS st ServiceshDisk\E 0. SUCCESS Type: REG_SZ, Lengthe 136, Dats: SCSADiskb en_YMwars_8Prod Yhware_Vitusl SiRew_
1702 frcalclene 3004 E¥ Rellosekey  HELMSystem' CunentContiolS el S ervices\Disk \E num SUCCESS
17.02... frcalclene 4004 @ RegOpenkey  HKLMS oftwaretMicrosoftiWindows SUCCESS Desired Access: Read
1702... ﬁca\c&exe 4004 ﬁF\egUpanKey HELMASOF TWwWARE WMicrosoftywindows \HTML Help SUCCESS Desired Access: Read
17.02... frcalclexe 4004 @ Regluenialue HKLMVSDFTWARE \Microsoftiwindows\HTML Helpt.HLP MNAME NOT FOUND Length: 144
1702 focaciene 4004 @ RegClosekey  HKLMASOFTWARE Wicrosoftwindows\HTML Help SUCCESS
1702... ﬁca\c&exe 4004 ﬂF\egE\oseKey HELMASOF TwARE WMicrosoftywindows SUCCESS
1702 ﬁca\ciexe 4004 @ Recpenkey  HELM\S oftwarehMicrosoftiwindows SUCCESS Desired Access: Read
1702 fcaciene 4004 @ RegOpenkey  HKLMASOFTWARE WMicisoftvwindows\Help NAME NOT FOUND Desired Access: Read
1702... ﬁca\c&exe 4004 ﬁF\egE\oseKey HELMASOF TwARE \Microsoftywindows SUCCESS
17.02... fcalcexe 4004 @ Regpenkey  HKLM\SoftwarehMicrosoftwindows NT4Cunentersion\GRE _Initialize SUCCESS Desired Access: Read
1702 frcalclens 4004 @ Regluenialue HKLMASOF TWARE WMicrosoftvwindows NTACurentVersion\GRE_Iritialize\DisableMetaF . NAME NOT FOUND Length: 20

17.02... E., calcd.exe

Showing 884 of 9.344 events (3.%)

4004 ﬁF\egE\oseKey HELMASOF TWaRE Wicrosoftywindows NTACurenfyersiom\GRE_Initialize

SUCCESS

Backed by C:\Documents and SettingsiAdministratoriDeskkoplantivm_logils. PML

Il1gili anahtarda gecen VMWare ile Virtual anahtar kelimelerinin

degistirdigimizde (VMWare -> MwWare, Virtual -> irtual) ve programi

calistirdigimizda programin basariyla calistigini gdérebiliyoruz.

Yukaridaki yontemi kullanan O6rnek fonksiyon:

Public Function IsVirtualPCPresent() As Long

Dim lhKey As Long

Dim sBuffer As String
Dim 1lLen As Long
If RegOpenKeyEx (&H80000002,
0, &H20019, lhKey) = 0 Then
sBuffer = Space$(255): lLen = 255
If RegQueryValueEx(lhKey,
sBuffer

Select Case True

Case sBuffer Like
Case sBuffer Like
Case sBuffer Like
End Select
End If
Call RegCloseKey(lhKey)
End If

"0", 0, 1, ByVal sBuffer, 1lLen)
UCase(Left$(sBuffer, 1lLen - 1))

"k IRTUAL*" :
"*\MWARE*" :
"k\BOX* "

"SYSTEM\ControlSet001\Services\Disk\Enum",

0 Then

Il
=

IsVirtualPCPresent
IsVirtualPCPresent
IsVirtualPCPresent




End Function

Art niyetli kisiler tarafindan sanal makina tespiti icin kullanilan diger bir
yontem ise VMware Backdoor I/0 Port. VMwWare Backdoor ? Evet aynen odyle,
VMWare, sanal makina ile port 0x5658 baglanti noktasindan haberlesmek icin
0zel olarak tasarlanan bir arka kapi kullanmaktadir. Bu arka kapida
kullanilan baglanti noktasinin sahte oldugunu ayrica belirtmek isterim.

Art niyetli kisiler tarafindan kullanilan 6rnek fonksiyon:

bool IsInsideVMWare()

{
bool rc = true;
__try
{
__asm
{
push edx
push ecx
push ebx
mov eax, 'VMXh'
mov ebx, O // any value but not the MAGIC VALUE
mov ecx, 10 // get VMWare version
mov edx, 'VX' // port number
in eax, dx // read port
// on return EAX returns the VERSION
cmp ebx, 'VMXh' // is it a reply from VMWare?
setz [rc] // set return value
pop ebx
pop ecx
pop edx
}
}
__except (EXCEPTION EXECUTE HANDLER)
{
rc = false;
}
return rc;


http://chitchat.at.infoseek.co.jp/vmware/backdoor.html

Neyseki buna karsi VMWare lzerinde ufak bir konfiglirasyon degisikligi yaparak
VMWare’in tespit edilmesini o6nleyebilirsiniz. Bunun i¢in yapmaniz gereken
sanal makinaya ait olan VMX dosyasina asagidaki parametreleri eklemek
olacaktir.

“TRUE"
“TRUE"

e isolation.tools.getPtrLocation.disable

e isolation.tools.setPtrLocation.disable

e isolation

e isolation

.tools.

.tools

setVersion.disable

.getVersion.disable

“TRUE”
“TRUE”

e monitor control
e monitor control
e monitor control
e monitor control
e monitor control
e monitor control
e monitor control
e monitor control
e monitor control

.disable directexec
.disable chksimd =
.disable ntreloc =
.disable selfmod
.disable reloc =
.disable btinout =
.disable btmemspace =
.disable btpriv =

“TRUE”
“TRUE"
“TRUE"
“TRUE”
“TRUE”
“TRUE"
“TRUE”
“TRUE”

.disable btseg = “TRUE”

VMWare lUzerinde zararli yazilim incelemek isteyenler icin engel teskil
edebilecek bu iki yontemi asmanizi saglayan bu yazi umarimki faydali
olmustur. Sanal makina tespit tontemlerinin bu iki tanesi ile sinirli
kalmadigini hatairlatir, bir sonraki yazida gorismek dilegiyle herkese iyi
haftasonlari dilerim..



