Black Hat USA 2018

written by Mert SARICA | 26 August 2018

Sevgili isverenim Akbank‘in ve yodneticilerimin destekleri ile 2 yil aradan
sonra yeni bir Black Hat USA seriiveni ic¢in 3 Agustos, sabah saat 05:00’'da
yolculuk icin hazirlanmaya basladim. Akbank sponsorlugunda (ilk fotografa
dikkat :)) baslayan ilk ucak yolculugunun ardindan San Francisco aktarmali
olarak Las Vegas'ta, konferansin gerceklesecegi Mandalay Bay oteline
vardigimda, Tirkiye saati ile saat 23:00 olmus ve jet lag olmamak icin tam
17+ saat uyumamis olmanin verdigi yorgunlukla tam anlamiyla pestilim
¢ikmisti. Seyahat Oncesinde Tirk Lirasi’nin asiri deger kaybetmesi ile
Amerikan Dolari’nin 5.11 TL'ye kadar yukselmesi nedeniyle hayatimin en pahali

soguk suyunu (5% / 25 TL) otele vardigimda icerek hizlica ayildim. :)



https://www.mertsarica.com/black-hat-usa-2018/
https://www.akbank.com
https://www.mertsarica.com/black-hat-usa-2016/
http://www.blackhat.com/
https://en.wikipedia.org/wiki/Jet_lag
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4 Agustos sabahi, saat 10:00'da baslayacak olan 2 ginlik The Security
Automation Lab egitiminin heyecani ile giine erken basladim. Ilk is olarak
Black Hat kayit alanina gidip yaka kartimi ve kayit esnasinda verilen Black
Hat cantasini aldiktan sonra hizlica egitim alacagim sinifin yolunu tuttum.
Yolda giderken de her zaman oldugu gibi sizler ig¢in bol bol fotograf cekmeyi

ihmal etmedim. :)
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https://www.blackhat.com/us-18/training/schedule/index.html#the-security-automation-lab-9766
https://www.blackhat.com/us-18/training/schedule/index.html#the-security-automation-lab-9766
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https://evolve.threatintelligence.com/

edilen bir zararli yazilima mudahaleye kadar bir cok senaryonun uygulamasini
gerceklestirdik. Entegrasyon adina manuel gereksinimi cok olsa da 6zellikle
IBM’in Resilient gibi bir glvenlik otomasyon platformu satin alacak butgesi
olmayan kurumlarin Evolve platformuna g6z atmalarini, egitimden edindigim

tecribeye istinaden sdyleyebilirim.


https://www.resilientsystems.com/
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Onceki yillarda oldugu gibi Black Hat USA ile ilgili olarak orada bulundugum
sire boyunca Twitter ve LinkedIn sosyal medya hesaplarimdan merak edenler
i¢in bol bol paylasimda bulunmaya gayret ettim. Tabii bu paylasimlara
istinaden biri veya birileri de “bizi black hat e gotur” mesaji ile bloguma
DoS saldirisi yaptigi da goézimden kagmadi. Her daim okurlari ve takipgileri
icin imkanlari dahilinde hediye cekilisleri yapan birinin imkani olsa emin

olun Black Hat'e ucak kaldirirdi ama maalesef imkansizliklar. :)



@h Mert SARICA & g
£ % @MertSARICA

Imkanim olsa ucak kaldirinm biliyorsunuz ama
yok bu sebeple bloguma DoS saldirisi
yapmazsaniz sevinirim. :)

176.240.43.12 - - [08/Aug/2018:10:32:26 +0300] "GET
/?q=bizi_black_hat_a_gotur HTTP/1.1" 301 178 "-*
"python-requests/2.18.4"
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Konferans ginu gelip cattiginda, acilis konusmasi icin 2016 yilindaki ana
balo salonu yerine bu defa kendimi Mandalay Bay’in 12.000 kisilik etkinlik
merkezinde buldum. 12.000 kisilik etkinlik merkezi dolar mi diye biran olsun
kendi kendime yanilgiya dissem de acilis konusmasina dakikalar kala bos
koltuk sayilarini secmekte oldukca zorlandim. Acilis konusmasini yapmak icin
her zaman oldugu gibi ilk olarak sahneye Jeff Moss ardindan da Google’1in


https://en.wikipedia.org/wiki/Jeff_Moss_(hacker)

Project Zero miduru Parisa Tabriz c¢ikti. Parisa Tabriz konusmasi esnasinda
gectigimiz ay hayata gecen ve HTTPS olmayan sitelerin Chrome internet
tarayicisi tarafindan gilivensiz olarak etiketlenmesinin internet glivenligi
adina basariya ulastigindan bahsetti. Benzer sekilde Project Zero’nun 90
gunliuk zafiyet yayinlama politikasinin (90 day disclosure policy) da basta
ureticiler tarafindan memnuniyetsizlikle karsilandigini ancak Google’in bu
konuda geri adim atmamasi sayesinde tespit ettikleri zafiyetlerin %98'inin 90
gin iginde lireticiler tarafindan giderildigini belirtti. Dileyenler muazzam
acilis videosunu asagidan, acilis konusmasinin tamamini ise buradan

izleyebilirler.

-
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Gectigimiz yillarda oldugu gibi yine paralelde ilgimi ceken cok sayida sunum
olmas1i sebebiyle Black Hat USA‘in mobil uygulamasi uzerinden hangi sunumlara

katilacagima karar vermekte glclik cektim.


https://en.wikipedia.org/wiki/Parisa_Tabriz
https://www.blog.google/products/chrome/milestone-chrome-security-marking-http-not-secure/
https://www.youtube.com/watch?v=py2qmGbyhlw&t=9m45s
https://play.google.com/store/apps/details?id=com.coreapps.android.followme.blackhat&hl=en_US
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Cogu sunumun, sunum dosyasi yayinlandigi ic¢in her bir sunuma ayri ayri
deginmeden her birinini ayri ayri incelemenizi tavsiye edebilirim. Ilk giniin

en cok begendigim sunumlarini siralayacak olursam;

Zararli yazilim analizi alaninda da calismalari ile taninan Amanda
Rousseau‘nun gelistirip tanittigi disassembler aracini iceren Finding Xori:
Malware Analysis Triage with Automated Disassembly sunumu,

Present Day Common Disassemblers
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Guvenlik Enstrimanli Sistemi (safety instrumented system) hedef alan ilk
zararli yazilim olarak tarihe gecen Triton hakkinda detayli bilgilerin yer
aldigi TRITON: How it Disrupted Safety Systems and Changed the Threat
Landscape of Industrial Control Systems, Forever sunumu,

RITION implant and its
e targeted make a

eful tools and scripts by RE workstation s

ON detection approaches/tools



https://twitter.com/malwareunicorn
https://twitter.com/malwareunicorn
https://www.blackhat.com/us-18/briefings/schedule/index.html#finding-xori-malware-analysis-triage-with-automated-disassembly-11073
https://www.blackhat.com/us-18/briefings/schedule/index.html#finding-xori-malware-analysis-triage-with-automated-disassembly-11073
https://www.blackhat.com/us-18/briefings/schedule/#triton-how-it-disrupted-safety-systems-and-changed-the-threat-landscape-of-industrial-control-systems-forever-11647
https://www.blackhat.com/us-18/briefings/schedule/#triton-how-it-disrupted-safety-systems-and-changed-the-threat-landscape-of-industrial-control-systems-forever-11647

3. Donanim yazilimlarina (firmware) gerceklestirilen c¢esitli saldiri
yontemlerini ve tekniklerini konu alan Remotely Attacking System Firmware

sunumu,

-~
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4. Microfost'un sesli asistan uygulamasinin koétuye kullanimini gdzler oOnine

seren Open Sesame: Picking Locks with Cortana sunumu,

* Impact:

* by Abusing The “Open Sesame” vulnerability, “Evil Maid” attackers can gain
full control over a locked machine

* Evil Maid attack model:
* Attackers have physical access for a limited time, but the Computer is locked

* Why it’s called Evil Maid?

* Evil Maid attack
* Attac ave
* Whyit’s called

+ Think of the laptop you left in your room last night when you went out idinss
« But also borders control, computers in the office during breaks and night, ... > R |

5. Israilli giivenlik arastirmacisinin air gap denilen, yerel aglara ve internete
bagli olmayan sistemlerden (faraday kafesindeki de dahil) nasil veri

sizdirilabildigini cok sayida yontemle gbésterdigi The Air-Gap Jumpers sunumu


https://www.blackhat.com/us-18/briefings/schedule/#remotely-attacking-system-firmware-11588
https://www.blackhat.com/us-18/briefings/schedule/#remotely-attacking-system-firmware-11588
https://www.blackhat.com/us-18/briefings/schedule/#open-sesame-picking-locks-with-cortana-10547
https://www.blackhat.com/us-18/briefings/schedule/#the-air-gap-jumpers-10967

Sunumlar arasi yine her Black Hat'te oldugu gibi hincahing¢ kalabaligin
arasinda 3 farkli katta gerceklestirilen sunumlara ulasabilmek icin epey caba
sarfettim. Sunumlardan arda kalan zamanlarda da yine guvenlik dinyasinin
biyuk treticilerinin yer aldigi Business Hall‘a, guvenlik arag¢larinin
tanitildigi meshur Black Hat Arsenal‘e, Black Hat agina gerceklestirilen
siber saldirilari izleyen Black Hat NOC odasina, kitapg¢isina ve pek tabii ki
okurlarim, takipcilerim icin diizenleyecegim hediye c¢ekilisi ig¢in Black Hat
magazasina c¢am sakizi c¢oban armagani hediyeler almak ic¢in ugradim. :)

-



https://www.blackhat.com/us-18/business-hall.html
https://www.blackhat.com/us-18/arsenal/schedule/index.html
https://www.blackhat.com/us-18/noc.html
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Ikinci giin ise yine ayni yodunlukta ve tempoda kaldigi yerden devam etti.

Ikinci giiniin en cok begendigim sunumlari ise;

6. Son yillarda oldukca popiler olan yaniltma (deception) teknolojilerinin nasil
tespit edilip atlatilabilecegini konu alan Real Eyes, Realize, Real Lies:

Beating Deception Technologies sunumu,

Detection

0 — E.

Breadcrumbs Decoys

4———>——>

"Real" Assets

Honeytokens Monitoring System

USA 2018

Canaries Beacons

7. Sesli dogrulama/tanima sistemlerinin makine 6grenmesi (machine learning) ile

nasil atlatilabildigini gosteren Your Voice is My Passport sunumu,


https://www.blackhat.com/us-18/briefings/schedule/index.html#real-eyes-realize-real-lies-beating-deception-technologies-9934
https://www.blackhat.com/us-18/briefings/schedule/index.html#real-eyes-realize-real-lies-beating-deception-technologies-9934
https://www.blackhat.com/us-18/briefings/schedule/#your-voice-is-my-passport-11395

blg,ckhgg Putting it all together

USA 20

1.Scrape data from target (e.g. Youtube)
2.Select high-quality samples
3.Transcribe and chunk audio

4.Augment audio by shifting pitch
5.Train general TTS model on open source dataset
6.Replace general model training data with target data; finish

training
7.Synthesize voice from model

8. Devlet destekli siber saldirilarda kullanilan Stealth Mango ve Tangelo isimli
mobil casus yazilimlarain analizini konu alan Stealth Mango and the Prevalence

of Mobile Surveillanceware sunumu,

B

Stealth Mang

Android and iOS implants Threat Actor & Associated Developers
| —li S|
o Android - StealthMango aka StealthAgent - Freelance developers - linked to TheOneSpy
- APT group or individual(s) believed to be a part of
the Pakistani Military and previously linked to

> iOS - Tangelo
Operation C Major and Transparent Tribe.

Development and surveillance was very active

Targets
Primary - Activists, government officials, and

members of the military in Pakistan, Afghanistan,
India, Iraq, and the UAE
Secondary - inadvertent collection from victims in
the United States, Australia, and elsewhere

9. Sizma testlerinde siklikla kullanilan meshur mimikatz aracinin gelistiricisi
Benjamin Delpy‘in gerceklestirdigi, DCShadow saldirisi ile Active Directory’i

ele gecirmeye imkan taniyan So I became a Domain Controller sunumu,


https://www.blackhat.com/us-18/briefings/schedule/#stealth-mango-and-the-prevalence-of-mobile-surveillanceware-10644
https://www.blackhat.com/us-18/briefings/schedule/#stealth-mango-and-the-prevalence-of-mobile-surveillanceware-10644
https://github.com/gentilkiwi/mimikatz
https://twitter.com/gentilkiwi
https://www.blackhat.com/us-18/briefings/schedule/#so-i-became-a-domain-controller-10188
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10. Windows Defender’in antivirus oyklnucusunin (emulator) derinlemesine
analinizin yer aldigi Windows Offender: Reverse Engineering Windows
Defender’s Antivirus Emulator sunumu,

Static Analysis

e ~12 MBDLL
® ~30,000 functions
e [DA Pro
O Patch analysis with BinDiff
® Microsoft publishes PDBs

i’ *
Do you want to look for this file a the local symbol store
and the Microsoft Symbol Server?

] Don't desplay this message agsin

Emek ve zaman harcanarak gerceklestirilen glvenlik arastirmalarini konu alan
birbirinden faydali, degerli sunumlari, atmosferi ve anilari ile beni oldukca
tatmin ve memnun eden bir Black Hat USA konferasi daha geride kaldi. 2016
yilindaki blog yazimin sonunda, Cherokee Jeep’i hackleyerek Unlerine un katan
Charlie Miller ve Chris Valasek ile olan fotografima yer vermistim. Bu
yazinin kapanisini da siber givenlik camiasinin yakindan tanidigi, F-Secure
firmasinin CRO’su Mikko Hypponen ile olan fotografim ile son vermek istedim.


https://www.blackhat.com/us-18/briefings/schedule/index.html#windows-offender-reverse-engineering-windows-defenders-antivirus-emulator-9981
https://www.blackhat.com/us-18/briefings/schedule/index.html#windows-offender-reverse-engineering-windows-defenders-antivirus-emulator-9981
https://www.mertsarica.com/black-hat-usa-2016/
https://en.wikipedia.org/wiki/Charlie_Miller_(security_researcher)
http://chris.illmatics.com/about.html
https://www.f-secure.com
https://twitter.com/mikko

3-8 Agustos 2019’'da Black Hat USA’de gorismek hayaliyle (totem) herkese
guvenli gunler dilerim.
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