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Her siber glivenlik konferansinda gerceklestirdigim sunumumdan sonra oldugu
gibi yine gelenegi bozmayarak, 2014 yilinda IstSec ve gectigimiz Eyldl ayinda
Hacktrick siber glivenlik konferanslarinda gerceklestirdigim donanim yazilaimi
(bellenim / firmware) analizi sunumumdan sonra sunuma katilamayanlar igin
sunumu O6zetleyen bir blog yazisi yazmaya karar verdim.

Nesnelerin Interneti (IoT) dedigimiz kavram hayatimiza girdi gireli, evimizde
internete baglanan bircok cihaz oldugunu gorebiliyoruz. Bunlar arasinda uydu
alicilari, ip kameralari, cep telefonlarini, raspberry pi gibi mini
bilgisayarlari en c¢ok rastlanan nesneler arasinda sayabiliriz. Hacktrick
sunumunda, evinde 7/24 calisan Raspberry Pi, Beagle Bone gibi mini
bilgisayari olanlar el kaldirsin dedigimde, havaya kalkan ellerin sayisinin
bekledigimden fazla oldugunu soyleyebilirim. Durum bdyle olunca da IoTler,
akilli cihazlar ve benzerleri, hayatimiza getirdikleri kolayliklarin yaninda
guvenlik risklerini de beraberinde getiriyorlar dersek pek yanilmayiz.

Aslinda evlerimize soktugumuz cihazlar akillandikc¢a, casus olma potansiyeline
de sahip olmaya basladilar. Hareketle kontrol edilen kamerali, akilli
televizyonunuz hacklendiginde, basiniza gelebilecekleri bir disinin, sevimsiz
oyle degil mi ? :) Aslinda haberlere baktigimizda bu sOylediklerimin cok da
uzak bir ihtimal olmadigini goriyoruz. Agustos ayinda Samsung’'un akilli
buzdolabinin hacklenerek Gmail kullanici adi ve sifre bilgilerinin
calinabildigi ortaya c¢iktui.

Bu tur cihazlarain hacklenebilmesi, modern isletim sistemlerine (Windows,
Linux vs.) kiyasla daha kolay oluyor cinkli bu cihazlar cogunlukla disuk
donanimlarla calisiyorlar. Disuk donanim dedigimizde de, ram, islemci ve
isletim sistemi ag¢isindan zayif/kisitli olan bu cihazlar Uzerinde 6rnegin
Address Space Layout Randomization (ASLR), data execution prevention (DEP)
gibi istismari engelleyici kontroller bulunamayabiliyor. Donanim yazilimi
gelistiricileri, modern isletim sistemi gelistiricileri gibi glivenlige 0n
planda tutmadiklari icin de cogunlukla cihazlar lzerinde yer alan
konfiglrasyonlar 6rnegin modemlerde oldugu gibi zayif ve istismara acik
olabiliyor.
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Bu cihazlarin guvenligi istenilen seviyelerde olmadigi silirece, glivenlik
uzmanlari ve son kullanicilar olarak, ev agimizda yer alan bu cihazlarin
donanim yazilimlarini analiz ederek givenlik zafiyetlerini tespit etmek, hem
merakimizi gidermek icin hem de bu cihazlari guvenli bir sekilde kullanmak
isteyen bizler icin bir gereksinim haline gelebiliyor.

Ornedin elimizde internet servis saglayicisi tarafindan bize kampanya
dahilinde hediye edilmis bir modem var ve bu modeme ydnetici araylzinden
baglanip, modem lzerinde tanimli kullanicilar goérintilemek istiyoruz. Neden
bunu istiyoruz cunkl modemler Uzerinde kimi zaman varsayilan yoénetici
yetkisine sahip hesaplar olabiliyor veya internet servis saglayicisi uzaktan
destek amaciyla kolay tahmin edilebilir parolaya sahip kullanici hesaplarini
modemlere tanimlayabiliyorlar. Varsayilan hesaplar disinda modemin ydnetici
araylzine giris yaptigimizda goéremedigimiz ancak ilgili sayfayi direk
cagirdigimizda ulasabilecegimiz ve modem lzerindeki 6zel ayarlari (TR-069
yonetim protokoli ayarlari gibi) degistirmemizi saglayan gizli sayfalar olup
olmadigini da kontrol etmek istiyoruz. Bu sorulara yanit bulmak i¢cin modem ve

modemin donanim yazilimi Uzerinde cesitli kontroller gerceklestirebiliriz.

Gizli yoOnetici hesaplarini bulmak ic¢in yapacagimiz ilk is, modemin telnet
servisine baglandiktan sonra cat /etc/passwd komutu yazarak mevcut hesaplari
kontrol etmek olabilir ancak isler her zaman disindigumiz kadar kolay
olmayabilir. Birincisi, yoOnetim paneline erismek ic¢in kullandigimiz kullanici
ad1 ve sifrenin telnet servisine erismek icin yetkisi olmayabilir veya telnet

servisi (telnetd) modem uUzerinde acik/yukli olmayabilir.
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RT—286v4d login: admin
Password:
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RT—286v4d login: admin
Password:
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Boyle bir durumda yapmamiz gereken bir tornavida seti alarak modemi a¢mak ve
tUzerinde UART seri baglanti noktasi aramak olabilir. Sansliysak 4 PIN’den

olusan bu baglanti noktasini ¢ok gecmeden tespit edebiliriz.



https://en.wikipedia.org/wiki/Universal_asynchronous_receiver/transmitter
https://tr.wikipedia.org/wiki/Seri_port

Tabii bu seri baglanti noktasi ilzerinden modem ile iletisim kurabilmek igin
USB — TTL UART CP2104 cevirici gibi bir aygita ihtiyac¢ duyacagiz. Aygiti
baglamak ig¢in oncelikle o dort pinden hangisi veri almak (RX), hangisi veri
gondermek (TX) ve hangisi topraklama (GND) icin kullaniliyor onu bilmemiz
gerekiyor. Sureklilik testi sayesinde Dijital Avometre / Multimetre‘de siyah
ucu topraga (isaretli bir kutup), kirmizi ucu ise pinlere sirasiyla
dokundurdugumuzda bir ses duyuyorsak o zaman bu pinin toprak (GND) pini
oldugunu anlayabiliriz. Ardindan RX, TX pinlerini ve baud oranini deneme

yanilma yolu ile SecureCRT veya Putty ile tespit ederek komut satirina erisim
saglayabiliriz.
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Fal

“serial-com6 - SecureCRT

Usage: busybox [function] [arguments]...
or: function [arguments]...

Bus%rsox is a multi-call binary that combines many common unix
utilities into a single executable. Most ﬁeop]e will create a
Tink to buszbox for each function they wish to use and BusyBox
will act Tlike whatever it was invoked as!

currently defined functions:

, [[, ash, cat, chmod, cp, date, dhcprelay, dmesg, echo,
false, free, halt, hostname, httpd, ifconfig, init, insmod,
kill, klogd, login, 1s, l1smod, mkdir, modprobe, mount,
pidof, ping, poweroff, ps, reboot, rm, rmmod, route, sh,
sleep, telnetd, test, tftp, true, udhcpc, udhcpd, umount,
vconfig, wget

# route

kernel IP routing table

Destination Gateway Genmask Flags Metric Ref use Iface
192.168.2.0 * 255.255.255.0 u 0 0 0 bro.1
127.0.0.0 % 255.0.0.0 u 0 0 0 lo

# 1s -al

drwxr-xr-x 20 0 0 Jan 1 00:00 socks

drwxr-xr-x 20 0 0 Jan 1 00:00 tmp

drwxr-xr-x 30 0 0 Jan 1 00:01 run

drwxr-xr-x 30 0 0 Jan 1 00:00 1ib

drwxr-xr-x 20 0 0 Jan 1 00:00 fyi

drwxr-xr-x 20 0 0 Jan 1 00:00 asd

drwxr-xr-x 20 0 0 Jan 1 00:00 cache

drwxr-xr-x 20 0 0 Jan 1 00:00 log

drwxr-xr-x 20 0 0 Jan 1 00:00 mnt

drwxr-xr-x 30 0 0 Jan 1 00:00 tr0&9

-rwW-r--r-- 10 0 78 Jan 1 00:00 passwd

Trwxrwxrwx 10 0 29 Jan 1 00:00 adsl_phy.Ink -> /etc/ads1/ads1_phy_ANNEXA.bin
-rwW-r--r-- 10 0 19798 Jan 1 00:00 config.xm]l

Trwxrwxrwx 10 0 21 Jan 1 00:00 lang.js -> /webs/lang/lang_tr.js
—MWXF -Xr-X 10 0 7 Jan 1 00:00 dproxy.conf
-rwW-r--r-- 10 0 20 Jan 1 00:00 resolv.conf
-rwW-r--r-- 10 0 1524 Jan 1 00:00 wlan.conf

-rwW-r--r-— 10 0 319 Jan 1 00:00 dnsmasqg_dhcps. conf
-rwW-r--r-- 10 0 316 Jan 1 00:00 hostapd.conf.wl10
—MWXF -Xr-X 10 0 15 Jan 1 00:01 httpd.conf
-rwW-r--r-- 10 0 115 Jan 1 00:01 invalid_host.html
-rwW-r--r-— 10 0 12 Jan 1 00:01 dnsmasq.eco0l46
drwxr-xr-x 13 0 0 141 pec 29 2011 ..

drwxr-xr-x 12 0 0 0 Jan 1 00:01

# cat passwd

root:5UU4sttorE. IE:0:0:Admin: /tmp: /bin/sh
nobody::99:99:nobody: /tmp: /bin/false#

#1

Ready

Bir diger O6rnekte ise modemin yonetici araylzindeki gizli sayfalari tespit



etmek istiyoruz. Bunun ic¢in ilk is, donanim yazilimini (bellenim) Ureticinin
veya internet servis saglayicisinin web sitesinden indirmek olacaktir.
Ardindan strings aracini bu donanim yazilimi Uzerinde calistirabiliriz. Eger
aracin c¢iktisi asagidaki 6rnekte oldugu gibi sayica az html sayfa adi
veriyorsa ancak biz araylizde ¢ok daha fazla sayida html sayfa oldugunu
biliyorsak, binwalk gibi farkli bir arac¢ ile analizi bir adim ileriye
tasiyabiliriz.

Applications Places f IQ Wed Sep 10, 12:36 PM

root@kali: ~/Desktop
File Edit View Search Terminal Help

SASDE .bi -1 .html
e X harset=UTF-8"=

ca bir =a hr

:~/Desktop# |}

Donanim yazilimi analizi ic¢in big¢ilmis kaftan olan binwalk araci ile donanim
yazilimini ac¢tiktan (extract) sonra, c¢ikan dosyalar lUzerinde strings komutunu

calistirdigimizda cok daha fazla sayida html dosya oldugunu gdrebiliriz.


https://en.wikipedia.org/wiki/Strings_(Unix)
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Places @

root@kali: */Desktop
Edit

Zyn0S header, header size: 48 bytes, rom image type: ROMBIN, uncompressed size: 66696, compressed size: 16847, uncompressed checksum: 8xCB3Z, co
: OxD5A5, flags: OxE@, uncompressed checksum is valid, the binary is compressed, compressed checksum is valid, memory map table address: 8x0

LZMA compressed data, properties: 8x5D, dictionary size: 8388608 bytes, uncompressed size: 66696 bytes

GIF image data, version 8"9a", 169 x 50

GIF image data, version 8"7a", 153 x 55

Zyn0S header, header size: 48 bytes, rom image type: ROMBIN, uncompressed size: 5667035, compressed size: 12888081, uncompressed checksum: 0x7560

, compressed checksum: OxF5E, flags: OxEQ, uncompressed checksum is valid, the binary is compressed, compressed checksum is valid, memory map table address: 0x@
0x52033 LZMA compressed data, properties: Gx5D, dictionary size: 8388608 bytes, uncompressed size: 5667036 bytes

:~/Desktop# 1s
340TSASDO.bin 62033
:~/Desktop#

[root@kali: ~] root@kali: ~/Desktop
Applications Places @ (2 Fri Jun 20, 3:47 PM
root@kali: */Desktop
File Edit View Search Terminal Help
:~/Desktop# strings 62033 | grep -i .html

/ rpFWUpload. html
/RestoreCfg.html

Rphttp.c---[RpBuildReply] --case eRpRomUrl---fHtmlResponselength =
Rphttp.c---[RpSendReplyBuffer] - -- fHtmlResponsePtr =

/rpDslDisconnetWarn.html
">here</a></body></html>

/ rpAutoFwupgrade -html
">here</a></body></html>
"text/html; charset=

.html

.html

Shtml

.html
i Shtml
h_wzStatus.html
h_NAT_Rulelist.html
n_NAT_RuleEdit .html
h_DHCP .html
h_Diag.html
h_UPNP . html
h_NAT_ServerEdit.html

h_WLAN_Setup.html
h_FirstPage.html
h_DiagGeneral .html
h_DiagDSL.html
h_wzPPP.html

h_DyDNS . html
h_RManage .html

[root@kali: ~] root@kali: ~/Desktop € .. Web Tabanl Yapila




Applications Places & Frl Jun 20, 3:48 PM

root@kali: */Desktop
File Edit View Search Terminal Help

.html

/
/

[root@kali: ~] [ root@kali: ~/Desktop @ .: Web Tabanli Yapila

rpCWMP.html dosyasinin adindan da anlasilacagi lzere TR-069 yonetim protokoli
ile ilgili ayarlarin yapildigi sayfa oldugunu hemen anlayabiliriz. Sayfayi
¢agirdigimiz zaman gelen internet servis saglayicisinin Auto Configuration
Servers (ACS) adresini, Charles Proxy aracinin sistem lzerinde dinledigi
adresi ve baglanti noktasi (port) ile degistirip, Charles’'a gelen istekleri
de internet servis saglayicisinin ACS adresine yonlendirdigimizde, bu gizli
sayfa sayesinde basariyla ACS ile modem arasinda gerceklesen trafigi
izleyebiliriz.


http://www.charlesproxy.com/

| € P | @ 19216811/rpCWMP.html
o

Most Visited { | Getting Started
MP
CWMP Setup
CWMP
Login ACS
URL
User Name
Password

Connection Request

Path
Port
UserName

Password
Periodic Inform

Periodic Inform

Interval(s)

& 168.1.1/rpCWIMP.htm
€& P @ 19216811 /rpCWIMP At

@ activated ) Deactivated

I > http://hdmacs-tr069.% & .com.tr/cwmpWeb/CPEMgt

B P- 56 0N-T1A-CHN—

Jtro6
7547
SIS P-550N-T1A- G

Deactivated

Cancs

~ Google

Pl irlB ¥ 1

|85 Mast Visited |} Getting Started

CWMP Setup

CWMP

Login ACS

URL
User Name

Password

Connection Request

Path
Port
UserName

Password

Periodic Inform

Periodic Inform

Interval(s)

@ activated ) Deactivated

http://192.168.1.34/cwmpWeb/CPEMagt

BERS- -660N-T1A-EI—

Jtr069
7547

B ES- P-660N-T1A-CHE—

Activated () Deactivated
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File Edit View Proxy Tools Window Help

Lal” 2N =Rl

L@ /v Xa

Structure |Sequ.er1ce| Overview | Summaryl Chart|
Name Value
----- Host socket://hdmacs-trl69.0 . com.tr:7547
----- Path F
----- Motes
i | ing Seti =)
- Coll i Port Forwarding Settings
In
o Fa Ferward local TCP and UDP ports to remote servers.
. Enable Port Forwarding
B Timi Type StartPort EndPort Remote Host Remote Port
Z-Timi
| TCP 7547 hdrmacs-t)E9.0 .com.tr 7547
; TCP hdmacs-t)E9.%  .com.tr a0
A
- Tinh|
- Red)|
[k Dy
[ DINII
- Cofh
- 58
[ Laffh
[ Spdh
[+ Red) Add Remove
[ Regh
e I Ex oK Cancel Hel
mpart ] [ art ] [ ] ’ ncel ] ’ =
- Re P P P
E -
E o
- Compression -
R Copuing fon 3 A AR L3 (VN R 5256 o/ i
File Edit View Go Capture Analyze Statistics Telephon! Tools Internals Help
FEded 2ERXZTE AT L BElaaafl #$Bmx 8
Filter: | ip.addr == 192.168.1.1 BExprsslon... Clear Apply Save
Mo. Time Source Destination Protocol Length Info -
f% LUL4-UUSLU LU.UD.J3.UGULUBUUY  LZZ.iU0.L1.i 1me.1U0. 1. 34 saur Suu ANIE L. L cuu un
Bl 2014-06-20 16:08:56.283563000  192.168.1.1 192.168.1.34 TCp 60 iadl > http [SYN] Seq=0 Win=2800 Len=0 MS5=1400
82 2014-06-20 16:08:56.283971000  192.168.1.34 192.168.1.1 TCP 58 http > iadl [SYN, ACK] Seq=0 Ack=1 win=8192 Len=0 M55=14{
83 2014-06-20 16:08:56.285046000  192.168.1.1 192.168.1.34 TCcp 60 iadl > http [ACK] Seq=1 Ack=1 Win=2800 Len=0
86 2014-06-20 16:08:56.383297000  192.168.1.1 192.168.1.34 TCP 240 [TCP segment of a reassembled PDU]
87 2014-06-20 16:08:56.582264000  192.168.1.34 192.168.1.1 TCcp 54 http > iadl [Ack] seg=1 Ack=187 win=16800 Len=0 =
88 2014-06-20 16:08:56.584357000  192.168.1.1 192.168.1.34 TCcp 1514 [TCP segment of a reassembled PDU]
93 2014-06-20 16:08:56.785027000  192.168.1.34 192.168.1.1 TCP 54 http > iadl [ACK] Seq=1 Ack=1647 win=16800 Len=0
94 2014-06-20 16:08:56.786361000  192.168.1.1 192.168.1.34 TP 1444 [TCP segment of a reassembled PDU]
95 2014-06-20 16:08:56.881494000  192.168.1.1 192.168.1.34 SSDP 360 HTTP/1.1 200 0K
98 2014-06-20 16:08:57.003451000  192.168.1.34 192.168.1.1 TCcp 54 http > iadl [Ack] seg=1 Ack=3037 win=15410 Len=0
99 2014-06-20 16:08:57.004377000  192.168.1.1 192.168.1.34 HTTP /XML 189 POST /cwmpwWeb/CPEMgt HTTP/1.1
104 2014-06-20 16:08:57.206218000  102.168.1.34 192.168.1.1 TCP 54 http > iadl [ACK] Seq=1 Ack=3172 Win=16800 Len=0
125 2014-06-20 16:08:57.535424000  192.168.1.34 192.168.1.1 HTTP 673 HTTP/1.1 401 Authorization Required (text/html)
128 2014-06-20 16:08:57.536558000  192.168.1.1 192.168.1.34 TCP 60 iadl > http [ACK] Seq=3172 Ack=620 win=2181 Len=0
129 2014-06-20 16:08:57.537136000  192.168.1.1 192.168.1.34 TCcp 60 fadl > http [FIN, ACK] Seq=3172 Ack=620 win=2800 Len=0
130 2014-06-20 16:08:57.537160000  192.168.1.34 192.168.1.1 TCcp 54 http > iadl [ACK] 5eq=620 Ack=3173 Win=16800 Len=0
132 2014-06-20 16:08:57.538145000  192.168.1.34 192.168.1.1 TCP 54 http > iadl [FIN, ACK] Seq=620 Ack=3173 Win=16800 Len=0
133 2014-06-20 16:08:57.538897000  192.168.1.1 192.168.1.34 TP 60 iadl > http [ACK] Seq=3173 Ack=621 Win=2800 Len=0 -

1

| »

Peki donanim yazilimini analiz ettikten sonra Charlie Miller ile Chris

Valasek‘in Cherokee Jeep’i hacklerken yaptiklari gibi donanim yazilimini

manipile edip (patching) cihaza ylklemek istersek, donanim yazilimini tekrar

paketlemek icin faydalabilecegimiz Firmware Modification Kit (FMK) aracindan

da kisaca bahsetmek gerekir. Ilgili donanim yaziliminin dosya sisteminde yer

alan dosyalarini, FMK’'da yer alan extract-firmware.sh betigi ile diske

actiktan ve degisiklikler yaptiktan sonra yine ayni aracta yer alan build-

firmware.sh betigi ile paketlememiz mimkiin. Bu sayede hedef cihazin imza


https://en.wikipedia.org/wiki/Charlie_Miller_(security_researcher)
http://chris.illmatics.com/about.html
http://chris.illmatics.com/about.html
http://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
https://code.google.com/p/firmware-mod-kit/

kontrolli yapmadan donanim yazilimini glincellemeye izin verip vermedigini de
kolaylikla kontrol edebiliriz.

&

illmatics.com/Remote Car X

cC n

[1 illmatics.com/Remote%20Car%20Hacking.pdf | B

Applications Places

iocupdate -c 4 -p usr/share/V850/cmcioc.bin -

The help text for ‘iocupdate’ validates our initial analysis by describing that it is, indeed, used for sending
a binary file to the I0C from the head unit.

%C: a utility to send a binary file from the host processor to the IOC
[options] <binary file name>

Options:

-c <n> Channel number of IPC to send file over (default is /dev/ipc/ch4)
ool Show progress

=T Reset when done

=S| Simulate update

Examples:

/bin/someFile.bin (will default to using /dev/ipc/ch4)

-c7 -r /bin/someFile.bin (will reset when done)

=i (simulate update with progress notification)

After we figured out how to reprogram the V850 package, we needed to reverse engineer and modify
the 10C application firmware to add code to accept commands and forward them to the CAN bus. The

49

most important part was reverse engineering the 10C application firmware because we knew it would
reveal the code necessary to send and receive CAN messages from the bus. Luckily, we see that the IOC

can be re-flashed with firmware and that(no cryptographic signatures are used to verify the firmware)is
legitimate.

File

Edit

Mon Sep 15, 3:38 PM

root@kali: ~

View Search Terminal Help

DESCRIPTICN

936 bytes
CPU:
1" RT . a .



File Edit

hin  dev

alLtmenu.
atmenu.

Applications Places f -

~/Tmk/rootfs# 1s

Mon Sep 15, 3:42 PM

Click to view your appointments and ta

View Search Terminal

Help

lib P ramdisk
ootfs# 1s s

etc root
j

lan

lang

Tlogin.html
ginmain.html
in.html

jement
T txt

shin sys

tmp usr var webs

menu_frame.html upnp
vlian
wireles

route
tools



Applications Places f Mon Sep 15, 3:44 PM

root@kali: ~/fmk/rootfs

«/rootfs# | /T1rmwe it/build-fir
(build) @ o 111 -2 ; g Heffne

ize (14274 bytes)

2 bytes)




Applications Places f Mon Sep 15, 3:45 PM

root@kali: ~/fmk/rootfs

File Edit View Search Terminal Help

sum{s) upd

ype 1s not supported.

firmware.bin

Statik olarak degil de dinamik olarak donanim yaziliminda yer alan
programlari teker teker analiz etmek istiyoruz dersek de o zaman, QEMU
oyklinlclisi (emulator) ve IDA Pro araci sayesinde asagidaki ekran
gorintisilerinde yer aldigi sekilde programlari (6rnek: login) detayli bir
sekilde analiz edebiliriz.


http://wiki.qemu.org/Main_Page
https://www.hex-rays.com/products/ida/

Applications Places f Sun Sep 14, 8:30 AM

root@kali: / {squashfs-root/webs/cgi=bin

File Edit View Search Terminal Help
/squashfs-root/webs/cgi-bin# 1s -al

cert
cert_load
Loader

login
restore_config
webapp

-bin# fi
SYSV) , dynamically link

fsquash Cg .
B utable, MIPS, MIPS32 v 1 (SYSV), dynamically linkec

it Ms
str
/squash 0C iebs/cgi-bin# fi

-bit MSB e able, 'MIPS, MIPS32 |ver: 1 (SYSV), dynamically link

stripp
/squashfs-root/webs/cgi-bin# [

(u



Applications Places f Mon Sep 15, 2:59 PM

root@kali: /squashfs=root/webs/cgi=bin

File Edit View Search Terminal Help
: fsquashfs-root/webs/cgi-bin# gemu-mips 1
‘html; Chars TF-8

in.html?Errc

‘'squashfs-root/ 0 adi & RO d=me

ITENT

4 Select a debugger

Available debuggers
) Mo debugoer
(%) Remaote GDE debugger

) Trace replayer

Default debuggers (autoselected for new databases):
NOME

[] Set as default debugger

[ Ok H Cancel ]

4 Debug application setup: gdb

MOTE: all paths must be valid on the remote computer

Application CDocuments and Settingst AdministratorDeskbopilogin b E]
Input File CiDocuments and Settingst administrator|Deskiopilogin hd E]
Parameters b

Hostname 192,168,114.253 B Park 1234 i

[] save netwark settings as default

[ [0]'4 l[ Cancel l[ Help




4. IDA - C:\Documents and Settings\Administrator\Deskiop\login. idb {login)

File Edit Jump Search Wiew Debugger Options Windows Help
> @ Offemo=coscsbugeer | el AR E B E Y 53 00w EE 6o
* NI I 00

Library function | Data [l Regular function [ Unexplored [l Instruction  External symbal

Debug View B A Structures [Ea) Enums
104 Yiew-PC 8 & Exports 3Tt General registers o8 x
0 I —— ZERD 00000000 v HENORY :dword_D ~
BO406EC8 1a  $t9, unk_7679ECCH AT FFFFFFF8
BONOOECC jalr  §t9 : getpid UB  BB414B48 b HEMORY: 60414646
8848BEDE no U1 BBM1LO4E b HEMORY:BO41484L
AB  BO414O43 b HEMORY:BO414643
oL e 321“' g:immw A1 8608BBOE b HEHORY :dword_8
BO400EED 1a $t9, cEIGetvariable @2 OZHRCS  CETECns “
BOMOBEEY addiu  $at, (aUser - Bx400000) # “user”
8B4B6EES move 357, Sul (58] Modules O&x
8B4BBEEC jalr  $t9 ; CGIGetUariable o = =
8B4B6EFH move  $s6, $t9
B6408EF S moue ic1. Sup <GDB remote processs
8B4B6EF8 beqz  $ud, loc_4BGFBS
|00486EFC 1w Sup, 0%1E'Sup-menoRy:00u14040
.byte Ox6D fi
.byte Ox65 @i e = X =
.byte 0x72 @
-byte Bx74 # t
Ez:s : able ] Threads 08 x
_byte 8 = EERGLIE) i Decimal Hex | State
-byte ] & s FFFFF.. Ready
.byte 8
.byte 8
0O4BOF1C beqz  $ud, loc_408FA4
00480F20 1u $gp, Ox1EB+uar_1C8($sp)
100,003 (652,1729) (547,201) ODODUEE+ DO400EF4: maintlad

Cok daha fazlasini 6grenmek ve uygulamak istiyorum diyenleriniz ig¢in ise
Abusing the Internet of Things: Blackouts, Freakouts, and Stakeouts kitabina

bir goz atmalarini tavsiye edebilirim.

Bir sonraki yazida goriusmek dilegiyle herkese glivenli glinler dilerim.


http://www.amazon.com/Abusing-Internet-Things-Blackouts-Freakouts/dp/1491902337/ref=sr_1_1?ie=UTF8&qid=1443447284&sr=8-1&keywords=abusing+the+internet+of+things

