DoS 1le Mucadele

written by Mert SARICA | 1 March 2019

2009 yilindan bu yana “Bilgi glctir ve paylasildikca artar!” sloganiyla siber
guvenlik alanina meraklilar icin Ozveriyle yasatmaya calistigim blogumun
bundan yillar yillar énce bir DDoS saldirisi ile karsi karsiya kaldigini ve
daha sonrasinda blogumu Cloudflare arkasina tasidigimi animsiyorum. Son
birkac yildir ise DDoS ve DoS benzeri bir saldiri ile karsilasmamis olmanin
verdigi rehavet ile ne isletim sistemi lizerinde OSSEC gibi bir HIDS‘i, ne
Cloudflare, ne WordPress ne de Nginx Uzerinde bu tur saldirilara karsi
(Wordfence rate limiting, modsecurity vs.) bir koruma 6zelligini devreye
almamistim.

15 Temmuz 2018 tarihinde blogumu ziyaret etmeye calistigimda web sunucusunun
gec yanit verdigini farkettim. “Acaba bu defa neyi bozdum ?” diye kendi
kendime homurdandiktan hemen sonra ssh ile sunucuma baglandigimda herhangi
bir yavaslik farketmedim. Web sunucusundaki yavasligin uygulama katmani
ve/veya veritabani ile ilgili oldugunu disinerek top komutunu bile
calistirmadan direk web sunucusunun erisim kayitlarina (access.log) g6z
attigimda, 14 Temmuz saat 14:03 itibariyle bloguma rastgele parametreler

iceren cok sayida istekte bulunuldugunu farkettim. (HTTP DoS)
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HTTP DoS saldirisini gerceklestiren kaynak ip adreslerine bakip,


https://www.mertsarica.com/dos-ile-mucadele/
https://en.wikipedia.org/wiki/Denial-of-service_attack#Distributed_DoS_attack
https://www.ossec.net/
https://en.wikipedia.org/wiki/Host-based_intrusion_detection_system
https://www.cloudflare.com/
https://wordpress.org/about/
https://www.nginx.com/
https://www.wordfence.com/help/firewall/rate-limiting/
https://www.nginx.com/blog/compiling-and-installing-modsecurity-for-open-source-nginx/

Cloudflare’in ip adreslerini gordugumde, rehavetin bedelinden c¢ikardigim ilk
ders (lessons learned) Cloudflare’e yapilan istekleri web sunucuma gdndermek
(CF-Connecting-IP basligi) oldu. :) Bir yandan saldirinin tam olarak hangi
Ulkeden kaynaklandigini 6grenmek icin Cloudflare’in Analytics sayfasindaki
tehdit haritasina baktigimda DoS saldirisinin Rusya‘dan yapildigini 6grendim.
(Bu cimleyi yazdiktan sonra nedense aklima Red Alert 2'deki Tanya geldi. :))

GNU nano 2.5.3

Wser waw-data;
worker_processes auto;
pid /run/nginx.pid;

events {
worker_connections 768
# multi_accept on

1

htep {
include /etc/nginx/cloudflare;

##
# Basic settings
##

sendfile on;

<cp_nopush o
Tcp_nodelay

keepalive_t Umeuu( 65
types_hash_max_size 2045
server_tokens off;
client_max_body_size 40M;

# server_names_hash_bucket_size 64;
# server_name_in_redirect off;

include /etc/nginx/mime.types
default_type apphcatwn/uctet sTream;

# SSL settings

ss]_protocols TLSvl TLSvl.1 TLSV]. 2; # propping ssLv3, ref: POODLE
ss1_prefer_server_ciphers on

4
# Logging settings
##

access_log /var/log/nginx/access. 10g;
error_Tog /var/log/nginx/error. log;

##
# Gzip settings
##

gzip_disable "msie6";

# gzip_vary o
# gzip] pr’nx'\ed any;
# gzip_camp_level 6;
# gzip_buffers 16 8k;
# gzip_http_version 1..1.
# gzip_types text/plain text/css application/json application/javascript text/xml application/xml application/xml+rss text/javascript;

##
# virtual Host configs
##

include /etc/nginx/conf.d/*.conf;
include /etc/nginx/sites-enabled/*;

1
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GNU nano 2.5.3 File: cloudflare

set_real_ip_from 103.21.244.0/22;
set_real_ip_from 103.22.200.0/22;
set_real_ip_from 103.31.4.0/22;
set_real_ip_from 104.16.0.0/12;
set_real_ip_from 108.162.192.0/18;
set_real_ip_from 131.0.72.0/22;
set_real_ip_from 141.101.64.0/18;
set_real_ip_from 162.158.0.0/15;
set_real_ip_from 172.64.0.0/13;
set_real_ip_from 173.245.48.0/20;
set_real_ip_from 188.114.96.0/20;
set_real_ip_from 190.93.240.0,/20;
set_real_ip_from 197.234.240.0/22;
set_real_ip_from 198.41.128.0/17;
set_real_ip_from 2400:cbh00::/32;
set_real_ip_from 2606:4700::/32;
set_real_ip_from 2803:fB00::/32;
set_real_ip_from 2405:b500::/32;
set_real_ip_from 2405:8100::/32;
set_real_ip_from 2c0f:f248::/32;
set_real_ip_from 2a06:98c0::/29;

# use an% of the following two
real_ip_header CF-Connecting-IP;
#real_ip_header X-Forwarded-For;



https://support.cloudflare.com/hc/en-us/articles/200170706-How-do-I-restore-original-visitor-IP-with-Nginx-
https://support.cloudflare.com/hc/en-us/articles/200170706-How-do-I-restore-original-visitor-IP-with-Nginx-
https://support.cloudflare.com/hc/en-us/articles/200170706-How-do-I-restore-original-visitor-IP-with-Nginx-
http://cnc.wikia.com/wiki/Tanya_(Red_Alert_2)
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DoS saldirisi devam ettigi icin

panelinden Under Attack 6zelligini
aktif hale getirdim ve saldiri aninda etkisiz hale geldi. Akabinde saldiri

ile ilgili istatistiki bilgiler toplamak icin oncelikle komut satirindan

ardindan da SolarWinds‘in Loggly isimli web uygulamasindan faydalandim.

Loggly disinda cevrimdisi analiz icin de bir yandan Apache Logs Viewer

aracinin c¢iktilarini inceledim. Analiz sonucuna gbére ~24 saatte bloguma
yaklasik ~150.000 istek yapilmis ve bunlardan ~60.000 tanesi (502 HTTP
Status) blogumu erisilemez hale getirmisti.


https://support.cloudflare.com/hc/en-us/articles/200170076-What-does-I-m-Under-Attack-Mode-do-
https://www.solarwinds.com/
https://www.loggly.com/
https://www.apacheviewer.com/log-files/
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Try Cloudflare Workers: Serverless JavaScript at the edge. A

Overview

Status: Active
Quick Actions

Under Atiack Mode | e

Development Mode

This website is active on Cloudflare

Aavanced »

Domain Summary

B security Level: High @ zonelD:
SSL: Flexible i

[ Caching Level: 5t

dard Get your AP| key

Development Mode: Disabled APl docume
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Manage your subscriptions
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root@atcave: var Tog/nginx# grep "POST /7" access.log.l > attack.tXt
root@batcave:/var/log/nginx# grep_ "POST /?" access.log >> attack.txt
root@batcave /var‘/'\ng/ﬂgmx# wc -1 attack.txt

148442 attack.txt

~

root@hatcave: /var/log/nginx# tail -n 10 attack.txt

[172.68.182. 207 [15/3u1/2018:11:28:35 +0300] "POST /7LISDYXIY=UALDYIH HTTP/1.1" 200 20026 "http://engadget.search. aol.com/search?q=HYAQIAGGIQ" "Mozilla/5.0 (windows; vu; windows NT 5.2; en-us; rv:l.9.1.3) cGec
ko/20090824 mrefuxfs 5.3 (.NET CLR

172.68.182,207 [15/3u1/2018:11:2 "POST /?YPQU=ILIQD HTTP/1.1" 200 20030 "http://www.mertsarica.com/IVXREF" "Mozilla/4,0 ((umpanb'\e. MSIE 8.0; windows NT 5.2; win64; x64; Trident/4.0)"
172.68.182.207 - - [15/3u1/2018:11:2 "POST /2?YVCMQCOATC=WOVEBABC HTTP/1.1" 200 19805 “http://www.google.com/2q=0SAHMYSO" "Mozill 0 (compatible; MSIE 8.0; wWindows NT 5.2; winG4; x64; Trident/4.0)"
172.68.182.207 - - [15/3u1/2018:11:2! + “POST /?FCRKCPEH=ALROYF HTTP/1.1" 200 20028 “http://wwi.usatoday.com/search/results?q=0SPuR" "Mozi11a/5.0 (Windows; U; windows NT 5.2; en-uUs; rv:1.9.1.3) Gecko/20
090824 Firefox/3.5.3 (NET cLR 3.5.30729)

172.68.182, 207 [15/3u1/2018:11:28:37 +0300] "POST /?PTDAC=RFB HTTP/1.1" 200 20027 "http://engadget.search.aol.com/search?q=IFNDDR" "Mozi11a/5.0 (Windows; U; Windows NT 5.1; en-US) ApplewebKit/532.1 (KHTML,
Tike secko) chrome/d.0.219"6 safari/532.1"

172.68.182.207 - - [15/3\.11/2018 111:28:38 +0300] "POST /?OKO=SWNWIS HTTP/L.1" 200 20030 "http://www.mertsarica.com/GYMNZTILN" "Mozi11a/5.0 (windows; U; windows NT 5.1; en-us) Applewebkit/532.1 (kHTML, Tike Gecko
)_Chrome/4.0.219.6 safari/532.1

172.68.182.207 - - [15/3ul/2018:11: 2 E +usuu] "POST /2?NWY=QUPE HTTP/1.1" 200 19803 "htt ‘Wwvi. google. com/?q=wWOWXHG" "Opera/9.80 (windows NT 5.2; U; ru) Presto/2.5.22 version/10.51"

172.68.182.207 - - [15/3u1/2018:11: 00] "POST /?WACD=NGUACSLIC HTTP/1.1" 200 20029 "ht(p:?/eﬂgadget.Sear"(h.an].cﬂm/sear‘(h”q:RNMqKNIPKE "M02z111a/5.0 (windows: U; windows NT 5.1; en-Us) ApplewebKit/532.1
(KHTML, Tike Gecko) Chrome/4.0. et safamfssz 1"

172.65.152f20; - - [15/3u1/2018:11:28:39 +0300] "POST /PPGUMCO=MDF HTTP/1.1" 200 20030 "http://www.usatoday.com/search/results?q=zexxyLYBD" "Mozi11a/5.0 (windows; U; windows NT 6.1; en-us; rv:l.9.1.1) Gecko/200
90718 Firefox/3.5.1"

172.68.182.207 - - [15/Ju1/2018:11:28:39 +0300] "POST /?TIUDM=DMGSVPC HTTP/1.1" 200 20027 "http://www.usatoday.com/search/results?q=FAPXPTEE" "Mozi11a/4.0 (compatible; MsIE 8.0; windows NT 6.0; Trident/4.0; sLC

C1l; .NET CLR 2.0.50727; .NET CLR 1.1.4322; .NET CLR 3.5.3072

~NET CLR 3.0.30729)"
root@batcave: /varﬂng/ngmx# ]
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File upload

@ step 1: Upload Your File

You can send up to a max of 100MB per file and 1MB per event. The file should be line-separated text data, and the events can be up to 7 days old. Compressed files are
not supported. You can upload alog file using common file types: .txt. .Iog. .csv and .json and quickly see what Loggly can do for you.

Remove any text in the filename after the file type extension. For example, a filename such as nginx-access.log is acceptable. But a filename such as nginx-access.log-
20171109 will be rejected, so please rename such a file and then upload it.

The following file types are not supported:

bin, .exe, lib, dat,.mp3, gif, .jpg. Jpeg, omp, .zip. .8z .tar, .dll, .ong, img, .db, ib, .pdf, .mp4, .mpeg, .mov, jar, .pem, .crt, .doc, s, Xlsx, .docx, .ppt, pptx, .dmg. .rar,
.apk, and .7z
Drop log files here
or
Choose files to upload
attack.txt

. N/

@ Step 2: Verify

J Congratulations! We received your logs and they have been automatically parsed

© Step 3: Next Steps

View in Search
File Monitoring S¢

©2018 Loggly Inc, All Rights Reserved
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Field Actions
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remoteAddr
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Jul13,12AM-Jul 15,5:42 PM (3days) @ @

v 2 ] GEY T
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E30) T
W /7axps=crpaowc [l /2apv=BMcNYDECUT  [ll/2AQSL=QKK

W /7aqz=uk [l other

[PAAFX=ASCZTQMA 2

IPAAGHF=JROVWFPMK 2 Gecko/ 20099718 Firefox/3.5.1, requestURls

clientHost: "

contentType: "text/plain® } }
ZAAGIRNE=YIAYUO 2

LNET €LR 3.

=NWUL 2

. e 3  2018-07-15 11:28:39.000 { apache: { referer: "http:/fudw.usatoday .confsearch/results?q=FAPXPTEE",

PAAFADJAINQ=ZFIWPTIXVF 2 LGT; HET CiR 50,5077, T CLR 1. NET LR 3.5.30728;
tinestanp: "15/1u1/2015:11:26:39 +0300", stetus: 200 }, Nttp: { clientHost

5 2018-67-15 11:28:39.008 { apachs: { referer: "http:/fuw.usatoday .com/search/results)q=ZBX0VLVED"
PPGUMCO=HDF ", requestProtoco!

size: 29030,

userAgent — =
. e se- 0
-uL 2
N Charttype:  Line v ©splithy: apacherequestURl X~ Sorthy: value(desq) ¥ showother  Theme: [l
2 Value type: | Event count | © Source Groups| Al Sources =
- © Filter: | Choose fifter - m Advanced
[ZAADJDUM=HNIWSTTQE 2
IPAAELR=SBWVATCK 2 |||
PAAEMHASDQ=CRGMTE 2
PPAAEPVUOSH=DOMXOCKSK 2
IPAAEVD=TEVSFAN: 2 e
EventView 5] H| Sort:Ascending~ Expand Events | More Options L e o~

e: 20027, requestiiethod: "POST", userAgen
.30720)", requestURT: "/3T:
", contentType:

Dz)]]a/ﬂ @ (compatible; MSIE 8.0; Windows NT 6.8; Trident/d.o;
15 TTEsL LA Addr: "1 182.207",
“ext/plaint 3

requestiistnod: "POST", userAgent: "Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rw:1.9.1.1)
remoteAddr: "172.68.182.207", timestamp: "15/Jul/2018:11:28:39 +0360", status: 200 }, http: {

HTTP/1.1",

[ 2015-07-15 11:28:38.008 { apache: { referer: "http: ch..a01. com
Soptanencit/ssa.1 (KHTHL, 1ike Gzcku) Chrome/.0.219.6 Safari/s32
15/3u1/2018:11:28: 38 +0300", status: 200 }, http: { clientHost:

ZAAGPWCMO=GHVMGEVO)Y 2

[ZAAHCIXN=JZIRIQAVI 2

) 2616-07-15 11:28:36.000 { apache: { ref
PAAHFNJHL-GOUVTA 2 H4Y=QUPE" , requestProtocol: "HTT!
i

17, remoteddr 5,182,207,

Ev, size: 20029,
, requestURI:

5, contentType

ferer: "http://fwmw. google. con/2q=HONXHG", size: 19803, request
P/1. 72,68 tinestanp:

“POST", useragent
MACD=NGUACSLIC", requestProtoco:
“text/plain” } }

112/5.0 (Windous; U; Windows NT 5.1; en-US
. renotend

o )
TTe/1. dr: "172.68.182.267", timestamp:

Dooesalo 80 (Mtedows NTISL 231 ) b esto/ Hatzatension) 0io1 ineues AT
http: { clientHost: ontentType: "text/p]a)n”

od: "POST”, userAgent
"15/3u1/2018:11:28:38 +0360", status.
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2318-67-15 11:28:39.008 { spache: { referer: "http:/ /. usatodsy 5 "POST®, userhgent
SLECT; NET (iR 2.0.56727, NET (LR 1.1.4320; NeT CLR 35 30729; NET IR requestURT: "/ STIUDM-DUGSVPC™, requestProtocol.
tinestanp: "15/3u1/2018:11:28:30 +0300", status: 200 ), Calenthost: - ', contentType: "text/plain® 3 }

remoteaddr: "172.68.152.207"

"Mozilla/4.0 (campatlble MSTE 8.9; indows NT 6.0; Trident/4.8;
HTTP/1

0zil12/5.9 (Windows; U; Windows NT 6.1; en-US; rvil.9.
mp: "15/Jul/2018:11:28:39 +0300", status: 200 3, http

[ 2018-07-15 11:28:39.000 { apache:
Gacko/20098718 Firefon/3.5.1", requestlRI: "/3PGLMC

Ferer: "htkp://waw.usateday.com/search/results?q-ZBXNYLYBD", size: 20030, requestliethod: "POST", userAgent
Fu, requestProtocsi "HTTP/L1%, remsteAddr: *172.68.182.207°, tim

Clienthost: q “, contentType: "text/plain” ) }
(bt e e B s oo et seare ot el E", size: 20029, requestfiethod: "POST", userAgent: "Mozilla/5.@ (Mindows; Us Windows NT 5.1; en-US)
, like Gecko) Chrome/4.0.219.6 Saferi/532.1", requestURT: "/2WACD-NGUACSLIC", requestProtocol: "HTTP/1.1%, remoteAddr: 172.68.182.207", timestamp:
138 +0300", status: 200 }, nttp: { clienthost: “, contentType: "text/plain® } }
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e el R e e e i iy 1211000
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EE Bl | S = ! Fit Open Access Log Cptions

Advanced Filter Date: T Choose the log format Please refer to the Webserver configuration if unsure,

E:I Combined [Contains Browser and Referrer Information)
LogFormat "¥oh %l Sou Set \"%or\” 96> s %eb \"Se{Refereril” \Se{User-Agent}i\™ combined

0) Common [default)
LogFormat "%ch %l Sou %6t \Ser\” %65 %b” common

'::) W3C (IS - Microsoft Internet Information Services)

@ Other ’ Nginx

7 @ Custom |

Read All file and update in real time.

() Date Range Read only date range that falls with the below range.

Start |13.07.2018 End |15.07.2018

00:00:01 23:09%:59

[] Adjusttimeby 000 =] hours.

Help

Update Completed 18:04:17 [Mo Filter] Unlock iannet .:

=

File  Edit | Reports | Statistics  Graph  Help

EEE Enable All Reports - | 1P Address: |~ E5~ | All -+ | g Apply Filter %r' | %5~ ;.g @ ||} so -4 B
Advanced F Report Source: [Filtered Data] |:|_ User Agent: £ - |:| Referer: B0 - |:| '
attack.bet M User Agent ) '
1P Address Hits each Day Referer
Wisits by Country
Browsers
;u"isits (Hits)

Visits (Unique Hits)
Hits per Hour

Hits per Minute
Hits Each

Visits per Hour
Bots

IPvE

P

Requests

Traffic Sources

Geo Country Visits
Geo Country Visits (start date)

Search Visits
Spider Visits
Status Codes
Users

Operating System
Bandwidth

File Types per Day

< 1 3

Ur:l‘t__i_a‘t‘e Completed 18:05:17 [0/40132] [Mo Filter] Unlock iannet
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DoS saldirisi ile ilgili olarak, erisim kayitlari (access.log) Uzerinden elde
ettigim bilgilere istinaden yapmis oldugum arastirmalar sonucunda birbirine
benzeyen 3 farkli Python araci (hulk.py , doser.py , attack.py) dikkatimi
cekti. Bu araclarin kaynak kodlari ile bloguma yapilan DoS saldirisini
karsilastirdigimda, gelen isteklerin POST istedi olmasi sebebiyle doser.py

araci ile bu saldirinin gerceklestirildigi fikri agir basmis oldu.



https://github.com/grafov/hulk/blob/master/hulk.py
https://github.com/Quitten/doser.py/blob/master/doser.py
https://github.com/firefoxbug/ddos/blob/master/attack.py

©) ddos/attackpy atmaster X \\__\
C 1) [ @ Secure | hupsy firefoxbug ) atiackpy

@) Hackd Career. infor [ Linkedin W) Mert SARICA (merts: M Inbox - mertsarica®
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& Useragent_1ist =
Elobal headers_useragents
headers_useragents = []
headers_useragents.append( Mozilla/s.0 (X11; U Linux x86_64; en-US; rvi1.9.1.3) Gecko/20090913 Firefox/3.5.3")
headers_useragents.append(‘Mozilla/s.@ (Windows; U Windows NT 6.1; en; rvil.9.1.3) Gecko/20090824 Firefox/3.5.3 (.NET CLR 3.5.3072
headers_useragents.append(*Mozilla/s.@ (Windows; Us Windows NT 5.2; en-US; rvil.9.1.3) Gecko/20090824 Firefox/3.5.3 (.NET CLR 3.5.3(
headers_useragents.append(Mozilla/s.0 (indows; U Windows NT 6.1; en-US; rv:1.9.1.1) Gecko/20898718 Firefox/3.5.1')
neaders_useragents. append(*Mozi11a/5.@ (iindows Us Windows NT 5.1; en-US) ApplelenKit/S32.1 (KHTHL, like Gecko) Chrome/4.8.219.5 S
headers_useragents.append('Mozilla 4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOHGA; Trident/4.9; SLCC2; .NET CLR 2.0.50727; InfoPa
headers_useragents.append( Mozilla/4.8 (compatible; MSIE 8.0; Windows NT 5.2; Win64; x64; Trident/4.0)')

headers_useragents.append( Mozilla 4.0 (compatinle; MSIE 8.0; Windows NT 5.1; Trident/4.0; SV1; .NET CLR 2.0.50727; InfoPath.2)')
headers_useragents.append( 'Mozilla/s.0 (indows; Us MSIE 7.05 Windows NT 6.0; en-US)')

headers_useragents.append( Mozilla/4.6 (compatinle; MSIE 6.1; Windows XP)')

headers_useragents. append(‘Opera/9. 88 (Windows NT 5.2; U; ru) Presto/2.5.22 Version/10.51')

return(headers_useragents)

# generates a referer array
def referer_1ist()
global headers_referers
4 headers_referers = [1
hescers_referers. append(’NTEp: /i . Usatoday . com/sear ch/ results i
headers_referers.append('nttp: //engadget .search.aol. com/search?
headers_referers.append('ttp://' + host + '/')

return(headers_referers)

def handler(signum,
if signum

signal.SIGALRM:
print “Time is up !
print "Attack finished 1"

sys.exit()

#builds random ascii string
def buildolock(size):
out_str = **
for 1 in range(e, size):
a

random. randint (65, 92)
out_str += chr(a)

returnout_str)

def send_packet(host,param_joiner):
request = urllib2.Request(url + param_joiner + buildblock(random.randint(3,10)) + '=* + buildblock(random.randint(3,19)))
request. sdd_nesder(‘User-Agant®, randon.choice(neaders_useragents))
request.zed_nesder('Cache-Contral’, ‘no-cache’)

request.add_header( 'Accept-Charset’, 'IS0-8859-1,utf-8;0-0.7,%;0=0.7")

request.add_header( 'Referer’, rand 3 _referers) + bui andom.randint(5,19)))

reguest.add_header('Connection®, ‘keep-alive')

request.add_header( 'Host',host) -
€) doserpy/doserpyatma: x \{ | u - X
€ > C O sear| P p v OMGgma
m Hack 4 Career. Infor []] Linkedin W9 Mert SARICA (mert=: M Inbox - mertsarica® Other bookmarks

pass -

Class SendPOSTThread(threading. Thread):
def run(self):
try

while True:
global url, payload
sendPOST(url, payload)

# ToD0:
# check if the site stop responding and alert

def main(arev):
parser = argparse. ArgumentParser (descriptio

Sending unlimited amount of requests in orcer to perform DOS attacks. Written by Baral
parser.add_srgunent(*~g*, help='Specify GET request. Usags: -g \'curlo\"")

parser.add_srgunent(*-p', help='Spacify POST request. Usage: -p \'<url\'")

parser.add_argunent(*-d", help='Specify data payload for POST request’, default-lione)

parser.add_argunent (*-ah’, hel,

Specify addtional header/s. Usage: -sh \'Content-type: application/json\' \'User-Agent: Doser\'', |
t*, help="Specify number of threads to be used’, default=500, type=int)

parser.add_argument(

args = parser.parse_args()

global url, payload, additicnaldeaders
2 additionalieaders - args.ah
payload = args.d

if args.g:
7 url = ares.g
for i in range(args.t):
2 t = SendGETThread()
t.start()

if args.p:
url = args.p
for 1 in range(args.t):
= SencPOSTThread()
t.start()

iF Lenlsys.argv)==1:
parser.print_help()
exit()

_nane__

main(sys.argv(1:1)

__main__



© hulk/hulkpy st master -« X | M —

X

<« C ) | @ Secure | httpsy/github.com/grafov/hulk/blob/master/hulk.py * (] G@Hma
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Other bookmarks

safe

1.3) Gacko/20090913 Firefox/3.5.3")

1.9.1.3) Gecko/20090824 Firefox/3.5.3 (.NET CLR 3.5.3672

en-US; rvi1.9.1.3) Gecko/20890824 Firefox/3.5.3 (.NET CLR 3.5.3(

20090718 Firefox/3.5.1')

532.1 (KHTML, like Gecko) Chrome/4.8.219.6 S
5 WOWGE; Trident/4.; SLCC2; .NET CLR 2.0.58727; InfoPa

1a74.8 (compatible; MSIE 8.0; Windows NT 6.8; Trident/4.8; SLCCL; .NET CLR 2.8.58727; .MET CLR 1.1

4.6 (compatible; MSIE 8.0; Windows NT 5. 64; x64; Trident/4.0)")

1a/4.8 (compatible; MSTE 8.0; Windows NT 5.1; Trident/4.8; SV1; .NET CLR 2.0.50727; InfoPath.2)')

5.0 (Windows; U; MSTE 7.0; Windows NT 6.8; en-US)')

1a74.9 (compativle; MSIE 6.1; Windows XP)')

“Opera/s.80 (iindows NT 5.2; U; ru) Presto/2.5.22 Version/10.51')

5.@ (windows; Uj Windows NT 6.1;
1a/5.8 (Windows; Us Windows NT 5.1;

headers_useragents. appen:
return(headers_useragents)

acget.search.aol. con/ searchig=")
* e est + 1)

referers)

#builds random ascii string

def buildblock(size):

out_str == chr(a)

returnfout_str)

T,

nt *USAGE: python hulk.py <url
nt ‘you can add s

" after url, to autoshut after dos'

Blogumun WordPress yonetici paneline de g6z gezdirdigimde, Aranilan Terimler
kismindaki i love brother This is not an attack This is a test arama terimi
dikkatimi cekti. Bu terim ile ilgili gondermis oldugum bir tweete yapilan
yorumda da oldugu gibi, blogumun DDoS testlerinde akla ilk gelen blog
olabilecegini de dikkate alarak Cloudflare’in yonetim paneli lizerinden Rusya
ip adreslerini engelledim.
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a_test

* linux

= hack
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@MertSARICA adh kullamciya yanit olarak

ddos testlerinde akla ilk gelen blog :)

22:08 - 17 Tem 2018
3 Begeni 3 ah .

17 Temmuz tarihinde yapilan kisa sureli benzer bir saldirida bu defa kaynak
IP adreslerini gorebildigim ic¢in DoS saldirisinin Fransa’da bulunan bir ip
adresinden (51.254.122.14) gerceklestirildigini goérdim ve bu sefer de Fransa

ip adreslerini Cloudflare’in ydnetim paneli Uzerinden engelledim.



root@batcave: /var/log/nginx# grep "POST /7" access.log.l | cut -d -T 1 | sort | uniq -1

51.254.122.14
root@batcave: /var/Tog/nginx# |

/ @ Whis, domain sorgulam X \\ M - X
< C 1 | ® www.whois.com.tr/domain/51.254.122.14

@) Hackd CareerInfor M) Linkedin W Mert SARICA (mert=: M Inbo

DomainAl  Seopof  SiteAnaliz  Sosyal Video indir

Lookup results for 51.254.122.1¢ from whois.ripe.net server:

inetnum: 51.254.0.8 - 51,255,255.255
netname: FR-OVH-20150522

descrs OVH sAS

country: R

admin-c: oTc2-R1PE

tech-ct o1C2-R1PE

status: LEGACY

mat-oy:

created: 2015-05-26708:55:562
last-modified: 2015-05-27T15:52:477
source:

: 08G-053-RIPE
organisation:  ORG-053-RIPE

org-name: OVH SAS
org-type: LIR

audress: 2 rue Kellermann
address: s9120

address: Roubaix

address: FRANCE

phone: +33972101007
abuse-c: AR15333-RIPE

admin-c o1C2-R1PE

admin-c: 0K217-RIPE

admin-c: Gga-RIPE

mt-ref: OVH-HNT

nnt-ref: RIPE-NCC-HA-HHT
nnt-by: RIPE-NCC-HA-HNT
mat-by: OVH-MNT

creste 2004-04-17T11:23:172

ted:
last-modified: 2017-10-30T14:40:067
B RIPE # Filtered

role: OVH Technical Contact
address: OVH Sas

adaress: 2 rue Kellermann
address: 59180 Roubaix
address Franc,

admin-c 0K217-RIPE

tech-ct G-

tech-ci 5L18162-RIPE

nic-hal o1C2-

abuse-mailbox: abuse@ovh.net
mat-by:

created: 2004-01-28T17:42:297
: 2018-09-05T10:47:157
RIPE # Filtered
51.254.0.8/15

4516276

OVH-HNT
2015-05-28717:50:052

o cEm
s Em

Hakkimizda  Alan Adian  Gizliik  iletigim

Access Rules

Firewall rules can be based on IP address, IP address range, Autonomous System Number (ASN) or country.

‘ Q Search Access Rules ‘

‘ Add a note ‘

Value Applies to Action

‘ Enter an IP, IP range, country name, or ASN | ‘ Block ‘ This website

France (FR)
HTTP Flood Sebebiyle

This website Block

51.254.122.14
HTTP Flood

mw mw
x x

This website Block

Russian Federation (RU)

i This website Block B »®
HTTP Flood Sebebiyle

23 Temmuz tarihinde yapilan yeni bir DoS saldirisinda bu defa blogumun arama
sayfasina c¢ok sayida i love you brother arama terimi génderdildigini gdérdim.
Bu defa kaynak IP adresini (31.223.24.59) goérebildigim ig¢in IP adresinin
kayit bilgilerine baktigimda bu defa saldirinin Tirkiye’den yapildigini
gordim.



root@batcave: /var/To n?wnx# grep 1 Tuve yuu access. Tog [ head -n 10
31.223.24.59 - - ZS?Ju /201812010473 00] "GET /?s=i_love_you_brother HTTP/1.1" 200 14217 “-" “Mozilla/5.0 (windows NT 6.1) ApplewebKit/537.2 (KHTML, like Gecko) Chrome/22.0.1216.0 Safari/537.2"
31.223.24.59 - - [23/1u1/201a:2u:ua:32 +usuu] "GET /?5=1_love_you_brother HTTP/1.1" Mozi1la/5.0 (Windows NT 6.2) ApplewebKit/537.11 (KHTML, like Gecko) Chrome/23.0.1271.26 Safari/537.11"
31/..223.24 59 - - [23/3u1/2018:20:04:32 +0300] "GET /?s=1_love_you_brother HTTP/1.1" 200 "mozi1la/5.0 (Macintosh; Intel mac os X 10_6_8) AppTewebmc/SSS 19 (kHmML, 1ike Gecko) chrome/18.0.1025.11 safar
i/535.19
31.223.24.59 - - [23/Ju1/2018:20:04:33 +0300] "GET /?s=i_love_you_brother HTTP/1.1" “Mozi11a/5.0 (windows NT 6.0; WoW64) Applewebkit/535.19 (KHTML, 1ike Gecko) chrome/18. aTnzaie safar1/535 19"
31.223.24.59 - - [23/]u]/2018:20:04:34 +0300] "GET /?s=i_love_you_brother HTTP/1.1" M0zi11a/5.0 (windows NT 6.2; WOW64) ApplewebKit/537.1 (KHTML, like Gecko) Chrome/19.77.34.5 safari/53
31,223.24.59 - - [23/3u1/2018:20:04:34 +0300] "GET /?s=i_love_you_brother HTTP/1.1" Mozil1a/5.0 (Macintosh; Intel Mac OS X 10.8_2) Applewebkit/537.11 (KHTML, like Gecko) Chrome/23.0.1271. § safari
/537.11"
31,223.24.59 - - [23/3u1/2018:20:04:35 +0300] "GET /?s=i_love_you_brother HTTP/1.1" "Mozi11a/5.0 (Macintosh; Intel Mac ©s x 10_7_2) applewebkit/535.24 (kHTML, like Gecko) chrome/19.0.1055.1 safari
/535.24"
31.223.24.59 - - [23/3u]/2018:20:04:35 +0300] "GET /?s=i_love_you_brother HTTP/1.1" "Mozilla/5.0 (Wwindows NT 6.2) ApplewebKit/536.3 (KHTML, Tike Gecko) Chrome/19.0.1061.1 Safari/536.3"
31.223.24.59 - - [23/3u]/2018:20:04:35 +0300] "GET /?s=i_love_you_brother HTTP/1.1" Mozi11a/5.0 (Windows NT 6.1; WOW64) Applewebkit/537.1 (KHTML, like Gecko) Chrome/22.0.1207.1 Safari/537.1"
31.223.24.59 - - [23/1u1/2018:20:04:35 +0300] "GET /?s=i_love_you_brother HTTP/1.1" 14217 "-" "Mozi11a/5.0 (windows NT 5.1) Applewebkit/537.36 (kHTML, like Gecko) chrome/35.0.2309.372 safari/537.36"
root@batcave: /var/Tug/ngwnx#

B WHOIS IP Lookup Tool |+ %\ M= — X
<« C ) | @ Secure | httpsy/www.ultratools.com/tools/ipWhoisLookupResult R S Oml Gead
) Hack4 Careerinfor [ Linkedin W Mert SARICA (mert= M Inbox - mertsarica® Other bookmarks

B email Elsnare -

IP Tools WHOIS IP Lookup Tool

Dedmial E:Galcuiaior The IPWHQIS Leokup tool fnds contact information for the owmer of a speciied IF address

ASN Information
Enter & host name or an IP address:
CIDR/Netmask

Whats your IP 31.223.24.59
IP Geo-location Lookup

IPWHOIS Lookup. )

24.0 - 31.223.26.255

- 31.223.24.255' is 'lirgturknet.net.tr

% Tnis query was served by the RIPE Database Query Service version 1.91.2 (WAGYU

Bana olan sevgisini sele donistirme konusunda 1srarci olan bu Rus kardesim
ile sistematik olarak mucadele edebilmek ve benzer durumlarla micadele etmek
durumunda kalanlara yol gO6sterme adina cesitli araclardan faydalanmaya karar
verdim.

I1k olarak gerceklestirilen genel DoS saldirilarindan hizlica haberdar
olabilmek icin OSSEC HIDS yazilimini isletim sistemine kurdum. Buna ilaveten
bu saldiriyi tespit edebilmek icin de 6zel olarak bir kural hazirlayip bu
kurali /var/ossec/rules/http dos rules.xml adi altinda kaydettikten sonra
kurali igeren dosyayi da /var/ossec/etc/ossec.conf dosyasina kaydettim.
ossec-logtest araci ile de kuralin dizgiin calistigini kontrol ettikten sonra
OSSEC’i yeniden baslatip attack.py ile bloguma ufak bir DoS saldirisi
gerceklestirdim. Saldiri sonucunda OSSEC basariyla bu saldiriyi tespit edip
beni e-posta ile hemen uyardi.


https://www.ossec.net/

GNU nano 2,

El
H
g

e>cimserver_rules. xml</include>
nclude>vpopmail_rules. xml</include>
e>vipop3d_rules. xm]</inc]ude>
e>courier_rules. xml</include>
e>web_rules. xml</includes
e>web_appsec_rules. xml</include>
e>apache_rules. xml</include>
enging Fules. il </include>
p_rules. xml</include>
e>mysql_rules. xml</includes
> postaresql Fules xmi</incTude>
e>ids_rules. xml</include>
e>squid_rules, xml</include>
e>firewall_rules. xml</includes>
e>apparmor_rules. xml</include>
e>ci5c0-105_rules. xml</includes
e>netscreenfw_rules. xml</include>
e>sonicwall_rules. xml</includes
e>postfix_rules.xml</include>
e>sendmail_rules. xml</includes>
e>Imapd_ruTes. xni</ncludes
e>mai 1scanner_rules. xml</include>
le>dovecot_rules. xml</include>
eons-exchange rules. nl</include>
e>racoon_rules. xml</include>
e>vpn_concentrator_rules. xml</includes
e>spamd_rules. xml</include>
e>msauth_rules. xml</include>
e>mcafee_av_rules. xml</include>
e>trend-osce_rules. xml</includes
e>ms—se_rules. xml</include>
nclude>policy_rules. xml</include> -->
e>zeus_rules. xml</include>
e>solaris_bsm_rules. xml</include>
e>vivare_rules. xml</inclu
e>is. dhep. Fules. xml/1ncludes
e>asterisk_rules. xml</includes>
e>0ssec_rules. xml</include>
e>attack_rules. xml</include>
e>dropbear_rules. xml</includes>
e>unbound_rules. xm1</include>
e>sysmon_rules. xml</includes

AAAANAANAANAANARNAAAAANAARRANANAARNAAARAAANRNAANARRA
EE]
AA
VEEEECEEECCECEECACEECEECEEEECEEEEECEEEEEEEEEEEEE

ncludesopensatpd_rules. xil</includex
ncludeexim_rules. xml</inclu
nclude>openbsd-dhcpd rules. xm7</1nc7ude>
nclude>Tocal_rules. xml</includ
NETUGesNETp_ A0S _rules. xnl</1ne i udes

</rules:

<syschecks

<I-- Frequency that syscheck is executed -- default every 20 hours -->

<frequency>72000</frequency>

<!-- Directories to check (perfurm all possible verifications) --—>
<directories check_a c, /usr/bin, /usr/shin</directories>
<directories check_: a'H yes >/b1ﬂ /sbin, /boot</directories>

<l-- Files/directories to ignore --»
<ignore>/etc/mrab</ignore>
<ignore>/etc/hosts. deny</ignore>
<1gnure>/e((/mawT/s(at1st1cs</wgnure>
<ignore>/etc/random-seed</1gnol
<ignore>/etc/random. seed</1gnuré>
<ignore>/etc/adjtime</ignore>

& Get Help M cut Text
Exit
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GNU nano 2.5.3 File: http_dos_rules. xml

@l#) $1d: ./var/ossec/rules/http_dos_rules.xml, 2018/07/23 Mert SARICA Exp %

- HTTP Dos attacks/wvulns specific rules for 0SSEC.

- Copyright (C) 2012 paniel B. Cid (dcidadcid.me)
- All rights reserved.

- This program is a free software; you can redistribute it

- and/or modify it under the terms of the GNU General Public
- License (version 2) as published by the FSF - Free software
-  Foundation.

- License details: http://www.ossec.net/en/1icensing. html

<!-- collection of rules for common web attacks that we are seeing in the wild.
- The real goal is to stop bots and automated attacks from doing further damage
- on sites that are not updated.
——=

<group name="web,appsec,attack”>

<!-- Checking POST & GET HTTF DoS Attack

-—>
<rule id="41501" level="1">

<if_s57d=31100</if_sid=

<match=GET |POST </matchs

<regex>/?\H+="H+HTTP,/1.1</regex>

?de%cript10n>Prubab1y a non-malicious site search</description=
</rule>

<!-- If we see frequent /?vXVFII=FXSF HTITP/1.1 then it is probably a HTTP DoS. -—>
<rule id="41502" Tevel="9" frequency="10" timeframe="20">
<if_matched_sid=41501</if_matched_sid=
<same_source_ip /=
f{d$scr1pt10n>Prubab1y a HTTP Dos attack (doser.py, attack.py or hulk.py)</description=
</rule=

<!-- Checking GET HTTP DoS Attack
<rule id="41503" Tevel="9">
<if_s1d=31100</1f_sid>
«match=GET /7s=1_love_you_brother</match=
<description=HTTP Dos Attack (i_love_you_brother)</description=
</rule>
-

</group>




Time is u

?

root@ubuntu:~/di python attack.py http://www.mertsarica. com,

los# p:
Debug : thread=5 time=30 http://wiv.mertsarica.com/

attack finished !
root@ubuntu:~/dos#

OSSEC HIDS
(OSSEC Alert - batcave - Level 9 - Probably a
HTTP Dos Attack (doser.py, attac..

mail.googlecom

OSSEC Alert - batcave - Level 9 - Probably a HTTP DoS Attack (doser.py, attack.py or hulk.py) Inbox x =
OSSEC HIDS =mert.sarica@gmail.com= 11:20 PM (0 minutes ago) ﬁ -
tome -

OSSEC HIDS ile benim sevgi dolu Rus kardesimin DoS saldirisini tespit etmek
yeterli olmayacagi ic¢in fail2ban araci ile bu iki tir DoS saldirisini tespit

(OSSEC HIDS Notification.
2018 Jul 23 23:20:18

Received From: batcave-=/varflog/nginx/access log

Rule: 41502 fired (level 9) -> "Probably a HTTP DoS Attack {doser.py, attack.py or hulk_py)"
Src IP:

Portion of the log(s)

- - [23/Juli2018:23:20:17 +0300] "GET /?FLEDNO=IQOKGUIUYA HTTP/1.1" 200 19955 "hitp./fwww usatoday.com/searchiresults?q=MDPNECW" "Mozilla/5.0 (Windows; U;
Windows NT 6.1; en; rv:1.9.1.3) Gecko/20090824 Firefox/3.5.3 ( NET CLR 3.5.30729)"

- - [23/Juli2018:23:20:15 +0300] "GET /?ECO=NYNGERU HTTP/1.1" 200 19952 "http:/lengadget search.aol.com/search?q=JHYFFX" "Mozilla/5.0 (Windows; U; Windows NT 6.1;
en-US; rv:1.9.1.1) Gecko/20090718 Firefox/3.5.1"

- - [23/Juli2018:23:20:15 +0300] "GET /?ECO=NYNGERU HTTP/1.1" 200 19957 "http:/lengadget search.aol.com/search?q=JHYFFX" "Mozilla/5.0 (Windows; U; Windows NT 6.1;
en-US; rv:1.9.1.1) Gecko/20090718 Firefox/3.5.1"

- - [23/Juli2018:23:20:15 +0300] "GET /?ECO=NYNGERU HTTP/1.1" 200 19957 “http-//engadget search aol com/search?q=JHYFFX" "Mozilla/5.0 (Windows; U; Windows NT 6.1;
en-US; rv:1.9.1.1) Gecko/20090718 Firefox/3.5.1"

- - [23/uli2018:23:20:15 +0300] "GET /?NBQRRYKCS=WSHMMVEU HTTP/1.1" 200 19955 "hitp./engadget.search.aol.com/search?q=VVHJACOBNF" "Mozilla/4.0 {compatible;
MSIE 8.0; Windows NT 5.2; Win64; x64; Trident/4.0)"

- - [23/Juli2018:23:20:15 +0300] "GET /?NBQRRYKCS=WSHMMVEU HTTP/1.1" 200 19956 "hitp://engadget.search.aol.comisearch?q=VHJAQOBNF" "Mozilla/4.0 {compatible;
MSIE 8.0; Windews NT 5.2; Win64; x64; Trident/4 0}

- - [23/Juli2018:23:20:13 +0300] "GET /?ECO=NYNGERU HTTP/1.1" 200 19955 "http:/lengadget search.aol.com/search?q=JHYFFX" "Mozilla/5.0 (Windows; U; Windows NT 6.1;
en-US: rv:1.9.1.1) Gecko/20090718 Firefox/3.5.1"

- - [23/Juli2018:23:20:13 +0300] "GET /?GRFB=INLOWJKU HTTP/1.1" 200 19956 "http:/fwesw. mertsarica.com/HWEARASA" "Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US;
v:1.9.1.1) Gecko/20090718 Firefox/3.5.1"

- - [23/Juli2018:23:20:13 +0300] "GET /?NBQRRYKCS=WSHMMVEU HTTP/1.1" 200 19954 "http:/engadget search aol. com/search?q=VHJAOOBNF" "Mozilla/4.0 {compatible;
MSIE 8.0; Windows NT 5.2; Win64: x64; Trident/4.0)"

- - [231uli20156:23:20:13 +0300] "GET /?NBQRRYKCS=WSHMMVEU HTTP/1.1" 200 19957 "hitp.//engadget.search.aol.com/search?q=VHJAQOBNF" "Mozilla/4.0 {compatible;
MSIE 8.0: Windews NT 5.2; Win64; x64; Trident/4.0)"

- - [23/Juli2018:23:20:13 +0300] "GET /?NBQRRYKCS=WSHMMVEU HTTP/1.1" 200 19957 "hitp:/engadget.search.aol.comisearch?q=VHJAQOBNF" "Mozilla/4.0 {compatible;
MSIE 8.0; Windews NT 5.2; Win64; x64; Trident/4 0}

- - [23/Juli2018:23:20:11 +0300] "GET /?GRFB=INLOWJKU HTTP/1.1" 200 19956 "http:/fwww.mertsarica.com/HWEARASA" "Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US;
v:1.9.1.1) Gecko/20090718 Firefox/3.5.1"

eden 6zel bir kural yazip, bu yazida da belirtildigi sekilde Cloudflare

l

v


https://www.fail2ban.org/wiki/index.php/Main_Page
https://guides.wp-bullet.com/integrate-fail2ban-cloudflare-api-v4-guide/
https://api.cloudflare.com/#user-level-firewall-access-rule-create-access-rule

API‘si uUzerinden saldirganin ip adresini yasaklayan betikten faydalandim.
Hazirladigim kurali kontrol etmek icin fail2ban-regex aracindan
faydalandiktan sonra attack.py ile bloguma saldirarak Cloudflare tarafindan
ip adresimin basariyla yasaklandigini gérdim ve Rus kardesimin yeni
saldirilari ic¢in kedi fare oyunundaki yerimi saglamlastirdim. :)

GNU nano 2.5.3 File: /etc/Tailzban/f1lter.d/nginx-dos. conf

[Definition]
# Probably a HTTP DoS Attack (doser.py, attack.py or hulk.py)
failregex = A<HOST> %\- .* \”(POSTIGET%.*({?[A—Z +=[A-Z]+ HTTP/1.1D)%" .+%

# HTTP DoS Attack (i_love_you_brother)
# A<HOST> - .* “"(POST|GET).*(/?s=1_love_you_brother HTTP/1.1)%\" .+%

# HTTP Dos Attack (this_is_another_test)
# A<HOST> N~- . % \"(POST|GET).*(/?5=).%(_).*(_).*().* (HTTP/1.1)\" .+%

# HTTP DoS Attack (x_y_z)
A<HOST> N~ .%* \"(POSTIGET).*(/?5=).%*(_).*(_).* (HTTP/1.1)\" .+%

# HTTP DoS Attack (p hGﬂ—FEquEEtS}
A<HOST> {E 2 (O python-requests/. *)%"+%

ignoreregex =

root@batcave: /var/log/nginx# tTailZban-regex /var/log/nginx/access. log /etc/TailZban/T1lter.d/nginx-dos. conf

Running tests

Use failregex filter file : nginx-dos, basedir: /etc/failZban

Use og file : /var/log/nginx/access. log
Use encoding : UTF-8
Results

Failregex: 6317 total

|- #) [# of hits] regular expressﬁon

| 1) [2006] A<HOST> %- .* \"(POST|GET).*(/?
| 2) [4311] A<HOST> M- .*® “'(POST|GET).*®*(/7

[A-Z]+=[A-Z]+ HTTP/1.1)%\" .+%
oy
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Ignoreregex: 0 total

Date template hits:
|- [# of hits] date format
| [25807] pay(?P<_sep=[-/]1)MON(?P=_sep)year[ :]724hour:Minute:second(?:\.Microseconds)?(?: Zone offsetr)?

Lines: 25807 lines, 0 ignored, 6317 matched, 19490 missed [processed in 3.11 sec]
Missed 1ine(s): too many to print. Use --print-all-missed to print all 19490 lines
root@batcave: /var/log/nginx#

root@batcave:~# service failzban restart
root@batcave:~# tail -f /var/log/failzban. log

2018-07-26 21:44:57,925 failzban. jail 12335]: INFO Jail 'nginx-dos’ uses pyinotify
2018-07-26 21:44:57,925 failzban.Tilter 12335]: INFO set jai log file encoding to UTF-8
2018-07-26 21:44:57,929 fail2ban. jail 12335]: INFO Initiated 'pyinotify’ backend

2018-07-26 21:44:57,931 failzban.filter 12335]: INFO set maxRetr¥ =3

2018-07-26 21:44:57,932 failzban.filter 12335]: INFO Added logfile = /var/log/nginx/access.log
2018-07-26 21:44:57,934 failzban.filter 12335]: INFO set findtime = 60

2018-07-26 21:44:57,935 failzban.actions 12335]: INFO set banTime = 6000

2018-07-26 21:44:57,935 fail2ban.filter 12335]: INFO Set jail log file encoding to UTF-8
2018-07-26 21:44:57,939 fail2ban. jail 12335]: INFO Jail "sshd’ started

2018-07-26 21:44:57,944 failzban.jail 12335]: INFO Jail "nginx-dos® started

2018-07-26 21:45:24,929 failzban.Tilter 12335]: INFO [nginx-dos] Found

2018-07-26 21:45:24,932 failzban.filter 12335]: INFO [nginx-dos] Found

2018-07-26 21:45:24,996 failzban.filter 12335]: INFO [nginx-dos] Found

2018-07-26 21:45:25,263 failzban.filter 12335]: INFO [nginx-dos] Found

2018-07-26 21:45:25,489 failzban.filter

12335]: INFO [nginx-dos] Found
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Access denied

What happened?

The owner of this website (www.mertsarica.com) has banned
your IP address ( ).

Cloudflare Ray ID: 4408f2cf9f909c3b + Your IP: » Performance & security by Cloudflare

Bir sonraki yazida goOrismek dilegiyle herkese givenli ginler dilerim.



