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Introduction

In 2009, inspired by the belief that “knowledge is power and
grows when shared,” I launched my blog to shine a spotlight on
information security through a wide range of technical articles.
Over time, the enthusiasm and kind words from my readers
encouraged me to take the next step: gathering each year’s
posts into an e-book, making them easily accessible to fellow
cybersecurity enthusiasts.

I poured my time, effort, and resources into researching and
writing these articles, and my hope is that they will prove
helpful to anyone eager to deepen their understanding and
sharpen their skills in the cybersecurity field.

Mert SARICA
https://www.hack4career.com
https://twitter.com/MertSARICA
https://www.linkedin.com/in/mertsarica
CCISO, CISSP, SSCP, OSCP, CREA, CEREA



https://twitter.com/MertSARICA

This book was produced using

[ZIPRESSBOOKS

Pressbooks provides educators, authors, & scholars with

powerful tools for creating, adapting, & sharing their ideas.

Learn more about how you can use Pressbooks to publish
beautiful and accessible books on the web and in print-ready
formats at https://pressbooks.com/get-started.
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1. Troll Hunting

Introduction

In recent years, we have seen the increasing importance of
cyber threat intelligence for organizations. As a result, the
number of products and services used for this purpose within
organizations has been growing rapidly. Firstly, cyber threat
intelligence provides a significant advantage to organizations
by helping them identify threat actors targeting their industry,
understand the tactics, techniques, and procedures they
employ, and prepare for potential cyber attacks. Furthermore,
when organizations are exposed to a cyber attack, cyber threat
intelligence can shed light on various aspects of the incident,
from enriching the data collected during the Incident Response
process to establishing connections with threat actors.

Not only organizations but also end users who are closely
intertwined with technology, individuals like us, need to
remember that we can benefit from cyber threat intelligence
and platforms in some cases (such as Troll account
investigation).
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What is Troll, Trolling and Disinformation?

As in all over the world, we witness the proliferation of
messages shared by Troll accounts on social media and in
the media, with the aim of manipulating the masses with
disinformation attack. Sometimes, these false pieces of
information can be shared from individuals’ own accounts, as

well as through fake, anonymous accounts.

In slang, a troll is a person who posts or makes
inflammatory, insincere, digressive, extraneous, or
off-topic messages online (such as in social media, a
newsgroup, a forum, a chat room, an online video
game) or in real life, with the intent of provoking
others into displaying emotional responses, or
manipulating others’ perception, thus acting as a
bully or a provocateur. The behavior is typically for
the troll’s amusement, or to achieve a specific result
such as disrupting a rival’s online activities or

purposefully causing confusion or harm to other
people. (Source: Wikipedia)

Disinformation attacks involve the intentional
dissemination of false information, with an end goal
of misleading, confusing, or manipulating an
audience. False information that is not intentionally
deceptive is referred to as misinformation, although
that has also been used as a catch-all term.
Disinformation attacks may be executed by political,
economic or individual actors to influence state or
non-state entities and domestic or foreign

populations. These attacks are commonly employed


https://en.wikipedia.org/wiki/Troll_(slang)
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to reshape attitudes and beliefs, drive a particular
agenda, or elicit certain actions from a target
audience. Tactics include the presentation of
incorrect or misleading information, the creation of
uncertainty, and the undermining of both correct
information and the credibility of information

sources. (Source: Wikipedia)

From 2009 until now:

I have shared over 200 technical cybersecurity articles on my
blog in both English and Turkish, with the motto ‘Knowledge
is power and grows as it is shared” Since 2015, I have
organized the ‘Pi Hediyem Var’ cybersecurity game, through
which I have gifted more than 15 Raspberry Pi devices to
university students with the support of my sponsors. I have
been a speaker at nearly 30 cybersecurity events. With my
presentations titled ‘Ethical Hacking and Career, I have
guided thousands of students interested in the field of

cybersecurity in almost 40 universities.

Despite all my hard work, I am rarely targeted by troll accounts
and in some cases the reason is just because I moved to the
United States in 2022.

Examples of Trolling

Most of the time, troll accounts have already closed their
accounts, deleted their messages, or received responses before I
can even understand what’s happening, thanks to the reactions
and criticisms from followers who don’t doubt my good
intentions even for a moment. In such cases, there is often no
need for me to rely on cyber threat intelligence or platforms.

However, in situations like my blog posts titled “WhatsApp


https://en.wikipedia.org/wiki/Disinformation_attack
https://www.mertsarica.com/archive/
https://www.raspberrypi.com/products/
https://www.raspberrypi.com/products/
https://www.mertsarica.com/medya/sunumlar/
https://www.mertsarica.com/summary-of-the-decade/
https://www.mertsarica.com/medya/sunumlar/
https://www.mertsarica.com/whatsapp-scammers/
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Scammers,” “Exposing Pig Butchering Scam,” I personally

benefit greatly from cyber threat intelligence and platforms

when dealing with scammers.
ﬁ uuuuu = \l:lahlm

Merhabalar, Rahatsi
konuyu paylasmak ist
platformda &zellikle yurtdiginda
caligmaya baslayacak
taglanimizin paylagimlan gok
ici. Benimde
deneyimim oldu. Fa

zel tiirkiyeme kars1
p kullanmadim. En
mda "USTON ZEKALI

Trol paylasim hocam :))

*Message deleted”

In this screenshot, someone shared a message regarding my
LinkedIn message and tried to mislead, confuse, or manipulate
people. On the left side, you see my post in English, and on the
middle, you see his post in Turkish. After he received reactions
and criticisms from my beloved connections/followers, he had
to delete his message.

Here is the English translation of his message;

“Hello, I'd like to share a concern that has been bothering me.
On this platform, especially the posts of our fellow members
who are about to start working abroad can be quite disturbing.
I’ve had international experience myself, but I have never used
a belittling tone when referring to the beautiful lands of
Anatolia and my beloved Turkey, where wonderful people live.
In a recent post, I saw a job opportunity shared with the
title “GENIUS AMERICA VISA” Cemeteries are filled with
irreplaceable individuals. I recommend that those who write


https://www.mertsarica.com/whatsapp-scammers/
https://www.mertsarica.com/exposing-pig-butchering-scam/
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such messages do not forget this. One final reminder: “No

™ -

ahmet

[SM Follow Back

ahmet
arkadaslar ne yazik ki tek isim twitter
degil biraz gecikti. elimdekileri gerekli
yerlere gonderdim. sadece fazladan sunu
paylasayim. sirf PR kasmak igin raspberry
pi dagitiyorum ayagina yarismalar
diizenleyip milleti ayni su sekil ortada
birakan arkadastan bahsediyorum.

matter where the fox goes, he shall end in the furrier’s shop.”

More Replies

[l

ddsfgdsf

Replying tc

Kendisini gergekten tanisan, say

et

sansli hissedebilecegin nadirin:

Kimse haybeye tesadiifen bir yer
Buzdaginin gériinen kisminden, gbriinmeyen
kismini tahmin edemezsiniz.

2} ) i
co-founder and tech lead

1. Turke g ddsfgdsf
zamaninda dell gbi ugrasip challengini cozmustuk. bos
icin 40 takla atti
i sinayinca, siz bagciyi
fi gecistirmisti

efer Mert Sarica'ysa, coook
yanlis yapiyorsun benden sdylemesi. Ada

)
laf yapmayan, dilriist nadir

S
insanlardandir kendisi.

+1, s0n 24 saatin

1,085 Vi

, sektdre yeni katilan arkadaslar
béyle adamlarin pesinden gitmeyin. i
arastinin, yanlis y8nlendirilmeyin. sonra
birgiin bi bak: cokiyi konusup reklam
yapiyorsunu; na elinizde teknik highir
capability yoktur,

*Message deleted”

In another screenshot, someone acted as a bully or a
provocateur with falsified claims about me. After he received
a reaction and criticism from one of my beloved followers, he

had to delete his message.
Here is the English translation of his messages;

“I have sent what I had to the necessary places. I just want
to share one more thing. 'm talking about the guy who just
gifts Raspberry Pi for the sake of building public relations (PR),
organizes competitions, and then leaves people hanging in the

same way.’

“In short, newcomers to the industry, don’t follow such people.

Research well, don’t be misled. Someday, you may find yourself
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speaking well and advertising, but you may lack the technical

capability”

Especially when you insult, use profanity, engage
in character assassination, spread false accusations,
threaten, or criticize someone’s patriotism directly
or indirectly on social media, you should always
remember that sooner or later, this will come back to
haunt you. Even if you regret your actions and delete
your messages for a reason, it’s not something that
can be easily erased from records and memories.

At times, when you receive a suspicious, malicious or evil

message via email, social media, or a network, you can also

benefit from cyber threat intelligence platforms to understand

the intentions and identity of the person behind it.

In this example, someone first insulted me through my website

via email, and then, after not being responded to for a month,

attempted to make contact via social media with a different

approach.

[Siber Guvenlik GUnlGgu] Yorum: "ABD Olaganustil Yetenek Vizesi (O-1A)" D inbox x a

Cemal alert@mertsarica com via Fri,Dec 30,2022, 216AM  fr 6
tome ~

Xp Turkish v > English ~ Translate message Turn off for: Turkish

"ABD Olaganilstii Yetenek Vizesi (O-1A)" yazinizda yeni yorum
Yazar: Cemal (IP adresi:

E-posta: cemal @gmail.com

Adres: http://Yok

Yorumlar:

Simdi tamda kina yakma zamanin gelmis. Yani sen Sen kisaca diyorsun ki bu kadar basarini tamam: amerikanin kapisinda képek olmaya anca yetti. Sen Baris Mango
dinleseydin bu hallere diismezdin. Bu kafayla bir baltaya sap olamazsin ama giin gelir sapin ucuna olursun kazma

Bu yaziya yapilmis tim yorumlan buradan gorebilrsiniz:
rsari

Here is the English translation of his e-mail;

“Now it’s time to light the henna, you’re basically saying that

all your success only managed to get you as far as being a

doorman of the United States. If you had listened the songs of
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Barig Manco, you wouldn’t have ended up like this. With this
mindset, you won’t achieve much, but one day, you might just
become the handle of a hoe”

CEMAL

You haven't connected with

CEMAL . 2:51PM

CYBER giivenlik ve is zekasi

iyi glinler mert bey, Cemal ben, elektronik bilgisayar

ogretmeni olarak gorev yapiyorum. Siber guivenlik yliksek
lisansini tamamladim. Ustadim bu alanda ilerlemek
istiyorum. Alanin tstadi olarak engin tecriibenizden istifade
etmek isterim. Musait bir aninizda gorligebilir sek ¢gok
duaciniz olurum Ustadim. Watsapp ta olabilir.

cemal @gmail.com

Saygilar sevgiler.

Here is the English translation of his LinkedIn message;

“Good day, Mr. SARICA. I'm Cemal, and I work as a computer
science teacher. I have completed my master’s degree in
cybersecurity. I would like to advance in this field and benefit
from your extensive experience as a master in the field. I would
greatly appreciate it if we could have a discussion at a

convenient time. You can also reach me on WhatsApp”

When I searched the email address in the SOCRadar Cyber
Threat Intelligence Platform, I easily gained insights and

information about his intentions and motivations, such as
learning that the individual has been active in hacker forums
for years.


https://en.wikipedia.org/wiki/Bar%C4%B1%C5%9F_Man%C3%A7o
https://socradar.io/xti-extended-threat-intelligence/
https://socradar.io/xti-extended-threat-intelligence/
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) o6
Breach Dataset - Cit0Day.in / 25 Nov 2020 ) 2|z
Breach Domain:  Gi0Dayin T |
Broach date: 04 Nov 2020
Publishing date: 01 Jan 2018
wiid J 4 Trencing Keywords
:  Emai Addresses, Passwords
Getaled indoc saript 78004 +
defunct-data-breach-indexste/
ity 26841
Breach Dataset - 9.4M ACCOUNT FORUM SPYHCKRZ / 07 Apr 2022 m besoruiy 000
.M Total Leaks ) [ 1 Fiered Leaks | hacked 19055
Cor ame: 9.4M_ACCOUNT_FORUM_SPYHCKRZ
Sonton OTHER facebook 14040
Country: TURKEY . -
Tag: 8.4M AGCOUNT_FORUM SPYHOKRZ
med 072
7M ACGOUNT FORUM SBRDYZ /17 Jan 2021 other L

1 Fi

ot

- a

‘Tag: 7M_ACCOUNT_FORUM_SBRDYZ
20221.176.98

If you work for a cyber threat intelligence firm that tracks
threat actors, cybercriminals, and scammers, and shares
intelligence related to their operations, there may be times
when you encounter threatening messages targeting your
organization through anonymous accounts on social media. In
such situations, you can utilize your own platform as well as
employ different methods.

In this example, an individual who was not allowed to register
for the cyber threat intelligence platform due to failed security
checks first sends threatening emails, and then starts trolling
through an anonymous Twitter account.

If this is about validating my domain.... m ave the tools to check my domain.

| apphelover a month ago, got one email saying what is my domain, then got ghosted.

Please, ... | am just trying to get access to your platform and have zero confidence in your companies tools if you cannot validate
hen a simple scan of my domain will show that it is valid, the email is valid.

LN
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From:
Date:
Subject:
To:

Cc:

/

V] <
Now......Il am a grey hat hacker myself.

¢  rotow J
y E; " Next up on the
- >

you aske how | would use your data, as stated = to

I'll take that API key when you are ready.

*Account disabled*

In order to determine that a person who sends emails using
their real identity and another person who shares messages
through an anonymous Twitter account behind a Guy Fawkes
mask are highly likely to be the same individual, we can rely
on stylometric methods to identify the author based on the
samples we have from the suspected person’s emails and the
messages shared on the anonymous Twitter account. These
stylometric methods involve analyzing various elements such

as punctuation, spelling mistakes, emphasis, foreign words,



https://en.wikipedia.org/wiki/Guy_Fawkes_mask
https://dergipark.org.tr/en/download/article-file/878276
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slang and jargon, conjunctions, abbreviations, numbers, subject

tags, and symbols.

By examining and comparing these elements, we can observe
similarities or differences between the emails and the
anonymous Twitter account, which can help us determine if
they are likely authored by the same person. However,
stylometric analysis alone cannot provide a definitive
conclusion, as it relies on statistical patterns and probabilities.
Therefore, it is important to consider additional factors and
evidence when making a determination.

What is Stylometry?

Stylometry is a style identification method used
primarily in written literature, but also in other
artistic disciplines such as visual arts and music, as
well as in fields like history, religion, law, and
forensic sciences. Stylometric analysis is a method
based on the examination of style markers as variable
factors using statistical and computational
techniques.

For approximately two centuries, stylometry has
been applied to compare and analyze the literary
styles of authors, particularly in the context of
authorship attribution problems. The methods used
in stylometry range from basic statistical calculations
and tests to artificial neural networks. Stylometric
studies have been conducted on various subjects,
ranging from religious texts and historical

documents to the examination of plagiarism in


https://dergipark.org.tr/en/download/article-file/878276
https://dergipark.org.tr/en/download/article-file/878276
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scientific works and the analysis of literary works

and author styles. (Source: A Bridge From Statistics
To Literature: The Stylometry Analysis — Ayse ISI,
Fatih CEMREK, Zeki YILDIZ)

Troll Hunting

At this stage, rather than conducting an extensive stylometric
analysis, I decided to have a brief look at the 109 messages on
the anonymous Twitter account and focus on common words
and punctuation marks that overlap with the emails. Based
on the notes I took, I noticed that the messages frequently
used ellipsis (.....) punctuation marks and included the term
“ghosted” which is not commonly encountered in English
correspondence. When I examined the emails from the
suspected individual, I found that my observations closely
matched, significantly increasing the likelihood of similarity
between the two individuals.


https://dergipark.org.tr/tr/download/article-file/202266
https://dergipark.org.tr/tr/download/article-file/202266

14  www.hack4career.com

' This guy: Hydra. Goes by many names. 7997 group. Makes children cut his
name in their flesh!
Gave his data to didn't I? Agent Max. Not going to out you.
You threw me to the side after | gave you Taliban information, you ghosted
me.

py easter 7997 chat

G %> j 38.49 KB
57.43 KB
31.68 KB
32.69 KB
43.89 KB
41.78 KB
24.52 KB
60.04 KB
68.55 KB
30.68 KB

"drunk words, sober thoughts".

Looks like Pfizer...... come on, if this is real = nothing will happen. Like
usual. Banks caused \isi got a raise.
Someone should hack

@ Tim Pool

holy shit twitter.com/EricSpracklen/...

When I started thinking about what I would do if the number
of messages shared on the anonymous Twitter account was not
109 but 10,009, I decided to seek the help of data science.

Data science is the field of study that involves
working with data to extract meaningful insights and
make predictions for business purposes. It is an
interdisciplinary approach that combines principles
and practices from mathematics, statistics, artificial

intelligence, and computer engineering to analyze
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large amounts of data. This analysis helps data
scientists ask questions about what the data is, why
it is the way it is, what it could become, and what can
be done with the results. By employing data science
techniques, professionals can uncover patterns,
trends, and correlations within the data to drive
informed decision-making and solve complex
problems.

After conducting some research, I learned that I can leverage

the similarity method in the Natural Language Processing
(NLP) library called SpaCy, which measures the similarity
between texts using Cosine Similarity.

Cosine Similarity is a measure that quantifies the
similarity between texts in a vector space. It
calculates how many times words appear in the texts.
Then, each text is represented as a vector, with 1s
and Os indicating the presence or absence of words.
When these vectors are placed in a three-
dimensional space, the smaller the cosine angle
between them, the closer the texts are to each other.
For completely unrelated vectors, the cosine value
is 0, while for completely opposite documents, the
cosine value will be -1. (Source: A Content

Recommendation System Application with TF-IDF

Algorithm and Cosine Similarity on Netflix Data -
Ozlem GELEMET, Hakan AYDIN, Ali CETINKAYA)

After I coded a tiny Python tool to examine the similarity
between the emails from the person I suspected and the Twitter


https://en.wikipedia.org/wiki/Natural_language_processing
https://en.wikipedia.org/wiki/Natural_language_processing
https://spacy.io/
https://spacy.io/usage/linguistic-features#vectors-similarity
https://dergipark.org.tr/tr/pub/ajit-e/issue/68716/1012354
https://dergipark.org.tr/tr/pub/ajit-e/issue/68716/1012354
https://dergipark.org.tr/tr/pub/ajit-e/issue/68716/1012354
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messages, with the help of the SpaCy library I concluded that

they were highly likely sent by the same person. (&

similarity — -zsh — 80x23

wit s
email = f.

nlp = spacy.

email_doc (email)
R _doc "

Hope to see you in the following articles.

Note: For those who want to learn more about the use of
stylometry, I recommend reading the free section of the book
“Real-World Python: A Hacker’s Guide to Solving Problems
with Code®.



https://nostarch.com/download/samples/RWPython_02.pdf
https://www.amazon.com/Real-World-Python-Hackers-Solving-Problems-ebook/dp/B0852P29NJ
https://www.amazon.com/Real-World-Python-Hackers-Solving-Problems-ebook/dp/B0852P29NJ
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2. Deepfake

Scammers

Introduction

As of May 2024, we continue to witness the revolution and
development of generative artificial intelligence with both
excitement and concern. OpenAl showcased to the world in
a launch event that with their newly announced GPT-4o,
ChatGPT can engage in dialogue much more closely
resembling human interaction, understanding and producing
content from voice, text, and images. On the other hand, not
wanting to fall behind in the Al wars, Google shared a new
feature from its own generative Al, Gemini, shortly after
OpenAl With this feature, Gemini could instantly convey to
the user what was happening in the surroundings and the

current location through the camera application.

Well, if you ask what worries cybersecurity professionals and
researchers the most alongside these developments that we

follow with great excitement and curiosity, in my opinion,

17


https://openai.com/
https://openai.com/index/hello-gpt-4o/
https://chatgpt.com/
https://about.google/
https://gemini.google.com/
https://twitter.com/Google/status/1790455194485981275
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it can be how much these features facilitate or hinder fraud
attempts and cyber attacks by scammers and threat actors.
Just as with humanoid robots, the development in generative
artificial intelligence is often compared to human or near-
human productivity, which means that malicious individuals
also benefit greatly, especially in creating visual, video, audio,
and text deepfakes. OpenAl CEO Sam ALTMAN seems to share
my concerns, as he recently announced that they are working
on a tool to detect deepfake images created with OpenAl’s
DALL-E 3 model.

What is Deepfake?

Deepfakes are synthetic media that have been
digitally manipulated to replace one person’s
likeness convincingly with that of another. Coined in
2017 by a Reddit user, the term has been expanded
to include other digital creations such as realistic
images of human subjects that do not exist in real
life. While the act of creating fake content is not
new, deepfakes leverage tools and techniques from
machine learning and artificial intelligence,
including facial recognition algorithms and artificial
neural networks such as variational autoencoders
(VAEs) and generative adversarial networks (GANs).

In turn the field of image forensics develops
techniques to detect manipulated images. (Source:

Wikipedia)


https://en.wikipedia.org/wiki/Deepfake
https://en.wikipedia.org/wiki/Sam_Altman
https://www.nytimes.com/2024/05/07/technology/openai-deepfake-detector.html
https://en.wikipedia.org/wiki/DALL-E#:~:text=&text=E%20can%20generate%20imagery%20in,novel%20compositions%20without%20explicit%20instruction.
https://en.wikipedia.org/wiki/Generative_adversarial_network
https://en.wikipedia.org/wiki/Deepfake
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- " » ’

We have seen that deepfakes have been frequently used for
disinformation especially during the Russia-Ukraine war, fraud,
and parody purposes in recent years. On the other hand, when
we look at forums and Telegram channels where scammers
and threat actors are frequently present, it is noticeable that
messages shared about deepfakes and fraud services have
increased. Naturally, this increase also raises the risk for
individuals spending time on social networks to fall victim to
such frauds and cyber attacks.


https://www.bbc.com/news/technology-60780142
https://www.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html
https://www.tiktok.com/@deeptomcruise
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Deep Fake
1fyou are good at Deep Fke video/ webcam etc pm me, no cowns.

Subject-03/06/2024  deepface  deaplake | deepfakes - Answers:2 - Section: 1/ Phishing / APT / Fraud

how to bypass KYC on an Android device?
yes.  know that you ; totake aseffc
Message #4-03/06/2024 - Section: I / Phishing / APT / Fraud

how to bypass KYC on an Android device?
Deeplake (eng. deepfake rom deep learming "deep leaming" + ake ‘ake?) | even open exchanges and remove 2FA
Message ¥3-03/06/2024  Section: 1/ Phishing / APT / Fraud

DEEPFAKE - High-quality DEEPFAKes for every taste Online 24/7 CHEAP AND FAST
Portfolio = tme/TESLACREO Place an order = tme/ROADSTERLOLZ
Subject- 03/01/2024 | deopfake | deepfake s deepiakes | cips | face swap - Answers: 3 - Section: OTHER: everything else

1l copy any React website with animations and make changes there | Il copy any react site with animations, and make changes there
Price? smilar undressa et deepfake ?

o B &

Message 46 -02/26/2024 - Section: OTHER: everything else

#DEEPACH DOCUMENTS/DRAWING (Documents/CC/Selfie) REAL PLASTIC, EMBOSSING +HOLOGRAM

Message #24 -02/18/2024 DOCUMENT: renderings; calls,punchi
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aQa @ o

1,420 subscribers

Pinned message
o FAQ:! Android Software '/ Welcome to our Channel! We built !

to regain control over online KYC accounts an...

“,.. TOOL PRICELIST:

B RTMP $5000 USD
D PRO $10000 USD
B Desktop Emulator (WSA) $4000 USD

4 Are you an Expert in Bypassing KYC?

Get any tool FREE by joining the Private Group




22  www.hack4career.com

1,528 subscribers

Pinned message
| Wide Range Of Bots And Applications By Categories E

~ Scam / Spoof / Spam Bots & Applications

~ Scam Crypto Exchange (Paid Subscription)

. Deep CallSpoofer (Paid Subscription Replica)
Deep MailSpoofer (Paid Subscription)

Al Deep VideoCallSpoofer (Paid Lifetime)

. Deep BluetoothSpammer (Paid Lifetime)
DeepFake Al (Paid Subscription)

DeepNude Pro (Paid Lifetime)

Deep File Spoofer (Paid Lifetime)

RAT / Stealer / Hacking Bots & Applications
Kali Linux on Mac / Windows (Paid Lifetime)
Fuse RAT (Paid Lifetime)

| Venom RAT + HVNC (Paid Lifetime)

Medusa RAT (Paid Lifetime)

Hook Botnet (Paid Lifetime)

Silver RAT (Paid Lifetime)

RDP Stealer To Bot (Paid Lifetime)

Web Hack Mobile App (Paid Lifetime)
BlackWin Spyware Bot (Paid Lifetime)

The Deepfake Gang

If you work at or receive services from a cyber threat
intelligence firm like SOCRadar, which tracks the activities of
threat actors and scammers and provides 24/7 intelligence to
its clients, you have the opportunity to closely follow and stay
informed about the suspicious and harmful activities carried
out by malicious individuals across various platforms.

Based on information I recently obtained, I began closely
monitoring a fraud gang that I believe to be based in Russia,


https://socradar.io/
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with the technical details of their operations to be covered
in another article. Since October 2023, this gang has been
attempting fraud by using the names of international
organizations such as Slovnaft, INA d.d, Bosphorus Gaz, and

defense companies like Baykar, as well as Interpol. They
targeted their victims through fake ads on Facebook,
Instagram, Messenger, which are platforms under Meta.

Occasionally, they also placed fake ads on Google's search
page. To ensnare the citizens of their targeted countries, this
gang did not hesitate to use deepfake images and videos of

politicians, business people, and news anchors.

QO Meta AdLibary  AdLibraryReport  Ad Library AP1  Branded Content =
Alv  QAlds v Q X R Savedsearches

¥ Fiters R Save search
Launched April 2024

== folowing our Advertsing Standards.

See ad details 4 ads use this creative and text See ad details

See summary details



https://en.wikipedia.org/wiki/Slovnaft
https://en.wikipedia.org/wiki/INA_d.d.
https://en.wikipedia.org/wiki/Bosphorus_Gaz_Corporation
https://tr.wikipedia.org/wiki/Baykar_Teknoloji
https://www.interpol.int/
https://www.facebook.com/
https://www.instagram.com/
https://www.messenger.com/
https://www.meta.com/
https://www.google.com/
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For example, in their ads targeting Turkish citizens,

they used deepfake images and videos of well-known

figures such as Selcuk BAYRAKTAR, Acun ILICALIL
Ismail KUCUKKAYA.



https://en.wikipedia.org/wiki/Sel%C3%A7uk_Bayraktar
https://en.wikipedia.org/wiki/Acun_Il%C4%B1cal%C4%B1
https://en.wikipedia.org/wiki/%C4%B0smail_K%C3%BC%C3%A7%C3%BCkkaya
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Sewad detais Seo ad detals Sea ad detals
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Welcome

Let's create your account!

Launched May 2024

;Y

In one of the deepfake videos, it was promised that with a
minimum investment of 8000 TRY, one could earn up to
100,000 TRY per month. When visiting the associated links,
you would sometimes encounter a very simple form asking
only for your first name, last name, email address, and mobile
phone number. Other times, you would see a more visually
rich form with multiple-choice options designed to gather more
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information, followed by a message stating that an operator

would contact you shortly.

£
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A Mercedes was presented to
the lucky winner of Ina's prize
draw

Sponsored article, Tuesday, 23.1.2024. at 10:39

Photo: INA
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pZil = [PLUSt NEWS SHOW SPORT LIFEASTYLE SCITECH VIRAL VIDEO KUPI shepy [ O

industrial investment in the history of Croatia is underway,
making it one of the most modern refineries in the region of
Central and Southeastern Europe. Sustainable alternatives are
being developed at an industrial location in Sisak. INA Group is
amember of MOL Group.
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BAYKAR
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MBAYKAR
Merhaba, ben - Kisisel yoneticiniz Emine!
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y minimum bir depozit gerekmel
boylece size yardimi olabili ve ise baslayabiliiz!
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0 TL'den baslayan Platforma erismek ve iilkenin kaynaklarindan sabit para
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BAYKAR

1. Her Tiirkiye vatandasinin, lilkenin kaynaklarinin ticaretinden gelir elde
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Evet

Hayrr

Birnci adim
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ik isim

BAYKAR Sl

Tebrikler! 'BAYKAR' platformundaki E-posta
yatinmlar kullaniminiza agildi.
iletisim bilgilerinizi birakin ve hemen kazanmaya baslayin. @ +90- 501234 56

Ucretsiz kayit

When examining the Facebook accounts used for these fake

ads, it was highly likely that these accounts belonged to
innocent individuals who had been hacked and repurposed for
this scam. This could be easily understood by looking at the
past photos and videos shared on the account.

For example, the Facebook profile named “Tiirkiye
Giindemi” in the screenshot below, which impersonated the A
News channel, revealed upon inspecting the “Mentions” page
that the account originally belonged to a person named Nestor
Soler and had been created in 2017.


https://tr.wikipedia.org/wiki/A_News
https://tr.wikipedia.org/wiki/A_News
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in Turkey were likely targeted by this fraud method,
prompting both Baykar and Bosphorus Gaz
companies to issue public warnings to inform the

public.

Combatting Deepfake

In the cyber world where avoiding falling victim to scams
orchestrated using the latest technological advancements
becomes increasingly challenging each day, how can videos
suspected to be deepfakes be detected by end-users, experts,

and journalists?

When it comes to detecting the aforementioned deepfake
videos, it can be said that they are relatively easier to detect
compared to other types of deepfakes. It is observed that
academic studies are rapidly ongoing in this regard, and
technology giants like Intel are implementing technologies
such as FakeCatcher to address this issue. However, as
accessing these corporate-oriented technologies may
sometimes be impossible for end-users, the need to verify
suspicious images and videos encountered by those who follow
news on social media or shop online (much like the need to


https://x.com/BaykarTech/status/1779934904576262495
https://www.intel.com/
https://www.intel.com/content/www/us/en/stories/deepfake-detection.html
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verify information today) becomes increasingly important day
by day.

When listening to experts and authorities about what to pay
attention to in order to determine whether an image or video is
deepfake, the following points generally stand out:

Blurring evident in the face but not elsewhere in the image or
video (or vice-versa) A change of skin tone near the edge of
the face Double chins, double eyebrows, or double edges to the
face Whether the face gets blurry when it is partially obscured
by a hand or another object Lower-quality sections
throughout the same video Box-like shapes and cropped
effects around the mouth, eyes, and neck Blinking (or lack
thereof), movements that are not natural Changes in the
background and/or lighting Contextual clues - Is the
background scene consistent with the foreground and subject?

To find out if these recommendations really work, when the
real video of Acun ILICALI who is targeted by fraudsters, is
compared side by side with the deepfake video, the first item in

the list, “Blurring evident,” indeed stands out immediately.

Similarly, when close-up scenes are placed side by side and
advanced simultaneously, inconsistencies, especially in mouth
movements, facial expressions, and the visibility of teeth, also

raise suspicion.


https://www.youtube.com/watch?v=EZbehV8iRb8
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REAL DEEPFAKE

REAL DEEPFAKE

If you ask me if there are there any tools or
applications that can detect these deepfake videos on
your own system, I would recommend taking a look

at the “Deepfake detection using Deep Learning”

project.

For those who want to detect deepfake videos
effortlessly and for free using multiple deepfake
detection algorithms based on online and academic


https://github.com/abhijitjadhav1998/Deepfake_detection_using_deep_learning
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studies, I highly recommend the DeepFake-O-Meter
application.

For instance, when I analyzed a deepfake video
created by scammers using excerpts from Selcuk
Bayraktar’s video on DeepFake-O-Meter, most of the

algorithms clearly indicated that there were
inconsistencies with this video, suggesting that I

should be suspicious.

Task: Deepfake Image/Video Detection

Input File:
Analytic Name: DSP-FWA
Analysis Date: 2024-05-15 02:04:10.390362

Result: {Real Probability': 0. 16748, 'Fake Probabilty': 0. 915833}

that distinguish Al-generated fake

videos, this method target
and fake images.

Analysis Scope: Human face images or videos

Reference:
httpsfanivorglabs/1811.00666

Code Link:
hitps:/fgithub.com/yuezunli/DSP-FWA

Detector Result Details

Univ. Buffalo -
video detector
(2022)

Completed

Univ. Buffalo -
video detector
(2024)

Completed

The University of
Tokyo - video Completed
detector (2022) 336%

University of
Science and
Technology of

detector (2023)

UA - video

detector (2019) Completed

Xiamen University
- video detector Completed
(2021) 63.9%

For those who want to detect such deepfake images and videos
by just using a browser extension, the DeepfakeProof Chrome

extension could be worth trying.


https://zinc.cse.buffalo.edu/ubmdfl/deep-o-meter/landing_page
https://www.youtube.com/watch?v=U3BgO4ruPGI
https://www.duckduckgoose.ai/deepfakeproof
https://chromewebstore.google.com/detail/deepfakeproof/ehjldchkbnfkmicpofahcghimhkkpngo
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How Easy to Create a Deepfake Video?

Looking at the spreading of fake advertisements using
deepfake videos over the past 6 months, it was evident that the
process of creating these fake videos had to be excessively easy
and low-cost or even free for fraudsters. To support this thesis,
when I began researching applications that could potentially be
used by fraudsters to create deepfake videos, the focus shifted
immediately to the Wav2Lip model, mainly due to its
blurriness, use of lip-sync techniques, and, of course, being
open-source and free.

Wav2Lip is a free, open-source deep learning model
that can lip-sync videos to any audio track with high
accuracy. It works for any language, voice, or

identity, including synthetic voices and CGI faces.

When I experimented with the Wav2Lip_simplified v5.ipynb
Jupyter notebook tool on one of the videos, targeted by
fraudsters, the similarities with the deepfake video (the

problem of lip movements not always being synchronized with
the generated audio from the text (audio deepfake)) reinforced
the possibility that fraudsters were utilizing this model.

Conclusion

The groundbreaking developments in artificial intelligence
continue to grease the wheels for scammers, making their jobs
easier. For instance, by simply paying a monthly fee of $5 and
uploading a video or audio file of the person you want to
mimic to the ElevenLabs web application, you can use artificial

intelligence to have any text you write voiced by that person.


https://github.com/Rudrabha/Wav2Lip
https://colab.research.google.com/github/justinjohn0306/Wav2Lip/blob/master/Wav2Lip_simplified_v5.ipynb
https://jupyter.org/
https://en.wikipedia.org/wiki/Audio_deepfake
https://elevenlabs.io/
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With this situation in mind, such services always have the
potential to be abused by malicious individuals.

In the face of increasing deepfake videos on social media and
networks, let’s be very, very cautious, and similarly, let’s not
forget the possibility of our voices being copied (audio
deepfake) and being used against our loved ones by fraudsters.
It might be beneficial to already establish a keyword to be used
for verification purposes in emergencies with your loved ones
against the possibility of your voice being copied.

In today’s world, where we can’t believe what we hear (audio
deepfake), what we see (deepfake video), or what we read
(misinformation, disinformation, deepfake text), let’s not forget
the age-old advice: “Don’t believe anything you haven’t seen

with your own eyes.

Hope to see you in the following articles.


https://en.wikipedia.org/wiki/Audio_deepfake
https://en.wikipedia.org/wiki/Audio_deepfake
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3. Information

Thieves

Introduction

In recent years, when we look at cybersecurity incidents

involving prominent entities such as Uber, Airbus, Grand Theft

Auto VI, and similar cases, we observe that malicious software,
specifically infostealers designed for information theft, has
come to the forefront. These types of malware are increasingly
playing infostealers a significant role in the cybercrime

ecosystem.

Research indicates that in 2023, cybersecurity incidents related
to this type of malicious software doubled compared to the
year 2022. Particularly in Russian markets, there is a notable
increase, with logs stolen and offered for sale by these
malicious programs showing a 690% surge since 2021.

39


https://www.anomali.com/blog/anomali-cyber-watch-uber-and-gta-6-were-breached-redline-bundle-file-advertises-itself-on-youtube-supply-chain-attack-via-ecommerce-fishpig-extensions-and-more
https://www.infosecurity-magazine.com/news/pirated-software-cause-airbus/
https://www.anomali.com/blog/anomali-cyber-watch-uber-and-gta-6-were-breached-redline-bundle-file-advertises-itself-on-youtube-supply-chain-attack-via-ecommerce-fishpig-extensions-and-more
https://www.anomali.com/blog/anomali-cyber-watch-uber-and-gta-6-were-breached-redline-bundle-file-advertises-itself-on-youtube-supply-chain-attack-via-ecommerce-fishpig-extensions-and-more
https://socradar.io/quick-facts-on-the-worlds-top-infostealer-malware-threats/
https://socradar.io/quick-facts-on-the-worlds-top-infostealer-malware-threats/
https://www.scmagazine.com/news/infostealer-incidents-more-than-doubled-in-q1-2023
https://www.secureworks.com/about/press/infostealer-market-booming-despite-genesis-market-and-raidforums-takedowns
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MALWARE TRENDS TRACKER

Mos

Reference: ANY.RUN

What is Information Stealer Malware?

Information stealer malware is a type of software that steals
personal and financial information, including usernames and
passwords related to applications and systems such as VPN,
RDP, and SSH. Subsequently, this stolen information is sent to
the malware’s developer. Often, these malicious programs are

sold or leased by their developers as a malware-as-a-service

(MaaS) model on a weekly or monthly basis to initial access
brokers (IAB).

The information stolen by malware is later sold to threat actors,
operators (customers), on underground forums, and Russian
marketplaces (Russian Market) by initial access brokers (IAB),
which are common meeting places for cybercriminals.


https://any.run/malware-trends/
https://socradar.io/what-is-stealer-as-a-service/
https://socradar.io/growing-cybercrime-outsourcing-model-initial-access-brokers/
https://socradar.io/growing-cybercrime-outsourcing-model-initial-access-brokers/
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Reference: Secureworks

Particularly, cyber threat intelligence firms like SOCRadar
closely monitor these places and warn their clients about the
information offered for sale. Thanks to these alerts, enterprises
can quickly identify and freeze the accounts of their employees,
customers and suppliers, preventing the misuse of this
information by cybercriminals. Otherwise, for example, a
threat actor who plans to carry out a ransom attack on
enterprise X can easily realize his evil ambitions with this
access information purchased from the initial access broker for
$10.


https://www.secureworks.com/
https://socradar.io/
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https://socradar.io/extended-threat-intelligence/
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3-2-1 Action!

Our story begins on July 25, 2023, with a WhatsApp message
from Bartu KILIC's relative. His relative, who is an insurance
consultant, becomes suspicious when someone seeking to get
car insurance sends a file
(skoda superb2013 1.6ti ruhsat.rar) labeled as a
registration through WhatsApp. Deciding to bring this matter

to Bartu, who is a cybersecurity expert, the relative shares
the details. Bartu, during a conversation about recent attempts
of fraud, shares this story with me, sparking my interest.
Subsequently, as I begin to investigate, events unfold around

this intriguing topic.

Our story begins with a WhatsApp message from Bartu KILICs
relative on July 25, 2023. His relative, who is an insurance
consultant, is suspicious of a file
(skoda__superb2013 1.6ti_ruhsat.rar) sent to him via

WhatsApp under the name of a registration by a person who
wants to get car insurance and decides to bring the issue to
Bartu, a cyber security expert. Bartu shared this story with me
while we were chatting about recent fraud attempts, and events
unfolded as I started to investigate this topic, which intrigued

me very much.

Some time after I asked Bartu to ask his relative to review
the file, he shared that the file had been deleted and therefore
he was unable to obtain it. Since I had the scammer’s mobile
phone number (+90 545 466 89 52), I decided to contact the
threat actor via WhatsApp. Introducing myself as an employee
of the insurance company’s headquarters (not only scammers
or threat actors impersonate trusted officials, customer service


https://www.linkedin.com/in/bartukilic/
https://www.virustotal.com/gui/file/df28ad6f74180a512e460289356c3d957bf3b2614649002fff023b43653fc0ad/detection
https://www.linkedin.com/in/bartukilic/
https://www.virustotal.com/gui/file/df28ad6f74180a512e460289356c3d957bf3b2614649002fff023b43653fc0ad/detection
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representatives :)), I started to correspond with the threat actor

and soon I was able to obtain the suspicious file that is the

subject of the story.

@ Dolandirici
>

& Messages are end-to-end encrypted. No one outside of this chat, not even WhatsApp, can read or listen to them. Click to learn more.

Burdanmi fletiyim ..,

tamamdir iletiyorum ..

bilgisayar basindamisiniz hala ...,

Tamamdir oo

10 dk ya atiyorum

Dolandiric

B skoda__superb2013_1.6ti_ruhsat.rar

Buyrun ;)

Tamamdir Bekliyorum ...

Durum nedir 5.5o

Hata nedir ..o

agarken (.o

tamamdir ..o

Merhaba. 5.5,

Sigorta acentemiz sizin ruhsat gérintiileyememis. Tekrar gsnderebilir misiniz 2
131

Miimkiinse. Acentenin PDF siiriimiinde problem var saniyorum merkez ofis olarak
bizden destek istedi. Whatsapp desktop oldugu igin buradan daha hizli agabilirim.

15:41

Evet, gece 12'de mesaimiz bitiyor efendim. ..., ,

Tamamdir. c4c

Kurumsal Whatsapp hattindan gériisme yapamiyoruz efendim. oo

Kontrol edip bilgi verecegim. .., v

Mac bilgisayarimda galistiramadim maalesef destek masasindan yardim istedim.

16:00 &/

TextEdit diye bir uygulama ile agiliyor, kodlar agiliyor PDF yerine. ¢
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Dolandirict

windows dan denerseniz ;5.5
daha saglikli olucaktir

bence

Tamamdir destek masasi agrisina bu notu belirtiyorum. Anlayiginiz igin tegekkiirler.

16:06 7/

Tamamdir sagolun

16:07
bugiin yada .

yarin fiyat almam gerek ..,

Yarin mesai saati sonuna kadar sorun ¢ézilmiis olacaktir. ;...

olmuycak yani degilmi .,

windows bir isletim sisteminde calisir bence

Merkez ofis birimi olarak mac bilgisayarlar kullaniyoruz, calisma arkadasimdan da

rica ettim o da maalesef agamadi. 16:11 &

Destek merkezinde nébetgi olmadigi igin gagrimiz sabah saat 9:00'dan sonra

yanitianabilecekmis maalesef. T

Dolandiric

Windowstanmid enedi ;.4

acaba

Maalesef. Tim birim mac bilgisayar kullanmaktadir. ... «

Windows yokmu yarin .-

gelmezmi yani

Destek masasinda hem Windows hem Mac bilgisayarlar var bu nedenle ¢oziilecedini
diisiintiyorum.

Ruhsat bilginizi bagka sekilde agabilirsem o sekilde de gonderebilirsiniz.

tamamdir yarin haber bekliyorum 6

Sehir disindayim ..,

Suan bagka tiirlii yardimei olamayacagim.
yarini bekleyebiilirim ..,
sorun degil

16:17

Tegekkdrler anlayiginiz igin
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@ polandirict
@ Q

Tegekkdrler anlayiginiz igin ..,

Sagolun ,.g

hayirli giinler ;..

lyi aksamlar. ,c.0

Merhaba .0
iyi giinl
durum nedir .o

Efendim ben de size yazacaktim. Arkadaglar hata aliyorlarmig "powershell error"
diye. Acaba baska bir ruhsat kopyasi génderebilir misiniz ? v

Windowstanmi denediniz? o o

Acaba o oo

Evet simdi kontrol ettim, Windows 10 Enterprise diye cagriya not disiilmis. ..., ,

Time Period 7/25/23, 13:34 - 7/26/23, 06:57 | Translation
in English

Mert: Hello.

Mert: Our insurance agency couldn’t view your registration
file. Could you resend it, please?

Threat Actor: Shall I send it from here?

Mert: If possible. I think there’s an issue with the PDF version
at the agency; they requested support from us at the
headquarters. Since 'm on WhatsApp desktop, I can open it
easily from here.

Threat Actor: Alright, I'll send it.

Threat Actor: Are you still at the computer?

Mert: Yes, sir. Our working hours end at midnight.

Threat Actor: Okay.

Threat Actor: I'll send it in 10 minutes.

Mert: Alright.

Threat Actor: skoda__superb2013_1.6ti_ruhsatrar (file
attached)

skoda__superb2013_1.6ti_ruhsat.rar

Threat Actor: Here you go.
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Mert: Unfortunately, we cannot receive calls from the
corporate WhatsApp line.

Mert: I will check and provide information.

Threat Actor: Alright, I'll be waiting.

Threat Actor: What’s the status?

Mert: I couldn’t run it on my Mac; unfortunately, I asked for
help from the support team.

Threat Actor: What’s the error when opening it?

Threat Actor: ?

Mert: It opens with an application called TextEdit; codes are
displayed on the screen instead of a PDF.

Threat Actor: Alright.

Threat Actor: If you try on Windows, it will be more reliable,
I think.

Mert: Alright, T'll drop this note into the support team ticket.
Thank you for your understanding.

Threat Actor: Alright, thank you.

Threat Actor: I need to get a quote today or tomorrow.

Mert: The issue will be resolved by the end of business hours
tomorrow.

Threat Actor: I think it works on a Windows operating
system.

Mert: As the headquarters team, we only use Mac computers. I
also asked my colleague, but unfortunately, he couldn’t open it
either.

Mert: Since there’s no one on duty at the support team, our
ticket can only be answered after 9:00 in the morning.

Threat Actor: Did it work on Windows, by any chance?
Threat Actor: [ wonder.

Mert: Unfortunately not. All teams use Mac computers.
Threat Actor: Is there anyway to run it on Windows

tomorrow?
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Mert: In the support team, there are both Windows and Mac
computers, so I think it will be resolved.

Mert: If I can open your registraton file in another way, I'll
send it that way.

Threat Actor: Alright, I'll wait for tomorrow §af

Threat Actor: I'm out of town.

Mert: At the moment, I can’t help in any other way.

Threat Actor: I can wait for tomorrow.

Threat Actor: No problem.

Mert: Thank you for your understanding.

Threat Actor: Thank you.

Threat Actor: Have a good day.

Mert: Good evening.

Threat Actor: Hello.

Threat Actor: Good day.

Threat Actor: What’s the status?

Mert: Sir, I was about to write to you as well. My colleagues are
encountering an error, something about a “powershell error”
Could you send another copy of the registration file?

Threat Actor: Have you tried it on Windows?

Threat Actor: Maybe.

Mert: Yes, I just checked, and it’s noted as “Windows 10

Enterprise” in the ticket.

Static Suspicious File Analysis (44.exe)

After opening the “skoda__superb2013_1.6ti_ruhsat.rar”
file on a virtual Windows 11 operating system, I immediately
noticed the “skoda__superb2013_1.6ti_ruhsat.bat” file.
When I opened the file with Notepad, a character string
encoded in UTF-16 appeared. Upon examining the BAT file
with the HxD hex editor, I observed that the threat actor


https://mh-nexus.de/en/hxd/
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utilized the byte-order mark (BOM) method to prevent the
disclosure of commands with text editors.

S
I N = @ %
B skoda_superb2013_1.6tiruhsatba X +
Dosya  Dizenle  Gérinim el
DVHHHEE+ ! ¥e=Jjitd
BRI RIS ORISR O = B §ﬁla MURBEE O . BRI R RS R 2 BSOS ED
FRARAROC
>TE01ES: ﬁ%&ﬁﬂﬁiz&?ﬁLDﬁxﬁﬁwD;E%«:%EH%?XDADA§52DWAIFJE%ﬂ%’ﬁ}%ﬂ& A ED 0
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FEON TP B m e RS A D SR8 AU R RS DGR 3 208 1R R ORSHZTETH  REUE R0 R RIS A
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st1,sit %100 Macintosh (CR) UTF16 LE

€ 130 HD - [C\Users\mertrix\Desktop\skoda_superb2013_1.6ti_ruhsatiskoda_superb2013_1.6ti_ruhsat.bat] - X [

@) File Edit Search View Analysis Tools Window Help

-Ex
Sl LN R ~ | Windows (ANSI) | hex -
) skoda_superb2013_16ti_ruhsat.bat Special editors. x
offset(n) 00 01 0z 03 0 s oa 08 0C 0 0= oNgifecoded texc Data inspector
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000000 7 cd /d "e-dp L
00000020 o" && ( if exist Binary (8 bit) 00100000
00030 "itenp¥\getadns Int3 ot 32
90000040 n.vbs" del "btem TR B
00000050 pt\getadmin.vbs" = g
00000060 ) s& fsucirfjir Ll goto: 25632
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00EQ Ulntsd goto; B151648866583274528
Byte order
", "runas", 1 >> O Little endian O Big endian

"3tempt\getadmi

(O Hexadecimal basis (for integral numbers)

Offset(h): 6C Ovenwrite

When I examined the commands hidden behind this encoding,
I observed that, when the BAT file is executed, it first utilizes
PowerShell commands to add the C: directory to the exception
list of Microsoft Defender, preventing the detection of this
malicious software by Microsoft Defender. Subsequently, it
downloads and executes a file named 44.exe from the instant
messaging and VoIP social platform Discord.



https://en.wikipedia.org/wiki/Byte_order_mark
https://support.microsoft.com/en-us/windows/stay-protected-with-windows-security-2ae0363d-0ada-c064-8b56-6a39afb6a963
https://www.virustotal.com/gui/file/24137505cf75ee73172f98d999359bf5525b39c490fbf66894177da215698da7?nocache=1
https://discord.com/
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Dynamic Suspicious File Analysis (44.exe)

Up to this point, setting aside this BAT file, which has been
clearly designed for highly suspicious operations, I decided to
download the file named 44.exe, upload it to the interactive
malware analysis platform called ANY.RUN, run it, and
examine the logs.

When I looked at the logs created on the operating system by
the 44.exe process, the significant ones include:

It was retrieving the geographical location information and
basic ASN details of the IP address of the system it was
executed through IPinfo. It was obtaining the available Gofile

server information to upload the stolen files from the
operating system to the Gofile file-sharing platform. The
stolen files were uploaded to the Gofile platform, and it was
obtaining the shareable download link. The download link was
being sent to the developer of the malware.
(http://antonybarlett[.]site:2095/stats). The download link
address was being sent to the Discord channel of the threat
actor through a Webhook.



https://any.run/
https://app.any.run/tasks/c471ff13-857a-4a87-b8ff-33deadb30c58/
http://ipinfo.io/json
https://gofile.io/
https://www.virustotal.com/gui/domain/antonybarlett.site
https://discord.com/api/webhooks/1133485749174534244/bn3XWahnRDXI_2tbBWpTonpflGrU11zDgpV48h1kuiyjtsbPuHIbN5QgmDuwsRlvit4r

Returns the geolocation information
for an IP address and basic ASN
details

Uploads files and gets a shareable
download link

Static discovering

Joon

Static discovering

getsarver
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spcAP & sSLeys

+ by

4 Gausample @100
Returns the best server
available to receive uploads

Posts the sharable d

load link to
the threat

o siexe
tor's Discord channel

nds the sharable download
link to the

GOM| Debvey Optimizaton User
malware developer

VieusTotal

© Subrit 10 analyze
Downloaded b

+ Download

Enopy
HEX
BIDAEA06DDDC2381AT0SSABCI2B2EADDS 38132
381133AAG7ICRE4OF197T3FER9F 1S

EXIF (JSON)
JsoN

getserver
Dowrioaded

@ Submittoanalyze & Download

Envopy:

9P 2DETES
42CE30ICECCESATIR 73

OEEP  BVWRAWAXYYWybiry
EXIF (JSON)

JSON
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Static discovering

uploadfile

EXIF (JSON)

JSON

Static discovering
Request

EXIF (JSON)

JSON

Static Discovering
S ogbHah iuyisbP

TrID - File Identifier Hashes

When examining the fifth entry, I noticed the InvictaStealer
tag in the HTTP request and the Telegram address
https://t.me/invicta_stealer. Upon visiting the Telegram

channel, it became clear that this software is an information-
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stealing malware (infostealer) of Russian origin, developed in
the C++ programming language. The builder for this malware
was freely available on the GitHub storage platform.

Invicta Stealer [/ mm] - (191267)

Invicta Stealer [EfS/ mm]
201 subscribers

| Previous message
3 Invicta Stealer — MowHbIl GecnnaTHbIN HAaTUBHBIN cTNep 3 3To cTuaep C4

i — T 7 T 8] ST L€ g

| Invicta Stealer [/ gm]
¥ Invicta Stealer — a powerful, free native stealer 3¢

This is a C++ stealer which is being actively improved upon, with the
help we receive from our active community.

[ BROWSERS

Information is obtained from all the profiles from all chromium-
based (the most used) browsers, and firefox.

We collect: credit card data, autofill, history, all extensions which
include 71 crypto wallets and various authenticators, local storage,
downloads, and much more. Essentially, all the information is
collected.

[/ DISCORD
All of the discord tokens are extracted from: the regular client,
discord canary, ptb discord and browser local storage

[ cryPTO
Wallet information is collected from 25 wallets, with new ones being
actively added.

[ SENSITIVE DIRECTORIES AND FILES

We have studied real world scenarios, and came up with advanced
filters that will fetch you sensitive information related to
cryptocurrency wallets, bank accounts, passwords, private keys, etc.
The stealer gets recently opened .txt files, recursively iterates
through the computer to find sensitive information, steals github
and visual studio code repositories (with bloat removed), gets .txt
files from desktop, documents, etc

[ FTP CLIENTS
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Invicta Stealer [ 55/ mm] - (191282)

Invicta Stealer [SE/ mm]
201 subscribers

Pinned message
3 Invicta Stealer — a powerful, free native stealer x{ This is a C++ stealer whit

files from desktop, documents, etc

[ FTP CLIENTS
Information is obtained from WinSCP and FileZilla

ﬁ' SYSTEM INFORMATION
We collect system information, which includes the HWID, IP,
timezone, computer language, RAM, CPU information, etc

[ ANTI-DEBUGGING, EVASION TECHNIQUES

We use anti-debug/anti-virustotal/anti-vm techniques which
complicate analysis of the malware. Your link will be encrypted in
the stealer file.

Sensitive operations are performed through syscalls, which make
‘ them harder to detect by AVs and analysts, and all strings are

/ encrypted.

N . "

PRICE
V%a made the base version free to eliminate certain low quality
stealers from being used, and to drive future customers to our paid
version.
A paid version featuring a convenient HTTP panel and a custom file
filter will be released soon.

Install and use instructions are included in the channel

Contact us if you need help or have suggestions. We strive to be the
best.

@invicta_stealer

3 4H1 @1 ® 632 # edited 19:28
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Invicta Stealer [Ef5/mm] - (191279)

Invicta Stealer [E2/wm]
201 subscribers

Pinned message
| }&Invicta Stealer — a powerful, free native stealer}( This is a C++ stealer which

g ¥3 &1 W1 ®632 A edited 19:28
D I D ol 3 §g

N §§ :

e

| Invicta Stealer [E2/ wm]

~ TUTORIAL

1. Download the Builder ZIP file
( 2. Run Builder.exe

3. Input discord webhook, or an URL to your HTTP server into the

box

4. Click build

5. Patched stealer will be available in out/InvictaStealer.exe

https://github.com/simplybrin/Invicta-Stealer

\ & @ 506 13:12

Invicta Stealer S/ pm]
Update v1.1.0

- Bug fixes
- Add password manager support: keepass

- Steam: steal sessions, get installed games list and username

- System information: list all installed apps, get path of running
stealer, get windows version

94 @523 1318




56 www.hack4career.com

Addfie~ [ Code =  About

Most powerful C++ stealer that's also
©2 free

README.md

README.md

Y Invicta Stealer — a powerful, free native stealerY

This is a C++ stealer which is being actively improved upon, with the help we receive from our active community.

NOTE: THIS IS FOR EDUCATIONAL PURPOSES ONLY. YOU MAY NOT USE THIS FOR MALICIOUS PURPOSES.

-
™ BROWSERS
Releases 3
Il chromium-based (the most used) browsers, and firefox. We

Release v1.1.1
which include 80+ crypto wallets, various authenticators

One or more interactive elements has been
excluded from this version of the text. You can
view them online here: https://pressbooks.pub/

mertrix/?p=71#oembed-1

*“Invicta Stealer’s promotional video on its YouTube channel”

Dynamic Malicious File Analysis (Builder.exe)

I downloaded the InvictaStealer Builder.zip file from the
GitHub repository belonging to the malware developer and
began examining it by running it on my virtual system. When
the application is opened, it prompts the user to enter a Discord
Webhook or a URL, and upon pressing the Build button, it
builds the malicious software. For testing purposes, I entered
AAAAAA... in the Webhook/Server URL section and
successfully created the malicious software.


https://github.com/simplybrin/Invicta-Stealer
https://support.discord.com/hc/en-us/articles/228383668-Intro-to-Webhooks
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‘ @ New - % ©@ @D ® \uj N Sort v = View v

‘ < v 4 > Invicta Stealer v1.1.1 > out v O searchout p
€ Home Name Date modified Type Size
[®] InvictaStealer - Copy.exe 4/6/2023 3:26 AM Application 2,227KB
[ Desktop [ InvictaStealer.exe 7/26/2023 1:48 PM Application 22278
| Downloads

= Documents
PN pictures

& Music

3 videos

> @ ThispC

2items 1 item selected 2.17 MB

ffw

When I uploaded the malicious software to ANY.RUN to
discover similarities with 44.exe, I noticed a commonality in
both pieces of software, which is the web address
http://antonybarlett[.]site:2095/stats. When I searched this
address on the VirusTotal malicious software analysis platform,
I found that it was flagged as suspicious by only SOCRadar
and marked as unwanted (spam) by Fortinet among security
vendors.

~ TP Requests veats spcAP & sSLKers
@ H aer 00 28 4 by
§

GeT | 200:0K 3 426 4 bnay.

485K+ inwry
b 4 ey
1296+ by

b 4 ten

PoST | 200:06

posT | 200:0K

GeT | 200K 239K 4 compressed

GeT | 200:0K b 4 oy
7a6b + by
b 4 by

GeT | 200:0K b 4 by,

PoST | 200:0K



https://www.virustotal.com/gui/domain/antonybarlett.site
https://socradar.io/
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Static discovering

Request

stats

EXIF (JSON)

JSON

DETECTION  DETALS  RELATIONS  COMMUNITY

plus an AP key

D0 you want 1o automate checks?

Fortinet SOCRadar

Abusix Clean Acronis Clean

ADMINUSLabs Clean AICC (MONITORAPP) Clean

AllenVault Clean alphat

AntyAVL Clean

This web address is common to two different
malware samples, which 'm sure doesn’t surprise

me and the readers of my article “Was Turkey’s e-

Government Hacked?” because in that article we saw
that threat actors often embed backdoors in the files
they share. In this malware, the developers didn’t

neglect to ensure they also receive the addresses of
files stolen and uploaded to the Gofile file-sharing

.o

platform. (£

Threat Actor Targeting the Insurance Consultant -


https://www.mertsarica.com/was-turkeys-e-government-hacked/
https://www.mertsarica.com/was-turkeys-e-government-hacked/
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Who is it?

After obtaining this information, it was time to find answers
to the crucial questions that had been lingering in my mind.
Who was the threat actor that downloaded and created this
malicious software from the GitHub repository, targeting the
insurance consultant? To answer this, I decided to leverage the
Discord Webhook address embedded in the malicious software.
When I visited this address, the Discord API revealed that the
user who created this Webhook, with the username Nedimtac,
joined Discord on June 17, 2023. The individual displayed as
“Iplik¢i Nedim” in the display name.

ssssssss

The username of this person was “iplikkkk” in July 2023,
and after changing the display name to “SANALIN FATIHI”
in August, the account was completely deleted in September.

Although I tried to contact this person, unfortunately, I
couldn’t have the chance to chat with him as he did not accept
my invitation.


https://discord.com/api/webhooks/1133485749174534244/bn3XWahnRDXI_2tbBWpTonpflGrU11zDgpV48h1kuiyjtsbPuHIbN5QgmDuwsRlvit4r
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iplikci Nedim

Nedimtac#9375

User Info Mutual Servers Mutual Friends

DISCORD MEMBER SINCE
Jun 17,2023

NOTE
Click to add a note

@ iplikci Nedim

iplikkkk

.. ]
iplikgi Nedim
iplikkkk iplikgi Nedim

iplikkkk

This is the beginning of your direct message history with iplikei Nedim.
DISCORD MEMBER SINCE

No common Friend Re: Block Jun 17,2023

NoTE

Clickto add 2 note

-1
l'\

Wave to iplikkkk
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% SANALIN FATIHI

SANALIN FATiHi SANALIN FATiHi
iplikkkk
iplikkkk

history with SANALIN FATiHi Jun 17, 2023

NoTE

Wave to iplikkkk

&, Deleted User 675a921f

Deleted User 675a921f
Deleted User 675a921f#5894 Deleted User 675a921f#5894

Deleted User 675a921f

This is the beginning of your direct m history with Deleted User 6752921, DISCORD MEMBER SINCE

Jun 17,2023
t Block

NOTE

Clickto

Wave to Deleted User 6752921

Why Might an Insurance Consultant/Agency Be
Targeted?

It was time to find an answer to another question. How could
the threat actor have found and obtained the mobile phone
number of the insurance consultant? In recent years, with a
wealth of information circulating in the hands of cyber

criminals, it might not be too difficult to guess who has access
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to our mobile phone information. However, I decided to delve a

bit more into this particular issue.

When it comes to the insurance consultant, just like real estate
agents, their mobile phone information should be easily
findable and reachable on the internet, in publicly accessible
places. If this threat actor is targeting insurance agents, then
one would assume their first stop could be the Google search

engine. Could they easily obtain this information from there?”

For this, when I searched with the keyword “insurance agency”
on the Google search engine, I observed that there were
numerous insurance agencies sharing their mobile phone
information. Seeing that threat actors targeting insurance
consultants and agencies could potentially exploit systems they
hacked using this method and, through those systems, gain
access to the internal systems of insurance companies, it was

more than enough to deeply concern me.

¢« Google

Ukraine

Moldova

Georgia

rmenia Azerbaijan
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¢ Google

Conclusion

When I thought about why insurance consultants and agencies
are targeted by threat actors with information-stealing
malware, I thought of the high potential of converting this

information into query panels and/or selling it to fraudsters

or threat actors, as in my article “Was Turkey’s e-Government
Hacked?®. Whether this possibility is low or high, the
undeniable truth of today is that threat actors target our
personal data and the organizations that have access.

In conclusion, regardless of the likelihood, it is crucial for
everyone to think twice before clicking on links or opening

files from unknown sources.

Hope to see you in the following articles.


https://www.mertsarica.com/was-turkeys-e-government-hacked/
https://www.mertsarica.com/was-turkeys-e-government-hacked/
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4. Investment

Scammers

Introduction

If you remember, in the article I published in June 2024 titled
Deepfake Scammers, I mentioned that I would provide the

technical details of their operations to be covered in another
article.

Since then, the information I have obtained through
cybersecurity research has reached a point where I struggled
for a while to decide which parts to write about. Ultimately,
I decided to focus on the sections that I believe would be
most beneficial for raising awareness, including the phone
conversations I had with the scammers.

I hope this 200th research article, which also represents an
important milestone for me, achieves the level of awareness
I aim for. Even the smallest piece of information revealed

through this research could contribute to illuminating fraud

64


https://www.mertsarica.com/deepfake-scammers/
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cases and be beneficial to a wide range of people, from victims

to law enforcement.

Please don’t forget to share this article with those around you
to help raise awareness and reduce the number of people falling
victim to such scams.

Technical Research

Discovery

In March 2024, the domain name tr-billgi[.]Jcom, added to the
list of Malware URLs by TR-CERT (Computer Emergency
Response Team of the Republic of Tiirkiye) with the description

Financial Phishing, caught my attention.

When I visited the website, the page I encountered appeared
quite ordinary and harmless. Assuming that this page might be
a fake homepage (cloaking), commonly used by threat actors to
hide the actual phishing page, I decided to investigate the site
further. And that’s how my story began.


https://urlscan.io/result/78c4a400-d2ff-4a45-9546-cdd8a8950d40/
https://www.usom.gov.tr/en/address/680980
https://www.usom.gov.tr/en/
https://www.zerofox.com/blog/phishing-kits-with-cloaked-techniques-the-next-generation-of-phishing-attacks/
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GLOBALCHANGE ILE OLASILIKLAR DUNYASINI
KESFEDIN

DAHA FAZLA
OGRENMEK IGIN

Translation:

“Discover the World of Possibilities with GlobalChange”
“With us, you will be able to explore new ideas, breaking news,

299

and apply changes that will shape the future.
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Button: “Learn More”
(125)

 rEE EEm
9,137 subscribers

Pl Pinned message
| ¥ Guys with premium telegram account, boost please: https://tme/ [l lboost

D & Welcome to' - , our team has been in the
Malware industry for over 3 years and here is a small list of our
~ products

All product names are clickable and lead to the post in the ”
channel

Y
} 4 Crypt: public | private | personal
& 4 Crypt APK: public | private | personal
4 Loader: standart | disable WinDef | disable 26 av from avcheck
| % Windows HVNC
4 Android RATs
4 Cloaking panel for your software and websites
4 EV Certificates
% Deep Fake video
4 Twitter and TikTok ads

©

iAny questions: I |

Admins: u ] u
iw# Channel: . u
ENewsll pE Bn B "EOE B © 2228 15:39

Detection of Malicious Content

When I examined the tr-billgi[.]Jcom website a bit further,
the /thanks directory caught my attention. Upon visiting this
page, I started to suspect that it was where users who filled
out any form on the site were redirected. The page prominently
featured repeated phrases like “Don’t miss any calls” and “Our
manager will contact you shortly”, indicating that those who
filled out the form were being contacted by someone.
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Translation:

Queue Position: 8

“Stay in touch! We will contact you shortly”

“Due to the high number of people interested in joining the
platform, all new users are currently on a waiting” list.

“Do not miss any calls within the next few hours; otherwise,
your spot will be given to someone else”

“Your request has been successfully submitted. Stay in touch
with us, and our manager will call you shortly”

As I continued to explore this website, I discovered that this
threat actor, like those featured in another of my research
articles, had made errors in Operations Security (OPSEC).

Taking advantage of this mistake, I gained access to the
website’s source code and began examining the code piece by
piece.

In a short time, I found the fake homepage’s code within the
general.php file. Upon reviewing the index.php file in the
Thanks directory, as well as the offer.php and index.html
files in the page folder, I uncovered that the phishing site was
designed by the threat actors to abuse the name of the Baykar


https://www.mertsarica.com/opsec-fail/
https://en.wikipedia.org/wiki/Baykar
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defense company. They used this setup to lure victims with

promises of investment opportunities.
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QUEST_URT"])
QUERY;

(sLandingPageURL, 0, 60)

Phone)

G page/index.html
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YATIRIMCILAR iGiN BiLGILENDIRME BAYKAR YATIRIM

Hem BAYK)
ayda 50,001 sif olarak kazanabllirsiniz.

Meveut gergeklerde, e olan talep giderekartiyor ve dreti

The presence of Italian texts alongside Turkish ones on the
phishing page caught my attention. From my previous article,
Deepfake Scammers, I knew that these threat actors often

abuse the names of international organizations (e.g., Slovnaft,
INA d.d, Bosphorus Gaz, Baykar, Interpol) for their scams. This
suggested that the Italian text likely originated from a phishing

site they created to target an Italian company, but they had
forgotten to translate it into Turkish.


https://www.mertsarica.com/deepfake-scammers/
https://en.wikipedia.org/wiki/Slovnaft
https://en.wikipedia.org/wiki/INA_d.d.
https://en.wikipedia.org/wiki/Bosphorus_Gaz_Corporation
https://en.wikipedia.org/wiki/Baykar
https://www.interpol.int/

www.hack4career.com 71

G pagefindex.html

BAYKAR yatirim - unisciti a noi e guadagna profitti
passivi attraverso le vendite e la crescita
dell'azienda.

Ucretsiz kayitlar en erken : 12:21:18

Isim

Soyad:

example@gmail com

B +0 - 501 234 56 78

Ucretsiz bir hesap edinin

Translation:

Header (in Italian):
“BAYKAR Investment — Join us and earn passive profits
through the company’s sales and growth.”

Registration Form (in Turkish):

Countdown Timer: “Early free registration ends in: 12:21:18”
Labels:

Name

Surname

Email (example@gmail.com)

Phone Number (with country code)

Button:

“Create a free account”

Technical Surveillance

Additionally, while examining the index.php file in the

thanks directory, I uncovered a critical piece of information
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that deepened my investigation: the Telegram Bot API token

belonging to the threat actors.

In recent years, the Telegram messaging application

has become a haven for criminal organizations,
threat actors, and scammers due to its speed,
security, and file-sharing capabilities.

Many threat actors use the Telegram Bot API to

monitor the stolen information of victims through
Telegram bots and channels they create. To achieve
this, their first step is embedding their bot tokens
into the source code of their phishing sites.

Because these threat actors do not anticipate that the
source code of their phishing sites will be accessed
by others, they often leave these tokens unchanged
for months. This oversight allows law enforcement
and cybersecurity researchers to monitor the threat

actors’ activities on Telegram.

By March 2024, I had begun scrutinizing all messages sent


https://core.telegram.org/bots/api
https://core.telegram.org/bots/api
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via the Telegram bot associated with this token. I discovered
that this token was used across multiple phishing sites. The
forms filled out by victims on these phishing sites provided
data such as their names, phone numbers, email addresses,
IP addresses, the specific phishing site they visited, and

the country they were located in. This information was

transmitted to the Telegram channel in real time.
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A B c [
1 Phishing websites Targeted C w/ Country Codes \Victim E-mails

2 hitp/2 ne CZ_Bitsoft-p

3 httpi/allinone-news com EN_BitGPT-p adriana.~——@gmail.com
4 ntp: 1d.pre EU_Quantum-p alex [l @centrum.sk

5 httpy/ca-profit-ai.com HU_ImmediateConnect-p alige: @hotmail.com

6 httpi/hurriyet-trtoda Ru_legion-g ana @gmail.com

7 http/finone-news.com SI_Petroll ayem _ @yahoo.com

8 hitpi/news-online pro SK_SlovNaft-p aylifl _B@gmail.com

s htip line wiki TR-EU_Bosphorus-t aysell Il @hotmail.com
10 hitp//news-proff.pro TR_Baykar-| cance @gmail.com
1 http://news-sheet today TR_Baykar-p cihan @hotmail.com

12 hitpioficial-tr-news today TR p cure Bl @gmail.com
13 hitp:/sk-sinft.site TR_Bosphorus-t dogan il ll@gmail.com
14 hittp:/Atr-bsfr.pro TR Kalyon-t efehan @hotmail.com
15 hitp:/ftr-haberler.today ejdermmm@gmail.com

16 hitp/ir-inf.com ekremc™—@gmail.com

17 hittp:/Atr-inform.com fatma J§@gmail.com

18 hitpi/tr-pro.info fena__ m@hotmail.com
19 hittpi/fturkeynews.info fidan_ @gmail.com

20 https:/ich-back-ltd com fm _ @gmail.com

21 hitps:/itr-bkr.com Wa@ss ss

22 https:/ftr-byr.com gabriel EEER@gmail.com
23 hitps:/inews-inform.site gyular @gmail.com
24 itps://baslangicnoktasi.online/ halil @gmail.com

25 httpsi/iproinfo-trader.site havasEEEESS 5 @gmail.com
26 htips://bilgihazinesi.online/ hilul NN @gmail.com
27 itps://xn-hayalmezar-6ub.online hil _ @dsd.dd

28 pttps://moniwise info hy com

2 i 17@gmail.com

When I examined the profiles of the users in the Telegram
channel and their conversations, I struggled to determine
whether they were Russian or Ukrainian. To resolve this, I
decided to rely on the Deepl translation tool, which identified

all the texts as being in Russian.

However, I couldn’t definitively determine whether these users
were the actual operators who created and ran the phishing

sites or merely administrators of a third-party service


https://www.deepl.com/en/translator
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providing Telegram bot infrastructure to the threat actors. This

part of the investigation remained uncertain.

@ Deept  Transiaor DeepLPro  ForBusiness v  WhyDespl? v API

N

Russian (detected) \/ Turkish \/ Glossary

l{amen x Ben de varm. ®
OM €T C HOMEROM, 0 Y@ KaK-T0 N0ESaND Bienumaras: var, bu biraz boktan,
ne vowep Numara nerede?
va newne ¢ sanwzauvei dofiulama e bi araziizerinde.
srout0? Neymis o?
370470, He 3axew He 3akpenne, e oTnpaBnEH Bune, kimseye atanmad, génderimedi
wer nuaa s com Clmde kursun yok.
CTPAHHO, HW B NIOraX HI B NOYTE AYGNAX NO HaTaM HU NO HOMEPY ero Her. Garip, ne kayitlarda, ne postada, ne de numarada yok.
RomKen e saiim
P o [0l 9 ® B <

@ Deept  Transiaor v DeeplPro  ForBusiness v WhyDeepl2 v API O 0 en =
Sauen x rmin 5]
OM €CTB C HOMEROM, 3T0 Y@ KaK-T0 N0B6aND Ho's got a urmber, I's kind of fucked up.

—— Where's the number?

F— on aand with valcation

310 410 ? What's that?

570470, He saxew He saKpenien, He orTpaEeH It's what,its not asigned to anyone, it's not et

wer nuga s com There's no ead inthe s,

CTDaHHO, WA B 7OTX WA 8 NONTE AYGTAK 10 YaTaM 10 HOMEPY 8T HeT. 1t strange, s not n thelogs orin the mai, nether n the chat doubles nor
HomKen xe safTh In e rimise. K sl b theve.

S — There's o sign of this test sither.

970470, He saKeM He sakpenieH, e oTpaBeH ' not assigned to anyone, s not sen.

1o recr npocto s just a test

P P 9 ¥ 0B <

By July 2024, after closely monitoring the phishing websites
used by scammers, [ began entering my phone number into the
forms on these websites to establish communication with the

scamimers.
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Translation:

Question 1:
“Your age?”

Under 18

18-25

26-45 (selected)
46-60

Over 60

Question 2:
“Do you fall into any of the following categories?”

Retired (selected)

Disabled person

A family with three or more children
No

Question 3:
“« . . »
For what purposes do you want to earn passive income?

To buy a new house/car
To create a large financial “cushion”
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To start a business

Translation:

Question 3 (continued):

“For what purposes do you want to earn passive income?”

To buy a new house/car (selected)

To create a large financial “cushion”

To start a business

To pay off debts

To meet your family’s needs

To protect yourself against inflation and devaluation
Others

Question 4:
“Do you have any experience in making investments?”

Yes
No (selected)
Only in cryptocurrencies

Question 5:
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“How much passive income do you plan to earn to achieve your
goals?”

Translation:

Question 6:
“How much passive income do you plan to earn to achieve your
goals?”

5000

10000

15000

25000 (selected)

Message after selection:

“Thank you for completing the survey! From now on, you
are officially a member of Baykar. Personalized access to your
account and key points of the project will be provided to you
by the project operator. You will be contacted within one day.
Good luck!”

Form Section: “Fill out the form”

Name: Osman
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Surname: [hidden]
Phone Number: +90 (533) [hidden]

Button: “Submit”

Tegekkiirler.
Bagvurunuz kabul edildi.

Translation:

“Thank you. Your application has been accepted”
“Your consultant will get back to you as soon as possible. Do

not miss the consultant’s call”

Button: “Go back to the start”

1. Fraud Attempt

On July 22, 2024, I received a WhatsApp message from the
phone number +90 539 100 81 28, sent by someone named
Derin, who introduced themselves as a customer consultant.
The message was in response to the form I had filled out.
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+90 539 100 8128 You

"Customer Consultant Derin Yilmaz speaking." (08:41) "Hello." (08:41)

"Mr. Osman, you had a registration regarding Baykar shares." "Yes, that's correct." (08:42)
(08:42)

"Can | call you right now?" (08:42) "I'm in a meeting. Should | write to

you when it's over?" (08:42)
"I will be waiting." (08:42) "Thank you." (08:44)

"Have a good day." (08:43) "It will end in 5 minutes; I'll write."
(09:08)
"No problem, Mr. Osman. Please write to me when your meeting is "I'm available." (09:21)

over, and I'll provide you with detailed information." (08:46)

"I have another meeting in 20 minutes, so my time is limited."
(09:21)

*Click here to see the untranslated version*

Since I live in the United States and there’s a 7-hour
time difference with Turkey, communicating with
the scammer was sometimes challenging. Especially
since the scammer worked from 9 AM to 6 PM
Turkish time (a “profession” that doesn’t involve
overtime. (&) and preferred to contact me in the
morning, most of our interactions took place after 2
AM my time. However, since my goal was to uncover
this fraudulent scheme, I managed to answer all their

calls with great motivation, even in the dead of night.

During my WhatsApp conversation with the scammer on July
23, 2024, they stated that I needed to install an application
on my mobile device to conduct stock trading. For this, they
directed me to visit the web address

https://appzone[.]mastercapital[.]info/#/auth/login

Although the scammer referred to it as a mobile app, I realized
that it was, in fact, a Progressive Web Apps (PWA)—a type of

web-based application.


https://www.mertsarica.com/images/investscam19.jpg
https://en.wikipedia.org/wiki/Progressive_web_app

www.hack4career.com 81

+90 539100 8128
"Good morning, Mr. Osman." (01:58)

"I wish you a peaceful and happy day." (01:59) "I'll be available in 5 minutes; I'll write." (02:04)

"Alright, sir." (02:04) "I'm available, Ms. Derin." (02:10)

"I'm calling you, Mr. Osman." (02:10) "|'ve opened it." (02:19)

*Click here to see the untranslated version®
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Engish v

Master Capital

Create Account

°
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) © pzone.mastercapitalinfo + (@) :

Master Capital

Create Account

When I logged into the web application, the interface strongly
resembled the fake exchange I had covered in my article titled
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Exposing Pig Butchering Scam. The difference was that the
scammers had added a fake Baykar stock symbol (BAYKR-
IST) to the list of symbols available in the application.



https://www.mertsarica.com/exposing-pig-butchering-scam/
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() %5 pzone.mastercapital.info + (@ %

Welcome
OsmanT.

426338

Balance

$0.00

Equity
$0.00

Free Margin
$0.00

Recent Transactions

) Il = nl]l]" @

Wallet Trade Accounts News Analysis Settings
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(> © pzone.mastercapital.info + (2 :
Sembol Satis Alis Makas
Vv RCOFFE-MAY.. 0.00 0.00 - w
+ DAX-SEP24 18,597.00 18,599.00 200 w
v NSDQ-MAR24 17,874.63  17,875.38 75 w
v NSDQ-SEP24 19,911.35 1991210 75 w
- SP-SEP24 5,595.50 5,595.75 25 w
v DXY-SEP24 0.000 0.000 - w
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N COPP-AUG24  4.1326 41361 35 w
A SlJuL24 28.742 28.771 29 w
A SI-AUG24 28.769 28.794 25 w
A PLAT-JUL24  944.07 952.12 805 w
™ PLAT-AUG24  947.36 948.61 125 w
v PALLADSEP24 875.05 896.10 2105 w
Vv GC-JuL24 2,384.597  2,390.402 5805 w
Vv GC-AUG24 2,387.697 2,392.902 5205 w
v BAYKR-IST 69.12 69.32 20 W
= k &, = c £
Fiyatlar Grafik islem Gecmis Ayarlar
) Il = n||[||| @
Wallet Trade Accounts News Analysis Settings

As the conversation progressed, the scammer informed me that

to transfer funds to this exchange and supposedly purchase
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Baykar shares, I would need to send money to the bank
accounts they provided.

Since my primary goal was to understand the scammers’
methods and, as I did in my article WhatsApp Scammers,
identify the misused bank account details to share with bank
officials, I decided to create a scenario to uncover more
information.

I made an effort to ensure the scenario was long
and realistic because I knew that every minute they
spent with me was time taken away from scamming

innocent people.

After enthusiastically taking on the role of a victim trying to
make a money transfer but constantly encountering errors,
I told the scammer that I was receiving errors. After some
time, the scammer shared new bank account details with me.
I promptly shared the information I obtained with the bank
authorities.

Dolandrici (Scammer) You

been able to talk to the call center? Did you authorize the “I've opened it." (02:19)

e just finished my meeting. Th o this
account due to a suspicious tr e why. Why would
I perform a

"Let me explain it this

something un

. Which stage are you at?"

ng information. That's
4:27)

*Click here to see the untranslated version*
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Dolandirici (Scammer) You

"Because the account has been closed for a
long time." (05:47)

"Alright, what course of action should we take, Mr. "[Redacted] bank wants me to go to the branch for
Osman?" (05:49) identity verification." (05:47)

"Do you have the possibility to go to a [Redacted] bank
near you?" (06:22)

"Or let me put it this way: to make it easier for you..."
(06:26)

"You can actually verify through a video call as well."
(06:26)

"Mr. Osman, | have requested a new bank for you."
(06:53)

"Can you try again from here? Let's see if we'll encounter
the same error." (06:53)

Missed voice call (06:56) "I'llinform you. I'm currently in a meeting,
Ms. Derin." (07:11)

"We'll try with the new bank." (07:11)

*Click here to see the untranslated version*

From: Mert Sarica (He/Him)
Subject:

"Hello,

There is a gang involved in fraud, and | just obtained the IBAN information they are using. Since

[redacted], | am sharing it quickly, and it would be beneficial to take action.
Thank you.

IBAN: TR[redacted]
Name Surname: [redacted]"

Reply:

"Hello, Mr. Mert. | will forward the IBAN you provided to our fraud team for further investigation.
Thank you."

*Click here to see the untranslated version*

Frustrated by the errors I encountered, the scammer named
Derin quickly directed me to another scammer named Demir
(+90 539 105 14 31), who seemed much more knowledgeable


https://www.mertsarica.com/images/investscam27.jpg
https://www.mertsarica.com/images/investscam25.jpg
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and experienced with bank internet/mobile banking screens.

However, luck was not on their side.

IP Detection

As the conversation progressed, I decided to use the Grabify IP
Logger application to learn the IP address of the scammer who
was communicating with me via WhatsApp.

On Grabify, I created a link that redirected to a SIM card block
removal page of a bank when visited. I then shared this link
with the scammer. By timing the sharing of the link according
to the flow of the conversation, I was able to quickly identify
the scammer’s IP address and the city they were connecting
from via Grabify. (93.182.105.132 — Mersin)

Dolandirici (Scammer) You

“Sorry for the delayed response. I'm on the line; let me know when you're  "Alright, Ill also give

done, and we'll try with the new bank." (02:15) [redacted] another try before
reaching out to you—maybe
it'll work this time.” (02:19)

“I don‘t want you to think there’s an issue with the IBAN." (02:20)

"That's why | requested a new IBAN." (02:20)

“When your meeting is over, let me know, and we'll try the transfer to the

new IBAN together." (02:20)

“Don't send to the old IBAN; I've deactivated it." (02:21)

"By the way, [redacted] bank told me that if | remove my SIM card block,
| can make the transfer. They directed me here via SMS regarding this. If
1 do what they say, can | quickly transfer to you?" (Link shared:
https://grabify.link/[redacted]) (02:30)

“We'll try that as the second step, but first, let's attempt sending to the
new IBAN you mentioned as a priority." (02:32)

*Click here to see the untranslated version®
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Dolandirici (Scammer)

"Mr. Osman, were you able to resolve it?" (09:46)

"Is the balance in your account in a term deposit?"
(09:56, edited)

"If it's in a term deposit, you can withdraw from
re." (09:57)

"Mr. Osman, we just received [redacted] from

another customer." (10:42)

"This isn't an issue related to us; honestly, we
wouldn’t even be able to send [redacted]. Your
bank gives this error under the guise of protecting
the amount since it's high. Tomorrow, let's try
solving it through your bank and attempt a single

transfer from e to see if it works." (10:44)

"My shift is ending, Mr. Osman. After you meet
with your bank tomorrow, please inform me so |
can help complete the rest of your process. I'll

guide you during the transaction." (11:13)

"Have a good evening." (11:15)

You

"Unfortunately, it seems | have to go to the branch.
| can't go today." (09:56)

"No, I've checked the non-term account as well."
(10:40)

"It's constantly being blocked due to suspicious
transactions." (10:40)

"It's best if | go to the Mersin central branch
tomorrow. It doesn't seem like this can be resolved

over the phone." (10:44)

"You're right. Honestly, | don’t blame you; please
don't take it the wrong way. It's hard dealing with
these banks. They block transactions for those like
you, labeling them suspicious without reason. I'll
solve this issue tomorrow at the branch with the

manager; don't worry." (11:11)

"Alright, thank yo 11:15)

*Click here to see the untranslated version®
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25 grabify.linkjtrack/!
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After obtaining the information I wanted, I decided to continue
with a scenario where I played the role of a victim who had
already been scammed by another scammer, aiming to give
the fraudsters a “cold shower” experience. As a result of the
messages I crafted, the scammers, thinking they had fallen
victim to competition against another scammer, started
sending me a series of complaint-filled messages one after
another.

+905391008128 You

"Good morning, Mr. Osman." (9:22 AM) "Hello, Ms. Derin. Sorry for not answering the phone.
Yesterday, unfortunately, all my savings in my
[redacted] account were stolen by scammers.
Because of this, | had to rush to the [redacted]
branch in the morning and then visit the Mersin
Cyber Crimes Branch Office. Unfortunately, all my
savings are gone. I'm very upset." (2:40 PM)

"How did you get in touch with them, Mr. Osman,
for your money to be stolen?" (2:43 PM)

"[Redacted] Bank, which couldn't facilitate a

50,000 TL transfer, had restrictions even when

facilitating a transfer to our commercial account,

which was approved by the Central Bank. |
honestly can’t understand how your account got
emptied during this process." (2:45 PM)

*Click here to see the untranslated version®
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+905391008128 You

"l honestly can’t understand "There's a fraud ring based in Mersin; they're part of an international
how your account got emptied organization. It seems they’re connected to Russia and Ukraine. | had
during this process." (2:45 been communicating with someone named Merve Hanim linked to

PM) them. She contacted me on WhatsApp, claimed to be from [redacted]

Media, and said they were going public to request my investment."
(2:45 PM)

"They made me transfer
money, then withdrew all my
savings from another
account." (2:46 PM)

"You chose to deal with them "Ms. Derin, all my savings are gone. Do you really think we should be
instead of me. I'm sorry on discussing this now?" (2:47 PM)
your behalf." (2:46 PM, edited)

"Your investment is your
decision, Mr. Osman; I'm just
asking you to be open with
me." (2:47 PM)

"Whether you invest or not is,
of course, your choice." (2:47
PM)

*Click here to see the untranslated version*

+905391008128

man. I'm reaching out regarding the meeting you had with Ms.
31PM)

Demir Akyol, afinance specialist from the finance department

ling you but couldn't et back to me when you're
e can talk for & minut
“Hello, Mr. Demir. Sorry for not answering the phone. Yesterday, all my
{redacted] account were unfortunately stolen by scammers.

ad to rush to the [redacted] branch in the morning and

in Cyber Crimes Branch rtunately, all my

i, how could your bank not intervene when they didr' allow you to

be taken from your account for an unauthorized transactior transferred the money to
another bank." (2:49
M)

*Click here to see the untranslated version®

Despite my messages, the heartless and cold-blooded
scammers, who clung to their hopes of scamming me a second
time and were motivated to keep the communication going,
eventually stopped messaging after I stopped responding for a
while.
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+905391008128 You

"They made a transfer first and then transferred the money to another
bank." (2:49 PM)

“I'm sorry for your loss, sir. But here’s the thing: while the bank didn't
allow you to make a transfer, how could they allow all your savings to be
taken through this process? As a finance expert, | don't understand how
they approved this transfer.” (2:51 PM)

“Thank you, | don't understand it either. The Cyber Crimes Department
said they blocked the transfer to another bank but allowed them to
make a transfer and then transfer it to another bank. Ill share more
details as | learn them. Please be careful” (2:52 PM, 2:53 PM)

“I'm sorry for your loss, sir. Whenever you want, we can stay in touch; “Thank you, | appreciate it. I

we're always here for you." (2:53 PM) get in touch with you

immediately if | recover my
money." (2:54 PM)

“Thank you, sir. Due to the unfortunate circumstances you've

experienced, I'm temporarily keeping your account open. We'll be

waiting for positive news from you first, Mr. Osman." (3:15 PM)

*Click here to see the untranslated version*

Amidst all these events, Baykar has continued to issue
warnings to the public through written, visual, and social
media platforms since the beginning of 2024, tirelessly sharing

alerts (#1, #2, #3) to raise awareness.

Audio Recordings

For those curious, you can listen to the mind-
boggling conversations (unfortunately it is in
Turkish) I had with the scammers through the audio
recordings available below on my YouTube channel.

2. Fraud Attempt

IP Detection

In October 2024, nearly three months after the
previous fraud attempt, another scammer named
Ipek contacted me using the same scheme, this time
from the phone number +90 548 822 66 82. Seizing
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the opportunity, I decided to use the same method as
before to obtain this scammer’s IP address.

After baiting the scammer in a similar manner, I
discovered that, unlike the previous one who was
connecting from Mersin, this scammer was
connecting from Tbilisi, the capital of Georgia. (I

assumed the scammer was not using a proxy server.)

490548 8226682

EYXIAY  Home  Mylinks  MyProfile  Blog  Tools v
Hide Bots
Date/Time * IP/Provider $ Country @ User Agent
] EEm [ ] [ B W ]
" . [ __ N | I —
[ ] - [ =

2024-10-21 92.5175.166 Georgia

Curious about whether the main actors from the
previous fraud attempt, Derin or Demir, were still
active in their operations, I persistently told this
scammer that I would only deal with Derin or Demir.
Succumbing to my insistence, the scammer decided
to contact Derin and redirect me to them. Through
this, I discovered that the scammers had been
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continuing their operations at full speed with the
same team over the past three months.

+90 548 822 66 82

"No, no, sir, it's not a problem. We take such measures
for your security." (8:55 AM)

"Previously, you encountered fraud elsewhere, didn't
you? | think that’s why such a precaution was taken, as
far as | understand." (8:56 AM)

"I've been calling Ms. Derin, but for the past hour, she "Yes, please speak with her. | don't want to

hasn’t been on the line, so | haven't been able to speak face another problem." (8:59 AM)
with her clearly." (8:56 AM)

"I don’t know you, that’s why." (8:59 AM)

"For a long time, the transactions have been open. Since
it was transferred to me, communication will be
established with you." (9:09 AM)

"The necessary information has been

provided to the appropriate person. Ms.

Derin will contact you." (9:13 AM)

*Click here to see the untranslated version®

Conclusion

As a result of this security investigation, I uncovered
how an international fraud ring uses the names of
prominent institutions—ranging from oil refineries
and gas distribution companies like Slovnaft, INA
d.d, and Bosphorus Gaz, to defense companies like
Baykar, and even Interpol—to deceive and ensnare
their victims. I sincerely hope that these scammers,
who prey on the money of innocent citizens, are

caught and brought to justice as soon as possible.

As I mentioned at the beginning of this
piece, I earnestly request you to share this
article with your loved ones and everyone
around you to prevent more innocent
people from falling victim to this well-

orchestrated scheme of organized fraud.
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Taking this opportunity, I would also like to wish you
a Happy New Year. May 2025 bring you and your
loved ones health, happiness, and success!
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