Esaretten Kacis

written by Mert SARICA | 1 April 2019
If you are looking for an English version of this article, please visit here.

Yillarca internet servis saglayicilarinin ADSL modemini kullanmis ve bunlar
Uzerinde yapmis oldugum guvenlik arastirmalari (Hediye Modemler Ne Kadar
Givenli? , Donanim Yazilimi Analizinin Onemi) ile bilgi giivenligi
farkindaligini arttirmaya calismis biri olarak hediye modem kullanmaya
bireysel olarak sicak baktigimi pek sdyleyemem. Bunun baslica nedenlerinden
bazilarini sayacak olursam; modemlerde internet servis saglayicilari
tarafindan kullanilan gomild kullanici hesaplarinin herkes tarafindan
ogrenilebilmesi ve son kullanicinin modemin/yonlendiricinin yénetim sayfasini
internetten erisime ag¢masi durumunda baskalari tarafindan kotlye
kullanilabilmesi, donanim yaziliminin (firmware) 6zel surim olmasi sebebiyle
son, en givenli sirime gincellenememesi, baglanti kisitlamasinin (firewall)
her baglanti noktasi (port) icin yapilamamasi, kisitli ydnetim sayfalari

diyebilirim.

Yaklasik iki yil Once evime fiber internet altyapisinin gelmesi ile birlikte
ADSL modemin yerini yonlendirici (router) aldi. Internet servis saglayicimin
kullanmaya zorunlu tuttugu Tilgin marka, kendi web sitesinde dahi adi sani
bulunmayan HG1332 model yonlendirici ile internetten aldigim keyifli glnler
yerini esarete birakti. Vasat otesi WiFi sinyal glcu, 7 yil dnce
yonlendiricilerin desteklemeye baslayip gunumuzde siradan hale gelmis OpenVPN
desteginin olmamasi, modern givenlik dinyasinin sifreli dns iletisimini (DoH)
desteklememesi, dinamik dns (DDNS) desteginin oldukc¢a sinirli olmasi gibi bir

cok olumsuz neden sayabilirim.

Bu yonlendirici ile kisa sureli mutsuz bir beraberlikten sonra internet
servis saglayicimla yonlendiriciyi degistirmek lUzere iletisime gectigimde ne
yazik ki olumsuz yanit aldim. Internet lUzerinde bu ydnlendiriciden kurtulmak
icin arastirma yaptigimda da bol bol sikayet disinda elle tutulur 1 kaynak
bulamadigim ve buna ayiracak zamanim da pek olmadigi icin zaman icinde

kaderime boyun egmek zorunda kaldim.

Tilgin HG1332 ile gegirdigim mutsuz zamanlarin siresi arttikca bu
yonlendiriciden kurtulmak icin aradan 1 yil gectikten sonra internette arama
yaptigimda internet servis saglayicisinin bu yonlendiriciyi kopri modunda

kullanarak kendi yonlendiricinizi kullamaya izin verdigini 6grendim. Zaman
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icinde HG1332'den nefret ettigim icin tamamiyle kurtulmanin yollarini aramaya
basladim. Sosyal ag hesaplarim lzerinden yardim cagrisinda bulundugumda
sagolsun epey bir kisi bu konuda yardimci olmak icin seferber oldu. Aykut
ALPER‘in farkli bir internet servis saglayicisinda Mikrotik ydénlendirici ile
bunu yaptigini, bir baska yardimseverin VLAN ID ve PPOE kullanici adi ve
parolasi ile HG1332'den kurtulabilecegimi belirtmesinden sonra ihtiyag
listesi lUzerinde calismaya basladim. Listeyi hazirlamak i¢in aklima gelen
sorulardan bazilari sunlar oldu;

. Hangi marka ve model yo6nlendirici almam gerekir ?

Yillarca Asus modem ve ydénlendiricilere DD-WRT, Tomato, Asuswrt-Merlin gibi
6zel donanim yazilimlarinin (custom firmware) kolayca ylklenebildigini
bildigim ig¢in tercihimi Asus markasindan yana yaptim. Donanim yazilimi olarak
da guvenlik 6zellikleri hosuma gittigi ic¢in Asuswrt-Merlin‘i tercih ettim.
Asuswrt-Merlin’in destekledigi modeller genel olarak pahali oldugu icin,
fiyat ve performans ac¢isindan benim i¢in en uygun olan RT-AC1900U modelini
satin aldam.
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2. VLAN ID’'im nedir ?
Tilgain HG1332'nin araylzine admin kullanicisi ile baglandigimda maalesef VLAN
ID'mi gorebilecegim yonetim sayfalarinin cogu gizlenmisti. Internet Uzerinde
HG1332'ye yodnelik arastirma yaptigimda, bu yonlendiriciden kurtulmaya calisan
bir kisinin yazdigi bir yazidan, HG1332 yonlendiricisinde de tanimli olan
kullanici adi ve parolalari elde etmeye basaran Ilteris EROGLU isimli genc
bir arkadasin basarili calismasina rastladim. 2015 yilinda Donanim Yazilimi
Analizinin Onemi baslikli yazimda benim de dikkat cektigim sifresiz kanal
tizerinden TR-069 iletisimin gerceklesmesinin yillar sonra Ilteris’in
calismasinda da hala devam ettigini gérmek beni oldukca sasirtti. Yazida yer
alan root kullanicisi ile HG1332'nin araylzine baglandiktan sonra VLAN ID’'mi
kolay bir sekilde o6grenebildim.
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3. Internet servis saglayicimi aramadan PPOE kullanici adi ve parolami nasil

ogrenebilirim ?

root kullanicisi ile araylize girdikten sonra PPOE kullanicisinin parolasi

maskeli oldugu icin mevcut konfiglirasyonu yonlendiriciden indirip ic¢inden

PPOE parolasini elde edebildim.
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in "config map" string
out "link" "™ "/connection/device/table/l/configured/4"

find "/connection/device/table/l1/configured/4/lavyer™ {

}

in "type" link "/connection/layer/ip_ ipcp"™

out "/connection/device/table/l/configured/4/layer/3"

find "/connection/device/table/l1/configured/4/layer™ {

}

set
set
set
set
set
set
set
set
set
set
set
set
set
set

set

in "type™ link "/connection/layer/ppp"
out "/connection/device/table/1l/configured/4/layer/2"

"/connection/device/table/1l/configured/4/layer/2/param/username™ string

" "

"/connection/device/table/1/configured/4/layer/2/param/password” string

mn

"/connection/device/table/1/configured/4/layer/2/param/service_name™ string
"/connection/device/table/1/configured/4/layer/2/param/ac name" string ""
"/connection/device/table/1/configured/4/layer/2/param/padi_timeocut™ s32 "0"
"/connection/device/table/1/configured/4/layer/2/param/auth_type" string "Auto"
"/connection/device/table/l/configured/4/layer/2/param/mru™ ulé "1500"
"/connection/device/table/1/configured/4/layer/2/param/persist” boolean "True"
"/connection/device/table/1/configured/4/layer/2/param/maxfail™ ulé "0"
"/connection/device/table/1/configured/4/layer/2/param/demand” boolean "False”
"/connection/device/table/1/configured/4/layer/2/param/idle™ ulé "e0"
"/connection/device/table/l/configured/4/layer/2/param/proxyarp” boolean "False™
"/connection/device/table/1/configured/4/layer/2/param/debug™ boolean "False™
"/connection/device/table/1l/configured/4/layer/2/param/keepalive retry"™ ule "5"
"/connection/device/table/1/configured/4/layer/2/param/kecpalive_interval™ ulé "60"

action "/connection/device/table/1/add" {

in "index"™ string "2"

in "type™ string "DHCP"™

in "name” string "Management”
in "description™ string ™"

in "config map" string

out "link" "" "/connection/device/table/l/configured/2"

RT-AC1900U ic¢in Asuswrt-Merlin’in web sayfasindan ilgili donanim yazilimi
siruminu (RT-AC1900U icin RT-AC68U yazilaimi kullanilmalidir.) indirip, web

araylzu lUzerinden sorunsuz bir sekilde kurulumu gerceklestirdim. Ardindan

PPOE ve VLAN ID tanimlarini da yaptiktan sonra yoénlendiricinin basariyla

internete baglanabildigini go6rdim.

(] Mame Date modified Type Size
|_1 Changelog-MNG.bd 2.2.2019 21:01 Text Document 32 KB
|_'] README-merlin.td 2.2.2019 21:01 Text Document 10 KB
|_'| RT-ACBEL_384.9 D.trx 2.2.2019 22:20 TRX File 37.052 KB
d sha25Bsum.sha256 2.2.2019 22:20 SHA25E File 1KE
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Adg Esleme

Misafir Adgi
AiProtection
Uyarlanabilir Qos
Trafik Coziimleyici
USE uygulamasi

S AiCloud 2.0

Gelismis Ayar

Kablosuz

Yerel Ag

5 Giivenlik Duvan

Yonetim

EZ sistem Giinliigii

Oturumu Kapat Yeniden Baglat

Islem Modu: Kablosuz Yonlendirici Donamm Yazilimi Siiriimii: 3.0.0.4.384 20308
SSID:

islem Modu Sistem Denamim Yazimi Yikseltme  Ayarlan Geri Yikle Geri Bildirimi

Yonetim - Donanim Yazilimi Yiikseltme

Not:

1. En son firma yazilimi sirimine énceki sirime ait giincellemeler dahildir.

2. Eski ve yeni donanim yazihmindaki yapilandirma parametresi icin, ayarlan yikseltme islemi sirasinda korunur.

3. Yikseltme igleminin bagansiz olmasi durumunda, RT-AC1900U otomatik olarak acil durum moduna gecer. RT-AC1900U
onandeki LED sinyalleri bu tiir durumlan gésterir. Sistem kurtarma iglemi icin CD"deki Yazilim Sarimina Kurtarma
yardimei programim kullanin.

4. En son aygit yazilimi strimind http:/iwww.asus.com/support! adresindeki ASUS Destek sitesinden edinin.

Donanim Yazilim: Siirdimi

Check Update Kontrol

AiMesh router

Current Version : 3.0.0.4.384_20308-gead720e
Manual Firmware Update a’y

RT-AC1200U

Note : Manual firmware update will update this AiMesh router / node only, if you are using AiMesh e make sure

you are uploading proper firmware version.




Donamm yazi'limi yiikseltiliyor. Litfen 3 dakika kadar
bekleyin.

Ayait yazihmi gincelleme islemi sirasinda RT-AC1200U
aygitimi kapatmayin.
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/iSUS RT-ACT900U . English

Quick Internet Operation Mode: Wireless router Firmware Version: 384.9 SSID: |

Setup

Internet Dual Port Virtual Server / Port DMZ DDNS NAT
Connection WAN Trigger Forwarding Passthrough
General

@5 Network Map WAN - Internet Connection

RT-AC1900U supports several connection types to WAN (wide area network). These types are selected from the dropdown menu

@; Guest Network
beside WAN Connection Type. The setting fields differ depending on the connection type you selected.

AiProtection Configure the Ethernet WAN settings of RT-AC1900U.

Basic Config
Adaptive QoS

WAN Connection Type PPPOE
Enable WAN Oves ®No

USE Application Enable NAT Oves ® No

(3 Aitlond 2.0 Enable UPnP  UPnP_FAQ Oves ® o

Enable secure UPnP mode Oves ® No
f‘ Tools

UPNP: Allowed internal port range 1024 to | 65535

Advanced Settings UPNP: Allowed extenal port range to | 85535

[SW) wireless
= WAN IP Setting

LAN Get the WAN IP automatically

Connect to DNS Server automatically O ves ® No

Account Settings
Usemame

Firewall =
Password L
B Show password
Administration

Disconnect after time of inactivity (in seconds) o




Powered by

,E‘..I‘s RT-AC1900U A, \' Asuswrt-Merlin Logout English

= Operation Mode: Wireless router Firmware Version: 384. : =
r‘k Quick Internet B et b 3
‘N, Setup

LAN IP DHCP Server  DNSFilter Route @ IPTY  Switch Control

General
@S Network Map LAN - IPTV

To watch IPTV, the WAN port must be connected to the Internet. Please go to WAN - Dual WAN to confirm that WAN port is

@; Guest Network
assigned to primary WAN.
@] AiProtection LAN Port

Select ISP Profile Manual Setting
@ Adaptive QoS

Internet VID | 3001 PRIO | O

-N_ Traffic Analyzer
LAN Port 4 vID PRIO |0

> 5
& UsB Application LAN Port 3 VID PRIO | O

(3 AiCloud 2.0 Special Applications

Use DHCP routes Microsoft
}' Tools

Enable multicast routing (IGMP Proxy) Disable v

Advanced Settings Enable efficient multicast forwarding (IGMP

Bl Disable v
[,':\\ Wireless .

UDP Proxy (Udpxy) o

*-!'—I Firewall

2 Administration

Sira yonlendiricinin gerceklestirdigi tim DNS trafigini sifreli (Dns over
HTTPS — DoH) hale getirmeye geldiginde ilk isim yénlendiriciye yiklenen
paketleri kurabilecegim ve calistirabilecegim bir USB disk baglamak oldu.
Ardindan komut satirindan entware-setup.sh komutunu calistirarak kurulumu
kisa sirede tamamladim. DoH destegine sahip dnscrypt-proxy aracini kurmak
icin ise curl -L -s -k -0
https://raw.githubusercontent.com/thuantran/dnscrypt-asuswrt-installer/master
/installer && sh installer ; rm installer komutunu calistirip kurulumu
gerceklestirdim. dnscrypt-proxy aracinin basariyla calistigini teyit etmek
icin de uUlkemizde hala yasakli olan wikipedia.org adresinin ip adresini

¢Ozumlemeye calistigimda aracin basariyla calistigini gordim.



“” Router X

mert@RT-ACL1900U-6610: /tmp/home /root# curl -L —-s -k -0 https://raw.githubusercontent.com/thuantran/dnscrypt-asuswrt-installer/master /Ainstaller && sh installer ; rm installer
Info: Detected ARMv/ architecture.

Info: IJFFS custom scripts and configs are already enabled

Info: choose what you want to do:

1) Install/update dnscrypt-proxy

2) uninstall dnscrypt-proxy

3) configure dnscrypt-proxy

4) set timezone

5) unset timezone

6) Install (P)RNG

7) uninstall (P)RNG

8) Install swap file

9) uninstall ALL

q) Quit

Please enter the number designates your selection:, [1-9/q]:

Infn This operation will ‘msta?'l dnscrypt- pruxy and reTated f‘\'les (<6MB)
Info: to jffs, no other data will be changed

Info: Also some start scripts will be 1nsta'\1ed/mmd1f1ed as required.

=> D0 you want to install dnscrypt-| pmxy to /jffs? L[y/ml: y
nfo: mana?er is up to date. skippin

Info: Downloading dnscrypt-proxy- wnux arm-2.0.19. tar. gz

Info: Downloading public-resolvers.m

Info: Downloading public-resolvers.md.minisig
Tinux-arm/
Tlinux-arm/example-whitelist, txt
Tlinux-arm/example-forwarding-rules. txt
Tinux-arm/example-cloaking-rules.txt
Tinux-arm/LICENSE
'\1‘nux—arm/examp]e—dnscr¥pt—proxy.tnm1
Tinux-arm/example-blacklist. txt
Hnux—arm/dnscrypt—prox¥

Info: dnsmasq.postcont file already configured

Info: init-start file already configure

Info: wan-start file already configured

Info: Configuring dnscrypt-proxy..

Info: checking dnscrypt-proxy cunﬁguratwn
[2019-03-06 16:59:17] )[(NOTI(E] source [public-i resolvers. md] Toaded
[2019-03-06 16:59: 17] [MoTICE] configuration successfully checked
Info: Found previous dnscrypt-proxy config file

=> Do you want to use this file without reconfiguring? [y/m]l: y
Info: Use previous settings file

Info: staring dnscrypt-proxy..

Done.

Info: For dnscrypt-proxy version 2 to work reliably, you might also want to:
Info: - Add

Info: - Add a RNG

Info: - Set your timezone

Info: operation completed. You can quit or continue

Info: <¢hoose what you want to do:
1) Install/update dnscrypt-proxy
2) uninstall dnscrypt-proxy
3) configure dnscrypt-proxy
4) set timezone
5) Unset timezone
6) Install (P)RNG
7) uninstall (P)RNG
8) Install swap file
9) Uninstall ALL
q) quit
Please enter the number deswgnates your selection:, [1-9/ql: q
Infn operations have been applied if any has been made
Infn-__In _case of anomaly _nlease rehnnt wvour rourer!

% Router > | @ DO -"eni | &® Batcave | @ Batcave (1)

mert@RT-ACL900U-6610: /jTfs/dnscrypt# dig @195.175.39.49 www.wikipedia.org +short
195.175.254.2
mer t@rRT-AC1900U-6610: /jffs/dnscrypt# dig @E.8.E.8 www.wikipedia.org +short

i <<>> DiG 9.11.5 <<>> @B.8.8.8 www.wikipedia.org +short

; (1 server found)

i global options: +cmd

;: connection timed out; no servers could be reached

mert@RT-ACL900U-6610: /jffs/dnscrypt# dig @l.1.1.1 www.wikipedia.org +short

7 o<<> DiG 9.11.5 <<»> @.1.1.1 www.wikipedia.org +short

: (1 server found)

;: global options: +cmd

;: connection timed out; no serwvers could be reached

mert@RT-AC1900U-6610: /jffs,/dnscrypt# dig @127.0.0.1 www.wikipedia.org +short
103.102.166. 224

mer teRT-AC1900U-6610: /jffs/dnscrypt# . /dnscrypt-proxy -resolve www.wikipedia.org
Resolving [www.wikipedia.org]

Domain exists: probably not, or blocked by the proxy
Canonical name: www.wikipedia.org.

IP addresses: 103.102.166.224, 2001 :df2:e500:edla::1
TXT records: -

Resolver IP: 162.158.250.137

Yonlendiricinin etinden sitinden faydalanmak ic¢in bir de VPN servisleri ile
olan baglantisini (Netflix kullanicilari nedenini c¢ok iyi anlayacaklardir.
1)) test etmeye karar verdim. Bunun ic¢in ABD seyahatim esnasinda televizyonda
cokca reklamini go6rdigim NordVPN VPN servis saglayicisina uye oldum. Asuswrt-
Merlin kullanicilari ic¢in 6zel olarak olusturduklari yardim sayfasindaki
adimlari gerceklestirdikten sonra yoénlendiricinin NordVPN sunucularindan
biriyle basariyla baglanti kurmasini sagladim.


https://www.netflix.com/tr/
https://www.mertsarica.com/black-hat-usa-2018/
https://nordvpn.com/
https://nordvpn.com/tutorials/asustwrt-merlin/openvpn/

NordVPN ile baglanti kurduktan sonra internet baglantimin herhangi bir web
sitesine baglanamayacak sekilde asiri derecede yavasladigini farkettim. “Bu
VPN sunucusunda problem var saniraim”, “Bu VPN sunucusu da mi yavas ?” derken
baglandigim 10’'a yakin sunucudan web sitelerine baglanamadigimi farkettim.
Tam NordVPN’'in hizmet kalitesini sorgulamaya baslamisken bir anda aklima
sosyal medyada VPN servislerinin yavaslatildigi iddialarina ydnelik okudugum
mesajlardan biri geldi.


https://twitter.com/mserdark/status/1055568872080781312
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Sayin @TurksatAsistan, 1 haftadir stren
VPN yavaslatma 'hizmetiniz' kalici bir
politika mi, gecici mi? Benim gibi diger
@turksat musterileri de bilmek istiyordur
eminim. Diger erisim saglayicilarda bdyle
bir sorun yok. Sizdeki 'hizim' ekteki gibi.
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Baglandigim NordVPN sunucularindan Google’in DNS sunucusu olan 8.8.8.8 ip

adresini pingledigimde silirelerin katlanarak arttigini farkettim.
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Operation Mode: whreless router Firmware Version: 3

VPN Status VPN Server

VPN Client

OpenVPN Client Settings

TOR

Before starting the service make sure you propery configure it, including the required keys,

otherwise you will be unable to tumn it on.

In case of problem, see the System Log for any error message related to openvpn.

Client control

Select client instance

Service state

Automatic start at boot time

Description

Import .ovpn file
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Create NAT on funnel
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NordVPN — VPN

Choose File SXDEIEEE LG

TUN ¥
TCP v
Address:| 176.113.74.237

Relaxed
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Public: 176.113.

B show password

English
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mert@RT-AC1900U-6610: /tmp,/home,/root# route

kKernel IP routing table

Destination Gateway Genmask

¥ 255.255.255.255 UH
176.113.74. 237 255.255.255. 255 UGH
192.168.1.0 & 255.255.255.0 U
10.7.3.0 » 255.255.255.0 u
169.254.0.0 il 255.255.0.0 u
127.0.0.0 = 255.0.0.0 u
default / 0.0.0.0 UG
mer tBRT-AC1900U-6610: /tmp/home/root# ping -I tunl2? B8.8.8.8
PING 8.8.8.8 (8.8.8.8): 56 data bytes
64 bytes from 8&.8.8.8: seg=0 tr1=55 time=6648.268 ms
64 bytes from 8.8.8.8: seqg=1 ttl=55 time=5648.283 ms
64 bytes from 8.8.8.8: seqg=2 ttl=55 Time=4648.953 ms
64 bytes from 8.8.8.8: seg=3 trl1=55 time=12224.073 ms
64 bytes from 8.8.8.8: seg=4 ttl=55 time=11224.201 ms
64 bytes from 8.8.8.8: seg=5 trl1=55 time=10224.202 ms
64 bytes from 8.8.8.8: seq=6 ttl=55 Time=9614. 864 ms
64 bytes from 8.8.8.8: seqg=7 ttl=55 time=12234.947 ms
64 bytes from 8.8.8.8: seg=8 trl1=55 time=11235.023 ms
64 bytes from 8.8.8.8: seq=9 ttl=55 time=10235.036 ms
64 bytes from 8.8.8.8: seg=10 ttl=55 time=9235.121 ms
64 bytes from &.8.8.8: seg=11 tt1=55 time=16509. 917 ms
64 bytes from 8.8.8.8: seg=12 ttl=55 time=15509. 886 ms
64 bytes from 8&.8.8.8: seg=13 tt1=55 time=14510. 849 ms
64 bytes from 8.8.8.8: seqg=14 ttl=55 time=13510.848 ms
64 bytes from 8.8.8.8: seg=15 ttl=55 time=12510.775 ms
64 bytes from 8.8.8.8: seg=16 Tt]=55 time=11512.011 ms
64 bytes from 8.8.8.8: seq=1l7 ttl=55 time=10513.375 ms
64 bytes from 8.8.8.8: seg=18 ttl=55 Ttime=9513.429 ms
64 bytes from 8&.8.8.8: seg=19 tt1=55 time=8513.435 ms
64 bytes from 8.8.8.8: seqg=20 ttl=55 time=13145.176 ms
64 bytes from 8&.8.8.8: seg=21 tt]=55 time=12145.169 ms
64 bytes from 8.8.8.8: seqg=22 ttl=55 time=11147.973 ms
64 bytes from 8.8.8.8: seqg=23 ttl=55 time=10147.933 ms
64 bytes from 8.8.8.8: seg=24 tt]1=55 time=9147. 860 ms
64 bytes from 8.8.8.8: seq=25 ttl=55 Time=8147.774 ms
64 bytes from 8&.8.8.8: seg=26 ttl=55 Time=7147.687 ms
64 bytes from 8.8.8.8: seg=27 Tt]=55 time=11516.101 ms
64 bytes from 8.8.8.8: seqg=28 ttl=55 time=11761.391 ms
64 bytes from 8&.8.8.8: seg=29 Tt]=55 time=10761. 391 ms
64 bytes from 8.8.8.8: seq=30 ttl=55 time=9761.313 ms
64 bytes from 8.8.8.8: segq=31 ttl=55 time=8761.224 ms
64 bytes from 8.8.8.8: seg=32 Tr1=55 time=7761.279 ms
64 bytes from 8.8.8.8: seq=33 ttl=55 Time=9896.576 ms
64 bytes from 8&.8.8.8: seg=34 ttl=55 time=8896.620 ms
64 bytes from 8&.8.8.8: seg=35 Tt]=55 time=7898. 961 ms
64 bytes from 8.8.8.8: seq=36 ttl=55 time=6898.912 ms
64 bytes from 8&.8.8.8: seg=37 Tt1=55 time=5898. 834 ms
64 bytes from 8.8.8.8: seq=38 ttl=55 Time=4898.749 ms
64 bytes from 8.8.8.8: seq=39 ttl=55 time=16923.183 ms
64 bytes from 8.8.8.8: seg=40 Tt]1=55 time=15923.461 ms
64 bytes from 8.8.8.8: seg=41l ttl=55 time=14924.623 ms
64 bytes from 8.B8.8.8: seg=42 ttl=55 time=13924.561 ms
64 bytes from 8&.8.8.8: seg=43 Tt]=55 time=29231.054 ms
64 bytes from 8.8.8.8: seg=44 ttl=55 time=28231.044 ms
64 bytes from 8&.8.8.8: seg=45 Tt]=55 time=27231. 986 ms
64 bytes from 8.8.8.8: seq=46 ttl=55 time=26231.979 ms
64 bytes from 8.8.8.8: seqg=47 ttl=55 time=31198. 969 ms
64 bytes from 8&.8.8.8: seg=48 Tt]=55 time=30198. 990 ms
64 bytes from 8.8.8.8: seq=49 ttl=55 time=29198.962 ms
64 bytes from 8.B8.8.8: seqg=50 ttl=55 time=28198. 983 ms
64 bytes from &.8.8.8: seg=51 Tt]=55 time=27198. 956 ms
64 bytes from 8.8.8.8: seqg=52 ttl=55 time=26201.187 ms
64 bytes from 8&.8.8.8: seg=53 Tt1=55 time=25201. 248 ms
64 bytes from 8.8.8.8: seqg=54 ttl=55 time=24201.256 ms
M

--- B.B.B.8 ping statistics ---

80 packets transmitted,

55 packets received,

Flags Metric Ref

[=Nalelalalele)

31% packet Tloss

oooooo o

Use

[=Nalelelalel)

Iface
pppo
EPPU

rQ
tunlz2
v1an3001
1o
ppp0
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Operation Mode: Whirel outer Firmware Version: 384. 2 =
f" g:,:ﬁk Internet p )| Wireless router |
p

VPN Status VPN Server VPN Client TOR

General

@é‘) Network Map OpenVPN Client Settings OpenVPN PPTRILZTP

@a} Guest Network Befure.starﬁng ﬂ‘m service make sur.e you properly configure it, including the required keys,
otherwise you will be unable to tum it on.

@ At RN S In case of problem, see the System Log for any error message related to openvpn.

ﬁ Adaptive QoS o

Select client instance 4: NordvPN - VPN - CA-US10 v

1&_ Traffic Analyzer
Service state ON Connected (Local 10.7.7.44 - Public: 91.132.137.70) Reifresh

@? USB Application

< Automatic start at boot time ®ves Ono

3 Aicloud 2.0 Description NordVPN - VPN - CA-US10

/,, Tools Import _ovpn file Choose File FLRill=Relsi:]
Advanced Settings Interface Type TUN v

[ Warete=s Protocol P v
Server Address and Port Address:| 139.28.218.44
Accept DNS Configuration Relaxed
Create NAT on tunnel Oves ® No
Autnentication Settings
Authorization Mode

“ , Firewall Usemame/Password Authentication

Usemame

2 Administration

Password [ B show password
mer t@RT-AC1900U-6610: /tmp,/home/root# route
kKernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
139, 28. 218, 44 255.255.255. 255 UGH 0 0 0 ppp0

o 255. 255, 255. 255 UH 0 0 0 Eppﬂ
192.168.1.0 G 235.255.255. 0 L 0 0 0 bro
1¢.7.7.0 = 235.255.235.0 L 0 0 0 tunl4d
169, 254.0.0 2 255.255.0.0 L 0 0 0 vlan300l
127.0.0.0 iy 235.0.0.0 L 0 0 0 lo
default 0.0.0.0 uG 0 0 0 ppp0

mer tBRT-ACL900U-6610: /tmp/home/root# ping -I tunld4 8.8.8.8

PING 8.8.8.8 (8.8.8.8): 56 data bytes

64 bytes from 8.8.8.8: seqg=47 ttl=117 time=B866.553 ms
64 bytes from 8.8.8.8: seg=48 tt1=117 Time=1191.751 ms
64 bytes from 8.8.8.8: seq=49 ttl=117 time=2292.490 ms
64 bytes from 8.8.8.8: s5eqg=50 ttl=117 time=31483.191 ms
64 bytes from 8.8.8.8: seg=>52 tt1=117 Time=29483.216 ms
64 bytes from 8.8.8.8: seq=53 ttl=117 time=34078.320 ms
64 bytes from 8§.8.8.8: seg=54 ttl=117 time=33078.304 ms
64 bytes from &.8.8.8: seg=55 ttl1=117 Time=32078.228 ms
64 bytes from 8.8.8.8: seqg=56 ttl=117 time=31078.140 ms
64 bytes from 8.8.8.8: seqg=57 tt1=117 Time=30078.070 ms

NordVPN’in Double VPN 6zelligine sahip sunucularindan birine baglandigimda bu


https://nordvpn.com/features/double-vpn/

defa ping siiresinin c¢ok daha makul seviyelerde oldugunu ve web sitelerine
baglanabildigimi gOrdium. Baska bir Double VPN sunucusuna baglandigimda ise bu
yine baglantimin inanilmaz derecede yavas oldugunu farkettim. Iki vpn
sunucusunun OpenVPN baglanti ayarlarini kiyasladigimda, mesaj dogrulamasinda
kullanilan AUTH parametresinin (HMAC digest algorithm) farkli (SHA512 yerine
SHA1l) oldugunu tespit ettim. Tim NordVPN sunucularinin arasindan AUTH
parametresinin SHA1l olanlarina baglanmayi denedigimde baglantinin
yavaslamadigini dolayisiyla bu yavaslamayi tetikleyen unsurun SHA512

algoritmasi ile iliskili olabilecegine kanaat getirdim.

PING slrelerinin gecikmesine neyin sebep olabilecegini LinkedIn lzerinden
sordugumda genel olarak gelen yanitlar; hattin sature olabilecegi, aradaki
yonlendiricinin bozuk olabilecegi, ethernet kartinda sorun olabilecegi, yerel
agda topraklama sorunu olabilecegi, firewall baglanti listesinin doldugu,
sistemin saldiri altinda olabilecegi oldu. Ben de paylastigim ekran
goruntileri ve Linkedin’den gelen yorumlar 1siginda bu gecikmeye neyin sebep
oldugunun bulunmasini, alistirma olmasi adina siz sevgili okurlarima
birakmaya karar verdim.

client - 1 client ~

dev tun 2 dev tun

Proto tcp Proto tcp
4 ®remote 65.168.114.37 443 Fremote 139.28.216.44 443

resolv-retry infinite resolv-retry infinite

remote-random remote-random

nobind 7  nobind

tun-mtu 1500 tun-mtu 1500

tun-mtu-extra 32 tun-mtu-extra 32

mssfix 1450 mssfix 1450

persist—key persist-key

persist-tun persist—tun

ping 15 13 ping 15
14 ping-restart 0 ping-restart 0
5 ping-timer-rem ping-timer-rem

reneg-sec 0 reneg-sec 0
7 =mcomp-lzo no

remote-cert-tls server remote-cert-tls server

#mute 10000 #mute 10000

auth-user-pass auth-user-pass
23 =

verb 3 verb 3

pull pull

fast-io 26 fast-io

cipher AES-256-CBC 2 cipher AES-256-CBC

28 dpauth SHA512

<ca> <ca>
31 ———-- BEGIN CERTIFICATE-——-— ST ————— BEGIN CERTIFICATE-—-——
32 EMITEzTCCATWgAWIBAGIJALMXGgr/IxXUhMAOGCSQGSIb3DOERCWUAMIGEMOSWCQYD 32  #EMITFC3CCAVEGAWIBAGIBATANBgkghkiG9w0BAQUFADASMOSWCQYDVOOGEWIQQTEQ
33 EVQQGEWJQQTELMAKGA1UECEMCUEEXDZANEGNVBACTB]EhbmEt YTEQMA4GA I UEChME 33 feMA4GAIUEChMHTMOYZFZQT{EYMBYGALUEAXMP TGy ZFZQTiBSh2 90 IENBMBAXDTES
34  =ETm9yZFZOTIEQMA4GA1UECKMHTMOYZFZOT] EDMBKGAIUEAXMSY2EtAXMZImS VCmR2 34  HEMDEWMTAWMDAWMFOXDTMIMTIzMTTzNTk10VowOTELMAKGA]UEBhMCUEEXEDAOBGNY
35 EcG4uY2$EMRAWDGYDVQOPEWAOh3JkV1BOMREWHOY JK6 2 ThveNAQKBFhB] ZX J0QG5Y 35  HRBACTBOSVCMRWUEAxGDAWBGNVEAMIDOSVEmRHUE4gUMOvACBDQTCCAL TWDQYIKGZ T

CmR2 cG4u¥Y29tMB4XDTE IMTEYOTE 1MZMwOF 0XDT I3MIEYNZE LMZMWOFowg Z 8 xCZAT 3¢ 4FhvcNAQEBBQADGGIPADCCAGOCGgIEAMKE/BYhyo0F2ups IMXWC 6QvkZps 3NN/ e QF
7 EBgNVBAYTAIBBMOSWCQYDVQQIEWJQOTEPMAOGALUERXMGUGFUYW1hMRAWDG YDVOOK 37 ##kfQIS1gglOaejsKsEnmY0Kaon8uZCTXPSRE1gONGgSD2gixdd ImJUvV3dE3y9FIr
§ EEwdOb3JkV1BOMRAWDGYDVOQOLEwdOb3 TkV1EOMRSWEOYDVQODExJ ¥S11czMubmSy 38 §RRMoDkXACCRodvRIyUS1cfEVF6/UxHebBguzK9ULRES9eJ¥m3rpL/ ShulMCppX 7kU
39 ®=WZHZwbi5jb20xXEDAOBgNVBCkKTBOSVCmMRWUE4xHzAdBgkghkiGIwOBCQEWEGNLGNRA 39 #peQB8dpCwd3iKITgwdlzZudDgsWal0vgzC2H55Iyaz/ 5/ TnCk31Q1UP6BksbbuRcwOV
40 =mbm9yZHZwbiS5ib20wggEiMAOGCSqESTh3DQEBAQUAAR IRDWAWGYEKACTBACDINGO3 40 dpskEDSm6YoWDnn/IIzGOYNFIRZOHSIT2z3] 10BVRIuQUBUVUk fhx 1 FEWhwZigrexXu
41  =m30pesTNGHbIvGD3361y8DY1d6DvalWgkDgdMV+cSARY 1n9dCiLvOMal] 609vETS 41  dpMP+QgM54kezgziJUaZeOM2 zF3lvruMvXDMENe ToJABVO1jw069x08czQCUS IMVmA
42 =mLFcz9HPUSES231bEH3zgNSLO4mMFOUZRIDNA359T1751dhvPWWbDYMLWqytAASDWE i| 42 d#371tv5ECIUShAUWK/9Q012+d/ r6IX0OmIursS8gnCARIgwa3kyZw6e4FABMYT4VDRR

Normal text file

length: 2815 lines: 85 Ln:4 Col:1 Sel:0]0

Unix (LF)

UTF-8 INS


https://nordvpn.com/api/files/zip
https://www.linkedin.com/feed/update/urn:li:activity:6510180033020071936/

oooooo o

mert@RT-AC1900U-6610: /tmp,/home,/root# route

kKernel IP routing table

Destination Gatewawv Genmask Flags Metric Ref
68.168.114. 37 ' 255.255.255. 255 UGH 0
] 235.255.255. 255 UH 0
192.168.1.0 > 255.255.255.0 U 0
10.7.7.0 » 255.255.255.0 u 0
169.254.0.0 * 255.255.0.0 u 0
127.0.0.0 = 255.0.0.0 u 0
default 1 0.0.0.0 UG 0
mert@RT-ACL900U-6610: /tmp,/home,/root# ping -I tunl3 8.8.8.8
PING 8.8.8.8 (8.8.8.8): 56 data bytes

64 bytes from 8&.8.8.8: seg=0 tt1=121 time=416. 562 ms

64 bytes from 8.8.8.8: seg=1 ttl=121 time=163.178 ms

64 bytes from 8.8.8.8: seg=2 ttl=121 time=227.239 ms

64 bytes from &.8.8.8: seg=3 tt1=121 time=163.491 ms

64 bytes from 8.8.8.8: seg=4 ttl=121 time=164.102 ms

64 bytes from 8&.8.8.8: seg=5 tr1=121 time=163. 397 ms

64 bytes from 8.8.8.8: seq=6 ttl=121 time=163.538 ms

64 bytes from 8.8.8.8: seqg=7 ttl=121 time=165.894 ms

64 bytes from &.8.8.8: seg=B tr1=121 time=163. 354 ms

64 bytes from 8.8.8.8: seq=9 ttl=121 time=163.095 ms

64 bytes from 8.8.8.8: seg=10 ttl=121 time=163.285 ms
64 bytes from 8&.8.8.8: seg=11 tt1=121 tTime=180.063 ms
64 bytes from 8.8.8.8: seg=12 ttl=121 time=163.515 ms
64 bytes from 8.8.8.8: seg=13 tt1=121 time=183.941 ms
64 bytes from 8.8.8.8: seqg=14 ttl=121 time=163.153 ms
64 bytes from 8.8.8.8: seg=15 ttl=121 time=164.452 ms
64 bytes from 8.8.8.8: seg=16 tt1=121 Time=239.481 ms
64 bytes from 8.8.8.8: seq=17 ttl=121 time=247.684 ms
64 bytes from 8&.8.8.8: seg=18 ttl=121 time=229.615 ms
64 bytes from 8&.8.8.8: seg=19 tt]=121 time=163. 541 ms
64 bytes from 8.8.8.8: seq=20 ttl=121 time=308.787 ms
64 bytes from §.8.8.8: seg=21 tt1=121 time=163.751 ms
64 bytes from 8.8.8.8: seq=22 ttl=121 time=164.228 ms
64 bytes from 8.8.8.8: seqg=23 ttl=121 time=189.868 ms
64 bytes from 8.8.8.8: seg=24 ttl=121 time=163.761 ms
64 bytes from 8.8.8.8: seq=25 ttl=121 time=163.222 ms
64 bytes from 8.8.8.8: seqg=26 ttl=121 time=163.220 ms
64 bytes from 8.8.8.8: seg=27 ttl=121 time=163.683 ms
64 bytes from 8.8.8.8: seq=28 ttl=121 time=163.683 ms
64 bytes from §.8.8.8: seg=29 tt1=121 Time=163.792 ms
64 bytes from 8.8.8.8: seq=30 ttl=121 time=163.429 ms
64 bytes from 8.8.8.8: seg=31 ttl=121 time=325.651 ms
64 bytes from 8.8.8.8: seg=32 tt1=121 Time=178.039 ms
64 bytes from 8.8.8.8: seq=33 ttl=121 time=163.946 ms
64 bytes from 8&.8.8.8: seg=34 ttl=121 time=163.651 ms
64 bytes from 8&.8.8.8: seg=35 tt1=121 time=163.740 ms
64 bytes from 8.8.8.8: seqg=36 ttl=121 time=340.520 ms
64 bytes from 8&.8.8.8: seg=37 tt1=121 tTime=236. 380 ms
64 bytes from 8.8.8.8: seq=38 ttl=121 time=433.735 ms
64 bytes from 8.8.8.8: seq=39 ttl=121 time=163.266 ms
64 bytes from 8.8.8.8: seg=40 tt1=121 time=163. 345 ms
64 bytes from 8.8.8.8: seq=41 ttl=121 time=163.188 ms
64 bytes from 8.8.8.8: seg=42 ttl=121 time=163.783 ms
64 bytes from 8.8.8.8: seg=43 tt1=121 time=163.224 ms
64 bytes from 8.8.8.8: seg=44 ttl=121 time=163.706 ms
64 bytes from 8.8.8.8: seg=45 tt1=121 tTime=164.327 ms
64 bytes from 8.8.8.8: seq=46 ttl=121 time=163.542 ms
M

--- B.B.B.8 ping statistics ---

47 packets transmitted, 47 packets received, 0% packet loss
round-trip min/avg/max = 163.095/194.426/433.735 ms

Use Iface

1o

[=Nalelelalel)

pppo
EPPD

rQ
tunl3
v1an3001

pppO

Sonug olarak yillarca istemeyerek, sikayet ederek kullandigim Tilgin HG1332

yonlendiriciden kurtularak, giuvenligini kendimin saglayabildigi,

guvenlik

0zellikleri ile dopdolu yeni yoénlendiricime yillar sonra kavusmus oldum.

0zellikle OpenVPN destegdi sayesinde,

alisveris merkezleri,

oteller,

cafeler,

havaalanlari gibi halka ac¢ik alanlarda uUcretsiz olarak sunulan fakat bilgi

glivenligi adina kullanicilar icgin risk teskil eden Ulcretsiz/ortak WiFi



hizmetlerinden faydalanmak istedigimde, evimdeki yodnlendiricime VPN ile
glivenli bir sekilde bilgisayarimdan veya cep telefonumdan baglanabilmek ve bu
riski minimuma indirgeyebilmek de beni fazlasiyla mutlu etti.

Bir sonraki yazida goOrismek dilegiyle herkese givenli ginler dilerim.



