Ev Tipi Tehdit
Istihbaratys

written by Mert SARICA | 1 October 2019
If you are looking for an English version of this article, please visit here.

Yazilarimi okuyanlariniz, Esaretten Kacis baslikli yazimda glvenligini
kendinizin saglayabildigi, glivenlik 6zellikleri ile dopdolu bir yonlendirici
(router) kullanmanin avantajlarindan biyidk bir mutlulukla bahsettigimi
hatirlayacaklardir. Yazida da bahsettigim Uzere DNS trafigini sifreli (Dns
over HTTPS — DoH) hale getirmek icin dnscrypt-proxy aracini kullanmaya
baslamistim.

Termostatlarin akillandigi (smart), akilli televizyonlarin kameralarla
donatildigi, elektrikli su isiticilarinin, dtilerin casuslastirildigi
ginimizde, ev agimiza bagli olup internete baglanan glivensiz nesneler (IoT),
enfekte olmus, zararli yazilim barindiran sistemler, cihazlar glvenligimiz,
mahremiyetimiz ic¢in buylk risk teskil ediyorlar. Hacklenmis, enfekte olmus,
arka kapi iceren ev agimizdaki sistemleri nasil tespit edebilecegim lizerine
disunirken dnscrypt-proxy araci sayesinde ev agina bagli tum sistemler,
cihazlar, aygitlar tarafindan gerceklestirilen DNS isteklerini de kayit
altina alabilecegimi hatirladaim.

DNS isteklerini kayit altina alabildigim noktada Open Threat Exchange (0TX),
Critical Stack gibi siber tehdit istihbarati servislerinden faydalanarak bu
DNS isteklerinde yer alan, alan adlarini ve ip adreslerini bu servislere
sorarak ev agimdaki zararli sistemleri tespit edebilirdim. Vakit kaybetmeden
bu fikrimi hayata gecirmek icin ihtiya¢ listesi Uzerine dusunmeye basladim.

I1k olarak elimin altinda bulunup bu gibi durumlarda her daim yardimima kosan
Mini-PC‘imde calisan Ubuntu isletim sistemi Uzerine syslog-ng paketini
kurmaya karar verdim. Paketi kurduktan sonra gelen dns isteklerini
/var/log/dns-sys/génderenin-ip-adresi klasoéri altindaki tarih.log dosyasina
kayit edecek sekilde ayarladim ve /etc/syslog-ng/conf.d/dns-sys.conf
dosyasina kayit ettim.
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root@ubuntu: /etc/syslog-ng/conf.d# Is
dns-sys. conf
root@ubuntu: /etc/syslog-ng/conf.d# cat dns-sys.conf
i i e i e i
options {

create_dirs(yes);

perm{0640);
3 dir_perm(0750);

Bt i e e e e e e e e b e i e
source s_net {

tep(ip(0.0.0.0) port(514));
; udp(ip(0.0.0.0) port(514));

i e e
destination d_host-specific {
file("/var/Tog/dns-sys/$HOST,/ $DAY- SMONTH-$YEAR. Tog™);

h
filter f_cached { match{"cached"); }; # Filter regex keyword cached
filter f_query { match('query"); I; # Filter regex keyword query
filter f_reply { match('reply™); }; # Filter regex keyword reply
log {
source(s_net);
filter (f_cached);
) destination{d_host-specific);
log {
source(s_net);
filter (f_query);
; destination(d_host-specific);
log {
source(s_net);
filter(f_reply);
) destination{d_host-specific);

Sonraki adimda dnscrypt-proxy aracinin dns isteklerini yodnlendiricinin
syslog’una kayit etmesi icin /jffs/configs/dnsmasq.conf.add dosyasina log-
queries satini ekledim. Ardindan yonlendiricinin bu istekleri syslog
sayfasinda gostermesini saglamak ic¢in Default message log level ve Log only
messages more urgent than degerlerini debug olarak ayarladim ve bu mesajlari
Ubuntu Uzerinde calisan syslog-ng uygulamasina yonlendirmek icin Remote Log

Server degerini Ubuntu’nun ip adresi olarak tanimladim.

mer t@RT-ACL1A00U-6610: /JT1s/configs# cat dnsmasq. cont. add
no-resolwv

log-queries

server=127.0.0.1#65053

mert@RT-AC1900U-6610: /jffs/configs# ||
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: reply wildeard-ru_ssustek_com.akadns net is <CHEME>
: reply ell1860_dscel5_skamsiedge net is 104.101_244_1&5
: dnssec—query[DS] trafficmanager.net to 127.0.0.1
: dnssec—query[DNSEEY] ca to 127.0.0.1
: reply ca iz DNSEEY keytag 48662, algo B
reply ca iz DHSEEY keytag 2134, algo 8
iz DMSEEY keytag 4 4, algo B8
reply ca iz DNSEEY keytag 3 3, algo B
: reply lostrealm._ca is DS keytag 2371, slgo 13, digest 2
: walidation result is SECURE
: reply asuswrt.lostrealm.ca is 174.142_221_134
: reply trafficmanager met is no DS
: validation result is INSECURE
: reply account.asus.com is <CHAME>
susaccount . trafficmsnager _net is <CHAME>
: reply ssoap.japanwest.cloudapp.azure.com is 138_51_27_52
: gquery[ARARA] google_ com from 127.0.0
|

g

B B B B3 B B BRI B B B B

: guery[A] google.com from
dnomasg[253860] : cac google _com is 172_2
dnsmasg[25860] : -0.2.0.0.0.0.0.0.0.0.0.0.0.0.1.1.8.0.2.0.0.4.0.b.8.£.7.0.6.2_1ip%|
1-::200e iz atl2ésli-in-ule._lel0d_net
: query[PTR] 78.0_217 —addr_arpa from 127.0.0.1
dnomasg[25860]: cached 172_217_0.78 is atl26316—in-fl14.1el00_net
dnsmasg[25860] - ched 172.217.0.78 is ougl4s15-in-—f14.1el00.net
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Syslog-ng kayitlarini teker teker incelemeye ve tehdit istihbarati adina
hangi tir kayitlara odaklanmam gerektigine bakmaya basladim. Kayitlarda yer
alan query[A], cached ve reply bilgilerden faydalanabilecegimi 6grendikten
sonra bu kayitlari OTX ile entegre calisabilen Security Onion‘a
gonderebilecegimi dusindim. Security Onion’un 16.04.5.6 isletim sistemini
kurup calistirdiktan sonra logstash servisinin (so-logstash) bir tiarla
calismadigini farkettim. Uzerinde debelenmeme ragmen basarili olamadiktan
sonra alternatif yollar Uzerine arastirma yapmaya basladim.


https://securityonion.net/

root@ubuntu: /etcf5ys1og ng/cont.d# tail -n 20 /var/log/dns- 5{5{192.168.1.1f09—04—2019.10g

Apr 9 21:09:25 8.1.1 dnsmasq[29860] : reply partnerad. ]1.doubleclick.net is 74.125..21.156
Apr 9 21:09:25 192.168.1.1 dnsmasq[29860]: reply partnerad.]1.doubleclick.net is 74.125.21.157
Apr 9 21:09:25 192.168.1.1 dnsmasq[29860]: reply partnerad. |.doubleclick.net is 74.125.21.154
Apr 9 21:09:25 192.168.1.1 dnsmasq[29860]: reply partnerad. 1.doubleclick.net is 74.125.21.155
Apr 9 21:09:25 192.168.1.1 dnsmasq[29860] : query[A] s.w.org from 192.168.1.225

Apr 9 21:09:25 192.168.1.1 dnsmasq[29860]: query[A] widget.engageya.com from 192.168.1.225
Apr 9 21:09:25 192.168.1.1 dnsmasq[29860]: reply s.w.org is 192.0.77.48

Apr 9 21:09:25 192.168.1.1 dnsmasq[29860] : reply widget. engageya. com 15 <CNAME=

Apr 9 21:09:25 192.168.1.1 dnsmasq[29860]: reply widget—engageia edgekey.net is <CNAME>

Apr 9 21:09:25 192.168.1.1 dnsmasq[29860]: reply el5247.dscg. akamaiedge.net is 104.96.141.105
Apr 9 21:09:25 192.168.1.1 dnsmasq[29860]: query[A] www. goog1etagserv1ces com from 192.168.1.225
apr 9 21:09:25 192.168.1.1 dnsmasq[29860]: reply www.googletagservices. com is <CNAME>

Apr 9 21:09:25 192.168.1.1 dnsmasq[29860]: reply pagead46.1.doubleclick.net is 172.217.3.226
Apr 9 21:09:27 192.168.1.1 dnsmasq[29860]: query[A] gatr.hit.gemius.pl from 192.168.1.225

Apr 9 21:09:27 192.168.1.1 dnsmasq[29860]: reply gatr.hit.gemius.pl is 5.135.121.144

apr 9 21:09:27 192.168.1.1 dnsmasq[29860]: reply gatr.hit.gemius.pl is 37.59.195.0

Apr 9 21:09:27 192.168.1.1 dnsmasq[29860]: reply gatr.hit.gemius.pl is 37.187.168.211

Apr 9 21:09:27 192.168.1.1 dnsmasq[29860]: reply gatr.hit.gemius.pl is 149.202.193.219

Apr 9 21:09:27 192.168.1.1 dnsmasq[29860]: reply gatr.hit.gemius.pl is 149.202.204.241

Apr 9 21:09:27 192.168.1.1 dnsmasq[29860]: reply gatr.hit.gemius.pl is 18B.165.145.88
rooﬁ@gbuntu etc/syslog-ng/conf.d# cat /var/log/dns-sys/192.168.1.1/08-04-2019.og | cut -d " " -f 7 | sort | uniq -1
cachne

dnssec-query[DNSKEY]

dnssec-query[D5]

forwarded

query[A]

query [Aasa]

query[PTR]

query[SrRv]

reply

root@ubuntu: /etc/syslog-ng/conf. d#

Twitter Uzerinden ELK kurmam gerektigi ile ilgili bir mesaj paylastigimda

bulut ve hazir ELK sistemlerinden faydalanabilecegime dair mesajlar aldim.

Ubuntu isletim sistemine ELK m1i kursam yoksa bulut bir sistemden mi

faydalansam derken Grok filter ve Translate filter eklentilerine sahip

Logstash‘in bu is icin bicilmis kaftan oldugunu 6grendim.
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Security Onion — OTX entegrasyonu icin gelistirilmis olan securityonion-otx
betik dosyasini kendi ihtiyaclarim dogrultusunda diizenlemeye basladim. bro-
otx dosyasi saat basi OTX'ten tehdit istihbarati bilgisini /etc/logstash/ls-
otx/otx.dat dosyasina kaydetmek icin ayarladim. OTX.py dosyasini da her
saatin 5. dakikasinda otx.dat dosyasindaki zararli URL ve DOMAIN
kayitlarindan sadece alan adi bilgilerini alip Translate filter tarafindan


https://github.com/weslambert/securityonion-otx/blob/master/securityonion-otx

okunacak olan /etc/logstash/translate/0TX.yaml dosyasi olarak kayit etmesini
sagladaim.

root@ubuntu: fetc/cron. d# cat bro-otx

# Jetc/cron.d/bro-otx

#

# crontab entry to manage Bro OTX pulse updates

SHELL=/bin/sh
PATH=/usr/local/shin: /usr/local /bin:/sbin:/bin: /usr/shin: /usr/bin

0 ® ® % % root python fetcf1o?5ta5hf15—ntxfbrn—otx.py == /var/log/bro-otx.log 2=&1
root@ubuntu: fetc/cron.d# cat Ts-otx

# /fetc/cron.d/bro-otx

#

# crontab entry to create Logstash dictionary from oTx file

SHELL=/bin/sh
PATH=/usr/local/shin: /usr/local /bin: /sbin: /bin: /usr/shin: fusr/bin

#f/5 ®/1 % % % prgot python fetc/logstash/1s-otx/0TX.py >> /var/log/ls-otx.log 2=&1
root@ubuntu: fetc/cron. d#

dat

U nano

#fields indicator indicator_type me(a source meta.url eta.do_notice
34bad798c01b4b52d708c1409590ea30 H Alienvault oTxv2 - Tick Group ID: 5cald06890ff2a34699adb68 Author: Alienvault al rary/[Analysis_Report]Tick_:
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547e674376eh0879123F02b91120230 In ILE) Alienvau ck Group ID: 5cald06890Ff2a34699adb68 author: Alienvau Tty al /Tibrary/[analysis_report]Tick_:
82fbdd892b4d3d13c0ab33e82ces37 bssdl’abbszessmsezmlee efe02dif SH Alienvault oTxv2 - Tick Group Ib: ScaldUEE%ffZa 1 Al E://duwn uad.ahn1ab.cum/kr/51‘(
v, aucsellers. com/r im/images/01/35/1s/index. phﬁ Intel::URL v2 - Tick Group ID: ScaldDEEBUffZasAﬁaaadbEE Author: Alienvault  http://download. ahnlab. com/kr /site/library/[Analysis_Repo
v Turwe. com/wp-1includes /images/wlw/ing/site. php Intel: :URI Alienvault OTXv2 - Twck _enodp 10 5ca1d06890FF Author: Alienvault  http://download. ahnlab. com/kr /site/library/[Analysis_Repo
db909c 50b4£3263ef769028d9680a37F tel:: i envault omas © F1ek Group S0 Sen1d06800LE 204 690udbeE AuEhor: Aljenvault  en ://down]oad. ahnlab. com/kr /site/1ibrary/[Analysis_Report]Tick_
cOecl0a8bd525bal0254b857f406ec36 Alienvault oTxv2 - Tick Grouy ID: 5cald06890ff2a34699adb68 Author: Alienvault ittp://down]load. ahnlab. com/kr/site/library/[Analysis_Report]Tick_:
2246524a940683315e657143ff97ee20 Alienvault oTxv2 - Tick Group ID: 5cald06890ff2a34699adb6s Author: Alienvault ittp://download. ahnlab. com/kr/site/library/[Analysis_Report]Tick_
5dec86b6c5cFadahfo7 345935725F20F Alienvault OTXv2 - Tick Group ID: 5cald06890Ff2a34699adb6s Author: Alienvault  http://down]load. ahnlab. com/kr/site/library/[Analysis_Report]Tic
6b5ce7fheddle588Fd61c3ad4720fc7a Alienvault OTXv2 - Tick Group ID: 5cald06890Ff2a34699adb6s Author: Alienvault  http://download.ahnlab. com/kr/site/library/[Analysis_Report]Tick_:
€7323€635841980e38129b3a5a90b0da Alienvault OTXv2 - Tick Group ID: 5cald06890ff2a34699adb68 Author: Alienvault  http://download.ahnlab. com/kr/site/Tibrary/[Analysis_Report]Tick_:
73c79f84361Fc8d74ec53c36e07h39e6 Alienvault oTxv2 - Tick Group ID: 5cald06890ff2a34699adb68 Author: Alienvault ttp://down]oad. ahnlab. com/kr /site/library/[Analysis_Report]Tick_:
7246a7528649333dc64b03e46d84cof0 Alienvault oTxv2 - Tick Group ID: 5cald06890ff2a34699adbés Author: Alienvault ittp://download. ahnlab. com/kr/site/library/[Analysis_Report]Tick_
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wwow, weo-kyousai . com/ex- engme/mudu'\es/cumment/quemes/de'lete(ummen( ?hp Inte RL Alienvault oTxv2 - Tick Group ID: 5cald06890ff2a34699adb6s Author: Alienvault  http://down]oad.ahnlab. com/kr/site/11brar
W, 51C5. ﬂe(/zy/1mages/patter‘ﬂs/pr‘e\ﬂew/de'\e(e(mmmeﬂts php Intel::URL ault OTXv2 - Tick Group ID: 5cald06890ff2a34 Author: Alienvault  http://download.ahnlab. com/kr/site/library/[Analy
L o t/zy/images /colorpicker/s. php Alienvault OTXv2 - Tick Group ID: 5cald06890Ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /site/]1ibrary/[Analysis_Report]Tick_

411bFf0leec6a31d1070863c41al303 alienvault oTxv2 - Tick Grou 5ca1d06890ff2234699adb68 author: Alienvault ://download. ahnlab. com/kr /site/1ibrary/[Analysis_Report]Tick_
53 d16b7bad05afd9e40e99346bboe65 Alienvault oTxv2 - Tick Grouy 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/1ibrary/[Analysis_Report]Tick_:
T92f8bddd9844 2cd2eb7a36e88ccc7 55 Alienvault oTXv2 - Tick Grou| 5cald06890fT2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/1ibrary/[Analysis_Report]Tick_:
a287d48e7 eedsf4cedbalcaas5470bsF3 Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /5ite/]1ibrary/[Analysis_Report]Tick_
ec0ef96943300ef5030245b420dbc706 Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/]1ibrary/[Analysis_Report]Tick_
67b2d7bd0fb606beab60f0c16b93b0e7 Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /site/]ibrary/[Analysis_Report]Tick_
59423b2297242ce272a94bl0a2ff82cl Alienvault oTxv2 - Tick Grouy 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/library/[Analysis_Report]Tick_:
15898db67 61637094007 3d5edf42238b Alienvault oTXv2 - Tick Grou| 5cald06890fT2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /site/1ibrary/[Analysis_Report]Tick_:
ed4234b23043ed1ea20ed01cd028dabs Alienvault OTXv2 - Tick Grou 5cald06890Ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /5ite/]1ibrary/[Analysis_Report]Tick_
eAfElﬂ]Sdeﬁcedda’fbSEeAAESEEESCE Alienvault OTXv2 - Tick Grou 5cald06890Ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/5ite/1ibrary/[Analysis_Report]Tick_

d9ef2bfdae! c1c5d774Fb89b37 Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /site/]1ibrary/[Analysis_Report]Tick_
OffdzdbcsfsdsssblcfdddSfefcbeebl. Alienvault oTxv2 - Tick Grouy 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/1ibrary/[Analysis_Report]Tick_:
50de060bT16898656317eb97c5c1da03 Alienvault oTXv2 - Tick Grou| 5cald06890fT2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /site/1ibrary/[Analysis_Report]Tick_:
2cd50cb6294045¢59212b8e2a5211599 Alienvault OTXv2 - Tick Grou| 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/1ibrary/[Analysis_Report]Tick_!
€981311a895719d0acch12c714F00689 Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /5ite/]1ibrary/[Analysis_Report]Tick_
1fa004dacaf15db97293c86c5963503F Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/]1ibrary/[Analysis_Report]Tick_
8d90282a98f035b0778de6884d7720c0 Alienvault oTxv2 - Tick Grouy 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/library/[Analysis_Report]Tick_:
753ac3700a31f8a68f8ed49385bf72d8 Alienvault oTxv2 - Tick Grouy 5cald06890fT2a34699adb6s Author: Alienvault ://download. ahnlab. com/kr/site/1ibrary/[Analysis_Report]Tick_:
1f2a2d49430583bb89cf72cd07a56370 Alienvault oTXv2 - Tick Grou| 5cald06890fT2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/1ibrary/[Analysis_Report]Tick_:
8e60d4 502c82346100833e33F91¢5728 Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /5ite/]1ibrary/[Analysis_Report]Tick_
e439965F4 5chB69aa00ed43732973a22 Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /site/]1ibrary/[Analysis_Report]Tick_
3dce29291a34bdebfof29404F527¢704 Alienvault oTxv2 - Tick Grouy 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/1ibrary/[Analysis_Report]Tick_:
054cff8c56245c547933379Fal7b1c99 Alienvault oTxv2 - Tick Grouy 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/library/[Analysis_Report]Tick_:
08d651877d26f49e55d017d8al47cced Alienvault oTXv2 - Tick Grou| 5cald06890fT2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /site/1ibrary/[Analysis_Report]Tick_:
Cac0a81 2a1 11 ebnBOIFASTEadT S0 Alienvault OTXv2 - Tick Grou 5cald06890Ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /5ite/]1ibrary/[Analysis_Report]Tick_
61654e3each22abeafaldef5db7F1f57 Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/]1ibrary/[Analysis_Report]Tick_
dcOefOb3fbfed723eeadc353ad2f3e8f Alienvault OTXv2 - Tick Grou 5cald06890ff2a34 Author: Alienvault ://download. ahnlab. com/kr /site/]1ibrary/[Analysis_Report]Tick_
dblbcOb42bed4aeladd09ab50bdclcod Alienvault oTxv2 - Tick Grouy 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/1ibrary/[Analysis_Report]Tick_:
89374b3c99¢3865db68elelc9er 98060 Alienvault oTXv2 - Tick Grou| 5cald06890fT2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /site/1ibrary/[Analysis_Report]Tick_:
da06832bb5e6618b515b61bee7 c2dd58 Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /5ite/]1ibrary/[Analysis_Report]Tick_
1c2bleb6ele33F01e81be5998d08a3sh Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/]ibrary/[Analysis_Report]Tick_
b108df0bd168684F27b6bddea7 37535 Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Autl Alienvault ://download. ahnlab. com/kr/site/]1ibrary/[Analysis_Report]Tick_
e7106830a518149633095247c03e390d Alienvault oTxv2 - Tick Grou 5cald06890ff2a34699adb6s Aut Alienvault //doun]oad. ahn]ab. com/kr/site/library/[analysis_Report]Tick_:
416b2217 3debe86d4a98as8d141a87fdd Alienvault oTXv2 - Tick Grou| 5cald06890fT2a34699adb68 Autl Alienvault //download. ahnlab. com/kr/site/library/[Analysis_Report]Tick_:
7e75d87e6a695ce2a6700725a29f025 Alienvault OTXv2 - Tick Grou| 5cald06890ff2a34699adb68 Autl Alienvault ://download. ahnlab. com/kr/site/1ibrary/[Analysis_Report]Tick_!
a43820F311dbe03183a34c931869F81 Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /5ite/]1ibrary/[Analysis_Report]Tick_
a92f17f5ccc7cF378a64ae8F239acd3d Alienvault OTXv2 - Tick Grou 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /site/]1ibrary/[Analysis_Report]Tick_
068aaedc99a42f224b4509f8d5d30109 Alienvault oTxv2 - Tick Grouy 5cald06890ff2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/1ibrary/[Analysis_Report]Tick_:
3c6e67fC006818363b7ddade90757as4 Alienvault oTxv2 - Tick Grou 5cald06890fT2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr/site/1ibrary/[Analysis_Report]Tick_:
82ec6f2aadf4abb7e05c0c78e9dedc93 Alienvault oTxv2 - Tick Grou| 5cald06890fT2a34699adb68 Author: Alienvault ://download. ahnlab. com/kr /site/1ibrary/[Analysis_report]Tick_:

wWrite out where Ts Justif undo Mark Text To Bracket Previous Back Prev wWord
i Read File Replace To Spe!\['\ Redo copy Text whereIs Next Next Forward Next word




root@ubuntu: /etc/logstash/Is-otx# cat OTX.py
#'fusrfb1nfenv p¥th0n_

# -%*- coding:

# OTX to Logstash Dictionary sScript

# Author: Mert SARICA

# E-mail: mert [ . ] sarica [ @ ] gmail [ . ] com

# URL: https://www.mertsarica.com

#

# Credit: https://raw.githubusercontent. com/TravisFsmith/MyBroElk /master /maliciousIP.py
import re

debug =

def writevamL():
fname = “fetcf1ogstashXTS—otxfotx.dat“
yvamlFile = open(” /etc/logstash/translate/0TX.yaml", "w")
with open{fname) as html:

crti = []
for line in html.readlines():
Tine = re.sub("\\rM\\n", " ", 1ine)
if line.find("Intel::DOMAIN") >= O:
Try:
line = 11ne.5p1it(”\t”}[0]
if Tine not in cti:
cti. al pend(11ne}
if deg
pr1nt Tine. sp11t(“\t“)[0]
yamlFile.write(™\"™ Tine 4+ " NTYESNTT O+ "AWnT)
except:
continue

if line.find("Intel::UrRL") >= 0

Try:
Tine = Tine.split("\t")[0]
line = line.split("/")[0]
except:
line = line.split("\t")[0]
try:
Tine = Tine.split(":")[0]
if Tine not in cti:
cti. Epend(11ne}
if d
print line
yamlFile.write("\"" + Tine + "4": Y'YESY"" + "“n")
except:

if Tine not in cti:
ct1 agpend(11ne}

print 1ine
yamlFile.write("\"" + line + "%": Y'YESY"" + "\n")

yamlFile.close()
if __name_ =="_ main__

writeyamL ()
root@ubuntu: /etc/logstash/Ts-otx# ||

root@ubuntu: /etc/logstash/translate# l|s

OTX. yam]

ruut@ubuntu fetcf1ug5tashftran51ate# head -n 10 OTX.yam]l
"ww. aucsellers. com YES"

"www. Tunwe. com”: "YES"
"patane.myonlineportal.org”: "YES"
"isozaki.sakura.ne.jp": "YES"

"www. wco-kyousai.com": "YES"

"www. 31cs.net”: "YES"

"wwwé. intarnetservice.com": "YES"

"wiww. webmailerservices. com™: "vES"
"go-trust.webmailerservices. com”: "YES"
"www. adobeservice.net": "vES"

root@ubuntu: /etc/logstash/translate#

Logstash’un ayar dosyasi (logstash.conf) lzerinde syslog-ng ile kayit altina
alinan DNS kayitlarini Grok filtresi ile okuyan ve Translate filtresi ile
burada yer alan ip adreslerinden veya alan adlarindan herhangi birinin
0TX.yaml dosyasinda olmasi durumunda e-posta ile alarm gonderen tanimlamalari
yaptim. Ardindan Logstash’i yeniden baslatip OTX.yaml dosyasinda yer alan
www[.]aucsellers[.]com adresine nslookup yaptigimda alarmin basariyla



Uremesini ve bana e-posta ile gonderilmesini saglamis kisaca

istihbarati servisini basariyla hayata gecirmis oldum. :)

ev tipi tehdit

BT Test grok pattems x o+ - X
< C O O Notsecure | gn i /dlo/match#rasul ax omepaAROe @O
@ Hack4 Career. Infor.. [ Linkedin 9 MertSARICA (merts.. M Inbox - mertsarica.,

Some log lines you want to match. Its helps much to use several lines, and to choose lines that are as diverse as possible.
Mar 27 20:15:31 192.168.1.1 dnsmasq[29860]: reply upu.samsungelecironics com is 54.83.144.140
s
The (unquoteds) pattern that should match ]l Iogfile lines. (Please keep in mind that the whale log line / message is searched for this pattern; if you want this
tomatch the whole line, enclose it in * $ or \A \Z. This speeds up the search - especially if the pattern is not found.)
7{SYSLOSTIMESTANP:syslog imestame] %(SYSLOGHOSTsyslog hostname) %(DATAsyslog_program)(?{(EQ pid])?: (replylcached) %
Syslog_ipormost] (is) %6(0 Slog_i
z
Please mark the libraries of grok Patterns from logstash v.2.4,0 which you want to use. You probably want to use grok-patterns if you use any of the others,
since they rely on the basic patterns defined there,
@ firewalls @ aws  bro @ exim @ bind @ haproxy @ linux.syslog # squid @ mcollective-patterns ¥ bacula # postgresql @ java @ maven @ grok-patterns @
edis # nagios ¥ rails # mongodh ¥ ruby # mcollective # junos
You can also provide a library of some additional grok patterns in the same format as the pattern files linked above. On each line you give a pattern name, a
space and the pattern. For example: WORD \blw-+1b
7
Ifyou want to use logstash's multiline filter please specify the used pattern (can include grok Patterns):
z
negate the multiline regex
Mar 27 20:15:31 192.168.1.1 repl om is 54.83.144.140
MATCHED
syslog program dnsmasg[29860]
syslog_hostname 19216811
syslog iporhostz 5483.144.140
syslog_iporhost upu.samsungelectronics.com
syslog_timestamp Mar27:20:15:31 .

root@ubuntu:/etc/ Togstash# cat Togstash. canf 5

input
# stdin { type —=> syslog }

File {
path /var/] 0g/dns-sys/192.168.1.1/%. 1og"
start_position beginning

¥

Filter {
gruk

_‘ h{ m§ss} ge" => "%{SYSLOGTIMESTAMP:syslog_timestamp} %{SYSLOGHOST:syslog_hostname} %{DATA:syslog_program}(?:\[%{PoSINT:syslog_pid}\]1)7: (reply|cached) %{GREEDYDATA:syslog_iporhost} (is) %{GREEDYDATA
sys o 1 por 05T2
3 N dnsmasq”
grok {

= { "message”
:sys'\og queryﬁom)” 3
= "dnsmasq”

translate
Field = "syslog_ E‘mrhost
destination = icious
dictionary_path 7> */etc/logstash/translate/oTX. yaml"®
add_tag => "malicious”

translate {,
i '\d => "syslog_ ﬁmrhos‘ﬂ
destination =

dictionary_path 7> */etc/logstash/translate/oTX.yaml”

add_tag => "malicious

1
mutate {
remove_tag —> ["_grokparsefailure”]

if "dnsmasq” not in [tags] {

drop { T
¥
output {
stdout {
codec => rubydebug
if [malicious] == "vES" and [syslog iporhost2] {
email {

address => "127.0.0.1"

from => "alert@mertsarica.com”

htmlbody => "mMalicious traffic has been detected!<br/><br/>
<b>Destination Domain: </b>%{syslog_iporhost}<br/>
<b>Destination IP: </b>%{syslog_iporhost2}<br/>
<b>Raw Log: </b>%{message}

port => 2

sub]E(( => "Malicious Traffic”

To "mert. sam(a@gmaﬂ com™

use_ ('\5 = fals:

¥
} else if [malicious] == "YES" and [syslag_queryfrom] {
email {
address =>_"127.0.0.1"
from = "alert@mertsarica.com”
htmlbody => "Malicious traffic has been dEtEctEd'<br/><br/>
<b>Source Ip: </b>%{syslog_ qusrgfrum] />
<b>Destination TP or Domain: </b>%{syslog_iporhast}<br/>
<b>Raw Log: </b>%{message}"
port => 25
Subject => "Malicious Traffic”
to => “mert. sarw(a@gmaﬂ com™
use_tls => false

=> "%{SYSLOGTIMESTAMP:syslog_timestamp} %{SYSLOGHOST:syslog_hostname} %{DATA:syslog_program}(?:\[%{POSINT:syslog_pid}\])7:

(query\[A\]) %{GREEDYDATA:syslog_iporhost} (from) %{GREEDYDATA



rooteubuntu: /etc/T sh# 7usr/share/Togstash/bi n7'\o?sta sh

o
WARNING: Could not g'\ﬂd '\Dgstash
Could not find logdj2 configurat
[wWARN ] 2019-04-01 21:47:487681
[INFO ] 2019-04-01 21:47:48.747
[INFO ] 2019-04-01 21:48:36.336
1 .2019-04-01 21:48:46.924
The stdin plugin is now waiting
[INFO ] 2019-D4-01 21:48:47.157
[anFe ] 2019-04-01 21:ds:48.417

—T Togstash. conf

'y_Tocated in SLS_HOME/config or /etc/logstash. vou can specif
Jusr /share/logstash/config/logaj2. propsrt1ss Using default config whidl
unner] multilocal - Ignoring the i

unner] runner - starting Logstash {“ ogstash, version
Pipelineactio reate<main>] pipeline - starting pipelin

yml which 1s typical
ion at path
[Logstash

[Logstash
[converge

for input
[Ruby-0- P Thread-1: /usr/share/'\o?stash/'\Wb/buotstrap/sn\ﬂrunment rb:6
[apw webserver] agent - successfully started Logstash API endpoint { pur‘{—>9600}

h

(:pw‘p eline_id=>"main",
[Converge Pipelineaction: iCreate<main>] pipeline - Pipeline started su:cessfuﬂy {:pipeline_id=>"main"

ent - Pipelines running {:count=>1,

the path using --path.settings. Continuing using the defaults
Togs errars to the console

elines. ym ' file because modules or command Tine options are specified
3 .7.0"}

7pipeTine;workers”

er “pipeline. batch. delay"—>50}
B -

41, pipel inecbatch. size'~>125.

<Thread:0x4aee8f3b run>

:running_pipelines=>[:main], :non_runming_pipelines=>[1}

constant ::Fixnum is deprecated

31 19:17:49 192.168.1.1 Smasq [29860]: reply test.com is 173.194.219.1
/usr/share/Tngstash/vendar/bundTe/]ruby/Z 5.0/gems /awesome_print-1.7. U/'\'\b/awesnme print/formatters /base_formatter.rb:31: warning:
sys'\ng_prngram "dnsmasq”,
age” => 'mar 31 19:17:49 102.168.1.1 dnsmasq[29860]: reply test.com is 173.194.219.138",

u "0.0.0.
“sysleg 1§m hos: est. com”,

,E'\ 9860,

™ " um‘raquwxmwyraassgwtgquLnykva .
"@timestamp” => 2019-04-01T18:49:17.2
"173. 194 219.138",

“syslog_iporhost2”
hos122

"sys1og_hostnan

sys'\og_umastamp "Mar 31 19:17149",
[

{01 “dnsmacq”

“aversion” = "1"
Mar 31 19:17:49 192.168.1.1 dnsmasq[29860]: reply www.aucsellers.com is 173.194.219.138
"syslog_program” —> "dnsmasq”,
“messac ‘Mar 31 19 17:49 192.168.1.1 dnsmasq[29860] :
"host" "0.0.0.
"syslog_iporhost” "y, aucsellers. com”,
"syslog | Em‘ "20860"
omTaquwxwxwyroessswngNzLnykva '
arimesean — 27.
sysTog_iparhost.
Type
"syslog_hostname" 168,
"syslog_timestamp” "Mar 31 19:17!49"
"rags" = [
[0] “dnsmasq”,
[1] "malicious"
"aversion” => "1",
’ "malicious” => "VES"

]
Inbox x

Malicious Traffic ©

alert@mertsarica.com via
tome =

sandbox mgsend.net

Malicious traffic has been detectad!

Destination Domain: www.aucsellers com
Destination IP: 173.194.219.138

reply ww. aucsellers.com 15 173.194.219.

138",

Raw Log: Mar 31 19:17:49 192.168.1.1 dnsmasq[29860]: reply www.aucsellers.com is 173.194.219.1338

4, Reply ®» Forward

Bir sonraki yazida gorismek dilegiyle herkese glvenli glinler dilerim.



