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I have been hearing this question more and more frequently from many people

around me, both those I know and those I don’t know, in recent years: “My
data has been encrypted, they’re asking for money, what can I do? Who can I
get help from?” I see this as similar to the question, “I lost my arm, what
can I do?” from someone who didn’t put on their seatbelt and then smashed
into a wall at high speed. Unfortunately, some mistakes are not easily or
even possible to fix. In the cyber world where encryption malware is running
rampant, if you don’'t regularly back up your data, use strong passwords on
your systems/devices (such as using a combination of upper and lowercase
letters and special characters), and harden the security of your systems, it
won’t be long before you inevitably become the target of someone’s malicious
intent, directly or indirectly. If you look at the security research I’'ve
done from the past to the present, you’ll be able to understand what I mean
better.

Mert bey merhaba, 2 giin 6nce bagimiz geldi, 2 ay 6ncede Istanbuldaki bir
firmaya. Musgteride tum veritabanlarini ve ortak kulannilan dosyalari sifrediler ve
para istiyorlar. Bu konuda 3389 portu haricinde yapilabilecekler, alinmasi
gereken onlemler konusunda yardimci olabilirmisiniz. Vatandaslar Active
Directory icinde kendilerine kullanici yaratip bu kullanici tizerinden iglem
yapiyorlar ve tum event loglari siliyor. RDP tzerinden gelebilmesi i¢in en azindan
en bilindik Administrator sifresini bilmesi gerekiyor. Saglam bir sifreyi nasil
gecebiliyorlar.

In my blog post “Virtual Siege” that I wrote in 2010, I set up a simple
honeypot at my home, and the point I was trying to make with the following
sentence was that the problems faced by end users today in the virtual world
were almost like echoes of what I had highlighted in the post.

“If I were to briefly summarize the information I obtained from the honeypot
records, I would say that the first connection was made to one of the 11
ports on the honeypot within 12 minutes of being connected to the internet,
and in the next 5 hours, a total of 14 different IP addresses from 8
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different countries had established communication with the honeypot.”

In another blog post of mine titled “Air6372S0 Default Account Verification”
in 2014, I tried to draw attention to how user names and passwords embedded
in hardware and software can endanger our security as end-users. In the post,
I also quietly put into action a fake Telnet Honeypot tool that I had
designed to accept incoming connections, which would impersonate itself as
the console interface of an Airties modem. The tool would record anyone
trying to connect using the embedded passwords that were the subject of the
post. After the post was published, a short time later I found that it was
receiving connections from both inside and outside of the country. One of
those connections came from an IP address in England (172.245.61.34) that had
successfully intercepted the name and password of a WiFi access point and was
trying to crack the password. When I thought about the reason behind this, it
was likely that malicious individuals could be building dictionaries of
passwords or could use this information to commit cyber crimes through your
WiFi modem.

“ Batcave X

Telnet Honeypot [http://www.mertsarica.com]

21-10-2016 19:16:36|192.168.1. 38 |Connected!

21-10-2016 19:16:53|192.168.1.38|Username: root
21-10-2016 19:16:53|192.168.1. 38 |Password: SoL_FiBeR_1357
21-10-2016 19:16:53|192.168.1. 38 |Logged In!

21-10-2016 19:16:58|192.168.1. 38 |Ccommand: help

&) Telnet 192.168.1.56 — = -

Aire37280 login: root
Password:

BusyBox v1.14.1 (2011-10-25 17:21:22 EEST) built-in shell (ash)
Enter ‘help’ for a list of built-in commands

# Built-in commands:

: [ alias bg break cd chdir continue echo eual exec exit export
fg hash help j :111 let local pwd read readonly return
hift source test times trap true type ulimit umask unalias
wait
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root@Batcave: /var /www/html /balkupu# cat balkupu.txt
29-12-2014 20:25|88.235.155.239|uUsername: root

29-12-2014 20:25|88.235.155.239|Password: SoL_FiBeR_1357
29-12-2014 20:25|88.235.155.239|Logged In!

29-12-2014 20:25|88.235.155.239|Ccommand: help

29-12-2014 20:25|88.235.155.239|command: ifcoifc
29-12-2014 20:25|88.235.155.239|Command:

29-12-2014 20:25|88.235.155.239|Command:

29-12-2014 20:25|88.235.155.239|Command:

29-12-2014 20:25|88.235.155.239|Command:

29-12-2014 20:25(88.235.155.239|Ccommand:

29-12-2014 20:25|88.235.155.239|Command:

29-12-2014 20:25|88.235.155.239|command: help

10-01-2015 05:38|172.245.61.34|Username: root

10-01-2015 05:38|172.245.61.34 |Password: ds1_2012_Air
10-01-2015 05:38|172.245.61.34 |Logged In!

10-01-2015 05:38|172.245.61. 34 |Command: cat /var/hostapd*
10-01-2015 05:38|172.245.61. 34 |Command: ps ]
10-01-2015 05:38|172.245.61. 34 |Command: cat /var/config.xml
10-01-2015 05:38(|172.245.61.34 |Command: cat fetcfpasswg

Towards the end of 2016, I decided to shed light on the methods used by
ransomeware attackers who were using the encryption method I mentioned in the
beginning of the post. According to rumors, malicious individuals were
scanning Turkish IP blocks with tools such as Nmap, targeting open Remote
Desktop services and performing dictionary attacks using tools such as
Ncrack. I began collecting the necessary hardware for this research without
breaking my budget (in 6 installments).

After collecting the hardware, I ended up with a deception system that had a
2GHz processor, 8GB of RAM, and a 120GB SSD disk. So first, I installed the
free ESXi virtualization system, and on top of that, I installed a Windows 7
(Honeypot) with a fake accounting application to catch malicious individuals
who hack the trap system, and to monitor the network traffic and limit
internet connection. I also installed an Ubuntu operating system (Batcave) to
make sure that the system can’t be used for other crimes. I isolated Windows
7 on the local network and used Ubuntu as a proxy server (with ssl
inspection) to connect to the internet.
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To make the deception system more attractive to malicious individuals, I
began searching for an accounting software to install on the Windows 7-based
system. To decide which accounting software to use, I used information I had

gathered from victims of data encryption and chose Akinsoft’s OctoPlus
software.
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http://www.akinsoft.net/programlar/prg.php?id=WPL6

When it came time to design the tool that would make the deception system a
trap, I created a tool called UAL (User Activity Logger) using Python. It
would record all of the user’s actions on Windows (keystroke logging, video
recording, screen capture, clipboard copying) and sends all information
except the video file every 5 minutes by email. However I decided not to
share the source code for this tool for the safe use of it. To avoid raising
the suspicions of the malicious individuals who connect to the trap system, I
hid various folders, including the Python27 folder, on the operating system.
Then, I changed the name of the compiled UAL.py tool to spoolsv.exe, and

registered it as a Windows service so that it would run again with each

session.
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After setting up the deception system, with an admin password called
accounting, and allowing access to the internet through the modem, I began
monitoring the system for 6 months. During this time, I made many
improvements to the system thanks to the information obtained from those who
fell into the trap. For example, many malicious individuals checked the
modification date of files before encrypting them to see if the accounting
program was actively being used. Although some were able to crack the
administrator password of the trap system using dictionary attacks, it took
nearly 6 months for one of the ransomeware attackers, who targeted
individuals and made the news, encrypting data and leaving a note, to fall
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Bilgisayar korsanlarina operasyon

DHA 03 Temmuz 2013 - 12:13] Son Gilncellerme - 03 Temmuz 2013 - 12:14

[stanbul Siber Suglarla Miicadele Sube Miidiirliigii 3 yil dnce internet iizerinden sirketlerin
ana bilgisayar sunucusuna girerek sistemdeki tiim belgelerini ele gegiren bir sebekeyle
ilgili galisma baglattr.

wADEAEAR -+ =

Ele gecirilen bilgileri sirketin ana bilgisayanndaki tek dosyaya koyan sebeke bu dosyay
sifreleyerek sirket calisanlarimin iginde, ihracat, ithalat, muhasebe ve insan kaynaklarinin
da bulundugu bilgilere ulasmalarnina engel oldular. Sifre karsiliginda sirketten para
isteyen aksi halde sirket bilgilerini internette desifre edecedini belirten sebeke
elemanlari, yetkililerin kendilerine ulasmasi icin bilgisayarda olusturulan dosyada
“‘crypteks@hotmail.com , money4ptr.pan ({@gmail.com” gibi benzer isimlerde 19 mail
adresi birakt. Sebeke, para odeyen firmalara sifresini verirken ddemeyenlerin bilgilerini
bir internet sitesinde yayinlad.

273 SIRKETIN BILGISAYARINI ELE GEGIRDILER YAPTIKLARI 2 HATA YAKALATTI

Polis 2011 yilindan beri yaptidi arastirmada, incelenen 273 olayin 271'inde bir ize
ulasilamadidi ancak 2 olayda yapilan hata sayesinde sebeke ele basi 5.B.ye ulasildi.
Ukrayna'da yasayan Turk vatandasi bilgisayar muhendisi 5.Bnin 3 ay once Turkiye'ye giris
yaptidi belirlendi. Polis 5.B.nin irtibatlanim belirlemek icin sebeke elebasim adim adim
takip etti. Antalya'da bir otelde tatil yapan 5.Bnin yurt disina ¢ikma hazirliginda oldugu
belirlenince 3 aylik takibin ardindan gectidimiz hafta operasyon starti verildi. 10 ilde
gergeklestirilen operasyonlarda 20 kisi gozaltina alindi. Gozaltina alinan 15 kisi polis
sorgusunun ardindan serbest kalirken, 4 kisi savailik tarafindan serbest birakildi. Santaj ve
bilisim sistemlerine hukuka aylan olarak girmek gibi suclardan hattinda islem yapan 5.B.
ise tutuklanarak cezaevine gonderildi. Polis olayla ilgili yurt disinda yasayan baz
bilgisayar korsanlanimin yakalanmasi icin ¢alismalanina devam ediyor.

55 SIRKETTEN 87 BIN 684 DOLAR ALDILAR

Polis sebekenin para aldigi sirketlerle ilgili calismalanina devam ederken, sebekenin, su
ana kadar yapilan tespitlerde 55 sirketten 87 bin 684 Dolar alindid belirlendi. Paralann
sebekenin talebi uzerine Rusya, Ukrayna, Cin Vietnam, Peru gibi Ulkelerdeki hesaplara
havale edildidi belirlendi. Bu Ulkelere havale edilen paralarinda farkl sebekeler aracilig
ile gekilerek komisyon karsiligi 5.B.nin adamlarina aktanldidy iddia edildi.

To be able to know the IP addresses of those who connect to the trap system
and how long they stayed connected, I decided to redirect connections through
Ubuntu (Batcave) instead of allowing internet access to the Remote Desktop
service. To do this, I used the socat tool on Ubuntu to redirect all requests
to port 3389 to the trap system’s port 3389. Since the detailed logging
feature of socat was not practical to read, I also created an additional tool


http://www.dest-unreach.org/socat/

in Python called Socat Connection Tracker to help in monitoring connections.

" Batcave X

SOCAT Connection Tracker [https://www.mertsarica.com]

Connection from: 212.7.217.50
Connection Time: 2016/11/25 00:17:31
Disconnection Time: 2016/11/25 01:02:21
Connection duration: 44 minutes

root@ubuntu; ~#

One morning, I woke up and found that my email inbox had received many emails
sent by the deception system, indicating that someone had hacked the system
while I was asleep. When I connected to the trap system’s console through the
ESXi interface, the first thing that caught my attention was that a new user
named ‘Sys‘ had been created. When I logged in, I saw that the accounting
program’s folders were encrypted and backed up with Steganos Backup 2012
software and there was a note on the desktop. It became clear that the day I
had been waiting for had finally come and the connection was made by someone
stayed connected for 44 minutes which can be seen from the screenshot
provided.
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Merhabalar,

Sisteminizde Snemli oldufuna inandigim bir kisim verilerinizi sifreledis,
Verilerinizi sadece benim geri getirebilecegim sekilde sifreleyip yine sizin sunucunuzda,

*.axx uzantilara ile kendi yerlerinde ya da disklerinizin ana dizininde “yedekler™ ismindeki
klasBrde sakladiktsn soara, orjinallerinin Ozerine veri yazarak geri getirilmeyecek brere sildiam,

Eger verilerinizi tekrar calisar sekilde sunucunuza ylklememi arzu ederseni benimle mnydptr.panggmail.com
e-maili aracilifn ile iletisime geciniz. Yazacagimiz e-sailin konusuna mutlaka ip numaraniza yaziniz.

Sizin sisteminiz icin sizdenbir miktar para talep ediyorum. Anlastifamiz taktirde,

size parayy gBnferebilmeniz icin gerekli havale bilgilerini gBnderecegim.

Bana génderdiginiz paranin yerine ulasip ulasmsdiginin kentrollnd (en ge¢ yarim saat)ysptiktan sonra sistesinize
bajlanip eski haline getirecejim.

Sizi tammiyorus, dolayisi ile size karsi herhangi bir dlsmanligim veya garezim clmadigindan dolay: sizi gereksiz yere
sakantiya sokacak bir asacimin da olmas: simkin defil. Amacim sadece bu fiilimden dolaya belli bir gelir elde edip
sebep oldujum bu rahatsizlifs giderip sizinle yollarima ayirmaktir.

Sunucunuzda *.axx uzantili dosyalar ve / veya varsa sirlcOlerinizin ana dizinlerinde bulunan “yedekler™ klasbrlerini silmeyiniz,
orjinalleri Dzerinde oynayip onlary degistirmeyiniz / bozmayiniz. Bozdufunuz ya da sildifiniz dosyalardan Btirl bilgilerinizi geriye
getiremenskten Stird sorumluluk kabul etmes,

Verilerini sifreledifia isletmenin sorumlulari disinda bilgi islemlerine disaridan yazam kisi veya kurumlarin bu mailime cevap verip
beniale anlasamasalary durusunda isletmenin sahiplerine / ybnetimine ayrica durumu bildirir amacla ulasacagimin bilinmesini fsterim.

Her sunucunun kendisine has sartlari, veri miktara ve tOrd, isletmenin biylklUgl / bilinirligi, verileri sifrelemede harcadigim

ve sonrasinds geriye yOklerken harcayacafim zaman ve sartlara gire paranin bana ul da kull gim Sdeme y lerinin
gerektirdigl

durumlara bagly olarak her isten ayr: bir Ocret talep ettifimden bana “filan yerden su kadar para almissimaz” seklindeki arglmanlarla
fiyatta indiris talebinde bulunmayiniz.

Hard disklerinizden veri kurtarma programlari ile tekrar veri elde etmeyl deneyebilirsiniz, disklerinizi veri kurtarma sirketlerine
gonderebilirsiniz, adli mercilere bas vurabilirsiniz, beni tehdit edebilirsiniz. TOm bunlarin verilerinizi tekrar elde etmede bir
faydasinin

d olmayacaginy size ancak zaman kaybettirecegini, sisteminizi bir an 8nce galisir duruma getirmenin benimle anlagmaktan gectigini

not etmek isterism.

Sunucunuzu eski halime getirdikten sonra size hangl yolla ne sekilde sunucunuza ulastifim ve tekrar bu tir olaylarin basiniza

gelmemesi icin

neler yapmaniz, nelere dikkat etmeni:z gerektifini anlatan bir mail gindereceginm.

Beniale iletisime gegerken hangi sunucudan bahsedildigini anlayabilmem igin konu kismina sunucunuzun dis ip mumarasina belirtiniz.

Upon reviewing the records of the malicious person, I found that he had
downloaded a file named “pr.docx” from a website (likely a hacked one) called
kameder.com.tr. Because the file was a 65 MB document, it seemed suspicious
and I was able to find out that it was a ZIP file. When I tried to open the
ZIP file, it asked for a password. Quickly checking the records, I found that
the password was x. Upon opening the ZIP file, I found all the tools that the
malicious person had used to upload and run on the hacked system. After



finding the password for the “Sys” user in a bat file, I continued to search
for similar files in case it contained the password for my encrypted files,

but found no such file.
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V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL -V><CTRL-V><CTRL-V><CTRL -
V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL -V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-
V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-
V3<CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V3<CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-
Va><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-V><CTRL-
V><CTRL-V><CTRL-V><CTRL-V><CTRL-V>

<CTRL -V><CTRL -V>wwi . kameder . com. tr/dokumanlar/pr.docx h

root@remnux: /home/remnux/Desktop/honeypot

= Local Disk (K)

b Network

File Edit Tabs Help
root@remnux:/# cd home
root@remnux:/home# 1ls
remnux
root@remnux:/home# cd remnux/

root@remnux:/home/remnux# cd Desktop/

root@remnux:/home/remnux/Desktop# mkdir honeypot
root@remnux:/home/remnux/Desktop# cd honeypot/
root@remnux:/home/remnux/Desktop/honeypot# wget www.kameder.com.tr/dokum:
.docx

--2016-11-24 21:54:31-- http://www.kameder.com.tr/dokumanlar/pr.docx
Resolving www.kameder.com.tr (www.kameder.com.tr)... 77.223.129.229
Connecting to www.kameder.com.tr (www.kameder.com.tr)|77.223.129.229]|:80
ected.

HTTP request sent, awaiting response... 301 Moved Permanently

Location: http://kameder.com.tr/dokumanlar/pr.docx [following]
--2016-11-24 21:54:32-- http://kameder.com.tr/dokumanlar/pr.docx
Resolving kameder.com.tr (kameder.com.tr)... 77.223.129.229

Reusing existing connection to www.kameder.com.tr:80.

HTTP request sent, awaiting response... 200 OK

Length: 68230834 (65M) [application/vnd.openxmlformats-officedocument.wol
singml.document]

Saving to: ‘pr.docx’

_ 42%[=======> 1 27.7
[ ™ [rem...] | [Des... [Mroot.. [@ htip:... [@ Antiv...




e —
GO~} rprprrbogr [y

= "t'l'J ] %

Organize ~ Open Share with ~ New folder - O o
¢ Favorites Name Date modified Type o
B Desktop | Drop 16.03.2014 20:52 File folder
Ja Downloads | eraser 15.12.2013 05:53 File folder
%4 Recent Places I Q-Dir 13.12.2013 04:38 File folder
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I noticed that the malicious person had a hard time typing in the password
they had chosen to encrypt the accounting program’s folders due to the trap
system copy-pasting and blocking file sharing. :) After struggling to type in
the long password starting with SEMSIPASA, they had tried a password starting
with KARSIYAKA and failed to type it in, and had finally decided on the
password of DVDASSANAT669-. Without knowing they were being monitored, the
malicious person had planned to encrypt the data and send it via email, but
thanks to the deception system, I was able to decrypt the password with
DVDASSANAT669- and clarify the situation for myself.
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*) Steganos Backup 2012

Fie RescueDisc Settings Help

el steganos Backup

Please select which files and folders you would ke to restore.
Double dick on 2 folder to browse its contents.

You can also go back in ime and browse through old versions of your files by selecting a date below.
Show badaup contents from: [6.11.2018 =] _|ol x|
!& - | larch Local Disk (C:) g
[ Type [ Size | Modied Date I E~0e
@ c\AKINSOFT Folder
Size

< W8 c\AS_YEDEK Folder Ll | I

E @8 c:'\Program Files\Firebird Folder

[

eyl

FM Select Al Deselect Al |
s

In conclusion, in order to combat ransomware, it is important to periodically
backup your systems, store your backups in a secure location, check and
disable unnecessary internet connections, and use strong passwords on your
systems. This will make it more difficult for ransomware to achieve its
nefarious goals in the short term.

Additionally, you can watch the video that the trap system recorded of the
malicious person encrypting the data in the link below.

Hope to see you in the following articles.



