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Systems that perform sandbox analysis have a very important role in
identifying and taking necessary precautions for cyber-attacks that are made
against corporations directly or indirectly. Alerts that arise from these
systems are examined by corporate CIRT's (Cyber Incident Response Team) and
this can sometimes lead to interesting security incidents.

Sometimes it proves difficult and time consuming for security specialists to
find the harmful JavaScript code that creates suspecious activities and
trigger the alarms that are on these systems or on suspecious network traffic
packages (PCAP). One of the primary reasons for this is that, harmful
JavaScript codes are mostly hidden (encoded) in HTTP traffic. This is why,
opening a PCAP file with Wireshark tool and searching for the eval() function
which is commonly found in hidden JavaScript codes is nothing but a waste of

time.

In the previous months, I examined an alert from a system that performs
sandbox analysis and found out that Hurriyet Hackathon’s website was hacked
and the visitors were directed to the following domain name:
uitbracht.kateandoliverswedding.co.uk

Infections Callbacks Blocked Botnets Last CnC Server LastLocation ~ FistSesn  LastSeen

eeeeee

Hackathon (also known as hack day, hackfest or codefest) is where attendants
including computer programmers, graphics designers, interface designers and
project leaders intensely compete against other teams to develop software

projects. (Reference: Wikipedia)


https://www.mertsarica.com/hunting-malicious-javascript/
https://www.mertsarica.com/hunting-malicious-javascript/
https://www.mertsarica.com/su-kaynagi-saldirisi/
https://en.wikipedia.org/wiki/Pcap
https://www.wireshark.org/
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Global_Objects/eval
http://www.hurriyet.com.tr/turkiyede-bir-ilk-hurriyet-hackathon-basliyor-28636943
https://en.wikipedia.org/wiki/Hackathon

Ml Wirezhari. Follow TEP Stream (tcp.stream & 2458) - F-10 =] @ il |
dm @ LORE [« iFEaaam |
[W[ipstreomeazim - position: center |inpo no-repeat |impor cover mo tant; J¢/stylersl--[1F gte IE 8]><link rels"siyleshect” types"texticss™ |+
e - e T Hic & =) e heefa® frwna. Jmectup/style/ess/ied.css® /<l [endif]-->s/heads n
o, Tee Saurce estranen Lo— [T body class"hose page page-id-114 4 tive Je-comp-ver-4.4.2 vo_responsive™s I-
55139 18:46:58.067_ £3.66.162.122 TP sa]| | <1V 18a"kevndo~ styles-positiont momu topt -186ep et mm Saboe o (d:nolncco h e nab egl d. pdoced e
10:46:58. 067 .66.162.122 TCP L - whjswcjdbdtaiazdisp
IR e s b < cudde xc weatced 2
Jetirin e
81.66.162.122 TP 58 i
. 83.65.162.122 HTTR 1475 £ . e e = ,,,‘_,m_,jm. &
- £2.66.162.122 HTTR 78 W et bl o ] e g kbt S i Ja1btaabla e cra ottt ae hafy i b b At
83.66.162.122 WTTP arn be aeahbi, i drb tc mcy csbf b b bia mukci agcgded ndr hc ec o avbe ctae, vcrcteucnm msnmc |
- 83.66.162.122 e 468 Mlodquc ye dcvb ma lbjcye b bance/div:
¥ 516 123 o vazg || fiv i8e"inidg” style="positica: absolute; top: -1942pn; lefe:
el o a5 ||  -1999x">1167101°99% 108 61700743701 +1157 105 7110 100721171157 671 122018491117 118761910 34° 1147 118 5B 457457 34 %447 34° 77783737697 34" 44793755
o o o P - T182°111°114740"191% 1127111 °128"61" 116° 101" 99" 188" 59" 101" 112" 111" 129" 60" 977122 184" 111" 118" 46" 185" 181" 110" lll 116 184°59°180°112°111°120°43°43°41*123* 185 182" 42" 118" 97 118" ABS
BoARE a8 102 111 X 476 Il | +153057+1167 111711474671 17" 1157 101* 114765 183* 181 *118% 1 16746 185* 1 18° 16161 * 1207791827487 971 22" 184" 111 *118°91* 181 " 1121111 116°101*59° 18821
7 00.66.162.122 e 147¢ 1 6! !1 122°184°111*118"46" 186" 161 *118° 183 115" 18445 181" 112" 111° 129" 59" 36° 1 14* 18197 187 *59° 125" 125" 185", lﬂ! *49°118%97° 118", 105 183°97°116°111"114°456° 117115181 ll‘ 65183, lel
- B).66.162.122 TP 1476 | 16*181°99" 18841 *182*117*11E 11561 *183% 185 186 ° 1117454955 1 16"
S5154 18:45:58.067_ 83.66.162.122 e 1476 3405725272157 21°116%61 *116%55" 1087 1017 1097 101 118° 1 16°65% 121773718 |
55155 18:46:58.067_ £3.66.162.122 e 1476 || E 4& 34 157 ﬂ} !l! 119 116°188%111%34%41 45" 185 118" !lﬂ 81 114°72" 84" T? 76°59°111*188°115"115"61" !li lOl 99" 158 59" 108°115° lIS El !lE 181°95" 1I8 59'508 '115°114"118°182"61" 34
1 A"112*111 %1 2661 116° 101" 99" 188°55" 100" 112° 111 * 1 20* 50122 101 * 121 "1 16* 46"~ 2°117°115"118°41°123° 18 I3
Frame $5142: 468 bytes on wire (3744 bits), 468 bytes (““‘ ed (3744 bits} s'l“']l]‘s!'l}}'lal'121'1ls“é")q'm'9?'l!4‘5?'lll'!.8"Gl‘sS'llS'f-a'!al‘l!Z‘ll!'uo'll'ﬁ‘lﬁ'l&?'é&'!“'l!l‘l!i‘ﬂ'él 5755 3! )& 1!8 118*112 60 'S8°58"41"123*195 102 |
Ethernet IT, Src: | D, Dst: Vmware berderfc (80:9)  =49°111°108°115°116°37%183%185° 1061117 41°123°109°115" 11 lI 8% G Bt L6 L A 105 110 103 46 102" 114" 111" 189 6T 184 0T 114767 111 100" 101 "40" 48 40" 122" 189° 1 20° 115 %1 1143
Internet Protocol Version 4, Src: 83.66.162.122, Dst: B2 AT S 16105 15 02106 467310407 L1467 111" 10010165+ 116°40°100°119°115"37"116°105"115-30° 162" 105°46" 108" 101" 116°103 115+ 10441 41-37+50753°53+
+ Transsission Control Protecol, Src Port: http (89), Dst Port: 45311 (45211), Seq: 1| 1257100 e 11°108%11571 an3ea1
Scarce Port: http (80) s 11873147 79116 A AL R TR I A1 107 0576 4 1T 901167 R 101434 93" 40" 100 11571447 1467202741 4041 59/ d b
Destination Port: 45211 (45211) 3ee
{Streas dindex: 2458]
[TCP Segment Len: 418]
Sequence nusber: 1 (relative sequence nusber)
[Mext sequemce number: 811  (relative requence nusber}]
(relative ack nusber)
s728848]
+ 356)
atien disabled
nters |
nnmm (4 bytes, ) No-Operation (NOP), Mo-Operstion (MOP), No-Operstion (WOS), ||
0 50 56 be 20 fc 00 09 O 03 0d 00 05 00 45 00 PV..... ... |
@1 6 36 ea 40 90 BR ©6 59 29 53 42 a2 7a @a 51 Bl Q
20 €3 11 80 56 b3 9b 1s ea €4 ¢ 26 41 51 61 €6 18 i
fooR ds 10O PO PRI 6L O OS5 S5 S0 I 3 ... .
Je 30 30 33 30 36 20 4f b 0d B 44 61 74 65 3
2657 €5 64 2c 20 30 39 20 4d 61 72 20 32 30 31
3620 31 30 32 33 33 3o 38 34 20 47 44 52 8d B
43 6f Gn 74 65 60 74 2d 4c 65 e 67 74 63 3a 20
36 33 32 35 31 od 0a 43 6f Ge Ge 65 63 74 €0 6F
Ge Ja 20 40 65 65 7O 2d 4l G 6P TE S Bd e 56 0
EP6L 30 2BEIN TIITTTEETST2NR
69 70 €5 74 Je €3 6F 6d 2e 74 72 6d 0n 55 52 61 dye ot
67 30 20 23 4b 5B 4 47 4 48 45 4b de 45 4b 57 P $5082, 1 e il 46 v i S nomis] ek e s
57 58 S0 53 50 22 0d @a 53 €5 72 76 65 72 3 20 B : : =
41 70 61 63 68 65 2f 32 e 34 Je 34 20 28 57 63 ApachesI .4.4 (Wi Erire corverssson (8441} = Showdstaes |ASCH v Sheam 2458 5 -
@7 ra | oot st

Like I said above, since it is time consuming task to search for the harmful
JavaScript code inside the PCAP file with Wireshark, I started to think of
ways to automate this process.

I thought it would be semi useful if I prepared a tool with Python
programming language and let it open the PCAP file with Scapy, analyze the
HTTP traffic, find and run the JavaScript code between script tags and then
locate the eval() function. The obstacle I would encounter was how to run the
JavaScript code with Python. Not so long after, I decided to run the
JavaScript code revealed by Python through a headless browser named Phantom]S
which doesn’t have a graphical user interface.

After a short amount of time, a tool which I named JavaScript Eval Finder
came up. When you provide a PCAP file to this tool, it copies the HTML files
that include the script tags into the javascripts folder. After that with the
JavaScript Extractor Tool which works with Phantomjs, sends out an alarm when
it encounters the eval() function in the hidden JavaScript code, and then the
same tool adds the identified JavaScript codes as a comment into the headers
of the previously added HTML files.

After I decoded and inspected the JavaScript code with JavaScript Eval
Finder, I found out that it was a different version of the exploit kit called
Angler which I analyzed it before.
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Beautify, unpack or deobfuscate JavaScript and HTML, make JSON/JSONP readable, etc.

All of the source code is completely free and open, available on GitHub under MIT licence,
and we have a command-line version, python library and a node package as well.
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Beautify JavaScript or HTML (ctr-enter)
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Beautify JavaScript or HTML (ctrl-enter)

After I replaced the encoded JavaScript code hidden in the HTML file with the
decoded JavaScript code, I analyzed it with Firebug addon on the Firefox
internet browser, then I was able to confirm that it was the same code that
directed the visitors to
http://uitbracht.kateandoliverswedding.co.uk/topic/18572-indivisible-arriver-

existences-faroff-prepositions-sunburn-crushing-hittable/


http://getfirebug.com/
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You can download the JavaScript Eval Finder and JavaScript Extractor tools

which I believe, they would be beneficial for CIRT members as one package

from

Hope to see you on the next post, have a secure day.

here.

P.S: This post also includes the solution of the 5th Pi Hediyem Var security

game

;)

Original Article: Zararli JavaScript Avi
Translated to English by: Hiseyin Fatih Akar | Twitter: @thehakar)


https://www.mertsarica.com/codes/eval-finder.zip
https://www.mertsarica.com/pi-hediyem-var-5/
https://www.mertsarica.com/zararli-javascript-avi/
mailto:hakar1@binghamton.edu
http://www.twitter.com/thehakar

