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Windows bagimlisi biri olarak benim dinyamda Linux, hep sanal makina ic¢inde
calismaya mahkum olmustur. Her ne kadar Ubuntu’yu cok seviyor olsamda
aliskanlik ve oyunlar nedeniyle Windows kullanmaya uzun bir sure daha devam
edecegim gibi duruyor. Windows lizerinde debug ic¢in Ollydbg, Immunity Debugger
ve IDA Pro araclarini sikca kullaniyorum fakat sistem Linux olunca GDB
kullanmak gercekten grafik araylzid olmamasi nedeniyle can sikici olabiliyor.

Fakat benim gibi sadece tek bir isletim sistemi kullanmiyor sanal
makinalardanda faydalaniyorsaniz Linux uUzerindeki bir programi debug etmek
icin IDA Pro’nun uzaktan (remote) debug 6zelliginden

faydalanabilirsiniz. Remote debugging, yerel veya uzaktaki ag lUzerinde yer
alan bir sistemde calisan bir programi kendi sisteminiz lzerinden debug
etmenizi saglar bu sayede 6rnek olarak uzak sistemde calisan zararli bir
yazilimi kendi sisteminize zarar vermeden analiz etme imkaniniz olmus olur.

Benim gibi ana sistem olarak Windows 7 kullaniyorsaniz ve sisteminizde IDA
Pro v5.x yuklu ise su adimlari izleyerek Linux Uzerindeki renksiz GDB'ye

guzel bir alternatifiniz olabilir :)

Yazinin daha kolay anlasilabilmesi icin 6rnek olarak Linux icin hazirlanmis
bir crackme programini debug edecegiz. Crackme, tersine muhendislik
becerilerinizi gelistirebilmeniz i¢in internet Uzerindeki gonualluler
tarafindan kirilmak Uzere hazirlanmis programlara verilen isimdir.

I1k olarak Crackmes.de sitesinden cyrex’s Linux CrackMe programini indirelim
ve C:\Program Files\IDA\crackme klasoru icine arsivden c¢ikartilmis halini

kopyalayalim.

Oncelikle uzaktan debug etmek icin Windows sisteminiz lizerinde ida adinda bir
kullanici yaratmanizi tavsiye ederim. Kullaniciyi yarattiktan sonra
C:\Program Files\IDA klasorunu paylasima acalim ve IDA kullanicisini bu
paylasim lzerinde yetkilendirelim. Daha sonra sanal makina icinde yukli olan
Ubuntu’ya gecerek (evet herkes Ubuntu kullanmali :p) bulundugumuz klasor
altinda ida klasoru yaratalim ve arindan smbmount komutu ile az o6nce yaratmis
oldugumuz paylasima baglanarak bu klasdér i¢inde yer alan linux server


https://www.mertsarica.com/ida-pro-ile-remote-linux-debugging/
https://www.mertsarica.com/ida-pro-ile-remote-linux-debugging/
http://www.gnu.org/software/gdb/
http://www.crackmes.de/users/cyrex/linux_crackme/download
http://www.crackmes.de/users/cyrex/linux_crackme/download

programini calistiralim.

root@bht:"# mkdir ida
root@bt:"# smbmount ~~-192.168.1.3-ida ida -0 username=-ida,password=ida,ru
root@bt:"# ls ida

root@bt:"# .ridaslinux_server
IDA Linux remote debug server(5T). Version 1.10. Copyright HexRays Z2004-2009
Listening on port #23946...

Daha sonra Windows'a gecerek IDA’yi calistiralaim ve File menilsiinden Open’a
basarak C:\Program Files\IDA\crackme klasodru icinde yer alan crackme

programini acalim.
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Load file C:%Program FilestIDahcrackmehcrackme as

ELF [E xecuitable]
Einary file

Procsssor type

Intel 8086 processors: metapc j Set

Ainalysi
Loading segment 000000000 % Ensbled
Loading offset 0x00000000 ¥ Indicatar enabled
Options———————————— |
[V Create base for debugging Fendl e e
™ Load resources
[¥ Rename DLL entiies
[~ Manual load Kemel options2

¥ | Fill segment gaps

[ Loading options Frocessor options
I~ Create FLAT group

System DLL dirsctory IE.\Wmduws

Output window ’D—KI - | | Hel | EI‘
Bytes  pages size description it o |
262144 32 8192 allocating memory for b-tree...
65536 8 8192 allocating memory for wirtual array...
262144 32 8192 allocating memory for name pointers...
559824 total memory allocated

Loading IDP module C:Program Files\IDA\procs\pc.w32 for processor metapec...OK
Autoanalysis subsystem has been initialized.
Possible file format: ELF (Executable) (C:%Program Files\IDA\loadershelf.ldw)

odf

['@:00000000  [Down [pisk [

Daha sonra ustteki menuden Debugger’i secelim ve daha sonra Remote Linux
Debugger’1i secelim. Ardindan Debugger menlsinden Start process’i secelim ve
Hostname kismina sanal makina icinde calisan Ubuntu sisteminin IP adresini

girelim.
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7] Functions window O] x 2] IDA Views I X [ HexVisw | X Ji Stuctues | x En Enums | x B Imponts | X 5 Expots | -~
Funetion name [«
R
£ _init_proc
SI__tegister_frame_info Debug application setup: inux B
R
SH_steemp Application [C:\Program Files\IDAcrackmehcrackme: =l
#_scanf
8 dersgister_hame_info Inputfile  [C:AProgram Files\DANcrackmeh cracknne: =l
b
4 —!'bcf—s‘a"—”'a‘" Directory  [C\Fropram FilestDANcrackme |
#_print
A _start Barameters [ =l
b
Bycall_gman stat Hostrame [152.168 2129 =] Pot[zzmE -]
#| __do_alobal_dtors_aus
5 firi_durnmy 1= Password I :j i ) :
R ive name is "gcc2_compiled.”
]| frame_dummy Yl
8] init_durmy
3 main [~ Save network tettings a¢ default
M) _lbe_eeu_init J Crackhe (Level:2) by cyrex ]-\n
b __libe_csu_fini
7 __iB86_gst_pe_thunk_by 0K Cancel Help
R
#| __do_alobal_ctors_aux h e ona oun ToT e ‘
L. pus offset aTodoYouHaveTo get the wval
] init_durmmy_0 A %
i LR _J:J call _printf - =
Al 2 add esp, 18h
| [100.00%  [(46,40)  [(225,11) 00000450 |08048450: main
| B nutput wirdow
Copyright (c) 1990-2009 Python Software Foundation - DCEp://wew.python.org;
IDAPython version 1.2.90 final (serial o)
Copyright (c) 2004-2003 Gergely Erdelyi - http://d-dome.net/idapython/
Propagating type information...
Function argument information has been propagated
The inmitial autoanalysis has been finished.
Fythunﬂ
(AU idle [Down  [pisk: 4GB )

IP adresini girdikten sonra ise Debugger menusinden Start process’i secgerek
debug islemini baslatalim. (Her iki uyari mesajinida Yes diyerek

gecebiliriz.)

Crackme’yi kirmak ic¢in bizden dogru sifreyi bulmamiz isteniyor. Debug islemi
basladiktan sonra Ubuntu’ya bakacak olursaniz ekranda sizden dogru sifreyi
girmenizi istedigini gorebilirsiniz. Buraya rastgele bir sifre girdigimizde

(12345) hata mesaji ile karsilasiyoruz ve debug islemi sonlaniyor.

root@bt:"# mkdir ida
root@bt:"# smbmount ~-192.168.1.3-ida ida -o username=ida,password=ida,rw

rootebt:"# .rsidaslinux_server
IDA Linux remote debug =zerver(ST). Uersion 1.10. Copyright HexRays Z2004-2009

Listening on port #23946...

fAccepting incoming connectionm...

td_ta_new: application not linked with libthread
td_ta_new: application not linked with libthread
—[ Linux CrackMe (Level:Z2) by cyrex 1-

-[ TODO: You have to get the valid Password 1-
Enter Password: 12345

—[ Ohhhh, your =skills are bad try again later 1-
Closing incoming connection...

Amacimiz dogru sifreyi bulmak oldugu ic¢in bunun icin IDA’da Shift 12
tuslarina basarak Strings penceresini acalim ve az once karsilastigimiz hata
mesajinin Uzerine iki defa basarak program lzerinde bu degiskenin tutuldugu

ilgili bdlime gidelim.

Faremizin imlecini char aOhhhhYourSkill[] Uzerine getirdikten sonra x tusuna



basarak bu degiskeni cagiran kod parcasina gidelim.

[§ . IDA - C:\Program Files\IDA\crackme\crackme

Edit Jump Search View Debugger Options Windows Help

File
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| B 20 [Remote Linus dobugg=r =l

|- X | Functions window X

¢ Stings window | - Daviews | % [ Hexviews | x & Stuctues | X/5n Erums | x B8 Inpots | X i Espatts | -
ke [ Length [ Type [ Sting .rodata: @8 048685 align 18h |=|
TSRO0, 00000005 © el Fodata:0ae48500 aCondVouReReady db --f Sood, You',27h," dy to begin 1i ing 1-*,8Ah,0
" rodala080.. 00000028 C [ Linu CrackMe (Levet2) by cyrex [An R iaaaty T MinTONTSISACy [5Eoad;, Nou-27h. re itk bl s I
sodata080.. 00000030 C <[ TODO: Yaou have ta get the valid Pas: :rudata;usuhsﬁFE align 16h £ 5 26 2 Il
.rodata080. . oooooott . Enter PaSSWDId.. _rodata:B8048700 ; char adhhhhYourskill[]
" rodata 080 oooooott © 47ghf6fh37thabaj .rodata: 08048700 aOhhhhYourfhi?® == * r neeee o ~%ills are bad try again later ]-',8Ah,0
" rodata080... 0ooooo=3 . [ Good, You're ready to begin inus reve -rodata: 08048700 N Rename N ; DATA XREF: .text:030484C9To
. rodata: 080, 00000032 . -[ Ohhhh, your skills are bad by again st -rodata: 08048732 Ly Jump to operand Enter
.rodata:g8848732 _rodata Jump in & new window  Alt+Enter
-rodata: 08048732
_data: 08040748 ; Jump in a new hex window
-data:ege49748
-data:e8049748 ; Segment ty| M chartof wefs to
-data:p8@49748 ; Segment pel Chat of crebs by
.data:@aB4o7ue data ARl L 1aTA" useas
.data:p8e4974e e b
.data: 88649746 B Data D
_data:B8840748 X Undefine u bk
.data:B8049740 data_start Sl e s y| : DATA XREF: _ libc csu_init+1BTo
-data:p8a49740 i ; __libc_csu_init+21fo ...
-data:B8@49748 B Add breakpoint F2 ; Alternative name is '_ data_start’
-data: 0204974y i A
1 | | 7 Iw Add write trace | |
Line 70f 7 [o0000700  [08048700: radata:a0hhhho - A2 Wke
ot Add watch
Output window Ell
_Debugger: loaded /1ib/t1s/1686/Cmov/11bc-2. 8. 90.50 Copy address to command line -]
Debugger process has e)ﬂ:ed (exit code 0)
“Char txrefsTi
c:mmand "Chartxrefs Dm' failed
Command "Chartxre’FsTD" failed
Command "ChartXrefsTo" failed
Command “StringC” failed j
Command “ChartXrefsTo" failed B
Fylhud
|»\U: idle Down |Disk: 4GB |Jumptoﬂ1e selected cross reference to operand
E“IDA - C:\Program Files\IDA\crackme\crackme == =]
File Edit Jump Search View Debugger Options Windows Help
iR LY R Sl[gvaete] | ¢ || = & x|
QHIEI*E?:{:}.EJM EEXCE \pTHI—_lajr |2 e
Boen[ o -« NX[94- 8-S UK~/ nH:ﬁ,ﬁi‘?&,ﬁ‘
c»-3|| 51'@ B | £ /i fi || B I B [Femote Lscdebusger ]|
X %) Funclions window X "2 Stings windows | ~ | % [3 wavienwa | x B Haxviewa | x & Stuctres | x/Bn Erume | x BB impens | % 3 Esports | -
Address | Length [ Type | Sting -text:A80848492 call _scanf -
ien0B046.  ODODDOOB C UsDalsl cesl- RG89 add esp,. 16h
©0rodataDB0. 00000028 C  -{Linus CrackMe (Levek2) by cyrex aLexbogs i Ean add esp. UEEEEEEESD SRR
rodata: 080 00000030 . [ TODO: You have to get the valid Pas: _text:B80484A2 lea eax, [ebp-26h]
"t rodata080.. 00000011 C Enter Password: _text:B30484A5 push eax ; s1
.rodata080... 00oooo11 C 47ghf&fh3Tibgbgj .text:p3048406 call _strcmp
" rodata: 080, 00000033 . -[ Good, You're ready to begin inus reve -text:B88484AB add esp, 18h
" rodata080.. oooooo=z . [ Ohhhh, your skills are bad by again lat -Lext:080484AE mnou eax, eax
_text: 03048480 test eax, eax
o
e
! -text:080484BY4 add esp, OFFFFFFF&4h
1 -text:020484ET7 push offset aGoodYouReReady ; "-[ Good, You're ready to begin linux re"...
! -text:B208484BC call _printf
1 .text:930484C1 add esp, 168h
! -text:0204B4CYH jmp short loc_80434D6
] _text:B80484C6 ;
! -Lexi:0804B4C6
: -text: 02048406 loc_BOLBLCH: ; CODE XREF: .text:08o04s4p2Tj
S -text:B2A4BACH add esp, BFFFFFFF4h
.text:930484C9 push offset aOhhhhY¥ourSkill ; *'-[ Ohhhh, your skills are bad try again™...
-text:080484CE call _printf
.text 83848403 add esp, 16h b2
4 | I 0
Line 7of 7 \unuunq@n [0804843D: . text:0804845D
Dutput window EI‘
_Debugger: loaded /11b/t15/1666,/Cmov/11bC-2, 8.90.50 =]
Debugger: process hﬂi exited (exit code 0)
ommand “ChartXrefsT
Command “Char’txr‘e'FsFr*Dm' failed
Command "ChartxrefsTo" failed
Command “ChartxrefsTo" failed
Command "stringc” failed j
Command “ChartxrefsTo" failed o
F‘ythnd
[au: idle Down  [Disk: 4G8

Bu kodun lzerine hizlica g6z attigimizda kullanicidan alinan verinin yani

sifrenin strcmp fonksiyonu yardimi ile 47ghf6fh37fbgbg degeri ile

karsilastirildigini ve dogru olmasi durumunda Good ile baslayan mesaja aksi

durumda Ohhh ile baslayan hata mesajina gittigimizi gériyoruz ve

sifrenin 47ghf6fh37fbgbg oldugunu 6grenmis oluyoruz ve crackme basariyla

¢O6zulmis oluyor.



root@bt:"# mkdir ida

root@bt:"# smbmount ~-192.168.1.3-ida ida -o username=ida,password=ida,rw
rootebht:"# .ridaslinux_server

IDA Linux remote debug server(3T). Version 1.10. Copyright HexRays Z2004-2009
Listening on port #23946...

Accepting incoming conmection...

td_ta_new: application not linked with libthread
td_ta_new: application not linked with libthread
—-[ Linux CrackMe (Level:2) by cyrex 1-

—-[ TODD: You have to get the valid Password 1-
Enter Password: 12345

—[ Ohhhh, your skills are bad try again later 1-
Closing incoming connection...

Accepting incoming conmection...

td_ta_new: application not linked with libthread
td_ta_new: application not linked with libthread
—-[ Linux CrackMe (Level:2) by cyrex 1-

—-[ TODD: You have to get the valid Password 1-
Enter Password: 47ghf6fh37?fbgbg j

-[ Good, You're ready to begin linux reversing 1-
Closing incoming connection...

GOordiguniz lUzere Windows lzerinde calisan IDA ile Linux Uzerindeki bir

programi debug etmek GDB'nin aksine daha kolay ve eglenceli olabiliyor.
Bir sonraki yazida gorismek dilegiyle herkese iyi haftalar dilerim.

Not: Gec¢tigimiz aylarda yayinlanan v6 sirumid ile IDA Pro kullanicilari Linux
ve Mac 0S X uUzerinde GUI arayuzune kavustu.



