IDAPython 1le Otomasyon

written by Mert SARICA | 3 October 2016
Her ne kadar guvenlik arastirmalarinda ve zararli yazilim analizinde hata

ayiklayici/disassembler olarak Immunity Debugger/0l1lyDbg arac¢larini daha
kullanisli bulsam da, bu durum IDA hata ayiklayici/disassembler aracinin
glicini ve yeteneklerini hem bireysel hem de kurumsal olarak g6z ardi ettigim
anlamina gelmiyor. Ozellikle analiz edilen programi kaynak koduna cevirme
yetenedi, cok sayida platform destegi, IDAPython eklentisi , Immunity
Debugger’a gore her daim guncellenmesi ve gelistirilemeye devam edilmesi IDA
aracini benim ic¢in vazgec¢ilmez kiliyor. Hem bu artilarindan dolayi hem de
bankacilik zararli yazilimlarini yakindan takip edip analiz eden bir banka
icin de bankanin lisansli ticari araclari arasindaki yerini istikrarli bir
sekilde yillardir korumaya devam ediyor. Bu yazida O6rnek bir zararli yazilim
analizinde manuel olarak yapildigi taktirde oldukca zaman alabilen bir
islemin IDAPython eklentisi ile nasil hizlandirilabilecegine dikkat
cekecegim. Ayrica bu yazi Pi Hediyem Var #7 oyununun da ¢6zim yolunu
icermektedir.

IDAPython, Python programlama dili ile hazirlamis oldugunuz betikleri
(script), IDA API ve diger Python modillerinden de faydalanarak IDA lzerinde
kullanmanizi saglayan oldukca faydali bir eklentidir. IDAPython eklentisi IDA
Professional ve Starter ticari surumleri ile birlikte yuklu olarak gelmekte,
demo suriminde ise harici olarak GitHub sayfasi Uzerinden yuklenmesi
gerekmektedir.

IDAPython’in kullanimi ile ilgili olarak internette cok sayida olmasa da
yeterli sayida kaynak bulabilirsiniz. Bunlardan Ero Carrera’nin Introduction
to IDAPython makalesini, Ucretsiz The Beginner’s Guide to IDAPython e-
kitabini, Palo Alto’nun IDAPython yazi serilerini Oncelikle okumanizi tavsiye
edebilirim. IDA API kullanimi ile ilgili olarak da Hex-Rays’'in IDAPython

dokimanlarini inceleyebilirsiniz.

Bildiginiz lizere zararli yazilim analizine ilk olarak (c¢ogunlukla) statik
analiz ile baslanmaktadir ve bu adimda zararli yazilim Uzerinde yer alan
karakter dizileri (strings) GNU strings, Sysinternals strings vb. araclarla
incelenebilmektedir. Tabii sizin hangi adimlardan gec¢tiginiz ¢ok iyi bilen ve
ileri seviye siber saldirilarda (APT) kullanilmak lzere zararli yazilim

gelistiren art niyetli kisiler buna karsin bu karakter dizilerinin calisma
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esnasinda (runtime) co6zilmesini (decode) saglayan fonksiyonlar (string
decoder) kullanmaktadirlar. Bu gibi bir durumla karsilastiginizda 6rnegin
zararli yazilim Uzerinde okunakli olmayan (encoded string) 100 tane karakter
dizisi var ise ilk is olarak bu karakter dizilerini ¢6zen ana fonksiyonu
(string decoder) bulmak olmalidir. Hata ayiklayicida (debugger) zararli
yazilimi calistirdiktan sonra cozme islemini gercgeklestiren fonksiyonun
baslangicina ve sonuna kesme noktasi (breakpoint) koyarak coziulen karakter
dizilerini yazmaclardan (register) anlik olarak elde edebilirsiniz. Teoride
uygulanabilir olsa da pratikte her cozilen karakter dizisini bir kenara not
almak veya programin akisinda 5 karakter dizisi c¢O6zdukten sonra anti-vm,
anti-debugger kontrollerine takildigi i¢in sonlanan hata ayiklayici bize
zaman kaybettirebilir. Bu gibi durumlarda IDAPython eklentisi bizi bu

¢ikmazdan kurtabilir.

Konakladiklari otellerdeki Wi-Fi agini kullanan lst diizey kurum
calisanlarinin DarkHotel APT grubu tarafindan uzun yillardan beri hedef
alindigi gectigimiz yillarda haberlere yansimisti. DarkHotel grubunun
kullandigi zararli yazilim ile benzerlikler tasiyan ve Pi Hediyem Var #7
oyununa da konu olan Dubnium adindaki zararli yazilim, Microsoft’un Threat
Research & Response Blog’unda yer alan yazida da belirtildigi lizere karakter

dizilerini gizlemek ic¢in bir fonksiyon kullaniyordu.

Dubnium zararli yazilimi ile iliskili olan ve
0ac65c60ad6t23b2b2f208e5ab8be0372371e4b3 SHALl hashine sahip olan
sshkeypairgen.exe (Pi Hediyem Var #7'de adi adobe-pdf-reader.exe olarak
degistirilmisti.) isimli zararli yazilimi IDA ile inceledigimde, Microsoft’un
yazisina konu olan karakter dizisi c¢dzme fonksiyonuna (sub 1177036) benzer
bir fonksiyonun bu yazilimda da oldugunu gérdim. sub 1177036 fonksiyonunu
cagiran diger (xrefs to) fonksiyonlari listeledigimde sayinin oldukca fazla
oldugunu gordim ki bu durum gercekten karakter dizisi ¢oOzdigline dair bir
isaret olabilirdi.
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I7] Fundtions window 92 x| @ mAvwA © | @ Hecviewt © | Fstingswindow® | @ swucwes © [ @ ewms o [ @ mpets © [ @ Bpos o
Function name * | Address Length Type String =
(7] sub_428960 1ext00429ADC 00000005 c %08x
7] sub_128C40 text00429AF4  0000000A € \WSs\WHs\\%s
f | sub 42BCS0 1ext:00429AF0 00000008 s Yn\jm[hR_
E sub_42BCAD textO0429AFC 00000015 € jLdhlUfeocMjikef
sub_428C00 text00429814  DDDDOOOS (o [OWe
7] sub_428D30 text0042981C  0000OOOE c d_jedVIY(7MKU
(7] sub_428D70 1ext0042982C 00000007 ¢ 99EKAE
(7] sub_42BD90 text00429834  DO0OOOOS c Jihk
7 sub_42BDE0 7 text0042083C 00000009 c DEN:#TEL
(7] sub_42BEED text00429B48  0OODOODA c ~)_AjdzZi_ =
7] sub_428F20 text0042985C 00000006 c NNNN#
7] sub_428FD0 text00429864  0O0DODOC c hkiCj_hL(Wi
] sub_42€030 text00429874 0000008 c L Mbjhx
7] sub_42€110 1ext0042987C  000OCOCB c 9:HEINME)
7 sub_42C190 text00429888 00000007 c 7INF7C
|71 sub 42C1€0 1ext00429890 00000009 c ic_Zlfwd
< RIS L2 1ext00429B9C  000OOODY C +N;$:CS
text00429BA8  DDODOOOE c ssh-2_rsa.pub
text004298B8  0000OOOE c ssh-2_rsaprv
CVECLICITY 2% % ] 1ext004298C8  O00OOOOE € [9Wchdeir_dh
text004298D8  DDDDDOOB C _ddMwd_CF_
| (5] text004208E4  0000001F c hke WUhdUiZZdid ZdUWoh]khUecd N
LR tantNNAIOCNA NANNNNNA G “ Leddii I ZAMIT “hih VileaALILELL
Line 2777 of 6036
& Output window B

Python 2.7.6 (default, Nou 18 2013, 19:24:18) [HSC v.1588 32 bit (Intel)]
IDAPython v1.7.8 final (serial @) (¢) The IDAPython Team <idapython@googlegroups.com>

Using FLIRT signature: Microsoft UisualC 2-14/net runtime
Propagating type information...

YABIAY: propagate_stkargs: function is already typed
Function argument information has been propagated

The initial autoanalysis has been finished.
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7] Fundtions window 90 x| @ IDAVewA O | @ HexViewl 0 | Dstingswindow D | B Stuctres © | D Ewms O | @ Impots © | @ Bpots 0
Fuicti - * .text:004Z3AEY ; char assS5[] =
fanctionpame .text:QO42IAEY4 ASSS db “\Zs\%s\%s' .0 ; DATA XREF: sub_48C23D+43340
LS| sub_42B960 | L text:OO4ZIAEY ; sub_4BC290+49D0
£ sub_428C40 * . text:BO4ZSAEE align 18h
sub_42BCS0 ° . text:00429AF0 ; char aVeljceHr_[] =
<ub 42BCAD .text:DO429AFD aVeljceHr_ db "Veljce(hR_",0 ; DATA XREF: sub_4BCBAS+C140 =
= . text:BO429AF ; sub_MBE3ES*EC40 ...
|£] sub_426C00 * . text:0O429AFE align 4
|£] sub 428030  text:O04Z9AFC ; char aJ_dhi wjik[]
Lf | sub_42BD70 .text:00429AFC aJ_chiuEcSCmjik db °j[_dhIU{eo3[)cMjikef' @ ; DATA XREF: sub_USCEAS+DCL0
1| sub_428D90 . text: 0O429AFC ; sub_USU490+9340 ...
% sub_42BDEO ° _toxt:00423811 align 4
suby_42BEEQ 5
7| sub_428F20 (5] xrefs to aveljceH. & - . . ————
é “:—:ég;&"g Direction Ty Address Text
sub 1 BT -
7] sub_42C110 - .. 0 sub 48C8A5+C1 mov  ecx, offset aYeliceHr ; "Yeljce(hR_'
sub_-ﬂclgo .. 0 sub 48E3E5+8C mov  ecx, offset aYeljceHr ; “Yeljce(hR_~
sub 42C1E0 o sub 494490483 mov  ecx, offset aYeljceHr_ "Yeljee(hR_~
F| sub 42280 o sub 4945C6+83 mov_ ecx, offset aYeliceHr ; “Yeljce(hR _~
B a 2310 sub 494CC9+91 ecx, offset aYeljceHr ;
7 suh-42C350 0 sub 498630D+E2 mov  ecx, offset aYeljceHr_; “Yeljce(hR_*
7 sub 42C3C0 o sub_49883B+7F mov  ecx. offset aYeljceHr_; “Yeljce(hR_"
; sub_42C3F0
b ACAAN
<« m Y
[ ox [ concel || search |[ mep | 5
= Output window Line 5 of 7 -

Python 2.7.6 (default, Nou 10 2013, 19:24:18) [HSC v.1500 32 bit (Intel)]
IDAPYthen w1.7.0 final (serial @) (¢) The IDAPython Team <{idapytheonBgecglegroups.com?

Using FLIRT signature: Micresoft UisualC 2-14/net runtime
Propagating type information...

HAGIAY: propagate_stkargs: function is already typed
Function argument information has been propagated

The initial autoanalysis has been finished.
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7] Functions windaw o2 x| [ aviewA O | @ HexViewl © | Sstingswingow s | @ stucwes © [ @ Ewms o [ @ impets © [ @ EBpons
Function name ; = =

%Su:_:i:gﬁg : START OF FUNCTION CHUNK FOR sub_Y34CC3
sul
7] sub_428C50 loc_4B2ES8
L sub_42BCAD sub_%94CCY proc near lea wcx, [ebp-524h]
7| sub 428C00 i} ?_Tidy@?Svector@PaXU?3al locator@PAX@stda@astdy
=7 cub 428030 var_S44: duord ptr -54lh ; END OF FUNCTION CHUNK FOR sub_loyccs
Lo Suo var_524: duord ptr -524h
Lf] sub_ 428070 var_520: duord ptr -526h
L sub_42BD30 var_51C: dword ptr -51Ch
|f | sub_42BDEO Strimgs byte ptr -518h
Lsub_ﬂBEEO Dstz byte ptr -517h
i var 40F= byte ptr -dcFh
var_40F: byte ptr -

% ::-:sz;c;g var_18= dword ptr -18h
- - var_C= dword ptr -8Ch
é 9‘”:_:;3;8 var_4= dword ptr -4

su
Flsub 42C1E0 B ; FUNCTION CHUNK AT 904B2ESS SIZE 000ODOOE BYTES)
Ll

m | N
push OFFFFFFFFh
push effset SEH_494CCO

A Graph overview o & x mou eax, large fo:0
push eax
sub esp, SICh
mou %, ___Security_cookie
xor %, esp

100.00% (-134,-20) (993,18) 00094166 00494D66: sub_434CCI+9D (Synchronized with Hex View-1)
[ Output window o & x
-

Pythen 2.7.6 (default, Neu 10 2013, 19:24:18) [HSC v.1500 32 bit (Intel)]
IDAPYthen w1, 7.0 final (serial @) (¢) The IDAPython Team <idapythenBgeoglegroups.com?

Using FLIRT signature: Mieresoft UisualC 2-14/net runtime
Propagating type information...

HAG1AY: propagate_stkargs: function is already typed
Function argument information has been propagated
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The initial 1ysis has been fi
ey
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[7] Functions window 08 * @ DAViewA O | @ HexViewl D | Pstingswindow 2 | @ strudures © | @ Enums ) | @ impets @ [ @ Epots
F . - lea eax, [esp+S3Chtuar _HOF]
Eunction naine & push  3FFh : Size
Lf | sub_42B360 push ebx : Ual
f | sub_42BC40 push eax : Dst
Z suby_42BC50 call _memset
|f| suby_ 42BCAD T“ P ? WP S,
4 ea x, [esp ring
i sub_426C00 moy ecx, offset a¥eljceHr_ : "Yeljce{hR_"
£ sub 428030
A - moy ebp, ebx
£ sub 428D70 push  185h : int
7] sub_428D90 call  sub_497036
Z sub_42BDEO lea edx, [esp+Shbhtuar_410]
£ | sub_42BEEOD moy [esp+S4lh+uar_S44], 400h ; int
7] sub_428F20 mou ecx, offset duord_H2ASFO : Str
7 sub-GZBFDCI call sub_497038
1 eub 42C020 lea eax, [esp+S4lhtuar_524]
£] sub push eax : int
sub_42C110 lea edx, [esp*S4shtuar_418] : 1pString
sub_42C190 lea ecx, [esp*S48h*String] : lpString
flsub 42C1E0 1 call sub_499538
| m 3 mou esi, [esp*S4sh+uar_524]
add esp, BCh
test eax, eax
A Graph overview o & x iz short loc_494DB4
¥
i eax, [onpfssl:nfum-_szall
100.00% (-134,1101) (665,3) 00094166 00494D66: sub_494CCO+9D (Synchronized with Hex View-1)
& Output window o8 x

-

Python 2.7.6 {default, Now 10 2013, 19:24:18) [HSC v.1500 32 bit (Intel))
I0APython v1.7.0 final (serial 8) (c¢) The IDAPython Team <idapythonBgooglegroups.com>

Using FLIRT signature: Microsoft UisualC Z-14/net runtime
Propagating type infermatien...

HAGIAY: propagate_stkargs: function is already typed
Function argument infermation has been propagated

The initial auteanalysis has been finished.
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_ﬂFunulunsMndDw O & x| 03 IDAViewAa B T Hex View-1 I £ Strings window ] @ Structures ! Enums [ & Imports | [#  Exports
[ Funct - lea eax, [esp*S3Chtuar_4OF]
hdoisoieilt Ll = push  3FFh : Size
| IL sub_42B960 push ebx : Ual
| L] sub_42BC40 push eax Dst
| L£] sub_42BC50 call _memset
| [ sub_42BCAD ;“ .:p' i +S40R+String]
| b ' ea edx, [esp ring
E %w‘;_q;gg;g mew ecx, offset aVeljeeHr_ : "Veljce(hR_"
| f SR mou ebp, ebx
!Lsub_-ﬂBD?O push 105h : int
| L£] sub_42BD30 call sub_497838
| ﬂsub_dzlmm lea edx, [esp+Shlnhruar_4108]
i zs‘”b 42BEED mou [esp*SH4h+uar_S44], 488h : int
| 7 sub 428F20 mou ecx. offset dword_42A8F : Str
L) sub.
7| sub_428FD0 call sub_497838
| %
| lea eax, [esp*SHih+uar_524]
fra prpesses - 2 —
|| &1 s to sub_497036 - ept—— ]y s
| [7] sub_a2cto0 B refs to b S o= et
I ‘f; 54-:: 42C1E0 3 e Direction Ty Address Text o
=1l p sub 48BE8E+16F call sub 497036 -
SlUp p sub 48C087+6D call  sub_ 497036 =
& Graph overview o & x = P sub_48C087+9A call  sub 497036
= P sub48C087+AC call  sub 497036
p sub_48C19D+56 call  sub 497036
p  sub_48C19D+68 call  sub_497036
100.004 p sub 48C19D+9A call  sub 497036
= p sub_48C19D+AC call sub_ 497036
= Output window P sub48C29D+192 call  sub_497036 Saee
= b_48C29D+1CF Il sub_497036 -
Pythen 2.7.6 (default, Nou 10 2013, 19:24:18) et S Sihaoa
IDAPYthon v1.7.0 final (serial @) (¢) The IDARY - P = i
F s ; p sub_48C29D+23C call sub_497036
Using FLIRT signature: Microsoft UieualC 2-14)) & p  sub 48C29D+24F call  sub 497036
Propagating type information. .. . p sub_48C29D+262 call  sub_ 497036
H4AGIAY: propagate_stkargs: function is already p sub_48C29D&275 call  sub_ 497036 =
Function argument information has been propa : p sub_48C8AS5+CE call  sub 497036 =
The initial autoanalysis has been finished. P sub 48C8AS+EL call sub 497036 -
i_ Python p sub_4BCBAS+F4 call sub 497036
AU i‘ale Down  Disk: 20GB p sub_48CBAS+1B8 call  sub_ 497036

Dogrulama adina sub 1177036 fonksiyonunu ¢agiran fonksiyonlardan sub 1174CC9

fonksiyonu Uzerinde ilerlemeye karar verdim. Karakter dizisini c¢6zen

fonksiyonun 6ncesine (ecx yazmacina Yeljce(hR degerinin kopyalandigi) ve

sub 1177036 fonksiyonunun c¢agrildigi (call sub 1177036) komutun sonrasina

(lea edx,

(debug) adimina gectim.
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B & x % General registers

B V111 Y 111110111111 1T W m
Library function il Data [l Reguler function [ Unexplored Il Instruction © External symbol
Debug View 0 | ® Structures Enums
T IDA View-EIP 0 .

push  3FFR ; Size

push ebx ; Val

push eax : Dst

call _memsat

1w o
100.00% (-153,1117) (786,119) 00094156 01174D56: sub 1174CCH

& Hex View-1
81174D18
81174028
81174038
81174048
91174058
81174060
81174D70
61174088

00094150 01174D50:

o] window

BrirUBLY: 108890 L \BINGOWS\3USHUNSY\ErUCLL. 011
GEEIDO0D: loaded C:\Windows\SysWOWE4\Wksell.dll
77018808: loaded C:\Windows\SysWOWE4)\imm32 d11
TSEFO000: loaded C:\Windows\sysWwoWwei\msctf.dll

sub_1174CC9487

POBSRC: loading symbols for 'C:\Users)\Mert\Desktop\dubnium\sshkeypairgen. exe’ ..
POB: using DIA d11 "C:\Program Files (x86)\Common Files\Microsoft Shared\UC\m

POB: DIA interface version 9.0

[ Python |

AU}___\idle Down Disk: 20GB

SC 24 18 89 5C 24 1C 89 5C 24 20 89 9C 24
00 00 8D 4% 24 25 8 0% ©1 99 80 53 50 B8
30 EB 5A 66 60 80 83 C4 BC 88 9C 24 2C
8D 84 24 20 ©1 60 BB 68 FF B3 B0 B8 53
83 C4 85 8D 5% 24 28 BY FO %A
EB 68 65 01 00 00 E5 CB 22 00 80 8D 94
60 60 CT 04 24 00 0% 00 00 BI FO AG 10
22 60 60 8D 44 24 20 50 8D 34 24 38 O

38
=
a8

edx, [esp+344htvar_410
[esp+Shdh+var_S44], 481
ecx, offset dword_1186A:
sub_1177036

eax, [esp+Silhtuar_ 524
eax ; int
edx, [esp+SUBh+u, 18

FAARAEHORACheSanl

\$.6\S. 8\ 8088,
...D$Th... _SP&\$
s, ..

+8D (Synchronizeu wiwn oiry

diage.d1l”

o
L
coocoooOOO

[EAX @O4EFSDD % Stack[00OBGACE] . GOUEFSDD

2 Modules
Path
& cau

.y

0 W0 T WW LU —

[esp+554h+var 410]) kesme noktasi koyduktan sonra hata ayiklama

el b (1]

3 Threads

Decimal

2760

Mert\Desktophdubni

Hex
Ace

CAWindows\ SvsWOWE4\whksclidll
i

State
Ready

m

exe

«[m»

@ Stack view B & x

BOYEF4BA
BB4EF4B4
BO4EF4BE
BO4EF4BC
BOYBF4CH
BOYBF4CH

795DC: =
BO4EFI
eee8e
BOUEFI
010E0!
BOUFO

UNEN' 0046 (Sym: ~
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Library function [ll Data [l Regular function Unexplored [ Instruction External symbol

| Debug View [ +] @ Structures ] L] Enums.
[T DA View-EIP O & x i General registers o & x
push  3FFh [EAX 08008001 W s 1 :]
push obx [ Modules 0o & x
Path -]
%C\l' Mert\Desktop\dubniumisshkeypairgen.exe =
C \Wmduws\S\rsWOWM\wksch dll = |
mov  ebp, ebx [esp*SHOh+String) : [Stack [0000DACE] : 004GF4DO] k)
push 165h " i int db ]
call sub_117703 db [:]
lea  edx, [esp*Silh+var_10] a0 3 Threads L L)
mou [esp+S4dh+uar_S544), 4OE db [:] :
mou ecx, offset dword_118A8 db 72h ; r el e S |
call  sub_1177036 db 6Fh : o [B2760  ACB  Ready
lea eax, [esp+Shihtuar_524] db 6Fh : ©
push eax ; int db T4h : t
J.u ndl. [usp*S'lah*wr 18] db SCh :
1 A4S UERAE e Tnnl db &3h : ¢
100.00% (-153,1117) (791,121) 00094166 01174D66: Sub_ 1174ccs15D (Synchronizeu wivu wies |
] Hex View-1 0 # x O StkvewD # x
01174010 SC 24 18 89 SC 24 1C 83 5C 24 20 89 9C 24 38 05 \$.8\$.9\§-ecds. -~ BoycF4As RN .
01174020 €0 00 80 4% 2% 25 68 04 01 00 00 53 50 86 5C 24 ...D$%h....SPa\$ OO4EF4AC  0O000] -
01174030 30 ES S5A 66 00 00 83 C4 OC 88 9C 24 2C £| 0o46F4B0  TISDCIS
01174040 8D 84 24 20 01 00 00 63 FF 03 00 0O 53 BBYEF4BY  GOUEFI
e117405¢ FICEHEEE 63 C4 08 8D 5% 24 28 BY FO 9 OOYEF4BS 00000
01174060 EB 68 05 01 00 00 E3 CB 22 00 00 8D 94 OO4EF4EC  OO4EFI
01174070 €6 00 C7 04 24 00 04 00 00 B9 FO AS 10 Ll ¢--Fl SO4EF4CO  010E01
01174080 22 60 00 80 44 24 20 50 D 94 24 38 O1 00 00 80 “...D$-P.8$6.... UNEH: 0046 (Syn: ~
00094150 01174D50: sub_1174CCI+87 > »
& Output window D& x

BrIrUUUE: 108090 LI \W1NGUWS\IUSHUNDI\SIVELL . 0L
GEE0000: loaded C:\Windows\SysHOWG4\Wkscli.dll

T7010000: loaded C:\Windows\SysWOWG4\imm32.d11

TSEFO000: loaded C:\Windows\sysWwowG4\msctf.dll

PDBSRC: loading symbols for *C:\Users\Hert\Desktop\dubnium\sshkeupairgen exe’ ...

PDB: usmg DIA d11 “C:\Program Files [x86)\Common Files\Microsoft Shared\UC\msdia98.dl1"
] interface version 9.8

L [ python
AU ldle Down  Disk: 20GB

>

4«

sub 1177036 fonksiyonu cagrildiktan sonra c¢Ozilen karakter dizisinin (string)

EDI yazmacinda (register) yer aldigini gdrdim.

] - %. BDQ:H' 1‘3 WHF Sdcd O BY &
.0 lIEIE“m.“.m‘.E.?III.SEIEEI—AIE“EWI-ﬁ‘ﬁI

Library function [ll Data [l Regular function | Unexplored [ Instruction |~ External symbol

D — %

| Debug View [+] m Structures ] . L] Enums. E
[T IDA View-EIP L o D & x i General registers D& x
push 5 [EAX 08000991 L A s
push ebx & Modules o e x
push eax A|
call _memset Path
add esp, & CA\Users\Mert\Desktophdubni shk . E
- ypairgen.exe
e c\w.ndows\5vswows4\wks:|.d|| A
mow ebp, ebx & |
push 1685h ; int
;::; -u_b__n:n'ress. : - Th =
mou [esp+S4dhtuar_544], 40Bh : int .
mou  ecx, offset dword_.110ABFO : Str Uecinnl e S |
call  sub_1177636 2760 ACB Ready
lea eax, [esp+Sh4htuar_524]
push eax ; int
lu edx, [esp+34Shtuar saad - -
1n e -
100.00% (-153,1117) (718,330) 00094166 01174D66: suh 1174655-#91]‘(;;;‘:;1; S'Jumpw_adflress “ |
G Hex View-1 Jump address 4644l M 0 x |DStadvewt & X
81174D10 SC 24 18 89 5C 24 1C 83 5C 24 20 89 9C 24 36 65 \§.9\$.#\$-ecss. ; - 00000 I8
61174020 ©0 00 8D 4% 2% 25 68 0% 01 00 00 53 50 88 5C 24 ...DiZh.. \s 0K | Cancel | Help | 00000:
01174030 30 E8 5A 66 00 00 83 C4 OC 88 9C 24 2C 01 00 OF2f..5-.468,...] | J £ 0oueF4BO  T95DCI=
01174040 8D 84 24 20 01 00 00 68 FF 03 60 00 53 50 ES 8§ OO4GF4BY  OOYEFI

GO4EF4EE 00000
o1174De0 [IJ 68 05 01 00 00 E3 CB 22 00 00 8D 94 24 34 GOYEF4EC  GO4EFRI
01174076 ©0 06 C7 04 24 00 04 00 00 B9 FO A8 10 01 E8 BOYEF4CO  @10EM
B1174089 22 90 80 80 44 24 20 50 8D 94 24 38 01 €0 09 UNEN: 0046 (Syn: ~

00094160 01174D60: sub_1174CC3+97 * 4 L3

7 Output window D& x
FUDORL: 10BUING SYNDOLS TOr L :YUSErS\ner T \U@SKIOp \OUDN1UR\SSNKEYpairgen. vxe

PDB: using DIA d11 “C:\Program Files [x86)\Common Files\Microsoft shartd\uc\nsdiase d11”
PDB: DIA interface wersion 9.8

Python>GetReglalue( 'edi')

4650196

Pgthm) hpx( GetRegUalue( 'edi'))

BxUEFU

[ python |
AU;_ Ldle Down  Disk: 20GB

a
30
01174D50 €6 00 00 §3 C4 08 8D 5% 24 28 B9 Fo 9a 10 01 [
a1
B3
80

1 [m




File Edll Jump  Search View Debugget Options  Windows Help

P @ O Local Wi ® @ 3°0%c AF FFE S 0 EY B
T W Illl IE VTN UTTRREEN (U UNO T OO T OO 000 n 0 0 TN O TRND TN DTN OO —
Library function [ll Data [l Regular function Unexplored Instruction External symbol
Debug View a L1} Structures @ Enums
[T DA View-EIP oy . i O # x i General registers D e
push  3FFh ; Size EAX 00000001 % 2l 1
push  ebx : Ual & Modules o &
push eax : Dst
call memset Path
add esp, & 8 CaUsers\M rt\Desktop\dubni L B
= gl C phdubnium; ypairgen.exe

Zal S il CAWindows\ SvsWOWGE4\whscli.dll
mou ebp, ebx 1 L 2

push 185h ; int

s |call  cub_ 1177036 B Threads o e

lea edx, [esp+S4ih+var_410]

mou [ecp*S4dh+uar_S44], 400h ; int Decimal Hex State
mou ecx, offset dword_11BABFB : Str i
call  sub_1177036 [ 2760 ACB Ready
lea eax, [esp+S4dh+uar_S2u]
push  eax ; int
lea edx, [asp'S‘lBh uar I<IB] H lpStrlng
- e PR iy
100.00% (-153,1117) (718,330) 00094166 01174D66: sub_ 1174cC355D (Synehronized with £18)
& Hex View-1 0 & x [GStadkviewD & x
0B46F490 ©6 B0 66 00 CO CZ 50 79 EO F9 46 0O 84 2F 19 01 ... .+- ]ga F. y eo4sFuns [TIEH .

| »

BEMEF4AC 00006
=l po46F4EO  TISDC!
DONGF4BY  OO4EFI
DOYGFYEE 00000

Be46F4A0 FF FF FF FF 6B 4D 17 01 ©5 @1 ©0 @@ FF 03 00 @8 -+~
BE4EF4ED 28 C2 5D 79 1C FA 46 60 0% 81 B0 9@ 54 FC 46 00
DO4EF4CO 90 00 OE O1 4E 00 4F 00 00 60 0O ©0 00 00 00 @0 ... .N.O...
OO4EF4D0 90 00 0D 00 T2 6F 6F T4 SC 63 69 6D 76 32 00 00 . ...

PO4EF4YED 9O 00 00D 00 00 0GP 90 00 ©0 B8 00 99 90 80 @0 e9 . BOYEF4BC  BBYEFI
BBY4EFYFD m 60 00 00 00 09 00 G0 OO0 B0 00 99 90 00 00 68 . ... | BOYEF4CE  B10ESM
BB4EFSE0 90 B0 00 00 00 60 00 90 OO B0 0O OO 60 60 00 68 . ... UNEN: 0046 (Syn:

UNENOWN 0046F4F0: Stack(00000ACE] :0046F4F0 v 4 L3

& Output window =]
FUBMKL: 10S01NG SYUNDOLS TOr  L:\USErS\MerC\USSKIOP \OUDNIUM\SSNKRUPELIgen wxe .

PDB: using DIA d11 “C:\Program Files (x86)\Common Files\Microsoft Shared\UC\msdia9@.dll"

PDB: DIA interface version 9.0

Python>GetRegUalue( ‘edi')

4650196

Pythonrhex{GetReglalue( ‘edi’'))

OxHEFYdYL

Python
AU;__idle Down Disk: 206B

Bunu tespit ettikten sonra IDAPython ile manuel olarak gerceklestirdigim

x

a

adimlari otomatik olarak gerceklestirecek bir betik hazirlamaya karar verdim.

Betik temel olarak su adimlari gerceklestiriyor;

Gizlenmis karakter dizisini ¢bdzen sub 1177036 fonksiyonunun c¢agrildigi

sub 1174CC9 fonksiyonun girisine kesme noktasi (breakpoint) koyuyor.
Yeljce(hR gizlenmis karakter dizisini ECX yazmacina kopyalayan komutun
uzerine kesme noktasi (breakpoint) koyuyor. (mov ecx, offset Yeljce(hR )
Karakter dizisini c¢6zen fonksiyona (sub 1177036) iletilen tum gizlenmis
(encoded) karakter dizilerini teker teker tespit ediyor.

DOongu icine girerek sub 1174CC9 fonksiyonunda yer alan ve Yeljce(hR
gizlenmis karakter dizisinin yer aldigi adresi (offset Yeljce(hR ), tespit
ettigi diger bir gizlenmis karakter dizileri ile teker teker degistiriyor ve
karakter dizisini ¢6zen fonksiyona iletiyor.

Gizlenmis karakter dizisi fonksiyon icinde c¢o6zuldikten sonra EDI yazmacindan
¢6zUlmis karakter dizisini okuyor ve sub 1174CC9 fonksiyonunun basina doéniyo

ve ayni adimlardan tekrar geciyor.

r
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File Edit Jump Search View Debugger Options Windows Help
» @ Q Local Win32 J0¢ R 20%a @FE AP S 0 B2V B
UM O WD W OO R D OO0, N W 00 OO R0 LU 0 —— &

Library function [ll Data [l Regular function Unexplored Instruction External symbol

Debug View [ %] m Structures |l Enums
B DA View-EIP g B8 Strings window 1 General registers o & x|
EAX T6DE33B8 W kernel3z. dll:kernel3Z_BaseThrea -~ ID © =
EBX TEFDEGBO . debuadl1: TEFDEGBE T uIP e
« m r VIF © vl
= = 5 Modules o & x
Path =
$LN13: g . 2 B
: Attributes: library function mou ecx, [ebp-14h] (3 C\Users\Mert\Desktopy hkeypairgen.exe |
mow eax, [ecx] [m3 CA\Windows\SvsWOWEHversion.dil T
public start mou eax, [eax] “ {11} 3
start proc near mou [ebp-28h], eax
call _security_init_cookie push eex
jmp $45 push o 3 Threads 0 & x
call _KeptFilter 1
pop ecx Decimal Hex State
Pop L B 3012 BC4 Ready
$LNZ3:
retn

" ! T —

100.00% (-431,-80) (919,74) 0009DETB 0114EATE: start (Synchronized with EIP)

T Hex View-1 0 & x |[@st. 0 & x
B114EA49 FC 8B 45 08 ST 56 89 45 F2 E8 CA 12 00 00 0D 45 niE.WUSE°F- - BezeFane [ -

O114EASO F8 59 59 SF SE 9B E5 5D C3 FF 35 20 1C 20 61 FF  °W¥_"ls]+ —, BO30FAAY T/ =
O114EAE0 15 44 71 20 01 95 CO 74 02 FF DO 6A 1 6A 00 @ .Dq*.a+t.- =l gozorang 0=
B114EATD 539 59 E9 EE 76 B0 90 EZ E4 TE 00 08 +u..Y¥Tdu. FS™..

0114EA80 E9 0O 00 00 00 GA 14 68 80 3C 16 ©1 EB 1F 30 88 T....j.h{<..F.=. UNK 003 (Sy ~
Q00SDETO 0L14EATO: _ purecall+ly - 4 »

= Output window e | Breakpaints
70850000: loaded C.\Hindaus\sgslnlsﬂ\srucli.all
70840000: loaded C:\Windows\SysHOWG4\Wkscli.dll
77010000: loaded C:\Windows\SysWOWE4)\imm32.d11
TSEF@B00: loaded C:‘\Windows\sysWowEi\msctf.dll
PDBSRC: loading symbols fer 'C:\Users\Mert\Desktop\dubnium\sshkeypairgen exe' ...
| Python |15 find_function() find_encstr() find_boundary() start() # Patch encoded string with the next encoded one, decode it and then chow it te me ;) m = 0for iin enc_arr: pateh(i) find_decstrim) m = m + 1 # time.sleep(1) print "Decoded %s strings” % (m)

2068

»

4 im

AU;_ idle Down Dis

File Edit Jump Search View Debugger Options Windows Help

» @ O Local Win32 «@ 2 0%a Ll S 0 BY B
T R R m W W, —— F3
Library function [l Data I Regular function Unexplored Instruction External symbol
Debug View [ &) Structures 1] Enums
B IDA View-EIP 0 B Strings window i General registers o & x
lea eax, [esp+S3Ch+uvar_Y40F] EAX 09988881 % sIID 1 2|
push 3FFh : Size & Modules o x
push ebx ; Ual 1
lpush eax ; Dst Path :
Rt (38 C:\Users\Mert\Desktop\dubni hkeypairgen.exe L |
lea Mt: [esp*54Bh*String] a3 CA\Windows\SvsWOWEHversion.dil ¥
mou acx, offset off_18DB228 : "Veljce[hR_ " s . L2
mou ebp, ebx
ipush 185h : int
lcall  sub_1147836 3 Threads =G 2
mou [esp*S44h+var_544]. 48Bh : int Pe"mal 3 Sats
mou ecx. offset dword_18DASFE : Str @3012 BC4 Ready
lcall  sub 1147836
100.00% (-79,1101) (1191,21) 000340C9 01144CC9: sub_1144CCY (Synchronized with EIP) |
& Hex View-1 o & x [@st.0 & x
B114EA49 FC 8B 45 08 57 56 89 45 F3 E8 CA 12 60 00 DD 45 E -~ bozeesey [ .
B114EASE F8 59 59 SF SE 8B ES 5D C3 FF 35 20 1C 20 &1 FF i =) DB2EB4ES B/
O114EAEO 15 44 71 20 01 85 CO T4 B2 FF DO 6A 01 6A 00 @ .Dq.a+t.*-j.j.F = -
o114er7e GENITIEE 59 59 E9 EE 76 00 G E8 E4 7E 00 80 +u..¥¥Tdu..FS™.. UNK 002 (Sy ~
000SDETO0 0114EAT0: _ purecall+17 - »
= Output window o (i Breakpoints
HUUM WSS BXIGUDING | ENCUUWU 3LE LIYT | W CIe ) I oo e TN e TR SN RN ORGOR T Gaa), TeRe T e s LNy . ROLR™ g AEGER~ ROEARULA = ROLA RO =

ZOZKEOZX)
Address: 0x10db188
Address: 0x10d9afd
Address: 0x10dblad
Rddress: 8x18dbldy
Address: 8x18d3afd
Address: 8x18dbldc
Address: 8x18dbl1fy
RAddress: 0x10db220
Address: Bx10db224
Address: 0x10db220
Decoded 103 strings

| Python | |

AU;_idle Down Disk: 20GB

Encoded String: I[lc #Hdd+:d_ej/R[°hH | Decoded $tring: $-1-5-19\Environment

Encoded String: Yeljce(hR_ | Decoded $tring: root\cimu2

Encoded String: YUYM-—rh|)Tr3[[D_([[Tbeh[j[<|W 1r[hMIccTiM2d[jith_II | Decoded String: $elect Started From Win32_Service Where Name = “%s”
Enceded String: HK1:J | Decoded String: TRUE:

Encoded String: Yeljce(hR_ | Decoded String: root\cimuz

Encoded String: Eh(fI)jMjc_[d[_oidUH] | Decoded String: Win32_OperatingSystem

Encoded String: Y[YkjIhh|"_TEj | Decoded String: OSArchitecture

Enceded String: GHB | Decoded String: WOL

Encoded String: 9;J7HCIKEB 77: | Decoded String: SELECT = FROM

Encoded String: GHE | Decoded String: WOL

4 |m

Sonu¢ olarak bu 6rnekten yola c¢ikacak olursak, IDAPython eklentisi ile
glivenlik arastirmasinda, zararli yazilim analizinde zaman alabilecek
sirecleri hizlandirabilir, calasmaniz icin deger lretebilecek c¢iktilara kisa

bir sudrede ulasabilirsiniz.
Bir sonraki yazida gorismek dilegiyle herkese glivenli glinler dilerim.

Not: GitHub sayfam Uzerinde hazirlamis oldugum Dubnium String Decoder isimli
betigi bulabilir ve yazi boyunca anlattiklarimin kisa bir 6zetini kayit etmis
oldugum asagidaki oldugum videoda izleyebilirsiniz.


https://github.com/mertsarica/hack4career
https://github.com/mertsarica/hack4career/blob/master/codes/dubnium_string_decoder.py

