Instagram Scammers

written by Mert SARICA | 1 December 2021

Those of you who have read my previous blog posts titled “Sponsored Scamming”
“LinkedIn Scammers” and “Who Viewed My Profile?” have learned that social
media platforms are effectively used by scammers. However, what surprised me
the most after writing these articles was that almost 2 years later, after
almost 2 years, the “LinkedIn Scammers” blog post was still receiving
comments about the ongoing activities of fraudsters.

After writing three articles on this topic, I had decided to leave myself to
fate, but in September 2021, in the face of the following message I received
from Volkan DEMIRPENCE on LinkedIn, I decided not to be indifferent and asked
my spouse and friends to share any suspicious messages they received on

Instagram with me.

+ Volkan Demirpence - 11:34
Mert Merhaba

Cevremde arkadaslarin Instagram
hesaplari caliniyor . Cok sik olmaya
basladi.

Bu konuda senin bir yazin var miydi?

Nasil bu kadar kolay aliyorlar merak
ettim. Cift faktor dogrulama acin diye
uyariyorum da gevremi.

As time passed and I was able to examine the phishing messages that came my
way and learn how they hacked Instagram accounts, I decided to write about
this topic in order to raise awareness for friends like Volkan.
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https://www.mertsarica.com/sponsored-scamming/
https://www.mertsarica.com/linkedin-scammers/
https://www.mertsarica.com/who-viewed-my-profile/
https://www.mertsarica.com/linkedin-dolandiricilari/#comments
https://www.linkedin.com/in/volkandemirpence/
https://www.linkedin.com/
https://www.instagram.com/
https://en.wikipedia.org/wiki/Phishing

In one of the phishing messages, the scammer sent a message to an Instagram

user via the Facebook account Messenger under the name Telif Haklari stating
that a copyright infringement had been committed and requesting that the user
visit the web address userhelpconfirm[.]site-tr[.]site, which has the shared
IP address 116[.]202[.]153[.]12, to confirm their account and fill out a form.


https://www.facebook.com/
https://play.google.com/store/apps/details?id=com.facebook.orca&hl=en&gl=US
https://www.facebook.com/profile.php?id=100072481115024

® Telif Haklan %

Bugdn aktif

Telif Haklan
Facebook

Profili Gor

Din 22:24

instagram telif hak ihlali !

Giivenliginiz bizim
sorumlulugumuz.

Hesap incelendi ve telif ihlali
gerceklestirdigi anlasildi.

Hesabinizi dogrulamadiginiz
taktirde 24 saat iginde hesabiniz
tarafimizca askiya alinacaktir.
Ortakhgimizi devam ettire
bilmemiz igin hesabin kullanicisi
oldugunuzu dogrulamamiz
gerekmektedir.

Hesabiniz bu sartlar yerine
getirildikten sonra , bir dogrulama
kodu gonderilerek glivenli hale
getirilecektir. Verilen formda
gerekli bilgileri doldurarak
ortakhiginizi devam ettirebilirsiniz.
Dog@rulama kodunuz, formu
doldurduktan sonraki 24 saat
iginde hesabiniza tarafimizca
gonderilecektir.

Form: https://userhelpconfirm
.site-tr.site/
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Telif Haklari

& Arkadasi Ekle © Mesaj

+ Telif'in Hakkinda Bilgilerini Gor
Arkadaslar

Gonderiler

& Fotograflar

@ Telif Haklar profil resmini glincelledi.
31 Agu, 23:08 - @




When the user’s Instagram username was entered on the website, in order to
increase credibility, the user’s profile picture was also downloaded and
displayed in the background through the dumpor.com website when the password
was requested on the page.
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Artik tum dijital magazalarda.

Telif Haklari | Giris Formu

Merhaba,
Hesabiniz telif haklarini ihlal ettigi gerekgesiyle 24 saat iginde Kapatilacaktir. Bunun Bir Hata Oldugunu Dustintyorsaniz lutfen kullanici adinizi girin, itirazi tamamlamak igin formlar
doldurun ve sonraki adimlan izleyin..
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If the account is protected with two-factor authentication (which I strongly
recommend using), after the correct password is entered on the phishing page,
the user is asked to enter the verification code (SMS or login code) and, as

if that were not enough, their email address and password as well.


https://dumpor.com/
https://tr-tr.facebook.com/help/instagram/566810106808145?helpref=related
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Artik tum dijital magazalarda.
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Dogrulama kodu | Giivenlik
Varsa, hesabinizdaki 2 faktorlu kimlik dogrulamasindan alinan kurtarma kodunu girin

Sag ustteki 3 gizgiye ve ardindan ayarlar dugmesine dokunun. Givenlik'e ve ardindan iki Faktorli Kimlik Dogrulama'ya dokunun. Kurtarma Kodlari'na dokunun.

@faktorlu kimlik dogrulama kodu )

Hesabinizda herhangi bir faktor yoksa, agagidaki dugmeyi tiklayin.

Hesapta faktor yok
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Varsa, hesabinizdaki 2 faktorlt kimlik dogrulamasindan alinan kurtarma kodunu girin

Sag ustteki 3 ¢izgiye ve ardindan ayarlar dugmesine dokunun. Guvenlik'e ve ardindan Iki Faktérlti Kimlik Dogrulama'ya dokunun. Kurtarma Kodlari'na dokunun.
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Artik tum dijital magazalarda.

Dogrulama icin Son Adim | Form

formu doldurmazsaniz, hesabinizin dogrulama hakkini kaybedersiniz. Ekibimiz 24 saat iginde dénecektir. Lutfen "Dogrulanmig Hesap Onay!" igin bize dogru bilgileri saglayin. Yanlis bilgi
girerseniz hesabinizi dogrulayamayiz.
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Once all the information is entered, the scammers have obtained all the
information they need to take over the Instagram account and achieve their
nefarious goals. Although what they can do from there is limited only by
their imagination, I created a fake Instagram account in order to understand
their intentions and obtain the IP addresses of the system used by the
scammers, and began waiting for them to hack my account by entering my
information on this page, but I probably failed to attract their interest due

to the low number of followers, and therefore was unable to allow them to
access my account.
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Instagram
Artik tum dijital magazalarda.
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Dogrulama basariyla | Gonderildi

Formu doldurdugunuz igin tegekkrler.
Hesabiniz inceleniyor.

Bu strre zarfinda hesabinizdaki bilgilerinizi degistirmeyin
Instagram destek ekibimiz 24 saat iginde sizinle iletisime gegecektir.
Simdi sizi Instagram'a yénlendirecegiz
Anlayisiniz igin tesekkur ederiz
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https://en.wikipedia.org/wiki/IP_address

I can hear some of my readers saying, ‘Well, who would believe these phishing
messages anyway?’ I asked myself the same question and continued to examine

the phishing messages for a while.

In another phishing attack, I encountered a cold-blooded scammer who was very
cautious in order not to be caught by the security controls of the phishing
site, did not hesitate to use sweet talk to persuade, and did not shy away
from using a sensitive topic such as “No to Violence Against Women” in their

scenario to achieve their sinister goals.

On October 21, the scammer, who hid behind the gamzedemirel.avk account with
a fake name, surname, and profile photo, and entered into communication with
the target user pretending to be a lawyer, stated that they were in an
endless struggle against violence against women and children and wanted to
talk for 2 minutes.


https://www.instagram.com/gamzedemirel.avk/

& ‘ gamzedemirel.avk Ch '3 @

UK FAKULY,

Gamze Demirel
gamzedemirel.avk - Instagram
4,5 B takipgi - 52 génderi
Seni takip ediyor

Profili Gor

21 Eki11:24

1 merhaba iyi glinler
o rahatsizlik vermiyorum umarim

21 Eki16:17

Turkiyede son dénemlerde
kadinlarin ve gocuklarin

hedef oldugu siddet olaylarini
haberlerde izliyorsunuzdur
mutlaka, bu durumlara farkindalik
yaratmak icin devlet kadinlarimiz
ve gocuklarimizin yaninda olmak
adina bir destek platformu
olusturduk. Sizde katilip destek
verirseniz en azindan manevi
anlamda yamimizda durursaniz bizi
gok mutlu edersiniz. Kadinlara ve
gocuklara uygulanan siddetin her
turlisiine karsi bir avukat olarak
sonsuz bir miicadele igindeyim
adi gegen her failin en yliksek
cezayl almasi igin elimden gelen
gayreti gostermekteyim. Sizden
ricam sadece birkag dakikanizi

6 ayirmaniz

Duyarl oldugunuz igin
minnettarim size,duyarli
olmak,bilingi olmak, hayvana,
kadina siddete her tirlii siddete
dur demek ve bunu yapanlara
en yiilksek mertebeden cezalar
vermek i¢in miicadelemiz 2 dk
vaktinizi ayiracaginiz igin gok
o tesekkiir ederim &3

21 Eki 18:25
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| gamzedemirel.avk  Reauested
8%

52 posts 4,556 followers 1,623 following

Gamze Demirel

ANKARA BAROSU
gamzedemirel34@gmail.com
JLKADINA SIDDETE HAYIR!

This Account is Private

Follow to see their photos and

videos.

After six days, when the scammer realized that they had not received a
response from the target user, they contacted them again on October 26 and
shared that they had not seen the name of the target user among the
supporters and asked for support through the kadinlaradestek[.]com/home.php
website hidden behind Cloudflare.


https://www.cloudflare.com/
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https://www.kadinlaradestek.com
/home.php

.KADINA

SIDDETE
HAYIR!

Kadin Siddetine Hayir

Merhaba iyi gunler efendim
listede adinizi goremedim
destek olmamissiniz da, umarim
bu duruma duyarsiz kalmayip
desteginizi gerceklestirirsiniz.
Kampanyamizin suresinin

dolmasina ¢ok az bir sire kaldi¢y
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{3 @ kadinlaradestek.com

KADINA SIDDETE
DUR!

Kadina siddet insanhk sucudur!
Kadina yonelik her turli siddetin
karsisinda, siddet magduru kadinlarimizin
da her zaman yanindayiz. Destek olarak
bizlere katil!

INSTAGRAM ILE OY VER




When I visited the website, I noticed that the scammer had taken various
technical measures in order to continue their operation for a long time. When
I tried to go directly to https://kadinlaradestek[.]com, the website entered
a 404 (page not found) error loop and would not open. To access the site, it
was necessary to visit the direct address
https://kadinlaradestek|[.]com/home.php.

Another point that caught my attention was that when you went to the site
through an Instagram private message and pressed the INSTAGRAM ILE 0OY VER
button at the bottom of the page, you were confronted with a form that steals
your information through https://kadinlaradestek[.]com/login.php, but if you
try to go directly to https://kadinlaradestek[.]com/login.php through your
internet browser, you encounter a box that asks for a username and password
instead of a form, and if you press the CANCEL button, you encounter a fake
error page. In short, it was clear that the scammer took various measures to
prevent these types of phishing sites from being detected by scanning tools

of cybersecurity companies.

@ https://www.kadinlaradestek.com/404.html

The page isn't redirecting properly

An error occurred during a connection to www.kadinlaradestek.com.

* This problem can sometimes be caused by disabling or refusing to accept cookies.

Try Again



https://en.wikipedia.org/wiki/HTTP_404

QO 8 https://www.kadinlaradestek.com/hom
@ www.kadinlaradestek.com
This site is asking you to sign in.
Username

Kadina yénelik her tirlG siddetin kars :} anindayiz. Destek olarak bizlere katil!

Password

Gancel m

vww.kadinlarac

C QO B nttps://www.kadinlaradestek.com/login.[

{ "error": { "message": "You did not provide an API key. You need to provide your API key in the Authorization header, using Bearer auth (e.g. "Authorization: Bearer YOUR_SECRET_KEY"). See https://stripe.com
/docs/apittauthentication for details, or we can help at https://support.stripe.com/.", "type": "invalid_request_error" } }

Like a lion focused on its prey, the scammer closely monitored whether they
were able to steal the information of the target user, and contacted them
again on October 28 and November 1.
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Merhabalar, zamaniniz olmadi

6 galiba

Per 12:18

“ Tamam efendim
Bugun 15:09

Sizi rahatsiz ediyorum surekli
kusura bakmayin

é Musaitliginiz saglanmadi galiba
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As before, I began entering the information of the fake Instagram account I
created in order to understand the intentions of the scammer and obtain the
IP address, into the form on this page, and waiting for them to hack my
account at certain intervals. As soon as I entered my information, I received
warning messages from Instagram stating that my account had been accessed
from Adana and Mersin and that two-factor authentication had been turned off.
The fact that the transactions were carried out so quickly by the scammers
indicated that the stolen information was being automatically processed with
the help of a script in the background.

Instagram'a yeni giris (Chrome Mobile WebView, Samsung SM-G991B) inbox &
Instagram <security@mail.instagram.com> Unsubscribe 7:17 PM (1 minute ago) i\{ « e
tome ¥
¥p Turkish v > English v Translate message Turn off for: Turkish o
Instagram
+
Yeni Bir Girig Yapildigini Fark Ettik,
Genellikle kullanmadiginiz bir cihazdan girig
yapildigini fark ettik.
Samsung SM-G991B - ‘ome Mobile
WebView - Adana, Turkey
October 27 at 9:17 AM (PDT)
Bunu siz yaptiysaniz, bu e-postayi génul >

rahathigiyla g6z ardi edebilirsiniz. Bunu siz



Instagram,

Siipheli Girig Denemesi

Olagandisi Bir Giris
Denemesi Saptadik

Android | 27.10.2021 22:01
Mersin

Hesabini guvene almak i¢in bunu
yapanin sen oldugunu bize bildir.

Bunu Ben Yapmadim
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When it came time to find the IP addresses of the scammers who logged in, I
first had to request information related to my Instagram account through the
Settings -> Security -> Download Data steps in the Instagram mobile app.
After receiving an email from Instagram stating that the information was
ready, I downloaded the relevant ZIP file. After opening the ZIP file, I
looked at the login activity.html file in the login and account creation
folder and saw that the scammers had accessed my account from a different
dynamic IP address belonging to Turkcell each time. When I examined the IP
addresses, I saw that the 178.241.130.132 IP address belonged to the
Diyarbakir IP pool and the 178.241.186.175 IP address belonged to the Kayseri
IP pool. The fact that the IP addresses were dynamic and changed each time
suggested the possibility that these operations were being carried out with
the help of a script on a rooted phone or mobile device in the background.
The fact that the scammers did not change the password after logging into the
Instagram account indicated that they wanted to use it to access hacked
accounts for a long period of time and achieve their goals.


https://whois.domaintools.com/178.241.130.132
https://whois.domaintools.com/178.241.186.175
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Login activity
A history of your logins and associated data

2021-10-27T16:30:54+00:00
Cookie Name  *+#sesrtscsrsrssssknsssss, Jus
IP Address

Language
Code

en

Time Oct 27, 2021, 8:30 AM

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

User Agent like Gecko) Chrome/87.0.4280.88 Safari/537.36

2021-10-27T16:24:47+00:00
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IP Address 178.241.130.132 «
Language

en
Code
Time Oct 27, 2021, 8:24 AM

Mozilla/5.0 (Linux; Android 11; SM-G991B Build/RP1A.200720.012; wv)

User Agent AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/95.0.4638.50
Mobile Safari/537.36

2021-10-27T16:23:59+00:00
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Instagram

Login activity
A history of your logins and associated data

2021-10-27T19:57:25+00:00

Cookie Name — *¥#sesrtersrarrerskrerers, yPU
IP Address
Language
en
Code
Time Oct 27, 2021, 11:57 AM
User Agent Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebK:it/537.36

(KHTML, like Gecko) Chrome/95.0.4638.54 Safari/537.36

2021-10-27T19:53:46+00:00

Cookie Name  *##srsreersrsrrerskrerers, 06z
IP Address 178.241.186.175 h °
Language

en
Code
Time Oct 27, 2021, 11:53 AM

Mozilla/5.0 (Linux; Android 11; SM-G9918B Build/RP1A.200720.012; wv)
User Agent AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/95.0.4638.50
Mobile Safari/537.36

2021-10-27T19:40:11+00:00

Cookie Name — *Fesessksskitskintkanksss yPu

IP Address

Lastly, when it came to identifying the innocent users who had fallen victim
to these scammers, I began using ffuf, a tool well-known to offensive
security experts, to discover PHP files on the website. It didn’t take long
for ffuf to identify a file called vip.php on the website. When I visited the
address https://kadinlaradestek[.]com/vip.php where the file was located, I
was able to access a list of accounts that had been hacked by scammers since
October 26th. Upon reviewing the list, it became clear that between October
26th and November 25th, the scammers had successfully targeted over 70

Instagram users specifically for their networks. Upon reviewing the number of


https://github.com/ffuf/ffuf

followers of the targeted Instagram accounts, it was also revealed that
approximately 200,000 Instagram users were at risk of being subjected to an

attack or scam through these hacked accounts.
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ffuf usr/share/seclists/Discovery/Web-Content/raft-large-words-lowercase.txt https://wa .kadinlaradest
ek.com/FUzZZ .php 200

AT AN AN /
\VAVERR V.

v1.3.1 Kali Exclusive

:: Method : GET
:t URL : https://ww.kadinlaradestek.com/FUzz
:: Wordlist : FUZZ: /usr/share/seclists/Discovery/Web-Content/raft-large-words-lowercase.txt

: Extensions

:: Follow redirects :

;1 Calibration
i1 Timeout
Threads

: .php
false
: false
: 10

H )

i Matcher : Response status: 200

| URL | https://wew.kadinlaradestek.com/home.php
* FUZZ: home.php

tat p. y Siz 438, Worc y L
| URL | https://waw.kadinlaradestek.com/vip.php
* FUZZ: vip.php

:: Progress: [15906/215964] :: Job [1/1] :: 213 req/sec :: Duration: [0:01:10] :: Errors: 0 :fi
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Kullanici:
sifre: |

Durum: Gift Faktor KIRILDI
Site: Instagram

Tarih: 29.10.202119:56
Sira: 168170

Kullanict:

sifre: |

Durum: Hatali (5)

Site: Instagram

Tarih: 201020211955
Sira: 16816 0
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Durum: Pin Girmeden Gikti
Site: Instagram
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Kullanici: Deneme $
§ifre: dkdasmz

Durum: Hatall (5)

Site: Instagram
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Durum: Hatali (5)

Site: Instagram

Tarih: 291020211529
Sira: 165680

Kullanicr:

sifre:

Durum: Hatali (5)

Site: Instagram

Tarih: 2010.202114:42
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Kullanici:
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Durum: Hatali (5)
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Show Hacked Instragram Accounts v1.0 [https://www.mertsarica.com]

Unfortunately 73 Instagram accounts have been hacked!

Date: 25.11.2021 12:38 Username:
Date: 23.11.2021 20:10 Username:
Date: 22.11.2021 13:32 Username:
Date: 22.11.2021 11:37 Username:
Date: 19.11.2021 21:44 Username:
Date: 19.11.2021 20:35 Username:
Date: 19.11.2021 15:54 Username:
Date: 18.11.2021 18:36 Username:
Date: 17.11.2021 18:30 Username:
Date: 16.11.2021 20:57 Username:
Date: 16.11.2021 19:58 Username:
Date: 16.11.2021 19:48 Username:
Date: 16.11.2021 16:44 Username:
Date: 16.11.2021 14:35 Username:
Date: 16.11.2021 13:28 Username:
Date: 15.11.2021 12:46 Username:
Date: 13.11.2021 15:02 Username:
Date: 13.11.2021 13:23 Username:
Date: 13.11.2021 12:81 Username:
Date: 12.11.2021 15:15 Username:
Date: 11.11.2021 12:28 Username:
Date: 11.11.2021 12:04 Username:
Date: 10.11.2021 20:87 Username:
Date: 10.11.2021 19:50 Username:
Date: 10.11.2021 11:40 Username:
Date: 10.11.2021 11:21 Username:
Date: 09.11.2021 22:32 Username:
Date: 09.11.2021 19:00 Username:
Date: ©09.11.2021 17:39 Username:
Date: 09.11.2021 17:18 Username:
Date: ©08.11.2021 21:11 Username:
Date: 08.11.2021 20:30 Username:
Date: ©8.11.2021 19:35 Username:
Date: ©08.11.2021 19:09 Username:
Date: ©08.11.2021 16:48 Username:
Date: 08.11.2021 13:16 Username:
Date: 08.11.2021 12:580 Username:
Date: ©8.11.2021 10:32 Username:
Date: ©07.11.2021 21:22 Username:
Date: 07.11.2021 18:39 Username:
Date: 07.11.2021 09:16 Username:
Date: 06.11.2021 18:87 Username:
Date: ©06.11.2021 13:14 Username:
Date: 06.11.2021 12:47 Username:
Date: 06.11.2021 11:17 Username:
Date: 06.11.2021 07:29 Username:
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has 15 followers
has 1 followers
has 10658 followers
has 373 followers
has 698 followers
has 345 followers
has 894 followers
has 106 followers
has 3326 followers
has 5035 followers
has 1641 followers
has 1 followers
- has 2072 followers
has 200 followers
has 734 followers
has 8805 followers
has 7146 followers
has 111 followers
has 1344 followers
has 907 followers
has 301 followers
has 1821 followers
has 987 followers
has 16 followers
has 7536 followers
has 508 followers
has 19532 followers
L has 33 followers
has 15677 followers
has 452 followers
has @ followers
has 12 followers
has 29433 followers
has 9308 followers
has 75 followers
has 5436 followers
has 21896 followers
has 45 followers
has 11557 followers
has 12794 followers
has 16 followers
has 9314 followers
has @ followers
has 2499 followers

*** Unfortunately more than 193580 Instagram accounts are in danger! sk*

In conclusion, as I have also emphasized in my previous articles, I recommend

that all readers do not click on 1links from unknown sources (emails, SMS,

private messages, etc.), do not enter passwords, two-factor authentication




codes, or other sensitive information on websites or forms that they do not
know, use two-factor authentication on all accounts whenever possible, follow
the guidelines on this page to ensure the security of their Instagram
accounts, visit Instagram’s support page to recover hacked accounts, and

finally, share this article with friends and acquaintances who use social
media to raise awareness.

On the occasion of this being my final article of the year, I would like to
wholeheartedly wish all my readers a happy new year, and I hope that 2022

brings health, happiness, and abundance to everyone.


https://about.instagram.com/blog/announcements/keeping-instagram-safe-and-secure
https://help.instagram.com/149494825257596

