Internet Explorer 6/7/8
DOS Vulnerability
(Shockwave Flash Object)
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File fuzzing ile minik bir kesif yaptam.

1360. byte 44 ve sonraki 3 byte sirasiyla 43 42 41 olursa internet explorer
goclyor, sorunun ana kaynagina bakildiginda ise Adobe shockwave addonu
(Flashl0d.ocx) oldugu anlasiliyor..

POC icin buraya tiklayabilirsiniz.
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Internet Explorer

Internet Explorer has encountered a problem and needs I
to close. We are sony for the inconvenience.

If wou were in the middle of something, the information you were warking on
rmight be lozt.

For more infarmation about thiz error, click here.
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Error signature

AppMame: iexplore. exe Apptier: B.0.2900 5512 todMame: flashl0d.ocx
Modver 10.0.42 34 Offzet: 000c59a4

To view technical information about the error report, click here. Close |
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Internet Explorer

Internet Explorer has encountered a problem and needs A
to close. We are sorry for the inconvenience. ¢

IF you were in the middle of something, the information you were warking on
might be lost.

For more information about this ermor, glick here.
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Ermor signature

AppMame: iexplore. exe Appver: 7.0.5730.13 ModName: flash10d.ocx
Modyer: 10.0.42.34 Offset: 000ch9a4

To view technical information about the exror report, click here.
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g Internet Explorer has stopped working

Windows can check online for a solution to the problem.

<» Check online for a solution and close the program
<) Close the program

- Debug the program

j Hide problem details

Problem signature:
Problem Event Name:

APPCRASH I
Application Name: iexplore.exe
Applicatien Version: 8.0.7600.16385

Application Timestamp: 4a5bch0e
Fault Medule Name:

Flash10d.oox
Fault Medule Version: 1004234
Fault Module Timestamp: daeThaed

Fycention Code:
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