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Introduction

If you remember, in the article I published in June 2024 titled Deepfake
Scammers, I mentioned that I would provide the technical details of their
operations to be covered in another article.

Since then, the information I have obtained through cybersecurity research
has reached a point where I struggled for a while to decide which parts to
write about. Ultimately, I decided to focus on the sections that I believe
would be most beneficial for raising awareness, including the phone

conversations I had with the scammers.

I hope this 200th research article, which also represents an important
milestone for me, achieves the level of awareness I aim for. Even the
smallest piece of information revealed through this research could contribute
to illuminating fraud cases and be beneficial to a wide range of people, from

victims to law enforcement.

Please don’t forget to share this article with those around you to help raise


https://www.mertsarica.com/investment-scammers/
https://www.mertsarica.com/deepfake-scammers/
https://www.mertsarica.com/deepfake-scammers/

awareness and reduce the number of people falling victim to such scams.

Technical Research

Discovery

In March 2024, the domain name tr-billgi[.]com, added to the list of Malware
URLs by TR-CERT (Computer Emergency Response Team of the Republic of Turkiye)
with the description Financial Phishing, caught my attention.
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Financial Phishing

Description:
Financial Phishing

Connection Type:
Phishing

Date:
3/26/2024, 06:00 PM

Source
TR-CERT

When I visited the website, the page I encountered appeared quite ordinary
and harmless. Assuming that this page might be a fake homepage (cloaking),
commonly used by threat actors to hide the actual phishing page, I decided to
investigate the site further. And that’s how my story began.
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1121’ GLO3ALCHANGE ANA  HAKKIMIZDA ~ HABERLER  ILETISIM

GLOBALCHANGE ILE OLASILIKLAR DUNYASINI

KESFEDIN

Bizimle birlikte yeni fikirleri, son dakika haberlerini kesfedebilecek ve
gelecegi sekillendirecek degisiklikleri uygulayabileceksiniz.

DAHA FAZLA
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Translation:

“Discover the World of Possibilities with GlobalChange”
“With us, you will be able to explore new ideas, breaking news, and apply
changes that will shape the future.””

Button: “Learn More”
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& Welcome to' L , our team has been in the
Malware industry for over 3 years and here is a small list of our
- products ,

All product names are clickable and lead to the post in the ”
channel

4 Crypt: public | private | personal

4, Crypt APK: public | private | personal

4 Loader: standart | disable WinDef | disable 26 av from avcheck
4 Windows HVNC
4 Android RATs
4, Cloaking panel for your software and websites
4 EV Certificates

4 Deep Fake video

4 Twitter and TikTok ads

Any questions: Il ' N
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Detection of Malicious Content

When I examined the tr-billgi[.]com website a bit further, the /thanks
directory caught my attention. Upon visiting this page, I started to suspect
that it was where users who filled out any form on the site were redirected.
The page prominently featured repeated phrases like “Don’t miss any calls”
and “Our manager will contact you shortly”, indicating that those who filled
out the form were being contacted by someone.



25 tr-billgi.com/thanks/
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Platforma katilmakla ilgilenen ¢ok sayida Kisi nedeniyle, tiim
yeni kullanicilar su anda bir bekleme listesindedir. Liste...

Oniimiizdeki birkag saat icinde hicbir aramay kagirmaym
yoksa yerinize bagkasi gecer.

Translation:

Queue Position: 8

“Stay in touch! We will contact you shortly.”

“Due to the high number of people interested in joining the platform, all new
users are currently on a waiting” list.

“Do not miss any calls within the next few hours; otherwise, your spot will
be given to someone else.”

“Your request has been successfully submitted. Stay in touch with us, and our
manager will call you shortly.”

As I continued to explore this website, I discovered that this threat actor,
like those featured in another of my research articles, had made errors in
Operations Security (OPSEC). Taking advantage of this mistake, I gained
access to the website’s source code and began examining the code piece by
piece.

In a short time, I found the fake homepage’s code within the general.php
file. Upon reviewing the index.php file in the Thanks directory, as well as
the offer.php and index.html files in the page folder, I uncovered that the
phishing site was designed by the threat actors to abuse the name of the
Baykar defense company. They used this setup to lure victims with promises of
investment opportunities.


https://www.mertsarica.com/opsec-fail/
https://en.wikipedia.org/wiki/Baykar
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// $pos = strripos($Ip, $

// if ($pos == true) {

// $Ip = hexdec(substr($

substr($Ip, 7, 2));

// }

ROOT = (/%

ROOT ($ROOT) ;

QUERY = ['query'];

URI_ARRAY = (A

URI_ARRAY,

URI /",
https:// ROOT
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SHORT_URL =

cpa (
phone' => (
full_name' => ($Fu
email' => $Email,
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country' => $Country,
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['HTTP_CF_IPCOUNTRY'];
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["REQUEST_URI"]);
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BAYKAR YATIRIM

Simdi sirket, tiim sakinler igin "BAYKAR yatinm" platformuna erisimi agiyor, bylece herkes 6zel kisilerin sirketinin bliylimesinden kazanabilir.

>

YATIRIMCILAR iCiN BILGILENDIiRME BAYKAR YATIRIM

Hem BAYKAR hem de Tiirk vatandaslari igin faydali olacagi igin yatirimlara erisimi tim vatandaslara agmaya karar verdik. Yatirimci olabilir ve 7.000t baslangig yatirimi ile
ayda 50.000¢'den pasif olarak kazanabilirsiniz.

Mevcut gergeklerde, savunma sanayisine olan talep giderek artiyor ve tretimimizi hem Tirkiye iginde hem de disinda genisletiyoruz.
Bu nedenle, tim yerlesiklere erisim saglamaya ve liretim kapasitemizi 4 kat artirmaya karar verdik, bu nedenle Turkiye'nin her yerinden yatirimcilari gekmemiz gerekiyor.
Ortalama olarak, minimum 7.000¢ depozito yatiran herkes ayda 50.000% ile 100.000t arasinda kazaniyor.

The presence of Italian texts alongside Turkish ones on the phishing page

caught my attention. From my previous article, Deepfake Scammers, I knew that

these threat actors often abuse the names of international organizations

(e.g., Slovnaft, INA d.d, Bosphorus Gaz, Baykar, Interpol) for their scams.

This suggested that the Italian text likely originated from a phishing site

they created to target an Italian company, but they had forgotten to

translate it into Turkish.
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B Macintosh HD > @ Users >

Translation:

Header (in Italian):
“BAYKAR Investment — Join us and earn passive profits through the company’s
sales and growth.”

Registration Form (in Turkish):

Countdown Timer: “Early free registration ends in: 12:21:18"
Labels:

Name

Surname

Email (example@gmail.com)

Phone Number (with country code)

Button:

“Create a free account”

Technical Surveillance

Additionally, while examining the index.php file in the thanks directory, I
uncovered a critical piece of information that deepened my investigation: the
Telegram Bot API token belonging to the threat actors.


https://core.telegram.org/bots/api

4P index.php

if( ( ['cabinet']) && ['cabinet']){
( "refresh:1;url= ['cabinet'] );

}

Pixel ['pixel'l;
message =
Phone
e Fullname

Pixel
SHORT_URL
_name: TR_Baykar-p
* country: Country”;

apiToken 6969380767 : AAEzn4Uj PEVGBKgVFpL4eCSXh7b7VGWALVE" ;
data = [
chat_id' => '-1001865424957',
text' => $message,
1;
ch2

(sch2, CURLOP 1);
(sch2, IELDS, ($data));
($ch2, CURLOPT_SSL_| YPEER, )i
result =
($ch2);
>
DOCTYPE
lang="ru

ontent-type" conten t/html; charset=UTF-8

content="width=d width, initial-scale=1.0

../../https@fonts.gstatic. con/default.htm

3L
dnjs.cloudflare.com/ajax/libs/flipclock/0.7.8/flipclock.css

Line 102, Column 1 Spaces: 2

In recent years, the Telegram messaging application has become a haven for
criminal organizations, threat actors, and scammers due to its speed,

security, and file-sharing capabilities.

Many threat actors use the Telegram Bot API to monitor the stolen information
of victims through Telegram bots and channels they create. To achieve this,
their first step is embedding their bot tokens into the source code of their
phishing sites.

Because these threat actors do not anticipate that the source code of their
phishing sites will be accessed by others, they often leave these tokens
unchanged for months. This oversight allows law enforcement and cybersecurity
researchers to monitor the threat actors’ activities on Telegram.

By March 2024, I had begun scrutinizing all messages sent via the Telegram
bot associated with this token. I discovered that this token was used across
multiple phishing sites. The forms filled out by victims on these phishing
sites provided data such as their names, phone numbers, email addresses, IP
addresses, the specific phishing site they visited, and the country they were
located in. This information was transmitted to the Telegram channel in real
time.
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When I examined the profiles of the users in the Telegram channel and their

conversations, I struggled to determine whether they were Russian or

Ukrainian. To resolve this, I decided to rely on the Deepl translation tool,

which identified all the texts as being in Russian.

However, I couldn’t definitively determine whether these users were the

actual operators who created and ran the phishing sites or merely

administrators of a third-party service providing Telegram bot infrastructure

to the threat actors. This part of the investigation remained uncertain.
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deepl.com/translator#ru/tr/3awen%0A%0A0H%20ecTb%20c%20HOoMepoM%2C%20%203T0%20yxe %20KaK-'

DeepL Pro For Business v

e DeepL Translator v

Russian (detected) Vv

Why DeepL? v API

™

OH ecTb C HOMEpPOM, 3TO yXe kak-To noe6ano
roe Homep

Ha neHpe c Banuaaumnein

3T0 Y10 ?

3TO UTO , HE 3aKeM He 3aKperieH, He oTrpaBeH
HeT Nnpa B CpM

CTPaHHO, HU1 B JIOrax HU B MoYTe Ay6/1siX MO YaTaM HU MO HOMEPY €ro HeT..
[DOMKEH e 3aitTy

PO

Dictionary

deepl.com/translator#ru/en/3a

For Business v

e DeepL Translator v DeepL Pro

3awen

OH eCTb C HOMEpPOM, 3TO YKe KakK-To noe6asno
rae Homep

Ha NneHpe c Banugauvei

3T0 41O ?

370 YTO , He 3aKeM He 3aKperfieH, He OTnpaB/eH
HEeT nnaa B Cpm

CTPaHHO, HW B Jiorax HWU B Nno4Tte D,yGI‘IQX no 4YaTaM HW MO HOMepy ero Her..
LOJIXKEeH Xe 3alTn

3TOro TecTta ToXe HeT
3TO YTO , HEe 3aKeM He 3aKperieH, He oTrnpasfeH

3TO TeCT NpoCcTo

O qQy

%0A%0A0H%20ecTb%20c%20HOMepoM%2C%20%203T0%20yxe%20kak:

Why DeepL? v API

¢ 0

Start free trial

Turkish v Glossary

Ben de varim.
Bir numarasi var, bu biraz boktan.

Numara nerede?

dogrulama ile bir arazi lizerinde.

Neymis 0?

Bu ne, kimseye atanmadi, gonderilmedi.

Cfm'de kursun yok.

Garip, ne kayitlarda, ne postada, ne de numarada yok.

P d ©® 0 <

I'min.
He's got a number, it's kind of fucked up.

Where's the number?

on a land with validation.

What's that?

It's what, it's not assigned to anyone, it's not sent.

There's no lead in the srm.

It's strange, it's not in the logs or in the mail, neither in the chat doubles nor
in the number. It should be there.

There's no sign of this test either.
It's not assigned to anyone, it's not sent.

It's just a test.

P S C 9 ® ¥ 0 <

Finish update

By July 2024, after closely monitoring the phishing websites used by
scammers, I began entering my phone number into the forms on these websites

to establish communication with the scammers.
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Yaginiz |

Yukaridaki kategorilerden herhangi
birine giriyor musunuz?

Engelli kisi

Ug veya daha fazla gocuklu aile

Hayir

Bir i kurmak

Translation:
Question 1:

“Your age?”

Under 18

18-25

2645 (selected)
46-60

Over 60

Question 2:
“Do you fall into any of the following categories?”

Retired (selected)

Disabled person

A family with three or more children
No

Question 3:

“For what purposes do you want to earn passive income?”

To buy a new house/car
To create a large financial “cushion”

To start a business
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BAYKAR ©
<P SIS
—

& Hangi amaglarla ek pasif gelir elde
etmek istersiniz?

“ Yeni bir ev/araba satin almak I
B
Bilyiik bir finansal “yastik” yapin

Bir ig kurmak
Borglan deyin
Ailenizin ihtiyaglanm Kargilayin

Kendinizi enflasyon ve devalilasyondan
oruyun

Digerleri

——r, T e

Yatinim yapma konusunda deneyiminiz

var mi?
Evet
Hayir

Yalnizea kripto para birimleri

Hed kapatmak igin ne kadar
pasif gelire ulasmay! planliyorsunuz?

Translation:

Question 3 (continued):

“For what purposes do you want to earn passive income?”

To buy a new house/car (selected)

To create a large financial “cushion”

To start a business

To pay off debts

To meet your family’s needs

To protect yourself against inflation and devaluation
Others

Question 4:

“Do you have any experience in making investments?”

Yes
No (selected)

Only in cryptocurrencies

Question 5:

“How much passive income do you plan to earn to achieve your goals?”
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BAYKAR @

cevrimigi

Hedeflerinizi kapatmak icin ne kadar
pasif gelire ulagmay! planliyorsunuz?

250008

Kisisel \
e kilit noktalar J
proje op afindan size \
iletilecekir. Bir gun iginde sizinle B
iletisime gegilecektir. Iyi sanslar!

Formu doldur

Soyadi
|

Telefon numarasi

+90 (533)

Translation:

Question 6:

“How much passive income do you plan to earn to achieve your goals?”

50000
10000[]
15000(]
25000[] (selected)

Message after selection:

“Thank you for completing the survey! From now on, you are officially a
member of Baykar. Personalized access to your account and key points of the
project will be provided to you by the project operator. You will be
contacted within one day. Good luck!”

Form Section: “Fill out the form”

Name: Osman
Surname: [hidden]
Phone Number: +90 (533) [hidden]

Button: “Submit”
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Tesekkiirler.
Basvurunuz kabul edildi.

En kisa zamanda danigmaniniz size doniis
saglayacaktir. Danigman aramasini kagirmayiniz.

.

Translation:
“Thank you. Your application has been accepted.”

“Your consultant will get back to you as soon as possible. Do not miss the
consultant’s call.”

Button: “Go back to the start”

1. Fraud Attempt

On July 22, 2024, I received a WhatsApp message from the phone number +90 539
100 81 28, sent by someone named Derin, who introduced themselves as a

customer consultant. The message was in response to the form I had filled
out.



+90 539 100 81 28 You
"Customer Consultant Derin Yilmaz speaking." (08:41) "Hello." (08:41)

"Mr. Osman, you had a registration regarding Baykar shares." "Yes, that's correct." (08:42)
(08:42)

"Can | call you right now?" (08:42) "I'm in a meeting. Should | write to

you when it's over?" (08:42)
"I will be waiting." (08:42) "Thank you." (08:44)

"Have a good day." (08:43) "It will end in 5 minutes; I'll write."
(09:08)

"No problem, Mr. Osman. Please write to me when your meeting is "I'm available." (09:21)

over, and I'll provide you with detailed information." (08:46)

"I have another meeting in 20 minutes, so my time is limited."
(09:21)

*Click here to see the untranslated version*

Since I live in the United States and there’s a 7-hour time difference with
Turkey, communicating with the scammer was sometimes challenging. Especially
since the scammer worked from 9 AM to 6 PM Turkish time (a “profession” that
doesn’t involve overtime. []) and preferred to contact me in the morning, most
of our interactions took place after 2 AM my time. However, since my goal was
to uncover this fraudulent scheme, I managed to answer all their calls with
great motivation, even in the dead of night.

During my WhatsApp conversation with the scammer on July 23, 2024, they
stated that I needed to install an application on my mobile device to conduct
stock trading. For this, they directed me to visit the web address
https://appzone[.]mastercapitall[.]info/#/auth/login

Although the scammer referred to it as a mobile app, I realized that it was,
in fact, a Progressive Web Apps (PWA)—a type of web-based application.


https://www.mertsarica.com/images/investscam19.jpg
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+90 539 100 8128 You
"Good morning, Mr. Osman." (01:58) "Hello." (02:03)
"I wish you a peaceful and happy day." (01:59) "I'll be available in 5 minutes; I'll write." (02:04)

"Alright, sir." (02:04) "I'm available, Ms. Derin." (02:10)

"I'm calling you, Mr. Osman." (02:10) "I've opened it." (02:19)

*Click here to see the untranslated version*
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When I logged into the web application, the interface strongly resembled the
fake exchange I had covered in my article titled Exposing Pig Butchering
Scam. The difference was that the scammers had added a fake Baykar stock
symbol (BAYKR-IST) to the list of symbols available in the application.
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As the conversation progressed, the scammer informed me that to transfer
funds to this exchange and supposedly purchase Baykar shares, I would need to
send money to the bank accounts they provided.

Since my primary goal was to understand the scammers’ methods and, as I did
in my article WhatsApp Scammers, identify the misused bank account details to
share with bank officials, I decided to create a scenario to uncover more

information.

I made an effort to ensure the scenario was long and realistic because I knew
that every minute they spent with me was time taken away from scamming
innocent people.

After enthusiastically taking on the role of a victim trying to make a money
transfer but constantly encountering errors, I told the scammer that I was
receiving errors. After some time, the scammer shared new bank account
details with me. I promptly shared the information I obtained with the bank
authorities.

Dolandirici (Scammer) You

"Have you been able to talk to the call center? Did you authorize the "I've opened it." (02:19)

transaction, Mr. Osman?" (03:11)

"Yes, I've just finished my meeting. They say you can't transfer to this
account due to a suspicious transaction; | can’t understand why. Why would
| perform a suspicious transaction?" (03:13)

"Let me explain it this way, Mr. Osman. If you've made a purchase or "l accidentally rejected
something under [redacted]’s name, it would again register as a suspicious the call." (03:21)

transaction for you. This isn't related to us; [redacted] always causes such

errors in commercial transfers. This isn't the first time we've experienced
such errors due to [redacted]." (03:19)

"Mr. Osman, the transactions will start at 12:30. Which stage are you at?" "[Redacted] bank wants

(04:26, edited) me to go to the branch
for identity verification."
(05:47)

"The finance department is requesting information. That's why I'm asking; "Because the account
I'll guide you during the process." (04:27) has been closed for a
long time." (05:47)

*Click here to see the untranslated version¥*
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Dolandirici (Scammer) You

"Because the account has been closed for a
long time." (05:47)

"Alright, what course of action should we take, Mr. "[Redacted] bank wants me to go to the branch for
Osman?" (05:49) identity verification." (05:47)

"Do you have the possibility to go to a [Redacted] bank
near you?" (06:22)

"Or let me put it this way: to make it easier for you..."
(06:26)

"You can actually verify through a video call as well."
(06:26)

"Mr. Osman, | have requested a new bank for you."
(06:53)

"Can you try again from here? Let's see if we'll encounter

the same error." (06:53)

Missed voice call (06:56) "I'll inform you. I'm currently in a meeting,
Ms. Derin." (07:11)

"We'll try with the new bank." (07:11)

*Click here to see the untranslated version*

From: Mert Sarica (He/Him)
Subject:

"Hello,

There is a gang involved in fraud, and | just obtained the IBAN information they are using. Since
[redacted], | am sharing it quickly, and it would be beneficial to take action.

Thank you.

IBAN: TR[redacted]

Name Surname: [redacted]"

Reply:

"Hello, Mr. Mert. | will forward the IBAN you provided to our fraud team for further investigation.

Thank you."

*Click here to see the untranslated version*
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Frustrated by the errors I encountered, the scammer named Derin quickly
directed me to another scammer named Demir (+90 539 105 14 31), who seemed
much more knowledgeable and experienced with bank internet/mobile banking

screens. However, luck was not on their side.

IP Detection

As the conversation progressed, I decided to use the Grabify IP Logger
application to learn the IP address of the scammer who was communicating with
me via WhatsApp.

On Grabify, I created a link that redirected to a SIM card block removal page
of a bank when visited. I then shared this link with the scammer. By timing
the sharing of the link according to the flow of the conversation, I was able
to quickly identify the scammer’s IP address and the city they were
connecting from via Grabify. (93.182.105.132 — Mersin)

Dolandirici (Scammer) You

"Sorry for the delayed response. I'm on the ling; let me know when you're  "Alright, I'll also give

done, and we'll try with the new bank." (02:15) [redacted] another try before
reaching out to you—maybe
it'll work this time." (02:19)

"I don’t want you to think there’s an issue with the IBAN." (02:20)
"That's why | requested a new IBAN." (02:20)

"When your meeting is over, let me know, and we’'ll try the transfer to the
new IBAN together" (02:20)

"Don't send to the old IBAN; I've deactivated it." (02:21)

"By the way, [redacted] bank told me that if | remove my SIM card block,

| can make the transfer. They directed me here via SMS regarding this. If
| do what they say, can | quickly transfer to you?" (Link shared:
https://grabify.link/[redacted]) (02:30)

"We'll try that as the second step, but first, let’s attempt sending to the
new IBAN you mentioned as a priority." (02:32)

*Click here to see the untranslated version*
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Dolandirici (Scammer)

"Mr. Osman, were you able to resolve it?" (09:46)

"Is the balance in your account in a term deposit?"
(09:56, edited)

"If it's in a term deposit, you can withdraw from
there." (09:57)

"Mr. Osman, we just received [redacted] from

another customer." (10:42)

"This isn't an issue related to us; honestly, we
wouldn’t even be able to send [redacted]. Your
bank gives this error under the guise of protecting
the amount since it's high. Tomorrow, let's try
solving it through your bank and attempt a single
transfer from there to see if it works." (10:44)

"My shift is ending, Mr. Osman. After you meet
with your bank tomorrow, please inform me so |
can help complete the rest of your process. I'll

guide you during the transaction." (11:13)

"Have a good evening." (11:15)

25 grabify.link/tracky

in

You

"Unfortunately, it seems | have to go to the branch.
| can't go today." (09:56)

"No, I've checked the non-term account as well."
(10:40)

"It's constantly being blocked due to suspicious
transactions." (10:40)

"It's best if | go to the Mersin central branch
tomorrow. It doesn't seem like this can be resolved
over the phone." (10:44)

"You're right. Honestly, | don't blame you; please
don't take it the wrong way. It's hard dealing with
these banks. They block transactions for those like
you, labeling them suspicious without reason. I'll
solve this issue tomorrow at the branch with the

manager; don't worry." (11:11)

"Alright, thank you." (11:15)

*Click here to see the untranslated version*

g‘" New Chrome available

All Bo

GRABIEY{ Home Login

Register Blog Tools v

Link Information
@ Share B> Export

(All custom links will stay active)

Original URL https:/www. gg

New URL Copy https://grabify.link/l

Other Links View other link shorteners

Tracking Code |

Access Link https://grabify.link/track/! |

Smart Logger W' @

Note Please login or register to create a note.

p—
T, Protecto

m -com.tr/dijital-bankacilik/sim-kart-degisikligi

Change domain / make a custom link



https://www.mertsarica.com/images/investscam29.jpg

25 grabify.link/track/!

in

GRABIFY Home Login Register Blog Tools v

Hide your IP! - Click here to hide your IP from Grabify and stay anonymous online.

Hide Bots
Date/Time “ IP/Provider &
[ |
N B N |
2024-07-23 931824105132

Country @ User Agent &
HE B
r I
[ B | [ W |

TUrkiye I Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/126.0.0.0 Safari/537.36

After obtaining the information I wanted, I decided to continue with a

scenario where I played the role of a victim who had already been scammed by

another scammer, aiming to give the fraudsters a “cold shower” experience. As

a result of the messages I crafted, the scammers, thinking they had fallen

victim to competition against another scammer, started sending me a series of

complaint-filled messages one after another.

+905391008128

"Good morning, Mr. Osman." (9:22 AM)

"How did you get in touch with them, Mr. Osman,
for your money to be stolen?" (2:43 PM)

"[Redacted] Bank, which couldn’t facilitate a
50,000 TL transfer, had restrictions even when
facilitating a transfer to our commercial account,
which was approved by the Central Bank. |

honestly can't understand how your account got
emptied during this process." (2:45 PM)

You

"Hello, Ms. Derin. Sorry for not answering the phone.
Yesterday, unfortunately, all my savings in my
[redacted] account were stolen by scammers.
Because of this, | had to rush to the [redacted]
branch in the morning and then visit the Mersin
Cyber Crimes Branch Office. Unfortunately, all my
savings are gone. I'm very upset." (2:40 PM)

*Click here to see the untranslated version*
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+905391008128 You

"l honestly can’t understand "There's a fraud ring based in Mersin; they're part of an international

how your account got emptied organization. It seems they're connected to Russia and Ukraine. | had

during this process." (2:45 been communicating with someone named Merve Hanim linked to

PM) them. She contacted me on WhatsApp, claimed to be from [redacted)]
Media, and said they were going public to request my investment."
(2:45 PM)

"They made me transfer
money, then withdrew all my
savings from another
account." (2:46 PM)

"You chose to deal with them "Ms. Derin, all my savings are gone. Do you really think we should be
instead of me. I'm sorry on discussing this now?" (2:47 PM)
your behalf." (2:46 PM, edited)

"Your investment is your
decision, Mr. Osman; I'm just
asking you to be open with
me." (2:47 PM)

"Whether you invest or not is,
of course, your choice." (2:47
PM)

*Click here to see the untranslated version*

+905391008128

"Hello, Mr. Osman. I'm reaching out regarding the meeting you had with Ms.
Derin." (2:31 PM)

"I am Demir Akyol, a finance specialist from the finance department." (2:32
PM)

"I tried calling you but couldn’t reach you. Please get back to me when you're
available so we can talk for 5 minutes." (2:33 PM)

"Hello, Mr. Demir. Sorry for not answering the phone. Yesterday, all my
savings in my [redacted] account were unfortunately stolen by scammers.
Because of this, | had to rush to the [redacted] branch in the morning and
then visit the Mersin Cyber Crimes Branch Office. Unfortunately, all my
savings are gone. I'm very upset." (2:40 PM, edited)

"Mr. Osman, how could your bank not intervene when they didn't allow youto  "They first made a

send money during the transfer process, yet they allowed all your savings to transfer and then

be taken from your account for an unauthorized transaction?" (2:48 PM) transferred the money to
another bank." (2:49
PM)

*Click here to see the untranslated version*

Despite my messages, the heartless and cold-blooded scammers, who clung to

their hopes of scamming me a second time and were motivated to keep the

communication going, eventually stopped messaging after I stopped responding
for a while.
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+905391008128 You

"They made a transfer first and then transferred the money to another
bank." (2:49 PM)

"I'm sorry for your loss, sir. But here's the thing: while the bank didn’t
allow you to make a transfer, how could they allow all your savings to be
taken through this process? As a finance expert, | don’t understand how
they approved this transfer." (2:51 PM)

"Thank you, | don't understand it either. The Cyber Crimes Department
said they blocked the transfer to another bank but allowed them to
make a transfer and then transfer it to another bank. I'll share more
details as | learn them. Please be careful." (2:52 PM, 2:53 PM)

"I'm sorry for your loss, sir. Whenever you want, we can stay in touch; "Thank you, | appreciate it. I'll

we're always here for you." (2:53 PM) get in touch with you
immediately if | recover my
money." (2:54 PM)

"Thank you, sir. Due to the unfortunate circumstances you've
experienced, I'm temporarily keeping your account open. We'll be

waiting for positive news from you first, Mr. Osman." (3:15 PM)

*Click here to see the untranslated version¥*

Amidst all these events, Baykar has continued to issue warnings to the public
through written, visual, and social media platforms since the beginning of
2024, tirelessly sharing alerts (#1, #2, #3) to raise awareness.

Audio Recordings

For those curious, you can listen to the mind-boggling conversations
(unfortunately it is in Turkish) I had with the scammers through the audio

recordings available below on my YouTube channel.

2. Fraud Attempt
IP Detection

In October 2024, nearly three months after the previous fraud attempt,
another scammer named Ipek contacted me using the same scheme, this time from
the phone number +90 548 822 66 82. Seizing the opportunity, I decided to use
the same method as before to obtain this scammer’s IP address.

After baiting the scammer in a similar manner, I discovered that, unlike the

previous one who was connecting from Mersin, this scammer was connecting from
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Tbilisi, the capital of Georgia. (I assumed the scammer was not using a proxy
server.)

+90 548 822 66 82

"Good morning, Mr. Osman. Wishing you a good week." (1:32 AM)

"Mr. Demir is on annual leave. I've been assigned as the system specialist, and I'd like to call you

when you're available." (1:33 AM)
"Honestly, they told me not to speak with anyone else, so I'd prefer to wait for them." (8:02 AM)

"Sir, there’s no misunderstanding; I'm their advisor, and we serve the same institution. You can see
when | call that I'm using the same number. We already have 100 advisors." (8:08 AM)

"Honestly, | had a minor issue at that time, and it definitely wasn't caused by Ms. Derin. However,
she explicitly advised me not to speak with anyone else for my security. I'm sharing part of our
conversation here; if you'd like, | can also share the part with Mr. Demir. Link shared:
https://bit.ly/ IR " (8:54 AM)

*Click here to see the untranslated version*
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Curious about whether the main actors from the previous fraud attempt, Derin
or Demir, were still active in their operations, I persistently told this
scammer that I would only deal with Derin or Demir. Succumbing to my
insistence, the scammer decided to contact Derin and redirect me to them.
Through this, I discovered that the scammers had been continuing their
operations at full speed with the same team over the past three months.
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+90 548 822 66 82

"No, no, sir, it's not a problem. We take such measures
for your security." (8:55 AM)

"Previously, you encountered fraud elsewhere, didn’t

you? | think that's why such a precaution was taken, as

far as | understand." (8:56 AM)

"I've been calling Ms. Derin, but for the past hour, she "Yes, please speak with her. | don’t want to
hasn't been on the ling, so | haven't been able to speak face another problem." (8:59 AM)
with her clearly." (8:56 AM)

"l don't know you, that's why." (8:59 AM)

"For a long time, the transactions have been open. Since
it was transferred to me, communication will be
established with you." (9:09 AM)

"The necessary information has been
provided to the appropriate person. Ms.
Derin will contact you." (9:13 AM)

*Click here to see the untranslated version*

Conclusion

As a result of this security investigation, I uncovered how an international
fraud ring uses the names of prominent institutions—ranging from oil
refineries and gas distribution companies like Slovnaft, INA d.d, and
Bosphorus Gaz, to defense companies like Baykar, and even Interpol-to deceive
and ensnare their victims. I sincerely hope that these scammers, who prey on
the money of innocent citizens, are caught and brought to justice as soon as
possible.

As I mentioned at the beginning of this piece, I earnestly request you to
share this article with your loved ones and everyone around you to prevent
more innocent people from falling victim to this well-orchestrated scheme of
organized fraud.

Taking this opportunity, I would also like to wish you a Happy New Year. May
2025 bring you and your loved ones health, happiness, and success!
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