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Bayt kodu seviyesinde calismanin kimi zaman zorlayici olduguna hak veriyorum.
Mevzu bahis bir Java zararli yazilimini analiz etmek oldugunda, eldeki class
dosyalarini Java kaynak koduna cevirmek, cogu analistin izleyecegi adimlarin
basinda yer aliyor. Ancak Temmuz ayindaki yazimda (Java Bayt Kod Hata
Ayiklamasi) da bahsettigim lzere, gizleme (obfuscator) aracindan (Allatori
gibi) faydalanan bir zararli yazilim ile karsi karsiya kaldiginizda, kaynak

koduna doénistiricileri (JD gibi) ¢ogu zaman sizi yari yolda birakabiliyor.

Aralik ay1 gibi, sahte bir e-posta ile hacklenmis oldugunu dusindigim bir web
sitesi Uzerinden indirilmesi saglanan ve her indirilme isteginde, farkli bir

sifre ile paketlenen siparisler.rar (siparisler.jar) adinda bir Java zararli
yazilimi dikkatimi c¢ekti.
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Siparigler

Dosya Hazir, indirme islemine Baslayabilirsiniz...

’ Siparisleri Indir I

Allatori gizleme aracinin gic¢lu 6zelliklerinden (uzun sinif ve metod
isimleri, AUX gibi rezerve isimler vs.) faydalanarak olusturulan bu JAR
paketi ic¢inde yer alan class dosyalarina baktigimda, dosya isimlerinin ~8000
hane uzunlugunda oldugunu goérdim.

Bu uzun dosya isimleri sayesinde zararli yazilimi Winrar, 7zip, unzip gibi
araclarla isletim sistemine agmak (extract) istedigimde, isletim sistemi
sinirlarina takildigimi ve dosyalari agamadigimi farkettim. Ayrica uzun dosya
isimleri ve metod isimleri nedeniyle c¢ogu kaynak kod donlstirdcisunin (CFR
haric¢) bu dosyayi kaynak koduna cevirme islemi esnasinda hata aldigini
gordum.


http://www.allatori.com/doc.html

= siparisler.jar - WinRAR (evaluation copy) = B

File Commands Tools Favorites Options Help

AP HMIED K 49

Add  Extract To  Test View  Delete  Find  Wizard Info VirusScan Comment
E | £/ siparislerjar - ZIP archive, unpacked size 846.630 bytes

Name @ Size Packed Type Modified |Obh]5r:atiﬂn by Allatori Obfuscator http://www.allat
; ' WinRAR: Diagnostic messages = E “
b Message "
< 1, C:\Users\Mert\Desktop\malware\siparisler.jar: Cannot create C:\Users\Mert\Desktop\AAA
config The system cannot find the path specified.
META-INF 1., C:\Users\Mert\Desktop\malware\siparisler jar: Cannct create C:\Users\Mert\Desktop\AAA
0 The system cannot find the path specified.
a.dat 64 6 /L C\Users\Mert\Desktop\malware\siparisler.jar: Cannot create C:\Users\Mert\Desktop\AAA
AAAAAAAAAAAAAAA 21.266 73 The system cannot find the path specified.
AAAAAAAAAANAADAA 85.710 167 1., C:\Users\Mert\Desktop\malware\siparisler jar: Cannot create C:\Users\Mert\Desktop\AAA
AAAAAAAAAAAAAAA. 91.039 136 The system cannot find the path spec_lﬁed._
ey in 1, C:\Users\Mert\Desktop\malware\siparisler.jar: Cannot create C:\Users\Mert\Desktop\AAA v
< >
AAAAAAAALAAAAAA.. 89.227 1.81
aUX.class 169 14 Close Break operation Copy to clipboard
Main.class 34349 54
meeyg 10381 1oosfoRlemor:s
< > | < >
B0 Selected 21.266 bytes in 1 file Total 6 folders and 418.927 bytes in 9 files
= siparisler_1450159275.rar - WinRAR (evaluation copy) = =
File Commands Toals Favorites Options Help

e = o 1
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vl C! W |71

Add  Extract To  Test View Delete Find Wizard Info | VirusScan Comment Protect  SFX

[E B siparisier_1450159275.rar - RAR archive, unpacked size 356.786 bytes

Name 5 Size Packed Type Modified Dosya Sifresi : 7565
L. File folder
| siparisler jar * 366.786 131.248 Executable .. 14.12.2015 13:48
= siparisler_1450159100.rar - WinRAR (evaluation copy) = e

File Commands Tools Favorites Options Help

AP WO & 0¥

Extract To  Test View  Delete Find  Wizard Info | VirusScan Comment Protect S
E B siparisler_1450159100.rar - RAR archive, unpacked size 366.786 bytes L
Name = Size Packed Type Modified Dosya Sifresi : 0432
k- File folder
i |siparislerjar = 366.736 131.248 Executable .. 14.12.2015 13:48
= siparisler_1450159284.rar - WinRAR (evaluation copy)

File Commands Tools Favorites Options Help

: AP HUHWMIROD K U

Add  Extract To  Test Wiew  Delete  Find Wizard  Info | VirusSean Comment Proteet  SFX

[E Smsiparisler 1450159284 rar - RAR archive, unpacked size 366786 bytes

=

Name Size  Packed Type Modified Dosya Sifresi : 5081
N File folder
| siparislerjar * 366.786 131.248 Executable .. 14.12.2015 13:48

Bu dosyanin, kum havuzu analizi yapan ticari bir Grinld analiz esnasinda
cokerttigine sahit olmus biri olarak, sadece ve sadece cihazlara yatirim

yapan ve bel baglayan kurumlarin pamuk ipliginde yasadiklarini yeri gelmisken
tekrar soylemis olayim.

Tabii Python ile Allatori Zip Shortener gibi basit bir ara¢ yazarak bu zip
dosyasini ac¢ilabilir hale getirmem cok zor olmadi.


https://www.mertsarica.com/codes/allatori_zip_shortener.py
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Daha detayli bilgi edinmek ic¢in Temmuz ayinda yayimlamis oldugum yazida
oldugu gibi bundan sonra bayt kod seviyesinde analize devam edebilirdim. Eger
amacim sadece bunun hangi tirde bir zararli yazilim oldugunu 6grenmek
olsaydi, zahmete girmeden bellek dosyasi Uzerinde yapacagim ufak bir
arastirma ile bunun Jsocket RAT yazilimi oldugunu da 6grenebilirdim.
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Bu zararli yazilimi incelerken, http://www.javadecompilers.com/ sitesi
sayesinde c¢ogu kaynak kod doénustiricuisunin Allatori’ye karsi yetersiz


https://jsocket.org
http://www.javadecompilers.com/

oldugunu g6rdim. Cogu donustirici, bu zararli yazilimi ya kaynak koda
cevirmekte basarsiz oldu ya da cevirdigi kaynak kodu, tekrar derlenemeyecek
durumdaydi. Bayt kodu seviyesinde statik analiz ile ilerlemek isteseydim,
Allatori’nin karakter dizilerini gizledigini gorecek ve bunu c¢dzmek icin
gizleme yontemini bulmam gerekecekti ve bu bayt kod seviyesinde islerimi
biraz daha uzatacakti. Ben de bu vesileyle, Allatori’ye karsi mevcut kod
donustiriciuleri degerlendirmeye ve karakter dizi gizlemesi igin kullanilan
algoritmayi hangi donustiricunin basariyla ortaya ¢ikartabildigini 6grenmeye
karar verdim. Bunun icin de basari kriteri olarak, kaynak koduna cevrilen
class dosyasinin tekrar derlenebilmesini ve calaistirilabilmesini kabul ettim.

Ilk olarak Java ile komut satirina “Hello World” yazan basit bir kod yazdim
ve bunu JAR paketine c¢evirdim. Ardindan bu paketi Allatori’ye vererek
gizlenmis (obfuscated) paket olusturmasini sagladim. Son olarak da
http://www.javadecompilers.com/ sitesi Uzerinden her bir JAR dosyasini kaynak
koduna cevirip derlemeye ve calistirmaya basladim.

B hello. java - Notepad El@[z|

File Edit Format Yiew Help

public class hellq|
?ub'l"lc static void main(string [ argw) /7 this is the entry point of program

System. out. printlng"Hello world!");



http://www.javadecompilers.com/

B config.xml - Notepad
File Edit Format Yiew Help

<config:
<inputs>

<jar in="hello.jar" out="obf-hello.jar" =
</ Anput:>

<keep-names:>
<class access="protected+">
<«Field access="protected+" >
<method access="protected+" >
</fclasss
</keep-names>

<!—— =tring encryption --»

<property hame="string-encryption’ walue="maximum", >

<property name="string-encryption-type" va1ue=”strong“!>

<property name="string-encryption-version" walue="w4

<l—— zproperty name="string-encryption-ignored- str1ngs walue="patterns.txt" > —-»

<!—— Control flow obfuscation
<property name="contro]-flow-obfuscation” value="enable" />
<property name="extensive-flow-obfuscation" wvalue="maximum" >

-

<property name="log-file" walue="log.xml"/ >
< fconfigs
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2k8 E 26 kB LJ abf-hello_source_from_cft
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Details



e C:AWINDOWS\system32\cmd. exe |- Dfﬂ
sDocuments and Settings“AdministratorsDesktop Allatori-S.6-Demos~Allatori-5.6—-DM
emo~tutorialsstepAl~files>*Aunfllatori.bat

emu\@uturial\stepﬂikfiles}jaua —#ms128m —dmx512m —Jjar ..s..wooslibvallatori. jar

C:sDocuments and Settings\ﬂdministratuP\Desktup\Hllaturi—E.E—Demu\ﬂllaturi—E.ﬁ—D_J
config.xml
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Obfuscation by Allatori Obhfuscator vSh.6 DEMO
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Demo version adds System.out’s ﬁ
it
i
it
i
it
i
it
it

i i i i i i
[INFO1 Ohfuscation completed. Writing log file...

sDocuments and Settings“AdministratorsDesktop Allatori-S5.6-Demos~Allatori-5S.6-D
emo~tutorial~stepAl~files>

W lon v obfscator -0 % & 1eva decompier onine x4 ¥

& 5 C fi [ www.javadecompilers.com

® Decompilers online

JAR and .Class to Java decompiler

i support

e all of the above. And, if no re commercial. The obsolet

to use aJava decompiler and all of them were either unstable, obsolete, unfinished. or i tf

was typically proved by the fact that they can anly decompile JOK 1.3

B obf-hello_source from__zip v B obbhelosowrce from_.zp | B obf-helo_sourcefrom_.2p  ~ v.2p v B cbbhelo_s: dp v B obf-helowerld_soure: “ B obf-heloword_source_.zp  * 2 Show all downloads.

Degerlendirme sonucunda JadX, Procyon kaynak kodu donilisticilerinin basariyla
Allatori v5.6 Demo siurimiu ile gizlenmis kodlari orjinal haline

cevirebildigini gordim.


https://github.com/skylot/jadx
https://bitbucket.org/mstrobel/procyon

e C:AWINDOWS\system32\cmd. exe

icrozoft Windows HP [Uersion 5.1.26881
C(GC>» Copyright 1785-2881 Microsoft Corp.

C:sDocuments and Settings~Adminisztrator>cd C:sDocuments and Settings“~Administrat
orsDezsktopsAllatori-S5.6-Demo~Allatori-5._.6-Demostutorialsstepdisfilessobf-hello_s=s
ource_from_cfrwobf-hello_source from_cfr

C:sDocuments and Settings~Adminisztrator~Desktop~Allatori-S5.6-Demo~Allatori-S5.6-D
emostutorialsstepdisfilessobf-hello_source_from_cfrsobf-hello_source_from_cfr>ja
vac hello.java

hello.javatib: error: not a statement

1 << 3 : i

error

C:sDocuments and Settings~Adminisztrator~Desktop~Allatori-S5.6-Demo~Allatori-S5.6-D
emostutorialsstepdisfilessobf-hello_source_from_cfrsobf-hello_source_from_cfrl

- C:\WINDOWS\system32\cemd.exe HEER

Emu\tuturial\stepﬂi\Files\uhf—hellu.jar_suuPcE_FPum_JHDH\uhP—hEllu.jar_suurée_fr “
om_JADHE *javac hello. java

C:sDocuments and SettingssAdministratorsDesktop~Allatori-S.6-Demo~Allatori-S5.6-D
emo~tutorialsstepdlsfilessobf-hello. jar_source_from_JADH“obf-hello. jar_source_fr
om_JADE >*java hello
ikt i A
i
i # it i fEE R B
H#u# i H#H & HHEHHE N
itk # it g # i # i it
o8 EH MU OH OB OB RHH O OB OHEH
Obfuscation by Allatori Obfuscator vh.6 DEMO
http:/2wmw_allatori.com
it

ello World?

it
i
it
i
it
i
it
i
it
#

s»Documents and Settings“AdministratorsDesktop~Allatori-5.6-Demo~Allatori-5_6-D
Emﬂ\tutﬂrial\st&pﬂi\filES\th‘hEllD.jaP_SDUPEE_fPDm_JHDH\th—hE110.jaP_SDUPCE_fP_J
om_JADH > =




o0 C:\WINDOWS\system32\cmd.exe BEE

swDocuments and Eettings\ﬁdministratur\Desktup\ﬁllaturi—E.E—Demu\ﬂllaturi—E.E—Dl’
emo~tutorialsstepdl~files~obhf-hello_source_from_jdcore~obhf-hello_source_from_jdc
orerjavac hello.java

hello.java:z38: error: not a statement

Empﬁﬂ_ﬁ?;

hello.java:48: error: not a statement
int ? = tmpbd_6Y;

¥ ¥

hello.java:48: error:
intA? = tmpbB_67;

expected

H
hello.java:48: error: not a statement
int ¥ = Empﬁﬂ_ﬁ?;

hello.java:43: error: not a statement
Emp?ﬂ_?4;

hello.java:45: eprror: not a statement
E(EK3 B> << 3 Bx2);

hello.java:52: error: illegal start of expression
z[tmpiﬂz_ﬂﬂl = {{char>{k * a.charft{tmplB2_99> " n.charfAt{jrd>;

wello.java:h2: error: illegal start of expression ]

- C:\WINDOWS\system32\cemd.exe |- o] x|

Emu\tuturial\stepﬂi\Files\uhf—he1lu_suurce_FPum_Prucyun\uhP—hellu_suurce_frﬁm_Pr “
ocyon>javac hello.java

C:sDocuments and SettingssAdminisztratorsDesktop~Allatori-S.6-Demo~Allatori-S5.6-D
emo~tutorialsstepdlsfilessobf-hello_source_from_Procwvonsobf-hello_source_from_Pr
ocyon>rjava hello

LRIEIE RIS RIS IBIBIBIBIRBIS SIS SIS BIRISIAISIEISIEISIRISIRSIE R E B PP E
i

i # it i #Hud HHd 48 g
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i i it e # 4 o4 un it
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it
i
it
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it
Obfuscation by Allatori Obfuscator vh.6 DEMO #
it
i
it
it

it
ello World?
s»Documents and Settings“AdministratorsDesktopsAllatori-5.6-Demo~Allatori-5_6-D

emostutorialsstepdlisfilessobf-hello_source_from_Procyon~obhf-hello_source_from_Pr
oCcuyon > |




o0 C:\WINDOWS\system32\cmd.exe BEE

sDocuments and Settings“AdministratorsDesktop Allatori-S.6-Demos~Allatori-5.6-—DM
emo~tutorialsstepAl~files~obhf-hello_source_from_Fernf lower>javac hello.java
hello.java:5: error: ‘¢’ or ‘[’ expected

StringBuffer vari@dBA = new StringBuFPEPi

hello.java:?: error: {identifier> expected
uariﬂﬂﬂﬂ.(init}iuariﬂEEE.getHethudHame());

2 errors

sDocuments and Settings“AdministratorsDesktop“Allatori-S5.6-Demos~Allatori-5S.6-D
emo~tutorial~stepdl~files~obhf-hello_source_from_Fernflower>

o
C:\WINDOWS\system32\cmd.exe |- o] x|

sDocuments and Settings\ﬁdministratur\Desktup\Hllaturi—E.E—Demu\ﬁllaturi—E.E—Dll

emostutorialsstepdisfilessobf—hello_source_from_jadsobf-hello_source_from_jad>ja

vac hello.java

hello.javazid: error: ';' expected _J
JUM IHETRAneu 19 <Clasz StringBuffer>;

hello.java:13: error: illegal character: %35
JUM INSTR new E? +Class StringBuffer>;

hello.javazid: error: > expected
JUM INSTR new #9 <Class ﬁtringBuPPer};

hello.javaz13: error: illegal start of expression
JUM INSTR new #97 “Class EtringBuffer)i

hello.javazi3: error: not a statement
JUM INSTR new #9 <Class EtringBuPPeri;

hello.java:id4: error: 2

2 expected
JUM INETRAdup ;

hello.java:id4: error: not a statement
JUHM IMSTR ﬂup H

hello. java:l5: error: not a statement Bl |

Procyon ve JadX sayesinde Allatori v5.6 tarafindan kullanilan karakter dizisi
gizleme algoritmasi da ortaya c¢ikmis oldu :)



E hellojava 3

- B

e s

5 public static String ALLATORIXDEMO(final String a) (

s final StackTraceElenent stackFraceElemant = now Excaption () .getstackerace() (117

s £inal String string = now StringBuffer (stackTraceElenent.getNathodnams ()} . insert
final it n = steing.lemgene) -

: final int 52 = (Ox3 & Ox8) <€ 3 »

3% (0x3 70

, stackTraceElement.getClassNams () .toString () ;

final int length = a.length()7
f£inal char[] array = new char[length];

int nay
& int i = m4 = length = 1;

17 final char(] array? = array;

18 final int nS = n3;

19 final int n6 = m2;

20 int n7 = n;

21 £inal int n8 = n;

22 £inal String s = string;

23 while (i >= 0) {

20 final char(] array3 = array?;
25 £inal int n9 = ng

26 final int n10 = nd-

array3(ni0] = (char) (n9 A (a.charAt(ni0) ~ s.chaxat(n)));
if (ma < 0)
break;:
)
£inal char(] arrayd = array?:
f£inal int nll = nS;
final int ni2 = n4;

final char ¢ = (char) (n1l * (a.charAt(nil?)  s.charaz(n))):

-ena;

—en7;
37 arraya[niz] = o
38 i€ (07 < 0)
39 n7 = ne;
40 )
n i=ma;
22 y
3 return new String(array2);
s ]
45 @ public static veid main(rinal string(] a) (
4 System.out.printin (ALLATORIXDENO(

T2 TR R\ (XAR007£~ySEZ~2)Y [1-ystz

* J

Bir sonraki yazida gorismek dilegiyle herkese glvenli glinler dilerim.



