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written by Mert SARICA | 1 September 2021
If you are looking for an English version of this article, please visit here.

Evvel zaman icinde, kalbur saman icinde; pireler berber, develer tellal iken
bir tehdit aktorld varmis. Bu tehdit aktori hedef aldigi kurumlardaki Ust
dizey calisanlara ekinde bir HTML dosyasi bulunan bir e-posta gondermis. Bu
HTML dosyasi ac¢ilir ve icindeki baglanti adresi
(https://go0gle-drivel[.]blogspot[.]com) takip edilirse, hedef alinan kisi
mega.nz isimli dosya saklama ve paylasim sitesindeki bir adrese
(https://megal.]lnz/file/ax1lmBSxR) yoénlendiriliyormus. Bu dosya indirilip
calistirilarsa, tehdit aktorli tarafindan hedef sistem uzaktan ydnetilerek
ses, goruntu, tus kaydi da dahil olmak Uzere her tirlu kotaluk
yapilabiliyormus. Rivayete gore de ag tabanli kum havuzu sistemlerinden
bazilari, tehdit aktdérud tarafindan gonderilen bu HTML dosyasinda yer alan

baglanti adresini analiz edemiyormus.

There is something wrong in the receipt please check! - Message (Plain Text)

e me what y E3L

& & = ¥ Create New m D‘“‘Actions' B [ [ | g Y O Find
X | RIEQ 3 Bmeang |7 crosenew (v I > A% B R~ Q
| | Move Mark Categorize Follow = Translate oom

Delete  Reply Reply Forward [
i 2 b, Select~

All i - Unread - Up~
Delete Respond Quick Steps ] Moave Tags () Editing Zoom
Hotel Capitala <hotelcapitala@spania.com>

There is something wrong in the receipt please check!
G Haotel Reciept.html
648 bytes

Check Attachment.


https://www.mertsarica.com/kacabilirsin-ama-saklanamazsin/
https://www.mertsarica.com/kacabilirsin-ama-saklanamazsin/
https://www.mertsarica.com/you-can-run-but-you-cant-hide/
https://mega.nz

Attachment Tools

ge (Plain Text)

Attachments : Tell me w

x @ @ 8 2 Meeting ; Create New . ; ZA‘t'UHS' E‘w

> a’%} O Find q

-

Junk [2) Related =
Delete = Reply Reply Forward [T 1q0e —| | Maove Mark Categorize Follow = Translate oom
All z L | o U= Up~ . I% Select~
Delete Respond Quick Steps [F] Move Tags [ Editing Zoom
Hotel Capitala <hotelcapitala@spania.com>
There is something wrong in the receipt please check!
i N
%" Hotel Reciepthtri : Properties ==
048 bytes Settings Security
Importance Encrypt message contents and attachments
Check Attachment. Sensitivity | Normal Z ) | Add digital signature to outgoing message

v Request S/MIME receipt for this message

|:| Do not AutoArchive this item
Tracking options

D [ request a delivery receipt for this message
s Request a read receipt for this message

Delivery options

@ W, Have replies sent to \"
7=y

[ Expires after mone ~| [o0:00

|

[ categories | [ none |

Internet headers

otelcapitala@spania.com
| does not designate 93.188.3.52 as permitted sender) identity=mailfrom;
client-ip=93.188.3.52; receiver= 1
nvelope-from="hotelcapit: pania.com”;
x-sender="hotelcapitala@spania.com”; x-conformance=spf_only;
x-record-type="v=5pfl"; x-record-text="v=spfl include:spf.webhuset.no -
|all”

[=] Hotel Reciept html 3

H<html>
EH<body>

H<style>
hi {
font-family: Arial, Helvetica, sans-serif;
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Bir kurum yukardaki gibi bir senaryo ile karsilastiginda, saldiri girisimi
basariya ulasmasa da konuyu blyuk bir dikkatle ele almalidir c¢lnkld bu 6nci

bir sarsinti olup ardindan gelecek biuyuk depremin isaretc¢isi olabilir



dolayisiyla bu girisimin hedefli (Spear Phishing), organize mi (APT) yoksa
¢ok sayida kullaniciya gerceklestirilen genel bir kampanyanin parcasi mi
sorularina da arka planda yanit aramasi gerekir. Tabii bu sorularin
yanitlarini bulmasi kimi zaman mimkin olmasa da yapilan analizler sayesinde
bir fikir elde edilebilir. Ben de bu yazi ile bu sorulara yanit aramaya
koyuldum.

I1k olarak statik analiz ile dosyanin C# ile gelistirilip, paketlenmis
oldugunu gordim. Dosyay1i sanal bir sistem lzerinde calistirip dinamik olarak
analiz ettigimde zararli yazilimin Pastebin sitesindeki bir adrese eristigini
6grendim. Bu web adresini ziyaret ettigimde sayfada bir ip adresi
(193.161.193.99) ve baglanti numarasinin (port) yer aldigini gordim.
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153.161.193.99: 20614

0zellikle APT saldirilarinda kullanilan zararli yazilimlar tehdit aktorleri
tarafindan 6zel olarak gelistirildigi ve saldiridan hemen 6nce derlendigi
icin VirusTotal‘a ylklendiginde cogunlukla genel bir imza adi altinda
(Backdoor, Trojan vb) tespit edilmektedir. Bu gibi durumlarda Intezer gibi
servislerden faydalanarak zararli yazilimin kodunun baska hangi zararli
yazilimlarda kullanildigini arayarak eslestirme yapmaniz ve tehdit aktori
konusunda bilgi edinmeniz s6z konusu olabilir.

Bu zararli yazilimi VirusTotal'’'a yukledigim spesifik olarak bir zararli
yazilimla eslestirilmedigini gdérdidm. Bunun lzerine Intezer lizerinde arama

yaptigimda da maalesef yine elim bos kaldi. (Generic Malware)

Pastebin.com sayfasindan elde ettigim ip adresini VirusTotal’da arattigimda
bu ip adresinin baglanti noktasi yonlendirmek amaciyla hizmet veren
Portmap.io servisine ait oldugunu 6grendim.
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Kendisini gizlemek ic¢in elinden geleni yapan tehdit aktdrunidn gelistirmis
oldugu zararli yazilimin ne oldugunu ogrenmek icin arastirmaya devam
ettigimde sira dinamik kod analizine geldi ve imdadima OPSEC baslikli yazimda
kullandigim dnSpy hata ayiklayicisi yetisti. dnSpy araci ile hata ayiklamaya
baslamadan 6nce paketlenmis yazilimin bellekte gizledigi ana modilini bulmak
icin ExtremeDumper aracini calistirdigimda ortaya kotidliklerin anasi Stub.exe

¢ikmis oldu.
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Stub.exe programini adim adim dnSpy ile analiz ettigim bir noktada AES ile
sifrelenmis olup ¢ozilen 0.5.6B degeri dikkatimi c¢ekti. Bu degeri Google’da
“rat 0.5.6B” anahtar kelimeleri ile arattigimda bilin bakalim karsima ne
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¢ikti ? Acik kaynak kodlu AsyncRAT! :)
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9.5-318.6 aLD50 is equal to 8.2 ml/kg corresponding to 9.2 g/kg b LD50 is higher than 5
mifkg corresponding to higher than 5.6 glkg
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Coumarin derivatives protect against ischemic brain injury ...

E hups://www sciencedirect.com/science/article/pii/S022352341300247X

Compound 20 effectively protected against rat ischemic brain injury. (A and B) Brain
infarct size, (C) Neurological score and (D) brain-water content at 24 h after ischemia. After
the rats underwent MCAO and were treated with compound 20, edaravone or saline, they
were scored by Longa's 5-point scale, and then the rat brains were stained with

PDF The Metabolism in Viva of Ad4-Androstene-3, I?-dione-7-H ..

S v jbe.org/content/236/5/1321 ull.pdf

the Holtzman Rat Company. The animals were maintained under light Nembutal
anesthesia during the infusion period; the total volume of solution thus administered was
less than 2 mi per rat. The infusion pump, model no. 600-900, was obtained from the

Harvard Apparatus Company, Dover, Massachusetts.

GitHub lzerinde bu projeyi detayli bir sekilde inceledigimde analiz ettigim

zararli yazilimin AsyncRAT oldugunu benzer kod bloklarindan yola c¢ikarak

dogrulayabildim.
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Son asamada Stub.exe dosyasinin benzerlerini vhash ile VirusTotal Uzerinde

arattigimda cok sayida 6rnek ile karsilastaim. Tim bu 6rnekler, analiz ettigim
zararli yazilimdaki Pastebin adresine mi sahip, ortak bir kampanyanin parcasi
m1 diye merak icinde dislinirken ya 50’den fazla her bir 6rnegin analiz



raporunu inceleyip bunu kontrol edecektim ya da tembellere yakisir cok kisa

ve pratik bir yol bulacaktim. :) Hindi gibi dusinmeye basladiktan sonra

aklima Python ile tum bu 6rnekleri statik olarak analiz ederek Once AES

sifreleme anahtarini bulan ve ardindan da konfiglirasyon bilgilerini cikaran

bir ara¢ hazirlama fikri geldi.
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Tabii degisken isimleri her bir programda rastgele olusturuldugu icgin
oncelikle AES anahtarini statik bir degiskenden faydalanarak bulmam
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gerekiyordu. .Net ile gelistirilen programlarin derlendiginde baytkoda

(CIL/MSIL) cevrildigini bildigimiz icin baytkod Uzerinde statik degerler

aramaya koyuldum.
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Bunun icin meshur Mono projesinde yer alan Mono Disassembler (monodis)

aracindan faydalanmaya karar verdim. Monodis araci ile tum Stub.exe

orneklerini koda cevirdikten sonra AES sifreleme anahtarinin her daim 0x288c

degerinden sonra gelen IL 003c degerinde oldugunu tespit ettim. ve bu

bilgilerden faydalanarak Python ile AsyncRAT Configuration Extractor aracini

gelistirdim. Araci tim o6rnekler lzerinde calistirdigimda her birinin

konfiglrasyonunda yer alan bilgilerin, analiz ettigim zararli yazilimdan

farkli oldugunu dolayisiyla analiz ettigim zararli yazilim ortak bir

kampanyanin parcasi olmadigini o6grenmis oldum.
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[ stub?ae Text Document 88 KB S S -
2 C:\Users\Mert\Desktop vt _maluares>C"C:\Program Files\Monoshin\monodis.exe"”
57 StubB.exe Application 48K put =stub?. txt_stuh?.exe >
[ stub8t Text Document 6 KB
=7 Stub9.exe Application 48 KB
[ stubd. Text Document 83 KB
57 Stub10.exe Application 48K
| stublod ment 3KB
=7 Stub11.exe Application 48 KB
[EETE Text Document 85 KB
m77 Stubl2.exe Application 48 KB
[ stubl2.t 6 KB
57 Stub13.exe 48KB
[ stubl3.e 84 KB
7 Stubld.exe Application 48 KB
[ stubla. Text Document 4 KB
57 Stub15.exe Application 48 KB
L stubl5e Text Document 84 KB
"7 Stubl6.exe Application 48 KB
| stubl6.bd Text Document 6 KB

62 items



https://www.mono-project.com
https://www.mono-project.com/docs/tools+libraries/tools/monodis/
https://github.com/mertsarica/hack4career/blob/master/codes/asyncrat_ext.py
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308 IL_003 call unsigned int8[] class [mscorlib]System.Convert::FromBase64String(string) 2
309 IL_003c: callvirt instance bool class [mscorlib]System.Security.Cryptography.RSACryptoServiceProvider::VerifyHash (unsigned int8(], string, unsigned int8[]
310 IL_0041: stloc.0

311 IL 0042: leave.s IL_004%

312

313 } // end .try O

314 catch class [mscorlib]System.Exception { // O

315 IL_0044: pop

316 ldc.i4.0

317 : stloc.0

318 IL_0047: leave.s IL_004%

319

320 } // end handler 0

321 IL_0049: 1ldloc.0

322 IL 004a: ret

323 } // end of method UPjlGoQHGImZ::ZoFvYnkytx®xL1EF

324

325 // method line 5

326 .method private static hidebysig specialname rtspecialname

327 default void '.ccter' () <il managed

328 4

329 // Method begins at RVA 0x288c

330 // Code size 151 (0x97)

331 .maxstack 1

332 IL_0000: ldstr "+20ybq/fGZAPht]ZnpOMXGLgsfwrXRUSSS3HRExU]10d1¥YX]Gus2snGzRAPEWOBLMEDEHY0tO4e 7 £yt £TUD+9C:
333 IL _0005: stsfld string LVefMHugJpKfAW.UPjlGOQHGIMZ : : rLEHRVVKELT

334 IL_000a: ldstr "iug7GHKbtQOLOSEWn9VUWoiYEINiOums33crjUxWS93CxiMManpb3WgXcPOVHTML 9ORMNGM:jEJTOROKT zaxPA:
335 IL_000f: stsfld string LVefMHugJpKEfAW.UPjlGoQHEImz : : svdTwY¥xvrD

336 IL_0014: 1ldstr "rFw03jQRqdu9pvgB55Fn07awWPCX0InCNuzoHPe]jjWBIO21+9XMo59v72imajGMP8/ TtLgUWm/ 1xu7 r7S3NES Tw:
337 IL_0019: stsfld string LVefMHugJpKfAW.UPjlGOQHGIMZ ! : JYTYYBVOPQX 1KmBT

338 IL 00le: ldstr "c3R2LaC//AaIuPpNsvygl 0k&Q5D 1vPHCAhMhbLtGerkeQCNFAODkik/zC VKBS DPRXLEVGW:
339 IL_0023: stsfld string LVefMHugJpKfAW.UPjlGOQHGIMZ : : WtxJdUCxhhTm

340 IL _0028: ldstr "$AppDatat"

341 IL_002d: stsfld string LVefMHugJpKIAW.UPjlGoQHGJImz 1ETEGCaudoM

342 IL _0032: ldstr "Host Process for Windows Host.exe"

343 IL_0037: stsfld string LVefMHugJpRfAW.UPjlGoQHEImz: : IgQueznoVept

344 EL003€: 1ldstr "cG5tSzZuUFlQSULNNU9IG3A5N]Fkbk5QVX1JYMRIWWK=""

345 IL _0041: stsfld string LVefMHugJpKfAW.UPjlGOQHGIMZ : : DEWIENFAUNePD

346 IL_0046: ldstr "wW+9tAG5gSnONDZHUUFzEP+Wk+F7BiDKG3t7cWsOtELEDYSc2CwOgMIN/ PAAGBEEMKI2qi6c1SACK+] tAhpGiw:
347 IL_004b: stsfld string LVefMHugJpKfAW.UPjlGOQHGJImZ: :BSgVWQPULSXB

348 IL_0050: ldstr

"uERCUObOYG+HELIE1XGM+SKgnW/ Tyt YkEKqIvIVICGLXREOIUVOSKCwE 2gbiAkY+M0 yNQ4He2DZSp 2 LvhhhWui fuLymnr cpUd j cgl/HY v Ya toimWOCRE 6gOXBPEQvRukan(y0S2 FakIpogdgmG1CIwEq/RIVE+ooX 7aWTkCoT+mT 635 Iry v

B suboe 3] Eldst | Esubot & H sub o0 B3 [Elsubzoe 3] B b3 3] Esubsve |

IL_0037: call unsigned int8[] class [mscorlib]System.Convert::FromBase64String(string)

IL 003c: callvirt instance bool class [mscorlib]System.Security.Cryptography.RSACryptoServiceProvider: :VerifyHash (unsigned int8[], string, unsigned int8(1)
IL_0041: stloc.0

IL_0042: leave.s IL_0049

} // end .try O
catch class [mscorlib]system.Exception { // 0
IL_0044: pop
IL_004 ldc.i4.0
IL_004 stloc.0
IL_0047: leave.s IL_004%

} // end handler 0

IL_0049: 1ldloc.0

IL_004a: ret

} // end of method vUuBwDuS1Ir::TMIjBQTGNDECEWQ

// method line 5
.method private static hidebysig specialname rtspecialname
default void '.cctor' () cil managed

// Method begins at RVA 0x288c
// Code size 151 (0x97)
.maxstack 1
IL_0000: 1dstr "JmPCaie5PV3CgOEMfV+2XI077HOUfVOWrR2ztSINRIMJOSS6ENL/0/0SUL2DOMMRADYOOKEYGYp3MkHS 60SA2dY
IL_0005: stsfld string McuCAiaCqjz.vUuBwDuSlIr::wEmhlNbkZHX
IL_000a: 1ldstr "i/BhlpMa6LMe2U3YeIWe0u82pzhfebvBoIT+DFDAOWRGIIT5xtr87tlzX1xkuGIRW4t1TaIz6DxeKFwnjxa7bs31p77QAXbXVIgZS YMAVTG="
IL_000f: stsfld string McuCAiaCgjz.vUuBwDuS1Ir::AmbSEfkKFVyi
IL_0014: ldstr "wWaZHALMXCBowyCDF65SL3XNFSWBwozg3xIUkjakh2rs0JdjAhMrDg38+CQ1071t4gbME1R0+nPUE3SuCERCE2A:
IL 0019: stsfld string McuCAiaCgjz.vUuBwDuS1Ir::LOrEpVhKVWE
IL_00le: 1ldstr "ndT5oubUiS¥DYYs+AaXtB7xBZiwBEDEnfPdeRBMBAYQDFvE]JkPtEMAEwYxThRaA/RXL] fqdBaAazi FMD3DOw==
IL_0023: stsfld string McuCAiaCgjz.vUuBwDuSlIr::MyLHXiGQFX
IL _0028: ldstr "$AppData%"”
IL _002d: stsfld string McuCAiaCqjz.vUuBwDuSlIr::chY¥pYfFweyi
IL_0032: ldstr ""
IL_0037: stsfld string McuCAiaCgjz.vUuBwDuS1Ir::oECGIinZjLGB
EE0038: 1dstr "TXY0Q20yMGRXS1ZFeGx1TG1pVXpuSDllb29pZU03TED:
IL 0041: stsfld string McuCAiaCgjz.vUuBwDUS1Ir::nkgtoZYXKREgY
IL_0046: ldstr "Z6x6P100ZrezSi+xxH14Eb4151t9m2nGZpIAYOrz512MKo/jFyCiC6aszmCSyx5YbB47al35tESSSVD/AYgTPNQZEELici ORPVIOKGNASXSC="
IL_004b: stsfld string McuCAiaCgjz.vUuBwDuSlIr::gEcNdycslalbg
IL_0050: ldstr
"gHVGZBMC kY Ui 4h+UFW+YdVepPIOL2 tKudo Lp YE £ JW+0f 0bUUG CUNYWRHLTL 2wNLAZ LKDJGH15nX / Re¥Cp8 £21Pe T YGLZGB2gFBMQSO6VThVEC i SRPWR s k+JJSz0 fvBbb ¥ PAN+wQqg+CPduvUr T£X0i  0psXxGUVRi TATi qRFPSXyPuQz ~
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IL 0037: call unsigned int8[] class [mscorlib]System.Convert::FromBase64String(string) ~
IL 003c: callvirt instance bool class [mscorlib]System.Security.Cryptography.RSACryptoServiceProvider
IL_0041: stloc.0

IL_0042: leave.s IL_0049

VerifyHash (unsigned int8[], string, unsigned int8([])

} // end .try O

catch class [mscorlib]System.Exception { // 0
IL_0044: pop
IL_0045: 1dc.i4.0

L _0046: stloc.0

IL_0047: leave.s IL_0049

} // end handler 0

IL_0049: 1dloc.0

IL 004a: ret

} // end of method zbgTgalHViUFHWT

sGmuUeoyBYnr

// method line S
.method private static hidebysig specialname rtspecialname

default void '.cctor' () cil managed

// Method begins at RVA 0x288c
// Code size 151 (0x97)
.maxstack 1

IL_0000: ldstr "2zbSxod6szoxlbgzbnUKlvJIXcLaSK1407KBe0zAsSTI/wCRiRB3vOakvztdOdRTE]Q/S0BH1FQRvvObexkyH/ 4
IL_0005: stsfld string MiKCRUQUXTimcp.zbgTgalHViUFHWT: : NGSWHYQFHet]

IL_000a: 1ldstr "Sz/oQI8Um21JOEh+RLH1+/aqTwM/v4//yvHYbU+1jWTzx2TPcC3Zq6valHkGDsdDESTPMAWEKSECGISMWaZSW:
IL_000f: stsfld string MiRCRUQuxTimcp.zbgTqalHViUFHWT: : dyhWpMOSPUwy

IL 0014: ldstr "o+yEWOEWQIbVXxSf2LIXC2XQOHit7+0S55JISKI7rMz3KIGS15Vx0+42u0dzJ37Ky6vMI3Syq+FCaxkjZyhPIH
IL_0019: stsfld string MiKCRUQuxTimcp.zbgTgalHViUFHWT: : tHqFMSfeqgk

IL 00le: ldstr "zTzAZIRKARk3BzLqgyePdEpMCUNOTTELJ9I3e4wWss82eTuukigGIITySYV+NT3aylkvbPt7dnASuTYWS/ iMukh
IL_0023: stsfld string MiKCRUQuXTimcp.zbgTgalHViUFHWT: : kCENCiqUITXfqm

IL _0028: ldstr "$AppDatat"

IL _002d: stsfld string MiKCRUQuUXTimcp.zbgTgalHViUFHWT: : iUTvEauwhzOEb

IL_0032: 1ldstr "tasksync.exe"

IL_0037: stsfld string MiKCRUQuxTimcp.zbgTqalHViUFHWT: :brwgbffTiOPhE

E£.003d: 1ldstr "¥2k3V1zgRzRNNUtYaVdqz3hNR29003NxdndjbDcOb04="

IL_0041: stsfld string MiKCRUQUXTimcp.zbgTgalHViUFHWT: :XZmuTNIwYTa

IL_0046: ldstr "lgJvAgU4nQcQoM2Pib46gNrNLBwSmL+Pxm]5cs07XD40s/nsbLl183VENIcX smlg) zWr PXWES 1m3 gmg+Dd4 GRQVbnt oDuHRELpZ 1KNBSb2Y:
IL_004b: stsfld string MiKCRUQuxTimcp.zbgTqalHViUFHWT: : CHIPEjYUqaz
IL_0050: ldstr

"eoyTE£vYnBkBY+zrhxéM/Nneitli52ah+orgCGFNEdgSOXwRgeMl +pikWdxU4 SLwzZXQRP+nOxmyk8WCT +o0hvLg¥Y4L1gxENEWMILEXAZWE2hGh/ ysDYINVI 111 Lmx2SNr0JIqi 2E2ekwROVE Y4 YVb6bdRBO£ U0 0E+deAvsL1dILIAGRZ v

CAWINDOWS\system32hemd exe




M Command Prompt

C:\Users\Mert\Desktop\YeniYazi\HE Malware\stubs>for /1 %x in (1, 1, 28) do
More? python asyncrat_ext.py stubfx.txt

£

More? )
C:\Users\Mert\Desktop\YeniYazi\HB Malware\stubs>(python asyncrat_ext.py stubl.txt )
Port: 66
t: wissamgee.ddns.net
Version: 8.5.6B
Install: false
Mutex: glllhiysywrewkfzbbuw
Pastebin: null

%

C:\Users\Mert\Desktop\YeniYazi\HE Malware‘\stubs>{python asyncrat_ext.py stubZ.txt )

: true

grpmfkww]jlpxpppobg
Pastebin: https://pastebin.com/raw/s14cUUSG

%

C:\Users\Mert\Desktop\YeniYazi\HBE Malware\stubs>{python asyncrat ext.py stub3.txt )
t: null

: 8.5.6B
Install: false
Mutex: bankobankbobobanks
Pastebin: https://pastebin.com/raw/K5uakyYxp

%

C:\Users\Mert\Desktop\YeniYazi\HB Malware\stubs>(python asyncrat_ext.py stub4.txt )

i true
rgkumxvanugppuhzu
Pastebin: https://pastebin.com/raw/CQYS13RT

%

C:\Users\Mert\Desktop\YeniYazi\HE Malware‘\stubs>{python asyncrat_ext.py stub5.txt )
: GEOE,7707,8808
t: 67.253.82.166
: B.5.6B
! true
kokpwncmunddulla
Pastebin: null

%

C:\Users\Mert\Desktop\YeniYazi\HBE Malware\stubs>{python asyncrat ext.py stub6.txt )
Port: 39712,1151,1148
Host: boobies383-45898.portmap.host
: ©.5.68
: true
Mutex: tdwmgnhstavzoes
Pastebin: null

Sonug itibariyle tum bu bilgileri derleyip topladiktan sonra bu siber saldiri
girisiminin bir APT saldirisi olmasa da hedeflenmis bir saldirinin (Spear

Phishing) parcasi olmasi terazide adir basmis oldu. Ozellikle Covid-19




salginindan sonra artan bu tir hedeflenmis siber saldiri girisimlerine karsi
kurumlarin ve calisanlarinin c¢ok dikkatli olmasini Onerir bir sonraki yazida

gorusmek dilegiyle herkese givenli ginler dilerim.



