Kripto Para
Dolandiricilari

written by Mert SARICA | 1 March 2023
If you are looking for an English version of this article, please visit here.

Yillar icinde dolandiricilar tarafindan kimi zaman direkt (LinkedIn
Dolandiricilari, Sponsorlu Dolandiricilik) kimi zaman dolayli yoldan hedef
alindikca (Profilime Kim Bakti ?), bunlari blog yazisina doklp
etrafimdakileri bu konuda uyarmayi kendime gérev edindim. Oyle ki bazi
zamanlarda esten, dosttan, yakin cevremden de dolandiricilik girisimleri ile
ilgili mesajlar alip, bunlari da (Instagram Dolandiricilari) firsat buldukca
yaziya dokmeye calistim. Bu defa da yine kaleme aldigim yeni bir

dolandiricilik girisimi ile karsinizdayim.

2022 yilinin Haziran ayinda Twitter hesabimdan da duyurdugum lzere bu
girisim, Anna isimli korumali Twitter hesabindan 14 Haziran 2022 tarihinde
gelen bir mesaj ile basladi. Bu mesajda Anna, uzun zamandan beri beni
gormediginden bahsederek sohbete basladi. Adimi (Mark), nerede yasadigimi
(Tirkiye'de yasayan bir Belgikali) ve calistigaimi (Bir FinTek firmasinda
Finansal Isler Mudirid (CFO)) 6§rendikten sonra konu nerelere nasil yatirim
yaptigimdan, Bitcoin kripto parasinin o zamanlardaki deger kaybina geldi.
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@ Anna

Anna

Investment, one of the founders of import and export trading company,
photography enthusiast, travel is the truth of finding soul.
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Hello, long time no see

My friend, what are your plans for today?

Training.

What kind of training do you do? What's it
about?

_ Walking on the treadmill
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Finance is usually very sensitive to numbers. | guess
you must have been exposed to cryptocurrency or
stock investments.

Yes, | keep some amount of bitcoin and altcoins in my
digital wallet. While bitcoin's price drops recenly, | go
on investing more coins for my bucket.

It seems that you invest in long-term holding.

Yes, | am a hodler

Yes, Bitcoin has been falling recently.

Although | invest in cryptocurrencies, | don't make
long-term investments. As you know, the
cryptocurrency market has been very unstable in
recent years, and the risk of choosing any type of
currency has also increased. | only do short-term
bitcoin trading for 30 seconds, and get the data
calculated by the head and shoulder formula and Kelly
formula. And seize a good trading node and buy the
ups and downs of Bitcoin within 30 seconds, so as to
obtain a stable profit.

Sohbete bir siire ara verip bir yandan Anna’nin profilindeki fotografinin




sahte oldugunu disunerek fotografin gercekte kime ait oldugunu bulmaya karar
verdim. Bunun ig¢in Yandex arama motorunun Gorsel Arama 6zelligini kullanarak
profil fotografinin Cinli Shasha Zhao isimli bir kisiye ait oldugunu tespit
ettim. Shasha’nin profilinde paylastigi fotograflara g6z attigimda ise
Anna’nin profil fotografinda yer alan fotografi bulmam cok zor olmadi.
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Sohbetimizin baslarinda Singapur‘da yasadigini ve konfeksiyon sirketi sahibi

oldugunu sdéyleyen Anna, sohbete
belirttikten sonra cep telefonu

(+19295654212) benimle paylasti.

gittikten sonra manevra yaparak
Ardindan ilgimi cekmek icin ise

WhatsApp lUzerinden devam etmek istedigini
numarasl olarak ABD’'den bir numarayi

E hani Singapur’'da yasiyordun diye lzerine
is nedeniyle ABD’de yasadigini belirtti.
300.000% ile kripto para yatirimindan

yaklasik 715.000% kazandigini paylasti. Ben de kendisinin beni hizlica
avlayarak taktiklerini ortaya dokmesi ic¢in 500.000% ile yatirim yapmay1

disindigimi paylastim.
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Funds management

Total assets (USDT)

715460

=~ 714458.3560 USD
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Recharge Withdraw Exchange Transfer

Contract Futures Lock-u

=14

All the deals | made this month

| only used $300,000 as the principal.
No, | Il move back to Belgium next month.

| have 500.000 USD to invest but | go on keeping eye

on Bitcoin's price m

Kendisiyle onun ¢ok iyi bir yatiraimci oldugunu ve onunla yatirim yapmak
istedigimi paylastiktan sonra kisa vadeli yatirim icin MonexCrypto isimli




platforma girmem gerektigini sdyledi. Bunun ig¢in de
https://appl.]lmonexcrypto[.]net adresini ziyaret edip mobil uygulamayi
indirip kayit olmam gerektigini paylastai.

P
!c-,,?f; Anna B

Yes, after the purchase is completed, transfer it to the
short-term exchange for operation.

You also need a short-term exchange.

app.monexcrypto.net

Here is a link to the short-term exchange | am using.

You click the link to download and register an account
of your own.

If you encounter any problems, give me screenshots
and | will teach you.

Ok I will and let you know

Uygulamayi indirmek icin web sayfasina gidip kaynak koduna baktigimda
uygulamanin hem Android (update.apk) hem de i0S sirimi oldugunu o6grendim.
Android uygulamasini VirusTotal‘a ve Pithus isimli mobil tehdit istihbarati
platformuna yukleyip oldukca supheli gorunen ciktilarina kabaca gdz attiktan
sonra zararli yazilimlara cok daha az rastlanan i0S isletim sistemi icin
gelistirilmis olan sudruminu detayli olarak incelemeye karar verdim.
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<« C (Y @& app.monexcrypto.net/config/conf h % @ 3 » 0O :: Update

var appConfig = {
name: '',
ios: './config/app.mobileconfig',
jump: 'https://github.com/bayue08/takst/raw/main/jump.mobileprovision’,
android: './download/update.apk',
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-0 Commits on Jun 5, 2022

Add files via upload
Q:a bayue08 committed on Jun

918166¢

Delete jump.mobileprovision 6d865db
@ bayueos committed on Jun

-o- Commits on May 22, 2022

Add files via upload
@ bayueos committed

2242025

Delete jump.mobilepr
@ bayueos committed

53a9cd6

Add files via

(:) bayue08 cor
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3. parti uygulamalarin i0S isletim sistemi lUzerinde calismasina imkan taniyan
mobileprovision dosyasinin GitHub lzerinde saklandigini goérdiikten sonra
Apple’1in Gelistirici Programi’'na kayitli, imza yetkisi olan yazilaimci/firma
(QuanLi Network Technology Co., Ltd. (SRD7J8LLBV)) ile ilgili bilgileri
goruntuledim.


https://developer.apple.com/documentation/technotes/tn3125-inside-code-signing-provisioning-profiles
https://github.com/bayue08/takst

@ @ jump.mobileprovision.2205.2022-2.mobileprovision

ql220604

Expired 7 months ago

App ID Name:

App ID:

Team:

Platform:

UUID:

Provisions All Devices:
Creation Date:
Expiration Date:

ENTITLEMENTS

keychain-access-groups:
com.apple.external-accessory.wireless-
configuration:
com.apple.developer.healthkit.access:
com.apple.developer.ubiquity-
container-identifiers:

get-task-allow:
com.apple.developer.default-data-
protection:
com.apple.developer.healthkit:
com.apple.developer.associated-
domains:
com.apple.developer.team-identifier:
com.apple.security.application-groups:
application-identifier:
com.apple.developer.ubiquity-kvstore-
identifier:
com.apple.developer.homekit:

CERTIFICATES

Name:
Creation Date:
Serial Number:

SHA-1:

iosplayer
SRD7J8LLBV.com.weiquanli.iosplayer
QuanLi Network Technology Co., Ltd. (SRD7J8LLBV)
i0OS
464148a-77ac-4a72-a15e-f1ed214212f8
es
un 4, 2021 at 03:02:28 EDT
un 4, 2022 at 03:02:28 EDT

SRD7J8LLBV.*, com.apple.token
rue

health-records
SRD7J8LLBV.”

alse
NSFileProtectionComplete

SRD7J8LLBV

Unknown
SRD7J8LLBV.com.weiquanli.iosplayer
SRD7J8LLBV.*

iPhone Distribution: QuanLi Network Technology Co., Ltd.
pr 9, 2020 at 10:39:23 EDT

04F4A485C1B2F933

FAAD79B2285828A32B124AC7EB4D664013F8CCC5




jump.mobileprovision M  Open with Xcode

App ID Name:
App ID:BZGP66P34K5.aah.sfgas.xhgsGF
Team:lShenzhen Lelemi Infotech. Co., Ltd. (ZGP66P34K5)
Platform:§iOS
UUID:§5c4bf519-007c-4086-a982-9f207a6dde4f
Provisions All Devices:fiYes
Creation Date:jjJun 3, 2022 at 12:26:24 EDT
Expiration Date:jjJun 3, 2023 at 12:26:24 EDT

ENTITLEMENTS

application-identifier:§ZGP66P34K5.aah.sfgas.xhgsGF
keychain-access-groups:§ZGP66P34K5.*, com.apple.token
aps-environment:fiproduction
get-task-allow:
com.apple.developer.team-identifier:

CERTIFICATES

Name:fliPhone Distribution: Shenzhen Lelemi Infotech. Co., Ltd.
Creation Date:fjjJun 3, 2022 at 12:12:28 EDT
Serial Number:J643F3BOFBOAGEF741647A2F6BAB02784
SHA-1:§531C2E4E19E6CEGF093EOE85A5CB4D1C410BAE9S

Sira Apple aygitlarina ayarlari ve yetkilendirme bilgilerini ylkleyen
verilerden olusan app.mobileconfig XML dosyasini incelemeye geldi. Dosyayi
Xcode icinde yer alan Simulator uygulamasi lizerinde calistirdigimda bunun
https://www.monexcrypto.net web sayfasini acmaya yarayan bir Web Klip
(WebClip) oldugunu ve Gang Dai isimli bir gelistiri tarafindan imzalanmis
oldugunu 6grendim.

Web klipleri: Web kuplrd, aygitin Ana Ekran’inda bir web sitesine veya URL'’ye
baglanti saglayan bir simgedir. Web klipleri istege bagli olarak tam ekran
web uygulamalarini baslatabilir ve HTML5 yerel saklama alanini kullanarak
cevrimdisi calisabilir. Konfiglrasyon profilleri 6zel bir baslik ve simge
kullanan ve istege bagli olarak silinemez yapilabilen web klipleri
icerebilir. Web klipleri, 6grencileri egitim amaciyla belirli web sitelerine
yonlendirebilir. Bir aygittaki web kuplirlerini ayarlama hakkinda daha fazla
bilgi icin Apple Gelistirici belgelerindeki WebClip profil sayfasina bakin.


https://support.apple.com/tr-tr/guide/deployment/depc0aadd3fe/web
https://app[.]monexcrypto[.]net/config/app.mobileconfig
https://developer.apple.com/xcode/
https://developer.apple.com/documentation/xcode/running-your-app-in-simulator-or-on-a-device
https://www[.]monexcrypto[.]net
https://developer.apple.com/documentation/devicemanagement/webclip
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Web sitesine kayit olmaya calistigimda kayit formundaki bir alana Kurulus
Kodu girmem bekleniyordu. Dolandiricilar tarafindan forma bdyle bir kod
koyulmasinin amaci muhtemelen siber glvenlik arastirmacilarinin ve/veya siber
guvenlik Ureticilerinin bu sayfayi tespit edip, bilgi toplamalarini
engellemekti ve bu zamana kadar da bunu basarmislardi. Zaman kazanmak ic¢in
ara ara Anna’ya uygulama kurulumunda hata aldigimi sdyledigimde sagolsun
ekran goruntileri ile bana yardimci olmak i¢in elinden geleni yapiyordu. :)
Ben de bunun lzerine kurulus kodunu 6grenmek ic¢in Anna’dan yardim istemeye
karar verdim. :)
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| have read and agree {User Agreement)

Sira Kurulus Kodunu 6grenmeye geldiginde heyecandan ilk o6nce Cince kelimeler
yazan Anna (muhtemelen Ingilizce’si pek iyi olmadigi ic¢in Cince-Ingilizce
ceviri programi kullanarak benimle iletisim kuruyordu) daha sonra forma
girmem gereken kodu (768919) benimle paylasti.



| can not able to install it to my iPhone, do not know
why.

Can be installed
You may not have found the installation package.

It will prompt that the description file has been
downloaded. After the download is completed, click
Settings to see the description file and click Install.

Profile Downloaded

. Airplane Mode .

= Wi-Fi Not Connected

X Bluetooth On




®

| have installed it.

| can not able to register as it asks me an organization
code which | have no idea what it is

ST T Z BT R RYIRAT AT AAE

Try the 768919 | used.

This is the organization code | used.

You try

It worked. Now what is next ?:)

Next, buy and transfer.
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ENGLISH
<) Can you use the one | used before | look for it?

Basariyla kayit olup Web Klip ile web sitesini gezmeye basladigimda ilk
olarak bir kripto para platformunda olan temel menidlerin (anlik piyasa
takibi, clizdana para yatirma, cekme vb.) oldugunu gordim.
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Daha sonra dolandiricilarin kurbanlarini aglarina dislirmek ic¢in en ideal yer
olabilecegin dusiindigim kripto para alma ve cekme sayfasi olan Recharge

sayfasini ziyaret ettim. Diger borsalarda, platformlarda oldugu gibi ziyaret

ettigimde karsima kripto para ciuzdanlarima ait adresler c¢ikti.

Funds management X +
O &8 https://www.monexcrypto.net/#

Funds management

Total assets (USDT)

0

= 0.0000 USD

Recharge Withdraw Exchange Transfer

Contract Futures

USDT
Available Amount to(USD)
0.0000 0.0000

BTC

Available Amount to(USD)
0.0000 0.0000

ElE
Available Amount to(USD)
0.0000 0.0000

NEO




e Charging center X +

« > C O & https://www.monexcrypto.net/#/pages/recharge/i w5

< Charging center

Charging channel




Under charging X +
@, O 8] https://www.monexcrypto.net/#/pages/rechargin

Under charging

Save two-diamensional code

Currency charging address

3QX2Csna3FEbXD9PxhgEXL36gAfYXWSwQU

Copy wallet address

Recharge

Chain name

BTC

Upload picture




Under charging X +
O 8] https://www.monexcrypto.net/#/pages/rechargin

Under charging

Save two-diamensional code

Currency charging address

0xF88997e493C08874d9e0D485463386ABfOEBe6bf

Copy wallet address

Recharge

Chain name

ETH

Upload picture

Tarih 28 Haziran 2022‘yi gosterdiginde, kurbanini dolandirmaya c¢ok yakin
oldugunu anlayan Anna, clizdanima Binance isimli kripto para borsasi lzerinden
nasil kripto para (USDT) génderecegim konusunda beni ydnlendirmeye basladi.



https://www.binance.com/
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If you are herebinancelf you have coins, you don't need
to buy them. You just need to convert them into USDT
and transfer them.

Direct purchase is also possible, but then it needs to
be purchased by wire transfer. The minimum purchase
amount is $3,000, and it will be more convenient to
purchase and transfer with the traditional exchange.

| usually do the same thing, and then transfer back to
the traditional exchange after the transaction.

Where is my USDT wallet address | cant find it.

Give me a screenshot.

I'll show you how to find him.

Just give me the screenshot of the main page of the
exchange.




Click on it and give me a screenshot.

I'll teach you the next step

B Order

0xF88997e493C08874d9e0D485463386ABfOEBe6bf

address

Recharge

Chain name

ERC20 TRC

Upload picture

B Order

r .
0xF88997e493C08874d9e0D485463386 ABfOEBe6bf

Recharge

Chain name

ERC20
Upload picture

Copy wallet address

Then open your Binanec screenshot and send it to me,
1 will teach you how to transfer the injected funds

How much money do you plan to start investing?




Icten ice acaba Anna gercekte hangi llkeden benimle baglanti kuruyor sorusu
kafam1i mesgul etmeye basladikca Anna’nin IP adresini 6grenmek icin neler
yapabilecegimi diisiinmeye basladim. Twitter profilimde kocaman Cyber Security
Researcher yazmasina ragmen benden hi¢ sliphelenmeyen ve agina dislrmek icin
planini 15 gundiur ilmek ilmek isletmeye devam eden Anna’nin Operasyon
Glivenligi (OPSEC) ile ilgili pek bir kaygisi olmadigini tahmin ediyordum. Bu
sebeple Anna ile web sitemde barindirdigim ekran gorintilerinin adreslerini
Bitly URL kisaltma servisinden faydalanarak paylasmaya ve IP adresini elde

etmeye karar verdim.

Anna, paylastigim 3 tane bit.ly adresine tiklamaktan zerre kadar imtina
etmedigi ig¢in SOCRadar IOC Radar ulzerinden kisa sirede Hong Kong‘da yer alan
45.204.66.140 IP adresinden benimle iletisim kurdugunu 6grenmis oldum.


https://twitter.com/MertSARICA
https://www.mertsarica.com/opsec/
https://www.mertsarica.com/opsec/
https://bitly.com/
https://socradar.io/labs/soc-tools/ioc-radar
https://socradar.io/labs/ioc-radar/results/0cdac592cf9b47579f2f07af886d2273

®

That is a bit complicated, let me share the screenshots
with you.

okay

Let's start with the transfer.

You openbinanceGive me a screenshot of the
homepage and I'll tell you what you should do.

is this the address of USDT wallet that | have to send
from Binance ? bit.ly/:

After copying, open Binance to find the transfer, then
paste the wallet address you copied and transfer it.

After successful transfer, go back to the short-term
exchange and upload the certificate of successful
transfer.

You can start trading.

If you have any questions, please take screenshots
and ask me.

After the transfer, | [l see the amount of the USDT on
this area, is that correct ? bit.ly/:

If you want to finish it in a few minutes

You can take a screenshot for me.

After all, it's your first time, and I'm afraid you'll make a
mistake during the transfer.

At Binance, this is where | should buy USDT ?
bit.ly/

Why is your screenshot like this?




2.

3.

T /var/1og/apache2# grep wallet access.log | grep t.co

45.204.66.140 - - [02/Jul/2022:17:32:55 +@00@] "GET /images/walletl.jpg HTTP/1.1" 200 116233 "https://t.co/ " "Mozilla/5.0 (iPhone; CPU iPhone 0S 14_4 like Mac 0S X) Ap
pleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1"

45.204.66.140 - - [02/]ul/2022:17:56:40 +0000] "GET /images/wallet3.jpg HTTP/1.1" 200 464081 "https://t.co/ ' "Mozilla/5.@ (iPhone; CPU iPhone 0S 14_4 like Mac 0S X) Ap
pleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/6@4.1"

45.204.66.140 - - [02/Jul/2022:17:57:27 +0000] "GET /images/wallet3.jpg HTTP/1.1" 304 183 "https://t.co/I fozilla/5.@ (iPhone; CPU iPhone 0S 14_4 like Mac 0S X) Apple
WebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1"

45.204.66.140 - - [02/Jul/2022:17:59:28 +@00@] "GET /images/wallet3.jpg HTTP/1.1" 200 464081 "https://t.co/ ' "Mozilla/5.0 (iPhone; CPU iPhone 0S 14_4 like Mac 0S X) Ap
pleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1"
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@ &/ 10C Radar Results SOCRadar
= =
Threat intelligence.
45.204.66.140
r@ Extended.
Dark Web Report We empower you to know the
unknowns.
& Details © Completed
Q ASN 132513
Name
Threat Intel Snapshot Report SKYTELLAO-AS-AP Sky Telecom State Compan...
Description
MU
@ Country
Code
External Attack Surface Subnet 45.204.66.0/24
RAW 45.204.66.0 - 45.204.66.255 aofei data_internati... Latitude: 22.28552 Country Code: HK

B C Longitude: 114.15769 Region Name: Hong Kong

MonexCrypto web sitesini gezmeye kaldigim yerden devam ettigimde, Bitcoin ve
Ethereum kripto para clzdanlarima ait kripto para adreslerinin gercek kripto
para borsalarinda oldugu gibi sadece bana 06zel lUretilip lretilmedigini
kontrol etmeye karar verdim. Sayet bu clzdan adresleri dolandiricilara ait
ise ve her platforma lUye olan kisiye (kurban) clizdan adresi olarak kendi
adreslerini gosteriyorlar ise kolay yoldan kurbanlarina ait kripto paralari
rahatlikla calabilirlerdi. Buna y6nelik yaptigim arastirmalar sonucudan;

28 Haziran 2022 tarihinde Bitcoin cuzdan adresimi
(30X2Csna3FEbXD9PxhgEXL36qAfYXWSwQU) Blockchain.com web sitesi lzerinde
sorguladigimda, bu clizdanin 6 Haziran 2022 tarihinde olusturuldugu ve 29
Eylil 2022 tarihine dek bu clizdana 55,618.73$% degerinde Bitcoin aktarildig:
ve daha sonrasinda cekildigi goriluyordu.

Ayn1 tarihte Ethereum cizdan adresimi
(OxF88997e493C08874d9e0D485463386ABfOEBe6bf) ayni yerde sorguladigimda bu
clizdanin da 26 Haziran 2022 tarihinde olusturuldugu ve 23 Kasim 2022 tarihine
dek bu clzdana ~839.000% degerinde Ethereum ve USDT aktarildigi gériliyordu.
Yine ayni tarihte bu defa USDC clzdan adresimi
(Oxcfddfee6ec9f4af5bf34a6f71af41655fb7d4167) sorguladigimda bu cizdanin 17
Haziran 2022 tarihinde olusturuldugu ve 16 Agustos 2022 tarihine dek bu
clizdana da ~46.000% degerinde Ethereum ve USDT aktarildigi gériliyordu.


https://www[.]monexcrypto[.]net
https://www.blockchain.com/explorer/addresses/btc/3QX2Csna3FEbXD9PxhgEXL36qAfYXWSwQU
https://www.blockchain.com/explorer/addresses/eth/0xF88997e493C08874d9e0D485463386ABf0EBe6bf
https://www.blockchain.com/explorer/addresses/eth/0xcfddf006ec9f4af5bf34a6f71af41655fb7d4167

& C (@ @ blockchain.com/explorer/addres
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DeFi 0.00 - $0.00
Q) Academy
DOUBLE ¥
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Token Contract Balance Total Received Total Sent Transfers
Bitcoin @ usot her USDT @ 0 838.8K h 838.8K 57
TetherLP.com 0x14-84be 466.00 466.00 0 1
o Ethereum
LOOKSD-OP.COM 0x17-2134 800.00 800.00 o 1
Bitcoin Cash

& > C 0 & blockchain.com/explorer/addre
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3% Blockchain.com 0xF88997¢493C08874d9e0D485463386ABfOEBe6bf Qa @
o Home Polygon/USD 117 [S408% OKB/USD 39.82 [&274% Optimism/USD 2.32 [S898% Avalanche/USD 2089 [S2100% Polkadot/USD 6.65 [S&77% Chainlink/USD  7.41 [&3815% Shiba Inu/USD 0.00001 [S325% Litecoin/US
00 Pprices Oxcfd-d4167 usp
@& Charts @ P Ethereum Address
L oxcfddfooéec9fsaf5bi3sasf71af41655fb7d4167
@ NFTs
Ethereum Balance
DeFi 0.00 - s0.00
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> Developers RYPT < PLAY NOW
) Wwallet
Wallet Tokens
~7

go) Exchange

Token Contract Balance Total Received Total Sent Transfers
Bitcoin @ usoT Tether USDT @ 0 26.1K ‘ 26.1K 16
usbc le USDC @
o Eiharatm ® C SD 0 » 19.8K 19.8K 16

Ape Dog Coin 0x69-a819 666.00 666.00 o 1

Feragatname: Herhangi bir hataya karsi Tracers in the Dark: The Global Hunt
for the Crime Lords of Cryptocurrency kitabinda oldugu gibi ug¢tan uca kripto
para transferlerini takip edebilecek bir IRS ajani veya Blockchain uzmani
olmadigimi hatirlatmis olayim. :)


https://www.amazon.com/Tracers-Dark-Global-Crime-Cryptocurrency-ebook/dp/B09SKW8WRV/
https://www.amazon.com/Tracers-Dark-Global-Crime-Cryptocurrency-ebook/dp/B09SKW8WRV/
https://www.irs.gov/

MonexCrypto web sitesine kayit oldugum 26 Haziran 2022 tarihinden 29 Ocak
2023 tarihine kadar asagi yukari 5 defa MonexCrypto web sitesine girip clizdan
adreslerimi her kontrol ettigimde degistiklerini gordim. Bu bilgilere goére
cizdan adresleri kisiye 6zel uUretilmeyip dolandiricilarin kendi cizdan
adresleriydi ve belli araliklarda bu adresleri degistiriyorlardi. Not aldigim
degisen clizdan adreslerimi ve bu cizdanlara yapilan para transferlerini
kabaca alt alta koyup topladigimda, dolandiricilarin tahminimce yaklasik 3
milyon dolar degerinde kripto para caldiklarini anladim.

A B G
Blockchain Type Wallet Address ~Stolen Amount (USD)
Bitcoin 3QX2Csna3FEbXD9PxhgEXL36gAfY XWSwQU $55,618.73
Ethereum 0xF88997e493C08874d9e¢0D485463386ABfOEBe6bf $818,800.00
Ethereum O0xCFDDFO06ECOF4AF5BF34A6F71AF41655FB7D4167 $46,000.00
Ethereum 0x392667b0CDf9B04Ce5C48754Ea4185056A65DD31 $246,000.00
Ethereum 0x66FD1C86ae25BDd278bb90f1174f668392EBB540 $675,000.00
Ethereum 0xA9434DFb0fa3f29fc6324AA60DB377C863022f13 $204,000.00
Ethereum 0xC495928233A6E4433c151B7A552e34A3d7A54D7 $564,000.00
Ethereum OxaE7AB6F74c09BDB3E1e17e51040C070A65AC{7859 $134,000.00
Total Stolen Amount (USD) $2,743,418.73

Tabii ben Anna’nin maskesini distrmeye calisirken 18 Temmuz 2022 tarihinde
FBI, MonexCrypto gibi sahte kripto borsa/yatirim uygulamalari Uzerinden
yapilan dolandiricilik girisimlerine karsi bir uyari yayinladi. Bu uyariya
gore dinya genelinde 244 kisiden yaklasik 42.7 milyon dolar degerinde kripto

para calinmisti. 3 milyon dolarinin nasil calindigini coktan o6grenmistim. :)

2021 yilinda FBI’1in Internet Suclari Sikayet Merkezi’ne bu dolandiricilik
yontemiyle ilgili olarak 4.300‘den fazla basvuru yapilmis ve toplamda 429
milyon dolardan fazla kayip yasanmistir. Kasim ayinin sonunda ise ABD Adalet
Bakanl1gi, 2022 yilinda dolandiricilar tarafindan kullanilan yedi alan adina
el koydugunu acgikladi. (Kaynak: Wired)

14 Haziran 2022 tarihinden 6 Temmuz 2022 tarihine kadar beni dolandirmak icin
tim ikna yollarini tiketen Anna, 6 Temmuz tarihinde isyan bayragini cekerek
sitem dolu mesajlar gondermeye basladi. Ben de dise dis kana kan diyerek 1
Agustos 2022 tarihinde Anna’ya FBI’1in uyarisini ileterek koti adam gulisiyle
sohbetimize son noktayi koymus oldum. :)


https://www.fbi.gov/
https://www.ic3.gov/Media/News/2022/220718.pdf
https://www.wired.com/story/pig-butchering-scams-evolving/#:~:text=The%20FBI's%20Internet%20Crime%20Complaint,than%20%24429%20million%20in%20losses.
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!»,;f; Anna @

Haven't you finished your authentication yet?

Not yet. :/

| am on vacation, do it on next week.

awfully sorry

| can't understand.

Why do people always have the habit of

procrastinating about such little things? It's justit's just
verification. You can be ready.

| can't understand why things that can be donein a
few minutes should be delayed.

What is wrong 1 week ?




P
V ?_; Anna B

It's nothing

| just don't understand why such simple things have to
be delayed.

Isn't it best to do such a thing when you have a rest?

Sorry,Maybe it's because | don't like to procrastinate,
and | can't understand such things.

People always like to put off the simplest things until
the end.

Don't invest in cryptocurrency, | thought you weren't
suitable for it. You can't even do such a simple thing
well.

Enjoy your vacation, sir,

After a period of conversation, | feel that you are not
suitable for investing in cryptocurrency. You always
procrastinate when you can't even do such a simple




P
!,’?; Anna 8

You can wait until next week. It's your right, but I'm not
going to teach you. You didn't cherish it when | gave
you the opportunity to learn.

Sorry to hear that

You can study it yourself.
Or find someone else to teach you.

I don't like people who procrastinate, because it is a
trivial matter.

I have no reason to wait for you. | have given you many
chances.

How do you do ?

hello

What's the matter?

FBI warns of fake cryptocurrency apps used to defraud
investors

Have you read this article ?

What is this?

Read and tell me that is it familiar to you ? ;)

never heard




Anlasilan o ki Anna ilerleyen aylarda hiz kesmeden g6ziine kestirdigi yeni

kurbanlarini agina distirmeye devam etmis ve de basarili olmus ki SOCRadar

Siber Tehdit Istihbarati platformunda zararli yazilim (Stealer) tarafindan
calindigi tespit edilen bilgiye goére 5 Eylul 2022 tarihinde monexcrypto.net
sitesine giris yapan bazi kullanicilarin parolalari da calinmisti.

< cC o platform.socradar.com
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Username and Password

Search in raw data

Url: https://www.monexcrypto.net/
Username: RTUG
Password: A++5

Url: https://www.monexcrypto.net/
Username: CXRY
Password: Av++5

Url: https://www.monexcrypto.net/
Username: DigitalGawd
Password: A5

Url: https://www.monexcrypto.net/
Username: 5413108242
Password: A5

= 0O (’\ [:iUpdale \

Other Bookmarks

Ekim ayina geldigimizde ise Monex Grubu, basta monexcrypto.net web sitesi

olmak lizere iki web sitesinin daha grup logolarini izinsiz kullandigina dair

bir uyari yayinladi.

= CcC 0O monexgroup.jp;
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Our Group
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News Release

N

Iz‘ Contact us

For Investors

[Notice] Spoofing websites using Monex Group logo and

company name

Oct 05, 2022

We are currently receiving several reports of spoof websites using Monex Group logo and company name. The
websites using the following domains are detected an not operated by our group. Please be careful not to access any

suspicious services/websites or enter any of your personal information.

- Monexcrypto.co
- Monexcrypto.net
- monexcrypto.me
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https://socradar.io/
https://socradar.io/
https://socradar.io/quick-facts-on-the-worlds-top-infostealer-malware-threats/
https://www.monexgroup.jp/en/news_release/news_release/news_release-3780221818406228977.html

Sonu¢ itibariyle Anna ve klavye arkadaslarinin Pig Butchering Scam adi
verilen, iyi kurguladiklari bu dolandiricilik yontemi ile nasil milyonlarca
dolar vurgun yaptiklarini, Apple App Store ve Google Play Store’dan
indirdigimiz uygulamalardan, sosyal medya lUzerinden gelen mesajlara kadar
neden c¢ok dikkat etmemiz gerektigini diger yazilarimda da oldugu lzere
detayli bir sekilde 6grenmis olduk.

Farkindalik yaratma adina bu yaziyi arkadaslarinizla, dostlarinizla ve
sevdiklerinizle paylasmanizi onemle rica eder, bir sonraki yazida goérusmek

dilegiyle herkese giivenli ginler dilerim.


https://www.wired.com/story/what-is-pig-butchering-scam/
https://news.sophos.com/en-us/2023/02/01/fraudulent-cryptorom-trading-apps-sneak-into-apple-and-google-app-stores/

