LinkedIn Dolandiricilari

written by Mert SARICA | 28 March 2020
If you are looking for an English version of this article, please visit here.

Uzun yillardan beri sosyal aglari ve medyayi etkin kullanan bir siber
glivenlik arastirmacisi olarak baglantilarim arasinda yer alanlariniz
0zellikle hafta ic¢i LinkedIn ve Twitter lUzerinden okudugum ve begendigim
siber guvenlik makalelerini, haberleri paylastiklarimi farkediyorlardir.
Twitter hesabimin korumali olmasi sebebiyle LinkedIn paylasimlarimin
Twitter’a kiyasla cok daha fazla kisiye ulasmasi beraberinde art niyetli
kisilerin, dolandiricilarin da radarina girmeme ve ilging¢ mesajlar almama yol

acabiliyor.

Gunlerden bir gun LinkedIn Uzerinden Jenny Tores isimli bir kisiden 6zel bir
mesaj aldim. Google Ceviri ile hazirlanmis bir metinden hallice olan
mesajinda, profilimi cok ilging¢ buldugunu ve benimle iletisime gegmek
istediginden bahsediyordu. Haber pesinde kosan bir gazeteci edasiyla ayagima

gelen bu firsati degerlendirerek bu kisiyle iletisim kurmaya karar verdim.
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Merhaba Sevgili, profilinizi ilging buldum ve sizi daha iy tanimak istiyorum, isletme Gzel e-posta

adresim araciligiyla bana geri yazabilirseniz minnettar oclacadgim,

(lennytor215@gmail.com) Veya dogrudan sizinle iletisime gegmek igin dogrudan bana e-posta

adresinizi gdnderebilirsiniz. Gelen kutunu b See less
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Kendisine e-posta gonderdikten sonra gelen yanitta hanim ablamiz,
Afganistan’da ABD vatandasi bir asker oldugundan, yeni bir iliskiye baslamak
istediginden, yasin ve mesafenin 6nemli olmadigindan ve asil konusmak
istedigi onemli konuyu bir sonraki e-postasinda belirteceginden bahsediyordu.
Sosyal mihendislik girisiminin gercekc¢i olabilmesi adina da sagolsun bana 4
tane fotografini da gondermeyi ihmal etmemisti. Devrik cumleli LinkedIn

mesajina kiyasla e-postasindaki yazi dili ise sasirtici derecede iyiydi.
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Gelen Kutusu P
Jennifer Torres @ 9Subat Paz01:32 ¥y -

vildizh @ Al ben + -

How s life over there, | hope you and your family are fine, am fine

over here in Afghanistan. Like | said my name is SGT JENNIFER TORRES

Gonderilmig Postalar 2 US Citizen, from Charlette, North Carclina considers Portland

Oregon, | Graduated from Park rose Senior High School, Portland

Oregon, Presently | am in Afghanistan at war zone for peacekeeping

v Diger mission due to the WAR cisis gaing on here in Afghanistan.

Ertelenenler

®PVexno

Taslaklar

About me, | have a good heart, | have a loving heart and am very
respectful and kind Woman, my own Religious is Islam, | never judge
others and am very compassionate, | love to appreciate the little
things in life and am very respectiul

Dear, | have my reasons to contact you as | have something very
impotant 10 shrs i yo 1y st . i o st a ey
, strong relationship with you and my relationship with you will bring a
Oturum agtiginizda Google'daki lot of h life. 1 d d th
Hangouts a 8 oturum agmis ot of great changes in our life. | want you to understand that
olursunuz relationship dose not count distance and age, maybe we can start as a
Daha fazla bilgi edinin friend or go into business partners with my funds which | need to
invest with urgent assistance.

Dear, What do you do for a living to overcome economical expenses and
to sustain your life and family? | know we are just knowing each

other but we can share ideas and discuss important things and more
issues as we talk about ourselves, | like to think positively and |

care about other people’s feelings

Vil be very happy to know more about you, like your hobies,
Interest, Lifestyle, Religious believe, | will also love to see your

recent pictures, like | always says | have very very important issue

to share and discuss with you in my next mail so that you will give me
a solution about it, Let me stop here, for now, | expect an urgent
response from you soon.

Yours Faithfully Jennifer

le
>

Gonderdigi ikinci e-postada hanim ablamiz gerceklestirdigi bir kurtarma
operasyonunda icinde ylUkli miktarda para bulunan bir kutu buldugunu,
kendisine disen payin tam tamina 3.7 milyon dolar oldugunu, bu parayi
gérevini tamamlayana kadar baska bir lUlkeye c¢ikarmak istediginden ve tabii ki
benim yardimima ihtiyaci oldugundan bahsediyordu. :) Yine bu e-postasinda da

yeni resimler gondermeyi ihmal etmemisti.
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| believe that you will not betray my trust. Gelen kutusux 8B
[0 Gelen Kutusu
*  Yildiz @ Jennifer Torres @ 1isubatsalozol Yy & i
© Ertelenenler Alier: ben =
. Hello Dear,
> Gonderilmis Postalar
B Taslakiar Thanks for your love and kindness, my dear | am very happy to read you are the true person to help me receive and invest the fund since
your response, | really want to establish a relationship like you e exparience on the sl iastiag
v Diger friendship and business partner that may lead to lang term
1 do not know how long we will remain here, and | have sunived two
relationship or marriage in future. Honey here in the military zane we
bomb attack here, which prompted me to search out for a reliable and
are not allowed to make use of mobile phone, we only make use of radio
i : it ok trustworthy parson to help me receive and invest the fund in his
D i o T T A R country because | will be migrating to your home to invest and start a
partnership with you, as | dont know how long we will stay in the war new i not 25 a soldier anymore
zane here for the rescue of the war.
Conclusively wish you send me a reply immediately as soon as you
I want you to know that we are being attacked by insurgents every day recene this proposal. Your urgent reply wil be highly appreciated. |
and car bombs. During one of our rescue mission, we came across a safe hope my axplanstion is very clear but if you nesd futher
Oturum actginizda Google'daki box that contains a huge amount of money that belongs to the clarification, and then send your questions, | wait to hear from you
Hangoutsta da oturum agmig revolutionaries, which | believe they use it in buying weapons and soonest
gusimie ammunition's, and it was agreed by all parties in the present that the
Daha fazla bilgi edinin ours Ty |
money will be shared among us fours Truly In Love
JENNY.

Out of the total fund. my share was $3.700.000 (Three Million seven
hundred thousand US Dollars). | am seeking your assistance to evacuate
my share of the money, which is $3,700,000 out of here to you: in as
much as you can assure me that my own share will be safe in your care
until| complete my sevice here. This is not stolen money, and there

are no dangers involved.

I have mads arangements with a UNITED NATION who promised to deliver
the fund to any of my choosing destinations. | shall be compensating

you with 30% of the total fund on final conclusion of this project,

while the rest balance shall be my investment capital in your country.

One passionate appeal | will make to you is not to discuss this matter

toa third party, if you have reasons to reject this offer, please

destroy this e-mail as any leakage of this information will be too bad

for me, due to my position s an amy Captain.

I have chosen to contact you after my prayers and | believe that you
will not betray my trust. But rather take me as your own sister or

wife. Though you may wonder why | am s soon revealing myselfto you
without knowing you, well | will say that my mind convinced me that

29 O

Uclincii e-postasinda ise bir yandan giivenini kazanabilmek bir yandan da



sevkiyati gerceklestirebilmek ic¢in Birlesmis Milletler diplomatini devreye
sokacagi ic¢in kisisel bilgilerime, telefon numarama, pasaportumun veya
kimligimin o da olmazsa ehliyetimin taratilmis halini gondermemi istiyordu.
Garanti olsun diye e-devletten ikametgahimi da hazir ettikten sonra
gonderdigi yeni fotograflari incelemeye basladim. Kutu icinde yer alan

100’ Luk banknotlari ve hanim ablamizin pasaportunu da gordikten sonra artik
benden istedigi tim bilgilerimi gondermeye iyice ikna olmustum. :)
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Oturum agtiginzda Google'daki
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Please | will appreciate your urgent response, Gelen Kutusu x

Jennifer Torres
Aliet: ben v

Thanks for your kind response, | want to be direct with my words my
dear | told you about my plan for an investment in your country and
that | want the fund to be secured. Presently | am here in the

military camp for peacekeeping missions due to the crisis in
Afghanistan. Secondly, | want to relocate with you to start up a good
business venture.

My lovely friend | need more proof and trust, donit be angry, because
i want to handle my future to you. | appreciate your concern and your
willingness so far for assisting me, the most important thing | need
from you right now is your honesty and trustworthiness, and | choose
you in this transaction, based on my present status hers in
Afghanistan as Captain who leads the troop. | want you to understand
more about my situation here in the military camp, | can only email
you from the office, as we are not allowed to use the mobile phone
here, we make use of radio message.

Now my dear due to my political situation s a U.S Miltary force
staying in the war zone for peacekeeping mission, | need a foreigner
who will stand on my behalf and receive the Trunk Box and also help me
imvest in his country. that is why | decided to make this contact with
‘you, for you to stand on my behalf and receive the Treasure Box.
Everything concerning the delivery of the consignment is clear.
Moreover, | went into serious discussion with the United Nation
Diplomat here who will deliver the consignment fund to you, the legal
United Nation Diplomat told me that in a situations like mine, that

the best solution is by sliciting for assistance of a reliable

foreigner who can help me receive the consignment bax in his place and
imvest it on my behaf as | wish.

I then decided to contact you, hoping that with your advanced
knowledge we can be able to work togather so that if all things work

out for us, we can go into lfe partnership if you wish because | am
divorced now. Though it took me time to make up my mind to contact you
and offer you this proposal of mine. It is due to the trust | have in

you that made me disclose this matter with you, believing that | am
saving in your hand, nobedy knows what | have, and the diplomat will

nat know the content of the box, his own job s to defiver, PLEASE |

‘am asking you for my safety and security KEEP IT VERY PRIVATE OKAY, |
know that God will see us through

Finally. | am suggesting that if we can go into iife partnership as
time goes on which means that the proceedings from the investment in
‘your country shall be shared equally betwesn the both of us because |
do not know much about intemational business and | am putting my
‘entire Fund to your care because | want you to be in total control of
my funds as s00n as the fund anives in your country. Again, do attach
25 you reply to me your full name and full contact information’s to
enable me to give it to the United Nation diplomat who will be
delivering the consignment 1o you. Please | wil like you to send me
‘your full data such as.

1: Your Full Name
2: Home Address

3: Direct Phone Number

4 Youre Profession

5: Scan copy of your intemational passport o Identity Card. Or
‘working identity or drivers license

I reply to your mail with your above-mentioned details, | will
contact the diplomat who will bring the consignment to you and give
him your details, 5o that he will start the joumey to deliver the:

fund in your place, hand to hand (Face to Face). Looking forward to
reading from you. Take good care of yourself and Remain blessed
Best Regards

JENNY.

Gietigizisingend. < > pmv £
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sen bana nasil guvenmezsin” diye hanim ablamiza cikistiktan

sonra gelen son e-postada hanim ablamiz “Gecmise bir siinger cekelim ama bir

yandan da bilgilerini alayim” dedikten sonra yazismayi sonlandirmaya ve

epostalarda yer alan bilgileri incelemeye koyuldum.



Hello dear Gelen Kutusu x

Jennifer Torres
Alci: ben ~

Please | mean no offense dear.

I'm only trying to be careful that's all. | would like to proceed
with you on this
so please let's move on

To proceed, dear, | will need some of your info so that | can register
it with the cargo company that will deliver the box to you without any
mistakes

Please | will need your info as follows

1: Your Full Name

2: Home Address

3: Direct Phone Number

4: You're Profession

5. Scan copy of your international passport or Identity Card. Or
working identity or driver's license

In reply to your mail with your above-mentioned details, | will
contact the diplomat who will bring the censignment to you and give
him your details, so that he will start the journey to deliver the

fund in your place. hand to hand (Face to Face). Looking forward to
reading from you. Take good care of yourself and Remain blessed.

Best Regards,
JENNY.

Yes, | am interested. | am not interested. Where are you from?

Gectigimiz aylarda gorsel arama motorlarinin geldigi son noktayi konu alan
faydali bir yazi okuduktan sonra hanim ablamizin gdndermis oldugu e-postalara
yakindan g6z atmaya karar verdim.

Uniformali fotograflardan birini Yandex.Images arama motorunda arattigimda bu
fotografin kullanildigi baska web siteleri oldugunu ve farkli bir isim
(Jelissa Torres) altinda sosyal medya hesabi oldugunu 6grendim.
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@JelissaTorres Twitter hesabina g6z attigimda Mayis 2019 yilina kadar

gonderdigi tweetler arasinda Tirkce mesajlar da olmasi dikkatimi g¢ekti. Bu

mesajlari Twitter’'da arattigimda baska hesaplardan kopyala yapistir yapilan

mesajlar oldugunu 6grendim.

W Jelisss Torres (@JelissaTorres) /T X

C Y & twitter.com/JelissaTorres

@ Hackd Career. Infor.. ] Linkedin W Mert SARICA (merts.. M Inbox - mertsarica.

issa Torres

w «

tesekkrlerimi sunuyorum.
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Jelissa Torres @JelissaTorres - 27 Mar 2019
§ Doctor Doom may present himself as a noble warrior who follows his own

Jelissa Torres @elissaTorres - 28 Mar 2019

[ Istanbul'un tarihi yarimada icerisinde bulunan Fatih iigemizin Fevzipasa ve
Akdeniz caddelerinde vatandaslarimizi ve esnafimizi ziyaret edip selamlastik
Bir Fatihli olarak kiymetli hemsehrilerimize gostermis olduklan ilgiden dolays

2 N\
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Tweetler
@ Anasayfa Jelissa Torres @elissaTorres - 30 Mar 2019 v
% The meeting comes after a recent spate of attacks that targeted state
# facilities in Tripoli
Kesfet
s o1 v Q &
PR Jelissa Torres @elissaTorres - 30 Mar 2019 ~
Bildirimler [
Q Oxfam says 5,300 people have died in the Mediterranean since Italy's EU-
backed migration deal with Libya.
83 Mesajlar () 0 (%) i)
Jelissa Torres @)elissaTorres - 29 Mar 2019 v
m Yer Isaretleri ¥ These are supposedly mille lagging, with the child gathered in the wake of
Aksener and it is not clear who they serve
5 1 n 1 a
B Listeler @ o -
Jelissa Torres @)elissaTorres - 29 Mar 2019 ~
@ Profil [ Sabah Murat Karayilan agiklama yaptt: "Erdogan Kandili bitirmek istiyor.
roh, Erdogan'a, Cumhur fttifaki'na verilecek her oy, Kandil'e sikilan kursundur.
Onlanin karsisindakilere oy verin® diyor.
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code, but it's just a front! Read about how the Fantastic Four learned the

hard way that Doom can't be trusted:
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@Lg) With the release of "War of the Realms" #1 fast approaching, listen o the
&’ official soundtrack for the epic comic event on Marvel.com :

&

Q  Twitterda Ara

Bunlari begenel

Socc:
@NEPASoccerMom

PIRLO.
@pirlorolling
-

Takip et )

Takip et

@kcenteli (_Takipet )

Daha fazla goster

Diinya giindemleri &

1 - Dinya gapinda gindemdekiler v
#TTRACKLIST
458 B Tweet

2 - Diinya gapinda glindemdekiler v
#ARSNEW
30,2 B Tweet

3 - Dinya gapinda gindemdekiler v
#survivor2020
7.595 Tweet

4+ Danya gapinda gandemdekiler ~
#TheVoiceKids
21,8 B Tweet

5 - Dinya apinda gindemdekiler ~
#CrashLandingOnYouFinale
62,3 B Tweet
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4. Danya capinda gindemdekiler v
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256 B Tweet
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) John Opdenakker
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“Jelissa Torres army” anahtar kelimesi ile Google arama motorunda arama
yaptigimda ise Kamerun’da bulunan bir kisinin bana gdénderilen fotograflardan
birini @ambrose tarh Twitter hesabinda paylastigini daha sonrasinda ise
sildigini farkettim. (OPSEC fail ?) Jelissa tarafindan gdnderilen e-
postalarin baslik bilgilerini kontrol ettigimde gonderilen e-postalarin
saatleri ile Tiurkiye saati arasinda -3 saat zaman farki oldugunu gdérdim.
Kamerun’a komsu olan Senegal, Gana ve Gine ile Turkiye arasinda 3 saat zaman
farki oldugunu g6z oninde bulundurdugumda, bu e-postalarin bu lUlkelerin
birinden Kamerunlu bu kisi veya bu kisi ile baglantili baska kisiler


https://twitter.com/ambrose_tarh
https://en.wikipedia.org/wiki/Operations_security

tarafindan gonderilmis olma ihtimalinin yiksek oldugunu disliinmeye basladim.
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Fotograflara hizlica g6z attigimda amatdrce yapilan fotomontajlar hemen
dikkatimi cekti. Bundan 7 yil once kaleme aldigim Manipile Edilmis Fotograf
Analizi blog yazimda oldugu gibi fotograflari ELA teknigi ve Forensically web
uygulamasinda yer alan kopyalama tespiti teknigi ile analiz etmeye basladim.

Kimsenin damgali esek gibi tisdrtunun sirt kismina adini ve telefon
numarasini yazdirmayacagini disinerek bu fotografi ELA teknigi ile analiz
ettigimde, tahmin ettigim lizere sirt kisminda yer alan isim ve telefon

numarasinin sonradan bu fotografa eklendigini tespit ettim.
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Her ne kadar kartvizitinin yer aldigi fotografta gdzle gérilir bir sekilde
fotomontaj oldugu gérilse de teyit etmek icin Clone Detection sayfasindan

faydalanarak bu fotograf lzerinde cok sayida kopyalama islemi yapildigini

tespit ettim.
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Son olarak pasaport fotografini Yandex.Images lzerinde arattigimda ise arka
plandaki pembe isaretin ayni oldugu benzer sahte pasaport fotograflarini
bularak pasaportun da sahte oldugunu teyit etmis oldum.
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Bunlarin disinda e-postaya konu olan hanim ablamizin adi ve soyadi (Jennifer
Torres) ile goénderdigi uUniformali fotograflardaki isim ve soyadin farkli
olmasi da pek tabii dikkatimden kacgmadi.



Jennifer ile yazismayi kestikten sonra a¢ goézlu dolandiricilar tabii ki
pesimi birakmayip yeni mesajlar ile LinkedIn mesaj kutumu mesgul etmeye bir
sure daha devam ettiler.
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Niffer Pandey

Staff Sergeant at US Army Ignore | Accept

=] Reply to Niffer

GOorunen o ki bir zamanlarin oldukca populer Nijeryali Prens dolandiricilaris
artik faaliyetlerine LinkedIn lzerinde devam etme karari almislar dolayisiyla

dikkatli olmakta ve cevrenizdekileri uyarmakta fayda olacagina inaniyorum.

Ulke olarak COVID-19 salginini geride birakacagimiz sadlikli giinlerde yeni

bir yazi ile tekrar gorismek dilegiyle herkese saglikli ve guvenli glnler
dilerim.
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