LinkedIn Scammers

written by Mert SARICA | 28 March 2020

As a cybersecurity researcher who has been actively using social media and
the network for many years, you may have noticed that I share cybersecurity
articles and news that I read and liked on LinkedIn and Twitter among my
connections, especially during the week. Because my Twitter account is
protected, my LinkedIn shares reach many more people than my Twitter shares,
which can bring me to the radar of fraudsters, and scammers and result in

receiving suspicious messages.

One day, I received a private message from Jenny Tores on LinkedIn. In the
message, which was prepared with Google Translate and consisted of a text
that was barely intelligible, she mentioned that she found my profile very
interesting and wanted to contact me. I decided to take this opportunity,
which came to me in the guise of a journalist searching for news, and
communicates with this person.
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After sending her an email, in her reply, she mentioned that she is an
American soldier in Afghanistan and that she wants to start a new
relationship, that age and distance are not necessary, and that she will
mention the important topic she wants to talk about in her following email.
To make the social engineering attempt seem more realistic, she didn’t forget
to send me 4 photos of herself. The writing style in her email was
surprisingly good compared to the broken-sentence LinkedIn message.
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Dear, GelenKutusu x

Jennifer Torres
Alict: ben +

How s life over there, | hope you and your family are fine, am fine
over here in Afghanistan. Like | said my name is SGT JENNIFER TORRES
2 US Citizen, from Charlette, North Carclina considers Portland

Oregon, | Graduated from Park rose Senior High School, Portland

Oregon, Presently | am in Afghanistan at war zone for peacekeeping
mission due to the WAR cisis gaing on here in Afghanistan.

About me, | have a good heart, | have a loving heart and am very
respectful and kind Woman, my own Religious is Islam, | never judge
others and am very compassionate, | love to appreciate the little
things in life and am very respectiul

Dear, | have my reasons to contact you as | have something very
important to share with you in my next mail. | wish to start a very
strong relationship with you and my relationship with you will bring a

ot of great changes in our lfe. | want you to understand that
relationship dose not count distance and age, maybe we can start as a
friend or go into business partners with my funds which | need to

invest with urgent assistance.

Dear, What do you do for a living to overcome economical expenses and
to sustain your life and family? | know we are just knowing each

other but we can share ideas and discuss important things and more
issues as we talk about ourselves, | like to think positively and |

care about other people’s feelings

Vil be very happy to know more about you, like your hobies,
Interest, Lifestyle, Religious believe, | will also love to see your

recent pictures, like | always says | have very very important issue

to share and discuss with you in my next mail so that you will give me
a solution about it, Let me stop here, for now, | expect an urgent
response from you soon.

Yours Faithfully Jennifer
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In her second email, she mentioned that she found a box containing a large

amount of money during a rescue operation she carried out, that her share is

precisely $3.7 million, and that she wants to take this money to another

country until she completes her mission, of course, with my help. :) She also

didn’'t forget to send new pictures in this email.
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| believe that you will not betray my trust. Gelen kutusux

Jennifer Torres
Alict: ben v

Hello Dear,

Thanks for your love and kindness, my dear | am very happy to read
your response, | really want o establish a relationship like

fiiendship and business partner that may lead to long term

relationship or marriage in future. Honey here in the military zone we

are not allowed to make use of mobile phone, we only make use of radio
message and email communication, my dear | want to go into business
partnership with you, as | don't know how long we will stay in the war
zone here for the rescue of the war.

| want you to know that we are being attacked by insurgents every day
and car bombs. During one of our fescue mission, we came across a safe
box that contains a huge amount of money that belongs to the
revolutionaries, which | believe they use it in buying weapons and
ammunition's, and it was agreed by all parties in the present that the
money will be shared among us

Out of the total fund, my share was §3,700,000 (Three Millon seven
hundred thousand US Dollars). | am seeking your assistance to evacuate
my share of the money, which is $3,700,000 out of here to you: in as
much as you can assure me that my own share will be safe in your care
until | complete my service here. This is not stolen money, and there

are no dangers involved.

| have made arrangements with a UNITED NATION who promised ta deliver
the fund to any of my choosing destinations. | shall be compensating

you with 30% of the total fund on final conclusion of this project,

while the rest balance shall be my investment capital in your country.

One passionate appeal | will make to you is not to discuss this matter

toa third party, if you have reasans to reject this offer, please

destroy this e-mail as any leakage of this information will be too bad

for me, due to my position as an army Captain.

I have chasen to contact you after my prayers and | believe that you
will not betray my trust. But rather take me as your own sister or

wife. Though you may wonder why | am so soon revealing myselfto you
without knowing you, well | will say that my mind convinced me that

you are the true person to help me receive and invest the fund since
you have experience on the finical issues

1do nat know how long we will remain here, and | have sunived two
bomb attack here, which prompted me to search out for a raliable and
trustworthy person to help me receive and invest the fund in his
country because | will be migrating to your home to invest and start a
new life not e a soldier anymere

Conclusively wish you send me a reply immediately as soon as you
receive this proposal. Your urgent reply will be highly appreciated. |
hope my explanation is very clear but if you need further
claification, and then send your questions, | wait to hear from you
soonest

Yours Truly In Love
JENNY.

In her third email, to win my trust and to be able
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to carry out the shipment,

she wanted me to send her my personal information, phone number, scanned



passport or, if not, my driver’s license, and even my residence address,

which I prepared from e-government. After examining the new photos she sent,

including the 100-dollar bills in the box and her passport, I was convinced

(kidding :

)) to send her all the information she wanted from me.
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Please | will appreciate your urgent response. Gelentutusu x

Jennifer Torres
Alici: ben +

Thanks for your kind response, | want to be direct with my words my
dear | told you about my plan for an investment in your country and
that | want the fund to be secured. Presently | am here in the
military camp for peacekeeping missions due to the crisis in
Afghanistan. Secondly, | want to relocate with you to start up a good
business venture.

My lovely friend | need more proof and trust, donit be angry, because
i want to handle my future to you. | appreciate your concern and your
willingness so far for assisting me, the most impertant thing | need
from you right now is your honesty and trustworthiness, and | choose
you in this transaction, based on my present status here in
Afghanistan as Captain who leads the traop. | want you to understand
more about my situation here in the military camp, | can only email
you from the office, as we are not allowed to use the mobile phone
here, we make use of radio message.

Now my dear due to my political situation as a U.S Miltary force
staying in the war zone for peacekeeping mission, | need a foreigner
who will stand on my behalf and receive the Trunk Box and also help me
imvest in his country, that is why | decided to make this contact with
you, for you to stand on my behalf and receive the Treasure Box.
Everything concerning the delivery of the consignment is clear.
Moreover, | went into serious discussion with the United Nation
Diplomat here who will deliver the consignment fund to you, the legal
United Nation Diplomat told me that in a situations like mine, that

the best solution is by soliciting for assistance of a reliable

foreigner who can help me receive the consignment box in his place and
invest it on my behaf as | wish.

Ithen decided to contact you, hoping that with your advanced

knowledge we can be able to work togsther so that if all things work

out for us, we can go into e partnership if you wish because | am
divorced now. Though it took me time to make up my mind to contact you
and offer you this proposal of mine. It is due to the trust | have in

you that made me disclose this matter with you, believing that | am
saving in your hand, nobody knows what | have, and the diplomat will

not know the content of the box, his own jobls to deliver, PLEASE |

‘am asking you for my safety and security KEEP IT VERY PRIVATE OKAY, |
know that God will see us through

Finally, | am suggesting that if we can go into life partnership as

time goes on which means that the proceedings from the investment in
your country shall be shared equally between the both of us because |
do not know much about intemational business and | am putting my
entire Fund to your care because | want you to be in total control of
my funds as soon as the fund anives in your country. Again, do attach
as you reply to me your full name and full contact information’s to
enable me to give it to the United Nation diplomat who will be
delivering the consignment to you. Please I will like you to send me
your full data such as.

1: Your Full Name

2: Home Address

3: Direct Phone Number

4 Youre Profession

5: Scan copy of your intemational passport o Identity Card. Or

working identity or drivers license

I reply to your mail with your above-mentioned details, | will
contact the diplomat who will bing the consignment to you and give
him your details, 5o that he will start the joumney to deliver the:

fund in your place, hand to hand (Face to Face). Looking forward to
reading from you. Take good care of yourself and Remain blessed
Best Regards

JENNY.

not trust me” to her,
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in her final
collect your

email,

information,” and ended the conversation. As a cyber security researcher, I

decided to investigate the information in the emails and drop the scammer’s

mask.



Hel]o dear Gelen Kutusu x

Jennifer Torres
Alci: ben ~

Please | mean no offense dear.

I'm only trying to be careful that's all, | would like to proceed
with you on this
so please let's move on

To proceed, dear, | will need some of your info so that | can register
it with the cargo company that will deliver the box to you without any
mistakes

Please | will need your info as follows

1: Your Full Name

2: Home Address

3: Direct Phone Number

4: You're Profession

5. Scan copy of your international passport or Identity Card. Or
working identity or driver's license

In reply to your mail with your above-mentioned details, | will
contact the diplomat who will bring the censignment to you and give
him your details, so that he will start the journey to deliver the

fund in your place. hand to hand (Face to Face). Looking forward to
reading from you. Take good care of yourself and Remain blessed.

Best Regards,
JENNY.

Yes, | am interested. | am not interested. Where are you from?

After reading a helpful article on the current state of image search engines
a few months ago, I decided to take a closer look at the emails sent by our
lady.

When I searched one of the photos in uniform on Yandex.Images, I learned that
other websites were using this photo and that there was a social media
account under a different name (Jelissa Torres).
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When I looked at the @JelissaTorres Twitter account,
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were Turkish messages among the tweets she sent until May 2019. When I

searched these messages on Twitter, I learned that they were copied and

pasted messages from other accounts.
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When I searched “Jelissa Torres army” on the Google search engine, I noticed

that the @ambrose tarh Twitter account shared one of the photos sent to me

and then deleted it.

(OPSEC fail?) When I checked the subject information of

the emails sent by Jelissa, I saw a time difference of -3 hours between the

sent emails and Turkish time. Considering that there is a 3-hour time

difference between Turkey and Senegal, Ghana and Guinea, which are neighbors

of Cameroon, I began to think that it is highly likely that these emails were
sent by this person from Cameroon or by other people related to them from one
of these countries.


https://twitter.com/ambrose_tarh
https://en.wikipedia.org/wiki/Operations_security

- X

G Jelissa Tor x B
< C { & google.com/search?q=Jelissa+Torres+army&itbm = isch@ived=2ahUKEwjd855xTNbnANVMprQKHUUUCEUQ2-cCegQIABAA&Lq= Jelissa + Torres +armygigs._|=img.3..37458.37458.37924..00.0.122.122.1....0. -3 SN~ s I @o
Career. Infor.. [} Linkedin W Mert SARICA (merts.. M Inbox - mert sarica. Gther bookmarks
Go gle Jelissa Torres army [ o JERUSINe}
Q Tumi [ Gorseller @ Haberler (] Videolar O Ahgveris zla  Ayarlar  Araglar R Kolel a Arama~
poughkeepsie 420 maldonado jorge daniel soto hashtag ssgtorres marlboro freehold township military police police officer boys basketball instagram viewer hudson likes freehold nj o>

4Jelissa Tarres” profiles | L 4"Jelissa Tarres” profiles | .
linkedin.com

Jelissa Torres @ssg.torres | Bays Basketball - SSN Army Strong Team

13 54

Jelissa Torres @ssg.torres | Brittany Ashlock - Logistics. Kefienti Ambrose Tarh Jel ns - Force Develop. 17 Issue - 4 Volume. Annual Report (2011-2012) by Maria.
ee.com linkedin.com ' om hor u.com issuu.com

"

Jelissa Wants That Dre Jelissa Torres @ssg.torr. w.poughkeepsiejournal.com/story/n Untitled A night of infinite memaries' Days Gone (2019) PlayStation 2019 Pangos All-Ameri
pintere pictosee.com com " oths.us mobygames.com nbmagazine.com
= —— I R —
O TR sl RS . [ AWPT O e s . W -
ambrose tarh&tbnid=oUIABNeJSIESnM&vet=12ahUKEwiD3NJEINbnARVYO 1AK... ¥t [S) IIEI En ae

=https%3A%2F%2Ftwitter.com%2F:

wimg.com%2Fmedia%2FENjQIQXYAE-Dfk jpg&im

G Y & googlecom/imgrestimau

Hack4 Career. Infor..  [I) Linkedin W Mert SARICA (merts.. M Inbox - mert.sarica.

© Tver
Kefienti Ambrose Tarh (@ambrose_tarh) | Twitter

Gorseller teli hakkina tabi olabili. Daha Fazia B




> C O @& twitterncor

m/ambrose_tarh/media

@ wFack4 Career. Infor.. [ Linkedin W Mert SARICA (merts.. M Inbox - mertsarica.

E enjooovasokjps A

L 4

Anasayfa
Kesfet
Bildirimler
Mesajlar
Yer isaretleri
Listeler
Profil

Daha fazla

®© ® M D Q0 O # ©

< Kefienti Ambrose Tarh

4 Fotograflar ve videolar

£ /

& -« )= s, R o, G 3 N
A 000 [ Takip et
e CICIED)

Kefienti Ambrose Tarh
@ambrose_tarh

© Dogum tarihi: 3 Haziran 1996 () Aralik 2019 tarihinde katildi
647 Takip edilen 52 Takipgi

Takip ettigin kimse tarafindan takip edilmiyor

Tweetler Tweetler ve yanitlar Medya Begeni

Kefienti Ambrose Tarh @ambrose_tarh - 21 Ara 2019
Come on my Boys,

»
CHELSER €) BAVERN
VON gL VS JUVENTUS

TOTTENHAM V8 “E- LEPZIG

NAPOLI ® Y8 A7 BARCELONA

CHAMPIONS LEAGUE LAST 16 DRAW

From: Jennifer Torres <jennytorZli@gmail . coms

11 Feb 2020 22

:37:20 +0000

Date: Tue,

% s 0omMmA®O @0

Gther bookmarks

Q  Twitterda Ara

Daha fazla goster

v
Diinya giindemleri

1 - Diinya gapinda giindemdekiler v
#TTRACKLIST
472 B Tweet

2 - Dunya gapinda gundemdekiler
#ARSNEW
33,7 B Tweet

3+ Dunya gapinda gundemdekiler v
#survivor2020

10,18 Tweet

showall | X

Message—ID: <CRARDEUFGecJAnY jFxsQoH+thzR+WASmEXLAWmb42hATdg+=RAi9%xxgfmail .gmail . com?
From: Jennifer Torres <jennytorZl>@gmail .coms>

Date: Wed, 12 Feb 2020 22:

06:14 +0000

Message—ID: «<CRARDEUFG]zZ2XXchumc3¥YBN+hQvIigqW-mfEtUHzYjBg eN+IM=hg@mail.gmail.com>
From: Jennifer Torres <jennytorZl>@gmail.com>

10 Feb 2020 23:02:39 +0000

Date: Mon,
Mes=zagqe—ID:

From: Jennifer Torres <jennytorZl>@gmail.com>-

Sat, B Feb 2020 22:33:09 +0000
Message—ID: <CARDRUFFENVAYTDkkxyWHZERUX+r3IBgWCAJz-rUgelpYCuH4-DQ@mail.gmail . com:>

9 Subat 01:32 (mesaj

M5
TR
M5
TR
M5
TR

10 Subat
11 Subat
11 Subat
12 Subat
12 Subat
13 Subat

22:18 (yanit
02:01 (mesaj
22:45 (yanit
01:56 (mesaj
20:44 (yanit
01:05 (mesaj

<CARDEUFH] ZuHAnipzP%hePhaPLTLnEBmkPqWgiluDsREc=1W32AI)Email . gmail . com>

alindi)
gonderildi)
alindi)
gonderildi)
alindi)
gonderildi)
alind1)|



@ Dinya gapinda seat kag - Dinya X+ -

C @ Notsecure | trthetimenow.com/worldclock.php B v
@) Hack4 Career. Infor.. [ Lickedin W9 Mert SARICA (merts.. M Inbox - mertsarica. ey i W B K
| 92 ARAGLAR ¥ ) =
‘Sayfanin yklendigi andaki meveut zaman 24 saat moduna gevir
Abidjan Per GOOIOS  Akia Per6090S  Addis Ababa Perg:09 05
Anmadabad Per11390S Basra Per9090s A Basratal Per.09 05 | |
Qadimah
- < Al Mawsil a1 3 ¥
Al Jizah Porg0g Os ) M Per9.090S  Halep Per8:09 05
iskenderiye Per 80908 Algiers Per7.0908  Almat Cum 12:09 60
Ankara Per8.090S  Asuncion * Per3090S  Bagdat Per:0905 2 1 O 9 43
Bandung €um 10900  Bandung Cum1:0900  Bangkok Cum 1:09 60
Barselona Per7090S  Pekin Cum2:0900  Beynut Per8:09 05 o,
Mart 2020
Bekasi Cum 10900 Belo Horizonte Per3090S  Bangalore Per 11:33 05
Berlin Per7.090S  Bhopal Per11:39.08  Bogota Per 1:09 0S
Brasilia Per3090S  Brookyn * Per2090S  Bukres Per8:09.0S
Budapegte Per7:090S  Buenos Aires Per3090S  Kahire Per8:09 0S
Gali Per1090S Camayenne Per6:090S  Cape Tovn Per8:09 05
Karakas Per1390S  Casablanca Per6090S  Changchun Cum209 60
Changsha €um20900  Chengdu Cum2:0900  Chennai Per 11:33 08
Skago * Per1090S  Chittagong Cum120900  Chongging Cum209 00
; Today

Ciudad Judrez * Per12090S  Conakry Per6090S  Curitba Per3:09 08

Diinya Saati No events
Dakar Per6:090S  Dalian Cum20900  Sam Per8:09 05
Dar s Salaam Per9.090s  Delhi Per11390S  Dakka Cum 1209 60
Durban Per8:090S  Ecatepec Per120908  Esfahan Per:39 08

Zaman DI DonTigiAms: Faisalabad Per11:090S  Fortaleza Per3090S  Grand Dakar Per6:0905

CST»EST
Guadaljara Per12:09 08 Guangzhou Cum2:0900  Guayaqui Per 1:09 0S
EST » GMT

The amateurish photomontages caught my attention as I quickly glanced at the
photos. As I mentioned in the Manipulated Photo Analysis blog article I wrote
7 years ago, I started analyzing the images using the ELA technique and the

copy detection technique in the Forensically web application.

Thinking that no one would print their name and phone number on the back of
their shirt like a sealed donkey, I analyzed this photo with the ELA
technique, and, as I expected, I found the name and phone number on the back
were added to this photo later.
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Although it was clearly visible that the photo with the business card was a
photomontage, I used the Clone Detection page to confirm that many copies
were made on this photo.
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Error Level

Finally, when I searched for the passport photo on Yandex.Images, I found
similar fake passport photos with the same pink sign in the background,
confirming that the passport was also fake.
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In addition to this, the name and surname of the lady in question (Jennifer
Torres) and the name and surname in the uniformed photos sent with the email
were also obviously different.



After cutting off communication with Jennifer, the greedy scammers did not
let go and continued to flood my LinkedIn inbox with new messages for a
while.
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It seems that the once very popular Nigerian Prince scammers have decided to
continue their activities on LinkedIn, so it would be helpful to be careful

and warn those around you.

I hope to see you again with a new post in healthy days when we leave the
COVID-19 pandemic behind. I wish everyone healthy and safe days.
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