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Hatirlarsaniz Magecart ile Micadele baslikli blog yazimda zararli JavaScript
kodunun analizine baska bir yazimda yer verecegimi belirtmistim. Bu zamana
dek cok defa zararli javascript kodu analiz etmis ve nasil analiz
edilebilecegine dair yaklasik 3 yil once Zararli JavaScript Analizi baslikli
bir blog yazisi da yazmistim. Tabii yillar gectikce tehdit aktdrlerinin
kullandigi yontemler degismeye ve siber givenlik analistlerinin,
arastirmacilarinin islerini git gide daha da zorlastirmaya basladi.

Magecart grubunun gelistirdigi zararli JavaScript kodu
(6cble31ff2f343a9d576d889bfcbhdebfe.js) ile ilk karsilastigimda kodun kolay bir
sekilde anlasilamayacak kadar karmasiklastirilmis (obfuscated) oldugu
JavaScript Obfuscator veya JavaScript Obfuscator Tool araclarindan biri
kullanilmis olabilir.) hemen dikkatimi cekmisti. de4js ve Illuminatels gibi
araclarin da varligina glivenerek karmasiklastirilmis kodu kolay bir sekilde
alt edecegimi, en kotid dinamik kod analizi yaparak (debugging) mutlu sona
ulasabilecegimi distniyordum fakat evdeki hesap carsiya uymadi. :)
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') ;for(var i=0;i<childImgs.length;i++) {var img=childImgs([il;this.addImage (img);} "
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fprogressedcount—0; this.hasAnyBroken—rfalse;if (! this.images.length) { this.complete () ;return;}
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notify(this,image) ;}

gress®, [this,image,elem]) ; if(this.jqDeferred&&this.jgDeferred.notify) { this.jgbeferred.

if(this.progressedCount—this.images.length) { this.complete () ;}

if(this.options.debug&&console) {console.log('p
isComplete—true; this.emitEvent (eventName, [this

s: 'tmessage,image,elem) ;}};Imagesloaded. prototype. complete=function() {var eventName
;this emitEvent (' , [this]) ;if (this.jqDeferred) (var jgMethod—this.hasAnyBroken?':
 this) ;)); function LoadingInags (ing) {this. ing=ing;)

JLoadingImage.prot:
naturalWidth!—0,

create (EvEmitter.prototype) ;LoadingImage.prototype.check=function() {var isComplete=this.getIsImageComplete() ;if(isComplete){this.confirm(this.imng.
') jreturn;}

this.proxyImage-new Image()
addEventListener ('e

his.proxyImage.addEventListener ('L ,this) ; this.proxyImage.addEventListener('= ', this) ; this.img.addEventListener ('] ', this) ; this.img.

, this) ; this.proxyImage.src=this.img.src;};LoadingImage. prototype.getIsImageComplete=function() (return this.img.complete&&this.img.naturalWidth;};

LoadingImage. pxatotype confirm—function(isLoaded, message) { this.isLoaded=isLoaded; this.emitEvent ('p

[this, this.img,message]) ;} ;LoadingImage.prototype.handleEvent—function(
event) (var method='on’ +event . type; L£(¢hisimethod]) {thismethod] (event) ;}};LoadingInage prototype.onload=rfunction() { this.confim(true, 'onload') ; this.unbindEvents() ;) ;LoadingImage.
prototype.onerror=function() { this. conflzm(false, tor ad', this) ;

) ;this.unbindEvents () ;}; Loadlnglmsqe prototype. unblndEvents—fuuctlan()(thls proxyImage.removeEventListener ('

this.proxyImage.removeEventListener('errox', this);this.img.removeEventListener(' , this) ; } ; function Background (url, element)(uus url-

furl;this.element—element; this.img—new Image ()}

$=jouery;$.fn.imagesLoaded=function(options,callback) {var instance=new In\aqesLoaded(t]us options, GBI
makeJQueryPlug:Ln() return ImagesLoaded;});var _0x4e75—[' '
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I1k is olarak JavaScript Beautifier web sitesinden faydalanarak zararli kod

blogunu okunakli hale getirdim. Ardindan kodu anlasilir hale getirmek icin
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sirasiyla ded4js ve Illuminatels araclarindan faydalanmaya calistim ancak
basarisiz oldum. Chrome DevTools ile zararli JavaScript kodunu hata
ayiklamasi (debugging) yaparak analiz etmeye basladim ve cok gecmeden bir
zaman sonra islerin yolunda gitmedigini farkettim. Chrome’dan kaynaklanan bir
problem olabilecegini dislinerek sansimi Firefox ile denemeye karar verdim

fakat o da birseylerin yolunda gitmedigine dair uyari verdi.
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Ne yapabilecegime dair hindi gibi disinidp dururken internet tarayicisi yerine

farkli bir arac ile hata ayiklamasi yapabilmek icin arastirma yapmaya
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basladim ve Visual Studio Code isimli kaynak kodu editoru ile karsilastaim.

Chrome hata ayiklama eklentisi sayesinde arka planda HTML, JavaScript kodu
analiz etmeye imkan taniyan ve c¢ok sayida eklentiye sahip olan bu editdr ile
hata ayiklamasi yapmaya basladigimda, SetCookie ile iliskili fonksiyonun cok
saylda dizi (Array) olusturarak bellekteki kullanilabilecek alanlari

tiketerek hata ayiklamasini etkisiz hale getirdigini (self defending) gordim.
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s 6cblestf: = % O nm

(_ex231bbe, _0x88c167) {
_Bxae12c7 - (_ex212448) {
while (--_6x212448) {

_8x221bbe[ *push’ ] (_Ox231bbe[ ‘shift’]

}

_Bxdbcbos = O 1
_ex1b6148 = {
e—

CRLF JSONwithComments @ A1

- B4

¥ NoResults

(_ex20622c, _exai6bae, oxsalcfd, _exscafof) {

_exscafef = _exscafef || {};
_0x243096 = _oxa16bde +
_ex3ecabd = exe;

for (

_0x243896 +=
_ex7256b:

_6x18cfo8 = _0x20622c[ ‘1
if (Lex7256ba = LI[]) {

_6x243096 += "=’ + _@x7256ba;

3

_ex5cafef[cookie'] = _0x243006;

() { return‘dev’;

DEBUG CONSOLE

_ex3ecabd - @x0, _ex18cfo8 - _@x20622c[ 'length’]; _@x30cbd < _@x18cf98; _ex3ecabdr+) {
_ex10efsc - _@x20622c[_6x3acabd];

;\x20" + _Ox1eefSc;
@x20622C[_0x18ef5c];
_ex2e622c[[ push ‘[Jl(_ex7256ba

431316500404848 . js:21
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4 WATCH
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setCookie 6cb1e3111234330d576d889bicbdece ;s ([EHIE
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Art niyetli kisilerin amac¢lari
sorunsuz bir sekilde calismasi

6cb1e31/72124320d576d889bfcbdelejs - Magecart - Visual Studio Code

s ecbreatfi = 2 4 1

CYFsq’, "dB0taMK1PcKGuog=",
(_6x231bbe, _0x80C167) {
_exae12c7 (_ex212448) {

e (--_ex212448) {

_exz31bbe[ " push’ ] (_8x231bbe[ *shift’]1());
ik

_exabcbos = O 1
3 - {
{

: (_6x20622¢, _Bx416bde, _@xSalcfd, _xScafef) {
_exScafef = _exscafof || {};

0 - _OxA16bde + '=' + _exSalcfd;

_0x36cabd - 6x0;

No Results

for (var _@x36cdbd - @xd, Ox18cfo8 - 8x20622c['length’]; _6x38cabd < _@x18cfo8; _6x38cabd+) {

_ex16efSc = _8x20622c[_6x38c4bd];
_@x243006 += ';\x20' + _@x16ef5c;
_ex7256ba - _oxze622c[_ox10efsc];
_ex2e622¢[ '1(_ex7256ba);
_ex18cfos - _ex2e622c["
if (_ex7256ba == 1![]) {
_ex243096 +- =" + _@x7256ba;
IS

3
_exscafef[ " cool _0x243896;

431316500404848 . j5:21
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dogrultusunda bu kodun internet tarayicisinda

gerektigi ic¢in kodda hata ayiklamasina yonelik

kontroller oldugunu disinerek her bir fonksiyonu adim adim analiz etmeye
basladim. Nihai hedefim kodu bastan sonra dinamik olarak analiz etmek olmayip

calinan bilgilerin hangi web sitesine iletildigini ve gizlenmis karakter

dizilerini (strings) c¢6zmek oldugu i¢in gizlenmis dizilerin ¢oOzilmesi

amaciyla kullanilan 0x3a74 fonksiyonundan yola c¢ikarak ilerledim.
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4 15 Gehle311f2A343a90576889bfcbdede.js
var_0x3a74 = function( 0x3855c8, 0x3a8990) {
if ((0x3a74[yONshV] === undefined) {
_Ox3aTArxivKiw] = _Ox28bee?;
_0x3aTArafckyO’] = §;
Bx3a7AryONShV] = U}
_0v419b1a = |Ox3a74rafckyO'l[ 0x3855c8L;
if (0X3a74rMNQW] === undefined) {
_0x18579f(_0x3a74)hidsiq10;
_Ox3aTArmNQWr] = 1
_0v400932 = |Ox3aTATXIVKIW( 0¥400933, 0x328900);
_Ox3aTAT afckyO'll 0x3855¢8] = _0x400932;
consolelog(0x38a74(0X0, Yz#r);
consolelog(0x3a74(0x1', 'Dc@));
consolelog( 0x3a74(0x2", V),
(Window[_0x3a74C0x0’, Vz#r)]L 0x3aTA(OXT', ‘D@9 0:3a74(0x2’, JUVNiCrenderiframe) ...
Vz#rILe De@9[0x3a74(0x2', JUVI{ ) > -Ox1){
Dc@9)IL0x3a74(0x2", UV )(renderifiame) > -0x1) {
if (0x3a74(0x3., jiS5) == OxSbef2c) Oxfeaale =2

_Oxsbcaga( 0x3a74(0w, ‘Jlk2)) &8 _OxSbcada(json-parse’);

if (0X3a74(0x5, 'Ka5q) 1==_0x3a74(0%6’ "Eoip)) {

Kasq) 1== 0x3a74(0x6', 'Eoip) {

if (0X3a74(0x7", 'gBzK) == _Ox5bef2q) {

_0x5019b6[ 0x3a74(0X8. ‘2yo) );

_0x2f57b2 = _0x3a74{0x', 'E!(t) == typeof Oxfeaale 88 _0x4e3700;

DLO3a74(0xa", ‘d)iZ] = _0x575e74;

_Ox575674) &8 _0X3aTA(OXb, 'pgas) == Oxfeaa le( 0x575€74]) &8¢ Inulll’ == _Oxfeaate..
_0x2712d9]) &8 _0x3aTA(OXC, "Vz#r) == Oxfeaalefnull) && 0x3a74{0xd, tExG) == _Oxf.
null) & _0x3a74(0xd', tExG) == _Oxfeaale( 0x27f2d9, 0x573f81, null) && 0x3a74(0xe...
null) &8 [Ox3aTA(Oxe", 'yEWM) == _Oxfeaale({

01, nul, 0x3a74(0F, *#67V)]

0x1) 8& 0x3a74(0x10', "~5CJ) == _Oxfeaale(new _0x576207(-0x1eb208c2dc0000)) &&: _

0x16b208c2dc0000)) &8z 033a7A(0X11’, 'Bu21’) == _Oxfeaale(new 0x576207(0x1eb208c2...

0x16b208c2dc0000)) &8 0x3a74(0x12, 7qCe’) == Oxfeaale(new OX576207(-0x3891c6b..
0x389106b58c00)) &8 _OX3a74(0x13', IYBd) == _Oxfeaale(new 0X576207(-0x1)):
if (0x3a74(0x14", JUV) ==_OxSbef2c) {

&B8) 0x3a74(0X16’, "LEYE)) {

0X3a7A[0X16, LIYE)) {

_Ox5019b6[0x3a74{0x 17, VWO,
if (0x3a74C0x1 ") == typeof_Oxfeaale) try {
if (0x3a74C0x1 _0x3a7400x12", "9WI) {
QUY) 1== 0x3a74(0x1a, 'SVWOY) |

o 6cb1e3172124320d576880bfcbdele js - Magecart - Visual Studio Code

J5 6cb1e31ff2f343a9d576dB89bfcbdedejs ©

e Spa Firsatlan files b 15 6
return _ex32afaa[

b
_ex1b6148[ " up
x5ecibb = ex1b61f8[ u

if (1_exsecibb) {
_0x1b61f8[ *setCookie'J(['*'],
if (_exsacibb) {
_6x524a6b = _6x1b618[

b
_exabebos();
}(_@x4e75, excc));
_ex3a74 - (_0x3855¢8, _0x3a8990) {
_ex3855c8 — _@x3855C8 - Ox0;
_0x40093a - _@x4e75[_0x3855¢8];
(Lex3a74[ "yoNshv'] i
( (OIS
_ex172a2a;

_exs1elle nction(’ return\x20(function()\xze’ + '{}
= _exs1e11e();
ch (_ex23aa3e) {
_ex172a2a = window;
3
_@x12e5ha - "AB K \ fghijklmnopgrst
_ex172a2a[ "atob” "at - (_0x2e9c7) {
_exs3fecc - _x2e0c7f) [ ‘replace’ 1(/=+$/, "'):

DEBUG CONSOLE  TERMINAL

\x22return\x20this\x22)(\x28) " + ");");
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P Launchindexhtml ~ %

AL " xiVKin" ] (_oxal

4 CALL STACK

4 BREAKPOINTS
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Analiz ederken bir yerde Regex ile removeCookie degerinde { isareti ile
return kelimesi arasinda bosluk kontroliu yapildigini farkettim. Bosluk
karakterinin tespit edilmesi durumunda kodun akisi yukarida bahsettigim cok
saylda dizi olusturup probleme yol acan fonksiyona ilerliyordu. Peki art
niyetli gelistirici neden bOyle bir kontrol koymustu ? Bu gibi
karmasiklastirilmis, okunakli olmayan kodlarla karsilasan analistlerin ilk
yaptigi is, kodu aracglar (JavaScript Beautifier gibi) yardimiyla okunaklzi,
formata uygun bir hale getirmek oldugu icin bu araclar otomatik olarak araya
bosluk koyuyorladi ve bu da kodun analiz edildigine dair art niyetli kisilere

guzel bir tespit mekanizmasi olusturmaya imkan taniyordu.


https://en.wikipedia.org/wiki/Regular_expression
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P Launch indexhtml ¥ %%

110f101

O Qw1710 7152 <} {lastindex: o}

, dotAll: ¢

e okie' ][ "to S pd x56ed6T; svar _e
c1bb){_@x1b61f8[ [ el P X _8x58c1bb){_8x524a6b=_6x1b61f8[
o 0 10:3%
5c8];1f(_ox3a7a[

cALL STACK PASED ONSTEP
29d5760889bfchdede.
_Oxab,
(anonymous function)

(anonymous function)

b LOADED SCRIPTS

316500404248

M Uncaught

[ 6cb1e31f12f34329d5760880bfct
B 6cb1e31112134320d576d889bfch g
@040 © Launch indexhtml (Magecart) Ln8 Col 131 Spaces4 UTF8 CRIF JavaSaipt @ M1
7 bi 3
var _0x4bcb95 — function() {
var _Ox1b61f8 = {
=

14 g cookie': function(_0x20622c, _0x4l6bde, _OxSalcfd, _OxScaf0f) {
15 _0x5caf0f — _OxScafOf || {}:

16 var 0x243096 — _0x4l6bde + '=' + _OxSalcfd;

17 var _0x30cdbd = 0x0;

18 g for (var _0x30cdbd = 0x0, _0x18cf98 — _0x20622c[' 1; _0x30c4bd < _0x18c£98; _0x30cibd++) {
1 var 0xl0efSc — _0x20622c[_0x30c4bdl ;

2¢ _0x243096 += ';\x20' + _0xl0ef5c;

21 var _0x7256ba — _0x20622c[_0x10ef5c] ;

22 _0x20622c['push'] (_0x7256ba) ;

23 _0x18c£98 =

24 © if (_0x7256€ba '— II[1) {

25 _0x243096 += '=' + _0x7256ba;

26 }

S - }

28 _0x5cafOf[’ _0x243096;

29 | ),

3 ' removeCoo

ie': function() {
31 return 'dev':

5 function(_0x59f4%a, _0x114c93) {
34 _0x59f4%a = _0x59f4% || function(_Ox4c33ca) {

return _Ox4c33ca;

3 r }:
37 var _0x426398 — _0x59f49a (new RegExp (' (2:7;\x20)' + _0x114c93[ O [\/+*1} /g, )+ )1 :
| var _0x40££59 = function(_ 0x265d2c, _0x59£799) {
3 _0x265d2c (++_0x59£799) ;
AC £ }:
41 _0x40££59(_Oxael2c7, _0x80cl67);
return _0x426398 ? decodeURIComponent(_0x426398[0x1]) : undefined;
4 r }
E Y;
| var _OxSéedéf = function() {
46 var _0x32af84 = new RegExp(’ + + "
47 return _0x32afB4[ 't 1(_0x1b61£8["

4 L }:

JavaSeript file length: 96.229 lines: 1.029 Ln:31 Col:11 Sel:0[0 Windows (CRLF)  UTF-8 INS
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RegEx Ref RegExr was created by gskinner.com, and-is-proudly hosted -by-Media Temple.

Community Patterns Edit the Expression & Text: to-see-matches. Roll: over matches-or:the expression: for details. PCRE & Javascript flavors of RegEx are-supported.
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Roll-over elements below to highlight in the Expression above. Click to open in Reference.

" Character. Matches a ™ character (char code 34).

\w Word. Matches any word character (alphanumeric & underscore).

+  Quantifier. Match 1 or more of the preceding token.

Character. Matches a SPACE character (char code 32).

*  Quantifier. Match 0 or more of the preceding token.

\ ( Escaped character. Matches a *(" character (char code 40)

\) Escaped character. Matches a *)" character (char code 41)

Kl RegExri Leam, Build, & TestRegt X B0l Online regex tester and debugo: X + = X
¢ C @ hups//regexi0t.com * OMB G @ :

Career. Infor... [ Linkedin W Mert SARICA (merts.. M Inb

regular expressions m gex101 $ donate 4 contact

° SAVE & SHARE REGULAR EXPRESSION
EXPLANATION
El e Repaxi cril R ECEEE 6 gm v / N N B AT B /e
& v Ni## matches any word character (equal to [a-zA-20-9_1)
FLAVOR TEST STRING SWITCH TO UNIT TESTS » ¥ Quantifier — Matches between one and unlimited times, as many times as
ossible. giving back as needed
& o pcrepun) v Function(){ return'dev';} ) Wmatiiat the chargier literally (case sensitive)
<> ECMAScript (JavaScript) ¥ Quantifier — Matches between zero and unlimited times, as many times as
- . possible, giving back as needed
£ Lt M matches the character ( literally (case sensitive)
& & Golang Wl matches the character ) literally (case sensitive)
v [ matches the character | literally (case sensitive)
- TooLs ¥ Quantifier — Matches between zero and unlimited times, as many times as
possible, giving back as needed
B Code Generator { matches the character { literally (case sensitive) <

# Regex Debugger
MATCH INFORMATION

Your regular expression does not match the subject string.

QUICK REFERENCE

Asingle character of:a, b or ¢ [abc]
S AllTokens aracter excapt:a, b or ¢ [rabe]
* Common Tokens v aracter in the range: 32 [a-2]
© General Tokens aracter not in the range: a-z [ra-2]
& Anchors aracter in the range: a2 or A-Z [a-2A-7]
® Meta Sequences Any single character
% Quantifiers Any whitespace character \s
® Group Constructs Any nan-whitespace character \s

$ == SUBSTITUTION henrtne rlacene 7 Ay digit a T



- X

RegExr: Leam, Build, & TestRegt X Y] Online regext, +
& C @ hitpsy/ragex10l.com * ©m B ¢ @ :

Coreer.nfor.. [ Linkedin Y Mert SARICA (merts.. M| Inbox - mertsarica

regular expressions w @regex101 § donate  contact % bug reports & feedback T wiki

SAVE & SHARE REGULAR EXPRESSION {1 maten, 19 steps -oms) |
° Ml wldl  expLanaTION

B Sate Repex | ctiles N O N AR 6 gn -/ N O B S K/ en
&5 v Wil matches any word character (equal to [4-2A-76-9_1)
EARNOR TEST STRING ITCH TO UNITTESTS » ¥ Quantifier — Matches between one and unlimited times, as many times as
possible, giving back as needed
& o ecreenn 2 function(){return’dev’ v B matches the character | literally (case sensitives
b ECMASCript (avascript) ¥ Quantifier — Matches between zero and unlimited times, as many times as
= 5 e possible, giving back as needed
R N matches the character ( sensitive)
F < Golang Rl matches the character ) literally (ca e)
v B matches the character | literally {case sensitive)
- TOOLS ¥ Quantifier — Matches between zero and unlimi ted times, as many times as
possible, giving back as needed
[@ Code Generator { matches the character { literally (case sensitive) -

# Regex Debugger
MATCH INFORMATION

a

Full match function(){return’dev’;}

QUICK REFERENCE

Asingle character of:a, b or ¢ [abc]
£ AllTokens A character except: a, b or ¢ [~abc]
* Common Tokens v A character In the range: a2 e
©® General Tokens Acharacter not inthe range: a2 [ra-2]
& Anchors A character in the range: a-z or A-Z [a-2A-2]

©® Meta Sequences Any single character

* Quantifiers Any whitespace character e

© il Constiiics Any non-whitespace character \s
et i T Anvdigit - v

$ fseonson | SUBSTITUTION -

Kodu Regex kontrolinden basariyla gececek sekilde bosluksuz olarak dizenleyip
gizlenmis karakter dizilerini c¢dzdikten sonra statik ve dinamik kod analizi
sayesinde kredi karti bilgilerinin (CVV, Holder, ccexpiry, ccnumber, cvc,
fullname) calinarak
https://kinitrofitness[.]com/wp-includes/class-wp-customize-settings.php

adresine iletildigini tespit etmis oldum.

Edit Selection View Go Debug Terminal Help 3 Magecart - Visual Studi
J5 6cble31ff2f343a9d576d889bfcbdedejs ®

< OPENEDITORS ' TUNSWVED
{} launchjson
2134329

4 Spafon - En Uygun Masaj ve Spa Firsatian_files
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11png
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. b
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https://en.wikipedia.org/wiki/Regular_expression

file Edit Selection View Go Debug Terminal Help

DE: P Launchindexhtml ¥
4 VARIABLES

4 Local

» Global

4 CALL STACK "PAUSED ON BREAKPOINT

6cble31f21343a9d 5764k

(anonymous function)

Number
value
getElementByTd
» LOADED SCRIPTS Number
4 BREAKPOINTS

|l

complete
value
SIKyF
value
length
value

length 6cble31 FF2343a0d576d889bFcbdeby
1f12124329d576d889bfch s En Uygun Ma F

@040 © Launch indexhtml (Magecart) In204 Col38 Spaces4 UTF-8 CRLF JavaScript

Ulke olarak COVID-19 salginini geride birakacagimiz sagdlikli giinlerde yeni

bir yazi ile tekrar gorismek dilegiyle herkese saglikli ve glvenli glnler
dilerim.

Not:

Bu yazi ayrica Pi Hediyem Var #17 oyununun ¢6zim yolunu da icermektedir.


https://www.mertsarica.com/pi-hediyem-var-17/

