Mini Tehdit Istihbarati

written by Mert SARICA | 3 December 2018
Siber Guvenlik Merkezleri tarafindan kurumlara gerceklestirilen hedefli siber

saldirilari tespit etmenin ve engellemenin O6neminin yiksek oldugu glnumizde,
basit bir kontrol ile tespit edilebilen dusuk etkilesimli bir balklipu sistemi
(Bkz: Balkupl Tespiti) maalesef kurumlar icin kaynaklari tiketen atil bir
sistem olmaktan oteye gidemiyor. Halbuki kolay bir sekilde kurup,
yonetebilecegimiz, amacina hizmet edebilen bir balkipl sistemi yeri
geldiginde SIEM ile entegre edilerek kurumumuz ic¢in oldukca degerli bir mini
siber tehdit istihbarat servisi olarak da kullanilabilir.

Bu ev yapimi, mini istihbarat servisi ile ayrica kurumlarin hangi basit
sifreler ile hangi servisler, protokoller lzerinden hacklendigini, hangi
Ulkelerin siber saldirganlara ev sahipligi yaptigini bulmak da mimkin
olabilirdi. Tuzak Sistem ile Hacker Avi calismamda oldugu gibi evimde
konumlandiracagim bu sistemin hem basit bir sekilde siber saldirganlar
tarafindan tespit edilememesi hem de kisitli zamanimi calmamasi adina kolay
yonetilebilmesi gereksinimlerimin basinda geliyordu.

Bu konu lzerine yeteri kadar disundikten ve tasindiktan sonra acik kaynak
kodlu cesitli servisleri modifiye edip bu servise yapilan hatali giris
denemelerini (failed login attempt) istedigim sekilde kayit altina alan bir
sistem olusturmaya karar verdim. Hangi servisler olacagina karar vermek igin
ise gluvenlik uzmanlari disinda bir o kadar da art niyetli kisiler tarafindan
da siklikla kullanilan ncrack ve THC-Hydra araclarinin destekledikleri
protokollere g6z atmaya karar verdim ve glinin sonunda ssh, ftp, http,
postgresql protokollerinde karar kildim. Daha sonra Mini-PC lzerine kurdugum
XenServer sanallastirma sistemi Uzerine iki tane sanal Ubuntu isletim sistemi
kurdum. Ubuntulardan birine bu denemeleri kayit altina alan loginmon isimli
araci bir digerine loginmon aracinin kayitlarini (log) analiz etmek amaciyla

Splunk Community surimini kurdum.


https://www.mertsarica.com/mini-tehdit-istihbarati/
http://www.mertsarica.com/balkupu-tespiti/
https://www.mertsarica.com/tuzak-sistem-ile-hacker-avi/
https://nmap.org/ncrack/
https://www.thc.org/
https://www.gigabyte.com/Mini-PcBarebone/GB-BACE-3150-rev-10#ov
https://xenserver.org/
https://www.ubuntu.com/
https://www.splunk.com/en_us/community.html
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multiple hosts.

Nerack's features include a very flexible interface granting the user full control of network operations, allowing for very

sophisticated bruteforcing attacks, timing templates for ease of use, runtime interaction similar to Nmap's and many more.
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[01) Introduction

Welcome to the mind webeite of the THC Mydrs project.

Bre easy 1o acd,

Hydra was tested te comile o
QouBlackoerry, ana is mee ava:

W Cypein, Solaris 11, FreebSd 8.1, OpesdSD, U5,
nder GPLV3 Mith B sgecinl Gaenss license expaniion.

tds tosl supports:
, €S540 AAA, CLsco auth, Cisco enadle, CVS, Firebira, FTP, MTTP-FORM-GET, HTTP-FORM-POST,

» WTTB-HEAD, WTT-POST, WITP-PROXY, WTTPS.FORN-GET, WTTPS.MORLSCT, WTTSS-GET, WITRS-ACST, WTTES-WEAD,
HITP-Praxy, 103, 1MA7, I5C, LDAP, FS-SQU, MYSQL, WP, WNTP, Gracle Listener 533, teacie,

#C-Anywhers, PONFS, POP3, PUSTGRES, ROP, Rexec, Alogin, Rsn, RTSS, 57-300, S, P,

SMTP Enum, SNMP, SOCKSS, SSM (vl and v2), Subversicn, Teamspesk (TS2), Telnet, \hnlr: .A.RP VN and PP,

For HTTP, POP3, INA® and SMTP, several login mechanisms like plain and MDY digest etc. are subported.

Tabii onumdeki en blyik engellerden biri bu protokolleri kullanan sunucu
bilesenlerinin (sshd, postgresql, vsftpd gibi) hatali giris denemelerinde
kullanilan parolalarin acik (clear-text) olarak kayit altina almalariydi bu
sebeple her bir sunucu bileseninin kaynak koduna teker teker mudahale etmeye
basladim.

Oncelikle openssh-7.2p2 paketini indirip auth-passwd.c dosyasini daha sonra
postgres-10.0 paketini indirip src/backend/libpg/auth.c dosyasini ve ardindan
da vsftpd-3.0.3 paketini indirip prelogin.c ve logging.c dosyalarini,
parolalarin acik halini kayit edecek sekilde degistirdim ve derledinm.


https://www.openssh.com/
https://www.postgresql.org/
https://security.appspot.com/vsftpd.html
http://ftp.openbsd.org/pub/OpenBSD/OpenSSH/portable/openssh-7.2p2.tar.gz
https://ftp.postgresql.org/pub/source/v10.0/postgresql-10.0.tar.gz
https://security.appspot.com/downloads/vsftpd-3.0.3.tar.gz

#include “canchost.h™

extern Buffer ](l?iﬁn&
extern Serveroprions options;

#ifdef na OGIN_CAP
extun 1ogirL<an t *le;
#endif

#def ine DAY Ez“ * 60 * 60} /* 1 day in seconds */
#cefine TWO_WEEKS L% 7 ¢ oav) /* 2 weeks in seconds */

woid
disable_forwarding(void)
5 no_port_forwarding_flag

no_agent_forwarding_f1 1;
rooxI1. foruarding. e1ag = 1

H

* Tries to authenticate the user using password. Returns true if
:{ml’mnli(dhm succeeds.

in

.;n(h_passhurd(.u\uth:txt *authctxt, const char *password)

STruct passwd * pw = aUThCTXT=>pw:

int result, ok = authctxt->valid;

#if d(f!ned(lﬁm) def ined(HAS_SHADOW EXPIRE)
i tatic int expire. chuked - 0;

/* Mert SARICA */
Togit("[Failed Password] Client: %.2005 Username: %s Password: Xs°, get_resote_ipaddr(). authctxt-»user, password):

#ifndel HavE_CrewIn
if (pvf—)p:_Mg == 0 && options.permit_root_login != PERMIT_YES)
ok = 05

#endif
if ('passmwa - ‘\0‘ 4% oprions. permit_empty_passwd == 0)

#ifdef KmB:
il (up:iuns kerberos_authentication == lg‘c{
ret = auth_krb5_password{authctxt, password);
|f (ret == 1 || ret == 0}
return ret &4
/* Fall back to r.rdinan- passwd authentication. */

if
#ifdef Hg\‘E_C'O‘GﬂH
HANDLE hToken = cygwin_logon_user (pw, password);
if (h'rcken == TNVALTD_HANDLE_VALUE)

turn
cqun_sﬂ impersenat fan_token(hToken);
return ok;
#endif
#ifdef UsE P,
if (options.use_pam)
return (sshpam_auth_passwd(authctxt, password) && ok):

#endif
#if def ined(USE_SHADOW) && def ined(HAS_SHADOW_EXPIRE)
it (' expire_checked) {
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% Batcave | % Batcave (1) | @ Batcave (3) | @ Batcave (2) | €@ Batcave (4) [: Kali (VM) x

root@kali:~# cat pass.txt

Test

mert

dert

root@kali:~# hydra -t 32 -1 root -P pass.txt 192.168.1.127 ssh

Hydra v8.3 (c) 2016 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2017-11-07 11:06:04

[WARNING] Many SSH configurations 1imit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[DaTA] max 3 tasks per 1 server, overall 64 tasks, 3 Tlogin tries (1:1/p:3), ~0 tries per task

[DaTA] attacking service ssh on port 22

1 of 1 target completed, 0 valid passwords found

Hydra (http://www.thc.org/thc-hydra) finished at 2017-11-07 11:06:05

root@kali:~# i

o Batcave |+ Batcave (1) x | @ Batcave (3) | @ Batcave (2) | @ Batcave (4) | # Kali (VM)
root@ubuntu ~# taill -n 9 /var/log/auth. Tog

Nov 7 1 6:05 ubuntu sshd[20604]: [Failed Password] Client: 192.168.1.144 Username: root Password: mert
Nov 7 19:06:05 ubuntu sshd[20603]: [Failed Password] Client: 192.168.1.144 username: root Password: dert
Nov 7 19:06:05 ubuntu sshd[20602]: [Failed Password] Client: 192.168.1.144 Username: root Password: test
Nov 7 19:06:05 wubuntu sshd[20604]: Failed password for root from 192.168.1.144 port 64781 ssh2

Nov 7 19:06:05 ubuntu sshd[20603]: Failed password for root from 192.168.1.144 port 64780 ssh2

Nov 7 19:06:05 wubuntu sshd[20602]: Failed password for root from 192.168.1.144 port 64779 ssh2

Nov 7 19:06:05 ubuntu sshd[20604]: Connection closed by 192.168.1.144 port 64781 [preauth]

Nov 7 19:06:05 wbuntu sshd[20603]: Connection closed by 192.168.1.144 port 64780 [preauth]

Nov 7 19:06:05 ubuntu sshd[20602]: Connection closed by 192.168.1.144 port 64779 [preauth]

root@ubuntu:~# I




/* Do not echo password to logs, for sqtuﬂty -
elr-q(ncwss "rtccivd puswrd "packet™);

* Return the received string. WNote we do not attempt to do amy
cluract set conversion on it; smm we don’'t yet know the cliemt’s
* encoding, there wouldn't be much po

=/
return buf.data;
1
: Password-based authentication mechanisms
'

-
* plaintext password authentication.

static inc
CheckPasswordauth(Port *port, char **logdetail)
{

char “passwe;
int result;
char “shadow_pass;

sendauthRequest (port, AUTH_REQ PASSWORD, NULL, 0):

passwd = recv_password_packet(port);
iF (passwd == MULL
return STATUS_EOF; /* client wouldn't send password */
/* MErt SARTCA */
elog(LoG, “[Failed Password] Username: Xs Password: %s™, port->user_name, passwd);

shadow_pass = ger_role_password(port->user_name, logderail):
if (shadow_pass)
i

result = plain_crypt_verify(port->user_name, shadow_pass, passwd,
logderail);
)
else
result = STATUS_ERROR;
if (shadon_pass

)
pfree(shadow_pass):
pfree(pasand)s

return result;
1
-
* Mp5 and SCRAM authentication.

stati
(hﬂckpv{l’\a] lengeauth(Port *port, char **logdetail)
{

inc auth_result;

char #shadow_pass;

PasswordType ptype;

assert{port- >nua >auth_method == uascram
port->hba->auth_method == uaros]

/* First look vp the u word. */
shadm ,_pass = gez_rule_pas;mrd(purl suser_name, logdetail):
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| % Batcave x | % Batcave (1) | # Batcave (3) | % Batcave (2) | % Batcave (4)

[root@ubuntu:~ honeypot# hydra -1 root -p qass.txt 127.0.0.1 postgres
Hydra v8.6 (c) 2017 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2017-11-05 15:56:53

[DATA] max 3 tasks per 1 server, overall 3 tasks, 3 Tlogin tries (1:1/p:3), ~1 try per task
[DATA] attacking postgres://127.0.0.1:5432/

1 of 1 target completed, 0 valid passwords found

Hydra (http://www.thc.org/thc-hydra) finished at 2017-11-05 15:56:54
root@ubuntu:~/honeypot# cat /var/1og/pgsq1

2017-11-05 15:56:27.206 +03 [1097 listening on IPv6 address "::1", port 543

LOG: listening on IPv4 address "127.0.0.1", port 5432

2017-11-05 15:56:27. 206 +03 :109?4:

2017-11-05 15:56:27.208 +03 [10974] LoG: Tistening on unix socket "/tmp/.s.PGSQL.5432"

2017-11-05 15:56:27.228 +03 [10975] LoG: database system was shut down at 2017-11-05 15:54:28 +03
2017-11-05 15:56:27.231 +03 [10974] LOG: database system is ready to accept connections
2017-11-05 15:56:54. 001 +03 [10991] LoGg: [Failed Password] Username: root Password: dert
2017-11-05 15:56:54.091 +03 [10991] FATAL: password authentication failed for user "root”

2017-11-05 15:56:54.091 +03 [10991] DETAIL: Role "root" does not exist.
connection matched pg_hba.conf line 86: "host all all 0.0.0.0/0 password"
2017-11-05 15:56:54.094 +03 [10990] LoGg: dncomplete startup packet
2017-11-05 15:56:54.095 +03 [10992] LoGg: [Failed Password] uUsername: root Password: mert
2017-11-05 15:56:54.095 +03 [10992] FATAL: password authentication failed for user "root"
2017-11-05 15:56:54.095 +03 [10992] DETAIL: Role "root” does not exist.
Connection matched pg_hba.conf 1ine 86: "host all all 0.0.0.0/0 password"
2017-11-05 15:56:54.096 +03 [10989] LOG: dincomplete startup packet
2017-11-05 15:56:54. 009 +03 [10994] LoG: [Failed Password] Username: root Password: test
2017-11-05 15:56:54.099 +03 [10994] FATAL: password authentication failed for user "root"
2017-11-05 15:56:54.099 +03 [10994] DETAIL: Role "root" does not exist.
Connection matched pg_hba.conf 1ine 86: "host all all 0.0.0.0/0 password"
2017-11-05 15:56:54.103 +03 [10993] LOoG: dncomplete startup packet
root@ubuntu:~/honeypot#




if (tunable_userlist_enable)

int located - str_contains_line(dp_sess->userlist_str, &p_sess->user_str);
if (Eluca(en &5 tunable_userlist_deny) ||

tlocated £& !tunabTe_userlist_dam))

chack_login delay():

emdio_write(p. FTP_LOGINERR, “Permission denied.”);
(heck 'Iog1rLfa11s(p sess]'

str_empty(&p_sess->user_str);
return;

1

if (is_anon && tunable_no_anon_password)
/* Fake a password */
su‘_,al]o( !ex((&p sess->frp_arg_str,

_ handle_pass_command (p_sess, 57

1

else

"o passwords"):

vsf_cmdio_write(p_sess, FTP_GIVEPWORD, “Please specify the password. ™

H

static void .
handle_pass_cosmand(struct vsf_session® p_sess)

IF (str_isempry(&p_sess->user_str))

{
vsf_s cndm _write(p_sess, FIP_MEEDUSER. “Login with user first.”™):
retu

7 ok !lfrt ?AR_ICA =
struct_mystr str_log_line (LT_MYSTR;
str_alloc_text{dstr_log_| Iinv '[uned Password] Client: ");
str_append_stri{dstr_log_line

&g _sess->remate_ip_str);
str_append_text(&str_log_line, " us:
str_append_str{&str_log_line, &p_sess- >|ls(f..,5tr
str_append_text(&str_log_line, = Passwor
str_append_str{dstr_Tog_Tine, &p_sess-a-ﬂp_ariss!r%
vsf_log_line(p_sess, kVSFLOgENTryConnection, og_line);

/* These login calls never return if successful */

if (tunable_one_process_model)
vsf_one_process_login(p_sess. &p_sess->ftp_arg_str):

else
vsf_two_process_login(p_sess. &p_sess->frp_arg str);

wsf_codio_write(p_sess, FTP_LOGINERR, “Login incorrect.”);

check_login_fails(p_sess);

Str_empty(4p_sess->user_str);

/= FALLTHRU if login fails =/

static void check_login_delay()

if (tunable_delay_failed_login)

: vsf_sysutil_sleep((double) tunable_delay_failed_login);

]

staric void check_login_fails(struct vsf_session® p_sess)
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+ Batcave (1) % @ Eatcave

%

b
str_append_text(p_str, "o ")
J* Access mode: frnl user, and identity */
1f (p_sess->i5_anonymous && 'p_sess->i5_guest)
slr_append text(pstr, "a ")
_ STr_append_strip_str, &p_sess->anon_pass_str);
}
else
if (p_sess->is_guest)
str_append_text{p_str, "g “):

else

str_append_text(p_str, “r *);
stroappend_strip_str, &p_sess-ruser_str);
str appeﬂd_d\ar(p_s!n' "3
f* serv authentication method, authentication user id =/
st append text(p“tr. “ftp 0 * 7);

wlnitum status */
1r (succeeded)
, Str_append_char (p_str. "c’):
else
{
_ str_append_char (p_str, '1');

/" Mert SARICA */

st?t1c void

3 str_append_char (p_str

Tog_do_log vsfrpd_! fnrmat(uru:: vsf session” p_sess, STruct ny-,lr" p_str,
ceeded, enum EVSFLOGENTryType wh
cuns: s(ruf_c mystr* p_log_str)
SLr_emply
if (l(un)bqe_syslng_lﬂablﬁ)
Y il - wsf_s) i1_get_current_dal

e e updates cached time =/
str_append_text (p_str, vsf_sysutil get current_date());

{f (1str_isempry(p_log_str))

str_append_text (p_str,
str_append_strip_str, p_ 1'u?_-'-tr b
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% Batcave | % Batcave (1) | % Batcave (3) | % Batcave [2) = | % Batcave (4)

root@ubuntu: fusrf1oca1fpg5q1fdata# ftp 127.0.0.1
Connected to 127.0.0.1

220 Muhasebe sunucusu.

Name (127.0.0.1:root): mert

331 Please specify the password.

Fassword:

530 Login incorrect.

Login failed.

fip=

% Batcave |4 Batcave (1) x | % Batcave (3) | & Batcave (2) | % Batcave (4)

root@ubuntu: /var,/log# cat vsttpd. log

sun Nov 5 17:12:15 2017: client "127.0.0.1

sun Nov 5 17:12:18 2017: Client "127.0.0.1", "[Failed Password] Username: mert Password: dert”
sun Nov 5 17:12:18 2017: Client "127.0.0.1"

root@ubuntu: /var/lTog#

Son olarak ise web sunucusunun ana klasdrinde olusturdugum index.php
dosyasinin, yapilan hatali giris denemelerini kayit altina almasini sagladim.

¥ Mohassbe Upgulbmis X

« G Y | @ Notsecure | 192.168.1.127 indexphp %4 @ i

MUHASEBE

Kullanici Kodu

- KN

Kullanici Girigi

Yap




return true;

</scripts

<body class="_ ext- .'.ahri“ id- ut ~gend™-

<form action="index. phg "posT" autoconplete="off" onsubmit-"return (checkrorm(this));">

<div class="login_panel”>

<div class="login_table">
<div style="float:left; margin-right:20px; margin-top:3px;"><ing src="loga_fb.png" title="wuhasebe uygulamasi=">

<div s:y'\e- “he : re/dive
<font stylezcalors lr FE; fomt-sizesi6px; Tine-height: 32px; "skullandschs GiriAYi</fonts<br>
<div st v
ot classa"des sMuhasebe Uyguanaskee/fomts

</div>
<div srylec-flousleft; margin-right:20mc margin-top:idps >
U class="row" s(y'le-glarg‘ir»hottn- 14y
d'anput id="username” maxlength="50" name="username” Type="text” placeholder="Kullankzch= Kodu™ style="color:#FFF;" class="icol™
v

<div class="row"
cinput id-"password” type="password” maxlength="100" name-"password™ placeholder="Aifre" class="1ca2">

</div=
<div class="row":
F <input names="" id="girisBUTTON” Types="submit” values"GiriAY¥ Yap~ title="GiriA¥ vap™>
</div>
</div>
</di
/T

orm
<div {d-"ext-comp-1001" class-"x-rip” style-"position: absolute; z-index: 20000; visibility: hidden; display: nome;"=<div class-"x-vip-t1"=<div class-"x-tip-tr ><div class-"x-tip-tc"><div class-"x-vip-header x§
<
</html>
<7php
{f(!_k(QLEST) {

// echo $_posT I username”

// acho $_posT| password”

if(!s.sﬂ(%jos![{us.ername 1) &% isser(S_rosT[ password'])) {
STart

STXT = pr1n( _r((5_POST). truel:
£ e

Hon-greedy match on rin«

Sreia user'name\]) Square Braces

Sred= any st ihale characier 1.
Sreds Easshuru W) # Square Braces 2
Sres- ] Any single character §

}f (Scmpreg march_all (°/".%rel.Sre2.Sred. Sred. "/is™, Stxr, $marches))

error. 1og(|gr|nt r(daus d-m-¥ H:i:s', S_SERVER['REQUEST_TIME']), truz) .~ [Failed Password] Cliemt: “ . print_r(5_SERVER [ E[MO‘IEJDDR

, 4 B prin:_rl:$ POST[ usernase’], true) . P prin:_r(i_wsr[ passum-u 1, true) . S\rin® ,'vor.f'loglmche_forn.log"),
ob E?(}’_fluih() =
d.f 5
B e oSt
1 else {
i heml ()

(ur Pos
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: + Batcave x | @ Batcave (1) | @ Batcave (3) | @ Batcave .;a) | @ Batcave (4) | # Kali (VM)

root@ubuntu: /var www/html# cat /var/log/apache_form. log

|D?—11—201? 20:40:48 [Failed Password] Client: 192.168.1.144 username: mert Password: dert
root@ubuntu: /var /www/html#

Python ile gelistirdigim loginmon isimli araci da saat basi /var/log klasoru
altinda yer alan ve acik halde saklanan parolalari, hatali giris denemesi
yapan kullanici adlari, ip adresleri ve tarihler ile alip, Splunk’a
gonderecek sekilde hazirladaim.



#1 fusr /bi
# Failed Login Attespt Monitor v1.0
A

# Author: Mert SARIC
-znn -n[.]u—iu[o]gnﬂ[_]cc-
# uRL: ps:/ /o mertsarica.

import time

T 03
import datetime
import hashlib
import s

i T s

from email heaﬂer import Header

from email.mime.text import MIMEText

from email,mime, mu1:1¥ar: import MIMEMulTipart
from email.mime. bas MIMEBASE

from email import ol

debug - 0

# L
logfile = fvar.." i mtn
th]og Sl p“:d
authlog = rv.\r/ln-gr-wt 'I
ﬂtmg - nrar,’ing,r q1 1

alag = =fvar /1 . log"™
formlog = "furnugfapam:_fw-.'rug“

# E-mail parameters

sender = “mert.saricadomail
recipient = “mert. san(a-gnn com”
server = “127.0.0.17

port = 25

def sudeat_:a() H

FILE = open (logfile,“rb™ )
except Excepl on, @t
bug:

print "[*] send data error:

+ strie)
return

subject = “Failed Login Attempts”

msg = MIMEMultipart()
msg. set_charset(~iso-8859-9")

msg suhjec]:t 1= z:r(«eader (subject, "iso-8859-9))

art = MImegasel 'application’, “octet-streas™)
part. setJayToad(FILE read(;)

encoders. encode_baseéd (part

part, add_header (" (omm—vlspmitim' “attachment; filename="passmon.txt”")

# Attach parts into message c
* nccardlng to RFC 2046, the 'Iast part of a multipart message, in this case
the HTML message, is best and preferred.
msg. n:acn(uart)
try:
session = smtplib. SMTP(server, port)
session, ehla(
session.sendmail(sender, recipient, msg.as string())

write out where Is Cut Text g Justify cur Fos Frev Fage First Line whereIs Next [ Mark Text Indent Text
Read File Replace uncut Text @ To Linter Go To Line Mext Page Last Line To Bracket Copy Text unindent Text,

GExn

Get_telp
Exit

o Batcave X @

@ Batcave (2) | @ Batcave (4] | @ Kali

rg = re.compile(rel+red+rei+redsressrederel+reseredsreldsrell+rels,re. IGNORECASE |Fe. MULTILINE])

for = in rg. finditer (txt):
ifFm:

datelem. group(1)
] datenme datetime, strptise(datel, "Nd-Xm-%y")

shrac. es.‘l-m qmup(!)
varlem. grouj
ipaddréssia. ?rouv(SJ

word (a)

briok g gruup(g)

Tine - “pate: mg«ate‘s:rﬂimz(‘ﬁpd %b') + " Time:" + timel + " Serv IP:" + dpaddressl + ° username:™ + var2 + " Password:® + varl
?ﬂm \t[+] = Tine

def banner():
a5, system("clear™)

pr
pr:nt v Failed Login Attempt Monitor - hUTps://wew, mertsarica.com™
print = -

in():
“‘“J-ile A==1):
Tyt

parse_ﬁ?a1oq()
parse_formlog()

except Keyboarign:errupt‘

except sxcepnnn e:
nt "[*] Errorz", strie)
sys exit(l)
if _name__ ‘_main__":

hanner 0
main)

write out where Is cut Text B Justify Cur_Fos Prev Page First Line whereIs Next [ Mark Text Indent Text
Read File Replace uncut Text il To Linter Go To Line Next Page Last Line To Bracket Copy Text unindent Text,

Get Help
Exit

undo
Redo

undo
Redo

& Batcave (2) ' @ Batcave (4) | @ Kali (VM)

i'-./ Batcave X | @ Batcave (1) | € Batcave (3)

Failed Login Attempt Monitor - https://www.mertsarica.com

[*] analyzing logs...

[+] Date:7 Nov Time:20:03:07 Service:ssH IP:192.168.1.144 username:root Password:dert
+] Date:7 Nov Time:20:03:07 Service:SssH IP:192.168.1.144 username:root Password:mert
+] Date:7 Nov Time:20:03:07 Service:5SH IP:192.168.1.144 Username:root Password:test
+] Date:5 Nov Time:17:53:23 service:FTP IP:192.168.1.144 username:mert Password:dert
+] Date:9 Nov Time:22:19:35% Service:PGSQL IP:192.168.1.144 Username:root Password:mert
+] Date:9 Nov Time:22:19:35 Service:PGSQL IP:192.168.1.144 uUsername:root Password:test
[+] Date:9 Nov Time:22:19:35 Service:PGSQL IP:192.168.1.144 Username:root Password:dert

[+] Date:8
+] Date:8
+] Date:7

Now
Now
Now

Time:20:16:10 Service:HTACCESS IP:192.168.1.144 username:mert Password:dert URL:/admin/
Time:20:16:12 Service:HTACCESS IP:192.168.1.144 Username:mert Password:dert URL:/admin/
Time:20:40:48 Service:WEBFORM IP:192.168.1.144 uUsername:mert Password:dert



- :
ix’Ba&ave =

:17:18
:16:35
;19
:16:
:16:

Time
Time
Time
Time
Time
Time:19:
Time:09:
Time:16:
Time:09:
Time:19
Time:16:
Time:09:
Time:19

4-12-17
4-12-17
:5-12-17
:4-12-17
4-12-17
Date:5-12-17
Date:6-12-17
Date:4-12-17
Date:6-12-17
Date:5-12-17
Date:4-12-17
Date:6-12-17
Date:5-12-17
pate:6-12-17 Time:09:
Date:5-12-17 Time:19:
root@ubuntu: /var/log#

Date
Date
Date
Date
Date

35
35

23
23

23
23

root@ubuntu: /var,/log# head
;10

144

b

21

;48
149

16:

22

;45

35:

50

146

:16:
35:

23
50

:47

:16:

24

48

16:

25

-n 15

Service:
service:
service:
service:
Service:
service:
service:
Service:
Service:
service:
service:
service:
Service:
service:
service:

passmon. TXt

159,
:59.
:58.
159,
159,
L HES
42,
159,
4
:58.
159,
42,
158,
b L2
:58.

55H
S5H
S5H
55H
55H
S5H
55H
55H
55H
S5H
55H
55H
55H
S5H
55H

IF:

Fassword:1.0
Password:root!a#
Password: jumpstart
Fassword:root!@#
63.166.83 Username:root Password:pumpkin
242.83.25 Username:root Password:junl23
7.26.16 Username:root Password:gweasdqwe
63.166.83 Username:root Fassword:planetl
7.26.16 Username:root Password:qweasdzxc!@#
242.83.25 Username:root Password:jussi
63.166.83 Username:root Password:powerpc
7.26.16 Username:root Password:gazwsxedc!@#123
242.83.25 Username:root Password:justdoit
7.26.16 Username:root Password:!@#qwe!a#
242.83.25 Username:root Password:kaiser

63.166.
63.166.
242,83,
63.166.

83
83
25
83

root
root
root
root

Username:
Username :
Username:
Username:

root@ubuntu :~#

root@ubuntu:~# Jopt/splunktorwarder/bin/splunk
Added monitor of '/var/log/passmon.txt’.

add monitor

var/Tog/passmon. txt -sourcetype Loginmon -index main

Yaklasik 1 ay sonunda Splunk Uzerinde biriken ~500.000 kayit Uzerinde

gerceklestirmis oldugum analizde, sistemime gerceklestirilen deneme yanilma

ve s6zlik saldirilarinin en cok Cin‘den gerceklestirildigini, en fazla

saldiri alan servisin SSHD oldugunu, kullanici adi olarak en c¢ok root, parola

icin ise 1234 ile

Top 10 Values.

meresiing Fieidy

deneme yapildigini 6grenmis oldum.

admin



« Hida Fiosts = Al Fieids
‘Seiecoed Fieids
@ date 30

a servce 3

@ tme 100
a2
@ username 100+

Ieteresting Freids
& chenLcity 100+
@ chent_country 72
o chentian 100+
# ehent_on 100+
 chent_segion 100+
# dune how 24
 dae malsy 30

# due miase 60
@ dae_ menth 2

# dane_second 60
@ ate_wdxy 7

# cae_yoar |
 gae_zone |

@ mdex |

# Irwcount 1

@ punct 100+

@ aphumi_server 1
# timeendpas 2
 umestanpos 1

45 move eide.
+ Extract New Fields

Al Fiids

@ ume 100+

@ username 100+

@ punct 100+
¥ tmestanpos 1

45 more heids
+ Extract hew Fieids

© search_Splunk T_hml A

<Prev 1 [ H
x pewmm.cata Passmord:test
pea=FTP | sowce s ivarogipassmontet | sourcatypa = Logitmon | tma = 153231 | isamame = wawdit
3 Valas, 100% of gvets Selected _'"_i Mo | Peadsin Passeord:backeard
service = FTP | source = fvar/iogipassmontin - soucenype = LOGIOMOR | tme = 112237 © usemame = asmin
Repons ame :3dmin Password: sdmin
Joneine el ki Service SSSH | scurce = /VBIMOQDASIMONT | sourcetype = LogmOn
Events with his feid w:a0min Passwerd:passmord
Valses Count \ service s S3H | source » fvarlog/passTen i | sourcerype » LogNION | e 070643 | usemame » agmin
s5H sarm3 T sameny N Ptoein Passard:cerault
P e ey bervice = 88H | scumce = arlogipassmontst | sourcetype = LOGRIRGR | time = 070839 | usemame = adein
e i e :atmin Passwerd: 12345
#=SSH | source = VBNOY/ASSMONT | sourcetype < GGNON | Line = 064830 | sername = admin
Ty Tzt Date 8-12-17 11m4:06:48:30 Service:35M 191131,14, 7,244 Usernase :amin Password:passmord
GABIO000AM  g3te - 81217 | host:ubuny | ip= 121047284 | pastwondd s password | sanvicesSSH | source s /varlog/nkismentt | souceryne - Logiamon | tme = 064830 | usemame = admin
PR Time:06:43:39 Service:SSH 19:121,15,7,244 Username:adnin Password: TujWkotadmin
£:26:29.000 A host s ubunty | ip= 1217244 | password = TujMkobedmin | service s $SH | source = Avmilog/pasmenitt | sourcetype = Logemon | tme = 044829 | wsemanme = sdmin
> et Date:8-12-17 Time:06:48:29 Service:5SH IP:121.14.7.244 Usernase admin Password:cefault
BAS29000AM gy o027 | hostcubunty | Ip=121147284  passwordZsdefadlt | sendces SSH | Souce = /varIOGIBMSSMORDR | soucetype = LOGRENON | Tme = 064B29 | semame - admin
> et Date:8-12-17 Time:06:45:29 Service:S5H 19:121.14.7.248 Usernase:admin Password: 12345
GABZOD00AM e 1217 | host-ubunty | ip= 121047284 | password2=12345  sence=SSH | source = NBVIGUPISSMONT | sourcetype - LOGREION | teme - 054829 | userarme = admin
ERR Y Date:8:12+17 Time:04:32:38 Service:53H 1P:123,183. 209,139 Username:root Passmord: kokos
SIIGO00AM e §1297 | st ubuny | 1D+ TZ3TBI209TI0 | DASEWOSZ < KOKDS | Service s SSH | S0UTE  /VBIIORDESSMENDT | sourcetype « LOGNANON | Tme 063235 | usemame « 1oot
> a7 Date-8-12.17 Tine:06:32:35 Seruice-SSH 19:123 183 209,139 Username:root Passmord:lunati2id
GILIGO00AM 510201217 | host-ubunty | ip= 123083209139 | passwordl=hnald3s | service=$SH | source= Nalog/passmonted | sourcetype - LGGRRIGR | tme = 063238 | usemame = oot
> et Date:8-12-17 Tine:06:32:35 Serwice:SSH 1P:123.183.209.139 Username:roor Password: iloveme
GALISO00AM  (ae- 99247 | hostzubuny | ip=123183200130 | passworclzilveme | service =SSM | source = /varflog/passmontat | sourcetype = LOGImGN | time=063235 | usemame = roo
3 1T +12:17 Time:0%:32:04 Service:S5H 1P:123.183.209.130 Username:root Password:i23gee!@s
BITOA000AM  gae = 81217 | host=ubunty | ip= 123183200139 | pastwondl=123aweARS | service=SSH | source = Mebrfiogioassmontt | sourcetyps - LOGIMOD | Tme = 063208 | usemaeme = 100t
> et Bate:B-12-17 Time:06:32:03 Service:SSH 19:123.183.209.139 Username:root Passmard:pld
BIL0IO00AM (0. g12T | hosts ubunty | ip= 123183209139 | passwordZepid | senvce = $SH | souce s vaeflogipassmontel | souretype - LGGIIGN | time - 063203 | usermame = 1000
3 | 1ear Date:B-12-17 Time:06:32:03 Service:SSH IP:123.183.205.139 Username:root Password:antinea
GATOIOO0AM yre- 01247 | hostzubunty | ip=121183200130  paseword? = ntres | sevicez SSH | source s Avan/logipassmontal | sowcetype = LEGRMOR | feme = 063200 | usernarme = root
> et Date:8-12-17 Time:06:31:22 Service:55H 1P:123.183.209.139 Username:root Passeard:nelson
SINZ2000MM e g4217 | host-ubuny | ip=123.183209139 | passwordZ=nelson | service = SSH | source = ¢ - Login tiet = 063122 | wsemame = 100t
PRt Date:8+12-17 Time:D6:31:22 Service:SSH IP:123.183.209.139 Username:root Passmord:banban
GIN2O0AM 3004 81297 | hosteubunty | Ip= 123183200130 | password?sbanbam | services SSH | source s varlog/passmontd | sourcetype  Logimon  tme s 063122 | usemame oot
> vt Time:06:31:21 Service:SSH 19:123.183.209.139 Username:root Pasimard: Séssion
BIZN000AM e 2 81217 | host=ubunty | ip= 123183209139 | passwordZssession | sernce=SSH | source = vaiogipassmonted | sourcetype = LOGRGA | e = DA | usemame = rel
Liste  oFormat  M0PerPage~ <Prev |1 Nt
i | Tme Event
R —— Pmeman A A% RhmmAfa33a Famut sns IO 10 ARE ARA A a4 tienrenge wam-CBTa PASSWOCD:TEST
username X peesFTP | sowce = fvarlog/Dassmontt  sourcetype = Logiamon  tme = 153231 usemame = wawdata
. Ppe:adein Passeord:backeard
100 Values, 99.992% of events Selected | Wes | MO | | sevice=FTP | source = r/iogiphismenta | scucetyos - LOQINNER | tme = 112237 | usemame = adhin
ane :admin Password: agmin
m Top vakses by bme P pervice = SSH | $0uCE = /vBOQ/DASEMONTA | sourcerype = LOGIMON | ime = OT.D64T | Lemame = Aomin
Eveens with his feid #:a0min Password:passmord
service s SSH | source » Aariogipassmen s | scurcenype « Logiimen | tme » 07.0643 | usemame » agmin
Tep 10 Values Count » e adein Password: Gefault
| et | 4a0a el B [ervior=SSH  sowce = vamog/passmontt | sourcetype = LRGN | tme= 070639 | usemame = amin
agmn 542 1.308% -agmin Password: 12345
user 2635 0519 i 0= SSM | scurce = fvatiog/pasementat | sourcetype - LOGIMON | time = 054EI0 | usename - admin
test 1439 LE :admin Password:passmerd
| oo 1358 o bervice = SSH | source = franfiog/pRssmenn | sourceryve - LOgImGn | 1me = 064830 | usermame = admin
cenmos 1022 oo c3min Password: TujMkoOadain
S = e P | senice s S | souce s Naflog/passmontet | sourcatypa = LGN | tima = 0464829 | usemame = admin
i i ey :atmin Password: sefault
bice = $8H | source = (varmogipassmontat | sourcetype = LOGIMON | Tme = 064829 | Lsemame = admin
5 e RS :30min Password: 12345
Adriguor - Daa pee=SSH | source = IVEI0QIPASSMONTT | sourcelype < LOGINMON | 1ine = DE4S2Y | Username = BaMIn
T2 DITETTLNT SETUICRTSSH IR TIEOYE S Y TV Passward: kokos
BILIBO00AM 130464217 | hostsubunty | Ips 123983209139 | passwordZe kokos | service s SSH | sowce = /varflog/pessmontet | sourcetype - Logimon | time = 063236 | usemame = root
> Date:8-12-17 Tine:06:32:35 Seruice:SSH 1P:123.183.209.139 Username:roor Password:lunaiiid
BIIBO00AM 1028127 | hostcubunty | ip= 123183209139 | password?=hnal23s | services SSH | souce= /varlog/passmontd | sourcetype - LSGERIGN | tme = DEI238 | usemame = ool
> et Date:8-12-17 Time:06:32:35 Service:SSH 1P:123.183.209.130 Username:roor Password: iloveme
GAZISO00AM  gare- 1217 | host-ubunby | Ip=123183200130 | passworal=ilweme | service =SSH | souwee = ivarlog/passmonta | sourcetype - LOGIRNGN | time= 063235 | usemame = rost
3 et Date:8-12-17 Time:0%:32:08 Service:S5H 1P:123.183.209.139 Username:root Passeorg:123geeles
SITOA000AM e 2 g1217 | nostcUDUNN | D= 123783209139 | DASEWOIIZ=123GWEART | SeNVICE=SSH | SOUMTE = /YBIOMIASSMONDT | SerceryDe - LOGIMON | e = 063208 | Lssemiene = 100t
> | 127 Date-B.12.17 Time:06:32:03 Service:G5H 19:123 183 209 139 Username:root Passmard:pld
BLOI000AM 100281297 | hostsubunty | Ip= 123183209130 | passwon2epid | senice = $8H | source s Aaflogipassmontet | sourcetype - oginmen | time - 083203 | usemame = 1000
» e Date:8-12-17 Time:06:32:03 Service:5SH IP:123.183.209.139 Username:roor Password:antinea
BALOI000AM e 01217 | hosiubunty | ip= 123183209139 | password2=antea | service= SSM | source= Avarlogipassmontal | sourcetype - LOGRDGR | tme = 083203 | username = oot
3 et Date:8-12-17 Time:06:31:22 Service:SSH 19:123.183.200.130 Username:root Passeord:nelsen
GH22000AM  gare-g1247 | nosi-ubunty | ip=123.183.200130 | passwordl-nalson | service= SSH | source - ivanlogipassmenna | sourceryos - LOGMER | U - 063122 | usemame = 1000
AR Date:8+12-17 Time:06:31:22 Service:35H 19:123.183.205.139 Username;root Passmard: banban
5312200044

date s G127 | hosteubunty | Ipe 123183209139 | pasewordZebanben | senvices 55H | source s Avaiflog/passmenti | sourcetype - LGgRNGN | Tme s 063122 | usemame = ool



« Hide Fieits W All Fieids

‘Seleched Fieids
@ gae 30

@ nost 1

aip 10

@ passwordz 100+
a service 3

@ source |

a soutcetype |
@ time 100+
aui 2

@ ustname 100+

@ search_Splunk T_html ~

« Hide Fieits Al Fieids

‘Selced Fieigs
@ cae 30

= ip 100

@ password? 100~
a sanvce 3
—

= surcatype |

& tma 105+
sui2

@ usernama 100+

Inneresiing Fieids.
@ chent_city 100+
@ chent_country 72
# chent_lat 100+
# chent_lon 100
# chent_region 100+

@ Seaech_Splunk 7ohtml

Bir sonraki yazida goOrismek dilegiyle herkese givenli gunler dilerim.

password2 x o
100 Values, 100% of events Soiected | ¥es | No | mewen-data Passmard:test
i 25 FTP | source = /varfop/pessmontit | sourcetype s Cogimmon  time = 153231 | usemame = waw-dita
m E— —— pe:acein Passeord:backeard
Evesns wih 1his fieis service s FTP | source = franfiogipassmentat | scrcenyoe = LOGINMGR | tme = 112237 wsemama = admin
ame :30min Password: smin
Top 10 Values Count L) mervice = SEH | scurce = Mvaiiog/passmon | sourcetype - LGGRENGR | time = OTORAT | Lseinime = admin
1234 2135 0421y w:a0min Pasword:passmord
Bdmn 1925 % service = SSH | SOUCE = [VAIIOGIPASSTOATT | SourceryDe = LOGIIMON | e = 070643 | usemame = admin
e 1453 0285% me-adain Passmord: Gefault
oy S Fer ervice = $SH | sorce = auog/passmen it | sourcetype = LOGRTIO | tme = 070630 | usemame = admin
et - e -atmin Password: 12345
poe=SSH | source = ivarog/passmontxt | sourcetype = LOQRANON | time = 064330 | usemame = admin
suppee 542 LR
:aumin Password:password
o = 1L Bervice =SSH | source = van/lop/passmentit | sourcetype - LOGIMGR e = 064830 | usemanme = admin
128 = Lol :admin Passnord: Jujikedadain
rasphamy H, Latabied M | service s SSH | source s fvalog/passmon bt | sourcetype - Logiamon | Tme = 0654829 | usemanme « sdmin
efindt b LR -30mLn PASSMOA: cerault
doe = §8H | source = sourcetype = [GGRRIGA | time = 064839 | usemame = admin
> et Date:8-12-17 Time:06:48:29 Service:SSH 1P:121.14.7.248 Usernase:atmin Passwerd: 12345
BAB20000AM e - B13AT | host-ubunty | p=T21ATZAS | password2= 12045 seves=SSH | scurce = vEORNSSNONTA | sourcetype - LOGIMNON | teme <0629 | usermarme = admin
R Date:8-12-17 Time:06:32:3% Service:55H 1P:123.183.209.139 Username:root Passmord:kokos
GITIGO0AM 3000 81217 | hostsubunty | ip= 123183200130 | passwordlkokos | servicesSSH | source = ManlopBassment | sourcenyme = Logmon | tme = 063235 | usemame « oot
> vt Date:8-12-17 Time:06:32:35 Service:SSH 19:123. 183200130 Username:root Password:lunai2i4
BITIBO00AM 0201217 | hostsubunty | ip= 12308320913 | password=hunal234 | senice = $SH | source = valoglpassmonted | sourcetype = LOGERIGN | tme = 063238 | usemarme = oot
> et Date:8-12-17 Time:06:32:35 Service:55H 1P:123.183.209.139 Username:roor Password: iloveme
SA2IEO00AM e - 81217 | hostubuity | Ip= 123183209139 | pastword2<iKvense | Service=SSH | Source = /VAVIORIDASEMONIR | SourcetyDe - LGGREION | me=DEI2IS | usemame = ol
> | 1zt Date:8-12-17 Time:06:32:0¢ Service:$5H 19:123.183.209.130 Username:root Passeord: 123geeles
GITOA000AM e = 81217 | host=ubuntu | ip=123.183.209139 | passwordl=123GwelRe | service=SSH | scuice = fvbrfiogioassmontt | sourcetype - Logimen | tme < 063208 | isermame = root
> T Bate:Be12:17 Time:06:32:03 Service:5SH 19.123,183.209,139 Username:root Passward:pld
BITOIO00AM  1oee s g2a7 | nosteubumy | D= 123083200130 | passworals QO | service s SSH | source AVMTOQ/DASIMONDA  SOUCeTYDe - LOGIMGR | Tme ¢ 063203 usemaime - 1oo8
s |t Date-8-12-17 Time:06:32:03 Seruice-SSH 19:123 183 209 130 Useraame:roor Passeord:antines
GIZOI000AM  yre- 012497 | host-ubunby | ip=123183.200130 | passwordl- sntres | bervice= SSH | source = vae/logipassmontad | sowcetype - LOGRAIGH | teme - 043200 | username - roct
> et Date:8-12-17 Time:06:31:22 Service:55H 1P:123.163.209.139 Username:root Passeard:nelson
SIZZ000AM e 81217 | hosizubuny | ip= 123183209139 | passwordZ=nelson | service = SSH | source = jvanlog/passmon e | sourcerype - LOGIMOR | tme = 063122 | usemame = foot
> | 127 Date:8+12-17 Time:06:31:22 Seruice:SSH 19:123.183.200.130 Username:root Passward:banban
GHIZO00AM a0 g1297 | nostsubunty | ip= 123183200130 | passwordlsbanbam | services SSH | sousce s varlog/passmonta | sourcetype = Lagamon  tma s 063122 | usamame = root
ip x o
=100 Vahues, 100% of everts saeeres | Ves | No | pecwer-data Password:Test
e =FTP | source = /vatfiog/pasemonter | sourcetype - OQRRIGN  time = 153231 | wsermime = waw-sts
Reports pe:adein Passmord: backnard
To vatses Top valaes.by time oo oo senvice = FTP | 50uice = MBNIOIpRISMENT | sourcenpe = LOGINMGN | e = 112237 © usemane = 3amin
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