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written by Mert SARICA | 3 August 2020
Sometimes when you follow cybersecurity experts on social media or look at

cybersecurity presentations, you may come across phrases like “OPSEC FAIL.”
These usually refer to significant operational errors made by APT groups
and/or malware developers. For those who are curious about what operasyon
glivenligi (OPSEC) is, it stands for Operational Security, which is a process
of protecting critical information about an operation to prevent it from

being acquired by opposing intelligence units.

At the Virus Bulletin event held in London from October 2-4, 2019, I
participated in a presentation entitled “Who is SandCat: an unveiling of a
lesser-known threat actor” by Kaspersky. The presentation covered the OPSEC
errors made by the SandCat group, believed to be a unit of Uzbekistan
intelligence. One of the errors was that the group used a command and control
center with the address registered under the name of a military unit
(Military Unit 02616) when testing 0-day exploit codes on systems with
Kaspersky Antivirus software that had telemetry feature enabled. This showed
that the group did not take OPSEC very seriously. Kaspersky researchers were
able to take advantage of the opportunity and collect the 0-day exploit codes
used by the group from systems with Kaspersky Antivirus software and analyze
them.

As a cyber security researcher who takes advantage of opportunities to hunt
for threats on VirusTotal, I recently encountered a malicious software
developer who was not paying attention to the topic of OPSEC (Operations

Security) in the past months.


https://www.mertsarica.com/opsec-fail/
https://www.mertsarica.com/opsec-fail/
https://en.wikipedia.org/wiki/Operations_security
https://en.wikipedia.org/wiki/Operations_security
https://www.virusbulletin.com/conference/vb2019/
https://www.vice.com/en_us/article/3kx5y3/uzbekistan-hacking-operations-uncovered-due-to-spectacularly-bad-opsec
https://www.mertsarica.com/threat-hunting-with-virustotal/
https://www.mertsarica.com/threat-hunting-with-virustotal/
https://www.virustotal.com
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“fatural.exe” on my analysis system, a fake

message appeared. When I examined the “fatural.exe”

file with the RDG Packer Detector tool, I learned that it was developed with

the C# programming language. When I briefly looked at the code with the ILSpy

source code translator,

make the source code readable, I used the ded4dot tool.

I saw that the code was obscured (obfuscated). To
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When I looked at the source code, the function s method2() which decrypted

the data encrypted with AES caught my attention. After a short time of

analyzing the Main() function step by step with the dnSpy debugger, I noticed

that the s methodO() function decrypted the encrypted data and saved it in

the variable byte 0 and then saves it to a file and runs it. After I learned

this, I decided to save the data in the byte 0 variable to disk and analyze

it.
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Main() : void >

process? . WaitForExit();
if (int 1 »>= 3)

File.Delete(string_6);

}
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private static byte[] smethod_1(byte[] byte_&)
{
MemoryStream memoryStream = new MemoryStream();
int num = BitConverter.ToInt32(byte @, 8);
memoryStream.Write(byte_8, 4, byte_@.Length - 4);
byte[] array = new byte[num];
memoryStream.Position = @L;
new GZipStream(memoryStream, CompressionMode.Decompress).Read(array, 8, arr
return array;
}
private static byte[] smethod_2(byte[] byte_8)
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byte[] array = new byte[16];
Buffer.BlockCopy(byte @, @, array, 8, 16);
Rijndael rijndael = Rijndael.Create();
byte[] array4 = rijndael.IV = (rijndael.Key = array);
MemoryStream memoryStream = new MemoryStream();
CryptoStream cryptoStream = new CryptoStream(memoryStream, rijndael.Createl
cryptoStream.Write(byte_®, 16, byte @.Length - 16);
cryptoStream.Close();
return memoryStream.ToArray();
}
private static string smethed_3(string string @)
1
return new string{(from c¢ in string @.Substring(1)
select (char)(c ~ (byte)string 8[@])).ToArray());
¥

[D11Import(“"kernel32.d11", CharSet = CharSet.Unicode)]
[return: MarshalAs(UnmanagedType.Bool )]
private static extern bool DeleteFile(string string_e);

e '
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After analyzing this file with dnSpy and also the ANY.RUN sandbox system, I
found that it was a cracked version of a password and crypto wallet stealer

called Project Evrial.
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Text

private static string text = "";

private static void Main(string[] args)
{
RawSettings.Owner = "XakFor.Net";
RawSettings.Version = "1.8.3%;
RawSettings .HWID = "EEEBSDS47880842A7B542739BBC26CF4B" ;

OnClipboardChange += ClipboardMonitor_OnClipboardChange;
Start():

public static void ClipboardMonitor_OnClipboardChange(ClipboardFormat format, object data)
{

try
{

if (format != ClipboardFormat.Text) return;
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After the analysis, I found the command and control center’s address
(http://zmcoin.tk) and decided to visit it. With the directory browsing
feature enabled, I was able to view the files stolen by the malware in a
folder. When I sorted the files by date and downloaded the oldest file to
examine it, I saw that the malicious person had first tested this malware on
their own test system. Of course, this test system was not only used to test
the malware but also for personal business, which resulted in a failure of
OPSEC (Operations Security) as the malware had also stolen personal

information such as name, surname, email address, etc. from the system. The



malicious person fell into the well he dug himself. :)
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File Edit Format Wiew Help

User name:
i

Customer ID:

IP Address:
81.213.254.6
Language:

en

Disabled:

M

Created at:
2019-03-10 13:49:46
E-Mail:

First Name:
Last Name:

country:

TR

Grid ID:

1

Avatar First Name:

Av;tar Last Name:

Secret TIN:
Has traded:
N

Partner:

M

Grid Name:
s5L

Garid Long Name:

Grid cCurrency:
5LL

an email containing information for activating your acco

As it can be seen, it is possible to obtain important information about cyber
operations and the people who carry them out, thanks to malicious actors who

do not pay attention to operational security.

Hope to see you in the following articles.



