P1i Hediyem Vardi, Verdim,
Gitti #3 :)

written by Mert SARICA | 5 May 2015
1 Mayis 2015 tarihinde Uclncusu dizenlenen Pi Hediyem Var oyununun ¢Ozum yolu

ve Raspberry Pi 2 kazanan talihli karsinizda!
¢0zOM YOLU:

Dahi ile deli arasinda ince bir ¢izgi oldugu sdéylenir.

Asagidaki resimde gorduginiz bir dahi ise, yine bu resimde olan ama
goremediginiz deli kimdir ? sorusu bize aslinda bu resim icinde baska bir
resmin gizli olabilecegine yani steganografi kullanildigina dair ipucu
veriyordu. Bu ipucundan yola ¢ikarak Einstein’in resmini (pihaber6.png)

Google goOrseller lUzerinde aratarak resmin orjinalina kisa bir silrede

ulasabilirdik.
— et (& == e
Google Gorseller % _-
€« 3> X f B2 https//www.googlecom.tr/imghp?hl=trétab=wisei=0f49VzhL45rsAGK24CwBg8&ived =0CABQqi40Ag iy @ ) i =
ann 3]
et 3 @ o
Gdarseller 8
Gdrselle ara X
Google'da metin yerine girselle arama yapin. Buraya bir resim struklemeyi deneyin.
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Eslesen gorselleri iceren sayfalar

Is - Emstem Sizin icin Caligsayd..." - Baslangicin biraz ilerisi .

kmuratsimsek. blogspot.com/...fis-einstein-sizin-icin-calssayd-...
[FEWLY| - 26 Nis 2014 - Muhtesem olurdu degil mi? Disinsenize hllhln
gelmis gecmis en biylk zekalanndan birisi sizin icin calisiyor. Hangi
departmanda olursa ...

Poster APPLE Think Different Albert Einstein - 50X70 ..
w.pinterest.com/../11603... = Bu sayfanin gewlsm\ yap
Poster APPLE Thmk Different Albert Einstein - 50X70 Il | See
more about albert einstein and posters.

Think dlffereni on Pinterest | Jane Goodall, Pablo Picasso ..

o hitips://tr pinterest. com/ericchan2017/think-different/
357 = 500 - Explore eric chan's board "Think different” on Pinterest, a visual
bookmarking tool ... Apple =« Think Different-- ad campaign 1997 poster >
Jane GOODALL (brit ..

Poster Apple Think Different Albert Einstein 50x70 | eBay
% -[250764766418 ~ Bu sayfanin cevirisini yap

- Poster APPLE Think Different Albert Einstein - 50X70 !l in
Computers/Tablets & Networking, Vintage Computing, Vintage Computers &
Mainframes | eBay.
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Is - "Einstein Sizin icin Calissaydi..."
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Steganografi kullanildigindan slphe ederek resim Uzerinde Digital Invisible
Ink Toolkit araci ile RS LSB steganalizi yaptigimizda Red, Green ve Blue renk
grubunun degerlerinin orjinaline kiyasla yiksek ¢iktigini goérebilirdik. Bu
durum da bize LSB y6ntemi ile resim lzerinde bir verinin gizlendigi bilgisini

verirdi.

Stegsolve araci ile


http://www.ws.binghamton.edu/fridrich/Research/steganalysis01.pdf
http://www.garykessler.net/library/steganography.html

|£| Digital Invisible Ink Toolkit 1.5

| Encode I Decode I Simulate | Analysis |

Pick an analysis method

[ Steganalysis d [

Benchmark

] [ Bulk Steganalysis

Results from last analysis

Besults of steganalyp=is

RS AMALYSIS

BE Analys=i= (Hon-overlapping groups)

Percentage in red: Z0.7ZE55

Epproximate length (in bytes) from red: 35857.3567
Percentage in green: Z0.B4BEE

Approximate length (in bybes) from gresn: 36384.83465
Percentage in bluwe: 20.741%8

Approsimate length (in bytes) from blue: 3602415551

B3 Analysis (Owerlapping groups)

Percentage in red: 20_ 43816

Approximate length (in bybtes) from red: 354508 22302
Percentage in green: Z0.43012

Approximate length (in bytes) from gresn: 35482 52821
Percentage in blue: Z0.Z0Z8G

Approximate length {in bybes) from blue: 35087.863E1

Average across all groups/colours: Z0.58173
Average approwimate length across all groups/colours: 35745.82553
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The last analysis results

| £ Digital Invisible Ink Toolkit 1.5

[ Encode | Decode | simuate | Analysis |

Pick an analysis method

£ Steganalysis i [

Benchmark

Bulk Steganalysis

Results from last analysis

Besults of sbeganaly=i=

BE AHALYZTZ

BE Analy=i= (Hom-overlapping groups)

Percentage in red: 0.281Z21

Approximate length (in bybes] from red: BE3.11584
Percentage in greem: (.48121

Approximate length (in bytes] from green: B53.11084
Percentage in blue: 045121

Approximate length (in bybes] from blue: 853.11C28%

BE Analy=i= (Cwerlapping groups)
Percentage in med: 0.71022
Approximate langth (in bytes)
Percentage in green: 0071022
Approsimate length (in bybes)
Percentage in blue: 0.710ZZ
Approximate length (in bybes)

from red: 1233.45146
from green: 1233 45146
from blue: 1233.4514€

Average across all groups/ocolours: O.G0071
Average approximate length across all groups/colours: 1043.305E5
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|The last analysis resultsl

Stegsolve araci ile Red, Green ve Blue

sectigimizde karsimiza sayisal gorinti

Bitplane degerleri icin sifiri
kodlama bicimi olan JPEG baslik

bilgisi ¢ikiyordu. JPEG dosyasinin baslangic (OXFFD8) ve bitis degeri

(OxFFD9) arasindaki veriyi kopyalayip calistirdigimizda ise Einstein’in

resmine gizlenmis bir deli resmi ortaya ¢ikiyor ve oyunu basariyla tamamlamis


http://www.caesum.com/handbook/stego.htm
http://en.wikipedia.org/wiki/Bit_plane
http://tr.wikipedia.org/wiki/JPEG

oluyorduk :)
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Preview Settings
Include Hex Dump In Preview

Order settings

Extract By @ Row () Column

Bit Order @ MSB First (7 LSB First

Bit Plane Order
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Preview H Save Text H Save Bin H Cancel |




File Edit Disk Options Tools Plug-lns Window Help

Z2SH2H AHERE 9 BAEARE » 0 @3 K o=
P BEE Ml §E  |Leayas TR

o |3 |52 |23 | A B 012345&789AB

00000000 FE DO 00 00 E 4n 46 | .. .. ..
0000000C 49 46 00 01 00 intd -1
00000018 | FF FE 00 1F 65 ....LEAD Tec uintd 235
00000024 68 6E 6F 6C 49 hnologies In s -9985
00000030 | 63 2F 20 56 DB : uint16 53551
0000003C 84 D0 05 05 07 int32 -320103681
00000048 O0OC 09 09 09 0D uint32 3774863615
00000054 0D OD 0D OD 0D inté4

00000060 0D OD 0D OD 0D uint64
0000006C 0D OD 0D OD 0D
00000078 0D OD 0D OD 0Aa
00000084 0A OC 07 07 0D Signed v/ |32bi
00000090 0D OD OD OD 0D
0000009C OD OD 0D OD 0D
000000AB 0D 0D 0D OD 0D
000000B4 0D OD 0D OD 0D

deliext jpg |

Compare Results

Type Source [B)  Count i8]  Count [B)  Target [§) Count 8]  Count [B)J

Data Inspector
Data at offset C00000004:

lazlensi eled |

Expression Calc
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(-3

| Structure Viewer

Ready Cursor: 00000044 Caret: 00000004 Sel: 0000004 OVR MOD READ
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Data Inspector
Data at offset 0xD000D102:
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Expression Calc

Signed

v |32bi

deliext jpg |

v |

1 instances of 'FFDY' found in C:\Users\Mert\Desktop'stega\deli-ext.jpg

| 88 | & B | X

Address [B) Length @) Length [§)
00000100 2 02

m‘ %ComparelMChedamlﬂFind @Boduﬂarks| Dumut|

| Structure Viewer |

Find All Complete.

Cursor: 0000D11A | Caret: 0000D102

173678 bytes

OVR MOD READ
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Hex Workshap - [C\Users\Mert\Desktop'stega\deli-extjpg]

General | Security | Details

— deliipg
Typeoffle:  JPEG image (ing)

Openswih: &) Windows Photo Viewer | Change
Location:  C:\Users\Mert\Deskiop'stega

Size: 52.2 KB (53.502 bytes)

Sizeondisk:  56.0 KE (57,344 bytes)

Created: 27 Nisan 2015 Yesterday. 17:44:18

Modfied: 27 Nisan 2015 Yesterday. 13:17:04

Accessed: 27 Nisan 2015 Yesterday. 17:44:18

Attibutes:  [JReadonly [ Hdden Advanced..

Cancel
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Type of file:

Opens with:
Location
Size:

Size on disk.
Created:

Modified:
Accessed

Mtributes

delijpg

JPEG image (jpg)

(@] Windows Phato Viewer

C\Users\Mert\Desktop
52.2 KB (53.502 bytes)
560 KB (57.344 bytes)

28 Nisan 2015 Today, 1 minute ago
28 Nisan 2015 Today. 1 minute ago
28 Nisan 2015 Today, 1 minute ago

[JReadonly [tidden

Change

Advanced

File Edit Disk Options Tools Plug-lns Window Help »
FTESH2H ABEDE A@ns B Mk S S R
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z % = = Data Inspector L o~ X
= R Data at offset 0x000DDD04:
al M — 1
% intd -1 ~
- uintd 255
= int16 -9985
= uintl6 53551
int32 -520103681
uint32 3774863615
intG4 5064878326892...
uinted 5064878326892..
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Signed v | | 32 bit ]
ki ]
deliext jpg Eval | |
® 1 1
v | 1instances of 'FFD9' found in C:\Users\Mert\Desktop\stega\deli-ext.jpg ﬂﬁ B B x
* | address [BJ Length @)  Length [8)
0000D100 7 02
E %Compare f-ZChecksum ﬂﬁFind @Bookmarks [E]Output
Structure Viewer
Ready Cursor: 0000002B | Caret: 0000D102 Sel: -O00DDOFE OVR MOD READ .
= delijpg - Windows Photo Viewer - a
Ele ~ Print * Emal  Bum v QOpen
- delijpg Properties
= delijpg Properties “ po— —
eneral | Securty | Detals

Cancel

OYUNU BASARIYLA TAMAMLAYANLAR: Harun GULEC, Melih Burak Sari, Ahmet Cihan

CEKILIS ve KAZANAN TALIHLI: Melih Burak Sari
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Harun GﬁLEq

Melih Burak Sari @

Ahmet Cihan

BN Administrator: CAWINDOWS\system32\cmd.exe - python |ﬂ|ﬁj

Microsoft Windows [Uersion 6.1.76811
Copyright <c> 2809 Hicrosoft Corporation. All rights reserved.

m/| s

C:xUsersy >python
Python 2.7.9 {default, Dec 18 2814, 12:24:55> [MSC ».1588 32 bit <(Intel>] on win
32

Type "help'. "copyright'. “credits" or "license" for more information.
>>>» from random import randint
>»> print randint{i.3>

2
>

Basta kazanan talihli Melih Burak Sari olmak lUzere oyunu basariyla ¢odzen,
katilan, destekleyen, sponsor olan herkese tesekkir eder, yeni oyunlarda
gorusmek dilegiyle herkese giuvenli ginler dilerim.




